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Serviciul tehnologii informa{ionale
;i telecomunica{ii

1. Scop
Scopul elaborйrii prezentului Caiet de Sarcini сопstй in definirea сеriп{еlоr telrtrice,

funcfionale, operalionale ;i de securitate pentru рlоiесtаrеа, furnizarea, implementarea si рuпеrеа
in funcliune а itrfrastructtrrii unui centru de date (Data Сепtеr), destinat asigurйrii functiorrйrii
continue, sigure qi scalabile а sistemelor informalionale critice ale errtitllii.

Documentul аrе drерt obiectiv:
а) stabilirea раrаmеtrilоr tehnici minimi qi obligatorii pentru infl,astructura IT (sсrчеrе,

stocare, rеtеа, virtualizare, backup);
Ь) deIrniгea celirrtelor privirrd disponibilitatea, redundanýa gi contirruitatea opcrationald;
с) dеsсriегеа сегiп!еlог de secuгitate flzicй 9i сiЬеrпеtiсi;
d) stabilirea condiliiloг de inteгoperabilitate cu iпfl,аstruсtuга existenti;
е) definirea сегiп!еlоr privind monitorizarea, administrarea gi mentenan{a sistemelor;
0 asigurarea сопfоrmitйlii cu standardele 9i bunele practici aplicabile in domeniul сепtrеlоr

de date.
Рrеzепtul Caiet de Saгcirri constituie baza tehnicй pentru inilierea рrосеdurii de achizilie 9i

еvаluаrеа оfеrtеlоr, in чеdеrеа selectбrii unei solutii саrе sй colespundб rrecesitйlilor ореrа{iоrrаlе
actuale Ei viitoaгe ale entitdlii.

2. caracteristici tehnice

Iпfrаstruсturа Сепtrului de Date

Cod СРV Specificarea tehnicй dерliпй solicitatй
de сйtrе autoritatea contractanti

Co,,,p,,t i,,,g S.ruer. *itlt Гoit"*i,,g
соп figuгаtiоrl:

wеIl-kпоц,п Ьгаrld.

Fоrtп-l'асtог - Rack-nlount tnax. 2U
2 х CPU rnin. ZSCHi-ru* З"ОСrl, toi
all согеs, rTin. 32Согеs, rnin.280MB
cache, DDR5 RAM,
5l2GB DDR5-6400 RDIMM (8 х 64GB)
installed, rnin. 32 slots available fог
RAM.
Raid Сопtгоllег witlr Raid I suрроrt

Boot disks min, 2 х 480GВ NVMе SSD,
used fоr hурегчisог.
Nеtwогk саrd: 2 х l0/25Gb Intelligent
Еthегпеt, RtlCEv2, NVMe очег
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Dual сопtгоllег, u,,ith high availability
and autonra-tic fai lочег.
Chassis, 2U гacklnourrt: dtral t:оtltгоlIег
ancl rtlin. 24 х NVMe disk slclts,
Агсlritесtuге: scalabIe апd r,эsilient
аrсhitесtuге. сlustегеd сопtгоllегs with
norr-disгuptive fаilочег in case of failurc
ог
SLrppoгted types clf disks: NVMe SSD

NVMe SSD

Cache size 1lег сопtгоllеr,: пiiп. 256GВ.

302321 10-
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COMPARTIMBNTUL STOCARE SI BACKUP
2 х Ргirпагi, Stогаgеs rvith fblIolvirlg
сопf igLrгаtiоп:

Inteгtlatiotlal weli-known [lгапсi.

cables Active Optica| Cable l0/25GLl
SFР2В З ttleteгs included.
FiЬге Channel НВА сагd: 2 х З2GЬ SFPt
роrts, NVM очеr F'C/iSCSI FС,
mtrltipath, NPIV, AES-256 епсrурtiоп, 2
Х 32Gb SFР+ 5fi91-*ave trапsсеitiегs
incIuded.
SесLrгitу: hагdwаге ТРМ ModLrle 2.0
inclLrded.

Fапs; Redurrdant hot-swap fans.

Роwег Supply. Redurldarrcy: 2 х min.
l600W, Platinurn Efficiency, tTitl 94Оk,
hot swalэ. Роwег соrds included.
Dedicatcd l1-1allagclllellt еthегпеt рогt,
cotlsoIe рогt, пliп 2 х USB 3.0
Managerllent: Retnote I(!'M tЬг each
sегчег. centгalized пlапаgеmепt fЬг ail
sегчегs i1,orT а single dаshЬоагd, tlpdates
(inciuding fi гпrwаrе) poI icies, secuгity
pol icies, operation autornation and
огсhеstгаtiоп with license included.

Ceгtiflcations: FIPS l40-2 оr FIPS l40-3.
Wаггапtу: 3 уеагs Гог sоftwаге updates,
|lагdи,аге r,epIacelllcttt on-site. sl,|ррогl
24l24. ЕцtiрIхепt n]ust Ье геgistегеd at
чепdог suррогt рогtаl and attached to
colllpany рrоfilе fЬг at least futtlге access
to suррогt гепеwаls, updates, notiflcation,
гесоttt t-t-tetldations.

sistem de stocare
All Flash

All trlash Stогаgе System, NVMe,

DisI< included: rllin. l2 х 3.84ТВ NVivle
SED disks, Ilot sw
Host рогts рег сопtгоlIсr,: nlin. 4 х
l0/25GI] Еthегпеt rvith suррогt olN\u Ме
очсг l-CP with ,1 х 25GЬ Sгр28 SR l00rn
Inodtllcs included: miп. z1 х З2GЬ РiЬге
СhаппеI рогts with 4 х 32GЬ SГР+ shогt-
wave tllodtrles irrcIrrdcd.

Extetldable up to 2РВ га!ч space.

Extettsion disk shelves: uр to 2 shelves
очег 2 х 100GЬ }{1rPr. ovel Fаlэгiс back-

!'05-I l--0 1 rJi,l -l z.l1.202З
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Up to З х16 PCI Ехргеss 5.0 апd 2 х
оСР slots.
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end potts. At least 2 back-end рогts рег
сопtгоllег should Ье included.

Stогаgе ргоtосоls included: NVMe очег
ТСР, NVMе очег [:С, I}lock (at least
iSCSI, FС), NAS (at least NFSv4).
Stогаgе l'еаttlгеs incIuded: stогаgс sl)ace
effi ciency rnecharrislns (data
deduplication and cotnpгessiorl), thin
pгovisioning, LUN/VoIullle геsizе.
LUN/Volurne clone, LUN/Volume QoS,
Active-Active Меtго сlustег lоr at least
NVMе очег FС, NVMе очег'ГСР and
Block ргоtосоls, гepIicatiori (sупсhгопоus
and аsl,псhrопоus). artt iгatlsotnwaгe itl-
line ргоtесtiоп fог at least block volurlles
with аlегtiпg to ехtегпаI SIEM ог
rnorritoгing systeln. All f'еаtuгеs lTust Ье
сочегеd with Iicenses.
Redurrdancy: dual сопtгоllеr, геdttпdапt
fhns, 1эоwег sr-rpply, l11allagelllellt.
Мапаgеmепt and rnonitoгitlg: Мопitогiпg
апd trlanagetllent solution inclLrded fЬг
day опе орегаtiоп апd activity, pгoviding
at least: регl'огпlапсе iпdiсаtогs (latencr,.
IOPS, tliгotrghpLrt) fЬг stогаес node,
disks. caclre, host 1эогts, volutlrcs,/sIlaгes,
аlегts, lэгоасtiчс actiolls.
Сегtifiсаtiопs: FIPS i 40-2 оr FIPS l 40-3.

Wаrrапtу: З years fЬr software updates,
hагdwаrе герlасеrтепt on-site, чепdоr
suррогt 24124 wlth l5 mins call bacl<. and
4 lrours on-site агr,iчаl. Equiprrrent rlust
Ье геgistегеd at the verrdor suррогt рогtаl
and attached to the соtпрапу ргоfilе fЬг at
least ftturе access to suррогt гetrewaIs.
updates, notifi cation, гecotntnendations.

30232110-
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sistem de stocare
Backup Ьuс

tsасl<uр Storage with fbllowing
configuгatiorl:

Irltегпаtiопаl weI l-known lэгапd.

Chassis, 2U гасkrпоullt: tnirl. l2 хЗ,-5"
SА]'д disl< slots.
Suррilгtеd types clГdisl<s; SАТД SSI).
SA],A HDD.
Extendable uр to Зб disl<s bi, usirlg
cxparlsion units.

RAM fог OS and cache: min. 32GВ.
Dis|< irrcluded: rnin, l2 х l4TB SATA
disks, 5l2MB cache, NAS sегiеs, hot
SWap.

Included 2 х M.2/SATA/SAS/NVMe
500GВ SSD disks fог ассеlегаtiоп,
Nеtwогk рогts: tlrin. 2 х lOGb SFI'+
Еtlrегпеt,4 х lGb RJ45, LACP/VLAN
Stlррогt,
НВА рогts; min. 2 х 16GЬ SFP+ FiЬге
Charrnel рогts with 2 х lбGЬ SFP+ shогt-
wavc trапsсеiчегs incltrded.
Мiп 2 х Rack-errd expansion рогts fbr,
exparlsitltl ttllits.

F05-IL-0 1 clitl z:z.l1.202З
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Min 2 х expansion slots 1Ьг addiiiona|
сагds: LAN. SSD Cache.
Redundand роwег supplies with роwег
согds included.

Raid l ,5,6, l0 suррогt.

Ч!]9:99Iр .,щЕr9щ9:L
Епсгурtiоп of voltttTes with ДЕS-2,56.

Stогаgе ргоtосоls included: Block (at
least iSCSi) and NAS (at least NIrSvzi,
SMB).
Iпtегgаtiоrr with existing Backup
рlаtlЬгпl VeearIT Bacl<up via NFS, SMB,
iSCSI, Fс.
Wаггапtу: 3 уеагs fоr softwaгe updates,
hагdwаге rерlасеmеtlt orr-site, чеtldог

CoMPAR TIMENTUL RBTEA ýI CONECTIVITATE
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switch Ethernet
pentru rе{еа de

datacentru
Ьuс

Data Сепtеr tlеtrчогl< switch

Irrteгrlational well-known Lrгапd.

chassis: гасkrтоuпt chassis l9" with
iriclLrded гасkmоuпt i<it.

Агсhitесturе: геduпdаrrt, norl-blocking
рогts, low laterrcy реrfоrtтапсе with L2
tlnd aclvanced LЗ гоtrtiпg ргоtосоIs
iricltrcled,
Рогts: rlliti. zl8x l0/25Cb SIrP28 рогts,
бх.tOl l00Gb QSF'P28 рогts.
Included SFР: miп. 24xl 0/2_5GЬ SFР28
L,R lOkm lnodules, rnin. 8xl0/25Gb
SFP28 SR l0Orn rtloduIes, rnin.2xlO0Gb
QSFP28 LR lOkrn rTodule, rnin.
2х l00Gb QSFP28 АОС 3m rnoduie.
Реrfогrпаtrсе: min. 3.6Tbps, min
l .2Bpps. lossIess еthегпеt.

Routing: rnin. l 000 000 IPv4 routes.

Packet Ьttffег: rnin. 40Мts

Inclucled featttгes: Routing (ВGР, OSPF,
IS-IS) очегlау (\zXLAN EVPN)
VLr\}{ tagg. (802. l Q),LACP; Тгuпkiпg;
Sl'P, ItSTP, MSTP; Link Аggrеgаtiоп,
vPC r_rг cquivalcnt: M,A('Sec (AIjS"256;
оп all рогts included; I_JDt-D, DCBX,
RoCEv2, QoS.
L.icenses: регреtr-rаl
Matragetrlr:nt: dedicatod cotlsc-,Ie 1rогt.
lx l00i l000Base-T out-ot'-band
Redundancy: (l +l) hot swappable PSU.
IДЦs (Ц:!.-___
Certifications: PIPS l40-]2 ог FIPS l40-3.
Wагrапtу: 3 уеагs fЬr sоftц,аrе updates,
hагdiчаге replacoITtent Next Blrsiness
Day, чепdог suppol1. EquiprTent шlust Ье
registered at чепdоr suppol1 рогtаl апсl
attaclted to corTpatly ргоfilе tЪr at least
fltuге access to suррогt геtlеu,аls,
r-rpciates, notifi cartior-r, гесоrп tTendations..
сегti[iсаt CEiISO

il05..I l--0 l ditl z,z,l1.202-З
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switch Fibre
Channel pentru

rе{еа de datacentru
buc

Stогаgе Аrеа Network (SAN) FiЬге
clrannel switch

lпtегпаtiопаl well-knoц,n Ьгапd.

chassis; гасklпоuпt chassis l9" with
included гасktпоtrпt kit.
Агсhitесturе: redtlndant, non-blocking
рогts, low iatency реrfоrmапсе,
Рогts: rTin. 24х64Сб SFP+ рогts, at least
8 рогts should Ье with the activated
licettsc. 

, _
Irrcluded SFР: rniir, 8 х З2GЬ ог 64GLl
SFP+ 5fi6l-y7ave tгапsсеiчеrs, tTin l х
64GЬ SFP+ lorrg-rvave l0krT tгапsсеiчtlг,
Дll tгаrlsсеiчегs should Ье огigiпtil anrl
ceгtifled Ьч switch чеndог.
Includecl Геаtttгеs: AES-256 in-fl iglrt
hагс]rчаге епсrурtiоп, NVMe очег F'С,
NPV, VSAN, lSL, F-EC, QoS,
Licenses; mirr 3 уеагs of sulrsсгiрtiоп tЬг
alI геquеstеd fеаtt-tгеs.

Managernent: dedicated console рогt,
l х l 00/ l 000 Base-l' out-of-band
Redundancy: (l+l) hot swappable PSU.
FANS (N+l).

Certificaticlns: F'IPS l40-2 ог IrIPS l40-З.
W-r,r., ly rS i=r rc r'"r. -iM.,,. ipa Й r.
hаrdu,аге герlасеtпепt Next Business
Day, чеrrdог suррогt. Equiprnent must lэe
геgistегеd at чепdоr stlppoгt рогtаl and
attached to соrпрапу рrоfiIе fог at least
Iittttге access to support renewals,
updates, notifi cation, гесопl rnendal.ions..
сегtifiсаt CEllSO

COMPARTIMENTUL SОFТ
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soft de virtualizare buc

'Гhе \ziгtuaIizatiorr so[Iware shoulcl Ье о1'
Ьаге-lпеtаl tl,pe апd suррогt hагdlчаге-
based viгtualiztion оп CP[_J's olthe
tlгotlosecl comntttin g sегчегq
The Virtualization softr,vaгe s}roLrld lrc
ceгtified Ьу чепdог Гог гuппiпg orr the

lrgppýýq ýgvet,s. _
The virtLral ization softwaгe shоu ld
sllppoгt tlre fbllowing Guest орегаtiпg
systems: Windows Sегчег 20 |6, 20l'),
202,2,2025; SLJSE Linux, Ubltnttt [-intlx.
Red Hat Епtегргisе [,iпuх, CentOS
Lintrx. Мiсгоsоft Windows l l Рго.
The чiгtuаi ization softwaгe shoLrld
stlррогt ргороsеd Ргiпlагу Slогаgе Меtго
сlr:stег via at least NVMe очег FС
ргсltосо l.

The чiгtuаl ization sclflwat,e shoLr ld
suррогt datastoгos or-i ехtегпаl stогаgе via
iSCSI, F'С, NFSv4.
Tlte nlaIlagornetlt console of the
чiгtuаl iztion systen] sh оu !d sLrррогt I-1 igll
Availabality rlode in active-passive ог
active-active nlode.
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The virlualization softtvare should
suppoft the following featttгes: Virtuаl
Machine IlA, Viгtuаl Machine Live
пligгаtiоп, Distгibuted Switch,
D istгibuted [l,еst_luгсе Schedu lег. VМ
snaphosts, ч'ГРМ2.0,
The viгtualization softwaгe should
sllppoгt migгаtiоп of а гtrппiпg Viгtuа|
Machirres f1,otT orle Host to аrrоtlrег with
zего downtitTe.
The viгtualization softwaгe shou ld
suррогt executiorr оt'sсгiрts (shell, bash,

роr,чегshеll, etc) duгing the VМ
pгovisiorlirrg оr lTaintenance.
Thc v iгtuаl ization so{tware shoLlld
suррсrгt rTigratiorl of а гuппiпg ViгtLiаl
Machines f1,orn опе datastoгe to апоthег
r,vith zего doц,rltitTc.
't'he viгtualization softwaгe shou lci

natively suррогt the сгеаtiпg of stогаlзе-
based snallsllots оf VMs orl the Рl,irllаг\,
stогаgе Меtго сlustег.
The viгtualization sclitwaгe shoulc] Ье
nativeIy iпtсгgаtеd witll csxisting Vcearll
Bacl<r.r1l sоfiwагс.,
The viгtLralizatioгr softwat,e should
sul)l)oгt Multi-factoг Atrthen rication апсl
integration ц,ith М iсгоsоft Windows
Дсtiче Diгectol,y,
l'he чiгtuаlizаtiоп software should Ье
licensed fоr all cpu согеs ог sockets
irlstalled in ргорtlsеd computing sэгчегs.
'I'he license should Ье регреtLrаi rvith З

уеагs suррогt il,оlп чепdог ог
strbscгiption-lэased ц,ith inclLrded licensc
fоr at least 5 уеагs, Vеrtdог suррогt
should have tlte SLA, ?_4l7lз65.

COMPARTIMENTUL LUCRдRI SI SERVICII ASOCIATE

Luсrйri de instalare
9i сопfigurаrе
echipamente

set

IпstаIагеа tlzicё а echipamenlelor in
гасI<-uri, соIlесtагеа а I imепtёгi i еlссtгiсе.
еtiсIlеtагеа echiparrlenteloг qi а саЬlilгilог.
СОtlllчtrгагеа seгvct,eIol, 5i а sistclntt!tri
сеtttгаI izltl dc rnartagcltlettt si
mопitогizаге а sегчегеlог. сопf'ilзuгагеа

ргirтагу storage iп геgirrl cle tllеtго
сltrstег, соIlfiguгагеа sistenltr lu i de
v iгtuаl izare, сопfiguгаrеа ech iрапlепtеltlг
de ге!еа si сопесtагеа асеstоrа la rеtеаuа
аегороrtulu i, соп{iguгагеа unei fаЬгiсi
VXI-AN, VLAN, оSРF, ВGР EVPN sia
геguliIс,r de fiItгаге а tгaficulrri de ге!еа,
соttfiguгагеа а doua {ЪЬriсi
indepnenderrte FiЬге Chantrel, пtigгагеа
mаqiпiIог чiгtuаlе si fizice dirl
iпfl,аstгuсtuга existentё а асгороrtului.
сопfigurагеа. sistenlr"i]ui de backtrp si
сопесtагеа acestuia la hiрегчizог qi

stогаgе, tеstагса diГегitеlог sсепагii cic
toleгatttit la dсfъсt ale сепtгului de datc,
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Instt,Ltiгe tehnicё репtгu рсlгsопаl I'I
pгivind аdmiпistгагеа, tпопitоrizагеа si
lnentenanta рlаtfогmеi, сегtifi саt cle

lcl
Suрогt Ia distanlйite Jefbn ic репtгLt
iпtrеЬбгi, trou]lleshooting, corlsultan!i,
iпtегr,епtii locale in caz de uгgеп{а timp
de l2 ltrni dLlpd liчгаге iп rеgim 24124,
inclLts Trl gагап

[,. Statut de partener oficial in Republioa lVioldovrr al ficcartri produc5tol: al coilrpottt:ntcloг
solulici tlI'сгitс.

2. Atrtclrizarc; de la [lc,ctrl,e prodr-rczitor al сtriпtэопепtеlоr solLr!ici оlЪritе (}lAIll.
3. h4in 1 proiect realizat irr uitirrrii 3 ani cu produse sirnilaгe, dc: ccltl,1pic,xittl"te sirTiilirгa si

surпа ntt trrai pufirl deoit ]0Оk ale ofЫteiprezentate

lrC5 ]ll_-0 l d iп z-z.li,.l02-:i
IJZ tN гORN

Instruire реrsопаl
IT

Suport tehnic post-
implementare

l)agjnir 8 tlill i,
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