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Position Leading Engineer
Candidate Name of candidate Date of birth
information Cojocaru Andrei November 30, 1979
Professional qualifications
Education:

1998 — 2003 State University of Moldova,
Faculty of Mathematics and Computer Science
Diploma in Technology

Courses:

September 2005 - Fujitsu Siemens PRIMERGY Servers.

November 2006 - Security Certified Network Professional Hardening the Infrastructure
June 2013 — RHCSA (Red Hat Certified System Administrator)

February 2017 - VMware vSphere Optimize and Scale

Certified Licenses:

Red Hat Certified System Administrator
Microsoft Certified Professional
Microsoft Certified Technology Specialist
Microsoft Certified IT Professional
Microsoft Certified Solutions Expert

Experience in greater projects:
2006 - CNAS IT Outsourcing
2007 - 2008 Chisinau
State Register of natural mineral water and nonalcoholic beverage

Planning of network infrastructure, installation and configuration of server
equipment, configuration of SQL Failover Cluster and NLB Cluster
2007 Chisinau
SITA (Animal Identification and Traceability System) - The state register of
animals, Planning of the logic circuit of the network, development of system image for
workplaces  Technical implementation, hardware installation and software
configuration.
2016-current Ericsson Administration IT Outsourci ng
2016-current DAAC Group IT Outsourcing

Language Qualifications: Russian - native, English - technical

Key Qualifications
As a System analyst, designer and integrator took part in the following projects
implementation:
= Information system “State Registry of Education” for Ministry of
Education (2009)
= Information system “BACALAUREAT 2009” for Ministry of Education
= “The system of evidence of medical registered forms” for Health
Ministry of RM (2008)
* Automatic Information System “State Register of natural mineral water
and nonalcoholic bottled beverage” (2007)
* Information System “Animal Identification and Traceability System”
for State Enterprise “Animals Register” (2007)

Professional skills:

Operating systems: \Windows, Unix/Linux, Esxi

Databases: Microsoft SQL Server 2000, 2005, 2008, 2012, 2016

Hardware vendors: Dell, Hitachi, Cisco, APC, Mikrotik

Network technologies: Active directory, DNS, DHCP, HTTP, FTP, File and Network

Servers, NetBIOS, Video Conferencing, Voice — Data Integration




Other: system analysis, team leading, project planning, requirement specification
elaboration, task creation

Present
employment

Name of Employer
DAAC SYSTEM INTEGRATOR, DAAC Software Systems

Address of Employer
10, Calea Iesilor str
Mun.Chisinau MD-2069

Telephone 509709 Contact (manager / personnel officer)
Fax 509710 Telex

Job title of candidate Years with present Employer

System Administrator 16 years

Summarized professional experience over the last twenty years, in reverse chronological order. Indicated
particular technical and managerial experience relevant to the project.

From

To Company/Project/ Position/Relevant technical and management experience

2007

Present  [DAAC System Integrator System Administrator,

System Engineer in Animal Identification and Traceability System

System Engineer in State Register of natural mineral water and nonalcoholic
beverage

2006

2007 DAAC-Sistem SRL
System Administrator

2004

2006 DAAC-Sistem SRL
Service Engineer




Position Senior Network Engineer

Candidate Name of candidate Date of birth
information Cazacov Vitalie 16.06.1985
Education:

2004-2008 Technical University of Moldova, Faculty: Radio electronics and
Telecommunication; Specialty: Engineer and Manager in Telecommunication;

Languages

Russian: advanced
Romanian: native
English: medium

Professional experience:

DAAC System Integrator, DAAC Software System:

» Moldova-Agroindbank IP Network Support / Network Engineer
CNAS IT Infrastructure Support Outsourcing / Network Engineer
Ericsson IT Infrastructure Support Outsourcing / Network Engineer
Network Security Audit for Fincombank
Network Security Audit for Mobiasbanca
NGFW ASA/Firepower implementation and configuration for
Fiscservinform

e DAAC IT Optimization Project

e Cisco Support engineer: «Mobiasbanca Cisco IP telephony support»
ICS Ericsson Telecommunication:

* SRX'HA Cluster setup and configuration for Paket Switching CORE
e Moldcell IP CORE Network administration and maintenance
S.A. Moldtelecom:

*__Developing and Maintenance IP/MPLS , DWDM networks

Professional qualifications:

Advanced knowledge and work experience with:

* Ethernet, ADSL, PDH, SDH, DWDM Technologies;

* MPLS L2VPN,MPLS L3VPN, MVPN Technologies;

* QoS, Traffic Shaping, Traffic Policing;

* Site-to-Site, Remote-Access VPNs using IPSEC and GRE;

* IPv4,IPv6, RIP, EIGRP, OSPF, IS-IS, BGP, MP-BGP, MPLS, STP, RSTP, RRPP
NAT, IGMP, PIM, SNMP protocols;

* Familiar and worked with the following brands: Cisco, Huawei, Juniper,
Ericsson, Extreme, H3C, Allied Telesis, Mikrotik, Telco Systems, ZyXEL,
TP-LINK, HP;

f

Courses and certificates:

November 2017 - JNCIA-Junos Certification

September 2016 - F5 BIG-IP Administration Certification

August 2016 - CCNA Collaboration

April 2016 - CCNP R&S Certification

October 2015 - CCNA R&S Certification

February 2015 - ATN and CX600 in IP RAN

December 2014 - Optix OSN8800 (OTN) Commissioning Training
Optix OSN8800 (OTN) 1st Line Maintenance Training
Optix 1800 Operation and Maintenance Training

November 2013 - Implementing QoS in LAN and WAN IP networks.

November 2012 - Attended CCNA Security Courses;

November 2009 - DWDM Training “Huawei Optix Metro 6100 Commissioning.




Second Line Maintenance Training

Present employment

Name of Employer
DAAC System Integrator,
DAAC Software System

L

Address of Employer Years with present Employer
10, Calea Iesilor str., Chisindu, Republic | 4 years

of Moldova, MD-2069
Tel +373 22 509 709
Fax +373 22 509 710

Summarize professional experience over the last twenty years, in reverse ch ronological order. Indicate
particular technical and managerial experience relevant to the project.

From To Company/Project/ Position/Relevant technical and management
experience

2018 Present Senior Network Engineer at DAAC Sytem Integrator

2017 2017 Back Office IP CORE Engineer at Ericsson

2015 2017 Network Engineer at DAAC Sytem Integrator

2015 2015 Network Engineer at Starnet, NOC

2008 2015 Senior Network Engineer at S.A. Moldtelecom, IP-Transmission Department




Position Head of Information security section Candidate

M Prime L[] Alternate
Candidate Name of candidate Date of birth
information | Andrei Sorochin August 5, 1971

Professional qualifications
Experience in greater projects:

« An technical assessment of adequacy and effectiveness of the
implemented security measures into the e-Payment system and
compliance with the requirements of the The National Bank
(Commercial Bank from Moldova)

» Information Security Management System compliance audits to The
National Bank recommendations on the control objectives and
security measures from August 6, 2010 (3 Commercial Banks from
Moldova).

« An technical audit of The National Commission For Financial
Markets requirements compliance (Moldova Stock Exchange,
Registration Companies)

« Information security compliance audits in accordance with ISO/IEC
27001:2013 requirements (3 Commercial Companies from Moldova).

Education:

« December 2013 Academy of Economic Studies of Moldova,
Information Technologies;

« December 2007, US Army Command and General Staff College,
Kansas, USA;

- January 2004, US Army School of the Information Technology,
Georgia, USA, graduate with honours;

- May 2003, Defense Language Institute, Texas, USA, English
Language.

« May 2002, Transilvanian University, Defense Recourses Management
Center, Brasov, Romania, post university graduation management
course.

« June 1993 Military Academy, graduate with honours, Saratov, Russia.
Obtain qualification of the electricity and mechanic engineer.

« June 1988 High School, graduate with honours (gold medal),
Chisinau, Moldova.

Training:

« July 2017, ISO/IEC 27001:2013 Lead Auditor Training Course, Kiev,
Ukraine

Language Qualifications: English (STANAG 6001:2,2+,2,2+: ALCPT: 90),
Romanian (communication level), Russian (native)

Organisational / managerial skills:

A broad experience at the information security management area collected from
the long term National Army service. The knowledge and practical skills
obtained from the different Education Centers in Russia, Romania, and USA
allow him succeed in both technical and management fields of activity.




Job-related skills:

Develop the security strategy, oversee the security program and initiatives,
liaise with the business process owners. Ensure that risk and business impact
assessment are conducted, develop risk mitigation strategy, enforce policy and
regulatory compliance.

Computer skills:
Very power user

ADDITIONAL INFORMATION:

Publications:

- National Army “Signal Soldier Guide”, May 2012;

- Monitorul Fiscal FISC.md nr.3 (19) May 2014 “The actual Web application
security problems™

Awards and Certificates:

CISA - Certified Information Systems Auditor;

CCNA — Cisco Certified Network Associate Certificate:

Major General Hans Schup Award for Excellence in International Relations,
USA CGSC.

ISACA member since 2014.

Conferences:

International Cyber Security Conference (Chisinau, October 2014) - quest
speaker for subject “Penetration testing: exposure of fallacies™:

Moldova ICT Summit 2013 — quest speaker for subject “Security in state
information systems”

Present Name of Emplyer
employment  |DAAC SYSTEM INTEGRATOR, DAAC Software Systems
Address of Employer
10, Calea Iesilor str
Mun.Chisinau MD-2069
Telehone 022509738 Contact (manager / personnel officer)
Fax Telex
Job title of candidate Years with present Employer
Head of Information Security Section 7 years

Summarized professional experience over the last twenty years, in reverse chronological
order. Indicated particular technical and managerial experience relevant to the project.

From

To Company/Project/ Position/Relevant technical and management experience

2013

* Company: DAAC-SYSTEM INTEGRATOR SRL

Position: Head of Information Security Section

Experience:

- Information Security audits planning and implementation;

- Information Security Management Program development,
implementation and certification in accordance with ISO/EIC 27001
requirements;

- Developing, collaborating and managing the information security risk
management program to meet the defined objectives;

- Penetration test conduction




2008 2013 |Organization: CIS Directorate, HQ of the National Army.
Position: Chief of section
Experience: information systems management, networks protection, IT
projects development
2002 2008 | Organization: CIS Directorate, HQ of the National Army
Position: senior specialist
Experience: networks protection procedures and policies development
2000 2002 |Organization: The National Army Research and Development Center
Position: senior specialist
Experience: Information assurance and System administration.
1995 2000 |Organization: The National Army CIS Center
Position: computer programmer
Experience: system programming, web design, system analysis
(Delphi, VBA, ASP, SQL, Clipper)
1993 1995

Organization: The National Army CIS Center
Position: engineer
Experience: computer and network equipment maintenance




Position

Network Engineer

Candidate
information

Name of candidate Date of birth

Gaina Vitalii Feb 24, 1981

Professional qualifications

Education:

2008 — 2012 Technical University of Moldova, _
Faculty of Computers, Informatics and Microelectronics

Courses:
Sep 2015 —July 2016 - CCNA, Cisco Networking Academy

Certified Licenses:

Cisco CCNA (routing&switching)
Checkpoint CCSA

Checkpoint CCSE

Microsoft Certified Technology Specialist

Microsoft Certified Professional
Microsoft Specialist

Language Qualifications:

Russian - native,
Romanian - fluently
English — fluently

Professional qualifications:

6+ years of overall professional experience
5+ years System administrator

Operating systems: Windows, Linux (RHEL, CentQS).
Network technologies: TCP/IP routing&switching, dynamic/static routing, NGFW.

As Network administrator took part in the following projects:

2017 - present time. Design, installation, integration and technical support of Cisco
ASA (incl. Firepower solution) for several banks of Moldova.

2017 - present time. Design, installation, integration and technical support of
Checkpoint NGFW solutions for several customers, including banks, IT companies etc.

As Network administrator took part in the following projects:

2012 - 2017. Technical support (3™ level) of Moldtelecom IPTV system. Including
new implementations, infrastructure modification etc.

20+ servers, RHEL, iTVFusion Minerva applications.,

Cisco RF (IRD) 70+ devices.

Cisco content transmission.

Cisco Video (VDS-TV).

Present
employment

Name of Employer
DAAC SYSTEM INTEGRATOR, DAAC Software Systems




Address of Employer
10, Calea Iesilor str
Mun.Chisinau MD-2069

Telephone 509731 Contact (manager / personnel officer)
Fax 509710 Telex

Job title of candidate Years with present Employer

System Engineer 9 years

Summarized professional experience over the last twenty years, in reverse chronological order. Indicated
particular technical and managerial experience relevant to the project.

From To Company/Project/ Position/Relevant technical and management experience
2012 DAAC System Integrator

System Engineer
2011 2012 DAAC System Integrator

Service Engineer




Pozitia Inginer de sistem

Informatia Numele candidatului Data nasterii
despre Ustica Andrei 11 mai 1984
candidat

Calificdri profesionale

Educatie:
2002 - 2007 Universitatea Tehnici din Moldova, Chisinau, Facultatea
Calculatoare, Informatica si Microelectronica;

Cursuri:
- Februarie 2013 - Safenet Luna SA Certified Engineer
- Decembrie 2016 - RSA Netwitness

rtificate Licentiate:
Microsoft Certified Professional
Microsoft Certified Technology Specialist
Microsoft Certified IT Professional
Microsoft Certified Solutions Associate
Microsoft Certified Solutions Expert
Microsoft Specialist
Safenet Luna SA Certified Engineer

Symantec Techincal Specialist (Data Loss Prevention, Endpoint Protection,
Network Access Control)
Oracle Database 11g Administrator Certified Associate

Polycom Voice & Video Endpoint Technical Certification

Limbi straine: Rusa - excelent, Moldoveneasci - natald, Englez3 - tehnici

Experienta in proiecte mari:

Ca Analist de sistem, designer, integrator, inginer de suport a participat in
realizarea proiectelor:
" ACTIVE ACCESS TO REAL ESTATE REGISTRY, CADASTRU
* “E-reporting” The information system of electronic filing of declarations
and reports
MobiasBanca - RSA Netwitness integration
Moldova Agroindbank - Information Security Audit
MobiasBanca - Information Security Audit
CNAS - IT Services Outsourcing
DAAC Group - Administration IT Outsourcing
BNM - SAPI Implementation si Support

Calificdri profesionale:
Sisteme de operare: Windows, Unix /Linux
Tehnologii de retea: Active directory, DNS, DHCP, HTTP, FTP, File and Network

Servers, NetBIOS.




Alte: Analist de sistem, planificarea proiectului, specificatii de elaborare necesare,
crearea sarcinilor.

Locul de
munca
curent

Compania
DAAC SYSTEM INTEGRATOR, DAAC Software Systems

Adresa Companiei
MD-2069, Chisinau, str. Calea Iesilor 10

Telefon 509736

Fax 509710 Telex

Titlu Post Anii de lucru prezenti in companie
System Engineer 11

Experienta profesionali in ultimii 20 ani in ordine cronologicd inversd. Experienta tehnici
si de management acumulati relevant proiectului

Din Pand la Compania/Proiect/ Pozitia/Experient3 tehnici si de Management
2012 present |DAAC System Integrator:

System Engineer
2009 2012 DAAC System Integrator

Service Engineer




Pozitia

Inginer superior de sistem

Informatia
despre
candidat

Numele candidatului Data nasterii

Calificari profesionale

atie:

2014 -2016 Universitatea de Stat din Tiraspol, Facultatea Matematici Fizici si
Informaticd, Master in Tehnologi Informationale.

2005 - 2008 Universitatea de Stat din Moldova, Chigindu, Facultatea Fizicid si
Informaticd, Licentiat in stiinte reale;

2003 - 2005 Colegiul Politehnic din Chisindu, Tehnician Informatician.

ifi icenti

*  Windows Server® 2008 Network Infrastructure, Configuration Certificate.
* Windows Server® 2008 installation and configure, network maintenance.
*  Windows Server® 2008, server Administrator on Windows Server 2008.

*  Windows Server® Administrator, Certificate.

* Installing and Configuring Windows 10, Certificate.

Limbi posedate: Rusa - bine, Romani - maternd, Englezi - tehnici

* Casa Nationald de Asiguriri Sociale of R. Moldova - servicii de
mentenanta;

= Irex/Novateca - Curarea proiectului, servicii de mentenanta.

* Ericsson Moldova - servicii de mentenants;

= DAAC- servicii de mentenants;

* Banca Nationala a Moldovei- servicii de mentenanta servere;

* ZABBIX-Sistema de monitorizare a retelei pentru solutia integratd E-
reporting pentru CNAS, BNS, CNAM.

lificdri profesionale:
Sisteme de operare: Windows, Unix/Linux

Tehnologii de retea: Active directory, DNS, DH CP, HTTP, FTP, File and Network Servers,
NetBIOS.

Locul de
munca curent

Compania
DAAC System Integrator / DAAC Software Systems

Adresa Companiei
MD-2069, Chisiniu, str. Calea Iesilor 10

Telefon 509784

Fax 509710 Telex
Titlu Post Anii de lucru prezenti in companie
Inginer de sistem 9 ani

Experienta profesionali in ultimii 20 ani in ordine cronologici inverss. Experienta tehnici si de
management acumulata relevant proiectului




Din Pani la Compania/Proiect/ Pozitia/Experients tehnici si de Management
2011 Prezent DAAC System Integrator / DAAC Software Systems, Inginer de sistem
2008 2010 ANOFM, Specialist principal in Directia Tehnologii Informationale
2009 2009 Consiliul Republican de Expertizi Medicali a Vitalitatii, Specialist IT.
2008 2010 Liceul Teoretic ,Univers LIONS”

Profesor de Informatici (prin cumul)
2007 2008 Gimnaziul Telita, Anenii Noi

Profesor de Informatic, laborant in sala de calculatoare




		2020-06-01T14:45:26+0300
	Moldova
	MoldSign Signature




