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ANEXA 6

Lurriculum vitae

Rolul propus in cadrul proiectului: Expert-cheie 5 — Expert testare
securitate sisteme informatice si infrastructurilor de tip WiFi

Nume: Stoian
Prenume: Oana

Data nasterii: -

Stare civila: Casatorita

Nivelul educational: Studii Postuniversitare - Master

Institutia

(de la data — la data)

Diploma obtinuta si nivelul de gcolarizare:

2018-2020 Diploma de Master in PROTECTIA INFRASTRUCTURILOR
CRITICE
Universitatea Nationald de Apérare ,.Carol I” - Bucuresti
7. Limbi stiute: se indica nivelul de competentd pe scard de la 1 la 5 (1 — avansat;
2 - foarte bine; 3 — bine; 4 — satisfacétor; 5 - incepétor)
Limba Citit Vorbit Scris
Engleza 1 1 1
8. Membru al unor corpuri/asociatii profesionale:
9. Alte aptitudini: (de ex. P.C., etc.)

Comptia Network+

10. Pozitia profesionala actuala:

Senior Penetration Tester

11. Vechimea la locul actual de munca:

2 ani

12. Calificiri relevante pentru proiect:
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*Certified Ethical Hacker (CEH)

*Offensive Security Wireless Professional — OSWP
*Offensive Security Certified Professional — OSCP

*CompTIA Security+

*Project Management

. Experienta specifici in proiecte (conform criteriilor din documentele de

licitatie):
Titlul proiectului/ Principalele De la data — Atributii in cadrul
Beneficiarul activititi ale pani la proiectului/Rolul (functia)
Proiectului proiectului data in cadrul proiectului
(zi/luni/an)
Teste de penetrare ale | Teste de Penetrare 2016 Expert Testare
aplicatiei E-connect online - evaluarea vulnerabilitatilor de
- NCOI Group Securitate
- teste de penetrare
Banca Nationala a | Teste de Penetrare 2017 Expert Testare
Moldovei
- evaluarea vulnerabilitatilor de
Securitate
- teste de penetrare
Electrica Transilvania | Teste de Penetrare 2015-2018 Expert Testare
Nord, Romania - evaluarea vulnerabilitatilor de
Securitate
- teste de penetrare
; BRD, Romania Teste de Penetrare 2017 Expert Testare
\
! - teste de penetrare a aplicatiei de
! [nternet Banking
j - teste de penetrare a aplicatiei de
' mobile banking
- teste de penetrare a portalului
brd.ro
- teste de penetrare a unor diverse
aplicatii financiare interne
Raiffeisen Bank Teste de Penetrare 2017 Expert Testare
ING Business Services Teste de Penetrare 2018 Expert Testare
- evaluarea vulnerabilitatilor de
Securitate
- teste de penetrare
Energbank Teste de Penetrare 2020 Expert Testare

- teste de penetrare a aplicatiei de
Internet Banking — Persoane fizice
- teste de penetrare a aplicatiei de
Internet Banking - Persoane
juridice




Titlul proiectului/ Principalele De la data— Atributii in cadrul
Beneficiarul activititi ale pana la proiectului/Rolul (functia)
Proiectului proiectului data in cadrul proiectului

(zi/luni/an)
- teste de penetrare a infrastructurii
IT a Bancii
FintechOS Teste de Penetrare si Audit de | 2021 Expert Testare

securitate

- evaluarea vulnerabilitatilor de
Securitate
- teste de penetrare

14. Experienta profesionali:

De la data— pana | Locatia Operatorul | Pozitia Descrierea
la data economic
2020 - prezent Bucuresti SAFEBYTE | Senior Penetration | ° efectuz'lrea 'tes.t.elor de penetrare fn
CONSULTI | Tester retea si aplicatii web
NG o furnizarea rapoartelor detaliate cu
privire la rezultatele testelor de
penetrare a retelei si a aplicatiilor, si
activitati de remediere.
e Teste de penetrare retele
e Teste de penetrare a aplicatiilor web
e Teste de penetrare Wireless
e evaluari ale infrastructurilor critice
e Recomandarea de contramisuri si
solutii de atenuare pentru a reduce
nivelul riscului de securitate.
2015-2019 Bucuresti SAFETECH | Expert teste de * Coordonarea echipei tshitice pentru a
INNOVATI | penetrare furniza servicii §i solutii de securitate
ONS SRL e teste de penetrare
e Recomandarea  modalitatilor de
imbuniitatire a nivelului de securitate.
o evaluiri ale vulnerabilititii sistemelor
IT si a infrastructurilor de retea.
e analize de risc de securitate asupra
vulnerabilitdtilor identificate
e Teste de penetrare Wireless
3 e evaluari ale infrastructurilor critice
e Recomandarea de contramasuri si




De la data — pana | Locatia Operatorul | Pozitia Descrierea
la data economic
solutii de atenuare pentru a reduce
nivelul riscului de securitate.
2014 - 2015 Bucuresti | PRINTEC | Software Tester Iestarca dplicatiilor ROS ‘tnainte de
GROUP implementare.
ROMANIA Scrierea si executarea cazurilor de

testare.

Scrierea si executarea testelor de
acceptare a utilizatorilor.

Efectuarea testelor de regresie.

Testarea injectiilor cu chei pe POS
(Futurex SKI Series, HSM).

Certificarea aplicatiilor POS folosind
instrumentele bancare specifice.

Crearea rapoartelor de testare

Froiou
Stoian Oana, S

15. Alte informatii relevante (de ex: Publicatii)

16. Anexe (copii dupa diplome, certificate, referinte etc.)

o
/

Nume prenume $i semnitura

Semnitura autorizati a reprezentantului firmei Ofértantes. . |\

Data 27.10.2021.
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security

THIS IS TO ACKNOWLEDGE THAT

Oana Elena Stoian

IS CERTIFIED AS AN

OSWP

(Offensive Security Wireless Professional)

AND HAS SUCCESSFULLY COMPLETED ALL REQUIREMENTS AND
CRITERIA FOR SAID CERTIFICATION THROUGH EXAMINATION
ADMINISTERED BY OFFENSIVE SECURITY.

THIS CERTIFICATION, EARNED ON

26th of April 2017

=17
Mati Aharoni
PRESIDENT AND CTO

This certificate may be verified by contacting orders@offensive-security.com using the certificate holders student ID: 0S-BWA-03384
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& BRD

GROUPE SCCIETE GENERALE

RECOMANDARE

Prin prezenta, confirmam ca Oana-Elena Stoian, angajata a Safetech Innovations SRL, a
colaborat cu noi ca Penetration Tester la mai multe proiecte incluzand:

» Teste de penetrare a aplicatiei de Internet Banking

s Teste de penetrare a aplicatiei de mobile banking

¢ Teste de penetrare a portalului brd.ro

s Teste de penetrare a unor diverse aplicatii financiare interne

Proiectele mai sus mentionate, au avut ca scop evaluarea securitatii generale a aplicatiilor
testate, identificarea vulnerabilitatilor specifice aplicatiilor prin intermendiul testelor de penetrare,
si de asemenea propunerea unui set de contramasuri, in vederea remedierii lor.

Oana-Elena Stoian a dovedit bune abilitéti in domeniul testelor de penetrare, a indeplinit toate
obiectivele proiectelor in timp util si suntem foarte multumiti de colaborarea noastra profesionala.
O recomandam oricarei companii care are nevoie de servicii de testare de penetrare si vom oferi
recomandarea noastra ori de cate ori este necesar.

Cu stima, B

A
)
Viad IOAN K 0

Information Security Coordinator

BRD-GROUPE SOCIETE GENERALE
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RECOMANDARE

Prin prezenta. s¢ confirma ca expertii mentionali mai jos au colaborat cu noi in calitate de
Penetration Tester in cadrul mat multor praiecte derulate pe parcursul anului 2020, printre care:
o Teste de penctrare a aplicatiei de Internet Banking — Persvane Fizice,
¢ Teste de penetrare a aplicatiei de Internet Banking — Persoane Juridice:
¢ Teste de penetrare a infrastructurii IT a Bancii.

lichipa Safebyte Consulting S.R.L. a fost formati din:
e Lupan Teodor
s QOana Stoian

Proicetele mentionate, au avut ¢a scop evaluarea securitiijii gencrale a aplicatiilor testate,
identificarea vulnerabilitatilor precum si metodelor privind exploatarea acestora, fiind inaintate o
serie de recomandari/contramésuri. in vederea remedierii/tratdrii riscurilor identificate.

Echipa de experti a demonstrat abilitdfi si cunogtinte avansate in domeniul asigurdrii
securitatii informatiei, testelor de penetrare, indeplinind in timp restrins obiectivelc stabilite in
cadrul proiectelor.

Suntem onorati 3 recomanddm echipa datd cu incredere tuturer companiilor pentru care
asigurarea securitdtii informatiel esle unul din cele mai prioritare obiective. Suntem foarte
mulfumiti de colaborarea noastra profesionald si suntem ferm convinsi ¢ expertii mentionati vor
aduce un sprijin semnificativ companiilor la imbunititirea sistemului de management al securitatii
informatiel.

N
/

Cu stimd, _,’/ '
Set'al Nepartamentului Tehnologii Informationale A‘{(L )
Banca Comerciald ENERGBANK S.A, B Vadim Pogribnoi

J
27.01.2021



‘s Oana Stoian

"The above-mentioned project aimed to assess the overall security of the appllwﬁans
: _ idenhfy the spegcific vulnerabilities of the appltcanons through penetration testing, :
P 2 set of countermeasures.

We highly recommend SafeByte Consulting to any company that needs penetration l%tfng
services and will provide our recommendation whenever required.

Yours faithiully,

Felix UNTANU (&K :SE _VT;{

{ Chief Information Security Officer
FintechOS
Date; 02.04.2021
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RECOMANDARE

Prin prezenta certificam faptul ca, in ultimii trei ani, Doamna Oana Stoian, angajat al companiei SC SAFETECH
INNOVATIONS SRL, a participat si ca expert in testarea securit3tii infrastructurilor de retea, in cadrul companiei
noastre.

Doamna Oana Stoian a dat dovada de profesionalism si seriozitate in realizarea obiectivelor proiectului, obiective
care au fost respectate in totalitate inclusiv din perspectiva asigurarii confidentialitatii, integritatii si disponibilitatii
informatiilor gestionate.

Echipa pusa la dispozitia beneficiarutui de catre SC SAFETECH INNOVATIONS SRLa fost formata din experti cu inalta
pregatire profesionala si cu experienta in derularea acestui tip de servicii.

Confirmam calitatea serviciilor prestate de SC SAFETECH INNOVATIONS SRL, companie pe care o recomandam ca
partener de incredere in orice alt proiect similar.

Cu stima,
Ing. Horia Mioscu
Sef Departament ICT

Societatea de Distributie a Energiei Electrice Transilvania Nord

(/éw_)%w




Arla Managemenul
Schimborilor & Securitate Bancara N: Raiﬁe;sen
INTRARE / IESIRE N, ,..26.2C BANK
nATA..:.Zé....fr’..l...f'.’-.sz.!..?r'.",........... AN

RECOMANDARE

Prin prezenta, confirmam ca Oana-Elena Stoian, angajata a Safetech
Innovations SRL, a colaborat cu noi ca Penetration Tester la mai multe
proiecte incluzand:

¢ Teste de penetrare aplicatiei de Internet Banking - Raiffeisen

Online

A1)

® Teste de penetrare a aplicatiei de mobile banking - Smart Mobile
® Teste de penetrare a portalului raiffeisen-leasing.ro

® Teste de penetrare a portalului elearning.raiffeisen.ro

¢ Teste de penetrare a aplicatiel Rcionline

Proiectele mai sus mentionate, au avut ca scop evaluarea securitatii
generale a aplicatiilor testate, identificarea vulnerabilitatilor
specifice aplicatiilor prin intermendiul testelor de penetrare, si de
asemenea propunerea unui set de contramasuri, in vederea remedierii
lor.

Oana-Elena Stoian a dovedit bune abilit#ti in domeniul testelor de
penetrare, a indeplinit toate obiectivele proiectelor in timp util si
suntem foarte multumiti de colaborarea noastra profesionala. O
recomandam oricarei companii care are nevoie de servicii de testare de
penetrare si vom oferi recomandarea noastra ori de cate ori este
necesar.

Cu stima,

Alexandru Gregorian - CEH, ECSA
Manager Departament Managementul Securitatii Informatiei

Raiffeisen Bank S.A.

/V’{///?/ R
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Aria Managementul x Raiffeisen

Schimbarilor & Securitu/i‘e ngcum BANK
INTRARE / [ESIRE NK. .sriioradiinses
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Reference Letter

To whom it may concern:

Through this letter, we confirm that Oana-Elena Stoian, employed at
Safetech Innovations SRL, worked with us as Penetration Tester on
multiple projects including:

® Penetration testing on Raiffeisen Online Internet Banking
application

e Penetration testing of mobile banking Smart Mobile application

® Pentration testing of raiffeisen-leasing.ro portal

® Pentration testing of elearning.raiffeisen.ro portal

¢ Pentration testing of Rcionline application

211 the above mentioned projects aimed to assess the overall security
of the applications tested, to identify the specific wvulnerabilities
of the applications through penetration testing, and to propose a set
of countermeasures.

Oana-Elena Stoian has proved strong ethical hacking abilities,
fulfilled all the objectives of the projects in a timely manner and we
are very pleased for cur professional cooperation. We highly recommend
her to any company that needs penetration testing services and will
provide our recommendation whenever required.

Yours faithfully,

Alexandru Gregorian - CEH, ECSA
Information Security Manager

Raiffeisen Bank S.A.
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Reference letter

To whom it may concern,

Through this letter we confirm that SC SAFETECH INNOVATIONS SRL rendered Penetration Testing
services for ING BUSINESS SHARED SERVICES BV AMSTERDAM — SUCURSALA BUCURESTI in several
projects, regulated through a Framework Agreement.

The above mentioned projects aimed to assess the overall security of the tested applications, to identify
specific vulnerabilities of the applications through Penetration Testing and to propose a set of
countermeasures.

The technical team of SC SAFETECH INNOVATIONS SRL proved strong ethical hacking abilities/skills,
fullfilled all the objectives within the deadlines.

Following persons were involved in the delivery of the services:

e Victor GANSAC

e Teodor LUPAN

e QOana Elena STOIAN
e  Marinel STANILA

o Marius PARVU

e Bogdan CHELARIU

ING BUSINESS SHARED SERVICES BV AMSTERDAM — SUCURSALA BUCUREST! is very pleased with the
professional cooperation with SC SAFETECH INNOVATIONS SRL. We highly recommend SC SAFETECH
INNOVATIONS SRL to any company that needs Penetration Testing Services and we'll provide our
recommendations whenever required.

Bucharest / 30.10.2018
Your faithfully,

Valentin LARION

IT Security Engineer
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Reference Letter Hilversum, 06-02-2017

To whom it may concern:

Through this letter, we confirm that Oana-Elena Stoian, employed at Safetech Innovations SRL,
worked with us on Penetration testing of E-connect online learning platform application in July 2016.

The above mentioned project aimed to assess the overall security of the application tested, to
identify the specific vulnerabilities of the application through penetration testing, and to propose a
set of countermeasures.

Oana-Elena Stoian has proved strong ethical hacking abilities, fulfilled a!l the objectives of the project
in a timely manner and we are very pleased for our professional cooperation. We highly recommend
her to any company that needs penetration testing services and will provide our recommendation
whenever required.

Yours faithfully,

Gerco Beerlage
Security Officer
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