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According to Annex no.21 to Standard Documentation, approved by 
Order of the Minister of Finance of the Republic of Moldova 
no.115 of 15.09.2021 (in force as of 01.10.2021)

SPECIFICATIONS 
Services

1. GENERAL DESCRIPTION INFORMATION
The contracting authority: National Bank of Moldova
The object of the purchase: The maintenance and technical support services for the SAS Anti-Money Laundering and monitoring of Shareholder’s Transparency software solution 
CPV Code: 72200000-7

2. REQUIREMENTS FOR SERVICES:
	[bookmark: _Hlk103070461]No. 
	Code CPV
	Name of 
services
	Unit of measure-ment
	The amount
	Full technical specification required, Standard of reference
	Estimated value without VAT, MDL

	Lot: The maintenance and technical support services for the SAS Anti-Money Laundering and monitoring of Shareholder’s Transparency software solution

	1
	72267000-4
	The maintenance, technical support and change request services for the SAS Anti-Money Laundering and monitoring of Shareholder’s Transparency software solution
	


service / package
	1
	According to Annex no. 1 of the Specifications
	2 985 540,00

	Total estimated value, MDL
	2 985 540,00



3. THE SPECIAL CONDITIONS ON WHICH PERFORMANCE OF THE CONTRACT DEPENDS:
According to Annex No.3 to the Specifications Part II. of the Model – Contract.
Leader of the working group: 
[bookmark: _Toc392180193][bookmark: _Toc449539081]Constantin ȘCHENDRA
(electronically signed)

 
 


 
 
 
	[bookmark: _Hlk161747778]Annex no.1 
to the Specifications
Technical specifications 
[This table will be completed by the Tenderer in columns 2, 3,4,6, 7 
and by the NBM – in columns 1, 5] 

	Tender number no. 

	Tender name: The maintenance and technical support services for the SAS Anti-Money Laundering and monitoring of Shareholder’s Transparency software solution



	Name of services
	The name of the model of the services
	Country of origin
	The producer of the services
	Technical complete required specification
	Technical complete offered specification
	Standard reference

	1
	2
	3
	4
	5
	6
	7

	Lot: The maintenance and technical support services for the SAS Anti-Money Laundering and monitoring of Shareholder’s Transparency software solution

	The maintenance, technical support and change request services for the SAS Anti-Money Laundering and monitoring of Shareholder’s Transparency software solution
	
	
	
	Type: Maintenance, technical support and   change request services for the solution to optimize the process of monitoring shareholder transparency and remote analysis in the field of combating money laundering and terrorist financing (SAS Anti-Money Laundering). These services are required to be provided for a period of 12 months from the start date of the contract.
Included service package:
The service package includes a volume of  minimum 1 200 man-hours, of which:
1. Minimum 600 man-hours for maintenance and technical support services (or 150 man-hours per quarter);
2. Minimum 600 man-hours for  services provided on the basis of change requests (or 150 man-hours per quarter)
Rules on the use and flexibility of the service package:
· Unused man-hours within a quarter, related to either service category (maintenance and technical support / change requests), may be carried forward and used in subsequent quarters, within the annual volume allocated to the respective service category;
· Exceeding the indicative volume of 150 man-hours per quarter for one of the service categories is permitted, provided that the minimum volum of 600 man-hours for that category is not exceeded;
· In the event that the annual volume allocated to one service category is exhausted, the use of man-hours from the other service category may be allowed only with the Beneficiary’s prior approval, and subject to the minimum volum of 1,200 man-hours
1. Maintenance and Technical Support Services
Quantity: Maintenance and technical support services shall be measured based on man-hour effort, a minimum volume of 600 man-hours over a 12-month period (indicatively 150 man-hours per quarter). The services shall be reported on a quarterly basis through detailed service delivery and acceptance reports, signed by both parties.
The requested support includes the following features:
· Maintenance services will ensure the correct and uninterrupted functioning of the solution, as well as its continuous improvement. Maintenance services will include the provision of minor updates, new versions, temporary solutions, and service packs;
· Technical support will include: 
a. Providing technical support via ticketing system, email, remotely, or online by ensuring the Provider grants access to the online system for reporting incidents or problems encountered. Technical support will include any assistance for any issue that affects the normal functionality of the solution, support for any additional configurations or customizations needed within the solution to ensure its proper functioning; 
b. Consulting Support for Hot Fixes (Fixes and updates);
c. Problem resolution will depend on the severity of the reported incident during working hours, between 09:30 - 15:00 on working days according to RM legislation:
Response time based on incident severity:
· Critical - Written response (email) or a phone response within 3 hours during normal working hours;
· High - Written response (email) or a phone response within 5 hours during working hours;
· Medium - Written response (email) or a phone response within 8 hours during normal working hours;
· Low – n/a.
Resolution time based on incident severity:
· Critical – resolution within a maximum of 6 hours;
· High – resolution within a maximum of 1.5 working days;
· Medium – To be agreed upon between the Provider and Beneficiary;
· Low – To be agreed upon between the Provider and Beneficiary.
Response time is the time between when the problem is initially reported and the first response is provided; 
Resolution time is the time in which the Provider will provide the Beneficiary with at least a status update describing the initial analysis of the problem and the initial/estimated time for resolving the issue. The exact processing time for problem resolution is provided after the initial analysis, as it depends on the severity and complexity of the issue.
Note:
1. Critical severity incident - A major issue that prevents the use of the system, thereby having a significant impact on the operational performance of the Beneficiary's organization, such as:
· The system is unavailable,
· The user interface cannot be accessed,
· The system does not display data.
2. High severity incident - A major issue that allows the system to be used but significantly affects business processes without resolution. For example:
· Important daily processes do not complete successfully,
· New data is not loaded into the system,
· The system does not generate new alerts.
3. Medium severity incident - An important issue that allows continued use of the system, but in a constrained manner. Daily processes can be completed successfully and generate alerts, and the user interface is accessible, but some features do not function correctly. For example:
· Some scenarios do not produce the expected results,
· Data issues influence the results of business logic,
· Workflows cannot be executed.
4. Low severity incident – No significant impact on the user. This could be a performance issue and/or minor malfunctions, such as:
· Data issues that do not influence business logic results (e.g., incorrect data on investigation screens/reports),
· Inability to export data to Excel,
· Inability to link objects to each other with an internal relationship, etc.
Note: The Tenderer shall describe in their offer the activities they will undertake to meet these requirements. The participant must provide information on how they intend to deliver the requested services at the required level

2. Services provided on the basis of change requests
Quantity: Change request services shall be measured based on man-hour effort, a minimum volume of 600 man-hours over a 12-month period (indicatively 150 man-hours per quarter). The services shall be reported on a quarterly basis through detailed service delivery and acceptance reports, signed by both parties.
Services provided based on change requests for the SAS Anti-Money Laundering and monitoring of Shareholder’s Transparency software solution used within the Information System of the National Bank of Moldova (NBM), will include but are not limited to:
1. Work on changing/developing/customizing the SAS solution functionalities;
2. Conducting workshops and providing consultancy related to the system operation;
3. Checking and optimizing system performance;
4. Assisting with the operation of the system, infrastructure, and data sources, etc.
The level of services provided for managing change requests will meet the following requirements: 
a. The Beneficiary will submit change requests. The change requests will meet the following requirements:
	Classification of the request submitted by NBM
	Response Time (RT)
	Implementation Time (IT)

	Ordinary
	n/a
	Best effort*


* The selected participant will make every effort to resolve the service request as quickly as possible, operating under normal conditions. The deadline for resolving the request will be communicated to and accepted by NBM. Subsequent changes to the deadline are allowed only with NBM's approval.
b. Response Time (RT) – is the time in which the Provider will respond to a change request, analyze the submitted request, determine the necessary actions to be taken, assess the effort required, and send a response to NBM.
c. Implementation Time (IT) – is the objective time within which the Provider is expected to fulfill the change requests / develop the solution. The Provider will allow NBM to set priorities for change requests and subsequently review them. Reviewing the priorities of the requests will make it possible to revise the delivery timelines for the solutions by the Provider.
Note: The Tenderer shall describe in their offer the proposed model for managing change requests and the methods applied for estimating prices for the Beneficiary. The information included in the offer must be sufficient to ensure that the relationship between NBM and the selected Tenderer during the provision of change services will be transparent and fair.
	
	

	[bookmark: _Hlk161749322]  Signed: _______________ Name: _____________________ Position: ________________

  Tenderer: _______________________ Address: _______________________































	[bookmark: _Hlk161749378]Annex no.2 
to the Specifications
Price specifications 
[This table will be completed by the Tenderer in columns 5,6,7,8 
and by the NBM – in columns 1, 2, 3, 4,9,10] 

	Tender number no. 

	Tender name: The maintenance and technical support services for the SAS Anti-Money Laundering and monitoring of Shareholder’s Transparency software solution



	CPV
Code

	Name of services
	Units
	Quantity
	Unit price (without VAT)
	Unit price (with VAT)
	Amount
(without VAT)
	Amount
(withVAT)
	Deadline for delivery
	Budget classification (IBAN)
	Discount
%

	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11

	Lot: The maintenance and technical support services for the SAS Anti-Money Laundering and monitoring of Shareholder’s Transparency software solution

	72600000-6
	The maintenance, technical support and change request services for the SAS Anti-Money Laundering and monitoring of Shareholder’s Transparency software solution
	service package
	1
	
	
	
	
	The services will be provided over a period of 12 months, beginning from the contract initiation date.
	Not applicable
	

	Total lot:
	
	
	
	
	

	TOTAL
	
	
	
	
	


[bookmark: _Hlk161750939]Signed: _______________ Name: _____________________ Position: ________________

 

Tenderer: _______________________ Address: _______________________
10
9

Anexa nr.3
la Caietul de sarcini  
 
CONTRACT – MODEL
	
CONTRACT No. 
for procurement of services
I. GENERAL PART
(MANDATORY)

	Object of acquisition: ________________________________________________________________


	CPV code:
“___”____________20__                                                                                            mun. Chișinău

	

	Provider 
	Contracting Authority

	___________________________________________, 
    (complete name of the company, association, organization), represented by ________________________,
(position, name)
who acts according to the _________________,
                  (governing act)
hereinafter named Provider
______________________________________,
(number of registration in the Economic Operators Register)
of the one part,
	NATIONAL BANK OF MOLDOVA, represented by the Deputy Governor __________________________________,
(position, name)
who acts pursuant to the Law on the National Bank of Moldova no.548/1995, with further completions, hereinafter named Beneficiary, _____________________________________,
(number of registration in the Economic Operators Register)
of the other part,


(both hereinafter referred to as ”Parties”) have concluded this contract relating to the following:
a.	The procurement of ___________________________________________________________, hereinafter referred to as Services, in accordance with the public procurement procedure, no.______ on the basis of decision of the working group of the Beneficiary of "__” __________20__.
b.	The following documents will be considered integral parts of the Contract:
1. Annex no. 1: Price specification;
2. Annex no. 2: Technical specification;
3. Annex no. 3: Commitment to comply with the Beneficiary's security requirements; 
c.	In the case of discrepancies or inconsistencies between the component documents of the Contract, the documents will have the order of priority in the way listed above.
d.	As counter value of the payments to be made by the Beneficiary, the Provider hereby undertakes to provide Services to the Beneficiary and to eliminate their faults in accordance with the provisions of the Contract in all respects.
e.	The Beneficiary hereby undertakes to pay to the Provider, as equivalent value for the provision of services, the price of the Contract within the terms and conditions established by the Contract.

1. [bookmark: _Hlk162282337]Object of the Contract
1.1. Provider commits itself to provide the Services according to the Specification, which is an integral part of this Contract.
1.2. Beneficiary commits itself, in its turn, to receive and pay services provided by the Provider.
1.3. The services provided under the contract will comply with the standards indicated in the Specification.
1.4. The terms of the warranty / validity of the Services are set forth in the Specification.
2. [bookmark: _Hlk162282577]Terms and Conditions for performance
2.1. Delivery of Services shall be carried out by the Provider, at the Beneficiary's address: MD-2005, mun. Chisinau, bd. Grigore Vieru 1 within the terms indicated in the Specification of this Contract.
2.2. The accompanying documentation for the Services includes:
a) Invoice;
b) The Act of provision and acceptance of the services.

2.3. The originals of the documents referred to in point 2.2 shall be presented to the Beneficiary at the latest at the time of the provision of the services. The provision of the Services is considered completed when the above documents are presented.

3. The price of the Contract and payments conditions
3.1. The price of provided Services under this Contract is set in EUR/USD/MDL(as the case), as indicated in Annex no.1 of this Contract.
3.2. The total amount of this Contract, including TVA/without TVA, is set in EUR/USD/MDL(as the case), and amounts: __________ (____________). The final cost of the Contract is determined according to the volume of Services requested and received by the Beneficiary, but will not exceed the indicative total amount of this Contract.
3.3. Payment of provided Services according to this Contract shall be made in EUR/USD/MDL (as the case). If the Provider is a resident of the Republic of Moldova, the price is set in MDL, and payments will be made in MDL.
3.4. The method and terms of payment by the Provider shall be:
a)  Payment for the Services specified in Annex no.2 in accordance with the requirements specified in Annex no.2  of this Contract will be made in equal installments of 25% of the total Contract value, payable after each three-month period, based on the Act of provision and acceptance of the services signed by representatives of both Parties and the invoice presented by the Provider in the month following the invoiced period, within 15 working days from the date of receipt and acceptance of the documents by the Beneficiary;
b) The minimum 1200 man-hour volumes included in the service package shall be reported on a quarterly basis, classified by the service categories actually used, through detailed Service Delivery and Acceptance Acts, signed by the authorized representatives of both Parties.
c) The Provider, being a non-resident of the Republic of Moldova, will be liable for all fees / taxes applicable in his own country, including those withheld to the payment source, related to the provide Services under this Contract. If the income tax on the payment source is to be withheld under Republic of Moldova tax legislation, the withholding of tax will be made when the Beneficiary pays the invoice.
d) The payment date is the date on which the Beneficiary authorizes the payment order (SWIFT) for the transfer of funds to the Provider;
e) The Provider is obligated to correctly prepare the invoice, indicating all its identifying elements and accurate banking details, including those of the Beneficiary
f) The issuance of the documents listed in p. 2.2 with wrong elements and/or mathematical errors identified by the Beneficiary, following their receipt, entails the obligation of the Provider to cancel them and send new documents.
[bookmark: _Hlk170829609]3.5. The payments will be made by bank transfer to the Provider's settlement account indicated in this Contract.

4. Receipt-delivery conditions
4.1. Services are considered delivered by the Provider and accepted by the Beneficiary if:
a. the quantity of the Services corresponds to the information indicated in the Specification and the accompanying documents according to point 2.2 of this Contract;
b. the quality of the Services corresponds to the information indicated in the Specification.
4.2. The Provider is required to submit to the Beneficiary the original of the invoice for payment.  4.2.For non-compliance with this clause by the Provider, the Beneficiary reserves the right to increase the payment time limit set out in point 3.4. of this Contract for the number of late working days and to be exempted from paying the penalty set out in point 10.4. of this Contract.

4. Standards
5.1. The services provided under the contract will comply with the standards presented by the supplier in its technical proposal.
5.2. When no applicable standard or regulation is mentioned, the standards or other regulations authorized in the country of origin of the Services will be observed.

6. [bookmark: _Hlk162343053]Obligations of the Parties
6.1. Under this Contract, the Provider shall undertake the following commitments:
a. to provide Services under the terms of this Contract;
b. to notify the Beneficiary after signing of this Contract, within 5 calendar days, by telephone/fax or electronic means, of the availability of provision of the Services;
c. to ensure appropriate conditions for receiving the Services by the Beneficiary, within the deadlines established in accordance with the requirements of this Contract;
d. to ensure appropriate conditions for receiving the Services by the Beneficiary, within the terms established in accordance with the requirements of this Contract.
6.2. Under this Contract, the Beneficiary shall undertake the following commitments:
a. to take all necessary measures to ensure receipt in due time of the provided services in accordance with the requirements of this Contract;
b. to ensure the payment of the provided Services, complying with the arrangements and terms specified in this Contract.

7. Circumstances justifying non-performance of the Contract
7.1. The Parties shall be exempted from liability for the partial or total non-performance of the obligations under this Contract, if this is caused by the occurrence of circumstances justifying non-performance of the Contract (wars, natural calamities: fires, floods, earthquakes, as well as other circumstances beyond the control of the Parties).
7.2. The Party invoking the clause of circumstances justifying non-performance of the Contract is obliged to immediately inform (but no later than 10 days) the other Party of the occurrence of circumstances justifying non-performance of the Contract.
7.3. The occurrence of circumstances justifying non-performance of the Contract, the time when such circumstances set in and their duration should be confirmed by a certificate duly issued by the competent body in the country of the Party invoking such circumstances.
7.4. In the event of circumstances justifying non-performance of the Contract, the Contract shall be amended by an additional agreement, including amendment of the terms of performance, in case of a subsequent performance of the Contract. When enforcing p.7.1 and 7.3, the Parties shall amend the Contract by an additional agreement, with respect to the partial or total non-performance of the Contract, including amendment of terms in case of suspension and subsequent performance of the Contract.

8. Contract termination
8.1. The Contract may be terminated by mutual agreement of the Parties.
8.2. The Contract may be unilaterally terminated by:
a) the Beneficiary, in the event of the Provider's refusal to provide the Services under this Contract;
b)  the Beneficiary, in case of Provider’s non-compliance with the performance time limits set;
c) the Provider, in the event the Beneficiary’s failure to meet the payment terms of the Services;
d) the Provider or Beneficiary, in the event of failure by either Party to satisfy the claims submitted under this Contract.
8.3. The Beneficiary has the right to unilaterally terminate the Contract during its period of validity in one of the following situations:
a) the contractor was, at the time of award, in one of the situations that would have led to its exclusion from the award procedure according to art.19 of Law no.131/2015 on public procurement;
b) the Contract has been subject to a substantial amendment requiring a new public procurement procedure according to art.76 of Law no.131/2015 on public procurement; 
c) the Contract should not have been awarded to the contractor, in view of a serious breach of the obligations arising from Law no.131/2015 on public procurement and/or international treaties to which the Republic of Moldova is a party, which has been established by a decision of a national or, where appropriate, international court.
8.4. The Party initiating the termination of the Contract is obliged to notify the other Party, within 5 working days, of its intentions, by a reasoned letter. 
8.5. The notified Party is obliged to respond within 5 working days of receipt of the notification. If the dispute is not settled within the time limits set, the initiating Party shall initiate the termination.
9. Complaints 
9.1. Complaints regarding the quantity of Services provided shall be submitted to the Provider at the time of their receipt, being confirmed by a document drawn up jointly with the Provider's representative.
9.2. Claims regarding the quality of the Services provided shall be submitted to the Provider within 5 days of the detection of quality deficiencies and should be confirmed by a certificate issued by an independent neutral organization authorized for this purpose.
9.3. The Provider is obliged to examine the submitted claims within 5 days from the date of their receipt and to inform the Beneficiary of the decision taken.
9.4. In case of acknowledgement of claims, the Provider is obliged, within 5 days, to provide to the Beneficiary, in addition, the unprovided amount of Services, and in case of finding of inadequate quality - to substitute or correct them in accordance with the requirements of the Contract.
9.5. The Provider shall be liable for the quality of the Services within the established limits, including for hidden defects.
9.6. In case of deviation from the quality confirmed by the quality certificate issued by the independent neutral or authorized organization for this purpose, the costs for stoppage or delay shall be borne by the guilty Party.
10. [bookmark: _Hlk162344948]Sanctions
[bookmark: _Hlk162345180]10.1. The form of performance guarantee of the Contract agreed by the Beneficiary is issued as bank letter or bank transfer, amounting to 5% of the value of the Contract. 
10.2. For the refusal to provide the Services specified in this Contract, the performance bond of the contract will be forfeited, if it has been established in accordance with the provisions in point 10.1., otherwise the Provider shall bear a penalty of 5% of the total amount of the Contract.
10.3. For late provision of the Services, the Provider shall be liable to pay a compensation of 0,1% of the amount of the unprovided Services for each day of delay but no more than 5%  of the total amount of this Contract. If the delay exceeds 10 days, the Provider shall provide the Beneficiary with a written explanation. If the Beneficiary agrees, the Provider shall extend the period of validity of the performance guarantee, otherwise it shall be deemed to be a refusal to provide the Services provided for in this Contract, and the Provider’s contract performance guarantee shall be retained, if it has been established in accordance with the provisions in p.10.1.
10.4. For late payment, the Beneficiary shall be liable to pay a compensation of 0,1% of the amount of unpaid Services for each day of delay but no more than 5% of the total amount of this Contract.
10.5. The first working day following the date set as deadline for performance, as well as for payment, shall be considered a working day of delay.
10.6. The amount of the penalty calculated to be paid by the Provider under this Contract may be deducted (retained) by the Beneficiary from the amount of payment for the Services provided.

11. Intellectual Property Rights
11.1. Provider, has the obligation to compensate Beneficiary for any:
      a)	complaints and legal actions resulting from infringement of intellectual property rights (patents, names, trademarks, etc.) relating to the equipment, materials, plant or equipment used for or in connection with the purchased products; and
      b)	related damages, costs, fees and expenses of any kind, unless such breach results from compliance with the Beneficiary's Tender specification.
12. Final provisions
12.1. The disputes that may arise under this Contract shall be resolved amicably by the Parties. Otherwise, these shall be submitted for examination to the competent court under the legislation of the Republic of Moldova.
12.2. The contracting Parties have the right, during the Contract implementation, to agree on the Contract clauses amendment, by addendum, only in case of circumstances that affect their legitimate commercial interests and that could not be foreseen at the Contract conclusion. The amendments and additions to this Contract shall be valid only if they were made in writing and signed by both Parties. 
12.3. Neither Party has the right to transfer its obligations and rights under this Contract to third party without written consent of the other Party. 
12.4. If signed electronically by both Parties, the Contract shall be automatically delivered by electronic means, but if signed by a handwritten signature, the Contract shall be drawn up in two copies in Romanian and English, one copy for the Provider and one copy for the Beneficiary. 
12.5. This Contract shall be deemed to have been concluded on the date of signature and shall enter into force on the date.
12.6. This Contract is valid until all contractual obligations are fulfilled.
12.7. This Contract represents the agreement of the Parties and shall be deemed to have been signed on the date of the last signature by one of the Parties.
12.8. To confirm the above, the Parties have signed this Contract in accordance with the laws of the Republic of Moldova.

SPECIAL CONDITIONS OF THE CONTRACT
(WHERE APPLICABLE)
[bookmark: _Hlk162284641]Completion at the Chapter 2. Terms and Conditions for delivery
2. 
2.1. 
2.1.1. After the entry into force of this Contract, the Beneficiary will send a written notice to the Provider indicating the start date of the Contract. If the last day of the service provision period falls on a non-working day, the service provision period will expire on the next working day.

[bookmark: _Hlk162344932]Completion at the Chapter 6. Obligations of the Parties
6.1. Under this Contract, Provider undertakes:
e. To submit to the Beneficiary, on a quarterly basis, the Maintenance and Technical Support Service Delivery Report and the Change Request Execution Report, in accordance with the conditions set out in the Specification, following the acceptance of the implemented functionalities, as well as to provide the updated accompanying documentation of the solution (if applicable), and the source codes (if applicable), based on which the Service Delivery and Acceptance Report will be signed;
f. has responsibility for each person involved in the performance of services under this Contract to comply with the Beneficiary’s policies of security, fire protection, safety at work, as they shall legally notified by the Beneficiary, along with any related legal requirements;
6.2. Under this Contract, Beneficiary undertakes:
c. to provide the Provider any information/data/resources/equipment required for the project performance in the terms and conditions of this Contract (if aplicable);
Completion at the Chapter 8. Contract termination
8.6. In the event of contract termination, the Beneficiary shall be obligated to pay the Provider for all services rendered and work invested up to the date of termination. This payment shall include any work completed or partially completed as of the termination date, based on the documented hours and materials provided by the Provider.
8.7. If the Beneficiary is more than 15 days late in accepting the services or in paying the invoice for the provided services, the Provider may suspend the services. Suspension of services will continue until the outstanding issues are resolved, and the Provider receives the due payment. The Provider shall notify the Beneficiary in writing at least 5 days before the suspension of services.

Completion at the Chapter 10. Sanctions
10.1.1. The validity period of the bank guarantee shall be equal to the validity period of the Contract.
Completion at the Chapter 12. Final provisions
12.4.1. The Contract is drawn up in Romanian and in English. In case of disagreement between the Parties concerning the interpretation of this Contract, priority must be given to the version drawn up in the Romanian language of this Contract. The Contract shall be interpreted under the laws of the Republic of Moldova.
Chapter 13. Confidentiality
2. 
13.1. All information provided by one Party to the other Party for the performance of this Contract shall be deemed to be confidential unless otherwise expressly established by the Party disclosing that the information provided is public.
13.2. Neither Party shall have the right to use or make public any confidential information relating to the services/goods provided/delivered, the activities of the other Party, received from the other Party or from other sources provided for in this Contract, except for information on which the other Party agrees in writing for disclosure.
13.3. Each Party assumes the responsibility that each person involved in the provision of the Services provided for in this Contract must comply with the following conditions for maintaining the confidentiality of information:
a. not disclose, transmit or use in the interest of any person other than the other Party or persons authorized by him, any confidential or material information that he or she will receive from the other Party, except for material or information previously in the records of that person or which may have been obtained before such disclosure, transmission or use from third parties or the public sector
b. comply with all policies or instructions given by the other Party with respect to ensuring the security of information, classification, use or disposal of any information with limited or confidential access by signing a commitment to comply with security requirements by each delegated representative of this Party;
c. not to use any information with limited or confidential access for personal gain.
13.4. Each Party is obliged to respect the confidentiality regarding the methodologies / tools / techniques applied by the other Party in the provision of the Services, except for the public ones.
13.5. The Parties will not disclose, publish and disseminate confidential information to anyone other than their own employees who need to know this information. If the involvement of a third party (consulting companies or subcontractors) is required, this will be done with the consent of the other Party and confidentiality agreements will be concluded before the authorization of any third party.
13.6. The Parties will limit access to such confidential information to their employees, officials and managers who need to know it, and will inform such persons of the obligations assumed by this Contract.
13.7. Each Party shall keep in full security all storage media transmitted and containing information pertaining to the other Party, whatever their form of storage or registration.
13.8. Any loss or suspicion of loss of any document containing confidential information shall be notified immediately by the Party that detected the loss.
13.9. At the request of one of the Parties, the other Party is obliged to return to him all (storage) media containing confidential information, including any copy made after it, and any information on the media that cannot be destroyed will be deleted.
13.10. All obligations created by this chapter will continue after the change or termination of the business relationship between the Parties for an unlimited period.
LEGAL, POSTAL AND BANKING DATA OF THE PARTIES
	The Provider
	The contracting authority

	Postal adress:
	Postal adress:

	Phone:
	Phone:

	Fiscal Code:
	Fiscal Code:

	Bank:
	Bank:

	Code:
	Code:

	IBAN:
	IBAN:

	
SIGNATURES OF THE PARTIES

	The Provider 
	The contracting authority

	Authorized signature:
	Authorized signature:










Annex no. 3

Commitment to comply with the Beneficiary's security requirements
All information delivered by the Beneficiary to the Provider in order of execution of the Contract is considered to be confidential unless the Beneficiary has expressly stated that the information is public. Thus, in order to fulfill the contractual obligations and in order to ensure the most efficient cooperation and based on the observance of the Beneficiary's security principles and policies, the Provider and his/her subcontractor will be guided by the principle "it is forbidden everything that was not expressly permitted" and is required to meet the following requirements:
1. To use confidential information received solely for the purpose for which it was disclosed and not use it for any other purpose or without the prior written consent of the Beneficiary.
2. To disclose this information only to its employees, agents or agents who have access to confidential information for the fulfillment of their duties in accordance with the purpose of disclosure by the Beneficiary.
3. To inform persons to whom access to confidential information is given about the confidential nature of the information provided, to conclude with these persons and to present to the Beneficiary a commitment to comply with the security requirements that will contain the same conditions as those specified in this Annex 5 of this Contract between the Provider and the Beneficiary. The Provider shall ensure that the obligations of confidentiality and non-use are strictly followed by the persons mentioned in this sub-paragraph and assume full responsibility for the actions or omissions of its employees, agents and agents.
4. Not to disclose any confidential information received, except as provided in point 2 of this Annex, to any third party, and not to allow third parties access to such information without the consent of the Beneficiary and by means other than those proposed by the Beneficiary, unless the law determines otherwise.
5. Not to reproduce, publish, distribute or synthesize any confidential information received from the Beneficiary for any purpose other than that for which it was provided.
6. Recognizes and confirms that all existing and future intellectual property rights related to the confidential information received from the Beneficiary belong to the Beneficiary who is the exclusive holder thereof.
7. To return or destroy immediately all copies (irrespective of the form of reproduction and storage), including all tangible materials, records, notes and all derivative of confidential information disclosed by the Beneficiary upon the first realization of the following conditions: a) termination of contractual relations; or b) at the request of the Beneficiary.
8. By the deviation from point 7 of this Annex, the Provider may retain the documents required under the law, provided that such confidential information or copies thereof are subject to an unlimited confidentiality obligation.
9. If requested by any judicial, administrative, regulatory or similar authority to disclose confidential information or is required to divulge this information under the law, the Provider shall immediately inform the Beneficiary of the conditions of such disclosure and cooperate with the Beneficiary to the possible extent in order to satisfy the request for disclosure and to preserve the confidentiality of the information to the fullest extent permitted by law.
10. Immediately to notify the Beneficiary in writing of any breach of the confidentiality obligation by any person to whom confidential information has been disclosed or of any other information security incident occurring during or after the performance of the contract.
11. To manifest a responsible and prudent attitude in accessing information and using information resources, ensuring the integrity and availability of information in the activities carried out.
12. To wear visible identification marks at the Beneficiary's premises (such as badges).
13. To accede only spaces and areas for which it was granted access.
14. Not to take any measures that could affect or facilitate the compromise of the physical and / or logical security of the resources of the Beneficiary's Information System.
15. To maintain and use appropriately the IT equipment provided by the Beneficiary in order to ensure its integrity and availability.
16. Unless explicitly permitted, the use of IT equipment that does not belong to the Beneficiary is prohibited for the purpose of managing confidential information belonging to the Beneficiary.
17. To declare IT equipment that does not belong to the Beneficiary when it is placed at the Beneficiary’s premises indicating the purpose of its use and does not connect this equipment unauthorized to any of the Beneficiary's information resources.
18. IT equipment serviced and managed by third parties must be placed separately from the Beneficiary's equipment.
19. To connect the third Party's equipment to the Beneficiary's network only after obtaining its explicit consent.
20. Implement appropriate means of preventing and detecting potentially harmful software on the computers / devices for which connection to the Beneficiary's network has been accepted or by which data and information of the Beneficiary are handled.
21. Scanning or using various systems and applications to scan or identify vulnerabilities in the Beneficiary's network is prohibited. Exceptions to this rule apply in cases where the object of the Contract with the third party and the granting of access to the Beneficiary's network have been made for the purpose of performing the aforementioned activities.
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