
                                                                                              
                                                                                                                                                                                                                                                   

 

 
ANEXA D – Fise de produs 

 
 
Va rugam sa regasiti atasat, fisele de produs pentru solutia Nexpose si 
Burp Suite Professional 
 

 



Nexpose Enterprise—  
night vision for your network

Get enterprise-class protection with up-to-date scans 
for over 52,000 vulnerabilities and 130,000 checks 
across your network.

52K 130K

Rapid7® Nexpose® is the only 
vulnerability management solution that 
prioritizes vulnerabilities, controls, and 
configurations across the modern 
network to make better risk 
management decisions, faster. 

Nexpose leverages RealContext™, 
RealRisk™, and critical threat awareness 
from Metasploit to prioritize and validate 
your risk, so you can focus on fixing the 
issues that have impact.

Take a holistic approach to  
vulnerability management

Nexpose provides the most advanced security 
assessment across physical, virtual, and cloud 
environments. Industry-first integration with 
VMware NSX provides a revolutionary way to 
scan and mitigate risk in virtual networks.  
Enterprise-class architecture scales to millions 
of assets through a centralized console and 
scan engines.

Validate vulnerabilities with Metasploit® 
Pro–Nexpose is the only closed-loop solution to 
seamlessly integrate with Metasploit Pro, built 
on the world’s most used penetration testing 
software, to validate vulnerability exploitability, 
test controls effectiveness, and drive effective 
remediation for proven risk.

Prioritize and assign remediation with Real-
Context™ and RealRisk™–Only Rapid7 
RealContext allows you to focus on the highest 
risks that matter to your business, through 
automated asset classification, risk prioritiza-
tion, and remediation assignment. Use 
RealRisk, a threat-driven approach, to prioritize 
risks with known exploit and temporal metrics 
because they increase the likelihood of a 
breach.

Top remediation reports–Drive effective risk 
reduction by communicating the most impact-
ful remediation guidance available.  Concise, 
actionable, and clear step-by-step instructions 
enable IT teams to quickly remediate risk.
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Fast, unified security and  
compliance–Minimize network impact, 
optimize security and compliance 
assessments, and unify reporting 
through a single assessment for 
vulnerabilities, configurations,  
controls, and policy checks.

Discover vulnerabilities like an 
attacker–Intelligence-gathering 
expert scanning system emulates 
techniques used by human hackers to 
build upon knowledge from prior 
exploits and identify additional vulner-
abilities, resulting in a more complete 
risk assessment.

Vulnerability validation with 
Metasploit® Pro–Integrates with 
Metasploit Pro, to validate  
vulnerability exploitability, test  
controls effectiveness, and drive 
effective remediation for proven risk.

Threat-driven prioritization with 
Rapid7 RealRiskTM–Get accurate 
insight into the most critical vulnera-
bilities with Rapid7 RealRisk, which 
leverages threat intelligence such as 
malware and exploit exposure, CVSS 
v2, and temporal risk metrics. 

Powerful risk and data analytics–
Nexpose provides built-in and fully 
customizable report templates to 
create reports for everyone.  Dynamic 
asset groups and vulnerability filtering 

allow security professionals to quickly 
gain insights into risks across their 
environment by answering complex 
security questions

Effective risk management with  
RealContext™–Only Rapid7  
RealContext allows you to focus on the 
highest risks that matter to your 
business, through automated asset 
classification, risk prioritization, and 
remediation assignment.

Award-winning remediation plans–
Drive effective risk reduction by 
communicating the most impactful 
remediation guidance available.  
Concise, actionable, and clear step-
by-step instructions enable IT teams 
to quickly remediate risk.

Improved controls effectiveness–
Leverage your Nexpose deployment 
with ControlsInsight to provide  
actionable visibility into endpoint 
defenses against today’s threats and 
prioritized action plan to improve 
endpoint security.

Simplified audit and report  
compliance–Nexpose enables organi-
zations to stay compliant with PCI 
DSS, NERC CIP, FISMA, HIPAA/
HITECH, SANS Top 20 CSC, DISA 
STIGS, USGCB, and CIS standards for 
risk, vulnerability, and configuration 
management requirements.

“We reduced 
risk by more 
than 98%. That’s 
particularly  
impressive when 
you consider 
that we brought 
on five new  
hospitals in that 
time frame.”

—Scott Erven,  
Manager, Information Security  

Essentia Health
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Proven in enterprise deployments, Nexpose Enterprise 
delivers these core capabilities:



Burp Suite, software that continually 
pushes the boundaries of web security

How Burp Suite can meet your web security needs… 

Full-featured web vulnerability scanner

Powerful manual testing tools

Professional reporting

Numerous community extensions

Frequent product updates

Help prevent security breaches of your 
organization’s applications

Identify flaws before attackers exploit them

Discover and analyze your attack surface

Quickly prioritize high-risk areas for action

portswigger.net

Develop more robust and secure applications
Perform security testing earlier in your 
development lifecycle

Spread security awareness within your 
development team

Make security a first-class requirement in 
project planning

Achieve compliance with industry requirements
Perform comprehensive scans for numerous 
types of security flaws

Quickly identify non-compliant applications and 
functions

Fix vulnerabilities easily with custom  
remediation advice

Test web applications more effectively
Equip your testers with best-in-class penetration 
testing tools

Make testing easier, quicker and more reliable

Join a large and active community of users

Easy to use by novices and experts

Mature scanning engine

Detailed remediation advice

Fast and excellent support

Affordable and flexible licensing model 



Who uses Burp?

What our users say...

Over 10,000 individuals, in 4,000 companies, 
across 95 countries
All kinds of organizations: multi-nationals, 
start-ups, one-man consultancies and charities
Most Fortune 100 companies
10 of the top 10 software companies 
9 of the top 10 US commercial banks 
8 of the top 10 largest internet companies

About PortSwigger

Founded in 2004 by Dafydd 
Stuttard, author of The Web 
Application Hacker’s Handbook, 
and a leading expert in web 
security

Experienced 10 years of strong 
organic growth

Employs a team of exceptional 
software developers and security 
researchers

Exceptional track record in 
pushing the boundaries of web 
security tools

A very ambitious roadmap for 
future development of our 
products

Gartner Magic Quadrant 
Challengers for Application 
Security Testing

Independent research says…

Burp is the undisputed winner of 
the overall versatility category, 
was the winner in the input vector 
support category, got one of 
the highest scores in detecting 
Backup/Hidden Files, and decent 
scores in many other categories. 
It also came out FIRST in the 
SQL Injection and Reflected 
XSS categories, and dramatically 
improved its RFI score.

WAVSEP Web Application Vulnerability 
Scanners Benchmark 2014

“

” Burp Suite Pro is an absolutely essential gem in the security tester’s tool chest. 
What makes Burp different from the competition is that it’s written by someone who 
actually uses it. From source code highlighting to global search, from sorting to saving 
and loading state - it’s all there. However curious your demands are, there is already 
an option for it. No wonder it beats competitors many times more expensive.

Benjamin Boeck, www.taurosec.com “
”

Burp Suite Pro includes every tool needed to complete an in-depth web application 
penetration test. No matter if you are a student, professional, or somewhere in 
between, Burp is the only tool you need to fully assess web applications. It’s a bag 
full of win.

Josh Pauli, Ph.D., Associate Professor of Information Assurance, Dakota State University“
”

I cannot even imagine a web application pen-test without Burp Suite Pro. This 
amazing software is my first choice as it allows me to perform in-depth manual 
testing in a time-saving way. Moreover, using the IBurpExtender interface, I can 
also develop my own plugins to uncover even more bugs!

Luca Carettoni, OWASP Italy “
”

portswigger.net
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