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Overview

With so much depending on your network, even a routine issue can have a major effect on your customers, your
employees, and your business profitability. Cisco® Customer Experience (CX) provides the support you need—
from the first purchase of your Cisco products with our foundational services through technology refresh and
beyond with our high-value services.

Your IT infrastructure is the lifeline that connects your business to customers and suppliers. Business success
requires maintaining high service levels for your network while reducing costs and expanding your network as
your business grows. Cisco Smart Net Total Care® and our other foundational services can help you meet these
objectives.

Manage risks to business continuity

Cisco Smart Net Total Care (SNTC) helps reduce downtime with fast, expert technical support and flexible
hardware coverage provided by the Cisco Technical Assistance Center (TAC). It also offers integrated smart
capabilities, providing current information about your installed base, contracts, and security alerts to enhance
the efficiency of your support workflows.

« Resolve problems faster by identifying issues quickly and streamlining your incident management
processes to improve IT service levels.

« Reduce risk with access to Cisco technical experts and smart tools that improve visibility into the state
of your IT infrastructure 24 hours a day, 365 days a year.

« Increase operational efficiency through proactive management tools and automated processes that
make network administrators and managers more productive.

What's included

¢ Award-winning technical support from the Cisco TAC

¢ Advance hardware replacement, in as little as two hours

o Operating System (OS) software updates

o Access to online resources

« Entitlement to Cisco installed base insights through smart capabilities

Cisco services provide choices for all types of companies, from basic service for commercial-grade products
with Support Essentials to 24-hour assistance for all your Cisco devices with Smart Net Total Care.

The TAC is staffed by Cisco experts and is accessible 24 hours a day, 365 days a year. Technical service
available through the TAC is backed by advance hardware replacement with fast response times, including
onsite support options and access to the latest OS software for your licensed feature set. Online self-help tools
include our extensive knowledge library, software downloads, and support tools designed to help you resolve
network issues quickly, often without opening a case.
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Smart-entitled capabilities

All support customers are entitled to smart capabilities’, including access to the portal and the collector
software. Smart capabilities are delivered through the Cisco Services Connection portal, providing actionable
information and automation to support your Cisco products. Customizable screens show you up-to-date
information about the service coverage, product lifecycles, and security and product alerts that apply to your
network.

Our collector automatically gathers device support information for Cisco products, including serial numbers,
installed cards and modules, product IDs, and more. This saves time and provides a more current view
compared with manual efforts. The collector can also identify hardware or software versions and configuration
files for your Cisco network devices.

The portal provides interactive workflows that simplify support management processes. Altogether, the
foundational technical services and smart capabilities work to provide the visibility and insight you need to
improve the efficiency of your support operations, resolve problems more quickly, and mitigate risk.

SNTC benefits

Table 1. SNTC benefits and outcomes

Risk mitigation | Operational Faster problem

efficiency resolution

Technical service and incident management @ ® ®
e Fast expert technical support from the Cisco TAC
e Advance hardware replacement

e Automated streamlined processes for incident
management

Security and product alerts ® L

e Actionable security alerts

e Relevant product notices (hardware and
software)

o Service availability alerts (hardware and software)

Service coverage management ® ®
e Covered/uncovered, right coverage
e Renewal preparation and planning

e Budget planning

Product lifecycle management ® ®
e Up-to-date installed base information
e EoS/EoL, software version inconsistencies

e Automation to reduce cost and risk of manual
processes

" Smart capabilities such as the Cisco portal and collector software must be configured or enabled to deliver the functionality described.
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Technical service and incident management

Get the support you need when and how you need it

When a network problem affects business-critical systems, it requires fast response and a deep understanding
of the technology to resolve the incident quickly. Smart Net Total Care offers award-winning technical support
from the TAC combined with advance hardware replacement, onsite support options, online tools, and self-help
documentation for device-level support to help you reduce the risk of business interruptions caused by network
issues. These capabilities help ensure that you get rapid response and can quickly identify your devices and
their service coverage information in order to streamline your interaction with TAC support representatives.

Security and product alerts

Know the security and product alerts that affect your network

Staying current with Cisco alerts regarding security recommendations, hardware updates, and software
releases can be challenging. Smart capabilities help preempt network disruption by allowing you to identify and
manage relevant alerts for your devices. They proactively identify which devices are affected by Cisco
published product alerts and security advisories and enable you to document alert-related activity.

Alert information is available for hardware, software and security alerts, and field notices. An alert management
workflow allows you to assign status information to alerts. It then filters future alerts so that you receive only
those that still require your attention. If you close an alert or change its status to “action taken”, you will not be
distracted by that alert in the future. Alert status information also makes it easy for supervisors to monitor your
team's progress toward desired goals as they work on reviewing alerts and performing the required actions.

Service coverage management

Identify what’s covered and what’s not

Without good visibility into your installed base and service contract status, there is a risk that an uncovered
device will have an outage, and then you will be scrambling to find a solution while your network is
compromised. The portal reports help ensure that your business-critical assets have the necessary service
coverage to meet business needs and comply with corporate policies.

The portal provides automated installed base and contract management functionality to assist you in
determining the proper coverage for your Cisco devices. Whereas manual methods of tracking service
coverage for large or complex networks can be time-consuming and prone to error, SNTC uses automation to
save time and reduce risk. Regular data collection and flexible reporting capabilities help you manage your
Cisco installed base and service contracts, identifying and tracking what’s new, what’s changed, what’s
covered, and what’s not.
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Product lifecycle management

Obtain the information to plan for product replacements and upgrades

Using up-to-date data from the portal can provide dramatic efficiencies over maintaining labor-intensive
spreadsheets while also reducing the risk of errors. The portal reports can help you maintain a current view of
your Cisco installed base, including device and configuration details such as serial number, product ID, Cisco
IOS® version, installed memory and firmware, IP address, host name, and more. Up-to-date records about
coverage also simplifies your renewal and budget planning processes. SNTC enables you to quickly identify
service contracts that will be expiring at various intervals so that you can plan for renewals and identify budget
requirements.

By providing enhanced visibility into your installed base, you can:
« Quickly identify Cisco products that are reaching end of life, end of sale, or end of support
« Easily see what has been moved, added, or changed in your network
o Verify that your Cisco hardware is running current, consistent, and supported software versions

« Mitigate risk and plan for upgrades for equipment that is no longer supported

Your technical service options

No matter the size of your business, you are dependent on your network applications and vulnerable to the lost
revenue that can result from a network outage. But you also cannot afford to commit to a service program that
doesn’t meet your particular business needs. Cisco CX provides a range of service options for you to choose
from, starting with a basic level of 8x5 callback within one business day from TAC engineers for non-critical
issues with Support Essentials to direct phone access 24 hours daily with SNTC. It’s up to you to choose the
option that is right for your network and your situation.

You have the same type of flexibility with advance hardware replacement. If you need fast replacement in as
little as two hours for your most critical network segments, that’s available. If next-business-day replacement
for devices is acceptable, that is an option too.

If you want in-person support services at your location, Cisco offers onsite options, where available, for many
of our service levels. See the service descriptions for Smart Net Total Care and Onsite Field Services for
additional information.
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Table 2. Advance hardware replacement service levels

Smart Net Total Care 24x7x2 2-hour response, 24 hours a day, 7 days per week, including
holidays

Smart Net Total Care 24x7x4 4-hour response, 24 hours a day, 7 days a week, including holidays

Smart Net Total Care 8x5x4 4-hour response, local business hours based on depot time, 5 days a

week, no holidays

Smart Net Total Care 8x7x Next Calendar Day Next-calendar-day delivery, local business hours based on depot
time, 7 days a week, including holidays

Smart Net Total Care 8x5x Next Business Day Next-business-day delivery, local business hours based on depot
time, 5 days a week, no holidays

Smart Net Total Care without RMA Software and installation focused TAC support only, no RMA or other
TAC support

When you're ready to upgrade your network devices

Operating your business with unsupported products poses risks to your business. An unsupported failed
product can negatively impact business continuity, revenue, and compliance. When you want to update your
network devices or migrate to new hardware, Cisco Migration Support Services can provide coverage for your
hardware that reaches end of life during your technology migration.

Migration Support Services extend support for Cisco products that are no longer supported and past their Last
Day of Support (LDoS). They help you mitigate the risk of operating with unsupported, aging technologies while
you plan and implement your upgrade projects. Migration Support Services provide a support solution that
extends across your migration plan, and they are a lifeline when you cannot complete migration by LDoS. You
can depend on continued support, so you can focus on your business goals and objectives. Learn more.

Related services to extend the value of your Cisco products
Cisco can offer you more high-value and personalized services when you need them. You should consider:
« Software Support - Basic, Enhanced, and Premium

Cisco Software Support offers comprehensive coverage—from foundational Basic support to Enhanced
and Premium levels— for your Cisco software application products. The Basic level of service will help
you keep your systems and business applications running smoothly. To fast-track the full benefits of your
Cisco software, get the Enhanced or Premium levels of service for collaboration and security products.
Our experts will assist your team with onboarding your solution, tailored advice for IT on which features
best support your objectives, and priority access to highly skilled engineers who help solve complex
issues quickly and, oftentimes, avoidance of issues altogether.
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¢ Solution Support

Get the right kind of technical service for your multiproduct, multivendor solution with Cisco Solution
Support. A Cisco primary point of contact will address software and hardware from both Cisco and
Solution Support Alliance Partners. Using product, architecture, and interoperability expertise, we either
directly resolve your issue or actively manage your case by coordinating product support teams inside
and outside of Cisco, retaining accountable from first call to resolution, no matter where the issues
reside.

+ Business Critical Services

Cisco Business Critical Services give you access to trusted experts powered by our proprietary analytics,
insights, and automation to help organizations create resilient, highly adaptive, and transformative IT.
Offered as 12-month or multi-year subscriptions covering the full IT lifecycle, these services are
available in three prepackaged tiers—Essentials, Advantage, and Premier—plus Specialized Expertise
including Scrum Services and Expert-as-a-Service to empower your IT teams and meet your unique
business needs.

Why Cisco

You must align your network strategy with top company initiatives to continue to innovate and grow your
business. Cisco can help you benefit from our experience and expertise. Cisco Services can make networks,
applications, and the people who use them work better together. Our solutions and services build on our
innovation and leadership in networking. Recognized by J.D. Power and Associates for providing “an
Outstanding Customer Service Experience”, Cisco is the only company to have achieved Certified Technology
Service and Support Excellence 14 times.?

Customer call to action

For more information about Cisco Smart Net Total Care, visit https://www.cisco.com/go/total or contact your
local account representative.

You can also find resources such as videos, training, and case studies and interact with other users in
discussion forums on the Smart Net Total Care Community.

2 J.D. Power and Associates
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Cisco Capital
Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business
transformation and help you stay competitive. We can help you reduce the total cost of ownership, conserve
capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can help you
acquire hardware, software, services and complementary third-party equipment in easy, predictable
payments. Learn more.
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Check Point Collaborative Enterprise
Support (CES) delivers local, personal
support through a collaborative
support partner who has access to our
expert tools and resources and is
backed by Check Point global
technical assistance centers.

Collaborative Support Features

o 1% line support from a local
support partner

e  Global backline support from
Check Point 24x7x365

e Advanced access to
thousands of technical
solutions and guides

e Access to the latest hot fixes,
upgrades and major releases

e  Prioritized routing for severe
issues that demand
immediate attention

o  Committed Service Level
Agreements with Check Point

Collaborative Support Benefits

o  Work with a local support
provider who understands
your needs

e Maximize the value for all
your Check Point products

e Proactively prevent threats
before they become problems

e Strategically plan upgrades
and fixes

e  Submit, view and update your
service requests online

e Quickly search thousands of
proven solutions and
documentation

CSP partners provide support in

e Canada
e United States.

CCSP partners provide support in:

e Europe

e Middle East
e Africa

e Asia

e Mexico

Collaborative Enterprise Support (CES) | Datasheet

L.https://www.checkpoint.com/ru/support-services/support-plans/
2. https://scl.checkpoint.com/uc/htmls/pricelist/SLAs.html

CHECK POINT

COLLABORATIVE
ENTERPRISE SUPPORT

Choosing the right support for your Check Point solutions is essential to ensuring
maximum security, connectivity, and reliability of your valuable assets. As your security
needs become more complex, even a small issue can have a huge impact on yaour
productivity and profitability—and ultimately your business success. You need local
experts who speak your language and can provide onsite support, if needed. And your
experts need the backing of worldwide support from Check Point teams and in-depth
resources—24 hours a day—which are dedicated to providing solutions—even at the
code level, if necessary. Plus, you want direct access to our large, online, self-service
knowledgebase to quickly and easily answer your questions and reduce your support
times and costs.

Bottom line, you want it all. Reliable support from a single point of contact, with clear
visibility and accountability at every stage, dedicated to quality and your complete
satisfaction so you can focus on your business—not your support.

Overview

Check Point Collaborative Enterprise Support combines the unique capabilities of local
Certified Collaborative Support Provider partners with the in-depth expertise and
resources of Check Point, giving you the best support available to keep your business
secure.

Your local Support Provider is your point of contact for all your support issues, providing
first-line support in your language with an intimate understanding of your environment
and support needs. If additional support is required, your Support Provider will work
directly with the Check Point global, 24x7 Technical Assistance Centers for backline
support.

Our well-defined processes and documented Service Level Agreements (SLAS) ensure
that we meet your expectations for quality and satisfaction.

You will receive Advanced Access to SecureKnowledge, our comprehensive self-service
database designed to quickly and easily answer all your technical installation,
configuration, and upgrade needs on Check Point products.

How Collaborative Enterprise Support Works

Any time you need help contact your local Support Provider first. If for some reason your
Support Provider cannot solve your request, it will escalate your issue directly to a Check
Point global, 24x7 “follow the sun” Technical Assistance Center. Our teams will open a
service request (SR) in SecureTrak, our online service request system and then send
you an email with the request details so that you can view and track your request any
time. Our backline teams and engineers then work on your request, with all our
resources, tools, and expertise available until we solve your issue to your satisfaction.
Your CCSP is your point of contact for any support issue, giving you direct access to and
clear accountability for your request. Online tools like SecureTrak give you online, up-to-
the minute status of your service requests, escalated to Check Point with just one click.
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Faster, more efficient resolutions

Collaborative Enterprise Support (CES) | Datasheet

Our teams work together seamlessly to ensure that your issues reach the right resources quickly, eliminating costly
delays from multiple handoffs and repetition of information. Collaborative support provides us with a deep
understanding of your environment and unique needs, enabling us to resolve your issues more quickly and efficiently,

increasing your satisfaction and return on investment.

Quality service from certified secruity experts
Collaborative Support Providers are dedicated to first-
class service and support and must continually meet
stringent Check Point customer satisfaction and quality
requirements. All Support Providers are required to
have Check Point certified Security Experts (CCSE) on
staff, who are knowledgeable about the latest Check
Point releases and products.

Urgent support from Check Point

Check Point offers committed response times and
direct access for Severity 1 issues, defined as a
problem with major system effect or system downtime.
Check Point is committed to giving you, our customer,
immediate support for your most urgent issues, 24x7.
For Severity 1 issues, you can your program level for
quality, highly available support for your mission-critical
needs. Our highest-level program offers “fast path”
escalation, ensuring that our senior support engineers
handle your support issues at first contact.

Collaborative
Enterprise
Support (CES)

Latest Hot Fixes
and Service

Packs
Major Upgrades/ ~/
Enhancements
Access to Advanced
Secure
Knowledge
Unlimited 9x5
Service and business days
Support
Committed 4 hours

Response Time

Support Focal Support Desk
Point Engineer

For more information about Check Point Support please visit
http://www.checkpoint.com/support-programs-and-plans/index.html

Co-Standard
Support

Co-Premium

Expanded access to online, self-service tools
You will have Advanced Access to SecureKnowledge,
our self-service knowledgebase of thousands of in-
depth solutions, articles, and comprehensive technical
guides written by Check Point experts. Not only will you
reduce your support times and resolve common issues,
but you also will increase your internal skills and
productivity.

Hot fixes, software updates and releases

Every level of your Collaborative Enterprise Support
program includes critical software bug fixes and Hot Fix
Accumulators (HFAS) to ensure continuing system
maintenance and proper functionality for all your Check
Point products. Software upgrades and major releases
are included as part of our higher-level programs,
maximizing your security with the latest applications,
features, and technologies as soon as they are
available.

Support

vV v
Expert Expert
24 x 7 24 x 7

every day every day
30 minutes 30 minutes

Premium Support  Premium Support

Engineer Engineer

CONTACT US

Worldwide Headquarters | 5 Ha'Solelim Street, Tel Aviv 67897, Israel | Tel: 972-3-753-4555 | Fax: 972-3-624-1100 | Email: info@checkpoint.com

U.S. Headquarters | 959 Skyway Road, Suite 300, San Carlos, CA 94070 | Tel: 800-429-4391; 650-628-2000 | Fax: 650-654-4233 | www.checkpoint.com
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QUANTUM 3600 SECURITY GATEWAY

Check Point

CONSOLE CONSOLE

Quantum Security Gateway™ Advantage

Protect larger environments Greater resilience, faster operations Handle more workloads

Check Point Quantum 3600 Next Generation Firewalls enables enterprises to deploy the industry’s leading
threat prevention capabilities at all points of their infrastructure, scaling security almost infinitely according to
their changing business needs. It also dramatically accelerates the efficiency of their security operations. This

enables enterprises to prevent and block even the most advanced attacks, before they can disrupt business.

ZS(A))
i

iR

Strengthen your Always Protected Efficient
Perimeter Protection against Gen V Attacks Operations
Extend enterprise security to Highest caliber prevention Cut operation management

remote branch offices with unified security time by up to 80%

PERFORMANCE HIGHLIGHTS

Gen Il Security Gen Il Security Gen V Security

Firewall NGFW ! Advanced Threat Prevention 2
3.3 Gbps 1.5 Gbps 780 Mbps

Performance measured with enterprise testing conditions. Additional performance details on page 3. 1: Includes Firewall, Application Control,

and IPS. 2: Includes Firewall, Application Control, URL Filtering, IPS, Antivirus, Anti-Bot and SandBlast Zero-Day Protection.
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Security Gateway
SPOTLIGHT
3600 SECURITY GATEWAY
J&] Check Point
= — —=e —=ag = —moy [
i [ | | |
1 2 3 4 5 MGMT B CONSOLE CONSOLE

1. 5x 10/100/1000 Base-T ports 4. RJ45 console port
2. Management 10/100/1000 Base-T port 5. USB Type-C console port
3. 2x USB 3.0 ports 6. 2x connectors to external power supply adaptors
Prevent Known and Zero-day Threats NGFW ~ NGTP  SNBT

) ) All-inclusive Security Solutions
Check Point SandBlast Threat Emulation ATl WA, (M= A= v M Y . y .
Content Awareness v v v Check Point 3600 security gateways

Application Control v > - include all security technologies in the

is an evasion-resistant sandbox that

provides zero-day protection from

Intrusion Prevention System v v v SandBlast software package for one
advanced and unknown  threats.
SandBlast Threat Extraction (CDRI URL Filtering v v year. Purchase a renewal for NGFW,
] i ) Antivirus and Anti-Bot v v NGTP or SandBlast [(SNBT) for
ensures quick delivery of safe email and - - .
Threat Emulation (sandboxing) v subsequent years as you l|ke.
Web content to users. Threat Extraction (CDR) v

I —
Next Generation Firewall, Next Generation Threat Prevention and
SandBlast packages

Best-in-class Security Management

Unified management across networks
and cloud environments increases
operational efficiency and lowers the
complexity of managing your security.
One console can manage all aspects of
security from policy to threat prevention.

Zero Touch Provisioning
Zero Touch manages the initial gateway

configuration, enabling you to deploy
hundreds or thousands of 3600 security
gateways remotely and eliminating the
need to travel to each branch office.

ENTERPRISE-GRADE PLATFORM

1 GbE (copper) Redundant Power
6 8 GB (@)

@) optional accessory

© 2022 Check Point Software Technologies Ltd. All rights reserved. [Protected] | January 27, 2022 2
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SPECIFICATIONS

Performance

Enterprise Test Conditions

Threat Prevention''Mbps) 780
NGFW:(Gbps) 15
IPS (Gbps) 1.99
Firewall (Gbps) 3.3

RFC 3511, 2544, 2647, 1242 Performance (Lab)

Firewall 1518B UDP (Gbps) 4
VPN AES-128 (Gbps) 2.71
Connections/sec 32,000
Concurrent connections 2M

1: Includes Firewall, Application Control, URL Filtering, IPS, Antivirus, Anti-Bot and SandBlast
Zero-Day Protection with logging enabled. 2: Includes Firewall, Application Control and IPS with

logging enabled.

Additional Features

» 1x CPUs, 4 physical cores
e 1x 240 GB SSD storage
* 8 GB memory

e Virtual Systems (maximum): 5

Content Security

First Time Prevention Capabilities

o CPU-level, 0S-level and static file analysis
o File disarm and reconstruction via Threat Extraction

o Average emulation time for unknown files that require full
sandbox evaluation is under 100 seconds

e Maximal file size for Emulation is 100 MB

e Emulation OS Support: Windows XP, 7, 8.1, 10

Applications

» Use 8,500+ pre-defined or customize your own applications

» Accept, prevent, schedule, and apply traffic-shaping

Data Loss Prevention

o Classify 700+ pre-defined data types

o End user and data owner incident handling
Dynamic User-based Policy
e Integrates with Microsoft AD, LDAP, RADIUS, Cisco pxGrid,

Terminal Servers and with 3" parties via a Web API

» Enforce consistent policy for local and remote users on Windows,
macO0S, Linux, Android and Apple iOS platforms

Security Gateway

Network
Network Connectivity

» Total physical and virtual (VLAN] interfaces per appliance:
1024/4096 (single gateway/with virtual systems)

» 802.3ad passive and active link aggregation

o Layer 2 [transparent] and Layer 3 (routing) mode

High Availability

o Active/Active L2, Active/Passive L2 and L3

» Session failover for routing change, device and link failure

o ClusterXL or VRRP

o NAT66, NAT64, NAT4LS
e CoreXL, SecureXL, HA with VRRPv3

Unicast and Multicast Routing (see SK98226)

o OSPFv2 and v3, BGP, RIP
o Static routes, Multicast routes
» Policy-based routing

e PIM-SM, PIM-SSM, PIM-DM, IGMP v2, and v3

Physical

Power Requirements

» Single Power Supply rating: 40W
o AC power input: 100 to 240V (50-60Hz)
» Power consumption avg/max: 21W/25W

® Maximum thermal output: 85 BTU/hr.

» Enclosure: Desktop

o Dimensions (WxDxHJ: 8.3 x 8.3 x 1.65in. (210 x 210 x 42mm)]
o Weight: 3.1 lbs. (1.4 kg)

Environmental Conditions

o Operating: 0° to 40°C, humidity 5 to 95%
o Storage: -20° to 70°C, humidity 5 to 95%

Certifications

» Safety: UL, CB, CE, TUV GS
» Emissions: FCC, CE, VCCI, RCM/C-Tick
o Environmental: RoHS, WEEE, REACH’, ISO14001"

', factory certificate

© 2022 Check Point Software Technologies Ltd. All rights reserved. [Protected] | January 27, 2022 3
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Security Gateway

ORDERING QUANTUM 3600 SECURITY GATEWAYS

BASE CONFIGURATION'

3600 Security Gateway Configuration, includes é6x 1GbE copper ports, 8 GB RAM, 1 240 GB SSD, 1 CPAP-SG3600-SNBT
external AC power adaptor, SandBlast (SNBT) Security Subscription Package for 1 Year

The Base package includes 2 trial virtual systems (VS). These are not additive or counted when adding additional VS licenses.

1. Renewal NGFW, NGTP and SandBlast (SNBT] packages are available in the online product catalog.

SPARES AND MISCELLANEOUS | sku |
Replacement/Additional Power Supply for 3600 and 3800 Security Gateways CPAC-PSU-3600/3800

Rack Mount kit for the 1500, 3600 and 3800 Security Gateways CPAC-1500/3600/3800-RM-DUAL
CONTACT US EMAIL: infoldcheckpoint.com WEB: www.checkpoint.com
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