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[MpaBoBOe NnosnoxeHue

Bce npaBa 3awuuieHbl. Hukakas YacTb 3TOW My6nvKaLmmn He MOXeT 6bITb BOCMPOU3BeZieHa uiu nepefaHa B nto6oi
dopme unu no6bIMU CpeACTBaMK, 3NEKTPOHHBIMU UM MeXaHUYecKUMK, BKtoyas (HOTOKONMpoBaHKe, 3anuch,
MCTONb30BaHWe CPeACTB XpaHeHWUst M noucka MHdopMauuu, 6e3 MoslyYeHUst MUCbMEHHOTO pa3peLleHust
YMNONIHOMOYEHHOTO NpeAcTaBUTeNst KoMnaHuu Bitdefender Mcnonb3oBaHue umTaT B 0630pax pa3peLuaeTcs TOSIbKO
CO CCbUIKOW Ha LUTUPYEMbIN UCTOYHUK. 3anpeLueHo BHOCUTb KaKue-m6o U3MeHeHUs B faHHbI MaTepuarn.

ﬂpen,ynpe)KneHue W orpaHuyeHue oTBeTCTBEHHOCTM. ﬂaHHblﬂ I'IpOrpaMMHbIIZ NpPOAYKT U AOKYMEHTauuA K HeMy
3almueHbl aBTOPCKUM NpaBoM. ﬂaHHblﬁ nporpaMMan?l NPOAYKT N JOKYMEHTaUMA K HeMy 3aLl ULl eHbl aBBTOPCKUM
npaBoM. NHhopMaLms B 3TOM JOKYMEHTE NpefoCTaBseTCs «Kak ecTb», 63 rapaHTUu. XoTs B XOZie NOArOTOBKU
3TOro JOKYMEeHTa Gblfin NMPUHATBI BCe Mepbl NPeOCTOPOXXHOCTH, aBTOPbI HE HECYT HUKaKoi OTBETCTBEHHOCTU
nepepg No6bIM JIULOM WM OpraHW3aLyeil B OTHOLIEHUU KaKWUX-TMGo noTepb WM yuiep6a, MPUYMHEHHBIX WUIu
NpeanosnoX1TENbHO BbI3BaHHbIX NMPSMO WM KOCBEHHO MH(bOPMaLMen, cofiepXKallencs B JOKyMeHTe.

[laHHasi KHWUra COAePXXMT CChINIKN Ha CTOPOHHME BEG-CAiTbI, HE HAXOAALLWMXCA NoA KoHTponeM Bitdefender ,noatomy
Bitdefender He HeceT 0TBETCTBEHHOCTM 3a UX CofiepXKaHue Nepexoas Ha CTOPOHHUE CailTbl, yKa3aHHbIE B AOKYMEHTE,
Bbl fleNaeTe 9TO Ha CBOW CTpax W puck. Bitdefender npuBoanT aTn cCbinkn TonbKo ANst yA06CTBa YnTaTeNs, HO
Hanuuue STUX CCbIIOK He 03HavaeT, yTo Bitdefender 6epeT Ha ce6s 0TBETCTBEHHOCTb 3a COAEPXKaHUE KaKoro-nméo
CTOpOHHero Be6-canTa.

Toprosble MapKu. B 93TOM JOKyMeHTe MOryT yNOMUHATLCA pasfinyHble TOProeble Mapku. B 93TOM JokyMeHTe MoryT
YNOMUHaTbCSA pas/iyHble TOProBble MapKu. Bce 3aperncTpupoBaHHble U He3aperncTpupoBaHHbIe TOProBble Mapky,
yrnoMunHaemble B 3TOM JOKYMEHTe, NpUHaAnexat TO/IbKO UX 3aKOHHbIM BnagenbLam.

npaBOBOG nonoxeHue

Bce npaBa 3awuueHbl. Hukakas 4acTb 3ToW Ny6anKaLmm He MOXeT 6bITb BOCNPOM3BeieHa U nepesaHa B nto6omn
dopme unu nto6bIMU CpeACTBaMK, 3NEKTPOHHBIMU UM MeXaHUYecKUMK, BKoYas HOTOKONMpOBaHUe, 3anuch,
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MCTONb30BaHWe CPeACTB XpaHeHWUst M moucka MHdopmauuu, 6e3 MoslyYeHUst MUCbMEHHOTO pa3peLlleHust
YTNONTHOMOYEHHOTO NpeAcTaBUTeNst KoMnaHuu Bitdefender Mcnonb3oBaHue umTaT B 0630pax pa3peLuaeTcs TOSIbKO
CO CCbUIKOW Ha LUTUPYEMbIN UCTOYHUK. 3anpeLeHo BHOCUTb Kakue-im6o U3MeHeHUs B faHHbI MaTepuarn.

MpepaynpeXxaeHne N orpaHNyeHne OTBETCTBEHHOCTM. [JaHHbI NPOrPpaMMHBI MPOAYKT U AOKYMEHTALUS K HeMY
3alMLL,EeHbl aBTOPCKMM MPaBOM. [JaHHbI NPOrpamMMHbI MPOAYKT U JOKYMEHTaLVs K HeMY 3alLyLLeHbl aBTOPCKUM
npasoM. MHdopmaums B 3TOM AOKYMEHTE NPefoCTaBAETCS «Kak eCTb», 6€3 rapaHTun. XoTs B XOA€ NOArOTOBKM
3TOro JOKYMeHTa Gblfin MPUHATBI BCe Mepbl NPeJOCTOPOXXHOCTH, aBTOPbl HE HECYT HUKaKOI OTBETCTBEHHOCTU

FARAR mAKL I RIIALS R AREATIAAATIAAG R ATHAIIATIA Ay mufa mATARD R A An&a MR e AT Iy e

Bbl AenaeTte 3TO Ha cBOW CTpax U puck. Bitdefender NpUABOANT 3Tl CChifJIKK TONbKO A4NiA y,RO6CTBa yuTaTtens, HO
Hanmune 3TUX CCbINIOK He 03HavaeT, YTo Bitdefender 6epeT Ha ce6s1 0TBETCTBEHHOCTb 3a COAepXKaHKe Kakoro-nméo
CTOPOHHero BeG-caiiTa.

Toprosble Mapku. Batom AOKYMEHTe MOTyT YNOMUHaTbCA pas/iniHble TOProeBble MapKu. Batom AOKYMeHTe MOoryT
YNOMUHaTbCA pasfinyHble TOProBble MapKu. Bce 3aperncTpupoBaHHble N He3aperncTpupoBaHHbIe TOProBble MapKu,
yNnoMunHaeMble B 3TOM [JOKYMEHTE, NpuHagnexxat TONIbKO UX 3aKOHHbIM BlajenbLam.
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Mpepgucnosue
370 pykKoBOACTBO nNnpeaHasHa4yeHo |T-a,[|MMHI/ICTpaTOpOB, oTBeYyYawlwnux 3a
pa3BepTbiBaHUe 3alunThbl GravityZone B CBOUX opraHusaumnax.

NT-agMUHUCTpaTOpbI, KOTOPbIM HeobxoamMMa uHdopmauus o GravityZone moryT
HallTu B 3TOM pykoBoacTBe Tpe6oBaHusa GravityZone u AOCTyMHble MOAySM
3aWnTHI.

9TOT OKYMEHT NpefiHa3Hau€H, YTOObl Pa3bsACHUTb, KaK YCTaHOBUTb U HACTPOUTb
peweHune GravityZone 1 ero areHToB 6€30MacHOCTU Ha BCEX BMAAX KOHEYHbIX
YCTPOWCTB B Ballen KOMMaHUN.

1. 0603HaueHus, UcnoJsibdyemble B 1aHHOM PYKOBOACTBE

Tunorpadckne 0603HaYeHUs

9TO PYKOBOACTBO WUCMOJIb3YeT HECKOJIbKO TEKCTOBbIX CTUNIEW AN YyYlleHUs
YMTAEMOCTH. Y3HalTe 06 UX acreKTe U 3HAYEHUN U3 TabnnLLbl HUXKE.

obpazer BCTpoeHHbIe MMeHa KOMaH U CUHTaKCuc,
nytm M wumeHa  dannos,  dainbl
KOHdUrypauum, BBOAUMbIN TeKCT
neyaTtaeTcs CTaHJapTHbIMYU
MOHOUMPUHHEMY LWPUDTaMU.

http://www.bitdefender.com Ccbinku URL Ha BHewHue uctouHukm (http
unu ftp cepeepbl).

gravityzone-docs@bitdefender.com Agpeca 3neKTPOHHOW MOYTbl B TEKCTe
MpUBOASATCS B KAayecTBe KOHTAKTHOM
NHbopMaLuu.

«Mpegucnosue» (p. viii) B KkaBblukax MpUBOAATCA BHYTPEHHMeE
CCbIJIKM Ha Apyrue maTepuarnbl B npefenax
9TOro J0KyMEeHTA.

onuus Bce napameTpbl nNpoayKTa BblAeNeHbI
YKUPHBIM LIPUDTOM.

Mpeancnoeue viii
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KJIIOYEBOE CNOBO Onuun nHTepdelica, KNOYEBbIE CNOBA UK
COYeTaHus KNaBu1LU BblAeneHbl C MOMOLLbH
bold wpudTa.

Mpeancnoeue iX



S
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[Mpumeyanus

MpuMeyaHna — aTo TeKcToBaa MHGOpPMaLUS, BbleNleHHasAs B OCHOBHOM TeKCTe
pasfiMyHbIMU CPeACTBaMU, LIefIbio KOTOPON ABNAETCA NPUBJIEYeHME Ballero
BHUMaHMA K AOMOSHATENBHOW UHPOPMALUK, UMEIOLLLEN OTHOLLIEHUE K COZIePXKaHMIO
TeKyLLEero pasgena pykoBoACTBa.

MpumeyaHmne

ﬂpMMeanme — 9TO KpaTKoe 3aMedaHue. Bbl moXkeTe nponycTuTb €ro, HO B HEM
MOXeT coaep>XaTbCA LleHHan I/IHd)OpMaLI,VIFI, HanpuMep onpeaeneHHas 0C06eHHOCTb
WU CCblJIKa Ha UCTOYHMUK, VIMeIOLI.I,VIVI OTHOLWIEeHMe K JaHHOMY MaTepunany.

BaxHo

9Ta vHpopMaums TpebyeT BaLLEro BHUMaHUs, U ee He PEKOMeHZYyeTCs NPonycKaTb.
06bI4HO, 31eCb NPUBOAMTCS BaxHas HGopmauus o hakTopax, KOTOpble HE UMelT
YrpOXKaloLLero xapakrepa ajis 6e30MnacHOCTU Balleil CUCTEMBbI.

Mpepynpexpaexune

370 KpUTUYeckas HGopmMaLus, K KOTOPOW criefyeT OTHECTUCb C MaKCUMasbHbIM
BHUMaHueM. Hnyero nanoxoro He CNny4unTcC4, ecnu Bbl 6yp,eTe cnepoBaThb YKa3aHUAM.
BHUMaTeNIbHO NPOYTUTE M MOMNbITaNTECh MOHATL CYyThb NpeaynpeXAeHUs], MOCKOJIbKY
B HEM ONUCbIBAOTCA BeECbMa OMnacHble yrpo3bl As1d 6e30nacHOCTU Ballen CUCTEMBI.

Mpeaucnosue X
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1. 0 GRAVITYZONE

Pewenwne GravityZone 6b1510 paspaboTaHo crielmasbHO A1 BUPTYannu3npoBaHHbIX
cpen 1 0651aK0B, C MOMOLLbIO KOTOPbIX MOXHO NPefoCcTaBATb YCNyru Nno 3awure
6vsHeca AN U3NYECKUX KOHEYHbIX YCTPOWCTB (B TOM uuciie MOGWUJIbHbIX),
BUPTYasnbHbIX MaLLWH B YaCTHbIX M 06LL,eA0CTYMHbIX 06J1aKax, @ TakXKe NoYTOBbIX
cepsepoB Exchange.

GravityZone 3To NpoAyKT C eANHOW KOHCOJIbIO YNpaBJIeHUs AOCTYMHON B 06J1aKe,
npepocTtaBnsieMbl Bitdefender, unun opraHnsoBaHHbIV B Ka4ecTBe BUPTYasibHOro
YCTPOMCTBA YCTAHOBJIEHHOIO JIOKaJIbHO B KOMMaHUK, YTO o6ecneynBaeT eanHyro
TOYKY AJ191 pa3BepTbiBaHUS, COGJIFOAEHVS U YNPaBJIEHUs MOJIMTUKaMK 6€30MacHOCTH
N1 NI060ro KonmyecTBa KOHEUYHbIX TOYEK, Jto6oro Tuna, B 1l060M MecTe.

GravityZone obecrneynmBaeT HECKOJIbKO YPOBHEN 6e30MacHOCTM ANt KOHEYHbIX
Toyek, MoYTOBbIX cepBepoB Microsoft Exchange: 3awuta oT BpegoHocHoro M0 ¢
MOHUTOPWUHIOM NOBEAEHUS, 3aLUUTA OT YrPO3 HYNEBOrO AHS, KOHTPOJIb MPUIIOXEHWUN
M "MmecoyHnua”, MexceTeBON 3KpaH, yrnpaBJieHWe yCTpoMCcTBaMW, ynpaBrieHue
KOHTEHTOM, aHTUMDULLMHT U aHTUCMaM.

0 GravityZone 1
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2. YPOBHUW 3ALWMTbLI GRAVITYZONE

GravityZone o6ecneunBaeT criefytolime ypOBHU 3aLUUTbI:

« 3awwmTa oT BpegoHocHoro 0

« PacwmpeHHbIit KoHTposib yrpo3s (Advanced Threat Control)
« O6HapyxeHue runepeusopa

« Advanced Anti-Exploit

. bpaHgmayap

« KoHTponb KOHTEHTa

« YnpaBneHue ucnpasneHUsiMu

« KoHTponb ycTpovicTs

« [lonHoe wudposaHme gucka

« Security for Exchange

« KoHTponb npunoxeHun

« Sandbox Analyzer

« Hypervisor Memory Introspection (HVI)

« Network Traffic Security Analytics (NTSA)
« Security for Storage

« Security for Mobile

2.1. 3awmra ot BpegoHocHoro 10

YpoBeHb 3alnTbl OT BpegoHOCHOro N0 oCHOBaH Ha CKaHUPOBaHWN CUrHaTyp U
aBpucTMyeckom aHanuse (B-HAVE, ATC) npoTuB: BMPYCOB, YepBei, TPOSIHOB,
NporpaMMm-LLNUOHOB, peknamMmHoro MO, KeWnorrepoB, PyTKUTOB M APYrUX TUMOB
BPeAOHOCHbIX NPorpamMm.

TexHonorus ckaHupoBaHus Bitdefender Ha Hanmune BpegoHocHoro MO ocHoBaHa
Ha cnefyroLnNX TEXHONMOMUSX:

. Bo-nepBbix, ncrnonb3yeTcs TpPagUUMOHHbLIA METOJ, CKaHMPOBaHWA, Korga
O0TCKaHMPOBAHHOE COAEPXMMOE CpaBHUBAeTCH € 62301 JaHHbIX curHaTyp. B
6a3e JaHHbIX CUrHaTyp CofepXaTcsl 3anuMcu 6afT-KoA0B, XapaKTepHble Ans
M3BECTHbIX Yrpo3, KOTOpble perynsipHo o6HoBAsAtoTCs Bitdefender. 3ToT MeTog
CKaHMpoBaHus siBnseTca aQheKTUBHbIM NMPOTUB U3BECTHBIX YIPO3, KOTOPbIE
6bINK MCCNefoBaHbl U 3a,0KYMEHTUPOBaHbI. TEM HE MeHee, HE3aBUCUMO OT
TOrO, HACKOJbKO OnepaTMBHO 6a3a AaHHbIX 06HOBNSIET 3anucy, BCeraa ecTb
OKHO YySI3BUMOCTU MeXAy BPEMEHEM, KOrja HoBas yrpo3a 06HapYXXeHa U Koraa
UcrpaBfieHUE BbIMyLLEHO.

YpoBHu 3awuTbl GravityZone 2
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MpOTMB HOBbIX, HE3aPErMCTPUPOBAHHbIX YTPO3, 3aLLMTY OCYLLLECTBIISIET BTOPON
cnon Bitdefender, wucnonbsys aBpucTudeckuin asuratens B-HAVE.
9BpuCTUYECKME aNrTOPUTMbl OO6HaPYXXMBAKOT BPeAOHOCHbIE MPOrpaMMbl Ha
OCHOBe rnoBefeH4YecKux xapaktepucTuk. B-HAVE 3anyckaeT nogo3puTenbHbie
BPeAOHOCHbIE MporpamMMbl B BUPTyasibHOM cpefe, YTOoObl MPOBEPUTb MX
BO3AENCTBME HA CUCTEMY M YAOCTOBEPUTHLCSH, YTO OHW He MpeAcTaBnsAT
HUKaKon yrpo3bl. Ecnu yrposa o6HapyXeHa, npepoTBpaliaeTcsl 3anyck
nporpamMmbi.

CKaHupyloLue ABUKKH

Bitdefender GravityZone MoXeT aBTOMaTUYeCKN BbIBUPATb aHTUBUPYCHbIE ABUXXKM
Npu co3aHNM NaKeToB areHToB 6€30MacHOCTM B COOTBETCTBUM C KOHbUrypavmen
KOHEYHOW TOUKM.

Takxe agMUHUCTPATOP MOXET MOACTPOUTH CKaHMPYIOLWMIN OBUXKOK, Bbi6Upas
MeXJy HECKOMbKMMU TEXHOSIOMUSIMU CKaHUPOBaHWS:

1.

JlokanbHoe cKaHUpoBaHue, Korga CKaHMpoBaHUe BbIMOJIHAETCA Ha KOHEYHOM
YCTpOVICTBe. Pexkxvm nokasbHOro cCKaHMpoBaHUsA NOAXOAMUT A1 MOLLHbIX MaLUWH,
raoe Bceé MexaHU3Mbl 3alUTbl XPaHATCA JIOKaJibHO.

M6pugHoe cKaHUpoBaHWe CO CBETOBbIMM ABUraTensamu (obuiee o6nako), ans
CpeflHUX rpynm, UCMNOoSb3yeT CKaHUpOBaHue B 06J1aKe U, YaCTUYHO, JIOKasbHble
MeXaHW3Mbl 3aLLMThbI. [laHHbI PEXXUM CKaHMPOBAHUA NpeoCTaBNAeT ydllee
3afleiiCTBOBaHME PECYPCOB, MO CPABHEHUIO C UCMONIb30BAHUEM YAANEHHOrO
CKaHUpPOBaHuA.

LieHTpanm3oBaHHOEe CKaHUpOBaHMe B O6LLLEeM UM YaCTHOM o6n1aKe C HeGOJIbLLIUM
o6beMoOM namATH, Tpebytowmm Security Server ana ckaHMpoBaHus. B aTom
cnyyae MEXaHM3Mbl 3alUUTbl He XPaHSTCA JIOKaNlbHO W CKaHUpOBaHue
BbIrpy>aeTcs Ha Security Server.

MpumeyaHue
CyLLI,eCTByET MUWHUMaJbHbIN Ha6op ABWXKOB, XpaHﬂLLI,VIVICFl NOKaJibHO,
Heo6XoAUMbIV A1l PaCnaKoBKM CXaTbiX hannbl.

LieHTpanu3oBaHHOe CKaHUPOBaHUe (CKaHUPOBaHWE B YaCTHOM UMK NMy6NYHOM
o6nake c nomoLybio Security Server) c nokanbHbiM pesepeom* (Local Scan -
NPY HAJIMYNK NMOJTHBIX ABUXKKOB).

YpoBHu 3awuTbl GravityZone 3
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5. LleHTpanu3oBaHHOe CKaHWpoBaHue (CKaHMPOBaHWE B YaCTHOM UMK Ny6/IMYHOM
obnake c noMolblo Security Server) c pezepeoM* ru6puAHOIro CKAaHMPOBaHUs
(Local Scan - ny6nnuHoe 061aKo ¢ 06s1ieryeHHbIM SBUXXKaMM).

* Korga MCNOJNIb3YyKOTCA }J,BOI;IHbIE ABWXKU CKaHMpOoBaHUA - eCnn I'IepBbII;I OBUMXOK
He AOCTYNeEH, pe3epBHbu71 ABWMXOK MOXXeT 6bITb 3aAeIZCTBOBaH. |_|0Tp66J'IEHI/Ie
pecypcoB 1 ytunmsauua cetu 6y,qu 3aBUCETb OT UCNOJIb3yeMbIX ABUXXKOB.

2.2. PacwumpeHHbin KoHTponb yrpo3 (Advanced Threat Control)

[N yrpos, KoTopble YCKOJIb3atoT AaXKe 0T 3BPUCTUYECKOro ABUXKKA, MPUCYTCTBYET
eLie ouH crovt 3awmTbl B Buae Advanced Threat Control (ATC).

ATC noCTOSIHHO oOTcnexuBaeTt 3anyuieHHble npoueccbl U OUEeHMBaeET
noao3puTesibHoe noBegeHUe, Takoe KaK: NornbITKM 3aMaCcKMpoBaTh TUM NpoLecca,
BbIMNOJIHEHUE KOAa B MNPOCTPaHCTBE NamMATU npouecca (3aXBaT namMATn AanAa
I'IpI/IBMJ'IeFI/I[.)OBaHHOﬁ SCKaJ'IaLI,VIVI), pennukauud, nepemMelleHune q)aﬁﬂOB, CKPbITHOCTb
B CMMUCKe TEXHOJIoOrn4yeckux npoueccoBmn T.a. Kaxpoe nono3puTtesibHoe nosegeHne
noBbllIaeT pel;lTVIHF npowuecca. Korpa pocturaercs nopor, BKAK4YaeTCcAa curHan
TpeBoru.

2.3. O6Hapy)XeHue runepeusopa

Bitdefender HyperDetect - pononHUTENbHbIM YpPOBEHb 6E30MacHOCTY,
pa3paboTaHHbIM chneuuanbHO AnA  06HapyXXeHUsi MpOABMHYTbIX aTak WU
Nnofo3puTesIbHON aKTUMBHOCTM eLWé A0 BbIiNoNHeHUs npoueccoB. HyperDetect
COAEPXUT MOJeNIM MaLIMHHOTO 06YYEeHUSA U TEXHOSIOTUKU OBHAPYXXEHNUS CKPbITbIX
aTaK NpoTMB Yrpos, Takux Kak: aTaku HyJIeBOro AHs, NPOABUHYTbIE YCTONYMBbIE
yrposbl (APT), ckpbiToe BpegoHocHoe M0, 6e3daitnoBble aTaku (3n0ynoTpebneHve
PowerShell, uHcTpymeHTapuem ynpaenenns Windows u 1. A.), Kpaxa y4YeTHbIX
JaHHbIX, ueneBble kubepaTaku, crneymanusnpoBaHHoe BpegoHocHoe [0, aTaku
Ha OCHOBe CLeHapuveB, 3KCMJIONTbl, MHCTPYMEHTbI B3/10Ma, MOA03PUTENbHbIN
ceTeBOV TpaduK, NOTeHLMasbHO HexenaTesbHble NpunoxeHus (PUA), BbiMoraTesnu.

Mpumeyanne
aTtoT MoAyJib - 3TO AOMNOJIHEHWUE, AOCTYNHOE NPU HaNMUYNUN OTAENbHOIO JINLLEH3UOHHOIO
Kno4va
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2.4. Advanced Anti-Exploit

OcHoBaHHasi Ha MalIMHHOM 06y4YeHuu, TexHonorus Advanced Anti-Exploit
6NIOKMPYeT aTaku HYNEeBOro [HS, WUCMOMb3yHline TPYLHO-06HaApPY>XMBaEMble
akcnnontel. Advanced anti-exploit B pexume peanbHOro BpeMeHu oTCNeXuBaeT
nocnegHne aKCNJIONTbI M yCTPaHSIET YA3BUMOCTHU NMOBPEXIEHUA NaMSITU, KOTOPble
MOTYT UCMOJIb30BaTbCA AN1IA 06X0[a CYLLECTBYIOLIUX pelleHnA 6€30NnacHOCTM.
TexHonorus 3awmiiaeT 60MbLUIMHCTBO CTaHAAPTHbLIX MPUMNOXEHUIA, TaKUX Kak
6paysepbl, pegakTopbl Microsoft Office u Adobe Reader n gpyrue. Mogynb cneaut
3a CUCTEMHbIMM MpoueccaMu U 3aliuuiaeT oT OHpewlen B 6€30MacHOCTU U
nepexBaToB CYLLECTBYHOLLUX NPOLLECCOB.

2.5. bpangmayap

BpaHaMayap KOHTpoAMpyeT AOCTYN NPUIIOXKEHUIN K ceTn U K MHTepHeTy. [locTyn
paspellaeTcsl aBTOMaTMYECKW, OCHOBbIBasiCb Ha 6a3e fAaHHbIX M3BECTHbIX,
NErMTUMHbIX NPUNOXKeHU. Kpome Toro, 6paHamayap MOXeT 3alUTUTb CUCTEMY
OT CKaHMpOBaHUA MOPTOB, OrpaHNYMBaTb MCMONb30BaHWe O6LLEro AocTyna K
MHTepHeT (ICS) 1 NnpeaynpeanTb, KOraa HOBbIE Y3nbl nogkntoyaroTcs no Wi-Fi.

2.6. KOHTpONb KOHTEHTa

Moaynb KoHTeHTHoro KoHTposisi moMoraeT o6ecrneynTb CO60AeHME NOSTMTUKM
KOMMaHUN B OTHOLLEHUW paspeLleHHoro Tpaduka, Be6-40CTyna, 3aWmThbl AaHHbIX
U KOHTPONSA MPUIOXEHMN. ALMMHUCTPATOPbl MOryT 3agaBaTb MapameTpbl
CKaHMpoBaHuA TpaduKa M UCKIKYEHUsl, COCTaBNATb rpadumk gocTyna K Beo,
610KMpOBaTb WM paspellaTb onpefeneHHble Be6-apeca WM KaTeropuw,
HacTpauBaTb MpaBwu/a 3aluTbl AaHHbIX M YyCTaHaB/MBaTb pa3pelleHus Ans
NCMNOJIb30BaAHUSA KOHKPETHbIX MPUSIOXKEHWMN.

2.7. Network Attack Defense

Mopynb Network Attack Defense onupaetcsa Ha TexHonoruu Bitdefender,
HaLlefleHHble Ha pacrno3HaHWe CeTEBbIX aTak, Liefbio KOTOPbIX ABSETCA MOJlyYeHne
J0CTYyna K KOHEYHbIM TOYKaM MpUY MOMOLLM TaKUX CPeACTB KaK: aTaku MeTO40M
nepe6opa, ceTeBble "3KCMNOUTLI", NPOrpaMMbl AJ1si KpaXku naposiei, BEKTOPbI
3apa)keHnsa NoCpeACcTBOM CKPbITOW 3arpysku, 60Tbl U TPOSIHbI.
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2.8. YnpaBnieHue ucnpasneHusiMu

MonHOCTLIO MHTErpUpoBaHHbIV B GravityZone, MoZyb YNpaBiieHNs UCTIPaBNEHUAMMU
noAZep>XX1MBaeT NOC/eAHIOK BEPCUIO ONepaLiMOHHON CUCTEMbBI U NPUOXEHUI, a
Takke obecrneymBaeT MOJIHOE MpeACTaBiieHNe O COCTOSIHUM UCMpaBfieHUs1 B
ynpaensiembix Toukax Windows.

Moaynb ynpaBneHue ucnpaBneHMamMu GravityZone BKIHOYAET HECKOJIbKO
0CO6eHHOCTEeN, TaKMX KakK CKaHWpoBaHMe naTtyed no TpeboBaHuwo /
3aniaHnpoBaHHOE, aBTOMaTMYeCKOe / pyYHOe CKaHMpOBaHWe ncrnpassieHn unu
CO3JaHVe 0TYETOB 06 OTCYTCTBYHOLLMX NaTyax.

Bbl MoXeTe y3HaTb 6o0fiblle O nNpojaBuax W NPOAYKTax YnpaBleHus
ucnpaeneHusamMm GravityZone us aTon ctatbl 6a3bi 3HAHWIA.

Mpumeyanune
Mop,ynb ynpaBneHuna ncnpaBJieHUAMMU - 3TO AONOJIHEHUE, AOCTYNHOE NpU HaJIM4YnUn
OTAENbHOI0 JIMUEH3NOHHOIO KJlko4Ya anda BCcex AOCTYMHbIX NaKeToB GravityZone.

2.9. KOHTponb yCTPOMCTB

Mogynb  KoHTponsi  yCTPOMCTB  MO3BONISIET  MPeAoTBPaTUTb  YTEUKu
KOH(DUAEHUMANBbHBIX AaHHbIX ¥ MPOHUKHOBEHWE BpegoHOCHOro 10 yepes BHeLHWE
YCTPOMCTBA, NOAKNOYAEMbIe K KOHEYHbIM TOYKaM, MPUMEHSIst G6JIoKMpyoLme
npaBuna U UCKJIOYEHUS C MOMOLLLbHO MOSIUTUK AJIA LULMPOKOro CEKTpa YCTPOMCTB
(Takmx, kak USB ¢naw-HakonuTenu, yctpoictea Bluetooth, CD/DVD-nneepb,
YyCTPOWCTBA XpaHEeHUs, U T.4.).

2.10. NMonHoe wudpoBaHKue aucka

[aHHbI ypoBeHb 3alUMTbl NO3BOJNIAET BaM ocyllecTBAATbL WMbpoBaHMe BCEro
AWcKa Ha MaluumHe, ynpasnsa BitLocker gna Windows, u FileVault u diskutil gns
macOS. Bbl MoxeTe 3awundpoBaTb 1 AewmnbpoBaTb 3arpy3oyHble U 06blYHbIE
TOMa OJHUM LLENYKOM MbIWK, T.K. GravityZone o6pabaTbiBaeT BeCb NPOLIECC C
MUHUMaNbHbIM BMELLATENILCTBOM CO CTOPOHbI NoJib3oBaTtesieil. Kpome Toro,
GravityZone XpaHuT K/H0UM BOCCTaHOBJIEHMUS, HEO6X0AUMbIe AJ1si Pa36JI0KMPOBKM
TOMOB, Ha TOT cJly4ai, ecnv nonb3oBaTesb 3a6bljl CBOW Naposib.

MpumeyaHmne

MonHoe WwudpoBaHUe JUCKa - 3TO AOMNOSHEHWE, AOCTYMHOE NPU HANIMUYNUMN OTAESILHOrO
JIMLEH3MOHHOTO KJToYa ANl BCeX AOCTYMHbIX nakeToB GravityZone.

YpoBHu 3awuTbl GravityZone 6
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2.11. Security for Exchange

Bitdefender o6ecneumBaet 3awmty Security for Exchange oT BpeAOHOCHbIX
nporpamMM, aHTUCNaMm, aHTUGULIKHT, GUNbTPALMI0O KOHTEHTA U COLEPXMMOro
nMceM, MOJSIHOCTbI MHTErpupoBaHa ¢ cepBepamu Microsoft Exchange, ans
obecreyeHns 6esonacHom cpefbl O6MeHa COOOLEHUSIMA WU MOBbILEHUS
NPOVU3BOAMTENBHOCTU. MWcnonb3ys Mpu3HaHHble TEXHOMOrMU 3awuTbl  OT
BPEAOHOCHbIX MPOrpaMM M criaMa, nporpaMma 3aliuiiaeT rosib3oBaTenen
Exchange oT HoBeNLIMX, CaMbiX CNOXHbIX BPEAOHOCHbIX MPOrpaMM M OT NOMbITOK
YKpacTb KOHpUIEeHUUANbHbIE U LieHHbIe faHHbIe NOJIb30BaTeNeN.

BaxHo

Security for Exchange paspa6oTaH ans 3awuTbl Bcen Exchange-opranusauumm, K
KOTOpOW NpuUHAZNIeXWT 3awumitaembln Exchange-cepBep. 3To 03HauvaeT, uTo
MpOMCXOAMT  3aliMTa BCEX aKTUBHbIX MOYTOBbIX  SILMKOB,  BK/OYas
user/room/equipment/shared mailboxes.

B pononHenue Kk 3awmTe Microsoft Exchange, aTa nuueH3ans Takxe MOKpbiBaeT
YCTaHOBJIEHHbIE Ha CepBEpe MOAY/M 3aLLUTbI KOHEYHbIX TOYEK.

2.12. KOHTpOnb NpUnoXxeHun

Moaynb YnpaBneHus NpUnoXeHNsMn npefoTepaLlaeT akTMBHOCTb BPeIOHOCHbIX
nporpaMm, aTaku "HyneBoro AHs" M MOBbllaeT 6e30MacHOCTb, He BAUAS Ha
NPOM3BOAUTENIbHOCTL. YMpaBfieHWe NPUIOXeHUs MU obecnedynBaeT ruokoe
cobniopeHne MNOAMTUK ANs  MPUoXeHUun u3 "6enoro” cnucka, KoTopbli
naeHTMdULMpyeT, NpefoTBpalLaeT YCTAHOBKY W BbINOJIHEHWE KaKUX-TMGO
HeXXenaTenbHbIX, HEHaAEeXHbIX U BPEAOHOCHbIX MPUIIOXKEHMA.

2.13. Sandbox Analyzer

Bitdefender Sandbox Analyzer o6ecneuynMBaeT MOLUHbIA YPOBEHb 3alUTbl OT
NPOABMHYTBLIX Yrpo3 MyTeM aBTOMaTMYecKoro W [y6oKoro aHanusa
noao3puTesibHbIX hansnos, He NOANUCaHHbIX aHTUBUMPYCHbIM ABUXKOM Bitdefender.
B «necoyHuue» ncnosibayeTcsl O6LMPHbIA Habop TexHonorui Bitdefender gns
BbIMOJSIHEHUSI MOJIE3HbIX HArpysoK B W30/MPOBaAHHOW BUPTyanbHOW cpefe,
pa3sMelleHHo B Bitdefender unu paseepHyToii nokanbHO, aHann3a ux noeBefeHus
M CcoObOWEHNss O JHOObIX TOHKMX CUCTEMHbIX W3MEHEHUsIX, KoTopble
CBUAETENIbCTBYIOT O MPOTUBOMPABHbIX eCTBUSAX.
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Sandbox Analyzer ucrnonbsyeTt cepuio faTUYMKOB ANA AEeTOHALMU KOHTEHTa C
yrnpaBsisieMblX KOHEYHbIX TOY€EK, MOTOKOB ceTeBOro Tpaduka, LLeHTPann3oBaHHOMO
KapaHTuHa u cepaepos ICAP.

Kpome Toro, Sandbox Analyzer no3eosnsieT nepegatb o6pasubl BPYYHYHO U Yepes
API.

2.14. Hypervisor Memory Introspection (HVI)

LLIMpOKO WM3BECTHO, 4YTO BbICOKO OpraHu3oBaHHble, OPUEHTMPOBAHHbIE Ha
nsBnieyeHne nNPUGLINKU, 3/10YMbIWEHHUKN, WUWYT HEU3BECTHblE YSA3BUMOCTM
(yA3BMMOCTY HYNEBOro AHS) UM UCTIONb3YHOT Pa3oBble, CreLmansHO BCTPOEHHbIe
9KCMIOWTbI (3KCMIIOWTbI HYNIEBOMO AHSA) U APYTME UHCTPYMEHTbI. 3MT0YMbILLNIEHHWUKM
TaKXe UCMOoNb3YHOT NepefoBble METOAbI, YTOObI 3a4EPXKMBATb M NMOCNEA0BaATENIbHO
aTakoBaTb MOJIE3HYIO HarpysKy, AfsS MacKUPOBKW BPELOHOCHOM aKTUBHOCTW.
Bonee HoBble, ynpaBnsieMble aTaky, B Lensix U3BJiedeHns NpuobIiv, NOCTPOEHbI
TakuMM 06pa3oM, YTo6bl 6bITb HE3aMEeTHbLIMU M 06X0AUTb TPAAMLMOHHbIE CpeacTBa
6€30MacHoOCTH.

[nsa BupTyanbHbIX cpef npobremMa Tenepb peweHa, HVI 3awuiwaeT gata-LeHTpbl
C BbICOKOW MNIOTHOCTbIO BMPTYasibHbIX MalUH NPOTUB MePeoOBbIX U CIIOXHbIX
Yyrpos, YTO He MOryT caenaTb ABWXKKM Ha OCHOBE CUrHaTypHOro aHanusa. 9T0
JocTuraeTcs cCob6/04eHNEM CTPOrom U30MALUK, YTO 06ecneymBaeT 06HapYXXeHue
aTak B peasibHOM MacLuTabe BpeMEHMU, UX BIOKUPOBKY, KaK TOJIbKO OHM NMPOUCXOAAT,
W HeMe[JIeHHOe yaaneHue yrpos.

byaet nu 3awmuieHHas mawnHa Ha Windows wunum Linux, cepBep unu paéoyas
cTaHuwus, HVI gacTt npefcraBieHMe Ha YPOBHE, KOTOPbIN HEBO3MOXXHO JOCTUYb
Ha ypOBHE roCcTeBOM OMepaLnoHHON cucTembl. [of06HO TOMY, Kak rmnepeusop
KOHTPONUPYeT AOCTYN K 060pYyA0BaHMIO OT UMEHU KaXXK[,0M rOCTEBOM BUPTYaSIbHOM
MaluuHbl, HVI nmeeT rny6okoe "noHMMaHune” kak oba pexxuma - nosib3oBaTessi 1
appa, BeayT cebs B "rocteBon” namatu. B pesynbtate HVI umeeT nosHoe
npefcTaB/ieHMe O FOCTEBON NaMSATH, U, CNeJOBaTeNIbHO, €€ MOJIHbIN KOHTEKCT. B
TO XXe BpeMsi, HVI n3onmpoBaH OT 3aLLUULLLEHHbBIX FTOCTEN, TaK Xe, KaK U30/IMpoBaH
n cam runepBu3op. [encTBys Ha YpOBHe TIUMEpBU3OpPa W UCMOMb3yA
(YHKUMOHaNbHble BO3MOXHOCTHU runepeusopa, HVI npeBocxoguTt TexHuyeckume
BO3MOXHOCTU TPAAMLMOHHbIX CUCTEM 6€30MacHOCTM AJ1s1 BbISIBJIEHUS BPEAOHOCHOM
aKTUBHOCTM B JaTa-LieHTpax.

HVI nageHTudunumpyet MeToabl aTaku, a He LWAGMOHbI aTakn. Takum o6pasom,
TEXHOMOrnA MOXeT MAaeHTUbUUMpoBaTb, MHPOpMUpPOBaTL U NpeaoTBpaLaTh
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obLmne MeToabl B3/IOMOB. Aapo sawmuLeHo oT MeTOA0B B3J/IOMa, TUMa PYTKUT,
KOTOpPbl€ UCMOJIb3YHOTCA BO BpEMA aTaKu LeJin, 4YTO6bI 06ECNEUYNTb HE3AMETHOCTb.
[Monb3oBaTenbCKMe npouecchl TakxKe 3awmueHbl OT BHeAPEHUSA KoAa, d)yHKLlMVI
06x0f,a M BbIMOJIHEHMSA KOAa U3 CTekKa.

2.15. Network Traffic Security Analytics (NTSA)

Bitdefender Network Traffic Security Analytics (NTSA) - ceTeBoe pelleHue
6e30MNacHOCTK, KOTOpoe aHanusupyeT noTtoku Tpaduka IPFIX Ha Hanuuume
noao3puTesibHOro noBeaeHnsa n spegoHocHoro 0.

Bitdefender NTSA npefiHasHaueH ans Toro, YTo6bl AeACTBOBATb HapAAY C BallUMM
CYLLECTBYOLUMU MepaMMN 6€30MaCHOCTU KaK AOMNOSIHUTENbHAA FrapaHTusi, Kotopas
CrnocobHa MOKPbITb CJienble 30Hbl, He OTCneXuBaemble TpagULUOHHbLIMU
WUHCTPYMEHTaMMU.

TpaAuLMOHHbIE WHCTPYMeHTbl 6€30MacHOCTU ceTel O06bIYHO MbITAlOTCSA
npefoTBpaTUTL BPELOHOCHbIE 3apaXXeHUsi aHanusupysa Bxoaswmin Tpaduk (c
MOMOLLbIO MecoyHuubl, 6paHamMayapa, aHTuBupyca u T.4.) Bitdefender NTSA
dhoKycupyeTcs UCKIIOYMTENBHO Ha aHanM3e UCXOASILLEro ceTeBOro Tpaduka Ha
Hanuune NOAO3PUTENBHOIO NOBEAEHUS.

2.16. Security for Storage

GravityZone Security for Storage npegocTaBnseT sawmTy B peaibHOM BpeMeHM
ANs BeAyLMX cMcTeM o6MeHa daiinamm u ceTen xpaHeHusi. CucteMa v anropuTMmsl
06HaApYXXEeHUs Yyrpo3 O6HOBNAOTCSH aBTOMATUYECKM - 6€3 KaKUX-IM6O YCUIUin c
BalLel CTOPOHbI UM CO3AaHNs MOMeX A1t KOHeYHbIX NoJib3oBaTeseN.

OBa unu 6onee GravityZone Security Servers Multi-Platform BbinonHseT posnb
cepBepa ICAP BbinonHATb ponb cepBepa ICAP, npegocTaBnstowero cnyxbbl
3aWMTbI OT BPEAOHOCHBIX MPOrpamMM LSl YCTPOUCTB ceTeBoro xpaHunuia (NAS)
U CUCTEM COBMECTHOIO UCNOJIb30BaHUsA (HansioB, COOTBETCTBYHOLLUX MPOTOKONY
Internet Content Adaptation Protocol (ICAP, kak onpegeneHo B RFC 3507).

Korpa nonb3oBaTenb AenaeT 3anpoc Ha OTKPbITUE, YTEHWeE, 3aNUCh UK 3aKpbITUE
danna ¢ HoyTbyKa, paboyein CTaHLMK, MOBUSIBHOIO MM APYroro YCTPOWCTBA,
knueHT ICAP (NAS wnm cucteMa obmeHa dainnamu) oTrnpasisieT 3anpoc Ha
CKaHuMpoBaHue K Security Server u nonyvyaeT pesynbTaT OTHOCUTENbHO JaHHOMO
danna. B 3aBucumocTn oT peaynbTaTta, Security Server paspeluaeT [ocTyn,
3anpeLLaeT 4OCTyn Unu yaansieT gan.
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Mpumeyanmne
3701 MoAyJib - 3TO AOMOJIHEHUE, AOCTYNHOE NPU HaNU4YNUN OTAENbHOIO JINLLEH3UOHHOI O
KJiro4a

2.17. Security for Mobile

YHuduumpyeT ynpaBneHve 6e30MacHOCTbH0 BCEro NPeanpusaTUs U KOHTPOJb
iPhone, iPad 1 Android ycTpoicTB, o6ecneuynBasi HafAeXHOCTb NPOrPaMMHOro
obecrnevyeHuns U npegocTaBlieHMe 06HOBIIEHUI Yepes OHNalH-MarasuHbl Apple nnu
Android. PewleHue 6b1510 pa3paboTaHo AJ1s BOSMOXHOCTU YNpaB/eHUS IMYHbIMU
ycTpoicTeamu (BYOD), nocnenoBaTtesibHO NpoABuras noMTUKY UCMOSIb30BaHUSA
NHO6bLIX NOPTATUBHbBIX YCTPOUCTB. PYHKLMM 6€30MaCHOCTM BKJIHOYAIOT 6JIOKMPOBKY
9KpaHa, KOHTPOSb MOA/IMHHOCTU, MECTOMOJSIOXKEHWe YCTPOWCTBA, YAANEHHYHO
04UCTKY, 06HapyxeHue root unu jailbrake yctpoiicte n npodunmu 6ezonacHocTw.
Ha ycTpovictBax Android ypoBeHb 6€30MaCHOCTU paclUMpeH CKaHMPOBAHWEM B
peXunme peanbHoro BpeMeHu v LuMdpoBaHWEM CbeMHbIX HOcUTenen. B pesynbTaTe,
MO6WUJIbHbIE YCTPOWCTBA HaxoAsATCsl Noj KOHTPOJSIeM M BaxkHas ajisi 6usHeca
MHOPMaLUS, HAXOASLLASICA HA HUX, 3aLLULLEHA.

2.18. [locTynHOCTb YpoBHeEN 3awuTbl GravityZone

YpoBHM 3awmTbl GravityZone oTnMyaloTcsl B 3aBUCMMOCTU OT onepaumoHHOM
CUCTEMbI Ha KOHEYHOM TouKe. YTo6bl y3HaTb 6onblue, obpaTUTeCh K cTaTbe
[ocTynHocTb cnoee 3awuThl GravityZone B base 3HaHui.

YpoBHu 3awuTbl GravityZone 10
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3. APXUTEKTYPA GRAVITYZONE

YHuKanbHas apxuTekTypa GravityZone no3BonsieT C NErkKoCTbo MacliTabrupoBaTb
pelleHne U 3alWUTUTL N6oe KonnyecTBo cucteM. GravityZone MoxeT 6biTb
HacTpoeHa Ha UCMNOJIb30BaHNE HECKOJIbKUX BUPTYaslbHbIX YCTPOMCTB M MHOXECTBO
9K3eMM/IAPOB KOHKPETHbIX posiei (6a3a AaHHbIX, KOMMYHUKALMOHHbIN cepBep,
cepBep O6GHOBJIEHUIA U Be6-KOHCOJb), UTO6bl oO6ecrneynTb HaAeXHOCTb U
MaclTabupyemMocTb.

Kaxkabll 3K3eMMSAP POJIM MOXET 6bITb YCTAHOBJIEH Ha PasHbIX YCTPOWCTBAX.
BcTpoeHHble 6anaHCUPOBLUUKN POJIEN MO3BOAIOT l0Ka3aTb, YTO pa3BepTbiBaHue
GravityZone 3aWUTUT gaXke Camble KPYMHble KOPNopaTUBHbIE CETU, HE Bbi3blBast
3aMefsieHuss MM y3Kne MecTa. YXe CyWecTBYloWue MNporpamMMHble UM
annapaTHble 6anMaHCUPOBLLMKA TakKXe MOryT 6blTb WUCMONb30BaHbl BMECTO
BCTPOEHHOW 6aflaHCUPOBKMU, ECITU OHU MPUCYTCTBYIOT B CETH.

MocTaBnsiACch B KayecTBe BUPTYaNbHOIro KOHTeWHepa, GravityZone MOXeT 6bITb
MMMopTUPOBaHa Ha Ntodyo NaTdopmy BUpTYyanusaumu, Bkntodas VMware, Citrix,
Microsoft Hyper-V, Nutanix Prism, Microsoft Azure.

NuTterpaumsa c VMware vCenter, Citrix XenServer, Microsoft Active Directory, Nutanix
Prism Element n Microsoft Azure ynpouijaeT pasBepTbiBaHWe 3alUTbl KaK A
(huranyeckux, Tak U AN BUPTYasbHbIX MaLLWH.

PeweHue GravityZone BkJtoYaeT B cebs cnegytowime KOMMOHEHTbI:

« BupTtyanbHbie ycTpoicTBa GravityZone
« Security Server

« [JononHuTtenbHbin nakeT HVI

o AreHTbl 6€30NMacHOCTH

3.1. GravityZone VA

JlokanbHoe pelueHune GravityZone nocTaBnseTCs Kak HACTPOEHHOE BUPTYasibHOE
YyCTPOMCTBO Ha 6a3e Linux Ubuntu, BcTpoeHHOe B 06pa3 BUPTyanbHOW MaLUUHbI,
KOTOPOE MOXHO JIErKO YCTaHOBUTb U HAacTpouTb Yepes CLI (MHTepdeiic komaHgHoM
CTPOKM). BupTyanbHoe YCTPOWCTBO [JOCTYMHO B HECKOJIbKMX BapuaHTax,
COBMECTUMbIX C OCHOBHbIMM nnaTtdopmamu BupTyanuaauum (OVA, XVA, VHD, OVF,
RAW).
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3.1.1. basa pfaHHbIx GravityZone

LleHTpanbHas noruka apxuTekTypbl GravityZone. Bitdefender wucnonbayet
He-penaunoHHyto 6a3y aaHHbIXx MongoDB, koTopyto nerko MaclitabupoBaTth U
pennmunpoBaTb.

3.1.2. CepBep 06HOBNEeHuI GravityZone

CepBep 06HOBMIEHUI UrpaeT BaXKHYO posib B 06GHOBNEHMM pelueHnsa GravityZone
N KOHEYHbIX areHTOB NyTeM pensinkaumm u nyénmkauum Heo6XoAMMbIX NaKeToB
WSIM YCTaHOBOYHbIX (aioB.

3.1.3. KommyHuKauuoHHblih Cepeep GravityZone

KOMMyHI/IKaLl,VIOHHbII‘/'I CepBep ABNAETCA CBA3YHOLWMM 3BEHOM MexXAy areHTamMmu
6esonacHocTu u 6asamu OaHHbIX, NepefaBad NoOJMTUKKU U 3aa4n anda 3aunTbl
KOHEYHbIX TOYEK, a TaKXXe reHepupya oT4eTbl OT areHToB 6e30nacHOCTMU.

3.1.4. Beb-koHconb (GravityZone Control Center)

PeweHnus 6esonacHocTu Bitdefender ynpaBnsioTcs U3 eauMHoM TOUKM yripaBfieHus,
Be6-koHconu Control Center. 3To ynpolLaeT ynpasneHue U JOCTYN K 06LLell cucteme
6e3onacHoCTH, o6ecneynMBaeT KOHTPOsb Haj BCeMU MOAyNsiMU 6e€30MacHOCTH,
3alLMLLAIOLWUMMY BUPTYanbHble U hU3nyeckue KOMMbOTEPbl, cepBepbl U MOBUNbHbIE
YCTpOMCTBA OT rnobanbHbix yrpo3. PaboTast Ha apxuTekType Gravity, Control Center
cnoco6Ha yA0BneTBOPUTL MOTPEGHOCTM faXke caMbliX KPYMHbIX OpraHu3auui.

Control Center uHTerpupyeTcs B CyLLECTBYHOLLUE CUCTEMBI YNIPABEHMS U CUCTEMBI
MOHUTOPUHIa, YTO6bl YNPOCTUTL U aBTOMATUYECKU MPUMEHSITb 3aluTy Ans
HeynpaBnsieMbix paboymnx CTaHL MR, CepBEPOB Y MOGUIbHBIX YCTPOWCTB, KOTOpPbIe
nossnstoTcs B Microsoft Active Directory, VMware vCenter, Nutanix Prism Element
unu Citrix XenServer, unu KoTopble NPOCTO 06HAPY>XEHbI B CETU.

3.1.5. basa pgaHHbIx NocTpouTens otTyeToB

Ponb basbl [laHHbix [ocTpoutena OTYyeTOB COCTOUT B NpeaoCcTaBNeHUN faHHbIX,
Heo6X0AUMbIX ANt CO3AaHNs OTYETOB Ha OCHOBE 3aMpOCoB.
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3.1.6. [poueccopbl co3aaHus 0TYETOB

Ponb lMpoueccopos MNMocTpontena OTYeTOB BaxKHa AN CO3[aHUSA, yripaBieHus un
XpaHeHUs 0TYETOB Ha OCHOBE 3aNpoOCOB, UCMOJIb3YHOLWMX NHOopMauuto u3 basbl
JaHHbix MocTpoutens OTueToB.

3.2. Security Server

Security Server apnaeTcs cneunannsnpoBaHHOW BUPTYanbHOM MaLUMHOW, KOTopas
AenynanumpyeT 1 LeHTpanusyeT 60Jblyto YacTb QYHKUMOHANbHOCTEN 3alUUThbI
OT BPEAOHOCHbLIX NMPOrpamMMm, areHToB 3alMUTbl OT BPEAOHOCHbLIX MPOrpamm,
JeiicTBYs B KayecTBe cepBepa CKaHMPOBaHUs.

CyuiecTByOT Tpu Bepcum Security Server, Ana Kaxgoro Tuna cpej BUpTyanusaumu:

« Security Server for VMware NSX. 3Ta Bepcusi aBTOMaTU4ECKM YyCTaHABNNBAETCS
Ha KaX,0M XOCTe B KnacTepe, rae 6bin1 pa3sepHyT Bitdefender.

. Security Server for VMware vShield Endpoint. 3Ta Bepcua gomkHa 6biTb
YCTaHOBJIEHA Ha Ka)XA,0M XOCTe, KOTOpble A0/MKHbI 6bITb 3aLLMLLEHbI.

« Security Server Multi-Platform. 3Tta Bepcusi npepgHasHayeHa Ans Apyrux
BUPTYasbHbIX CPef M OHa JOJKHA ObITb YCTaHOBMEHA Ha OJHOM WM HECKOSbKUX
X0CTax, YTo6bl COOTBETCTBOBATb KOJIMYECTBY 3alUULLAEMbIX BUPTYasbHbIX
MaLumH. MNpu ncnonb3oBanun HVI, Security Server omkeH 6biTb YCTaHOBIIEH
Ha KaXKAoM XOCTe, cofiepXXalleM BUPTYasbHble MallMHbl, KOTOPbIE AOJKHbI
6bITb 3aLULLEHbI.

3.3. JlononHutenbHbin naket HVI

Maketr HVI obecneunBaeT cBfA3b MEXAY runepBu3opoM K Security Server,
pacrnofioXXeHHbIM Ha OAHOM XocTe. TakuM o6pasoM, Security Server MoxeT
KOHTPONMPOBAaThb UCMONb3yeMYI0 MaMATb Ha XOCTE, rAe OH yCTaHOBJIEH, HA OCHOBEe
NoNMTUK 6e3onacHocTu GravityZone.

3.4. AreHTbl 6e€30MacHOCTH

UTtobbl Bitdefender 3awutun Bawy ceTb, HeEO6XOAMMO YCTaHOBUTb
COOTBETCTBYIOLMX areHToB 6e3onacHocTu GravityZone Ha ceTeBbIX KOHEYHbIX
TOYKax.

« Bitdefender Endpoint Security Tools
o Endpoint Security for Mac
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« GravityZone Mobile Client
. Bitdefender Tools (vShield)

3.4.1. Bitdefender Endpoint Security Tools

GravityZone o6ecneymBaeT 3awmTy pusnyeckmx n BupTyanbHbix Windows u Linux
MalumH ¢ nomoluubto Bitdefender Endpoint Security Tools - uHTennekTyanbHoro
areHTa, KOTopbIN aganTuUpyeTcs K TUMYy KoHe4yHow Touku. Bitdefender Endpoint
Security Tools MoXeT 6bITb pa3BepHYT Ha 060 MalINHe, Kak pU3NYecKon Tak
W BUPTYyanbHOW, ob6ecrieymBasi TMBKYLD CUCTEMY CKaHWPOBAHWUS U ABMSASCH
ngeasnbHbIM BbIGOPOM [N CMellaHHbIX cpef, (huanyeckmx, BUPTYanbHbIX U
06/1a4HbIX).

B nononHeHue K 3awmte ¢annoB cuctemsl,Bitdefender Endpoint Security Tools
TakKXke BKJIOYaeT 3alMTy NOYTOBbIX cepBepoB Microsoft Exchange.

Bitdefender Endpoint Security Tools ucnonbsyeT eauHbIi WA6MOH NOANTUKN AN
(h13nYecKnx 1 BUPTYasbHbIX YCTPOMCTB, @ TAKXKe OfMH YCTAaHOBOYHbI KOMMIEKT
Ans no6on cpepbl (pusmueckon unm BUpTyansHon), paéoTtatowen Ha Windows.

Cnowu 3awuTbl
Cnepytolime ypoBHU 3almTbl focTynHbl B Bitdefender Endpoint Security Tools:

. 3awuTa oT BpegoHocHoro N0
« PacwupenHbliii koHTponb yrpos (Advanced Threat Control)
« O6HapyxeHue runepsunsopa

. bpaHgmayap

« KOHTpoOnb KOHTeHTa

« Network Attack Defense

« YnpaBneHwue ucnpasnieHUaAMU
« KoHTponb ycTponcTs

« [lonHoe wudpoBaHune ancka

« Security for Exchange

« Sandbox Analyzer

« KoHTponb npunoxxeHni

Ponu KoHeyHbIx Touek

o [puBunernpoBaHHbIN NONb30BaTESb
« PetpaHcnaTtop
« CepBep KalIMpoBaHWs NaTyen
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« 3awwuTa Exchange

MpuBKUNErMpOBaHHbIii NONIb30BaTESlb

AgmMunHncTpaTopsl LleHTpa ynpaenenus (Control Center) MoryT npegocTaBnsiTb
npaBa NpUMBWUIErMPOBaHHbIX NoNb30BaTeNier 06blYHbIM M0JIb30BaTENSAM KOHEYHbIX
YCTPOWCTB C MOMOLLbIO MapamMeTpoB MOAUTUKM 6e3onacHocTU. Mogaynb
NPUBWUIETMPOBAHHbIX noJsib3oBaTesien paspewiaeT npefocTaBiieHne
agMMHUCTPaTOPCKMX NMPaB YPOBHIO MONb30BaTesien, KOTOpbie pa3pellaT KOHEYHbIM
nonb3oBaTeNsiM MosiyyaTb AOCTYN U U3MEHSATb HACTPOWMKU 6e30MacHOCTH,
ucnosbays JNoKanbHyto KoHconb. Control Center 6yaeT yBefomieHa, Korpa
KOHEeYHas TOYKa HaXOOMTCS B PEXUME MPUBUIETMPOBAHHOIO MOMb30BaTeNs U
agMmuHuctpatop Control Center Bcerga MOXeT nNepeHasHauuTb JIOKasbHble
HACTPOMKN 6€30MaCHOCTMU.

BaxHo

9TOT MOoAYNb AOCTYMNEH TONbKO AJ1S NOAAEPXXMBAEMbIX HACTOJIbHbIX U CEPBEPHbIX
onepaumoHHbIx cuctem Windows. [nsi nonydeHus 6onee nogpo6How MHGopmaLmu,
o6paTtuTechb K «[loaaepXxnBaemMble ornepaLuoHHble cucTembl» (p. 29).

PetpaHcnsiTop

AreHTbl KOHeYHbIX Touyek ¢ ponbto Bitdefender Endpoint Security Tools Relay
BbICTYMNalOT Kak NPOKCU-CepBep U cepBep O6HOBMEHWUN ANA APYrUX KOHEYHbIX
TOYEK B CETU. AreHTbl KOHEYHbIX YCTPOWUCTB C POJIbI0 peTpaHCNATOpa 0CO6EHHO
Heo6Xx0AUMbI B OpraHuM3aumsax C U30JIMPOBaHHbIMU CEeTAMMU, rae Becb Tpaduk
NpoOXoAuT Yepes eanHYH TOUKY AOCTyna.

B komnaHusx ¢ 6onblUMMKU pacnpefesieHHbIMU CETSIMU, areHT-peTpaHcnAaTop
MOMOraeT CHU3WUTb WCMOJIb30BaHWE MOJIOCbl MPOMyCKaHus, npegoTBpalLas
3alMLLaeMble KOHEYHble YCTPOMCTBA U cepBepbl 6€30MacHOCTU OT MPSAMOro
B3aMMoAeNCcTBUS C MalwmnHamum GravityZone.

Mocne Toro, kak areHT Bitdefender Endpoint Security Tools Relay yctaHoBneH B
ceTW, ApYyrve KOHeYyHble TOYKM MOTYT OblTb CKOHGUIypUpoBaHbl C MOMOLLLH
NONNTUK, YTOBbLI ob6LLaTbesa ¢ Control Center Yyepes areHTa peTpaHCnsumm.

AreHTbl Bitdefender Endpoint Security Tools Relay cny>kaT gns cneayrowmx Lenen:

. 06HaDY)KEHVIe BCeX He3alWNLEHHbIX KOHEYHbIX TOYEK B CETU.
. PasseprlsaHme AreHTOB KOHEYHbIX TOYEK BHYTPM JIOKanbHOWM ceTu.
« O6HoBNEeHNe 3almiaeMbiX KOHEYHbIX TOYEK B CETU.
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. O6ecneyeHne cBsaun Mexay Control Center v NOAKIHOYEHHBIMU KOHEYHBIMU
TOYKaMM.

. BbicTynaTb B KauecTBe NPOKCU-CEPBEPA AN 3aALLMLLAEMbIX KOHEYHbIX TOYEK.

. OnTuMusauuu ceteBoro Tpaduka BO BpeMs OGHOBMEHWUS, pa3BepTbiBaHUS,
CKaHUPOBaHWA 1 APYruX PeCYpPCOEMKMX 3aaau.

CepBep KaLIMPOBaHUA NaTyen

KoHeuHble TOYKM C POsIblo peTPaHCATOPa TakKe MOryT BbICTYNaTb B KayecTBe
cepBepa KaLIMpoBaHUA UcrpasBfieHniA. Mpu BKIIKOYEHUN 3TOM POJIN pETPAHCATOPbI
CNyXKaT Ansi XpaHEeHUs UCTPaBJIEHUIA NPOrPaMMHOro o6ecneyeHuns, 3arpyXxaembix
C Be6-CalTOB MOCTaBLUUKOB, U UX PACMpOCTPAHEHUS] Ha KOHEYHbIe TOUKU CETU.
Beakuit pas, Korga noAk/lOYeHHas KOHeyHasi Touyka WMMeeT MporpaMMHoe
o6ecrieyeHune C OTCYTCTBYIOLVMM UCTIPABIEHUSIMU, OHA 6ePET KX C CepBepa, a He
C Be6-canTa NocTaBLLMNKA, TaKUM 06pa3oM ONTUMU3UPYS FeHepUpyeMbIn Tpaduk
W HarpysKy Ha NponyCcKHyt CMOCO6HOCTb CETH.

BaxtHo
9Ta gononHuTEeNbHas posb AOCTYMNHAa C 3aperncTpupoBaHHON HagcTporkon Patch
Management.

3awuTa Exchange

Bitdefender Endpoint Security Tools ¢ ponbto 3awmTHUKa Exchange MoxeT 6bITb
ycTaHoBNeH Ha cepBepe Microsoft Exchange ¢ uenbto 3awmTbl Nosib3oBaTesen
Exchange oT yrpo3 nepefiaBaembix Mo 3JIEKTPOHHOM MoyTe.

Bitdefender Endpoint Security Tools ¢ ponbto 3awmTHMKa Exchange 3awuwaet
KaK caM cepBep, Tak u cepucbl Microsoft Exchange.

3.4.2. Endpoint Security for Mac

Endpoint Security for Mac - 970 areHT 6€30nNacHOCTU, CO3AaHHbIN ANA 3alUTbI
YCTPOMUCTB Ha 6a3e Macintosh. B kauecTBe TeXHOIOMMN CKaHUPOBaHUA AOCTYMHO
JlokanbHoe CKaHNpOoBaHue, C J1I0KaNbHO PacnosoXXeHHbIMU MeXaHU3MaMM 3alLUThI.
Cnowu 3awuTbl

Cnegaylouwiue ypoBHM 3alLmMTbl AocTynHbI B Endpoint Security for Mac:

« 3awwmTa oT BpegoHocHoro M0
« PaclumpeHHbin koHTposnb yrpos (Advanced Threat Control)
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o KOHTpOJIb KOHTEHTAa
« KoHTponb ycTponcTs
o MonHoe wudpoBaHue grcka

3.4.3. GravityZone Mobile Client

GravityZone Mobile Client pacnpocTpaHsieT noAnMTUKM 6€30MacHOCTU Ha Ntoboe
konnyecTtBo Android u iOS ycTpolCTB, 3awmLLasn ux oT HeCaHKLMOHUMPOBAHHOIO
UCMONb30BaHUs, OT MOTEHUMaNlbHO OMacHbIX MporpaMM U MoTepu
KOHMMAEeHUMANbHbIX AaHHbIX. PYHKLMKM 6€30MacHOCTU BKIHOYAOT 6JI0KUPOBKY
9KpaHa, KOHTPOJIb MOAJ/IMHHOCTWU, MECTOMOJIOXKEHNE YCTPOWCTBA, YAaJIeHHYHO
04UCTKY, 06HapyeHue root unu jailbrake yctpoiicte n npodunmu 6ezonacHocTw.
Ha ycTpovictBax Android ypoBeHb 6€30MaCHOCTU paclUMpPeH CKaHMPOBAHWEM B
peXuMe peasibHoro BpeMeH! ¥ LWWNGPOBAHMEM CbEMHbIX HOCUTENEN.

GravityZone Mobile Client pacnpocTpaHseTtcsa yepe3 Apple App Store n Google
Play.

3.4.4. Bitdefender Tools (vShield)

Bitdefender Tools sBnsetcss o6neryeHHbIM areHTOM ANsl BUPTyalbHbIX cpef
VMware, KOTOpbIA MHTErpupoBaH C KOHeYHbIMM Touykamu vShield. AreHT
6e30MacHOCTM yCTaHaBNMBAETCA Ha BUPTYasibHble MalLUHbI, 3aLMLLLEHHbIe Security
Server, 4To nosBonsieT BaM MONYYNTb [OMONHUTENbHbIE (QYHKLUOHAMNbHbIE
BO3MOXHOCTU, KOTOPble OH 06eCrneyYmBaeT:

. [losBonsieT 3anyckaTb 3agaydM CKaHUMPOBAHUS MaMSATM WM MPOLECCOB Ha
KOMIMbIOTEPE.

« WHdpopmupyeT nonbsoBaTensi 06 06Hapy>XeHHbIX MHDEKLMAX U MPUHATBIX B UX
OTHOLLEHMN Mepax.

« [ob6aBnsieT 6oJiblle BO3MOXHOCTEW A/ CO3AaHUS MUCKIHOUYEHWUNA Mpu
CKaHUPOBaHUM OT BPEAOHOCHbIX NMPOrpaMM.

3.5. Sandbox Analyzer ApxutekTypa

Bitdefender Sandbox Analyzer o6ecneunBaeT MOLLHbIA YpPOBEHb 3aWMUTbl OT
HOBEWLLUX Yrpo3 MyTeM aBTOMaTUYECKOrO U INYy6OKOro aHann3a nofo3puTesibHbIX
(hannos, He NoANMCaHHbIX aHTUBMPYCHbIMU aapamu Bitdefender.

Sandbox Analyzer focTyneH B AByXx BapuaHTax:
o Sandbox Analyzer Cloud , paamelleHHbi B Bitdefender.
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o Sandbox Analyzer On-Premises , AOCTYMNHbIN KaK BUPTyanbHOe YyCTPOUCTBO,
KOTOpPOE MOXHO PasBepHYTb JIOKaSIbHO.

Sandbox Analyzer O6nako
Sandbox Analyzer Cloud conepxuT cnegytoLine KOMMOHEHTbI:

. Sandbox Analyzer Portal - paameLL,eHHbI KOMMYHUKALMOHHbIN CepBep CBA3W,
UCMonb3yeMbll AN nepefayn 3arnpocoB MeXAy KOHEYHbIMW TOYKaMu U
KnactepoM 6e3onacHoin cpeabl Bitdefender.

« Sandbox Analyzer Cluster - pasmeLleHHas MHppacTpyKTypa 6e3onacHon cpeabl,
B KOTOPOM NPOUCXOAMT BbIGOPOYHbIVN aHaNIM3 NoBeAeHUs 06bEKTOB. Ha aToM
YpOBHe OoTnpaB/eHHble haitsibl NPOBEPSIOTCA HA BUPTYasIbHbIX MaLUMHAX MOA,
ynpasneHvem Windows 7.

GravityZone Control Center — pyHKLMOHUPYET KaK KOHCOJIb YNPaBfeHUs U OTYETOB,
r4e Bbl HACcTpanBaeTe NOIMTUKM 6e30MacHOCTH, MpOCMaTpPMBaeTe OTUYETbI aHanM3a
N yBeOMJIEHUS.

Bitdefender Endpoint Security Tools (BEST) - areHT 6€30MacHOCTH, yCTaHOBJIEHHbIN
Ha KOHeYHbIX ToUKax, IecTBYeT KaK laTuMK noAaum aaHHbix B Sandbox Analyzer.

Sandbox Analyzer On-Premises

Sandbox Analyzer On-Premises npegctaBnsieT co6oi BUpTyasibHOe YCTPOUCTBO
Linux Ubuntu, BcTpoeHHoe B 06pa3 BMPTyanbHOW MalUUHbI, €0 MOXHO JIErKO
yCTaHOBUTb U chopMMUpPOBaTL NpU NOMoLLM MHTepdelica KoMaHaHo cTpoku (CLI).
Sandbox Analyzer On-Premises gocTyneH B popmaTte OVA, Tak)Ke MOXeT 6bITb
pasBepHyT B VMWare ESXi.

dk3emnnsapSandbox Analyzer On-Premises coaepXut B cebe cneayolune
KOMIMOHEHTbI:

« MeHep>xep necoyHMLbl. 3TO KOMMOHEHT ABMIAETCA OPKECTPOM MECOYHULbI.
Sandbox Manager cBasbiBaeTcsl ¢ runepsusopoM ESXi nocpeactsom API u
ucnosib3yeT UX TEXHUYECKUe OCHalleHue AnA MOCTPOMKM M 3KCrayaTaumm
cpepbl aHanusa BpefoHOCHbIX Mporpamm.

. BupTyanbHas mMalmMHbl geToHauuK. [1aHHbI KOMMOHEHT COCTOUT M3 MaLUWH,
ucnonb3yeMbix Sandbox Analyzer, ans cozgaHus panos v aHanmaa ux pexxmma
paboTbl. BupTyanbHble MalLMHbI geToHauun MoryT ynpaensate Windows 7, a
Takxe 64-paspsaHoin Bepcuen cuctembl Windows 10.
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GravityZone Control Center pa6oTaeT Kak KOHCOJIb yrpaBieHUsi U OTYETHOCTH,
rfe Bbl HacTpamBaeTe NOSIMTUKM 6€30MacHOCTH M MPOCMaTpPUBaETe aHAIMTUYECKME
OTYeTbl ¥ YBEAOMIIEHUS.

Sandbox Analyzer On-Premises ynpaBnsieT cnegytowumMmn aTumky nofjaum:

Jatumk KoHeuyHoit Toukm . Bitdefender Endpoint Security Tools gna Windows
[ENCTBYeT KaK AaTUYMK NMoJayun, yCTAaHOBJEHHbIM HAa KOHEYHbIX TOYKaX. AreHT
Bitdefender ncnonb3ayet nepepoBble anropuTMbl MAaLUMHHOFO OOYYeHUsI U
HeWpOHHON CeTU AJiA onpefeNieHns Nofo3pUTESNIbHONO KOHTEHTA U OTNPaBKK
ero B Sandbox Analyzer, BkNitouyasi 06beKTbl U3 LLEEHTPANM30BaHHOMO KapaHTUHA.

CeTeBOM gaTuuK. BupTyanbHoe yCTpPOMUCTBO ceTeBoi 6e3onacHocT (NSVA) -
9TO BUPTYyasibHOE YCTPOMCTBO, KOTOPOE MOXXHO pas3BepHYyTb B TOW Xe
BUpPTYyanmampoBaHHom cpeae ESXi, uto n ak3emnnap Sandbox Analyzer. laTumnk
CeTU u3BJieKaeT KOHTEHT M3 CeTeBbIX NOTOKOB U nepefaeT ero B Sandbox
Analyzer.

[aTtuuk ICAP. PasBepHyTasn Ha yCTpoWCTBax ¢ ceTeBbIM xpaHunuwem (NAS)
no npotokosny ICAP, Bitdefender Security Server nogaepxvBaet oTnpaBKy
cogepxxmmoro B Sandbox Analyzer.

B pononHeHue k aTum gatunkam Sandbox Analyzer On-Premises nogaepxuBaet
pyu4Hyto oTnpaeky v Yepes API. MNogpobHee cMm. naBy Ucnonb3oBaHue Sandbox
Analyzer B PykoBogcTBe agMuHucTpartopa GravityZone.
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4. TPEBOBAHMA

Bce pelueHus GravityZone ycTaHaBMBatOTCS U ynpaBnstoTca nocpeacTeom Control
Center.

4.1. BupTyanbHble ycTponctea GravityZone

4.1.1. Moppepxumaembie Gopmatbl 1 Mnathopmbl Buptyanusaumm

GravityZone npeacTaBnsieT co6oi BUpTYyasnbHoe ycTpoicTBO (VA). OHO JOCTYMNHO
B criefiytolunx popmMartax, KoTopble NOAAEPXKUBAIOT 60JIbLUMHCTBO CTaHAaPTHbIX
nnaThopm BUPTYanmsaLum:

« OVA (coBmectumo c VMware vSphere, View, VMware Player)

« XVA (coBmecTumo c Citrix XenServer, XenDesktop, VDI-in-a-Box)
« VHD (coBmecTtumo c¢ Microsoft Hyper-V)

« VMDK (coBmecTtumo c¢ Nutanix Prism)

. OVF (coBmecTumo c Red Hat Enterprise Virtualization)*

« OVF (coBmecTumo c Oracle VM)*

. RAW (coBmecTtumo c Kernel-based Virtual Machine unu KVM)*
*OVF n RAW nakeTbl 3aapxuBupoBaHbl B tar.bz2 dopmar.

[Onsa npoeepku coBMecTumMocTu nnaTtdopmsbl Oracle VM VirtualBox cmoTpuTe aTy
CcTaTbto 6a3bl 3HAHUM.

Moppepxka Apyrux ¢opmatoB v nnatdhopm BuUpTyanusauumum MOryT 6biTb
npegocTaBsieHbl No 3anpocy.

4.1.2. 06opyaoBaHue

TpeboBaHua K o060pyAoBaHUMKO BUPTyanbHOro yctpoucTBa GravityZone
BapbupylOTCA B 3aBMCMMOCTM OT Ballei CeTUM W Bbl6paHHOW apXUTEKTYpbl
ycTaHoBKW. [1ns ceTten fo 3000 mMawmH Bbl MOXeTe BblOpaTb YCTAaHOBKY BCEX
ponew GravityZone Ha O4HOM YCTPOMCTBE, B TO BpeMS KaK Afsi 60nbLlUNX ceTen
BaM Heo6X0AMMO pacnpefenuTb PO MeXAy HECKONbKUMMU YCTPOWCTBaMM.
Pecypcbl, He06x0aMMble YCTPONCTBY, 3aBUCAT OT yCTaHaBAMBAEMbIX Ha Hero
ponew n oT Toro, 6yaeTe nv Bbl cnosib3oBaTth Replica Set
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Mpumeyanmne

Replica Set - aTo ¢yHkuMa 6a3bl gaHHbIX MongoDB, koTopas noggepXxuBaeT
pennukauuo 6asbl AaHHbIX M obecrneymBaeT BbICOKYIHD OTKa30yCTOMYMBOCTb
coxpaHeHHoW uHdopMaumn. 3a noapobHo MHbopMauuen, obpaTuTecb K
fokyMeHTauun MongoDB u «YnpaBneHue ycTpoiicTBom GravityZone» (p. 112).

Bitdefender HVI TakXe 3anpalumMBaeT 3HauYMTeSIbHOE KONIMYECTBO pecypcoB. Ecnu
Bbl MCMONIb3yeTe 3Ty YCAyry, MOXaJlyWcta, O3HaKOMbTeCb C Tabnuuamu c
KOHKPEeTHbIMW AaHHbIMWU. [OnA npocMoTpa Bcex TpeboBaHWN AaHHOW YCyru,
nepenguTe K pasgeny «HVI» (p. 51).

BaxHo

[laHHble M3MepeHusa - pe3ynbTaT BHYTpPeHHUX TecToB Bitdefender Ha 6asoBoi
KoHburypaumu GravityZone npu perynsipHoM UCMosib30BaHWUU. Pe3ynbTaTbl MOryT
BapbMpoBaTbCsi B 3aBUCMMOCTU OT KOHGWUrypauum cetw, ycTaHoBnieHHoro O,
KONMYecTBa CO6bITUIA U T.4. 115 HeCTaHAapTHbIX MOKa3aTesiel MacluTabupoBaHus,
noxxanymcra, obpatutecnb K Bitdefender.

vCPU

Cnepytouwias Tabnuua nokasbiBaeT Heob6xo4MMoe KonmyecTBo VCPU ans kaxpow
poJiv BUPTYanbHOro yCTpONCTBa.

Kaxkgbin vCPU fomkeH MMeTb 4acTOTy MUHUMYM 2GHz.

KonuyecTtBOo MaluvH

KoMnoHeHT

ba3zoBble (pyHKLUMK GravityZone

CepBep 06HOBNEHMIA 4 4 6 8

Be6-KOHCONb 6 10 12 12
m 8 12 14 16

KOMMYHMKaLUUOHHbIN 6 10 12 18

CepBep

*kk

basa gaHHbIX 6 6 9 12
O6wee konuyecteo 8 12 14 16 22 30 39 50
GravityZone c Bitdefender HVI

CepBep 06HOBIEHMI 8 4 4 4 4 4 6 8
Be6-KOHCONb 6 8 8 10 10 12 12
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KonnuecTBO MaLUuH
KoMnoHeHT
250(500/1000|3000 5000 10000(25000|50000

KOMMYHUWKaLMOHHbIV 6 8 8 10 10 16 20
CepBep

Basa faHHbIX 6 6 6 6 6 9 12
O6wee konuyectBo 8 22 26 26 30 30 43 52

* PekomeHA0BaHO, eCnn He yCTaHOBNEHO HU ofHOro Penesd

** [N KaXKAOW aKTUBHOW MHTerpauumn [o6aBbTe oanH VCPU Ha BUpTyanbHoe
YCTPOWCTBO C poJibio Beb-koHconu.

*** B cnyyae pacnpegesieHHONW ycTaHOBKW ponel, BMecTe ¢ Replica Set: gns
KaXAoro AOMNOJIHUTENbHOro ak3emnnspa basbl AaHHbIX f06aBbTe yKasaHHoOe
yncno K obLen cymme.

03Y (I'b)

KonnyecTtBo MaLLUuH
KoMnoHeHT
250 500/1000/3000 5000 10000(25000|50000

basoBble pyHkuuM GravityZone

CepBep 06HOBNIEHUM 2 2 3 3

Be6-KOHCOTb 8 8 12 16
m 16 16 18 20

KOMMYHMKaLMOHHbI 6 12 12 16

CepBep

basa p,aHHbIX** 8 10 12 12

O6wee konuyectBo 16 16 18 20 24 32 39 47
GravityZone c Bitdefender HVI

CepBep 06HOBNIEHUM 2 2 2 2 2 3 3

Be6-KOHCOb. 8 10 10 10 10 12 16
n 16

KOMMYHMKaLMOHHbI 8 10 10 12 12 16 20

CepBep

basa p,aHHbIX** 8 8 8 8 12 12 12
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KonnuecTBO MaLUuH
KoMnoHeHT

O6uiee KonmyectBo 16 26 30 30 32 36 43 51

* [Ina KaXpon aKTUBHOM MHTerpauuu gobaebte 1 GB RAM Ha BupTyanbHoe
YCTPOWCTBO C poJibio Be6-koHconu.

** B cnyyae pacnpegeneHHom ycTaHOBKM poreit, BMecTe ¢ Replica Set: gnst kaxxgoro
JONONHNTENIbHOI0 3k3eMnuisipa ba3bl AaHHbIX f06aBbTe yKa3daHHOE YMCIOo K 06LLLen
CyMMe.
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CB060/HOE MPOCTPaAHCTBO Ha aucke (GB)

KonunyecTBO MaLUuH

. Kommiecrmomawms
KomnoHeHT mmmmmmm

basoBble pyHkLuM GravityZone

CepBep 06HOBNIEHUM 80 80 80 80

Be6-koHcoNb 80 80 80 80
nm 120 160 160 200 200

KOMMYHWUKaLMOHHbI 80 80 80 80

CepBep

basa AaHHbIX 80 120 200 500

O6wee konuyecteo 120 160 160 200 200 320 360 440 740
GravityZone c Bitdefender HVI

CepBep 06HOBNIEHUM 80 80 80 80 80 80 80

Be6-KOHCOsb 80 8 80 8 80 80 80
7 120 160

KOMMyHI/IKaLl,VIOHHbII/I 80 80 80 80 80 80 80

CepBep

Basa faHHbIX 80 80 100 100 160 300 700

O6uiee konnyecteo 120 160 320 320 340 340 400 540 940

BaxHo
HacToaTenbHo pekoMeHayeM ucnonb3oBaTh Solid-state drives (SSDs).

* [1pn BbIGOpPE aBTOMATUYECKOMN YCTAHOBKM TpebyeTcsl AOMOMHUTENIbHOE MECTO
Ha SSD, Tak Kak fonosIHMTeNbHO NPOBOAMTCA YCTaHOBKa Security Server. MNocne
YCTaHOBKM Bbl MOXeTe yaanuTb Security Server, 4YTo6bl 0CBO60ANTb MECTO Ha
YKECTKOM AUCKe.

** B cnyyae pacnpeneneHHon ycTaHOBKM ponier, BMecTe ¢ Replica Set: ans kaxkgoro
JONONHUTENIbHOIo 3K3eMmnJisipa ba3bl AaHHbIX f06aBbTe YKa3aHHOE YMCIO K 06LLLEN
cyMMme.

4.1.3. MNogknoyeHune K cetn MHTepHeT

YcTpoucTey GravityZone TpebyeTcs gocTyn K MHTepHeT.
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4.2. Control Center

[ns poctyna Kk Web-koHconn Control Center Tpe6yeTca cnegytouee:

« Internet Explorer 9+, Mozilla Firefox 14+, Google Chrome 15+, Safari 5+, Microsoft
Edge 20+, Opera 16+

. PekomeHpgyemoe paspewteHune skpaHa 1280 x 800 unu Bbiwwe

« [Onsa poctyna k Control Center komnbloTep AOJKEH ObIThb MOAKIFOYEH K CETMU.

@ Mpepynpexaexue

Control Center He 6yaeT paboTaTb AO/MKHbIM 06pa3oM / oTobpaxaTbes B Internet
Explorer 9 1 Bbllwe ¢ BKIHOYEHHbIM PEXUMOM COBMECTUMOCTU, YTO IKBUBASIEHTHO
MCMOoJIb30BaHMIO HENOAAEPXKMBAEMOM Bepcumn 6paysepa.

4.3. 3allnTa KOHEYHbIX ToYeK

YT06bI 3aWMTUTb Bally ceTb C NoMoLybto Bitdefender, Bbl AOMKHBI yCTaHOBUTD
areHTbl 6e3onacHocTy GravityZone Ha KOHeYHbIX pabounx cTaHuusax cetn. ns
ONTUMM3aLUN 3aLLUThI Bbl TAKXXE MOXETe YCTaHOBUTb cepBepbl Security Server.
Onsa aTon uenn BaM HyXeH nonb3oBaTenb Control Center ¢ nonHomMounsimm
agMUHUCTpaTOpa B OTHOLIEHUWN CNYX6, KOTOpble HEO6XOAMMO YCTaHOBUTb, U
npaBamu Ha yrnpaBfieHMe KOHEYHbIMU TOYKAMM CETU, HAXOASLLMMUCS NoA BalMM
yrnpaBfieHVeM.

Tpe6oBaHUs K areHTy 6e30MacHOCTU OT/IMYAOTCA B 3aBUCUMOCTMU OT Hannuus
LONONHUTESIbHBLIX Ponel, Takux Kak PeTpaHcnsTop, 3awmta npu ob6MeHe mnu
CepBep KelumpoBaHust natyen. [1ns nonyyeHuns 6onee noapo6bHon nHbopmaymm
0 POJIM areHTa o6paTuUTech K «AreHTbl 6esonacHocTu» (p. 13).

Tpe6oBaHus 25




Bitdefender CravityZone unfolow the raditional,

4.3.1. 0bopyaoBaHue
AreHT 6e3onacHocTH 6e3 poneil

Mcnonb3oBanue L[

LleneBbie Tun LN Mopaep>xuBaembie OC
CUCTEMbI

Pa6oune CoBMecTUMble npoueccopsl Intel® HacTonbHasa OC
CTaHUuu Pentium 2 GHz unu 6bicTpee Microsoft Windows
Intel® Core 2 Duo, 2 GHz unu 6bicTpee 0C MAK
YMHble CoBMecTUMbIe npoueccopsl Intel® BcTpoeHHble OC
yCTpoMncTBa Pentium 800 MHz nnu 6bicTpee Microsoft Windows
CepBepbl MWHUMYM: COBMECTUMbIE NpoLieccopbl
Intel® Pentium, 2.4 GHz Cepep OC Microsoft

PekomeHayeTcs: Intel® Xeon multi-core  Windows 1 OC Linux
CPU, 1.86 GHz nnu 6bicTpee

Mpepynpexpaexue
Mpoueccopbl ARM B HacTosiLee BpeMsl He MOAAEPXKUBAKOTCA.

CBobofHas onepaTMBHas NaMsTb
Bo Bpems ycTtaHoBku (MB)

OAVH ABMXOK

JlokanbHoe 'mébpuaHoe LleHTpanu3oBaHHoOe
CKaHupoBaHue CKaHUpoBaHue CKaHUpoBaHue
Tonbko AV| lMonuble | Tonbko | lNonHble [Tonbko AV| [MonHblie
1:\'
Windows 1024 1200 512 660 256 400
Linux 1024 1024 512 512 256 256
0OC MAK 1024 1024 H/g, H/L H/O H/A

[ns exxegHeBHOro ucnosnb3oeauusa (MB) *
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AHTuBMpYC (OAMHOYHDbIN NpoLeccop)

oc NoBeaeH4yeckasn
JlokanbHbiv | TM6puaHbIN | LLeHTpanu3oBaHHbIN npoBepKa
Windows 75 55 30 +13 +17
Linux 200 180 90 - -
0C MAK 650 - - +100 -

* [A3MepeHMs OXBaTblBalOT €XEeAHEBHYH0 aKTUBHOCTb K/MEHTOB KOHEYHbIX
YyCTpOWCTB, 6e3 ydyeTa AOMOJIHUTENbHbIX 3afay, TaKUX KakK CKaHMpoBaHue Mo
3anpocy unu o6HoBNEeHME NPOAYKTa.

CBo60JHOE NPOCTPAHCTBO Ha ANCKE

Bo BpemMs ycTaHoBku (MB)

OAVH ABMXOK J[BOWHO

JlokanbHoe mébpnpgHoe | LleHTpanu3aoBaHHoe LleHTpanu3oBaHHoe
CKaHUpPOBaHUe | CKaHUpoBaHMue CKaHMpoBaHue + JioKanbHoe
CKaHUpoBaHue

Tonbko|MonHuble | Tonbko |lMonHble| Tonbko | MonHble | Tonbko | lNosiHbIE

Windows 1024 1200 500 700 350 570 1024 1200
Linux 1600 1600 1100 1100 600 600 1600 1600
OCMAK 1024 1024 H/L H/L H/L H/L H/L H/A

[nga exxegHeBHOro ucnonb3oBanus (MB) *

AnTMBMpYC (OAUHOYHDbIN NpoLeccop)

oc MoBepeHyeckan
JlokanbHbIv | TM6puAHBIN | LleHTpanu3oBaHHbI|  NpoBepka
Windows 410 190 140 +12 +5
Linux 500 200 110 - -
OC MAK 1700 = - +20 =
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* N3MepeHNA OXBaTbIBAlOT e€XeAHEBHYID aKTUBHOCTb KJ/IMEHTOB KOHEYHbIX
yCTpOﬁCTB, 6e3 ydyeTa AOMOJIHUTENIbHbIX 3ajayd, TaKUX KakK CKaHUpoBaHUE Mo
3anpocy nnum 06HOBJIEHUNE npoaykTa.

AreHT 6e30MacHOCTY C POJIbIO PETPaHCNIATOPa

Ponb peTpaHcnaTopa TpebyeT annapaTHbIX PecypcoB MOMUMO 6a30BbIX
KOHUrypauun areHta 6e3onacHocTu. 3T TpeboBaHWUA HEO6XOAUMBI, YTOObI
noaaep>xueaTtb CepBep 06HOBNEHWUI U YCTAHOBOYHbIE MAKETbI, pasMeLLeHHble B
KOHEYHOW TOYKe:

KonuuectBo | LieHTpanbHbIi npoueccop (CPU)| 03Y CBo6ogHoe
CBfI3aHHbIX Ansa nopaep>xku Cepeepa NPOCTPAHCTBO Ha
KOHEeYHbIX TOYeK 06HOBNEHUI Aucke ans Cepeepa
O06HOBNEHUI
1-300 MuHuMyM Intel® Core™i3umnn  1,0Tb 10TB
skBuBaneHT, 2 vCPU Ha sagpo
300-1000 MuHumMyM Intel® Core™i5unn  1,0Tb 10Tb

sKkBuBasneHT, 4 vCPU Ha aapo

@ Mpepynpexpaexue
« [poueccopbl ARM B HacTosiLee BpeMsl He NOAAEPXKUBAKOTCA.

o [na areHTOB-peTpaHCnATOpoB Heob6xoaumbl SSD Aucku Ana peanusaumu
60JIbLLIOr0 KOIMYECTBA OnepaLmii YTeHUs\3anucu.

Bax<Ho

o Ecnu Bbl XO0TUTE COXpaHUTb YCTAHOBOYHbIE NMAKeTbl U OGHOBMEHUSA B APYroM
pasgene, YeM TOT, B KOTOPOM YCTaHOBJIEH areHT, y6eauTech, YTO Ha 060UX
pa3sgenax JOoCTaToO4YHO cBo6oaHoro npocTpaHcTea (10 'B), B NpoTMBHOM cryyae
areHT npepbiBaeT YCTaHOBKY. 3TO TpeboBaHUE TONIbKO MPU YCTaHOBKE.

« [ns koHeuHbix Todek Windows, local to local cumBonMyeckue cCbifIKU OMXKHbI
6bITb BKJTHOYEHbI.

AreHT 6€30NMaCHOCTY C POJIbI0 0OMEHHOM 3aLLUTbI

KapaHTuH pna cepBepoB Exchange TpebyeT pononHuTenbHoe AUCKOBOE
NPOCTPaHCTBO Ha pasfere, rae yCTaHOB/EH areHT 6e30MacHOCTM.
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Pasmep kapaHTUHa 3aBUCUT OT KOJIMYECTBa XPaHALLMXCA 35IeMEHTOB U X pasMepa.
Mo YMOJTHaHUIO, areHT yCTaHaB/IMBaeTCA Ha CUCTEMHOM pas3pene.

AreHT 6e30onacHOCTH C PYHKLMEN CepBepa KeLUMPOBaHMSA naTyen

AreHT ¢ (yHKUMeN cepBepa KeVpoBaHUA MaTyen fOJKEH UMEeTb criegytolme
COBOKYMHbIe TPe6OBaHUS:

« Bce Tpe6oBaHuA K yCTPOWUCTBY AiA 06bIYHOIO areHTa 6e3onacHocTu (6e3 aon
(yHKLMIM)
. Bce TpeboBaHua K ycTponcTBY Afst hyHKUMUM peTpaHcasiTopa

o [JononHutenbHo 100 'b cBO604HOIO ANCKOBOIO MPOCTPAHCTBA AJ1A XpaHeHMs
3arpy>eHHbIx naTyen

BaxHo

Ecnu Bbl XOTUTE COXpaHUTb MaTtyuM B APYroM paspesie, 4em TOT, B KOTOPOM
YCTaHOBJIEH areHT, y6eauTech, YTO Ha 060MX pasgenax AOCTaTOYHO CBOGOAHOMO
npocTpaHcTBa (100 'B), B NPOTUBHOM cliy4yae areHT npepbiBaeT YCTaHOBKY. ITO
Tpe6oBaHMe TONIbKO NpY yCTaHOBKeE.

Tpe6oBaHus K cpegaM VMware vShield

9710 TpeboBanusn Bitdefender Tools gns cuctem, nHTerpupoBaHHbix B cpey VMware
c vShield Endpoint.

Windows 6-16* MB (~ 10 MB gns GUI) 24 Mb

Linux 9-10 Mb 10-11 Mb

* 5 MB, korga napameTp "Tuxun pexxum" BkntoueH n 10 Mb, Korga oH OTKHOYEH.
Korpga "Tuxun pexum” BKJTHOYEH, rpacduyeckun MUHTepdenc
nonbsoatensaBitdefender Tools He 3arpykaeTca aBTOMATUYECKM NPU 3anycke
CUCTEeMbI, 0CBO60XAAs MPU 3TOM COOTBETCTBYHOLLNE PECYPChI.

4.3.2. lNopfepxunsaemblie onepaunuoHHble CUCTEMbI

Pa6ounii cton Windows
. Windows 10 October 2020 Update (20H2)
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Windows 10 May 2020 Update (20H1)

Windows 10 November 2019 Update (19H2)

Windows 10 May 2019 Update (19H1)

Windows 10 October 2018 Update (Redstone 5)

Windows 10 April 2018 Update (Redstone 4)

Windows 10 Fall Creators Update (Redstone 3)

Windows 10 Creators Update (Redstone 2)

Windows 10 Anniversary Update (Redstone 1)

Windows 10 November Update (Threshold 2)

Windows 10

Windows 8.1V@

Windows 8©

Windows 7
MpepynpexpaeHune
(1) nnatcopma VMware vShield (Bepcus 6e3 areHToB) nogaepxusaetca ans Windows
8.1 (32/64 61T) 1 pocTynHa HaunHas ¢ VMware vSphere 5.5 - ESXi build 1892794 u
BblLle.

(2) B VMware NSX noaaepxusaetcsa Bepcua OC, HaunHasn ¢ vSphere 5. 5 Patch 2.
(3) B VMware NSX noaaepxusaetcsa Bepcua OC, HaunHasn ¢ vSphere 5. 5.

Mpepynpexpaexune
Bitdefender He nopnepxuBaeT c6opkn Windows Insider Program.

MnaHwet Windows u BcTpoeHHas 0C

Windows 10 loT Enterprise
Windows Embedded 8.1 Industry
Windows Embedded 8 Standard
Windows Embedded Standard 7
Windows Embedded Compact 7
Windows Embedded POSReady 7
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o Windows Embedded Enterprise 7

Cepep Windows
« Windows Server 2019
« Windows Server 2019 Core
« Windows Server 2016
« Windows Server 2016 Core
. Windows Server 2012 R2"®
. Windows Server 2012®®
« Windows Small Business Server (SBS) 2011
. Windows Server 2008 R2"

Mpepynpexpexune

(1) nnatdopma VMware vShield (Bepcus 6e3 areHToB) nogaepxusaetcs ans Windows
Server 20712 R2 (64 61T) 1 gocTynHa HauuHaa ¢ VMware VSphere 5.5 - ESXi build
1892794 v Bbliwe.

(2) B VMware NSX noaaepxusaetcs Bepcusa OC, HaumHas ¢ vSphere 5. 5 Patch 2.
(3) B VMware NSX nogaep>xusaetcs Bepcus OC, HaunHas ¢ vSphere 5. 5.

(4) VMware NSX He nogaepxuBaeT 32-pa3psagHble Bepcun Windows 2012 u Windows
Server 2008 R2.

Linux

BaxxHo

KoHeyYHble ToYKkM Linux UCMoNb3yoT MecTa JIMLEH3UIA U3 IMLLEH3UI AN CepBEPHbIX
ocC.

o Ubuntu 14.04 LTS vnu Bblwe

« Red Hat Enterprise Linux / CentOS 6. 0 nnu Bblwe
o SUSE Linux Enterprise Server 11 SP4 unu Bbiwe

o OpenSUSE Leap 42. x

. Fedora 25 nau sbiwe"

« Debian 8.0 nnu 6onee nosgHss sepcus

« Oracle Linux 6. 3 unu 6onee no3gHASA Bepcusa

o Amazon Linux AMI 2016.09 unu Bblle

« Amazon Linux 2

@
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Mpepynpexpaenune
(1) B Fedora 28 u Bbiwe Bitdefender Endpoint Security Tools Tpe6yeT pyyHoMu
YyCTaHOBKM NakeTa libns1, BbINOSHMB CNeayoLWyo KOMaHay:

sudo dnf install libnsl -y

(2) Ons MuHumanbHon ycTaHoBku CentOS Bitdefender Endpoint Security Tools
TpebyeTcs pyyHasn ycTaHOBKa NakeTa 1ibns1, BbIMNOSHUB CNeAyHOLLYHO KOMaHAy:

sudo yum install libnsl

Heobxoaumble KomnoHeHTbI Active Directory

Mpu HTEerpauumn KoOHeYHbIX ToYek Linux ¢ goMeHoM Active Directory ¢ noMmoLbto
ZAeMOHa cnyx6bl 6e3onacHocTh cuctembl (SSSD) ybeanTech, YTO MHCTPYMEHTbI
Idbsearch, krb5-user, 1 krb5-config yctaHoBneHbl, u Kerberos HacTpoeH npaBusbHo.

/etc/krb5.conf

[logging]

default = FILE:/var/log/krb5libs.log

kdc = FILE:/var/log/krb5kdc.log

admin_ server = FILE:/var/log/kadmind.log

[libdefaults]
default realm = DOMAIN.NAME
dns lookup realm = true

dns lookup kdc = true
kdc timesync = 1
ccache type = 4
forwardable = true

proxiable = true
fcc-mit-ticketflags = true
default keytab name = FILE:/etc/krb5.keytab

[realms]
DOMAIN.NAME = ({
kdc

dcl.domain.name
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kdc = dc2.domain.name
admin_ server = dc.domain.com
default domain = domain.com

}

[domain realm]
domain.name = DOMAIN.NAME
.domain.name = DOMAIN.NAME

[appdefaults]
pam = {
debug = false
ticket lifetime = 36000

renew lifetime = 36000
forwardable = true
krb4 convert = false
}

MpumeyaHmne

Bce 3anucu 4yBCTBUTENbHbI K PErUCTPY.

I'Iop,p,ep)KKa CKaHuUpoBaHuA Npu gocrtyne

unfollow the traditional

CKaHI/IpOBaHVIe npu AoCcTtyne AOCTYNHO ANnA BCEX nopaep>XxXmBaemMbiX NroCTeBbIX
onepaynoHHbIX CUCTEM. B cucremax IJnux, CKaHupoBaHue npun poctyne

obecrneymBaeTcs B cneayrowmx cCuTyaumax:

OucTtpubyTuebl Linux Tpe6oBaHus K gocTyny

2.6.38 unu Red Hat Enterprise Linux / Fanotify (onuua agpa) foskHa

6onee CentOS 6.0 unu 6onee nos3gHen 6bITb BKIOYEHA.
nosaHAA BEpcum
Ak Ubuntu Bepcus 14.04 wmm

6osiee No3HANA BepcUs

SUSE Linux Enterprise Server
11 SP4 nnu Bblwe

OpenSUSE Leap 42.x
Fedora 25 nnu BbiLwe
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OuctpubyTuebl Linux Tpe6oBaHusa K gocTyny

Debian 9.0 unu 6onee nosgHaa
Bepcus

Oracle Linux 6. 3 unnu 6onee
nosaHss Bepcus

Amazon Linux AMI 2016.09 nnu
BbiLLie

2.6.38 unun Debian 8
Bblllie

2.6.32-2.6.37 CentOS 6.x
Red Hat Enterprise Linux 6.x

Bce Bce gpyrve nogaep>xmsaemsole
OoCTallbHble  CUCTEMbI
aapa

Fanotify fomxeH 6bITb BK/IHOUYEH U
yCcTaHOBJIEH B pexum
NPUHYAUTENBHOTO  MPUMEHEeHMs,
3aTeM Heo6X0AMMO NepecTPouUTb
nakeT aapa.

Ona  nonyyeHuss  noapoGHOM
MHpOpMaUUM  cMOTpUTE 3Ty
cTaTblo 6a3bl 3HAHUN.

Bitdefender o6ecneunBaet
nopaepxky yepes DazukoFS
NMOMOLLbIO BCTPOEHHbIX Moaynei
appa.

Mogaynb DazukoFS fomkeH 6bITb
cKoMnunnpoBaH BPYYHYIO.
JononHUTenbHble CBeAEHUS CM.
B pasgene «KoMMuaaLmsa BpyYHYHo
mogaynsa DazukoFS» (p. 163).

*C HEeKOTOpbIMU OrpaHU4YeHUAMU, ONUCaHHbIMU HMNXKE.
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OrpaHquva CKaHUpoBaHUA Npu poctyne

Bepcun OuncTpubyTuBbl Moppo6Hasa nHdpopmaLus
aapa Linux

2.6.38unn  Bce CkaHupoBaHue npu 4ocTyrne KOHTponupyeT
Bbllle noaaepXXuBaemMble NMOAKMHOYEHHbIE CETEBbIE PECYPCbI TONIbKO B
CUCTEMBI crefyroLmnxX YCNoBUSX:

. Fanotify BkntouaeTcs Kak Ha yaaneHHbIX, TaK
M Ha NOKasIbHbIX CUCTEMaAX.

« 06wt pecypc ocHOBaH Ha ¢hannoBbIx
cuctemax CIFS n NFS.

Mpumeyanune

CKaHVIpOBaHVIe npu AoCTyne He CKaHupyeT
ceTeBble pecypchbl, YCTaHOBJIEHHbIE C
nomoubto SSH nnn FTP.

Bce agpa Bce CkaHupoBaHue Npu gocTyrie He
noagepXxuBaemblie noaaepxunBaetcsa B cuctemax ¢ DazukoFS gns
CUCTEMbI CeTeBbIX PECYpPCOB, YCTAHOBMEHHbIX Ha NYTAX,

y>Xe 3aulmueHHbIX Moaynem goctyna.

0C MAK

« macOS Big Sur (11.0)*

. macOS Catalina (10.15)

. macOS Mojave (10.14)

. macOS High Sierra (10.13)
. macOS Sierra (10.12)

. OS X El Capitan (10.17)

KoHTponb KoHTeHTa He noaaepxueaetcs B macOS Big Sur (11. 0).

4.3.3. NoapepxuBaemMble (aitnoBble CUCTEMDI

Bitdefender yctaHaBnuMBaeT 1 3awmiLaeT cneaytoume dhannosbie CUCTEMbI:
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AFS, BTRFS, ext2, ext3, ext4, FAT, FAT16, FAT32, VFAT, exFAT, NTFS, UFS, ISO
9660 / UDF, NFS, CIFS/SMB, VXFS, XFS.

Mpumeyanune
Ona NFS u CIFS / SMB nogaepxka ckaHMpoBaHUs No AOCTYNY He npeaycMOoTpeHa.

4.3.4. MoppepxmBaembie bpaysepbl

BesonacHOCTb 6pay3epa KOHEYHOM TOYKM MPOBepsAeTCs, YTOObl 06ecneynTb paboTy
CO cnefyoLmmmn 6paysepamu:

o Internet Explorer 8+
« Mozilla Firefox 30+

« Google Chrome 34+

. Safari 4+
« Microsoft Edge 20+
« Opera2l+

4.3.5. NoapepxxuBaemMble BUPTYanbHble NnaTGopMbl

Security for Virtualized Environments o6ecneunBaeT noAAep>xKy "u3 Kopobku”
cnegyowux nnaThopm BUpTyanusauuu:

. VMware vSphere & vCenter Server 7.0, 6.7 o6HoBneHue 3, 06HOBNEeHME 23, 6.7
obHoBneHue 1, 6.7, 6.5,6.0, 5.5, 5.1, 5.0

MpumeyaHmne
dyHKUus ynpaBneHusi paboyden Harpyakon B vSphere 7.0 He nogaepxvBaeTcs.

. VMware Horizon/View 7.8,7.7,7.6,7.5,7.1, 6.x, 5.x

« VMware Workstation 11.x, 10.x, 9.x, 8.0.6

« VMware Player 7.x, 6.x, 5.x

« Citrix XenServer 8.x, 7., 6.5, 6.2, 6.0, 5.6 or 5.5 (Bkntouyasn Xen runepsu3op)
« Citrix Virtual Apps and Desktops 7 1808, 7 1811, 7 1903, 7 1906

« Citrix XenApp and XenDesktop 7.18,7.17,7.16, 7.15 LTSR, 7.6 LTSR

« Citrix VDI-in-a-Box 5.x
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Microsoft Hyper-V Server 2008 R2, 2012, 2012 R2 nnu Windows Server 2008
R2, 2012, 2012 R2 (Bkntoyas Hyper-V Hypervisor)

Red Hat Enterprise Virtualization 3.0 (Bkntoyas KVM Hypervisor)

Oracle VM 3.0

Oracle VM VirtualBox 5.2, 5.1

Nutanix Prism with AOS (LTS) 5.5, 5.10, 5.15

Nutanix Prism with AOS (STS) 5.6,5.11,5.18

Nutanix Prism with AHV (Community Edition) 20170830.115, 20170830.301,
20170830.395,20190916.294

Mpumeyanune
Moppepxka papyrux ¢opmaToB M nnatdopM BupTyanusauum MoxeT ObiTb
npefocTasJieHa no 3anpocy.

Tpe6oBanus gnsa uHterpauyumn ¢ VMware NSX-V

ESXi 5. 5 unu 6onee No3gHAs 4ns KaX[oro cepeepa

VCenter Server 5. 5 nnu HoBee

NSX Manager 6. 2. 4 unu 6onee No3gHAS Bepcus

VMware Tools 9.1.0 unu nosxe, ¢ TOHKMM areHToM Guest Introspection.

— [ns BupTyanbHbix MawuH Windows o6paTtuteck k Ctatbe VMware Docs.

— [ns BupTyanbHbix MawwuH Linux o6patuteck k Ctatbe VMware Docs.

Mpumeyanue
VMware pekomMeHAyeT ucnonb3oBaTthb crnegytowme Bepcum VMware Tools:

— 10.0.8wvnnHoBee, 4TOObI pa3pewwnTb paboTy C MeAJIeHHbIMU BUPTYabHbIMU
MalunHamm nocne o6HoBneHnss VMware Tools B NSX / vCloud BesonacHocTb
u cetu (VMware Knowledge Base, cTaTbs 2144236).

— 10. 0.9 1 6onee nospHux Bepcuin ans noaaep>xxku Windows 10.

BaHo
PEKOMEHp,yeTCﬂ XpaHUTb BCe NpPoAYyKTbI VMware, O6HOBNEHHbIE nocnegHUMun
naTt4yamu.
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TpeboBanusi gna uaterpauun ¢ VMware NSX-T Data Center

« VMware NSX-T meHepxkep 2.4,2.50r 3.0

. ESXicoBmecTmMo ¢ NSX-T Bepcuein MeHeaxepa

« VvCenter Server & vSphere coBmecTuM ¢ NSX-T Bepcuen MeHegxepa

« VMware Tools npu Guest Introspection thin agent coemecTm ¢ NSX-T Bepcuei
MeHezKepa

[ononHuTenbHble CBeAEHMS O COBMECTMMOCTU CM. Ha 3Tux Be6-cTpaHuuax
VMware:

o VMware PykoBogcTBo no coeBMmectumocTu — GravityZone vs. NSX-T MeHepxep

. CosmectumocTtb npogykta VMware matpuu- peweHne NSX-T € ULeHTpoMm
06paboTKu faHHbIX U pelleHns VMware vCenter u VMware U UHCTPYMEHTb!

TpeboBanusi ana uxaterpauyum ¢ Nutanix Prism Element

o YueTHble paHHble Nutanix Prism Element ¢ npaBamu apgMmuHucTpaTtopa
(AaMUHUCTpaTOp KnacTepa un AIMUHUCTPATOp Nosb3oBaTesNen)

« Nutanix Prism with AOS (LTS) 5.5, 5.10, 5.15
« Nutanix Prism with AOS (STS) 5.6,5.11,5.18

« Nutanix Prism with AHV (Community Edition) 20170830.115, 20170830.301,
20170830.395,20190916.294

MoaaepxuBaemble 06nayHble Mnatpopmbl

Hapﬂp,y C JIOKaJibHbIMU CpefaMn BuUpTyaamnsauuu, GravityZone MOXEeT TaKXe
MHTErpupoBaTb CO CjieayrownmMmm 061a4HbIMU I'IJ'IaTCI)OpMaMMZ

« Amazon EC2

Kak knueHT Amazon EC2 Bbl MOXeTe UHTerpupoBaThb MHBEHTapb 3K3eMMNAspoB
EC2, crpynnupoBaHHbIX MO peruoHamM U 30HaM [OCTYMHOCTWU, C CETEBbIM
MHBeHTapeM GravityZone.

. Microsoft Azure

Kak knueHT Microsoft Azure Bbl MOXeTe MHTErpupoBaTh BUPTYasibHble MaLUMHbI
Microsoft Azure, crpynnupoBaHHbie MO perMoHamM M 30HaM AOCTYMHOCTH, C
ceTeBbIM UHBEeHTapeM GravityZone.
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CoBMeCTMMOCTb C Pab0o4MM CTONIOM U TEXHOJIOTUSIMU BUPTYann3aLmm
NPUNOXeHUN

GravityZone COBMeCTUM CO CrieayoLWUMN TEXHONOrMAMI BUPTYaiM3aumy, HaunHas
c Bitdefender Endpoint Security Tools Bepcun 6.6.16.226:

« VMware:
VMware V-App (Ta e Bepcusi npu vCenter Server)
VMware ThinApp 5.2.6
VMware AppVolumes 2.180

BaxxHo
PekomeHpyeTcsi He ycTaHaBAMBaTb B CTEK NMPWUSIOXEHUI WU 3anUCbiBaeMble
Toma.

« Microsoft:
Microsoft MNMpunoxenue-V 5.0, 5.1
Microsoft FSLogix 2.9.7237

. Citrix:
Hacnoenwne npunoxexun Citrix 19.10
Citrix Appdisks 7.12

BaxxHo

HasHauybTe MOAMTUKMN Ha OCHOBE NOJIb30BaTesIbCKMX MPaBuJI, YTOObI yripaBneHue
YyCTpPOWCTBaMM He NPensiTCTBOBaO co3faHuio ypoBHer OC 1 nnathopMbl.
Bo3moxHo, Bam noTpebyeTcs HacTpouThb npasuna Firewall GravityZone, 4To6bl
pa3peLwmnTb paboTy ceTeBOro Tpatbuka Ansi KaXAoro U3 aTUx NpunoXxeHun. ina
nonyyeHus 6onee noapobHoN MHopMauumn obpalanTech K [JokymeHTauua
npoAyKTa 0 HacnoeHuu npunoxxenun Citrix .

I'Io,u,p,ep)KMBaeMble MHCTPYMEHTbI yNpaBJIEHUA BVIpTyaJ'IVI3aLIMEl7I

Control Center B HacTosiuiee BpeMSI WHTErpupyeTcsi CO CleAyHoLMMu
WHCTPYMEHTaMM ynpasneHns BUPTyanusaumen:

« VMware vCenter Server
« Citrix XenServer
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« Nutanix Prism Element

YT06bl HACTPOUTL MHTErPaLIMIO, HEOGXOAMMO YKa3aTb UMSI MOJSIb30BaTESSA U Naposib
aAMUHUCTpaTopa.

4.3.6. Security Server

Security Server - 3To npeaBapuTesibHO CKOHPUIrypMpoBaHHast BUPTYasibHas MaluuHa,
pab6oTatow,an Ha cepeepe Ubuntu co cnegytowmmmn Bepcuamu:

« 16.04 (VMware NSX and Multi-Platform)
. 16.04 (VMware NSX and Multi-Platform)

MNamsaTtb n CPU

PacnpepaeneHune pecypcoB namatu v CPU ans Security Server 3aBucuT oT
KOnMYecTBa ¥ TUMNa BUPTYyasibHbIX MaLLKH, 3anyLLeHHbIX Ha XocTe. B cnegytouen
Tabnuue npuBeaeHbl PEKOMEHAYEMbIe PeCYpPCbl, KOTOPbIE HEO6XOAMMO BbIAENUTD:

KonunyecTBo 3aLuii,aeMbiX BUPTYyanbHbIX MaLUVH Mpoueccopos

1-50 VMs 2Tb 2CPUs
51-100 VMs 2Tb 4 CPUs
101-200 VMs 47B 6 CPUs

Security Server ans NSX nocTtaBnsetcs C npeAycTaHOBIEHHOM annapaTHOW
koHburypaumen (CPU n RAM), KoTopyo Bbl MOXeTe HacTpouTb B VMware vSphere
Web Client, BbikntouMB KOMMbIOTEP, OTPEAAKTMPOBAB €ro HacTPOWMKK, a 3aTeM
CHOBa BKJIOYMB €ro. [1ns nosyyeHns AONONHUTENbHON nHdOopMaLmm nepenguTe
K «YcTaHoBka Security Server ans VMware NSX» (p. 131).

CB060/JHOE MPOCTPAHCTBO XXECTKOro ANCKA

Cpeaa 3anac cBO60AHOro MecTa Ha )XECTKOM
AMCKe

VMware NSX-V / NSX-T 40 GB
VMware ¢ KoHe4yHol To4ykou vShield 40 GB
Opyroe 16TH
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PacnpegeneHue no xoctam Security Server

Security Server vs. XocTbl

VMware NSX-V /NSX-T Security Server aBTOMaTU4YecKu YyCTaHaBAMBAET Ha
KaxxgoM yane ESXi B 3awyuiLaeMoM KnacTepe BO BpeMs
pasBepTbiBaHusa ycnyr Bitdefender.

VMware c KoHeyHon  Security Server fo/mKeH 6bITb YCTAaHOBJIEH HA KaXAoM
Toykou vShield xocTe ESXi, KoTopbIf f0MKeH 6bITb 3aLLULLEH.

Opyroe XoTsi 3TO M He obsi3aTenbHO, Bitdefender pekomeHgyeT
yCTaHOBUTb Security Server Ha KaXaoM (GuU3nyeckom
XOCTe AN1S1 MOBbILLEHUSI TPOU3BOAUTENIBHOCTY.

CeTeBas 3afiepXKa

3apepxka cBsisu Mmexgay Security Server 1 3aWMLeHHbIMU KOHEYHBIMU TOYKaMU
JOJIKHa 6bITb MeHee 50 Mc.

Harpyska Mogynsa 3awutbl XpaHunuiia

BnuaHue 3awutbl xpaHunuwa Ha Security Server npu ckaHupoBaHun 20 I'b
3aKJIl0YaeTCA B CriefytoLem:

CraTyc 3awuThbl Pecypcbl Security | 3arpy3ka Security |Bpems
XpaHunuiia Server nepepaum
(MMm:cc)

OTKNOYEHO O a H H bl e/l a H H bl el10:10
(6a30BblIit ypOBEHb) OTCYTCTBYIOT OTCYTCTBYIOT
BkntoyeHo 4 vCPU CTaHpapTHbIN 10:30

4 GB RAM
BkntoyeHo 2 vCPU Tshxenbin 11:23

2 GB RAM

Mpumeyvanne

9TU pe3ynbTaTbl NOJlyYeHbl C 06pa3LioM daiinos pa3nuyHbix Tunos (. Exe,. Txt,. Doc,.
Eml,. Pdf,. Zipu 1. [.), o1 10 KB o 200 MB. JnuTenbHOCTb Nepefayv COOTBETCTBYET
20 I'b paHHbIX, coaepxawmxcs B 46 500 dannax.
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4.3.7. Ucnonb3oBaHue Tpaduka
. Tpaduk o6HOBNEHUS NPOAYKTA MEXAY KJIMEHTOM KOHEUYHOro YCTPOWCTBa U
cepBepoM 06HOBNEHUI

Kaxpgoe nepnoanyeckoe o6HoBneHne npoaykTa Bitdefender Endpoint Security
Tools reHepupyeT crnefyoluii HUCXOAAWMUA TpadUK Ha KaXKAOM KIIMEHTe
KOHEYHOW TOYKMU:

— Ha Windows OC: ~20 Mb
— Ha Linux OC: ~26 Mb

— Ha OC Mac: ~25 MB

. 3arpy)xaemblit TpadK 06HOBNEHU MEXaHM3MOB 3aLUThl MeXAY K/IMEHTOM
KOHeYHoI Touku u Cepeepom o6HoBneHui (MB / geHb)

Tun gBUXKKa CKaHupoBaHusA

65 58 55

PeTpaHcnsaTop

Bitdefender My6nuyHbIi CepBep

O6HoBEHUN 3 3.5 3

« TpaduK LeHTpan1M3o0BaHHOro CKAaHMPOBaHUS MeXAY K/IMEHTOM KOHEUYHOU TOUKH
n Security Server

lMpoBepeHHbIe 3arpyska
06beKTbl UL T (MB) Boirpyska (MB)

. lNepBoe ckaHMpoBaHue 27 841
dannbl*
Kawupytouiee ckaHMpoBaHue 13 382
LaHHble
M e p B o e BebTpadux 621 oTCyTCTBYIOT
CKaHuWpoBaHue .
. Security Server 54 1050
Be6-canTbi** 1
aHHble
K3|_|_|y|py|0|_|_|lee Be6 Tpa(bVIK 654 oTCyTCTBYIOT
CKaHupoBaHue i
Security Server 0.2 0.5
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* [pefcTaBlieHHble faHHble 6blM U3MepeHbl Npu pa3mepe daiinos 3.49 I'b (6
658 dainoB), 1.16 'b 13 KOTOPbIX UCNOSNHSAEMbIEe NTOpTUPYeMble dainbi(Portable
Executable - PE).

** [lpegcTaBneHHble [aHHble OblIM M3MepeHbl Ans Ton-penTuHra 500
Be6-canToB.

Tpaduk rué6pMaHOro CKaHMpoOBaHUA MEXAY KIMEHTOM KOHEYHOM TOYKU U
o6nauHbIM cepBucom Bitdefender

MpoBepeHHble 3arpyska
L i

lNepBoe ckaHMpoBaHue

dannbI*
Kawmwupytouee ckaHnpoBaHue 0.6 0.3
Be6-Tpacduk 650 Hanrble
OTCYTCTBYIOT
Be6-Tpadumi**
O6nayHble ycnyru 26 27
Bitdefender ' '

* [peacTaBfieHHble AaHHble 6b1IM U3MepeHbI Npu pasmepe dainos 3.49 b (6
658 darinoB), 1.16 'b 13 KoTopbIX UCNOSHSAEMbIE NTOpTUPYeMble dainbi(Portable
Executable - PE).

** [lpeAcTaBfeHHble faHHble 6blIM U3MepeHbl ans Ton-perntuHra 500
Be6-canToB.

TpaduKk 3arpysku MexaHU3MOB 3alLUTbl MeXay KnueHTamu Bitdefender
Endpoint Security Tools Relay n Cepsepom o6HOBReHui

KnuenTsbl ¢ ponbto Bitdefender Endpoint Security Tools Relay ckaunBatoT ~16
MB / peHb* c cepBepa 06HOBJIEHUN.

* NocTtynHo ans knueHtoB Bitdefender Endpoint Security Tools, HaunHas ¢
Bepcun 6.2.3.569.

Tpaduk mMexxay KiMeHTamMu KOHeYHbIX YCTPoUCTB n web-koHconbto Control
Center

CpegHui Tpaduk, reHepupyeMbii MeXAY KIIMEHTaMU KOHEYHbIX YCTPOUCTB U
web-koHcosblo Control Center, coctaBnseT 618 Kb / aeHb.
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4.4. 3awumta Exchange

Security for Exchange pnoctaBnsietcs yepes Bitdefender Endpoint Security Tools,
KOTOPbIA MOXET 3alUTUTb Kak ¢aiyloBy0 CUCTEMY, Tak U MOYTOBbIN cepBep
Microsoft Exchange.

4.4.1. NopnepxmeaeMoe okpyxeHue Microsoft Exchange

Security for Exchange nopaepxusaet cnegyouwme Bepcun u ponn Microsoft
Exchange:

« Exchange Server 2019 ¢ ponamu Edge Transport nnu Mailbox
. Exchange Server 2016 c ponamu Edge Transport unu Mailbox
. Exchange Server 2013 c ponamu Edge Transport unu Mailbox
« Exchange Server 2010 ¢ ponsmu Edge Transport, Hub Transport nnu Mailbox
« Exchange Server 2007 ¢ ponsmu Edge Transport, Hub Transport nnu Mailbox

Security for Exchange coBMmectum ¢ Microsoft Exchange Database Availability
Groups (DAGS).

4.4.2. CuctemMHble TpeboBaHua

Security for Exchange coBmecTuM c du3anyeckumu unuM BUPTyaNbHbIMM
64-paspaasHoimu cepBepamu (Intel nnu AMD), pa6oTalowux nog, ynpasneHuem
noaaepXXvBaeMon Bepcueit u ponbto cepeepa Microsoft Exchange. Ons nonyyeHus
noapo6bHo MHPOpPMaLMN OTHOCUTENBHO CUCTEMHbIX Tpe6oBaHun Bitdefender
Endpoint Security Tools, o6paTuTech K «AreHT 6e3onacHocTy 6e3 ponen» (p. 26).

PekomeHgyeMble fOCTYMHbIE pecypchbl cepeepa:
. CBo6opgHoOM onepaTuBHou namMaTn: 1 16

. CB060AHOE NPOCTPAHCTBO XecTKoro agucka: 16

4.4.3. ipyrve Tpe6oBaHKs K NpOrpaMMHOMY 0becneyeHmto

. OnsMicrosoft Exchange Server 2013 c Service Pack 1: KB2938053 oT Microsoft.

. IOnsaMicrosoft Exchange Server 2007: .NET Framework 3.5 Service Pack 1 6onee
no3aHsA Bepcus
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4.5. Sandbox Analyzer On-Premises

Sandbox Analyzer On-Premises uMeeT KOHKpeTHbIe TpeboBaHUsI TpeboBaHUS:

ESXi Nnepeusop (nnatdhopma BUpTYyanusauum, sanyckaroLas cpegy).

Sandbox Analyzer BupTyansHoe ycTpoiicTBo (YyCTpPOWCTBO, KOTopoe 6yaeT
yNpaBnsiTb BUPTYasibHbIMU MalLMHAMK AeTOHaLNN).

BupTyanbHoe ycTpoicTBo ceTeBo 6e3onacHocty (VM, MHKancynupyoLlas
ceTeBOM AaTuMK, CMOCOOHbIM U3BMeKaTb MOJMIE3HYHO Harpy3Ky M3 CETeBOro
Tpadwka).

MogkntoueHue K cywecTBytowen GravityZone Control Center, ucnonbsyemom
AN BbICOKOYPOBHEBOrO YNpaBfieHUsA Cpefon NecoYHMULbI.

NHTepHeT-coeanHeHne ANA 3arpy3ku BUpTyasibHoro yctpounctBa Sandbox
Analyzer ¢ MMHUManNbHOW NPOMYCKHOWM CMNOCOB6HOCTbLIO 5 MéuT/C.

BaxxHo

Y6enuTech, UTO HeT APYruX MPUSIOXKEHUIA WU MPOLLECCOB, KOTOPbIE MOTyT
61M0KMpOBaTb NOAKIIOYEHUEe K MHTepHEeTY npu 3arpyske u yctaHoBke Sandbox
Analyzer.

4.5.1. ESXi Hypervisor

BupTyanbHoe ycTpoiicTeo Sandbox Analyzer poctynHo B popmate OVA n MoxeT
6bITb Pa3BEepPHYTO Ha O4HOM (PU3NYECKOM XOCTE NoJ, yrpaBfeHneM runepenusopa
VMware ESXi (Bepcusa 6.5 unm 6.7).

TpeboBaHus K 060pyaoBaHmMio Anst GU3NYECKOro xocta

CPU: o6Liee konuyecTBo sipep npoueccopa (C y4eToM runeprnoToka) MOXHO
9KCTpanosMpoBaTb NOCPeACTBOM pacuyeTa, NpeAcTaBfieHHOro B paspene
«Tpe6oBaHusa K (HM3MYeCKOMY XOCTY M annapaTHoe MacwTabupoBaHue» (p.
49).

OnepaTuBHasa NamMsaTb: 06WMIN 06beM OnepaTUBHOW MaMsATU, HEO6X0AUMbIN
Anst GU3NYecKoro XocTa, MOXKET 6bITb IKCTPaNoSIMPOBaH C MOMOLLLbH PacyeTa,
npeacTaBeHHOro B pasgene «TpeboBaHus K pusanyeckomMy XocTy 1 annapaTHoe
MacluTabupoBaHue» (p. 49).
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. [pocTpaHcTBO Ha gucke: He MeHee 1 Tb SSD-HakonuTens (LocTaTouyHo AnA
AeToHaLuMoHHON cpeabl 8-VM, macluTabupyemMon He MeHee YyeM Ha 50 I'b gns
KaXkAoW JOMNONHUTENbHOW AeToHALMOHHON VM).

. CeTb: ogHa BblgeneHHas ¢pusmyeckas cetesast kapta (NIC)

9Ta ceTeBad KapTa MOXeT 6bITb pasaesieHa Ha ABe BUPTYaJibHbIX CETEBbIX
KapTbl CO cneayrowmmM MannmuHrom:

— OpHa ceTeBasi KapTa ans uHTepdeica ynpaBneHus

— OpHa ceTeBas KapTa ANs AeTOHALUOHHOW ceTu

Mpumeyanue

PeKOMeHAyeTCﬂ ncnonb3oBaTb YKas3aHHble d)M3I/1l-IeCKMe NICs ¢ Temn xe
OTO6pa)KeHVIF|MI/I, 4YTO W BbllleynoMAHYTble VvNICs, ecnn 3T0 nosBonsieT
annapaTHas KoHburypaums.

TpeboBaHus K NpOrpaMMHOMY 06ecneyeHuto
MopaepxmBaemble Bepcumn ESXi cepepa: 6.5 unu Boiwwe, VMFS Bepcusa 5.
[ononHutenbHasa koHdUrypauum ana xocta ESXi:
« SSH BkJtoyaeTcs npu 3anycke.
« Cnyx6a NTP HacTpoeHa 1 aKkTMBHa.
« BxnoueHa pyHKLMA 3anycTUTb/OCTAaHOBUTD NpU XOCTe.
Mpumeyanune
Sandbox Analyzer coBmecTuMm c npo6Hoi Bepcuen VMWare ESXi. OgHako ans

NPOU3BOACTBEHHbIX Pa3BepTbIBaHWI pEKOMEHAYETCS UCMONb30BATh JIMLEH3NOHHYHO
Bepcuto ESXi.

4.5.2. Sandbox Analyzer BupTyanbHoe yCTpOWCTBO

Sandbox Analyzer BupTyanbHoe YCTPOMCTBO o06ecrneyvMBaeT NpaKTUYecKu
HeorpaHW4YeHHY0 MacLTabupyeMocTb, Moka AOCTYMHbl 6a30Bble annapaTHble
pecypchl.

N3 obero o6bema gocTtynHbix pecypcoB ESXi Sandbox Analyzer pasgensiet LI
n 03Y mexay Sandbox Manager n BUpTyasnbHbIMU MallMHaMy AeTOHaLUN.
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MuHUManbHble TpEﬁOBaHMFI K cucteme gnga MmeHeaxepa necovyHuibl
. 6VCPUs

. 20IMB03Y

« 600 b anckoBoro npocTpaHcTBa

Sandbox Manager MmeeT Tpu BHYTPEHHME BUPTYyasibHble ceTeBble KapThbl,
BblZeJIeHHble CliefyHoLLMUM 06pa3oM:

. OpfHa ceTeBasi KapTa ANl CBSI3W C KOHCONbHO ynpasneHus (GravityZone Control
Center).

« OpHa ceTeBas KapTa ana nogKJjilo4eHnA K UHTEpPHEeTY.
« OpHa ceTeBas KapTta pAna cBdA3n C OeTOHaUMOHHbIMU BUPTYaJilbHbIMU
MallunHaMu.

MpumeyaHmne
YT106bI paspelwmnTb 06MeH AaHHbIMK, VNIC ynpaBneHnus ESXi u vNIC ynpaBneHus
MEHE>KEPOM MECOYHULbI [OMMKHbI HAXOAUTHCH B O HOW CETMU.

BVIpTyaanbIe MalUuHbl AeTOHaUuUKn

CucteMHble TpeboBaHuUs

« 4 VvCPUs (nepenpodunupoBaHo B COOTHolieHMe 4:1, ccbiladTecb Ha
«TpeboBaHnsa K (HM3MYecKOMy XOCTY M annapaTHoe mMacwTabupoBaHue» (p.
49))

. 3Ib0O3Y
. 50TIb gnckoBoro npocTpaHcTBa

Sandbox Analyzer On-Premises o6ecneuvnBaeT mnosib3oBaTeNbCkue 06pasbl
BUPTYasNbHbIX MalIKH. 3TO AOMYyCKaeT feToHauuo o6pasLa B cpefie BbINoHeHus,
KOTOpas UMUTUPYET peannucTUyHyo MPOM3BOACTBEHHYIO Cpeay.

CospaHuve o6pasa BUPTYyanibHOM MaLlMHbl TPEGYET CrieAyHoLLUX YCIIOBUNA:
. 0O6pas BupTyanbHoN MalUuHbI NpeacTaBneH B dopmaTte VMDK, Bepcus 5.0.

. nO,D,,D,ep)KVIBaEMbIe onepaunoHHble CUCTeMbI ANA NOCTPOeHUA Ae€TOHALUUOHHbIX
BUPTYaJibHbIX MaLLUUH:

— 64-6uTHaa Windows 7 (nto6oi ypoBeHb naTya)
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— 64-6uTHaa Windows 10 (o601 ypoBeHb NaTya)

BaxxHo

« OnepauuoHHas cucTeMa JoMmKHa 6bITb yCTaHOBEHA BO BTOPOM pasgerie Tabnmubl
pasfesioB M CMOHTMpOBaHa Ha gucke C: (KoHdurypauus yctaHosku Windows no
YMOJTYaHUIO).

« JlokanbHasi yyeTHasi 3anmcb «<AAMUHUCTPATOP» A0JIXKHA 6bITb BKIIHOYEHA U UMETb
MyCTY CTPOKY Naposist (Naposib OTKIOYEH).

o [epen akcrnopToM o6pasa BMPTYaNibHOW MalUUMHbI HEO6XOAUMO MpPaBUIbHO

JILLEH3MPOBaTh OMepPaLMOHHYO CUCTEMY U BCe YCTaHOBMIEHHOE NPorpaMMHoe
obecneyeHune B o6pase BUPTYasbHON MaLLMUHBI.

MporpaMmHoe o6ecreyeHne 06pasa BUPTYasbHOM MaLLUHDI

Sandbox Analyzer nogaep>xuBaeT AeTOHaLUMIO LWMPOKOro crekTpa gopMaToB u
TUNoB GannoB. [ononHuTeNbHble CBEAEHUS CM. B pasgene «06bekTbl Sandbox
Analyzer» (p. 245).

Ons  ucuepnbiBaloWMX OTYeTOB Yy6eauTecb, 4YTO Bbl YCTaHOBMAU B
Nnonb3oBaTesNIbCKUi 06pa3 NporpaMMHoe 06ecreyeHne, KOTOPOE MOXKET OTKPbIThb
(aiin onpefeNeHHOro TMMNa, KOTOPbIN Bbl XOTUTE AETOHUPOBATb. [LONONHUTENbHbIE
cBefleHMs1 CM. B paspenie «PekoMeHayemble MNPUIIOXKeHUsa AJ1A  JeToHaLuu
BMPTYasibHbIX MalUuH » (p. 246).

4.5.3. BupTyanbHoe yCTPOCTBO 6€30MacCHOCTM CETH

BupTyanbHoe yCTPOMCTBO 6€30MacHOCTU CeTH YNpPaBisieT CeTEBbIM JaTUMKOM,
KOTOPbIN U3BEKaeT MOsIe3HYI0 Harpy3Ky U3 CeTeBbIX MOTOKOB U NepefAaeT ero B
Sandbox Analyzer. MuHuManbHble Tpe6oBaHUSA K 060pYAOBaHUIO:

« 4vCPUs

. 4TB03Y
. 1TB anckoBOro NpocTpaHcTBa
« 2vVNICs
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4.5.4. Tpeb6oBaHus K HU3M4eCKOMY XOCTY M annapaTHoe
MacLiTabmpoBaHue

AnropuTm macwTabupoBaHus cpegbl Sandbox Analyzer yunTbiBaeT cnegyroLlyro
tdopmyny, rae "K" paBHO YUCNy AETOHALMOHHbLIX CNOTOB (MU AeTOHALMOHHbIX
VMs):

« Sandbox Analyzer VA vCPU = 6 vCPUs + K x TvCPU

. Sandbox Analyzer VA RAM = 20 GB RAM + K x 2GB

AHanorvyHo, afiropuTM MaclUTabupoBaHUA OJist XOCTa SIBJISETCH CNeAYOLNM:
« ESXiHost vCPU = 6 vCPUs + K x 2 vCPU

. ESXiHost RAM =20 GB RAM +K x 5 GB

naBHoe oTnuumne mexay Sandbox Analyzer VA un ESXi pecypcamn 3agaetcs
pecypcamu, KOTOopbi€e BblAeneHbl ANsl KaX4oW feToHaunoHHon VM.

Takum o6pasoM, TUNMYHAsA AeToHauuoHHas cpeaa (8 VMs) 6yaet Tpe6oBaTb
crnepytolero:

. Sandbox Analyzer VA vCPU = 6 vCPUs + 8 x 1TvCPU = 14 vCPUs
« Sandbox Analyzer VA RAM = 20 GB RAM + 8 x 2GB = 36GB RAM
« ESXiHost vCPU = 6 vCPUs + 8 x 2 vCPUs = 22 vCPUs

Mpumeyanue

Kaxpasa geToHaumoHHas VM TpebyeT 1 vCPU us Sandbox Analyzer VAu 1 vCPU
ANnst feToHaumoHHon VM. BupTyanbHasa MallvHa feToHalmm 6yaet obecrieveHa
4 vCPUs, HO OHM 6yayT neperpyXeHbl B COOTHOWeEHUN 4:1, B pe3dynbTaTe 4yero
ansa xocta ESXi notpebyetcs Tonbko 1 vCPU.

. ESXiHost RAM =20 GB RAM + 8 x 5 GB = 60 GB RAM

Mpumeyanue

RAM wucnonb3dyetcss B cooTHoweHun 1:1 mexay Sandbox Analyzer VA,
JeToHaumoHHbIMKM VMs 1 xocToM ESXi. Taknum o6pasom, kaxxgas VM geToHaumm
notpe6yet 5 'b onepaTuBHOM NamMaTu oT xocTa ESXi, u3 kotopbix 2 I'b 6yaeT
BblgeneHo Ba Sandbox Analyzer u 3 I'b 6ynet BblgeneHo ana camon VM
JeToHauwum.
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MonyyeHHbIN GU3NYECKNiA XOCT TPEGYET B BbILLIEYNOMSAHYTOM CLIEHAaPUU MUHUMYM
22 sappa npoleccopa (BKaoyas runepnoToyHocTb) v 60 b onepaTMBHOM NaMATy,
npuyem gonosnHuTenbHble 10-20% onepaTWBHOM NaMATH 3ape3epBUMPOBaHbl ANA
camoro runepeusopa.

Kak npaBuno, feToHaums o6pa3ua 3aHMMaeT AeBATb MUHYT A5 BbINOSHEHNA U
CO3[aHuA oTyeTa O HeW, KOTOPbIN UCMOMb3yeT BCe NOArOTOBJIEHHbIE PECYPChI.
PekomeHayeTCsa cnpoeKkTUpoBaTh Cpeay NecoYHMULbl, HAYMHas C AeTOHaLMOHHOM
eMKocTu (cainbl/yac), a 3aTeM npeobpas3oBaTb 3Ty METPUKY B HEOOGXOAUMbIE
pecypcbl Ha ypoBHe ansa Xocta n VM.

4.5.5. TpeboBanus ceasu Sandbox Analyzer

JlokanbHble koMmnoHeHTbl Sandbox Analyzer ucnonb3ytoT onpeaesieHHble
KOMMYHWKaLMOHHbIE NOPThI, MPUBSI3aHHbIe K KOHKPETHLIM CeTeBbIM UHTepdeiicam,
ANs CBA3U Mex Ay co60i u/unm ¢ ny6nmyHbiMu cepBepamm Bitdefender.

[ns cpegbl NeCOYHULbI HEO6XOAMMO TPU CETEBLIX MHTepdelica:

. eth0 — ceTteBoi UHTepdeiic ynpaBneHusa. OH noakmtodeH K GravityZone u K
xocTy ESXi.

PekomeHpyeTca noakntounTb eth0 K TOW Xe ceTu, YTo 1 uHTepdenc ynpasneHus
ESXi. Takxke pekoMeHAyeTCs COMOCTaBUTb €ro C YyKasaHHbIM CeTeBbIM
ajanTtepom.

B cnepytowen Tabnuue onucbiBaeTca psag  TpebGoBaHUW K CeTeBOM
KOMMYHUKauun ans etho:

KoMMyHUKaLMOHHbIe
noprs! (12 TCP)

Ucxoasawmi 8443 KOMMYHVIKaLl,.MOHHbIl‘/‘I CepBep
(Outbound) GravityZone
443 BupTtyanbHble ycTponcTBa GravityZone
80 BupTyanbHble ycTporicTBa GravityZone
22 ESXi xocT
443 ESXi xocT API
ﬁﬁﬁﬂﬂﬂ* d‘;"' 8443 Tio6oit
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o ethl — [detoHauuoHHas ceTb. 3TO He TpebyeT KaKOM-NM60 KOHhUrypauuw.
[laHHbIV NpoLecc yCTaHOBKU co3aeT HeO6X0ANMble BUPTYalbHble PECYPChI.

. eth2 - ceTeBon MHTepHET-AOCTyH. PeKOMeH,D,yeTCFl UMETb HeOrpaHU4YeHHoe
n He(bVIJ'IprOBaHHOG noAKJIIOYEeHNE K UHTEPHETY.

PEKOMeHAyETCﬂ, 4YTO6bI CETh yrnpasJieHUA U Ce€Tb AOCTYyNa B MHTEPHET 6bI1sn
Ha3Ha4e€Hbl AJ14 pa3HbIX HOACETeVI.

BupTyanbHoe ycTponctBo GravityZone TpebyeT p[octyna K BUPTyaslbHOMY
ycTpoicTey Sandbox Analyzer Ha nopTy 443 (no TCP) ansi npocMoTpa 1 3arpysku
oTyeToB Sandbox Analyzer.

BupTyanbHoe ycTpoicTBo GravityZone TpebyeT NOAKIOYEHUS K BUPTYaSIbHOMY
ycTpovicTey Sandbox Analyzer Ha nopTy 443 (no TCP) ans 3anpoca COCTOSHUS
[eTOHMPOBAHHbIX 06pasLIoB.

4.6. HVI

HVI paboTaeT c NOMOLLbIO ABYX KOMMOHEHTOB: Security Server v [JononHUTENbHbIN
naket HVI. 3Tn npoAyKTbl AOMKHbI 6bITb YCTAHOBMIEHbl Ha XOCTax B BalleM
BUPTYyaNibHOM OKPYXXEHWW, TAe Yy Bac eCTb BUPTYyasibHble MalUuWHbI, KOTOPbIE Bbl
XOTUTE 3alUTUTD.

Mepep paseepTbiBaHMeM HVI Ha xocTax y6eAnUTeCh, YTO BbIMOJIHEHbI CleaytoLLme
Tpe6oBaHus:

MoanepxuBaeMble BUPTYanbHble MiaThopmbl

o Citrix XenServer 7. 1 Enterprise Edition wnu Bblwe, ¢ nocnegHUMM
ucnpaBneHUs MU

BaxHo

Onsa no6oro XenServer, Ha4YMHasi ¢ Bepcum 7.1, NPeKpaTUBLLETO XU3HEHHbIN
cpok, Bitdefender npepocTtaBnsieT nopaepxky HVI B TeuyeHue pABYX
DOMONHUTENbHbIX MecsLeB. M0 nCTeYyeHMn 3TOro nepuojia Mbl peKOMeHAyeM
06HOBUTL XenServer fo Bepcuu, nopnepxusaemon Citrix. Ons nony4yeHus
JononHUTeNbHON Hdopmauumn cmotpute Citrix Legacy Products Matrix u Citrix
Product Matrix.

o Citrix Hypervisor 8. 0 Enterprise Edition wnu Bbiwe, ¢ nocnegHUMu
MCrnpaBneHnaMm
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Mpepynpexpenne
Ons Citrix Hypervisor 8.0 Heo6x0aMM0 yCcTaHOBUTb UcnpasneHne XS80E004.

HOD,]J,ep)KVIBGEMbIe rocTeBbl€ BUPTyaJibHbl€ MalllUHbI

BupTyasbHble MallUHbI, KOTOPbIe Bbl XOTUTE 3aLMUTUTb C MOMOLLLHO [HIV], AOMKHBI
COOTBETCTBOBAaTb CNefyLMM YCIIOBUAM:

1. MalmHbl HaXo[4ATCA B pexume BupTtyanusaumm HVM, 4To o3HayaeT, YTO OHU
NOSIHOCTbH BUPTYann3npoBaHbl.

2. Pa6ouue cTaHuuM paboTatoT Ha NOAAEPKMBAEMOI ONEPaALMOHHOW CUCTEME:
. HacTonbHble onepauuoHHblie cuctembl Windows (32- n 64-6UTHbIe)
Windows 10 May 2020 Update (20H1)
Windows 10 November 2019 Update (19H2)
Windows 10 May 2019 Update (19H1)
Windows 10 October 2018 Update (Redstone 5)
Windows 10 April 2018 Update (Redstone 4)
Windows 10 Fall Creators Update (Redstone 3)
Windows 10 Creators Update (Restone 2)
Windows 10 Anniversary Update (Redstone 1)
Windows 10 November Update (Threshold 2)
Windows 10
Windows 8.1
Windows 8
Windows 7
. CepeepHble onepauynoHHble cuctembl Windows (64-6uTHbIe)
Windows Server 2019
Windows Server 2016
Windows Server 2012 / Windows Server 2012 R2
Windows Server 2008 R2
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. OnepauuoHHble cuctembl Linux (64-6UTHbIE)

Debian 10

Debian 9

Debian 8

Ubuntu 20.04 LTS
Ubuntu 18.04 LTS
Ubuntu 16.04 LTS
Ubuntu 14.04 LTS
CentOS 8.2
Cent0S 8

CentOS 7

Red Hat Enterprise Linux 8.2

Red Hat Enterprise Linux 8

Red Hat Enterprise Linux 7

Red Hat Enterprise Linux 6.8/6.9/6.10
SUSE Linux Enterprise Server 15 SP1

SUSE Linux Enterprise Server 12 SP4

SUSE Linux Enterprise Server 12 SP3

SUSE Linux Enterprise Server 12 SP2

SUSE Linux Enterprise Server 12 SP1

Oracle Linux PaHee yuem 7.5
Oracle Linux 7.5 n nosxe
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3.10
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418

3.10

2.36.32

412

412

4.4

4.4

3.12

4.1 (UEK / RHCK)
4.14 (UEK/RHCK)

TpeboBaHusa K obopyaoBaHuio ansa GravityZone VA

. Tpebyembin vCPU

Cnepytoluas Tabnuua nokasbiBaeT HeobxoaMMoe KonimyecTso VCPU ansa kaxaon

ponv BUPTYasbHOFO YCTPONCTBA.
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Kaxabin vCPU fomKkeH UMeTb 4acTOTY MUHUMYM 2GHz.

KonnyecTBo MaLUuH

 Konmwecrsomaumw |
KoMnoHeHT @mmmmm
4 4 4 4 4 6 8

o*
CepBep 06HOBIEHUI

Be6-KOHCOMb 6 8 8 10 10 12 12
n 8

KOMMyHI/IKaLl,VIOHHbII/I 6 8 8 10 10 16 20

CepBep

basa gaHHbIX . 6 6 6 6 6 9 12

O6wee konuyectBo 8 22 26 26 30 30 43 52

* PekoMeH0BaHO, €CNKN He YCTaHOBJIeHO HU ofiHoro Penes

** [1NA KaXK[0M akTUBHOM MHTerpauum [lo6aBbTe oanH vCPU Ha BUpTyanbHoe
YCTPOWNCTBO C poJibto Beb-koHconu.

*** B cnyyae pacnpefeneHHon yCTaHOBKWU ponel, BMecTe ¢ Replica Set: gns
Ka)xAoro fonosIHMTeNbHOro ak3emnnsipa basbl faHHbIX Ao6aBbTe YyKasaHHOe
4yncio K obLLen cymme.

. Tpebyemoe 03Y (I'b)

KonuyecTBo MaluvH

 Komwiecreomaumw |
KoMnoHeHT @mmmmm
2 2 2 2 2 3 3

CepBep 06HOBNIEHUM

Be6-KOHCOMb 8 10 10 10 10 12 16
n 16

KOMMYHMKaLNOHHbIN 8 10 10 12 12 16 20

CepBep

basa p,aHHbIX** 8 8 8 8 12 12 12

O6uwee konmyecteo 16 26 30 30 32 36 43 51

* [N KaXkgon akTMBHOM MHTerpaumm gob6aebte 1 GB RAM Ha BUpTyanbHoe
YCTPOWNCTBO C poJibto Beb-koHconu.

** B cnydyae pacnpefeneHHon ycTaHOBKM pornel, BMecTe ¢ Replica Set: ans
KaXxaoro fonosIHMTeNIbHOro ak3emnnsipa basbl faHHbIX Ao6aBbTe YKasaHHOe
yncIo K o6LLLEeN cyMMe.
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. CBob6opHoe MecTo Ha XecTKoM aucke (I'b)

CepBep 06HOBNIEHUM 80 80 80 80 80 80 80

Be6-koHconb 80 80 80 80 80 80 80
n 120 160

KoMMYHMWKaLMOHHbI 80 80 80 80 80 80 80

CepBep

Basa faHHbIX 80 80 100 100 160 300 700
O6uw,ee konuyecteo 120 160 320 320 340 340 400 540 940

*[pun BbI6OpE aBTOMATUYECKOMN YyCTaHOBKM TpebyeTcs AONONHUTENbHOE MECTO
Ha SSD, Tak KaK JONONHUTENIbHO NPOBOAMTCS YCTaHoBKa Security Server. Mocne
YCTaHOBKM Bbl MOXeTe yaanuTb Security Server, yTo6bl 0CBO60AUTb MECTO Ha
KEeCTKOM Aucke.

** B cnyyae pacnpefeneHHon ycTaHOBKM ponen, BMecTe ¢ Replica Set: ans
Ka)xAoro fonoJIHMTENbHOro ak3emnisipa basbl faHHbIX Ao6aBbTe YyKasaHHOe
4yncno K obLen cymme.

TpeboBaHMs K 060pyA0BaHMIO A1 XOCTOB
. MukpoapxuTtekTypa npoueccopa:

— Jlro6on npoueccop Intel® Sandy Bridge unu 6osnee nosgHsAs Bepcus ¢
noAep>KKoi TexHosIorMm BupTyanusauum Intel®.

— Pacwwupenns VT-x unu VT-d pomkHbI 6bITb BKIHOYEHbI B BIOS.

. CB060aHOE MECTO Ha YXeCTKOM aucke: [ToMMMO NpocTpaHCTBa, HEO6XOANUMOTo
ans Security Server, HVI TpebyeT ewe 9 Mb gns gononHuTenbHoro nakeTa Ha
KaXk[ioM yare.

TpeboBaHus Security Server

PacnpegeneHune pecypcoB NamsTh U NPoLLEcCopoB AN Security Server 3aBucut
OT KOSIMYeCTBa U TUNa BUPTYanbHbIX MalLIKH, 3aMyLLLEHHbIX Ha XocTe. B cneaytoLlen
TabnuLie NpuBeAeHbl PeKOMEHYeMble PecypChbl, KOTOPble HEO6XOANMO BbIAENUTb:

KonuuecTBo 3alimL,aeMbiX BUPTYasibHbIX MaLUWH Mpoueccopos

1-50 VMs 66 4CPUs
51-100 VMs 8Ib 6CPUs
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KonunyecTBO 3aLiui,aeMbliX BUPTYanbHbIX MaLUVH Mpoueccopos

101-200 VMs 16 b 8 CPUs

CBO60HOE MECTO Ha YXeCTKOM aucke: Bbl foskHbl 06ecrieunts 8 I'b auckosoro
npocTpaHCTBa Ha Kaxx oM y3ne ana Security Server.

Ons o6ecneyeHnss onNTMManbHOM NPOM3BOAUTENbLHOCTM B cpede XenAPP
BbINOJIHUTE MacLUTabupoBaHUe pecypcoB Security Server Ha 0CHOBe KOHbMrypaLuum
cnepyroLmnM o6pasom:

Security Server

Konuyecteo VDA XenApp
Mpoueccopoe|03Y (I'b) Mpoueccopos|03Y (I'b)
1 VDA 4/8 12/24 2 4
2 VDA 4/8 12/24 2 8
4 VDA 8 24 2 16
8 VDA 4 12 4 16

TpEﬁOBaHVIFI K rocrtesbiM BUpTYyasibHbIM MalLlUHaAM

Mpy 06bIYHOM HACTPONKE OKPYXKEHUSA AJ151 ONTUMAasbHON MPON3BOAUTENBHOCTU U
koadduLMeHTa KOHCONMAALMUM BUPTYanbHOW MalUMHbl PEKOMEHAYETCHA UMETb
Crnefylolyo MUWHUMAaNbHYKO annapaTHYl KOH(WUrypauuo Ana rocTeBbiX
BUPTYanbHbIX MaLLMWH:

« VCPU: 2 xvCPU
« 03Y:3lb

4.7. MonHoe wudposaHne gucka

GravityZone MNonHoe wndpoBaHWe ancka No3BoNSET UcNonb3oBaTh BitLocker Ha
KOHeuHbIx Toykax Windows, a Takxe FileVault u ytunuty komaHaHOM CTpPOKU
diskutil Ha koHeYHbIX Toukax macOS yepes Control Center.

YT0o6bl 06ecneuynTb 3alMTy JAaHHbIX, AaHHbIA MoAy/lb MNPOBOAUT MOJIHOE
wudpoBaHme aucKa gt 3arpy3ouyHbiX M He 3arpy)kaemblXx TOMOB Ha
(DMKCUPOBAHHbIX AMCKAxX M XPaHWUT KJIlOYM BOCCTAHOBJIEHUS, HA CJlyyal ecu
nonb3oBaTesib 3a6yaeT Naposib gocTyna.
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Moaynb LLndpoBaHmMs UCNonbayeT cyLLecTBYOLIME annapaTHbIe pecypchl B cpefe
GravityZone.

C TOYKM 3peHust porpaMMHOro obecrneyeHusl, TPe60BaHNUS NMOYTH TaKUe Xe, KaK
ana BitLocker, FileVault n ytunutbl komaHgHon cTtpoku diskutil, a Takxke
60JIbLUMHCTBO OrpaHUYEHMUIN, OTHOCALLMXCS K 9TUM YTUAUTAM.

Jna Windows

GravityZone LUndposaHne nogaepxusaet BitLocker, HaunHan ¢ Bepcun 1.2, Ha
KoMmnbtoTepax ¢ U 6e3 uuna Trusted Platform Module (TPM).

GravityZone nopgepxxuBaeT BitLocker Ha KOHeYHbIX TOYKax CO CleAyHLUMU
onepaLuoHHbIMU CUCTEMAaMMU:

« Windows 10 OBbpasoBaTesibHas

« Windows 10 KopnopatusHas

o Windows 10 lNpo

« Windows 8.1 KopnopaTtnsHas

. Windows 8.1 lNpo

« Windows 8 KopriopaTusHas

« Windows 8 NMpo

« Windows 7 Ultimate (c TPM)

« Windows 7 KopnopaTtueHas (c TPM)
« Windows Server 2019*

« Windows Server 2016*

« Windows Server 2012 R2*

« Windows Server 2012*

« Windows Server 2008 R2* (c TPM)

* BitLocker He BXOAMUT B 3T OMepaLnoHHble CUCTEMbBI U [OJDKEH YCTaHaBIMBaTbCSA
oTAenbHo. [lononHUTeNbHbIE CBeleHUs 0 pasBepTbiBaHuK BitLocker Ha Windows
Server cMOTpUTe 3TU CTaTbM 6a3bl 3HAHUI, NPeAoCcTaBNeHHbIX Microsoft:

« https://technet.microsoft.com/en-us/itpro/bitlocker-how-to-deploy-on-windows-server
« https://technet.microsoft.com/en-us/library/cc732725(v=ws.10).aspx
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BaxHo
GravityZone He nogaepxuBaeT wndposaHune B Windows 7 n Windows 2008 R2 6e3
TPM.

Moapo6Hbie TpeboBaHUA K BitLocker cM. B cTaTbe 6a3bl 3HaHUI, NpegoCTaB/IEHHON
Microsoft: https://technet.microsoft.com/en-us/library/cc766200(v=ws.10).aspx

Ha OC Mac

GravityZone nogaepxwusaeT FileVault u diskutil Ha koHe4HbIX Toykax macOS co
crnefyowmyMmn onepaunuoHHbIMU CUCTEMAMMU:

. macOS Big Sur (11.0)

. macOS Catalina (10.15)

« macOS Mojave (10.14)

. macOS High Sierra (10.13)
. macOS Sierra (10.12)

. O0S XEIl Capitan (10.11)

4.8. 3awmTa XxpaHunuia
I'Iop,p,ep)KMBaeMble XpaHunuuia n d)a|7|n—o6meHHb|e peweHna:

« ICAP-coBMecTUMble cucTeMbl ceTeBbix xpaHunuw, (NAS) n ceTn xpaHeHus
ZdaHHbIX (SAN) ot Dell®, EMC®, IBM®, Hitachi®, HPE®, Oracle®, U apyrue

« Nutanix® ®annbl 3.x 10 3.6.2
« Citrix® ShareFile

4.9. 3awmTa MOOUNbHbIX YCTPOUCTB

4.9.1. MopaepxxmBaembie NnaTGopmbl

Security for Mobile nogaep>xuBaeT cnegytoLme TUNbl MOGUSIbHBLIX YCTPOUCTB U
onepaumoHHbIX CUCTEM:

. AppleiPhones niPad (i0S 8.1 v BblLwwe)
. CmapTdoHbl 1 nnaHweTtbl Google Android (4.2 v Bbiwe)
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4.9.2. TpeboBaHMSA K NOAKIOYEHUIO

Mo6unbHble yCTpOI;ICTBa AOJDKHbI BKJTOYUTb MO6W'IbHyI'O nepenavy gaHHbIX nnn
coeanHeHune Wi-Fi n umeTb coeanHeHne C KOMMYHUKaLUOHHbIM CepBEPOM.

4.9.3. BcnnbiBatouiee yBejoMiIeHUs

Security for Mobile ncnonbayet push-yBefgomneHusi, 4yto6bl NpeaynpeauTb
MOGUNIbHBIX KJIMEHTOB 06 OGHOBNEHUM MOSIMTUKM W [JOCTYMHbIX 3ajavax.
Push-yBegomMneHus oTnpaBAstoTCA KOMMYHUKALIMOHHBIM CEPBEPOM Yepes CNyX6bl,
npepocTaBfisieMble MPOUM3BOAUTENEM OMEPALMOHHbBIX CUCTEM:

. Cnyx6a Firebase Cloud Messaging (FCM) ansa Android ycTpoicTs. 11 pa6oThbl
FCM Heob6xoanmo criegytoLuee:

— [JonxeH 6bITb ycTaHoBneH Google Play Store.
— YcTpowcTea nop ynpasneHvem Android 4.2 v BblLue.

— Yt06bl Nocnatb push-yBegomnenune, a number of ports gomkeH 6bITb
OTKPBbIT.

. Apple Push Notifications service (APNs) ans yctpoicTs iOS. [lnsi nonyyeHus

6onee NoapodHOM MHPopMaLUK, 06paTUTECh K 3TON CcTaTbe 6a3bl 3HaHWM Apple.

Bbl MOXeTe npoBepuTb NPaBUIILHOCTL PaboTbl push-yBegomneHui B pasgene
Mobile Push Notifications Check ns meHto Configuration > Miscellaneous.

YT06bl Y3HaTb 60bLUE O NpoLEecce yrnpaBsieHUst MOGUIbHBIMU YCTPOWCTBaMM B
GravityZone, noxxanyncrta, CMOTpUTE 3Ty CTaTbio 6a3bl 3HAHUN.

4.9.4. YnpaBneHnue cepTudukatamm i0S

YT06bl HACTPOUTbL MHDPACTPYKTYPY AN yrpaBieHUs MO6UIbHBIMU YCTPONCTBaMM
nog ynpaeneHvem i0S, Bbl [OOMKHbI NpeaocTaBUTb psAA  cepTUPUKATOB
6e30MacHOCTMU.

[nsa nonyyeHns 6onee Nnoapo6HOM uHGopmauum, obpatuTech K «CepTudukatbl»
(p. 105).

4.10. MocTpouTenb 0TYETOB

PonuMocTtponTtensa OTY4eTOB HEO6XOAMMO 3anycKaTb Ha OTAESIbHbIX 3K3eMMisipax
GravityZone Virtual Appliance: Ha nepBomM BUPTYasibHOM YCTPOWUCTBE AOJDKHA 6bITh
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ycTaHoBJfieHa posib basbl [aHHbix MocTpoutens OTYETOB, @ Ha BTOPOM [0JIKHA
6bITb ycTaHOBJIEHa ponb Mpoueccopos MocTponTens OTYETOB.

4.10.1. 06opynoBaHue

[Onsa ponei MocTponTens OTYeTOB TPebyOTCA CreaytoLLMe annapaTHbIe PECYPChbl:

TpebyeMmbiit npoLeccop

BupTyasnbHoOe yCTPOCTBO @mmm

basa gaHHbIX

Mpoueccopsbl 6 6 6 6 6 6
03Y (T6)
. KonnuectBo KOHEYHbIX pabounx cTaHLMIA
BupTyanbHoe ycTpOMCTBO
250 | 1000 | 5000 10000 25000 50000‘
basa gaHHbIX 8 8 8 8 16 16
Mpoueccopsl 8 8 8 8 8 8

CBo6ogHoe MecTo Ha xecTkoMm aucke (I'b)

KonunuyectBo KOoHeYHbIX paﬁoqux CTaHLM

BupTtyanbHoe yCTpOMCTBO mmmm‘

bazalaHHbIX* 15 50 210 400
Mpoueccopsbl ** 50 200 1000 1950 4800 9500

* icnonb3oBaHWe gucka BUpTyasnbHOro yctponctea basbl JaHHbix MNocTpoutens
OTyeTOB NpeAyCMOTPEHO ANA COObITUM, XPaHALLMXCA B TEYEHNE OLHOIO roaa.

** \cnonb3oBaHWe AncKa BUpTYyasibHbIM YCTponcTBoM lMNpoueccopsbl MNocTpouTens
OTuyeToB 0O6ecneunmBaeTcs B cpegHeM no 10 oTyeToB B MecsL, ¢ HabopoMm u3 15
cTOoN6L0B Kaxkabln. BupTyanbHoe ycTponctso lNpoueccopsbl MocTponTtensa OTyeToB
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Tpe6yeT 60Jiblle MecTa, MOCKOJIbKY OHO XpPaHWUT BCe OT4YeTbl, CO34aHHble C
ncnosib3oBaHneM gaHHblx U3 basbl [JaHHbix [MocTpouTtena OTyeToB.

4.10.2. Bepcum Mpogykra GravityZone

HaunHas c GravityZone Bepcum 6.5.5-1, ponm MNocTpounTens OTYeTOB NOCTaBNAAKOTCA
¢ GravityZone Virtual Appliance.

Jo aton Bepcum ponu Moctpoutenss OTYETOB NOCTaBAS/IUCH KakK OTAenbHOe
BUpPTYyanbHoOe YCTPOMCTBO, coBMecTumoe c Bitdefender GravityZone Bepcuu
6.1.27—-537 n 6onee No3gHUMMU.

4.11. KoMMyHMKaLMOHHbIe nopTbl GravityZone

GravityZone - 9To pacnpefiefieHHOe pelleHue, 03HaYaloLLLee, YTO ero KOMMOHEHTbI
B3aMMOAENCTBYIOT APYT C APYroM Yepes NoKasbHYo ceTb Unn MHTepHeT. Kaxabii
KOMMOHEHT UCMOJIb3yeT Ceputo MOPTOB AJIA CBASW C APYrMMU. Bbl OOMKHbI
y6eauTbCs, YTO 3TU MOPThI OTKPbITLI ANA GravityZone.

[ns nonyyexus 6onee nogpo6Hon nHhopmaumm o noptax GravityZone, ob6paTutechb
K 9TOM CTaTbe.
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5. YCTAHOBKA 3ALLUTHI

GravityZone siBnseTcA KNMEHT-CEPBEPHBIM peLleHneM. [ns 3almTbl Ballen cetu
¢ nomouibto Bitdefender, BaM He06X0AMMO YCTaAHOBWUTbL CEpPBEpPHblE POJIU
GravityZone, 3aperucTpupoBaThb Bally JIMLEH3NIO, HAaCTPOUTb YCTaHOBOYHblE
NakeTbl ¥ Pa3BEPHYTb UX C MOMOLLbHO areHTOB 6e30MacHOCTU Ha KOHEYHbIE TOYKM.
HekoTopble ypoBHAM 3amUThl TPE6GYHOT YCTaHOBKM M HACTPOWMKM AOMONHUTESIbHbIX
KOMTMOHEHTOB.

5.1. YcTaHoBKa 1 HacTpoiika GravityZone

YT06bl Y6eAMTbCS, YTO YCTaHOBKa uaeT 6e3 npob6nem, BbINONHUTE criegyoume
nencrTeus;

1. lMoproTtoBKa K yCTaHOBKeE

2. YcTaHoBKa M HacTporka GravityZone

3. Moakntountechb Kk Control Center n HacTponTe NEPBYIO yYETHYHO 3anMUCh
4

HacTpolika napameTpos Control Center

5.1.1. TlogroToBKa K ycTaHOBKe

[ns MHcTannsunmM BaM Heobxoaum obpas BUpTyasnbHoro yctpoicTtea GravityZone.
Mocne pasBepTbiBaHUS M HACTPOWKWU ycTponcTBa GravityZone, Bbl MoXeTe
yOaneHHO YCTaHOBUTb KJIMEHT WM CcKayaTb He06X0AMMble NakeTbl YCTaHOBKU
[AN151 BCEX KOMMOHEHTOB ClyXK6 6e3onacHocTu Yepes Be6-uHTepdeic Control Center.

O6pas ycTpowcTBa GravityZone fOCTYMHO B HECKOJIbKUX Pa3fiMYHbIX hopmaTax,
COBMECTUMbIX C OCHOBHbIMM MnaThopMamMu BUpTyanusaummu. Bol MoXeTe nonyunTb
CCbIJIKM ANA 3arpy3ku Tpuana, nponasi permcTpauuio Ha cavte Bitdefender.

onsa YCTaHOBKU U nepBOHaqaanon HaCTpOl‘/‘IKVI, Bbl AOJDKHbI UMETb cneayrouiee:

« DNS-umeHa nnu dukcupoBaHHble IP-agpeca (cTaTudeckass HacTporka uiu
pesepeupoBaHue DHCP) gns yctpoiicTs GravityZone

« Wmsanonb3oBatensaun napoJjib agMUHUCTpPaTOopa AOMEHa

« Toppo6Hyto nHdopmaumio o vCenter Server, vShield Manager, XenServer (umMs
xocta wnu IP-agpec, nopT cBSI3W, MMSA Mofb3oBaTeNns W Naposb
aJMUHUCTpaTopa)
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« JIMueHanoHHble KNoun (MpoBepbTe TPUaNbHYK PErUCTPaLMIoO UK MoYTY, C

KOTOpOW NpoucxoAmna nokyrnka)

. HacTpoiiku cepBepa ncxopasiuei NoyThbl

. Ecnu Heo6xoamMMo, napaMeTpbl NpoKcKU-cepBepa

« CepTudukaTbl 6€30MNacCHOCTH

5.1.2. YctaHoBka GravityZone

GravityZone cCOCTOMT M3 OAHOIO WM HECKOJSIbKUX YCTPOWCTB, BbIMOJIHSOLMX
cepBepHble ponu. KoNMyecTBO YCTPOMCTB 3aBUCUT OT PasfiMuHbIX KpUTEPUEB,
TaKuUX Kak pasMmep ¥ TONosnorus Batlen cetu unu gyHkumm GravityZone, Kotopble
Bbl 6yaeTe ucnonb3oBaThb. CepBepHble ponu AenATcsa Ha Tpu Tuna: 6a3oBble,

BCroMoraTesibHble U HeobsA3aTeNbHbIe.

BaxxHo

BcnomoraTenbHble u Heo6s13aTesbHblEe POJIN AOCTYNHbI TOJIbKO AJ1A onpeaeneHHbIX

pelueHuit GravityZone.

CepBep 6a3bl fAaHHbIX  basoBble
Update Server (HeoGxoaMMbIe)
Be6-koHconb

KOMMYHMKaLNOHHbIN
CepBep

basa gaHHbIX BcrnomoraTenbHble
MocTponTensa oT4yeToB

Mpoueccopbl co3aaHus
oTuYeTOB

Security Server Heobsi3aTenbHble

YcTaHoBKa 3aluThbl

XoTA 6bl 0AVH 3K3EMMJIAP KaXKaoW
ponu.

YcTponctBo GravityZone Moxet
BbIMOJIHATb OfHY, HECKOMNbKO MIIX
BCe JlaHHble ponu.

OZIHO YyCTPOMCTBO Ha KaXKAyHo poJib

PekomeHayeTcsa ans Masnbix ceTen
wnM Aans  cetem C  HU3SKMMU
pecypcamu. B papyrom cnyuvae,
yCTaHOBUTE OTAENbHbIN OT Control
CenterSecurity  Server, nocne
ycneLwHon yctaHoBKu GravityZone.
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B 3aBucuMmocTM OT TOro, Kak Bbl pacrnpegenute ponu GravityZone, Hy>XHO
YyCTaHOBUTb OHO UNM 60nee ycTpoicTB GravityZone (MUHUMYM TpU YCTPOUCTBA
Ans ucnonb3oBaHus MocTpoutensa OT4yeToB). [epBoit JoKHa 6bITb yCTaHOBIEHA
basa gaHHbIX.

B CcueHapun C HECKOJIbKUMU yCTpOVICTBaMM GravityZone, Bbl 6yp,eTe yCTaHaBMBaTb
pPoOJib CepBepa 6asbl OaHHbIX Ha NepBoOM yCTpOVICTBe M HaCTpamBaTb BCe gpyrue
YCTpOVICTBa Ha NOAKNKYEHUE K CyleCTBYOLWEMY 3K3eMMNApy 6a3bl AaHHbIX.

Bbl MOXeTe yCTaHOBWUTb HECKOJIbKO 3K3eMMspoB posielt basbl faHHbIX,
Be6-KOHCOIM 1 KOMMYHMKaLMOHHOMO cepBepa. B gaHHOM criyyae, BaM NoHafo6uMTCS
Ha6op Pennuk (Replica Set) ansa basbl AaHHbIX 1 BanaHCUPOBLUVK HArpy3Ku ans
Be6-KoHCONMM 1 KOMMYHUKALMOHHOMO cepBepa Ha ycTponcTBax GravityZone.

PekomeHpyeTcs ycTaHaBnMBaTh ponu MNocTtpouTens OTYeTOB Nocne YCTaHOBKM
GravityZone, a UMeHHO: yCcTaHOBKM 6a30BbIx ponen GravityZone, HacTpoiku Control
Center, o6HoBneHNs GravityZone 1 yCTaHOBKM 3aLLUMUTbI Ha KOHEYHbIe TOUKK. Takxke,
CHavana Heob6xoAMMO YCTaHOBUTb ponib 6a3bl gaHHbix Report Builder, a 3atem
ponb npoueccopos Report Builder. JJononHuTenbHble CBeAEHUS CM. B paspene
«YcTaHoBKa KoHcTpyKTopa oT4yeToB» (p. 190).

[ina ycTaHOBKM M HacTpoWku GravityZone:

1. 3arpysute o6pa3 BupTyanbHoOro ycTtponcTeBa GravityZone c Beb6-calTa
Bitdefender (ccbinku npuBeaeHbl NpU perucTpaunm Tpuana wim B NMcbMe o
MOKYTKE).

2. WMnopTupynte o06pa3 BuMpTyaJlbHOro ycTpouctBa GravityZone B Bally
BUPTYasibHYIO cpegy.

3. Bkntouute ycTpomncTso.

4. W3 Balero UHCTPYMeEHTapUs ynpaBneHUs BUpTyanuaaumen, noayymTe 4OCTyn
K UHTepdency KoHconm ycTponcTea GravityZone.

5. 3apaiiTe Nnaposb A5 BCTPOEHHOMN YYETHOM 3anMcy agMUHUCTpaTopa bdadmin.
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You need to change your password!?
Enter new UNIX password: _

HTepdeinc KOHCoNM yCTPoiCcTBa: BBeMTE HOBbIW Naposib

6. BoiauTe C NOMOLLbIO 3aAaHHOr0 Napons.

Bitdefender GravityZone Uirtual Appliance

Please login
Password for bdadmin user:

l

NHTepdenc KoHCoNM yCcTpoicTBa: BXO,

Bbl nonyunTe ocTyn K MHTepdency KoHpurypawmm ycTpomucTBa.
Ncnonb3ynTe KnaBumLLM CO CTPENIKaMu U KNaBuLlly Tab A1 HaBUraLum o MeHro
n onumsamM. Haxxmute Enter ans Bbibopa onpeneneHHbIX Onuui.
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Bitdefender GravityZone Virtual Appliance

Appliance Dptions

onf igure Hostname Settings

g Conf igure Netuwork Settings
3 Configure Proxy Settings
4 Automatic Installation

5 Advanced Settings

6 Configure Language

NHTepdenc KoHCoNM yCTpoicTBa: raBHOE MeHHO

7. Ecnn BaM Heo6X0AMMO MW3MEHUTb $13blK UHTepdenca, BbIGEpUTE MEHHD
HacTtpoiika s3bika. 3a noapo6Hon nHhopMaumeit 0 HaCTPONKe, NepenanTte K
«HacTpoiika a3bika» (p. 73).

8. HacTtpownTte napameTpbl UMEHM XOCTa.

9. HacTpoWka ceTeBbIX MapaMeTpoB.

10. HacTpoiiTe napameTpbl npokcu-cepeepa. (eCnim 3To Heo6Xo0ANMO)
11. YcTtaHoBuTe ponu GravityZone. [loCTynHbI ABE ONUUK:

. ABTOMaTMyeckass ycTaHOBKa. BbibepuTe [aHHbIA BapuaHT, eciv Bam
Heo6X04MMO YCTAaHOBUTb OAHO YCTPOMCTBO GravityZone B Ballen CETU.

o [onosHUTeNbHble HAcTpoWKW. Bbi6epuTe AaHHbIN BapuWaHT, ecnv Bam
Heo6XoauMO  ycTaHoBWUTb  GravityZone BpydyHylO uWAM  cosfaTb
pacnpefenieHHY0 apXUTeKTypy.

MNMocne pa3BepTbiBaHWA M HacTpoek GravityZone, Bbl MOXeTe B nto6oe Bpems
penakTUpoBaTb HACTPOMKM YCTPOWCTBA C MOMOLLBIO  KOH(UrypauuoHHOro
uHTepdenca. Onsa nonydyeHusa 6onee noapobHon MHbOpMaLMKM, Kacatouiencs
KoHburypauum yctpoicta GravityZone, o6paTutech K «YrpaBfieHne yCTpoUCTBOM
GravityZone» (p. 112).
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HacTpoiika napamMeTpoB UMeHU XOCTa

Ceasb c ponsimu GravityZone ocyuwecTtBnsieTcs no IP-agpecy unu DNS-umeHu
YCTPOWCTBA, Ha KOTOPbIX OHM YCTaHOBMEHbl. 10 yMONYaHMKO KOMMOHEHTbI
GravityZone cBsasbiBatoTcs no IP-agpecam. Ecnu Bbl X0oTUTe 06ecneynTb CBA3b
yepes nmeHa DNS, Heobxogmnmo HacTpouTb DNS-umeHa yctponcts GravityZone
N y6eauTbCs, YTO OHM KOPPEKTHO paspewatotca B |P-agpeca, HasHayeHHble
YyCTPOMCTBaM.

TpeboBaHuUA K CUCTEME:
o HacTtpownka DNS-3anucu Ha cepeepe DNS.

« DNS-uma pomKHO KOppeKTHO paspewartbcsi B |P-agpec, HasHaueHHbIW
ycTponcTty. Takum o06pasoMm, Bbl [AOMKHbI Y6eAUTbCSs, YTO YCTPOMCTBO
HaCTPOEHO Ha KOppeKTHbIN IP-appec.

YT06bI 3aaTh HACTPOWKM UMEHU XOCTA:
1. Bbi6epuTe 13 rnaBHoro MeHto Configure Hostname Settings.

2. BBeauTe MMsa XocTa yCTPOWCTBA M UMS AOMeHa clyX6bl kaTtanoroe (Active
Directory, B criyyae He06X0AUMOCTH).

3. Haxmute OK, 4T06bI COXPAaHUTb UBMEHEHUS.

HacTpoiika ceTeBbIX NapaMeTpoB

Bbl MOXXeTe HaCTpOUTb YCTPOMCTBO Ha aBTOMAaTMYECKOEe MOJIlyYeHNE CeTeBbIX
napameTpoB oT cepBepa DHCP wnu Bbl6paTb HACTPOMKU MapamMeTpoB CeTU
BpYy4Hyto. Ecnu Bbl BbibepuTe ucnonbsoBaHve DHCP, Bbl f0MKHbI HACTPOUTb
DHCP-cepBep, 4T06bI 3ape3epBUpOBaTb A4J181 YCTPOMCTBA onpeaeneHHbIn IP-agpec.

1. BbibepuTe U3 rnaeHoro meHto Configure Network Settings.
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Bitdefender GravityZone Virtual Appliance

fAppliance Options

Conf igure Hostname Settings
Conf igure Proxy Settings
Automatic Installation
Advanced Settings

Conf igure Language

NHTepdenc KoHconm yCcTponcTBa: HaCTpoMKa CeTeBbIX NapamMeTpoB

2. Bbibepute ceTeBoM MHTEpdeNc.
3. Bbibepute cnoco6 HaCTPONKMU:

. HacTtpoiika napameTpoB ceTu BpyuHylo. Bbl fomkHbl ykasaTb IP-agpec,
Macky ceTn, agpec wio3sa n DNS-cepsepa.

. ABTOMaTU4YecKoe ToOJlyYeHUe CceTeBblX HACTPOeK OT cepBepa
DHCP. Ucnonb3ynTe 3Ty onuyuto ToNbKO ecnn Bbl HacTpounu DHCP-cepBep
Ha pe3epBupoOBaHue onpegeneHHoro IP-agpeca ans yctponcrea.
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Bitdefender GravityZone Virtual Appliance

etho
Network Configuration for etho

onf igure network settings manuall
g g L]
%

Obtain network settings awtomatically via DHCP
3 Shouw IP information
4 Shouw link status

< Back >

NHTepdeinc KoHconm ycTponcTBa: HaCTporiKa CeTu

4. Bbl MOXeTe NpoBepuTb AeTanun Tekywen IP-koHbuUrypauum nnm coctosiHus
CcoeaMHeHUs, BbIbpaB COOTBETCTBYHOLLME OMNLUN.

HacTpoiika napameTpoB NpoKcu-cepBepa

Ecnv  ycTpPOMNCTBO [AOMKHO 6biThb MOAK/OYEHO K ceTu WMHTepHeT 4epes
NpoKcu-cepeep, Bbl AOMKHbI HACTPOUTL NapaMeTpbl MPOKCU cepBepa.

1. BbibepuTe U3 rnaBHoro meHto Configure Proxy Settings.

2. Bbi6epuTe MokasaTb MHGHOPMALMIO O MPOKCH YTO6bI MPOBEPUTD, BKITKOUYEHO SN
NPOKCU-COEANHEHME.

3. Bbi6epute OK anst Bo3BpaTa Ha NpeablayLwuii 3KpaH.

CHoBa Bbl6epnTe HacTpouTb NnapaMeTpbl NPOKCU-CepBepa.
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Bitdefender GravityZone Virtual Appliance

Conf igure Proxy Settings
Proxy Configuration

1 Show proxy information

| BConf igure proxy settings|

¢ Back >

MHTepdeitc KOHCONM YCTPOIMCTBA: HAaCcTpoiika NapaMeTpoB NPoKCK-cepBepa

5. BBepuTe agpec Nnpokcu-cepeepa. Micnonb3ynTe cnegyrowmi CUHTaKCUC:
. Ecnu npokcu-cepsep He TpebyeT aBTOpU3aLmK:
http(s) ://<IP/hostname>:<port>
. Ecnu npokcu-cepsep TpebyeT aBTOpU3aLuo:

http (s) : //<username>:<password>@<IP/hostname>:<port>

6. Haxmute OK, 4TO6bI COXPaHUTb UBMEHEHUSI.

ABTOMaTHYecKas yCcTaHOBKa

Bo Bpems aBTOMaTU4eCKOM YCTaHOBKM BCe 6a30Bble POnN yCTaHaB/IMBAKOTCA Ha
OQHO M TOXe YCTpPOWCTBO. [lna pacrnpefeneHHoW ycTaHOBKM GravityZone,
nepenauTe K «[lononHuTensHble HacTponku» (p. 71).

BaxHo

ABTOMaTMyecKasi YCTaHOBKa TaKXe pasBepHeT Security Server, BCTPOEHHbIN B
ycTponcTso GravityZone. ns undopmarmm o Security Server, obpaTutech K pasgeny
«ApxuTekTypa GravityZone» (p. 11).

Onuma aBTOMaTM4YeCKOW YCTAHOBKW AOCTYMHa TOJNIbKO Mpu MepBOHavyanbHOW
HacTpoiike GravityZone.

YT106bI aBTOMATUYECKU YCTAHOBUTb ponu:
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1. W3 rnaBHoro MeHto Bbibepute Automatic Installation.

2. lMpounTtante u npumute JIMLEH3NOHHOE COrJlalleHne C KOHEYHbIM
nonb3oBaTtenem (EULA), 4To6bl IPOAOMKUTD.

3. I'Iop,TBepp,MTe yCTaHaBIMBaeMble POJIn.
YcTaHoBUTE naposb OT basbl AaHHbIX.

Maponb MOXeT copepxXaTtb Nobyto KoM6uHaumto ASCII-CMMBOIOB M [0MKEH
COCTOAITb OT 6 A0 32 CUMBONOB B AJIMHY, BK/HOYATb MO MeHbLUEN Mepe OfHY
undpy, ofHy 3arnaBHyO OyKBY, OAHY OYKBY HWXXHEro peructpa v OfMWH
cneynanbHbIi CUMBOJI.

Bitdefender GravityZone Uirtual Appliance

Conf igure DB Password
The password can contain any combination of ASCII characters
and must be 6 to 32 characters in length, including at least
one digit, one uppercase, one lowercase and one special

character.
Neu DB Passuword
Retype DB Passuword

<Cancel>

HTepdeinc KOHCoNM yCTPOMCTBA: HACTPOIKa Napons 6a3bl AaHHbIX

5. [oxanTecb 3aBepLUeHUA npoLecca yCTaHOBKW.

JlononHuTeNbHbIE HACTPONKK

Mcnonb3ynTe 3Ty ONuumto A8 yCTaHOBKM TOJIbKO YacTu Unu Beex poner GravityZone
Mo OTAENbHOCTM AJIst pacluMpeHust MHPpacTpykTypbl GravityZone. Bbl MoxeTe
YCTaHOBMWTb POJIY HA OQHO MM HECKOJIbKO YCTPOMCTB. [JaHHbIN MeTo YCTaHOBKM
TpebyeTcs Ansi BO3SMOXHOCTU MPOMEXYTOYHbIX OGHOBNIEHUI, AN paclUMpPeHUst
GravityZone B 60/bLUMX CETAX C pacnpefeneHHbIM BapuMaHTOM YCTaHOBKM
GravityZone n gnsi o6ecneyeHnsi BbICOKOM 0TKa30yCTOMUMBOCTM Cnyx6 GravityZone.

YT06bI YCTAHOBUTb POJIN MO OTAEJIbHOCTU:

1. U3 rnaBHoro meHto Bbibepute Advanced Settings.
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Bitdefender GravityZone Virtual Appliance

Appliance DOptions

Conf igure Hostname Settings
Conf igure Network Settings
Conf igure Proxy Settings
Automatic Installation

Advanced Settings

Conf igure Language

NHTepdenc KOHCoNU yCTPONCTBA: YCTaHOBKA poneit

2. Bbibepute Install/Uninstall Roles, yTo6bl ycTaHOBUTbL YCTPOWNCTBO B cpeae
GravityZone c oHUM cepBepoM 6a3 AaHHbIX.

MpumeyaHmne

[pyrvne BapuaHTbl npepHasHayeHbl pAJ1I8  paclMpeHns pas3BepTbiBaHUSA
GravityZone o pacnpegeneHHon apxuTeKTypbl. [1nsi nonyyeHus 6onee nogpo6HON
nHdbopmauumm, obpatuTech K «[oAKNHOUNTECH K CYLLECTBYOLLEN 6a3e AaHHbIX»
(p. 123) unn «MopkntounTech K cyliecTBylowWen 6a3e faHHbIX (besonacHbii
VPN-knactep)» (p. 125)

3. Bbibepute Add or remove roles. [1oABUTCS OKHO NOATBEPXKAEHMS.

4. HaxmuTe Enter AA NPOSO/DKEHUSA.

5. HaxmuTe knaBuw IIpo6es U 3aTeM KnaBuwy Enter, YTO6bl yCTAHOBUTb POJib
Basbl AaHHbIX. Bbl A0MKHbI NOATBEPAMTL CBOM BbI6OP, HAXKaB Enter CHOBA.

6. 3apanTe naponb basbl AaHHbIX.

Maponb MOXeT copepxXaTtb Nobyto KoM6uHaumo ASCII-CMMBOIOB M [OMKEH
COCTOATb OT 6 A0 32 CMMBOJIOB B AJIMHY, BKJIOYaTb MO MEHbLUEN Mepe OfHY
undpy, ofHy 3arnaBHyO OyKBY, OfAHY OYKBY HWXXHEro perucrpa v OAMH
cneuunanbHblil CUMBOJI.

7. HaxkxmuTe Enter n poxautecb 3aBepLlleHna yCTaHOBKMW.
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8. YcTaHOBMTe OCTasbHble PO, BbiI6paB NyHKT Jl06aBUTb WM yAANNTb POSIN 13
MeHIo YcTaHoBKa/Y aaneHune Poneit 1 3aTeM Bbi6paB ycTaHaBIMBaeMble POSIN.

a. Bblbepute [lo6aBUTb UNKM yaanuTb ponu M3 MeH0 YcTaHoBKa/YganeHue
Ponei.

b. MpouTtute JlMueHanmoHHoe CornaweHne ¢ KoHeuHbiM [lonb3oBaTenem.
HaxXmMuTe Enter, YTo6bl NPUHATL U MPOLOIIKUTD.

Mpumeyanune
970 noTpebyeTca TOJIbLKO OAMH pas nocsie yCTaHOBKK ba3bl faHHbIX.

c. Bbibepute ycTaHaBnuBaeMble posiv. HaXmuTe KnaBuwy Space, YTO6bI
BbI6paThb PoJib U Enter, YTO6bI MPOAOSIKUTD.

d. HaxmMuTeEnter onanoaTeepXaeHna n 4oXxXKanteCcb OKOH4YaHNA YCTaHOBKN.

@ Mpumeyanue

Kamp,aﬂ poJib 06bIYHO yCTaHaBnMBaeTCA B Te4eHNe HECKOJIbKUX MUHYT. Bo BpemMa
YCTaHOBKM, HeO6XO,E|,MMbIe Cbaﬁﬂbl 3arpyxarTca us MHTepHeT. Cnep,OBaTeano,
yCTaHOBKa 3aHMMaeT 60blle BpPeMeHH, ecnu MHTepHET-COGAMHeHMe MeaneHHoe.
Ecnu ycTaHoBKa 3aBUCa, pa3BepHUTE YCTPOMCTBO 3aHOBO.

HacTpouka si3bika

MepBoHaYanbHO MHTEpdeNnc HaCTPONKM YCTPOUCTBA NpeAcTaBeH Ha aHIMACKOM
A3blKe.

YT106bI U3MEHUTB A3bIK NHTEpdeiica:
1. BbibepuTe Configure Language 13 rnaBHOro MeHto.

2. Bbi6epuTte A3bIK U3 AOCTYMHbIX BApUaHTOB. [0ABUTCS OKHO NOATBEPXXAEHUS.

MpumeyaHmne
Bbl LOMKHbI MPOKPYTUTb BHWU3, YTOObI HAWTU CBON A3bIK.

3. HaxmwnTte OK, 4uTO6bI COXPAHUTb U3MEHEHMUS.
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5.1.3. HauanbHas HacTpoika Control Center

Mocne pa3BepTbiBaHWSA M HAacTPoIKK GravityZone, He06X0AUMO MONYYUTb JOCTYN
K Be6-uHTepdeiicy Control Center M HAaCTPOUTB YUETHYHO 3anNncCb agMUHUCTpaTopa
KOMMaHuu.

1.

B agpecHolt cTpoke Be6-6paysepa BeeauTe IP-agpec mnn DNS-umsa xocta
Control Center (ucrnonb3ays npedukc https: / /). osBUTCA MacTep HACTPONKW.

MpefocTaBbTe JIMLEH3MOHHbIE KJIOYM, Heo6XxoauMble ANA  MPOBEPKM
npuobpeTeHHbIX cnyx6 6Ge3onacHocTu GravityZone. Bbl Takke MoXeTe
npefocTaBUTL NGOV UMERLMIACS Y Bac KITHOY AonosiHeHus GravityZone.

MpoBepbTe NPOGHYIO PErUCTPALLMIO UK SNEKTPOHHYHO MOYTY NOKYMKU, YTOObI
HaNTU KIHOUU JIMLLEH3UN.

a. HaxmuTte kHonky @ [lo6aBUTb B BepxHeln YacTu Tabnuubl. [osIBUTCS OKHO
HacTpoex.

b. Bbl6epute cnoco6 pernctpaumu amueHsumn (oH-nanH unu obd-nain).

c. BeeauTe nuueH3noOHHbIN Koy B nose License key. [ins peructpaumu B
odd-naiiH pexxume, Bbl AOMKHbI TaKXXe NPefoCTaBUTb PErMCTPaLMOHHbIN
Koa.

d. NMogoXauTe noka NULIEH3MOHHbIN KoY npoBepsieTca. Haxmute Add ana
3aBepLUeHus.

JINLIEH3NOHHBIN K04 NOABUTCA B Tabnuue nuueHsuid. Bbl Takke MoxeTte
NPOCMOTPeTb CNy)K6y 6e30MacHOCTM, CTaTyC, CPOK AEUCTBUSA U TeKyllee
UCMOJIb30BaHUe A KaXXAoro JIMLEH3MOHHOIO KJlloYa B COOTBETCTBYHOLLMX
cTon6uax.

Mpumeyanme

« BoBpemsa HauyanbHON HaCTPOMKM AOIHKEH 6bITb NpeAoCTaBseH X0Ts 6bl OAUH
OENCTBYIOLWMNA  JIMUEH3UOHHbBIA  K/OY, 4YTOObl HavyaTb WCMNONb30BaTb
GravityZone. [Mo3)e Bbl MOXeTe f,06aBUTb LOMNOSHUTENbHbIE KIHOYM IMLLEH3UN
WM UBMEHUTD CYLLLECTBYHOLLME.

. Hap,CTpOVIKVI MOXHO UCNoNIb30BaTb A0 TeX NOp, NOKa npepoctaBndeTca
nencTeutenbHas 6a3oBas nvueHsus. B NPOTUBHOM Cy4yae Bbl 6yp,eTe BNAETb
d)YHKLlI/IVI, HO HE CMOXXeTe UX UCnosib3oBaThb.
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Product Registration

English

Enter License Keys

Key Service Expiry Date

MepBoHavyanbHas HacTpoliKa - NpefoCTaBNeHNE NIULEH3UOHHOIO KIHoYa

3. Ona npopomkeHusa Haxmute Next.

4. 3anonHute MHGOpPMaLUIO 0 BaLLEN KOMMAHUM, TaKYH KaK Ha3BaHWE KOMMaHUu,
agpec u TenedoH.

5. Bbl MOXeTe NU3MeHUTb NoroTun, oTtobpaxaembliin B Control Center, a Takxe B
oTyeTax BaLlen KOMMaHWUM 1 YBEAOMJIEHUSX MO SNIEKTPOHHOW NOYTE ClieayHoLwuM
06pasoM:

. Haxmunte Change, 4T06bl HaMTu M306pakeHWe NOroTMNa Ha BalleM
KoMnbtoTepe. DopmaT darnna nsobpaxkeHnss fosKeH 6bITb .pNg UK .jpg, a
pasmMep nsobpaxeHns gomkeH 6b1Tb 200x30 nukcenen.

« Haxmute Default, yTo6bl yaanuTb M306paxkeHne U COPOCUTL €ro Ha
nsobpaxkxeHue, npegocTasneHHoe Bitdefender.

6. YKakuTe He06x0AMMble AaHHble AJ1s1 y4eTHOM 3anMcu aMUHUCTPaTopa BaLlen
KOMMaHUW: MS Nonb30BaTess, apec 3/IeKTPOHHOM MOYTbI U Naposb. [Maponb
[OJKEH cofepkaTb, MO KpalHen Mepe, 0ANH CUMBOJT BEPXHErO perncTpa, no
KpavHen Mepe, OfHY CTPOYHYLO BYKBY M, MO KpanHen Mepe, oaHy uudpy mim
creunanbHbIl CUMBOJI.
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Product Registration

English

Enter Company Details

Company Name

Address:

Phone

Logo

pX, and
to bein png or

nes
. m e

Enter Company Administrator Account Details

Usemame
Email

Full Name
Password

Confirm password

MepBoHavyanbHas HacTpolika - MapameTpbl Ballei y4eTHON 3anucu

7. Haxmute Create account.

YyeTHast 3an1cb afMUHUCTPATOPa KOMMaHWK 6yeT co3faHa U Bbl aBTOMaTUYECKU
BoOMeTe C HOBOM yyeTHoM 3anucbto B Control Center Bitdefender.

5.1.4. Hactpoika napametpoB Control Center

Mocne nepBOHaqaanon HaCTpOIZKM, BaM HEO6XOAI/IMO HaCTpOUTb MNMapaMeTpbl
Control Center. Kak AOMUHUCTPATOP KOMNaHUK, Bbl MOXKETE cAenaTb cneayroulee:

« HacTpouTb nouTy, NpoKCK-CEPBEP U ApYrue o6LLMe HACTPONKM.

« 3anycTuTb WK 3arnylaHUpoBaTb CO3[aHue pe3epBHOM Konuu 6a3sbl AaHHbIX
Control Center.

« HactpouTb uHTerpaumto cny6bl katanoros (Active Directory) c UHCTpyMeHTaMu
ynpaeneHus BupTyanusauueii (vCenter Server, XenServer).

o YcTaHOBUTbL cepTUdUKaTbl 6€30NaCHOCTMW.
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Bitdefender

GravityZone Welcome, Admin v

Dashboard Mail Server  Proxy  Miscelaneous  Backup  Active Directory  Virtualization  Certificates

Network

Mail Server Settings
Packages

Tasks Mail server (SMTP): * mai.comp.com

Policies port - 2

Assignation Rules
Encryption type: None
Reports

Quarantine From email. * noreply@comp.com

Accounts
Use authentication
User Activity

Configuration Username:

Update Password

License

HacTtpovku noutoBoro cepeepa

MoyToBbIN CepBep

Control Center TpebyeT BHELLHEro NOYTOBOro cepBepa ANs 0TNPaBKW COOBLLLEHWNI
9NIEKTPOHHOM MOYTHI.

Mpumeyanmne
PeKOMEHP,yeTCﬂ Cc034aTb OTAEJIbHYHO YHETHYHO 3annChb 3ﬂeKTp0HHOI7I no4Thbl, KOTOpas
6yneT ucnonb3oBaTtbesa Control Center.

YT06bI paspewnTb Control Center oTNpaBNAATb 3/IEKTPOHHYIO NOYTY:

1. Mepengute Kk cTpaHuue Configuration.

2. Bbibepute Bknagky Mail Server.

3. Bbibepute Mail Server Settings 1 HacTponTe HeO6XOAUMbIE NApaMeTpbI:

« MouToenbiii cepeep (SMTP). BBeauTe IP-agpec nim uMmsi Nno4TOBOro cepBepa,
KOTOPbIN 6yAeT OTNPaBnATb 3/IEKTPOHHbIE MMCbMa.

. I'IopT. Beeaute nopT, VICI'IOJ'Ib3y€MbII)‘I AJ14 CBA3U C NMOYTOBbIM CepBEPOM.

o Tun wudpoBaHua. Ecnu noutoBbi cepBep TpebyeT WMHPOBAHHOIO
COeAVHEHUS, BbIGepUTE COOTBETCTBYIOLWMI TUN M3 MeHIo (SSL, TLS nnn
STARTTLS).

. Appec aneKTpoHHoW mouTbl otnpaBuTtens (mone "OT"/"From”). Beegute
afipec 3NeKTPOHHON MOYTbI, KOTOPbIA Bbl XOTUTE, YTO6bI MOSIBIISICA B NoJie
"OT" (From - agpec a/1IeKTPOHHOMN NOYTbI OTNPABUTENS).
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. Wcnonb3oBaHue npoBepKM NOASMHHOCTU. Bbibepute aTy onuuio, ecnu
MoYTOBbLIN cepBep TpebyeT NPOBEPKM NOAMHHOCTM. Bbl AO/MKHBI YKasaTb
LeNcTBUTENbHOE UMS MONb30BaTeNs/afipec 3NeKTPOHHOW MOYTbI U Naposib.

4. Haxmute CoxXpaHUTb.

Control Center aBTOMaTU4eCKU NPOBEPSIET HACTPONKU NEKTPOHHOM NOYTbI, KOoraa
Bbl WX coxpaHsieTe. Ecnu npeacTaBneHHble napaMeTpbl He MOryT O6biTb
NoATBEPXAEHbI, COObLLEHME 06 ownbke MHGMOPMUPYET Bac O HEMpaBUSIbHON
HacTpoWke. U3MeHUTe HaCTPOMKM U MONPOBYHATE CHOBA.

Mpokcu-cepsep

Ecnv Bawa komMnaHusa nogknoyeHa K IHTepHeT Yyepes npoKcu-cepeep, Heo6XoaAMMO
HacTpouTb NapameTpbl MPOKCU-cepBepa:

1. Mepengute k cTpanuue Configuration.

2. Bbibepute Bknaaky Proxy.

3. Bbibepute Use Proxy Settings u HacTponTe Heo6xoANMble NapaMeTpbl:
« Address - BBeanTte IP-agpec npokcu-cepeepa.
. Port-BBEguTE NOpT, ANA NOAKIHOYEHUS K NPOKCU-CEPBEPY.

. [MMonb3oBaTtenb — BBeAMTe MMS MONb30OBaTeNs, pPacrno3HaBaeMoro
MPOKCU-CEPBEPOM.

. I'Iaponb — BBeguTe }leﬁCTBy}OU.LMVI napoJib YKa3aHHOro paHee noJjib3oBaTesid.

4. Haxmute COXpaHUTb.

PasHoe

Ha ctpaHuue Configuration, Ha Bknagke > Miscellaneous Bbl MoXeTe HaCTpPOUTb
cneayouiye o6uive napamMeTpbi:

. Korpa HeobxoauM HepocTynHbiW obpa3 Security Server. B ycTponcTtse
GravityZone no yMon4yaHuto He 0To6paxatoTcsl 06pasbl BUPTyasibHOW MaLUMHbI
Security Server. Ecnu agMuHUcTpaTOp NonbiTaeTcs 3arpyautb o6pas Security
Server unu BbIMOJNIHUTL 3ajayy YyCTaHOBKM Security Server, nercTBue 6yaet
npepBaHo. Bbl MOXeTe HacTpoUTb aBTOMATUYECKOe AeNCTBUe AN Takon
CUTyauum, BbIGpaB OfMH U3 CIieAyHOLLMX BapyaHTOB:

— 3arpy3uTtb 06pa3s aBTOMaTUUYECKH
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- MpepynpeanTe agMUHUCTPATOPA U He BbINOMHANTE 3arpy3Ky

Mpumeyanue

YT106bI He co3paBaTb NOMeX paboTe afMUHUCTPATOPA, Bbl MOXETE BPYUHYLO
3arpyautb HeobxouMble NakeTbl Security Server co cTpaHuLbl O6HOBNEHMe B
O6HOBNeHMe npogykTa . [ns nosyyeHusi 6onee noapo6HoW UHbopMaLmm,
obpaTuTech K «3arpyska 06HoBNEHNUN NpoayKToB» (p. 202).

Ecnu Heo6X0auMM HeAOCTYMHbIA KOMMIEKT . Bbl MoXxeTe HacTpouTb
aBTOMAaTUYECKOE AeNCTBUE 4SS TaKOWM CUTYyaLmMK, BbIGPaB OAMH M3 CleayroLmx
BapMaHTOB:

— ABTOMaTHuecKas 3arpyska nakeTtos
— MpepynpeguTe agMMHUCTPATOPA U He BbINOJIHAWTE 3arpy3Ky

MNapannenbHoe pasBepTbiBaHMe. AAMUHUCTPATOPbl MOrFYT yAaneHHO
pa3BepTbiBaTb KOMMOHEHTbI 6€30MacHOCTH, 3anyCTUB 3aaumn No yCTaHOBKe.
Mcnonb3ayitTe aTy oOMUMIO, 4YTO6bl YyKasaTb MaKCUMalbHOE KOSIMYeCTBO
0/[lHOBpEMEHHbIX NPOLIECCOB pa3BepThiBaHUA, KOTOPbIE MOTYT 6bIThb BbIMOJHEHbI
0JIHOBPEMEHHO.

Hanpumep, ecnm MakcuMmanbHOe KOJIMYECTBO OAHOBPEMEHHbIX MpoLeccoB
pasBepTbiBaHUA ycTaHoBMeHo Ha 10, a 3agaya yaaneHHON yCTaHOBKU KITMEHTOB
npuceauBaeTcs 100 komnbtoTepam, Control Center nepBoHavyanbHO 3anycTuT
10 ycTaHOBOK NakeToB 4epes3 ceTb. B 9TOM crfyyae, ycTaHOBKa KJIMEHTOB
BbIMNOSIHAETCA OAHOBPEMEHHO MaKCUMyM Ha 10 KOMMbIOTepax, BCe ocTaslbHble
noAsagayn HaxofsaTCA B COCTOSHMM OoxupaaHusa. Kak Tonbko nopasapadva
3aBepLUMTCS, APYror yCTaHOBOYHbIN NakeT 6yeT OTNpaBsieH, U TaK aarnee.

MpuHyauTenbHas AByx(daKTopHas NpoBepKa NOAJIMHHOCTY ANl BCEX YYeTHbIX
3anuceit. [ipyxdakTopHas ayTeHTuduKaums (2FA) nobaBnseT LONONMHUTESNbHbIN
Cnov 3aluTbl y4yeTHbIM 3anucaAM GravityZone, 3anpawwuBas Kop
ayTeHTUdMKALMM NOMUMO BaLUMX YYeTHbIX AaHHbIXx B Control Center. 3Ta
byHKUMS TpebyeT 3arpyskun n ycTaHoBKM npunoxeHus Google Authenticator,
Microsoft Authenticator unu ntoéoro aByxdaktopHoro ayteHTudmkaTopa TOTP
(Time-Based One-Time Password Algorithm), coeMecTMMoro co ctaHgapTom
RFC6238. - Ha MOOGWUIbLHOM YCTPOMCTBE MONb30BaTeNs, a 3aTeM NpUBSI3aThb
NpuNoXeHne K y4eTHou 3anmcu GravityZone 1 MCNonb30BaTh €ro Npu KaXxaom
Bxoge B Control Center. [NpunoxeHne ayTeHTUdUKALMM reHepupyeT
LWecTM3HayHbIN Kog Kaxable 30 cekyHa. [ns s3aBeplieHusa Bxoga B Control
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Center nocne BBoga napons Nosib3oBaTeslb AO/MKEH 6WJ,€T TakKXXe BBeCTU
LWeCTU3HaYHbIN Ko GYTEHTMd)MKaLI,VIM.

[ByxdakTopHaa ayTeHTUhUKALUMA BKIKOYEHA MO YMOJTYaHUIO MpU CO3AaHnm
KomnaHuu. MNocrie 3Toro, Npyu BXo4e B CUCTEMY, OKHO KOHGMUIypaLmMm NpeanioxuT
Nnosib30BaTeNIAM BKIHOUNUTb 3TY PYHKUMIO. [ToNb30BaTENN CMOTYT NPOMYCTUTD
BKJIlOUeHMe ABYX(aKTopHOW ayTeHTUdMKauumn Tosbko 3 pasa. Ha yeTBepToin
nonbITKe BXO/la MPONyCK HAaCTPONKU 2FA 6yeT HEBO3MOXKEH, U NOJIb30BaTESHO
6y[eT He paspeLleH BXoa.

Ecnv  Bbl  XO0TUTE  OTK/OUUTE  MPUHYAUTENbHYIO  ABYX(haKTOPHYHO
ayTeHTUdMKaLUIO ANs BCeX YUYeTHbIX 3anucen GravityZone B Ballen KOMMaHuM,
NpoCTO CHUMUTe (naxok c 3ToM onumn. Y Bac 6yfgeT 3anpoLLeHOo
noATBepXAeHUe nepes TeM Kak U3MEHEHUs BCTYNAT B cuily. C 3TOro MoOMeHTa
y nosib3oBaTenien byaeT akTUBHA ABYX(PaKTopHaa ayTeHTUPUKauns, HO OHU
6yayT MMeTb BO3MOXHOCTb OTK/IOYMTb €e B HacTPOMKax CBOEW YYETHOM
3anucu.

@ Mpumevanue

— Bbl MOXETe NPOCMOTPeTb CTaTyC ABYX(AKTOPHOW ayTeHTUhUKaLMKU NS
yLleTHOVI 3anncu Ha cTpaHuue YyeTHble 3anucu.

— EcnunonbsoBaresib, y KOTOPOro BKoUeHa AByx(dakTopHas ayTeHTudmKaums

He MOXeT BOWTM B cucteMy GravityZone (M3-3a HOBOro yCTpoMCTBa WUw
NOTEPAHHOIo CEKPETHOro KJ'IIOLIa), Bbl MOXXeTe OTKJIUYNTb aKTuBaLUO aTom
beHKLlI/IIO CO CTpaHuubl yquHOl‘/'I 3annucn nonb3oBatena B paspene
OeyxdakTopHas ayTeHTUGUKaumA. 3a NoAPO6HOCTAMM 06paTUTECH K rnaBe
YyeTHble 3anucu nonb3oBaTeneit > Ynpaeneuue pAByXdaKTOPHOI
ayTeHTudmkaymei ns Pykosoactesa AgMuMHMCTpaTopa.

NTP Server Settings. Cepsep NTP ncnonb3syeTcs ajisi CMHXpPOHM3aLUM BPeEMEHM
Mexay BceMu ycTpoinctBamu GravityZone. Mo ymonuyaHuo agpec cepBepa
NTP HacTpoeH, HO Bbl MOXeTe naMeHuTb ero B none NTP Server Address.

Mpumeyanue
Ons yctponcts GravityZone ans cBasu ¢ ceppepoM NTP Heo6xoamMmo, 4Tobbl
nopt 123 (UDP) 6b1n OTKPbIT.

Enable Syslog. BkntoueHue aTon pyHKUMKN no3BonsaeT GravityZone oTnpaBnsitb
CO6bITUS Ha Nnor-cepBep, paboTaroLwuin no NpoTokosy Syslog. Takum o6pasom,
y Bac eCTb BO3MOXXHOCTb Jlyulle KOHTPOJIMPoBaTh cobbiTusiGravityZone.
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YT06bl NPOCMOTPETb UM HACTPOUTL CMUCOK COBbITWIA, OTNpPaBAEMbIX Ha
cepsep Syslog, obpaTutecb K rnase YBefOMMEHMSs W3 PYKOBOACTBA
agMuHucTpaTtopa GravityZone.

YT06b1 BKNIOYNTL BEAieHME XXYpHana Ha yaaneHHoM Syslog-cepBepe:
1. OTmeTbTe dhnaxok BknaounTb Syslog.

2. BBeauTe ums cepsepaunm IP-agpec, npegnoyTuTeNibHbIN NPOTOKON N NOPT
Syslog-cepBepa.

3. Bblbepute popmaT Ansi oTNpaBKM AaHHbIX Ha Syslog-cepBep:

— ®opmat JSON. JSON - 370 nerkum popmaT o06MeHa AaHHbIMU, KOTOPbI
NMOSIHOCTbIO HE3ABUCUM OT JIO60r0 sidblka NporpamMmmupoBaHus. JSON
npeacTaBnsieT fJaHHble B yao6o4ynTaeMoM TekcToBoM ¢dopmaTe. B
tdopmaTe JSON fleTanu Kaxgoro cobbITUA CTPYKTYPUPOBaHbI B O6BbEKTDI,
KaXKAbl 06bEKT COCTOUT U3 Napbl UMS / 3HaYeHue.

Hanpumep:

"name" :"Login from new device",

"created" :"YYYY-MM-DDThh:mm:ss+hh:ss",
"company name":"companyname"

"user name":"username",

"os":"osname",

"browser version":"browserversion",

"browser name":"browsername",

"request time":"DD MMM YYYY, hh:mm:ss +hh:ss",
"device ip":"computerip"

[na pononHUTeNnbHoM MHGopMaLmMm, cM. WWWw.json.ord.
9710 hopmat no ymonuyanuio B GravityZone.

— Common Event Format (CEF). CEF - 3TO OTKpbITbIA CTaHAapT,
paspaboTaHHbIn ArcSight, KOTOpbIV ynpoLaeT ynpaBieHne XXypHanamu.

Hanpumep:

CEF:0|Bitdefender|GZ|<GZ version>|NNNNN|Login from new
device|3|start=MMM DD YYYY hh:mm:ss+hh:mm
BitdefenderGZCompanyName=companyname suser=username
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BitdefenderGZLoginOS=osname
BitdefenderGZAuthenticationBrowserName=browsername
BitdefenderGZAuthenticationBrowserVersion=browserversion
dvchost=computerip

[ns nonyyeHusa JononHUTeNbHON MHdopMaumumu cM. ArcSight Common
Event Format (CEF) Implementation Standard.

B rnaBe YeepomneHusa PykoBOACTBa aAMUHUCTpaTopa Bbl MoOXeTe
NPOCMOTPETh AOCTYMHbIE TUMbI YBEAOMIIEHUI ANs Kaxaoro hopmarTa.
4. Haxmwute kHonky ® Add ns cton6éua Action.

HaxxmnTe CoxpaHUTb, YTO6bI COXPAHUTb U3MEHEHNS.

PEBEpBHOQ KonnpoBaHue

YT06bI 6bITb YBEPEHHBIM, YTO BCe Balwm aaHHble Control Center HaxoasiTca B
6e30MacHOCTH, Bbl MOXKETE CleNIaTb Pe3epPBHYHO KoMK 6a3bl AaHHbIX GravityZone.
Bbl MOXeTe 3anyckaTb CTOJIbKO 3afay pPe3epBHOrO KOMMPOBaHMS 6a3 LaHHbIX,
CKOJIbKO XOTUTE UJIM MOXeTe 3amnjlaHMpoBaThb NepUOANYECKNE pe3ePBHbIE KOMUM
aBTOMATMYECKU Yepes onpefesieHHbIe MPOMEXYTKU BPEMEHM.

Kaxgasi KoMmaHfa pe3epBHOIO0 KONMMpOBaHUA 6a3bl AaHHbIX co3gaeT pann tgz
(GZIP dain cxxaToro Tar-apxuea) B MecTe, YyKa3aHHOM B HAaCTPOMKax pe3epBHOro
KONMpoBaHus.

Korga HeckoslbkO aJIMMHMUCTPATOPOB MMEIT MNpaBa YMpaBSieHWs, 3afaHHble
HacTpoukamu Control Center, Bbl Takxke MoxxeTe HacTpouTb Notification Settings,
yTO6bI NPeaynpexXaaTb Bac KaXAbli pas, Koraa 3ajavya pesepBHOro KonmpoBaHus
6as3bl fJaHHbIX 3aBepuleHa. [1na nonyyeHuss 6oniee NoApo6GHOWM WHGopmauuw,
obpaTuTech Kk rnaee Notifications ns pykosogctea agMumHncTpaTtopa GravityZone.

Co3paHue pesepBHbIX KONWiA 6a3 faHHbIX

YT06bI 3anyCTuUTb pe3epBHOE KonupoBaHue 6a3bl AaHHbIX:

1. Mepengute Ha cTpaHuuy Configuration B Control Center u HakMuTe BKnagKy
Backup.

2. HaxxmuTte kHonky E Backup Now B BepxHel yacTu Tabnuubl. [oaBUTCA OKHO
HaCTpOEK.

3. Bbibepute MecTo, rae apxvuB pe3epBHOM KONUN BYAET COXPaHEH:
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. Local ans coxpaHeHus apxuea Ha ycTpoiicTee GravityZone. B aTom criyyae
Bbl [JOJDKHbI yKasaTb MyTb K OMNpeAesieHHOW AMPEKTOPUMU YCTPOWCTBA
GravityZone, rae apxvs 6yAeT COXpaHeH.

YcTponicTBo GravityZone umeeT CTpYKTypy KaTtanoroB Linux. Hanpumep,
Bbl MOXeTe Bbl6paTb CO3aHNe pe3epBHON KONUM B KaTanore tmp. B aTom
cnyyae sBeguTte /tmp B none Path.

. FTP gna coxpaHeHus apxuBa Ha FTP-cepBepe. B aTom cnyyae, BBegute
JaHHble FTP-cepBepa B COOTBETCTBYIOLMX NOMSAX.

. Network gns coxpaHeHus apxuBa Ha 06LleM CeTeBOM pecypce. B aTom
cryyae BBeAUTE NyTb K HY)XHOM ceTeBoM nanke (Hanpumep, \\ computer

\ folder ), UMsl IOMEHA U yYyeTHble AaHHblE NOJIb30BaTeNsA JOMEHA.

4. HaxmuTe kHonky Test Settings. TekcT yBegomMneHusi npoMHbopMupyeT Bac,

€CJIM YKasaHHble NapaMeTpbl KOPPEKTHbI UJIM HEKOPPEKTHBbI.
[na cospaHnsa pe3epBHON KOMUK BCe HACTPOWMKM AOSMKHbI 6bITb KOPPEKTHLIMM.

Haxxmute Co3patb. OTo6pasuTcs cTpaHuua Backup. HoBas sanuch pesepBHoit
Konum 6yaeT fo6aenieH B cnucok. MNposepbTe Status HOBOW pe3epBHOM KOMMM.
Korpa pesepBHoe KonupoBaHue 6yaeT 3aBepLUeHO, Bbl HaWAETe tgz apXuB B

BblGPAHHOM MeCTe.

Mpumeyanme

Cnncok, AOCTYNHbIN Ha cTpaHuue Backup, conepXuTt xypHasbl cO34aHus BCexX
apxuBoB. )XXypHarsbl He NpefoCTaBAAT AOCTYNa K pe3epBHbIM apXuBaM; OHU
cofepXaT TOJIbKO AieTanbHYyH MHPOPMALMIO MO CO3AaHNI0 apXMBOB.

YT06bI 3arJiaHMpoBaTb pe3epBHOE KonnpoBaHue 6a3bl OaHHbIX:

1.

Mepengute Ha cTpaHuuy Configuration B Control Center n HakMuTe BKnagKy
Backup.

HaxxmuTe kHonky @ Backup Settings B BepxHel yacTu Tabnuubl. MosBuTtcs
OKHO HaCTpoekK.

Bbi6epute Scheduled Backup.

HaCTpOﬁTe MHTEepBaJ1 pe3epBHOINro KonnpoBaHuA (E)KEJJ,HEBHO, exxeHepesibHO
nnn e)KeMeCFIl-IHO) 1 BpeM4d Ha4dana.
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Hanpumep, Bbl MOXKeTe 3aniaHMpoBaTb pe3epBHOE KOMMPOBaHUE eXXeHeeNbHO,
KaXkayro NATHMUY, HaumHas B 22:00.

HacTpoiika pazMeLLeHnsa pe3epBHOro KONMPOBaHUS MO pacnuncaHuio.
6. BbibepuTe MecTo, Fie apx1B pe3epBHON KOMuu 6yeT COXpaHEH:

. Local gnsa coxpaHeHusi apxuBa Ha ycTponcTBe GravityZone. B aTom cniyyae
Bbl AOJDKHbl yKasaTb NyTb K OMNpeAeneHHON AWPeKTOpuM YCTpoWMcTBa
GravityZone, roe apxuB 6yZieT COXpaHeH.

YcTtponcTtBo GravityZone nmeeT cTpykTypy KaTanoros Linux. Hanpumep,
Bbl MOXKeTe Bbl6paTh CO3aHne pe3epBHOM KOMWM B KaTasnore tmp. B aTomM
cnyyae BBeguTe /tmp B nosie Path.

. FTP gna coxpaHeHunsa apxvBa Ha FTP-cepBepe. B aToM cnyuvae, BBeaute
AaHHble FTP-cepBepa B COOTBETCTBYIOLLMX NOMAX.

« Network ana coxpaHeHus apxvmBa Ha o6L1eM ceTeBOM pecypce. B atom
Cnyyae BBeLMTE MyTb K HY)XHOW ceTeBOW Nanke (HanpumMep, \\ computer
\ folder ), UMSl AOMEHA U YUYeTHble AaHHbIe NOJIb30BaTeNs JOMeHa.
7. Haxmute kHonky Test Settings. TekcT yBegomneHus nponHpopmMupyeT Bac,
€CJIM YKa3aHHble MapaMeTpbl KOPPEKTHbI UM HEKOPPEKTHBbI.
[lns cospaHns pesepBHOM KONUK BCe HACTPOWNKU JOMKHbI 6bITb KOPPEKTHBIMM.

8. HaxmuTte Save, 4Tob6bl co3aaThb MiaHnpyemoe pesepBHO€E KonupoBsaHue.

BoccTaHoBeHKe pe3epBHbIX KoMK 6a3 AaHHbIX

Ecnv no pasHbIM NpuunHam Bawl ak3emnnsap GravityZone pa6oTaeT HenpaBuibHO
(c6oi o6HOBNEHUS, AMCHYHKLUMOHANbHBIN UHTepdeNc, noBpexaeHHble daiinbl,
ownbkn u T. [.), Bbl MoxeTe BocCcTaHOBUTbL 6a3y AaHHbIx GravityZone u3
Pe3epBHOM KOMUK C UCMONb30BaHUEM:

e 9TOrO e yCTpoUCTBa
. Caexero o6pasa GravityZone
o  OyHKUMM pennukaumm

BbibepuTe BapuaHT, KOTOPbLIA HawyywyM 06pa3oM COOTBETCTBYET Balleii
cMTyauumM U MpoAo/MHKaWTe Mpoueaypy BOCCTAHOBEHWS TOMbKO rocne
BHUMATENIbHOTO M3YYeHUs1 PEKOMeHZaLMI, ONUcaHHbIX Janee.
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BoccTaHoBNeHWe 6a3bl JaHHbIX HA CaMo BUPTYanbHOE yCTPoiicTBO GravityZone.

Tpe6oBaHus K cucteme

SSH-noagkntoyeHne K mawwnHe GravityZone ¢ nosiIHOMoYusiMu root.

Bbl MOXeTe ncrnonb3oBaThb putty 1 ydeTHble AaHHble bdadmin gna noaknioyenns
K YyCTpoMCTBY 4epe3 SSH, BbINONHMB 3aTeM KOMaHAy sudo su, YTO6bl

NepeKIlUYNTLCS Ha YYETHYHO 3anuch root.

WHbpacTpykTypa GravityZone He MeHseTcs BO BpeMsi pPe3epBHOro
KOMMPOBaHMUSI.

PesepBHas konus 6onee nosgHsasa, yem 30 anpens 2017 ropa, a Bepcus
GravityZone Bblwe 6. 2. 1- 30. B npoTMBHOM cnyyae o6bpaTuTecb B CNyx6y
TEXHUYECKOMN NOAAEPIKKMN.

B pacnpepeneHHoin apxutekType GravityZone He AO/MKEH MCMNONb30BaTh
pennukauumto 6a3 aaHHbix (Replica Set).

[na noaTeepxAeHnsa KOHbUrypaLuu, BbIMOJIHUTE crieaytolme AeNCTBUS:

1. OTkpounTe pann /etc/mongodb.conf.

2. Y6EAVITer, YTO replSet He HACTPOEH, KakK NOKa3aHO B MPpMMepe HUXe:

# replSet = setname

MpumeyaHune
[na BoccTaHOBNeHUA 6a3bl JaHHbIX C BKJIOYEHHOW (YHKLUMEN pernkauum
nepenauTe K «<BoccTaHoBneHne 6a3sbl JaHHbIX B cpefe ¢ pennvkauuein» (p. 90).

He poskHo 6bITb 3anyuw,eHo CLI-npoueccos.

YTt06bl ybeautbesi, 4TOo Bce npoueccbl CLI ocTaHoBfEHbl, BbIMNOSHUTE
crnefyoLLyro KOMaHay:

# killall -9 perl

MakeTt mongoconsole YCTaHOBJIEH Ha MallNHe.
UT06bI NMPOBEPUTb BbIMNOJIHAETCA JIU yCNoBuMe, 3anyCctute KOMaHAay:
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# /opt/bitdefender/bin/mongoshellrestore --version

KomaHAa He foMmkHa BO3BpaLlLaTb Kakne-nn6o owmnbKuy, B MPOTUBHOM criyyae
3anycTuTe:

# apt-get update
# apt-get install --upgrade mongoconsole

BoccTaHoBneHue 6asbl JaHHbIX

1. MepenguTe B MECTO, FAe COAEPXKUTCA apXxmB 6a3sbl AaHHbIX:

# cd /directory-with-backup

,FOe Karajor-c pesepBHOM komueili-3TO MNYTb K MECTY, FAe Bbl COXpPaHUN
(hannbl pesepBHON KOMNUN.

Hanpumep:

# cd /tmp/backup

2. BoccTaHoBeHMe 6a3bl AaHHbIX.

# /opt/bitdefender/bin/mongoshellrestore -u bd -p 'GZ_db_password
-—authenticationDatabase admin --gzip --drop --archive < \
gz-backup-$YYYYMMDDtimestamp

BaxHo
Y6eanTech, 4TO Bbl 3aMEHNNN CTPOKY GZ_db _password HacToALMUM NaponeM

oT basbl gaHHbIX GravityZone u 3aMeHWIM NepPeMEHHY0 OTMETKY BPEMEHU B
MMeHU apx1Ba Ha aKTyasbHYyto AaTy.
Hanpumep, akTyanbHas fata fo/mkHa BbIraaeTb CrefyowmymM 06pasom:

gz-backup-2019-05-17(1495004926) .tar.gz
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3. TlepesarpyauTe yCTPOMCTBO.
BoccTaHoBneHWe 6a3bl JaHHbIX 3aBEPLLEHO.
BoccTaHoBneHue 6a3bl faHHbIX U3 BbIBEEHHbIX U3 3KCNyaTaLuy BUPTYasbHbIX MaLLMH
GravityZone
TpeboBaHus K cucteme
. CBexasi ycTaHOBKa BUPTyanbHON MalLuHbI GravityZone
— CT1em xe IP-agpecom, 4To 1 Npeabigyliee yCTPOUCTBO

— Wmes TOJIbKO ycTaHOBREHHYO posib cepBepa 6a3 AaHHbIX.

Bbl MoXeTe ckauyaTb 06pa3 BUPTYyasnbHOro yctponctea GravityZone oTcroga
here.

« SSH-nogkntoyeHne K BUpTyanbHoW MalwunHe GravityZone ¢ MoSHOMOYUAMM
root.

« MWHbpacTpykTypa GravityZone He MeHsieTCA BO BpeMs pe3epBHOro
KOMMPOBaHMUSI.

« PesepBHas konus 6onee nosgHss, yem 30 anpensa 2017 roga.

. B pacnpegeneHHon apxutekType GravityZone He [O/MKEH MCMNONb30BaTb
pennukaumto 6a3 gaHHbix (Replica Set).

Ecnu Bbl Ucnonb3yeTe persiMkaumio B cpege GravityZone, y Bac Takxe foJKHa
6bITb posib cepBepa 6a3bl faHHbIX, yCTAHOBIIEHHAA Ha APYrov MaLluHe.

[ns BoccTaHOBJEHUS 6a3bl AaHHbIX C BKJIOYEHHON (PyHKLUMEWH pennmkauum
nepenanTe K «<BocctaHoBsieHne 6a3bl JaHHbIX B cpefie ¢ pennnkaumein» (p. 90).

BoccTaHoBneHue 6a3bl JaHHbIX

1. MopgkntounTteck K ycTponcTBy GravityZone yepe3 SSH n nepekntountech Ha
root.

2. OctaHoBuTte VASyNc:

# stop vasync

3. OctaHoBuTb CLI:
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# # killall -9 perl

4, I'Iepeﬁp,MTe B MeCTO, rae HaxoanTca pe3epBHasAa KONuA:

# cd /directory-with-backup

,FAe KaTrajior-c pesepBHOM Komnmueu-3TO NYTb K MECTY, 1€ Bbl COXPaHUIIN
(hannbl pesepBHON KONUN.

Hanpumep:

# cd /tmp/backup

5. BoccTaHoB/ieHue 6a3bl AaHHbIX.

# /opt/bitdefender/bin/mongoshellrestore -u bd -p 'GZ_db_password
--authenticationDatabase=admin --gzip --drop \
-—archive="'/home/bdadmin/gz-backup-$YYYYMMDDtimestamp

BaxxHo
Y6epaunTechb, 4TO Bbl 3aMeHUN CTPOKY GZ_db  password HacToALWMUM NaponeM

oT basbl AaHHbIX GravityZone N 3aMeHUNn nepeMeHHyro OTMEeTKY BpeMEHU B
MMEHN apXuBa Ha aKTyallbHYIO AaTy.
Hanpwmep, aKTyaJibHaa AaTa AOJDKHa BbIrAAeTb cneayrowmmm o6p330M:

gz-backup-2019-05-17(1495004926) .tar.gz

6. BoccTtaHoBneHue ID cTaporo yctponcTtaa:

# /opt/bitdefender/bin/mongoshell -u bd -p 'GZ-db_password
——eval print (db.applianceInstalls.findOne ({name:'db'}) .\
applianceId)" --quiet > /opt/bitdefender/etc/applianceid
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BaxHo
Y6eanTech, 4TO Bbl 3aMeHUNN CTPOKY GZ_db _password HacToALWMUM naponeMm
oT basbl gaHHbIx GravityZone.

7. YpanuTte COOTHOLUEHWNe CO CTapbiMu ponamMu.

# /opt/bitdefender/bin/mongoshell -u bd -p 'GZ_db_password
'db.appliancelInstalls.remove ({ip:db.applianceInstalls.findOne (
{name:"db"}) .ip, name: {"$ne": "db"}});' --quiet devdb

BaxHo
Y6eaunTech, 4To Bbl 3aMeHNNN CTPOKY GZ_db _ password HacToALMUM NaponeM
oT basbl gaHHbIX GravityZone.

8. 3anyctute VASync:

# start vasync

9. HauaTtb CLI:

# /opt/bitdefender/eltiw/installer

10. YcTaHOBUTE OCTasbHble POSIN.

# dpkg -1 gz*

O6paTuTe BHMUMaHUe - cxema 6asbl flaHHbIX YCMNeLwHo 06HOBNEHa A0 NOCNeHEN
BEpCUM:

> db.settings.findOne () .database
{

"previousVersion" : "000-002-009",
"ranCleanUpVersions" : {
"b0469c84£5bf0bec0b989ae37161b986" : "000-002-008"
by

"updateInProgress" : false,
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"updateTimestamp" : 1456825625581,
"version" : "000-002-011"
}

11. Mepe3arpysnTte yCTPONCTBO.
BoccTaHoBneHue 6a3bl faHHbIX 3aBePLUEHO.

BoccTaHoBneHme 6a3bl JaHHbIX B CPefie C pensimKaLimeil

Ecnu Bbl pa3BepHynu 6a3y AaHHbIX B Cpefie C pernnunkaumen, Bbl MOXeTe HauTu
oduLManbHyo Npoueaypy BoccTaHoBneHna B mongoDB online manual (Tonbko
aHrnuinckas sepcus).

MpumeyaHmne

ﬂpou,ep,ypa Tpe6yeT NPOABUHYTbIX TEXHNYECKUX HaBblKOB 1 A0J1XXHA BbIMOJIHATLCA
TOJIbKO o6yquH bIM UH)XXEHEPOM. EcnuBbl CTOJNIKHYNUCb C TPYAHOCTAMMU, no»(anyﬁlCTa,
CBsXUTecb ¢ HawuMm Technical Support, yT06bl MOMOYbL BaM B BOCCTAHOBIEHUN
AaHHbIX.

Cnyx6a katanoros (Active Directory)

Bnaropaps uHTerpaumm ¢ Active Directory Bbl MOXxeTe MnopTupoBaTb B Control
Center cyLLecTBYIOLLMIN MHBEHTAPb U3 NOKanbHOW cny>6bl Active Directory n ns
Active Directory, pasmelyeHHoi B Microsoft Azure, ynpouwas pasBepTbiBaHue
3alMTbl, ypaBieHUe, MOHUTOPUHT U OTYETHOCTb. KpoMe Toro, nonb3oBaTensm,
3aperncTpupoBaHHbIM B CNyXX6€e KaTanoroB MOryT 6bITb Ha3HaUYeHbl PasfinyHble
ponu yepes Control Center.

[ns uHTerpauum u cuHXpoHm3aumm GravityZone ¢ AJOMEHHOM CIY>K60M KaTanoro.:
1. Mepengunte B HacTpoiiku > Active Directory > [lomeHbl 1 HaXXMuTe & [106aBUTD.

2. HacTtpownTte Heob6xoAMMble NapaMeTpbl:
« WHTepBan cMHxpoHusauum (B Yacax)
. Wms gomeHa Active Directory (B ToM uncne paclumpeHve 4OMEHA)
. WM nonb3oBaTtens v naponb agMUHMCTpaTOpa AOMeHa
. PacnonoxeHue B UHBeHTape ceTH, rae oTo6paxarTca KOHEYHbIe TOYKM
AD:

— CoxpaHsiiTe cTpyKTypy AD v urHopupymnte nyctble OU
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— WrHopupoBaTtb CTpyKTypy AD, uMnopTupoBaTb B MoOJib30BaTesbCKMue
rpynnbl

— CoxpaHnTb cTPYKTYpy AD TONbKO C Bbl6paHHbIMMK NoApasgeneHnsimMu

« KoHTponnepbl f,oMeHa, C KOTOPbIMU BbIMOSIHAETCSA CUHXPOHU3auus Control
Center. PasBepHuTe pa3gen 3anpoc KOHTpossiepa AoOMeHa U BblbepuTe
KOHTpOJepbl M3 Tabnuubl.

3. Haxmute CoxpaHUTb.
BaxHo
Bcsikuit pas, korga MeHsieTcs napoJib Nnosib3oBaTess, He 3abyabTe Tak)Ke 06HOBUTb
ero B Control Center.

Pa3p6LLIEHMFI Ha AoCTyn

C paspeLueHuaMM focTyna Bbl MOXeTe nNpefocTaBnuTb GravityZone Control Center
fJocTyn nonb3oaTensm Active Directory (AD) Ha ocHoBe npaBui focTyna. YTo6bl
WMHTErpMpoBaTb U CUHXPOHM3UpPoBaTb AoMeHbl AD, cMm. Active Directory . Ins
JOMNONHUTENIbHON  MHbOpMaUMM 06  yrNpaBneHUM Yy4YeTHbIMU  3anucsiMu
nonb3oBaTefnie 4epes npaBuna JApCcTyna, CM. [flaBy YuyeTHble 3anucu
nonb3oBaTtenen B PykoBoAcTBe No ycTaHOBKe GravityZone.

MocTaBLMKK CPeLCTB BUPTYanuU3aLum

Ha gaHHbIn MOMeHT GravityZone MoXeT 6bITb MHTerpupoBaHa ¢ VMware vCenter
Server, Citrix XenServer, Nutanix Prism Element, Amazon EC2 u Microsoft Azure.

« «WHTerpaums c vCenter Server» (p. 92)
o «WHTerpaums c XenServer» (p. 95)
o «WHTerpaums ¢ Nutanix Prism Element» (p. 96)
« «WHTerpaumsi c Amazon EC2» (p. 97)
« «MHTerpaums c Microsoft Azure» (p. 98)
. «YnpaBneHue NHTerpauueit ¢ MNMnatpopmamu» (p. 99)
BaxHo
Kaxx bl pas, Korga Bbl MpOBOAMUTE HOBYHO MHTErpaLuio C Apyrum cepeepom vCenter,

XenServer, Nutanix Prism Element unu Microsoft Azure, He 3abyabTe Takxke
nepecMoTpeTb U 06HOBUTb NpaBa AOCTYMNa CyLL,eCTBYHOLWMX NoJIb30BaTeNeN.
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WuTerpauus ¢ vCenter Server

Bbl MOXeTe uHTerpmpoBath GravityZone ¢ 0JHOW UM HECKOJIbKUMMU cUCTEMaMU
vCenter Server. Cuctemsl vCenter Server B NoAKIHOYEHHOM PeXXMME A0JKHbI 6bITh
Job6aBneHbl oTAaenbHo B Control Center.

YTo6bl HACTPOUTb MHTErpauuto ¢ vCenter Server:

1.

MepenanTte Ha cTpaHuuy Kondurypauusa B Control Center n 3anpute B pasgen
MpoeBaiigepbl BUpTYanusauym > NMnathopMbl ynpaeneHus.

Haxkmute kHonky & Add B BepxHen yacTu Tabnuubl 1 BbibepuTe vCenter Server
13 MeH10. MoSBMTCSA OKHO HACcTpPOeK.

YKaxkxute Heob6xoanMble cBefieHns o vCenter Server.
« Wmsa cuctemsbl vCenter Server B Control Center

« Wmsa xocTta unu IP-agpec cuctemnbl vCenter Server
. MopT vCenter Server (Mo ymonyaHuio 443)

YKaxuTe yyeTHble faHHble, KOTOpble 6yAyT UCNOIb30BaThCA ANl MPOBEPKU
noasiMHHocTu B vCenter Server. Bbl Mo)keTe BbIGpaTh: UCMONb30BaTb YYETHbIE
ZaHHble, NpefoCTaB/IeHHble ANA UHTerpaunm cny>x6om KaTanoros Man MHOM
Habop YYeTHbIX JaHHbiX. [lonb3oBaTeNlb, YbW YYeTHble JaHHble Bbl
npegocTaBnsieTe, A0/HKEH UMETb NpaBa agMUHUCTpaTopa Ha cepepe vCenter.

Bbi6epute nnatpopmy VMware, ycTaHOBJIEHHYO B Balleln cpeae, WU
COOTBETCTBYIOLLMM 06pa3oM HacTpoWTe NapaMeTpbi:

o OrpaHunyeHus. BbibepuTe paHHyto onuuio ana NSX-T, wnm xe ecnu
OTCYTCTBYET Kakas-nMbo onpegeneHHas nnatgopma VMware n HaxmuTe
CoxpaHuTb. [puHATME caMo3aBepstowero ceptudukata 6e30MacHoOCTH
TpebyeTcs ANa UHTerpaumu.

Ona HacTponkn nHTerpaumm NSX-T Manager u npMMeHeHus 3awuTbl Ha
Bawwu BupTyanbHble MalmnHbl 4eped nonuTuky GravityZone Guest
Introspection, o6paTuTech K laHHON cTaTbe basbl 3HaHUN.

. vShield. YkaxunTe cBegeHus o cuctemMe vShield Manager, uHterpupoBaHHom
c cepBepom vCenter.
— Wms xocta unm IP-agpec cuctemol vShield Manager
— [MopT vShield Manager (no ymonyanuto 443)

« NSX-V.Ykaxunte ceefeHnsa o NSX Manager, MHTerpupoBaHHOM C CepBEPOM
vCenter.
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Mpumeyanmne
Ins nepexoaac VMWare vShield Ha NSX cMoTpuTe aTy cTaThto 6a3bl 3HaHUI.

— Wmsa xocta unu IP-agpec aucnetyepa NSX

— [MopT gucnetyepa NSX (no ymonyaHuio 443 )

— Wma nonb3oBaTens v naposnb, MCNosib3yeMble Ansa ayTeHTubukauum B
NSX Manager.

STu yyeTHble faHHble 6yAyT COXpPaHEeHbI B 3alLMLLEHHOM OObeKTE, a He
B AMcnetyepe yyeTHbIX AaHHbIX.

— YcTtaHoBuTte pnaxok Mpu o6HapyXkeHUn Bupyca, YTo6bl UCNOMNb30BaTb
Tern 6esonacHocTM NSX no yMonyaHMIO MpU  OGHapyXXeHuu
BpeAoHocHoro M0 Ha BUPTYanbHON MaLUMHE.

MallmHa MoXeT 6biTb MNoMeyeHa TpeMAa pasjindyHbiIMn  Teramu
6e30MacHOCTU B 3aBUCUMOCTM OT YPOBHA Yyrposbl:

e« ANTI VIRUS.VirusFound.threat=1low, (PUMEHAETCA K MaLLVHE,

korga Bitdefender HaxoguT BpepoHocHoe MO ¢ HU3KUM YPOBHEM
pyCKa, KOTOPOE OH MOXET YAaNuTb.

e ANTI VIRUS.VirusFound.threat=medium, MpPUMEHAETCA K

MaluuHe, ecnu Bitdefender He MoXXeT yaanuTb MHGULMPOBAHHbLIN
¢dann, Ho BMeCTO 3TOro NbiTaeTcs BbUIEYUTD €ro.

o« ANTI VIRUS.VirusFound.threat=high, NPUMEHAETCA K MALLUHE,

ecnu Bitdefender He MOXeT HM yaanuTb, HU BbIJIEYUTb 3apaXKeHHbIe
(hannbl, HO 65TOKUPYET [OCTYM K HUM.

Mpu o6Hapy>XeHWUM Yrpo3 C pasHbIMUM YPOBHSIMU pUCKA Ha OOHOM
KOMMbIOTEPE BCe CBsi3aHHble Tern O6yayT MpUMeEHeHbl. Hanpumep,
MallMHa, Ha KOTOpoW O6HapYyXeHbl BPefOHOCHble MpPOrpaMmbl C
BbICOKUM W HU3KMM YPOBHEM pucKa, 6byaeT uMeTb o6a Tera
6e30MacHoOCTMU.

MpumeyaHue
Bbl Mo)keTe HalnTu Tern 6esonacHocTu B pasgene VMware vSphere ,
CeTteBoe 06opyaoBaHue & besonacHocTb > Ynpaenenue NSX > Mene mxep

NSX > YnpaBneHue > Teru 6esonacHocTM.

XoTs1 Bbl MOXeTe co34aTb CTOSMIbKO T3roB, CKOJSIbKO 3aX0TUTE, TOJIbKO
TpU U3 HUX 6yayT paboTaTb c Bitdefender..
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OrpaHMuMTb Ha3HauyeHue MOSIMTUKM U3 MpocMoTpa ceTU. Mcnonbayite aTy
onuuo, 4YTobbl YNpaBnsATb paspelleHns MU CeTeBbIM agMUHUCTPaTopam
M3MEHATb MOJSIMTUKU BUPTYasibHbIX MaliuMH 4Yepe3 Computers and Virtual
Machines Ha cTpaHuLe Network. Korna Bbi6paHa aTa onuus, agMUHUCTPaTOpbI
MOTYT U3MEHSITb NOJSIMTUKN BUPTYasbHbIX MalIWH TONbKO U3 pasaena Virtual
Machines ceTeBbIX 9/IEMEHTOB.

Haxxmute CoxpaHuTb. BaM Heob6xoaumo 6yAeT MpUHATL cepTUdUuKaThbl
6esonacHocTn ans vCenter Server n NSX Manager. 3Tu cepTtudukaTbl
obecneunmBaloT 6€30MacHy0 CBSI3b MexAy KOMMoHeHTamu GravityZone u
VMware, ycTpaHsisi pUCK aTak CpeiHEro ypOBHS.

Bbl MOXeTe NpoBepuUTh, GbINM NI YCTAHOBJIEHbI NPaBUIIbHbIE CepTUhUKATDI,
NpoBepUB UHGOPMAaLMIO cainTa fsi Bcex KoMMnoHeHToB VMware u uHdopmanmto
0 cepTudmkaTax, otobparkaemyto B Control Center.

YcTaHoBUTE hnaXkKu 4sis NMPpUHATUA UCMOJIb30BaHMA cepTUhUKaTOB.

Haxmute CoxpaHuTb. Bbl cMOXeTe npocMoTpeTb vCenter Server B crimcke
aKTUBHbIX MHTErpaymm.

Ecnu Bbl ucnonbsyete nnatpopmy NSX-V:
a. Mepenpute Ha BKNagky O6HoBneHue > KOMMNOHEHTHDI .

b. 3arpyauTe n ony6nukyinte naket Security Server (VMware with NSX) . 1ns
NonyYyeHUst [OMNONMHUTENbHON WHpOPMaLMM O TOM, KakK OOBHOBUTb
KoMMoHeHTbl GravityZone, obpatutecb kK «O6HoBMeHne GravityZone» (p.
198).

Mepengute B paspen Kondurypauus > Mpoeaiigepbl N8 BUPTYyaau3aLum.

B cTton6ue ActionHaxmute KOHMKY ® PerucTpauusi, COOTBETCTBYHOLLYHO
vCenter, uHTerpupoBaHHoMy ¢ NSX, ans peructpaumm cnyxobl Bitdefender
B VMware NSX Manager.

Mpepynpexpaexue

Korpa cepTtudukat 6esonacHocTM wucTeyeT, UM vCenter nonbiTaeTcs
CUMHXPOHU3NPOBATbCS, BCMJbIBalOLLEe OKHO NPeasioXXuT BaM OOHOBUTL €ro.
Bonante B OKHO KOHburypauum uHTerpaumm c vCenter Server, HaxmuTe
CoxpaHUTb , NPUMUTE HOBble cepTUdMKaTbl U CHOBA HaXXMUTe COXpPaHUTD .

Mocne peructpauuu Bitdefender po6asnsieT B KoHconb VMware vSphere:
. Ycnyru Bitdefender
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. YnpaeneHue ycnyramu Bitdefender
o Tpy HOBbIX npoduna cnyxébl MO YMONYaHUIO ANA  paspeLleHHbIX,
HOpMaJibHbIX U arpeCCUBHbIX PEXXMMOB CKaHMPOBaHUS.

Mpumeyanune

971 npodunm cnyx6é MOXKHO MPOCMOTPETb TakXe Ha cTpaHuue MonuTUKK
B Control Center. HakmMuTe kHoMnky CTon6ubl B BepXHeil NpaBoi YacTu
npaBoK naHenun, YTo6bl MPOCMOTPETbL AOMNONHUTENBHYIO MHbOPMaLULO.

B utore Bbl MOXeTe yBUAETb, YTO NPOMCXOANT CUHXPOHU3aLma vCenter Server.
MopoXxanTe HECKONIbKO MUHYT, MOKa He 3aBepLUNTCA CUHXPOHU3aUVS.

WHTerpauus ¢ XenServer

Bbl Mo)keTe uHTerpupoBaTb GravityZone ¢ 04HOM UM HECKOSIbKUMU CUCTEMAMM
XenServer.

YT0o6bl HACTPOUTL MHTErpaLumto ¢ XenServer:

1.

MepenanTte Ha cTpaHuuy KoHdurypaums B Control Center n knukHuTe B pasgen
MpoBaiigepbl BUpTYanusaum.

Haxmute kHonky ) Add B BepxHel yacTu Tabnuubl 1 BbibepuTe XenServer us
MeHto. MoABUTCS OKHO HacTpoeK.

YKkaxuTe Heo6xoauMble CBefeHUA 0 XenServer.
« Wmsa cuctembl XenServer B Control Center

« Wmsa xocTta nnu IP-agpec cuctemMbl XenServer
. MopT XenServer (Mo ymonyaHuio 443)

YKaXuTe yyeTHble faHHble, KOTOpble 6YAyT UCMOJIb30BaTbCS AJIA NPOBEPKU
noAnuHHocTM B XenServer. Bbl MoXeTe Bbli6paTb: UCMONb30BaTb YYETHblEe
ZaHHble, NpefoCTaB/IeHHble ANA UHTEerpaunm cny>x6om KaTanoros Uan MHOM
Habop YYETHbIX AaHHbIX.

OrpaHMuMTb Ha3HauyeHue NMOSIUTUKM U3 MpoOcMoOTpa ceTU. Mcronbayite aTy
onuuo, 4YTobbl YNpPaBnsATb paspelleHns MU CceTeBbIM agMUHUCTpPaTopam
M3MEHATb MOJSIMTUKU BUPTYasibHbIX MaluH 4depe3 Computers and Virtual
Machines Ha cTpaHuLe Network. Korna Bbi6paHa aTa onuus, agMUHUCTPaTOpbI
MOTYT U3MEHSITb NOJSIMTUKN BUPTYasbHbIX MalIMH TONbKO U3 pasaena Virtual
Machines ceTeBbIX 3/IEMEHTOB.
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6. Haxmute CoxpaHuTb. Bbl cMOXeTe npocMoTpeTb vCenter Server B crniMcke

adKTUBHbIX VIHTeI'an,VIVI M CUHXPOHM3UpoOBaTb ero. MofoxanmTe HeCcKOJSIbKO
MUHYT, NOKa He 3aBeplnTCA CUHXPOHU3aLUunA.

Uuterpauus ¢ Nutanix Prism Element

Bbl MoxxeTe MHTerpupoBaTtb GravityZone ¢ OAHMM U3 MHOXeCTBa KlacTepoB
Nutanix Prism Element, He3aBMCMMO OT TOro, 3aperucTpupoBaHbl oHM B Nutanix
Prism Central nnu Her.

Ona HacTponku nHTerpauum ¢ Nutanix Prism Element:

1.

Mepengute Ha cTpaHuuy KoHdurypauus B Control Center u KNMKHUTe B pasaen
Mpogaiigepbl BUPTYyanusauu.

HaxmuTe kHoMnKy & [lo06aBUTb B BEpXHEN YacTu Tabnuubl M BbiGepuTe Nutanix
Prism Element 13 mMeHto. MosIBUTCS OKHO HACTpPOEK.

Ykaxute getanu Nutanix Prism Element:
« Haseanwue Nutanix Prism Element B Control Center.

. |IP-agpec KoHTponnepa BupTyasbHoi MawwuHbl (CVM) u3 Nutanix Prism
Element knacTepa wnu IP-agpec BuptyanbHoro IP KnacTepa.

« TMopT Nutanix Prism Element (no ymonuyaHuto 9440).

YKaXuTe yYeTHble JaHHble, KOTOpble 6yAyT UCMOJIb30BaTbCS AJIA NMPOBEPKU
noasvHHocTu B Nutanix Prism Element.

Ba)xHo

Monb3oBaTesb, YbM yUYETHbIE laHHble Bbl NPeAOoCTaBseTE, OHKEH UMeTb NpaBa
AnmuHucTpatopa Knactepa (Cluster Admin) unu AgMuHMcTpaTopa-nonb3oBaTtens
(User Admin) B Nutanix Prism Element.

OrpaHn4MTb Ha3Ha4YeHUe NONIMTUKMN U3 NPOCMOTpa ceTu. Micnonb3ynTe AaHHYHo
(YHKUMIO, YTO6bI yNpaBnsAThb paspeLleHnaAMU CETEBLIX agMUHUCTPATOPOB ANS
M3MEHEHUS NMONNTUK BUPTYasbHbIX MaLUUH Yyepe3 cTpaHuly KomnbloTepbl u
BupTtyanbHble MawuHbl B pasgene CeTb. Korga Bbi6paHa 3Ta onuus,
agMWHUCTPATOPbl MOMYT U3MEHATb MOJIMTUKU BUPTYasibHbIX MalWH TOJIbKO
u3 pasgena Virtual Machines ceTeBbIX 3/1eMeHTOB.

Haxmute CoxpaHuTb. Bam 6yneT npensioXkeHO MpUHATH cepTuduKaTbl
6esonacHoctM ans Nutanix Prism. 39Tu cepTudukaTbl obecneymBaroT
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6e30MacHyt0 CBfidab MeXAy KOMMoHeHTamu GravityZone u Nutanix Prism
Element, ycTpaHss puck MITM-aTak.

Bbl MOXeTe NpoBepUTh, 6bIIM NN YCTAHOBIEHbI NPaBUIbHbIE CePTUGUKATSI,
npoBepuB MHpOPMaLMIO carTa anst Bcex knactepos Nutanix Prism Element
unu CVM u nidpopmaunmio o ceptudukartax, otobpaxaemyto B Control Center.

YcTaHoBUTE CI)J'Ia)KKI/I OJ1A NPUHATUA NCNOJIb30BaHUA CepTI/ICI)I/IKaTOB.

HaxxmuTte CoxpaHUTb.

Ecnu Bbl Bownm B CVM IP gnsi HacTponKn nHTerpaumu, B HOBOM OKHe Bac
CNpoCAT, XOTUTe Nn Bbl ucnosbsoBaThb Cluster Virtual IP BMecTo CVM IP:

a. Haxmute fa, ytobbl ucnonb3oatb Cluster Virtual IP gnsa wnHTerpauun.
Cluster Virtual IP 3amenuT CVM IP B getansax Nutanix Prism Element.

b. HaxmuTte Het, uTo6b! Aanblie ucrnonbiosatb CVM IP.
MpumeyaHmne
PekomeHpyeTtcs ucnonb3oBaTb Cluster Virtual IP, a He CVM IP. B TakoMm

cny4yae, nHterpaumna oCtaHeTCA aKTUBHOW Ja)ke ecnu KOHerTHbII;I XOCT
CTaHEeT HeJOCTYNeH.

c. B okHe flo6aBuTb Nutanix Prism Element Haxkmute CoxpaHuTb.
Bbl cMoxeTe npocMoTpeTb Nutanix Prism Element B cicke ak TUBHbIX MHTErpaLuil.
MofoXanTe HECKOJIbKO MUHYT, MOKa He 3aBepLUMTCSA CUHXPOHU3ALMS.
MuTerpauusa c Amazon EC2

Bbl MoxeTe uHTerpupoBaTtb GravityZone B Baw umHBeHTapb Amazon EC2 u
3aWKUTMTb Bawm ak3emnnsapbl EC2, pacnonoxeHHble B Amazon cloud.

TpeboBaHuUA K cUCTEME:

« [JocTtyn k yyeTHon 3anucu AWS u cekpeTHble KNoun

« YyeTHas 3anucb A0J/HKHA UMETH CriedytoLlme paspeLleHus:
— IAMReadOnlyAccess
— AmazonEC2ReadOnly Ans Bcex pernoHos AWS

Bbl MoXeTe cospaTb HECKONbKO WHTerpaumn Amazon EC2. [Ons kaxpown
WHTerpauum BaM HeO6X0AMMO NPef0CTaBUTb AENCTBUTENBbHYHO YYETHYHO 3aMNnchb
nonb3opatensa AWS.
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Mpumeyanmne
Henb3s [o6aBUTb HECKOJIbKO MHTErpaLmin UCnosib3ysi y4eTHble faHHble posen 1AM,

CO3[aHHbIX AJ1s OAHOM yYeTHOM 3anucu AWS.

Jnsa HacTpowkun nHTerpayumn ¢ Amazon EC2:

1.

MepeiignTe Ha cTpaHuly KoHdurypauus B Control Center u KNMKHWUTE B pasgen
MNpoeBaitgepbl BUpTyanusaum.

HaxxmuTe Ha KHonky @ [lo6aBUTb B BEpXHeW YacTu Tabnuubl U BbibepuTte
UnTerpaumsa c Amazon EC2 n3s meHio. [1ossBUTCS OKHO HAaCTpPOeEK.

YKaxuTe fonosHMTeNbHy nHdopMalmo uHtTerpauum ¢ Amazon EC2:

« HaseaHwue uHterpaumn. lNMpu gob6aBneHNN HECKOSILKUX MHTErpaLmi Amazon
EC2, Bbl cMOXeTe onpeaennTb UX NO Ha3BaHUIO.

« [Joctyn K ydeTHoM 3anncu AWS n cekpeTHble Kun

OrpaHMunTb HasHauyeHue NOSIMTUKU U3 NpocMoTpa ceTU. Mcrnonb3ayiTe aTy
onumio, YTobbl YNpPaBnATb pa3pelleHUs MU CEeTeBbIM agMWHUCTpaTopam
M3MEeHATb NOJIMTUKU BUPTYalbHbIX MaluH 4vepe3s Computers and Virtual
Machines Ha cTpaHuLe Network. Korga Bbi6paHa aTa onuus, agMUHUCTPaTOPbI
MOTYT U3MEHSATb MONUTUKM BUPTYaNbHbIX MaLlUWH TOJIbKO U3 pasaena Virtual
Machines ceTeBbIX 91eMEHTOB.

Haxmute COXpaHMTb. Ecnu npenocTtaBJieHHble  YY€THble  AaHHble
p,eVICTBMTeﬂbeI, MHTEerpauuna 6yp,eT co3paHa n p,o6aBneHa B CMUNCOK.

MogoxanTte, noka GravityZone npoBefeT CUHXPOHU3ALMIO C MUHBEHTapeM Amazon
EC2.

WuTerpaums ¢ Microsoft Azure

Bbl MoxeTe MHTerpupoBatb GravityZone ¢ Microsoft Azure n 3awuTMTL Bawwmn
BUPTYasnbHble MalUKHbI, pacrnonoXeHHble B Microsoft cloud.

Tpe6oBaHus K CUCTEME:

MpunoxeHue Azure c paspelueHnem Reader
NpeHTndukatop Active Directory
NpeHTUdUKaTOp NPUNOXKEHNS

CekpeTHas ¢dpasa NpuoXeHus

3a noapobHon MHbopMaLMen O MONyYyeHUUM TPeBYyeMbIX YYETHbIX AaHHbIX W
HaCTpOMKe NpuUnoXeHns Azure, NPOCMOTPUTE faHHYHO cTaTbio basbl 3HaHMN.
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Bbl Mo)keTe co3gaTb HecKonbKo WHTerpauuii Microsoft Azure. Ona kaxkaon
WHTEerpauum Bbl SOMKHbI NpeocTaBUTb gencteutenbHbin Active Directory ID.

[ns HacTpowiku nHTerpauum ¢ Microsoft Azure:

1.

MepeiiguTe Ha cTpaHuly KoHdurypauus B Control Center u KNIMKHWUTE B pasgen
Mpoeaiigepsbl Bup'ryanusau,u.

HaxmuTte kHonky @ [l06aBUTb B BepxHeW 4acTu Tabnuubl u Bbibepute
UHTerpauma Azure 13 MeHH0. [10ABUTCA OKHO HAaCTPOEK.

YKaxute AonoSIHUTESIbHYI0 MHPOpMaLuio MHTerpaumm ¢ Azure:

. HasaHue uHTerpauum. Npn [o6aBNeHNM HECKOJbKUX MHTEI'paLI,VIﬁ Azure,
Bbl CMOXXeTe onpeaesiutb UX no Ha3eBaHUIo.

. Wpentudukarop Active Directory. Kaxxabin ak3emnnsp Azure Active Directory
UMeeT YHUKasNbHbIW naeHTMdUKaTop, AOCTYMHbIN B MHGOPMaLIUM y4eTHOM
3anucu Microsoft Azure.

. WpeHTudukatop npunoxkeHusa. Kaxzgom npunoxeHne Azure umeeT
YHUKaNbHbIN UAEHTUPUKATOP, AOCTYMNHLIN B MOAPO6HOM MH(OpMaLum
NPUNOXEHNS.

. CEerTHaﬂ cl)pasa MPUNOXXeHUs. CereT NPpUNOXeHnAa 3TO 3Ha4deHue,
OOCTYMNHOE MNMpn COXpaHEHUM KnKo4a B HaCTpOVIKaX NpUNoXXeHnd Azure.

Bbi6epuTe onuuto OrpaHUYMTb Ha3Ha4yeHue MOJIMTUKU U3 MPOCMOTpa CeTy,
4YTO6bl UBMEHUTb MOJIMTUKY TOJIbKO AJISi NPOCMOTPa BupTyanbHbiX MaLUMH.
Ecnu He BbIGpaHO, Bbl CMOXETE MEHATb MOJIMTUKY U3 NpocMoTpa KomnbiloTepos
1 BuptyanbHbix MalumH.

Haxmute CoxpaHutb. Ecnu npepoctaBneHHble yyeTHble  AaHHble
AeNncTBUTENbHbI, UHTErpauus 6yaeTt cosgaHa u fobaBnieHa B CMIMCOK.

MonoxauTe, noka GravityZone npoBeAeT CUHXPOHU3aLMIO C UHBEHTapeM Microsoft
Azure.

Ynpaenenue UHTerpaumeii ¢ Mnatpopmamu

Ona nameHeHma nnm 06HOBIEHUSA MHTEerpauum c I'IJ'IaTCI)OpMaMVIZ

1.

B Control Center, nepengute B pasgen Hactpoiika > Buptyanusauus.

2. HaxxmwuTte KHOMKy ©© U3mMeHuTb B [eiicTBue.
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3. HacTpoWiTe Hy>kHble napameTpbl NpaBuna. ns nonyyeHns AonoSHUTENbHON
uHbopmMaLum o6paTUTECh K OAHOMY U3 CIIeAYIOLLNX PA3fAesioB, B 3aBUCUMOCTH
OT TOrO, YTO NMPUMEHUMO:
« «MHTerpaums c vCenter Server» (p. 92)
« «MHTerpaums c XenServer» (p. 95)
o «MHTerpaums ¢ Nutanix Prism Element» (p. 96)
« «MHTerpaums ¢ Amazon EC2» (p. 97)
o «MHTerpauus c Microsoft Azure» (p. 98)

4. HaxxmuTe CoxpaHuTtb. MofoxauTe HECKOJIbKO MUHYT, NOKa cepBep He 6yaeT
NMOBTOPHO CUHXPOHU3UPOBaH.

WHTerpauun Nutanix Prism Element, Amazon EC2 and Microsoft Azure
CUMHXPOHU3UPYIOTCS aBTOMAaTUYeCKM Kaxgable 15 MUHYT. Bbl  MoxeTe
CYMHXPOHU3MPOBATb UX BPYYHYIO B NIH060€E BpeMsA CreflytoL MM 06pasoM:

1. B Control Center, nepengute B pasgen Hactpoiika > Buptyanusauus.
2. HaxxmuTe KHormKy © PecuHXpoHMsaums B cTonbue [eidcTeue.
3. HaxmuTte Oa, yT06bI NOATBEPAUTL BbIGOP.

KHonka @ PecuHxpoHusayus 0CO6€eHHO MoJsie3Ha B cny4yae, Korga cCTtaTycC
MHTEerpaunn MeHdeTca n Tp66yET CUHXPOHM3aLUun, Kak nokasaHo B crieayrowmnx
CUTyaumax:

o [ns unterpauum c Nutanix Prism Element:
— [lonbsoBaTenb 60JbLLE HE UMEET NPUBWUIIENMIN a4MUHUCTpPaTopa.

— [MMonb3oBaTenb CTaHOBUTCA HelelCTBUTESIbHbIM (CMEHa WM ypaarneHue
napons).

— CepTudukat 6€30nacHOCTN CTAHOBUTCS HEAENCTBUTESbHbIM.
— T[lpowusoLwna owmnbKa coeuHeHus.
— B knactepe Nutanix Prism Element go6aBneH nnu yaaneH xocT.
« Onsa unterpauyun Microsoft Azure:
— [o6aBneHus unu yaaneHa nognucka B Microsoft Azure.
— B Microsoft Azure go6aBneHa unu ypaneHa BUpTyanbHas MalLvHa.

Bbl Tak)ke MOXKeTe CUHXPOHU3UPOBATb MHTErpaLuio, HaXKaB KHOMKY © U3MeHUTb,
a 3aTeM Ha)xaB CoxpaHUTb.
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Onsa ynanenunsa nnterpauum c vShield, XenServer, Nutanix Prism Element, Amazon
EC2 unu Microsoft Azure:

1. B Control Center, nepengute B pasgen Hactpoiika > Buptyanusauus.

2. Haxmwute kHonky ® YpanuTb B JleMcTBUe , COOTBETCTBYIOLLYIO YAansaeMon
UHTerpauum.

3. HaxmuTte [la, 4T06bI NOATBEPAUTDL BbIGOP.
YT06bl yaanuTb nHTerpaumto NSX:

1. BowaunTe B KOHconb VMware vSphere un yaanute Bce nonutuku Bitdefender u
Security Server.

2. B Control Center, nepeiiaunte B pasgen Hactpoiika > BupTyanusauus.

3. B cTonb6ue [leiicTBue, COOTBETCTBYIOLLEM YAaNA€MON UHTErpaLun, HaXXMUTe
® OTMeHWTb perucTpaumio , a 3aTeM © Yaanutb .

4. HaxmuTte [a, 4T06bI NOATBEPAUTL BbIGOP.

YT06b1 y6eanUTbLCS, YTO 0TOBPaXKaeTCA akTyanbHasi MHhOPMAaLMS, HAXXMUTE KHOTKY
Refresh B BepxHel yacTun Tabnuubl.

MpoBaitgepbl besonacHocTy

GravityZone Security for Virtualized Environments niterpupyetcs c VMware NSX-T
Data Center c nomoubto NSX-T Manager.

MuTerpauus ¢ nomolybto NSX-T Manager

NSX-T Manager - 310 naHenb ynpasneHus cepsepamu vCenter, MHTerpupoBaHHas
¢ NSX-T Data Center. YTo6bl MHTerpauus paboTtana, BaM HeE06X04MMO HAaCTPOUTb
UHTerpaumnto ana cepsepoB vCenter, cBA3aHHbIXx ¢ NSX-T Manager. 3a
JononHuTeNbHoM nHpopmaumen, nepenanTe K pasgeny VIHTerpauus c cepeepom
vCenter.

[nsa HacTpowku uHTerpayum ¢ nomolubto NSX-T Manager:

1. B Control Center, nepenaute B pasgen KoHdwurypauus > Buptyanusaumss
MpoBaitigepbl 6e30MacHOCTH.

2. Haxxmute kHonky & [106aBMTb B BEpXHEW YacTu Tabnuubl. [oABUTCA OKHO
HaCTpOeK.

3. YKaxuTe AONONHUTENbHYO MHPOPMaLUUIo nHTerpaumm ¢ NSX-T:

YcTaHoBKa 3aWuThl 101




Bitdefender Grawt\/Zome

S

unfollow the traditional

. HasaHue nHTerpauum ¢ NSX-T.
« Wmsa xocTa unm IP-agpec cBasaHHoM cuctemMbl vCenter Server.
« MopT NSX-T (no ymonyaHuto - 433).

4. YKaxuTe y4e€THble AaHHble, KOTOpble 6ynyT ncnonb3oBaTbCA AJ1A NPOBEPKU
noanuMHHocTu B vCenter Server. Bbl MoXeTe Bbl6paTbZ MCNoNb30BaThb Y4E€THbIE
AaHHble, NpeaoCTaBJIEHHbIE ANA UHTerpaunn CJ'IY)K6017I KaTasioroB Wian NMHom
Ha6op YYE€THbIX [OaHHbIX. Monb3oBaTtenb, YbM y4yeTHbleé [aHHbl€ Bbl
npepnocrtaBndeTe, 4OJDKEH MMETb NpaBa agMUHUCTPATOpPa Ha cepBepe vCenter.

5. Haxmute CoxpaHuTb.

Tenepb Control Center uHTerpupoBaHa ¢ NSX-T. [1ns yCTaHOBKM 3alMUTbl Ha
BalUM BUPTYasibHble MallMHbI Yepe3 nonutuky Guest Introspection GravityZone,
npocMoTpuTe cTaTbio basbl 3HaHMM HacTponka u ycTaHOBKa 3alluThl Ha
rocteBble BupTyasbHble MawuHbl VMware NSX-T C MOMOLLbLI NOJSIMTUKK
GravityZone Guest Introspection.

Mpumeyanune
GravityZone MoXeT 6bITb UCMONIb30BaHAa TOJIbKO SISl 3aLLUTbI COOTBETCTBYHOLLErO
cepBepa Server.

NTSA

B aToM paspene Bbl cMO)eTe HacTpouTb UHTerpauuto ¢ Bitdefender Network
Traffic Security Analytics, pelueHnem 6e3onacHoCTH NpeanpUATUIA, KOTOPOE TOYHO
onpegensieT 6pelun B 3almUTe U JaeT NpeAcTaB/iEHNE O CITOXKHbIX aTakax MnyTem
aHanusa ceteBoro Tpaduka. 3a nogpo6HoN nHpopmaumen o JaHHOM MPOAYKTE,
obpaTuTech K JokymeHTauun Bitdefender NTSA.

BaxtHo
Pasgen vHTerpaumm ¢ NTSA pocTyneH TONbKO Mnocne BBoAa LENCTBUTENbHONO
JIMLLEH3UOHHOT O KJtoYa Ha cTpaHuue KoHdurypauus > JluyeHsum .

Ona HacTporkun uHterpaumm NTSA, BaM Heo6xoaMMo uMeTb pewieHre NTSA B
BalLeM OKPY>XEeHUM, a TAKXKe UMETb YYeTHble flaHHble A5l AOCTyna K BE6-KOHCOJM
NTSA.

Bo BpeMs uHTerpaumm, BaM notpebyetca npegoctasutb agpec (IP unu ums xocTa)
Be6-koHconm NTSA 1 TokeH (KoY COMnpsiXXeHUs1), CO3aHHbI B Be6-KOHCoIM NTSA,
0 YyeM 6yeT O6BSCHEHO B AalbHENLLIEM.
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HacTpoiika uHterpaumm NTSA

> wonp -

6.

Bxog B GravityZone Control Center.

Mepengute Ha cTpaHuuy KoHdurypauus n Haxxmute Bknagky NTSA.
AxkTuBupyiTe onuuto UHTerpauus c Network Traffic Security Analytics (NTSA)
BBepuTe cnepyrolime faHHble:

« Appec Be6-koHconu NTSA (IP / uma xocTa).

. [TopT, no koTopoMy GravityZone 6yzeT coeanHsitcsi ¢ NTSA (Mo ymonyaHuto
- 443).

. Koy conpsixeHns (TokeH), cosfaHHbIi B Be6-koHconm NTSA cnegyrowmm
06pasoMm:

a. Bongute B Be6-koHconb NTSA u nepedauTe Ha CTpaHuuy
JInueHsupoBaHue

b. BblbepuTe onuuto UHTerpauus c GravityZone.
c. Haxmute Cospatb Kntou ConpsixkeHus. Koy nossBUTCA aBTOMaTUYECKMU.

d. WcnonbayinTte kHonky CkonupoBaThb B 6ycep o6MeHa, YTOObI NOYYUTb
KJTOY COMPSKEHUSI.

e. Haxmunte OK gnda nogreepxaeHus.

YaocToBepbTeCh, YTO OTOOPAXKEHHbIN OTNEYaTOK XOCTa COBMafaeT C X3LleM
ceptudukata SSL u3 yctponctBa NTSA, 3aTteMm aktuBupynte onuuto fl
npuHMMato cepTudukar.

Haxmute CoxpaHuTb.

Mocrne ycnewHoro saBepLUEHUst HACTPOMKU, UHTerpaLus 0To6pasmTCsi CO CTaTyCoOM
CuHxpoHusupoBaHo. VHTerpaumsa ¢ NTSA MOXeT HaxoAuUTbCA B Cleayouinx
COCTOSHUSAX:

N/A: HTerpaums eie He HaCTpoeHa.
CUHXPOHU3NPOBAHO: MHTErpaLus HaCTPOEeHa M BKJTOYEHaA.
HeBepHbI# TOKEH: KoY CONpsiXKeHNs U3 Be6-koHconm NTSA HegencTBUTeneH.

OwnbKa coefUHEHUA: HEBO3MOXHO MOAKIOUMTLCA K YKasaHHOMY ajpecy
Be6-koHconM NTSA (HeBepHblii IP / Ms xocTa).
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o Ownbka cepTudUKaTa: TEKyLLN 0TNeYaTok SSL cepTudmkaTa ns yctponctaea
NTSA He coBnagaeT C M3HaYanbHO NPUHATHLIM OTNEYaTKOM.

o HeunseBectHas owmbKa: HeM3BecTHas OLIMOKaA coeanHeHunA.

Mone MNMocnepHee usMeHeHue cTaTyca 0To6pa)KaeT BpeMa U aaty nocnegHero
ycnewHoro uUsmMeHeHmnd HaCTpoeK UHTerpaymm nnm CMeHbl Ctatyca UHTerpayun.

Mocne HacTporku uHTerpaumm NTSA, Bbl MOXETe BKJIOUYUTb / OTKIHOYUTL
MHTEerpauuto ¢ nomMoLlbio hraxka B BepxHel YacTu ctpaHuue NTSA.

CoeanHeHue BaLwKx yueTHbIX 3anucen GravityZone n NTSA

Mocne HaCTPOMKM UHTErpaLum, Balum ydeTHble 3anucu GravityZone n NTSA 6yayT
COefMHEHbl U Bbl CMOXETe JIerko nepenTtu B Be6-KoHCOoNb NTSA cnegytowmm
0o6pasom:

1. B Control Center GravityZone, Haxxmute KHOMNKy NTSA, pacrnofioXXeHHyto B
HUXXHEM NEBOM Yrily OKHa.

2. Bbl 6yaeTe nepeHanpaBieHbl Ha CTpaHULYy aBTopu3aLlumn Be6-koHconn NTSA.
lMocne BBoAa BalMX yyeTHbIX AaHHbIX NTSA, Bbl CMOXeTe NPOCMOTpPeTb
Be6-koHcosb NTSA.

Bam Heob6xoguMmo BBecTU y4yeTHble paaHHble NTSA ToNbko oAuH pas.
BnocnepcTBuu, Bbl CMOXeTe 3aX04UTb B Be6-KOHCOJIb NTSA aBTOMaTH4ecKy,
Ha)kaB kHonky NTSA, 6e3 Heo6X04MMOCTM CHOBa BBOAMTb BallM YYeTHble
JaHHble.

Ypanenue unterpauum NTSA

Y nanenve nuueHsmoHHoro kntoya NTSA 3 ctpaHuubl KoHdurypaums > JiueH3us
TaKxe yaanut nHterpauumio NTSA.

MpumeyaHmne
Bawa yuyeTHas 3anucb NTSA u GravityZone 6ynyT pasbeAuHEHbl B CleAyoLwmx
cnyyasnx:

o JIMueH3noHHbIN KoY NTSA 6bin yaaneH.
o [laponb oT NTSA 6bl1 UBMEHEH.
« [laponb oT GravityZone 6b1j1 UBMEHEH.

o HacTpoiiku unterpaumm NTSA 661111 UBMEHEHbI.
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CepTudukatsbl

Onsa npaBunbHOro M 6e3onMacHOro pasBepTbiBaHMA Bawero GravityZone,
Heo6xoAMMO co3flaTh M A06aBUTh psAfa cepTudmkaToB 6esonacHocTu B Control
Center.

Bitdefender

GravityZone Welcome, Admin v

Dashboard Mail Server  Proxy  Miscellaneous  Backup  Active Directory  Virtualization  Certificates

Network

Certificate Common Name Tssued By Expire Date
Packages

Control Center Security N/A N/A N/A
Tasks

Policies Communication Server 192.168.3.88 MDM Root 2016-05-10 06:37:07

Assignation Rules Apple MDM Push APSP:3b62e65d-2147-4759-a60... Apple Appication Integration Cert... 2016-05-10 06:28:21

Reports 10S MDM Identity and Profie Signing MDM Signing Interm MDM Root 2016-05-10 06:37:18

Quarantine
105 MDM Trust Chain MDM Root MDM Root 2025-05-08 06:36:31

Accounts

User Activity
Configuration

Update

CTpaHuua cepTuduKaToB

Control Center nogaepxuBaeT crnegytowine popmaTtbl cepTUdUKaTOB:
« PEM (.pem, .crt, .cer, .key)

. DER (.der, .cer)

« PKCS#7 (.p7b, .p7c)

. PKCS#12 (.p12, .pfx)

MpumeyaHmne

Cnepytowme cepTudUKaTbl TPebylOTCA UCKIIIOUYUTENIbHO  Afs  yrpaBJieHUs
6e30MacHOCTbIO Ha ycTpowcTBax Apple iOS:

o CepTudurkaT KOMMYH/UKaLMOHHOrO cepBepa

« Apple MDM Push-Ceptudukar

« CepTudukaT nognmMHHocTu 1 npoduns nognucanus i0S MDM
« Llenouka noBepeHHbIx cepTudmkatos i0OS MDM

Ecnu Bbl He NnaHupyeTe pasBopayvBaTh ynpasieHne Mo6ubHbIMU YCTPOUCTBaMM
i0S, BaM He HY)XHO NMpefocTaBnATb 3TU cepTuduKaThbl.
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CepTtudumkatbl 6e3onacHoctu Control Center

CepTtudukatbl 6e3onacHoctu Control Center HeobxoguMbl ANs TOro, YTO6bI
Be6-koHcosIb Control Center oTob6paxanacb B BalleM Be6-6paysepe Kak
JoBepeHHbIn canT. Control Center no ymonyaHuto ucnonbayet ceptudumkat SSL,
noanucaHHbin Bitdefender. 3ToT BCTpPOEHHbIN cepTUPUKAT He npusHaeTcs
Be6-6paysepamu u, B pesynbTaTe, cpabaTbiBalOT NpeaynpexaeHns 6e30nacHoOCTy.
YTo6bl M36exaTb MpegynpexpeHnn 6GesonacHocTM ©Opay3epa, pobaBbTe
cepTudukaT SSL, nognucaHHbIN Balled KOMMaHWen UM ¢ NOMOLLbIO BHELLHENO
ueHTpa cepTudmkaumm (CA).

YTo6bl 06aBUTbL UNKN 3aMeHNUTb cepTudukaTbl Control Center:

1. Mepengute Ha cTpaHuyy Configuration n HaxkmuTe Bknagky Certificates.
HaxmuTte Ha nms ceptudukara.

Bbi6epuTe TUN cepTUdMKaTa (C OTAENbHBIM UM BCTPOEHHBIM JIMYHBIM KITHOYOM).
Haxxmute kHonky Add psigom ¢ nonem Certificate n 3arpysute ceptudukar.

A ol

[ins cepTudumkaTta c OTAENbHBIM JIMYHBIM KITHOUYOM, HaXXMUTe kHonky Add psgom
c nonem Private key v 3arpyanTte IMYHbIN KItOu.

6. Ecnu cepTudukat 3almuLeH naposiem, BBEAUTE Naposib B COOTBETCTBYIOLLEM
norne.

7. Haxkmnte CoxpaHUTb.

KoHeuHble Touku - CepTudmKaT KOMMYHUKALMOHHOIO cepBepa Security Server

3TOT cepTudmKaT rapaHTUpyeT 6€30MacHyo CBSI3b MeXAY areHTaMu 6e30MacHOCTH
W Ha3HauyeHHbIM UM Security Server (Multi-Platform).

Bo BpemMsi ero pasBepTbiBaHuA, Security Server reHepupyeT no yMOSYaHWIO
camMonopAnucaHHbIv cepTUdmUKaT. Bbl MOXXeTe 3aMEHUTb BCTPOEHHbIN cepTUdUKar,
Jo6aBuB apyrov Ha Baw Bbibop, B Control Center.

[ns po6aBneHns unm 3aMeHbl KOMMYHUKALMOHHOMO cepTudukaTa Mexay KOHEeYHOM
TouKom u Security Server:

1. Mepengute Ha cTpaHuly Configuration 1 HaxxmuTe Bknagky Certificates.

2. HaxmuTte Ha ums ceptudmkarta.

3. Bbli6epuTe TUN cepTUdUKaTa (C OTAENbHBIM UM BCTPOEHHbBIM JIMUYHBIM KJTHOUYOM).
4

HaxxmuTe kHonky Add pagom c nonem Certificate un sarpysute ceptudukar.

YcTaHoBKa 3aWuThl 106




Bitdefender Grawt\/Zome

unfollow the traditional

5. ns cepTudurkarta c oTAeNbHbIM JIMYHBbIM KJTHOUYOM, HaXXMuUTe kHornky Add psagom
c nonem Private key 1 3arpysnte nn4YHbIf Koy,

6. Ecnn CepTM(bVIKaT 3alumuieH naponem, BBeanTe naposib B COOTBETCTBYHOLLEM
none.

7. Haxxmnte CoxpaHuTb. MOXeT NOSIBUTCS NpeaynpexaatoLLiee CoobLeHme ecnm
cepTudUKaT camMonoAnMUCaHHbIN UM uctTekwuin. Ecnu ceptudukat uctek,
no)xanymcrta o6HOBUTE €ro.

8. Haxmute Yes ans npofomkeHns BbIrpy3ku ceptudukaTa. HezamegnurenbHo
rnocne 3aBepleHuss BbIrpy3ky, Control Center BbiwneT cepTudukaT
6esonacHocTu Security Servers.

B crnyyae Heo6X0aMMOCTH, Bbl MOXeTe BEPHYTbCA K UCXOAHbIM BCTPOEHHbIM
cepTudmnkaTam Kaxgoro Security Server cnegyromm o6pasom:

1. HaxmuTe Ha HasBaHue cepTudukaTta B paspene Certificates.
2. BbibepuTte B kauecTBe Tuna ceptudukatos No certificate (use default).

3. Haxmute CoxpaHUTb.

CepTuunKaT KOMMYHUKALMOHHOTO cepeepa

CepTudrkaT KOMMYHUKALMOHHOIO CepBepa UCMosib3yeTcs ANs 3alMTbl KaHana
CBA3N MeXJy KOMMYHWKALWOHHbIM CEPBEPOM UM MOGUISIbHBIMU YCTPOMCTBaMM
i0S.

TpeboBaHus:

o OTOT cepTudMKat SSL MOXeT 6bITb NOZNUCAH MO0 B BaLLen KOMMNaHuu, nnbo
C NOMOLLLbIO BHELLHETO LieHTpa cepTudukaumm.

Mpepynpexpaenue

CepTVId)VIKaT MOXeT 6bITb NpU3HaH Hep,eVICTBVITEJ'IbeIM, €CJIM OH He 6blN BblAaH
06LLEeA0CTYMNHLIM/OBEPEHHBIM  LIeHTPOM  cepTudukaumm  (Hanpumep,
camo3saBepsoLMe cepTUGUKaTbI).

« [ly6nmyHoe nms cepTudmrKaTa AO/MKHO B TOYHOCTM COBMAAaTh C UMEHEM UIIN
IP-agpecom Ballero 4OMeHa, UCNoJib3yeMbiM MOGWUIbHbIMU KIIMeHTaMKU Anst
NOAKJIIOYEHUSS K KOMMYHMKALMOHHOMY cepBepy. 9TO HacTpauBaeTcsi Kak
BHewHne MDM-agpeca B KOHPUrypauMOHHOM WHTepdence KOHCOSM
GravityZone.
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« Mo6WnbHble KNNEHTbI AOMKHbI 0BEPSATL 3TOMY cepTudukaty. [ns aTux uenei
Bbl JOJ/KHbI fo6aBuTb I0S MDM Trust Chain.

YT06bI O6ABUTL UIIN 3aMEHUTbL cepTUdMKaTbl KOMMYHUKaLMOHHOIO CepBepa:
1. MepenguTe Ha cTpaHuuy Configuration n HaxxmuTe BKnagky Certificates.
HaxmuTte Ha nms ceptudukara.

Bbi6epute TN cepTudmKaTa (C OTAENbHBIM UM BCTPOEHHBIM JIMYHBIM KITHOUOM).

HaxxmuTe kHonky Add psigom ¢ nonem Certificate u 3arpysute ceptudukar.

AR

[na cepTudukaTa c 0TAENbHBIM IMYHBIM KIHOYOM, HaXKMUTe KHoMKy Add psigom
c nonem Private key 1 3arpysnte nn4yHbIf Koy,

6. Ecnn CepTM(bVIKaT 3alumuieH naponem, BBeanTe Nnaposib B COOTBETCTBYHOLLEM
none.

7. Haxkmute CoXpaHUTD.

Apple MDM Push-Ceptudukar

YcTtpoincTea Apple TpebytoT Hannune MDM Push-cepTudukaTta gns obecnedyeHuns
6e30nacHOMN CBA3M MeXAY KOMMYHUKALMOHHbIM cepBepoM 1 cnyxx6on Apple Push
Notifications service (APNs), npu oTnpaBke push-ysegomnenuii. Push-ysegomnenns
NCNonb3yTCs, YTOObI MOACKa3aTb YCTPOMCTBAM O HEO6XOAUMOCTM NOAKITHOYEHNS
K KOMMYHMKaLMOHHOMY CepBepyY, KOrAa AOCTYMNHbI HOBbIE 3a[auv U U3MEHeHMs
B NOJIUTUKE.

Apple BbinyckaeT cepTUdMKAT HeNOCPEACTBEHHO ANA Ballel KOMMaHWW, HO
TpebyeTcs Balll 3anpoc Ha nognucaHue ceptudukaTa (Certificate Signing Request
- CSR), ans ero noanucanus Bitdefender. LLeHTp ynpaBneHus uMeeT cneuuanbHblii
MacTep, KOTOpPbI MOMOXET BaM 06/1erynTb NpoLeaypy noyyeHust ceptudmkara
Apple MDM Push certificate.

BaxxHo

« Bam noHapo6utcs Apple ID Ans nony4yeHus u ynpaeneHus cepTudukaTom. Ecnm
y Bac HeT Apple ID, Bbl MoXeTe co3gaTb ero ctpanuue My Apple ID. UcnonbsyiTe
061N afpec 3NEeKTPOHHOM NOYTbI KOMMaHWK, @ He afpec 3NIEKTPOHHON MOYThI
COTPYAHMKA, YTOObI 3aperncTpupoBaTb Apple ID, Tak Kak OH MOHaZ06UTCS NO3Xe,
4YTO6bI 06GHOBUTbL CEPTUDMKAT.

o Caunt Apple He pa6oTaeT [oMKHbIM o6pa3oM B Internet Explorer. Mol
pekoMeHZyeM Ucnosib3oBaTb nocnegHue sepcum Safari unu Chrome.
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« Apple MDM Push certificate geiicTBuTENEH TONBLKO 0AMH roa. Koraa ceptudukar
UcTeYeT, Bbl LJO/MKHbI 06HOBUTL €ro U UMMOPTUPOBAaTb OOHOBJEHHbIV cepTUdUKaT
B Control Center. Ecnv Bbl ONYCTUAN MPOCPOYKY cepTUdUKaTa, BaM HEO6X0AUMO
co3/aTb HOBbIN U peakTMBUPOBaTb BCe BalUK YCTPOWUCTBA.

[No6asneHue HoBoro ceptudukata Apple MDM Push Certificate

YTt06bl nonyuntb Apple MDM Push certificate u umnoptuposath ero B Control
Center:

1. MepenguTe Ha cTpaHuuy Configuration n HaxxmuTe BKknagky Certificates.
2. HaxmuTe Ha ums cepTudmkaTa u cnelyiTe nofckaskaM MacTepa, Kak onnucaHo
HUXe:

Lar 1 - MonyyeHue 3anpoca Ha nognucb ceptudukarta (CSR), nognucaHHoro
Bitdefender
BbibepuTe noagxogsiume onuuu:
. | need to generate a certificate signing request signed by Bitdefender
(pekoMeHayeTcA)
a. BBeauTe Ha3BaHME KOMMaHWKM, Balle MOSHOE MMS M afpec
3JIEKTPOHHOM MOYTbI B COOTBETCTBYHLLUUX MOSSIX.
b. Haxmute Generate ana sarpysku CSR-¢aina, nognucaHHoro
Bitdefender.
. Y MeHs yxe ecTb 3anpoc Ha nognucb ceptudukara (CSR), m MHe Hy)KHO
nony4yuTb ero noagnucaHHbiM Bitdefender
a. 3arpysute ¢dann CSR 1 cooTBETCTBYIOWMI IMYHBIA KItOY, HaXKaB
KHonky Add psgom c o6oumu nonsamMu.

KOMMyHVKaLUOHHOMY cepBepy HeOo6XOAMM JUYHbIA KoY Ans
ayTeHTUdumKaumm c cepeepamm APNSs.
b. YkaxwuTe naponb, 3awmLLatoLL M IMYHBIA KIHOY, €CJIM HE0O6X0AMMO.
c. Haxmwute kHonky Sign ans 3arpysku CSR-panna, nognmcaHHoro
Bitdefender.

LLar 2 - 3anpoc push-ceptudukara ot Apple.
a. Haxmute ccbuiky Apple Push Certificates Portal n Bongute B Hero,
ncnonbays Apple ID 1 naposb.
b. Haxmute kHonky Create a Certificate u npumuTe ycnosus
UCMoNb30BaHus.
c. Haxmute Choose file, Bbi6epute CSR-dhann n satem Haxmute Upload.
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Mpumeyanmne
Bbl MoOXeTe yBuaeTb KHornky Choose file nog apyrum nmeHem, Takum
kak Choose nnv Browse, B 3aBMCUMOCTM OT UCMOSb3yeMoro 6paysepa.

d. Ha cTpaHuue noaTBepAeHUst HaxmuTe kHonky Download, 4To6bl
nonyumtb Baw MDM Push certificate.
e. BepHutecb o6paTHo K MacTepy Control Center.

LWar 3 - UmnopT Apple push-cepTudukara
HaxxmuTe kHonky Add Certificate, yTo6bI 3arpy3uTb dann ceptudukaTta c
Balllero KoMnbtoTepa.

Bbl MOXkeTe NpoBepUTb CBeAeHUs 0 cepTUdUKaTe B MOJIE HUXKE.
3. Haxxmunte CoxpaHuUTb.

Bo3o6HoBneHue ceptudukarta Apple MDM Push Certificate
YT106bI NpognuTb Apple MDM push-cepTudukaT n o6HoBUTL ero B Control Center:

1. Mepengute Ha cTpaHuyy Configuration n HaxkmuTe Bknagky Certificates.

2. HaxmuTte Ha HasBaHuWe cepTUdUKaTa, YTo6bl OTKPbITb MacTep MMMopTa.

3. lMonyuyeHne 3anpoca Ha nognucb ceptudukata (CSR), mognucaHHoro
Bitdefender. Mpoueaypa Takas xe, Kak 1 Ansa Nosy4YeHns HOBoOro ceptudukara.

4. HaxmuTe Ha ccbinky Apple Push Certificates Portal n 3aiiguTte Ha Hero ¢ Tem

»xe Apple ID, ucnonbayemMbiM npu co3gaHmm ceptudukara.

Hanante MDM Push certificate for Bitdefender n HaxxmuTe COOTBETCTBYIOLLYIO

knasuwy Renew.

HaxmuTte Choose file, Bbibepute CSR-hann n 3atem HaxxmuTe Upload.

Haxmute Download, 4T06bI COXpaHUTb cepTUdUKAT Ha BallleM KOMMbIOTEpE.

BepHuTech B Control Center u umnopTupyiTe HoBbIN Apple push-cepTudukar.

Haxmute CoxpaHUTb.

o

© 00N

CepTudukat nognmHHocTu  npoduns nognucanus i0S MDM

CepTtudukat nognuHHocTn n npoduna nognucanma i0S MDM ucnonbsyetcs
KOMMYHMKALMOHHbIM  CepBepoM, 4TO6bl  noanucbiBaTb  CcepTUdMUKaThI,
yA0CTOBepSAOLLNE MOAJMHHOCTD U Npodunn KoHbUrypauum, oTnpaBnsieMble Ha
MO6UIIbHbIE YCTPONCTBA.

Tpe6oBaHus:
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o OTO [OMKEH 6bITb NPOMEXYTOYHbINA CepTUPUKAT MNKn cepTUdMKAT KOHEYHOM
TOYKW, NOAMMUCAHHbIN NGO Ballen KoMMaHueh NM60 BHELWHUM LieHTPOM
cepTudukaymm.

o Mo6unbHbIe KNNMEHTbI [,OMKHbI LOBEPSTL 3TOMY cepTudmrKaty. [Ins aTux uenen
Bbl I0JKHbI f06aBUTb I0S MDM Trust Chain.

YT06b1 f,06aBUTH MU 3aMeHNUTb CepTUdMKaT NOAJIMHHOCTY U NPohUNs NoANUCaHNUA
i0S MDM:

1. Mepengute Ha cTpaHuyy Configuration n HaxkmuTe Bknagky Certificates.
HaxmuTte Ha nms ceptudukara.
Bbi6epute TN cepTudmKaTa (C OTAENbHBIM UM BCTPOEHHBIM IMYHBIM KITHOUOM).

HaxmuTe kHonky Add pagom c nonem Certificate u sarpysute ceptudukar.

AR I

[ns cepTudukarta c oTAeNbHbIM IMYHBIM KIFOYOM, HaxkMuTe kHonky Add psipom
c nonewm Private key v 3arpysunte nMyHbIn KoY.

6. Ecnn CepTMCI)VIKaT 3alumuieH naponem, BBeanTe Nnaposjib B COOTBETCTBYHOLLEM
none.

7. Haxxmute CoXpaHUTb.

Llenouka poBepeHHbix cepTudukatos i0S MDM

Llenoyka poBepeHHbIx cepTudukatos i0S MDM Heobxoguma MO6GWUIIbHBIM
YyCTpOWCTBaM YTO6bI OHM AoBepsiam CepTudurkaTy KOMMYHUKALMOHHOIO cepBepa
n Ceptudukaty noanMHHOCTM U npodunsa nognucaHus i0S MDM.
KOMMYHMKaUMOHHBbIM cepBep OTMNpaBAsieT 3TOT cepTUPUKAT Ha MOOWIbHbIE
YyCTPOWCTBA BO BPEMS aKTMBaLUK.

Llenouyka poBepeHHbIx cepTudukatos i0S MDM pomkHa copepxaTb Bce
NPOMEXYTOYHbIe CEpTUPUKATHI U O KOPHEBOTO cepTUdMKaTbI Balled KOMMaHUu
WM  NPOMEXYTOYHble cepTUdUKaTbl MOAMUCAHHbIE BHELWHWM LEHTPOM
cepTudmkauuu.

YT06bI f,06aBUTb MJIM 3aMEHUTB LLEMOYKY AOBEPEHHbIX cepTudukaToB i0S MDM:
1. Mepengute Ha cTpaHuuy Configuration 1 HaxxmuTe BKknaaky Certificates.

2. HaxmwuTte Ha umsa cepTudukaTa.

3. Haxmute kHonky Add psipom c nonem Certificate u 3arpysute ceptudmkar.
4

Haxmute CoxpaHuTb.
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Peno3utopun

Ha aToi BKnagke oTo6pa)kaeTcs WHdoOpMauua o6 O06HOBNEHUSIX areHTa
6e30MacHOCTH, BKJItOUas BEPCUU NMPOAYKTA, XPaHSILLIMECH Ha CepBepe OGHOBJIEHUN,
U Bepcuu, AOCTYyNHble B oduumanbHoM peno3uTtopun Bitdefender, konbua
06HOBJIEHWUIA, laTa U BpeMs 0GHOBJIEHUS U MOCEAHSS MPOBEPKa HaJIMYMS HOBbIX
BEPCUIA.

MpumeyaHmne
Bepcuu npoaykTa HeQoCTYNHbI AJ1s1 cCEpBEpOB 6€30MacHOCTMU.

5.1.5. YnpaBneHnue yctponctsom GravityZone

GravityZone nocTaensieTcs ¢ 6a3oBoi KoHbUrypaumer uHTepderca, 4OCTYMHOro
U3 UHCTPYMEHTapUs yrpaBeHus], KOTOPbIV UCTOJIb3YeTcs A yNpaB/ieHns Cpeaon
BMPTYyanu3aLuu, B KOTOPOI YCTAHOB/EHO YCTPOWUCTRO.

9TO AOCTYNHbIE OCHOBHbIE MapaMeTPbl NOCIIe NePBOro pa3BepTbiBaHUSA YCTPOUCTBA
GravityZone:

« HacTpoika napameTpoB MMeHM XOCTa

« HacTpoika ceTeBbIXx NapamMeTpoB

o HacTpowka napameTpoB nNpokcu-cepeepa
o KomMmyHuKaunoHHbIM cepep MDM

o JlononHuTenbHbie HACTPOWKM

« HacTpowka ssbika

V|CI'IOJ'Ib3yl7ITe KnaBULLKX CO CTpeJSIKaMn N KnaBuly Tab AN HaBUrauum no MeHHo
u onumsaM. HaxxmuTte Enter ans Bbl60pa onpeaesieHHbIX OI'ILI,VII?I.

HacTpoika MMeH# XocTa 1 napaMeTpoB

Ces3b ¢ ponsimu GravityZone ocyuiecTtensietca no IP-agpecy mnu DNS-umeHu
YCTPOWCTBA, Ha KOTOPbIX OHM YCTaHOBJMEHbl. 10 yMONYaHUIO KOMMOHEHTbI
GravityZone cBasbiBatoTca no IP-agpecam. Ecnu Bbl XoTuTe 06ecneyntb CBA3b
yepes nmeHa DNS, HeobxoamMmo HacTpouTb DNS-umeHa yctponcts GravityZone
N y6eauTbCs, YTO OHM KOPPEKTHO paspewatotca B |P-agpeca, HasHayeHHble
yCTpoWucTBaM.

Tpe6oBaHuUA K cUCTEME:
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HacTtpowka DNS-3anucu Ha cepeepe DNS.

DNS-umMs [JOMKHO KOpPpPEeKTHO paspewatbca B |P-agpec, HasHa4yeHHbIN
ycTponcTtsy. Takum 06pasoMm, Bbl [AOMKHbI Y6eAWUTbCS, YTO YCTPOMCTBO
HaCTPOEHO Ha KOppeKTHbIN IP-appec.

YT06bI 3a4aTb HaCTpOl)'IKM UMEHMN XOoCTa:

1.

4.

[locTyn K KOHCONMWM YCTPOWCTBA M3 BalLero UHCTPYMEHTapwusi yrnpasrieHus
BUpTyanuaaumen (Hanpumep, vSphere Client).

Bbi6epuTe 13 rnaBHoro meHto Configure Hostname Settings.

BBeauTe UMs xocTa yCTpolcTBa U UMA foMeHa cinyX6bl kaTanoros (Active
Directory, B criyyae He06X0AUMOCTH).

HaxmMuTe OK, 4To6bl COXpaHUTb USMEHEHUS.

HacTpoiika ceTeBbIX NapaMeTpoB

Bbl MOXeTe HaCTpoOUTb YCTPOMCTBO Ha aBTOMAaTMYecKoe MoslyyeHue ceTeBbiX
napameTpoB oT cepBepa DHCP wnu BblbpaTb HACTPOMKU MapaMeTpoB CeTU
Bpy4Hyto. Ecnu Bbl BbibepuTe ucnonbsoBaHve DHCP, Bbl f0MKHbI HACTPOUTb
DHCP-cepBep, 4T06bI 3ape3epBUpOBaTb A4J11 YCTPOMCTBA onpeaeneHHbIn IP-agpec.

YT106bI HaCTPOUTb CeTeBblE€ NapaMeTpPbl:

1.

JlocTyn K KOHCOMM YCTPOMCTBA M3 Ballero UHCTPYMEHTapus ynpaBieHus
BUpTyanuaaumen (Hanpumep, vSphere Client).

Bbi6epuTe u3 rnaBHoro MeHto Configure Network Settings.

Bbibepute ceTeBoi nHTepdeiic (no ymonyaHuto etho).

BbibepuTe cnocob HaCTPOMKM:

. HacTtpoiika napaMmeTpoB ceTu BpYyuHylo. Bbl fomkHbl ykasaTb IP-agpec,
Macky ceTwn, agpec wio3sa n DNS-cepsepa.

. ABTOMaTM4YecKoe TMOJlyYeHWe CceTeBblX HACTPOeK OT cepBepa
DHCP. UcnonbaynTe 3Ty ONuumio TONbKO ecnu Bbl HacTpownum DHCP-cepeep
Ha pesepBupoBaHue onpegeneHHoro IP-agpeca ans yctpoucTtaa.

Bbl MOXeTe NpoBepuUTb AeTanu Tekyllen |P-KkoHhUrypaumum mam cocTosHus
coefIMHeHUs, BbIGpaB COOTBETCTBYIOLLME ONLUN.
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HacTpoiika napaMeTpoB NpoKcu-cepBepa
Ecnu Balle yCTPOMCTBO MOAKIIOYEHO K MHTEpHETY yepes Npokcu-cepeep, BaM
Heo6X01IMMO HaCTPOUTb NapaMeTpbl NPOKCU-CepBepa.

MpumeyaHmne

HacTpoiku npokcu-cepepa Takxe AocTynHbl u3 Control Center, Ha cTpaHuue
Configuration > Proxy. /IameHeHne HacTpoek MpOKCU-cepBepa B OQHOM MecTe
aBTOMAaTMYeCKM OBHOBUT UX U B A PYrMX MecTax Takxe.

YT06bI HaCTPOUTL NapaMeTpbl MPOKCU-CEpBeEpa:

1. JocTyn K KOHCONMW YCTPOWCTBa U3 BAaLLEro MHCTPYMEHTapusa ynpaBleHus
BUpTyanuaaumen (Hanpumep, vSphere Client).

BbibepuTe 13 rnaBHoro MeHto Configure Proxy Settings.
Bbi6epuTe Configure proxy settings.
4. BBepuTe agpec npokcu-cepsepa. Micnonb3synte cnegyrowmm CUHTaKCUC:
. Ecnu npokcu-cepsep He TpebyeT aBTOpU3aLmK:
http(s) ://<IP/hostname>:<port>
. Ecnu npokcu-cepsep TpebyeT aBTOpU3aLuio:
http (s) ://<username>:<password>@<IP/hostname>:<port>
5. Haxmute OK, 4T06bI COXpPaHUTb UBMEHEHUS.

Bbi6epuTe Show proxy information, 4To6bl NpoBepUTL HACTPOMKM NPOKCU-CEPBEpA.

KommyHuKauuoHHbIn cepep MDM

Mpumeyanne

9Ta KoHbUrypaums TpebyeTcs TONbKO A8 yrpaBieHUst MOGUIbHbIMU YCTPONCTBAMMY,
€CNu BaLl JIMLLEeH3WOHHbIN KoY pacnpocTpaHsieTcs Ha cnyxo6y Security for Mobile.
Onuusi NOSIBUTCSI B MEHIO MOCHE YCTAaHOBKMU PoJib KOMMYHUKALMOHHOIO cepBepa.

Mpu yctaHoBke GravityZone Mo yMon4aHWo, MOGWSIbHbIE YCTPOMCTBa MOryT
ynpaBnATbCA TOJIbKO Torfga, Korga OHW HernocpeACcTBEHHO CBfA3aHbl C
KopnopaTtuBHoW ceTbto (Yepe3 Wi-Fi unu VPN). 3To npoucxoaut noTomy, 4to npu
perucTpauuun MOOWIbHbIX YCTPOMCTB OHM HACTPOEHbl Ha MOAKIIHOYEHUE K
KOMMYHUKaLMOHHOMY CepBepy Mo JIokanbHbIM agpecam.
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YT0o6bl UMETb BO3MOXHOCTb YNpaBAATb MO6UNbHBIMU YCTPOCTBAMM 4yepes
MHTepHeT, He3aBUCMMO OT TOrO, A€ OHM HaXOAATCH, HEO6XOAUMO HACTPOUTb
KOMMYHUKaLMOHHbI cepBep Ha AOCTYMNHOCTb C MNy6/MYHbIX aApecoB.

,E,J'IFI ynpasseHnA MO6USTbHBIMU yCTpOVICTBaMM, Korga oHU He NOAK/NH4YeHbl KCeTU
KOMNaHUKU, AOCTYMHbI cCneayouine BapuaHTbl:

. HacTtpoiite nepeagpecauuto NOpPTOB Ha KOPMOpPaTMBHOM LIIO3e AJiA
YCTPOWCTBA C POJIb0O KOMMYHUKALMOHHOIO CepBepa.

. [ob6aBbTe [OMOSHMUTENIbHbIN CEeTEBOW ajanTep B YCTPOWCTBO C pPOJbLO
KOMMYHMKaLMOHHOI0 cepBepa M NpUCBONTe eMy Ny6nnyHbin IP-agpec.

B 060mx crnyyasix HeO6X04MMO HAaCTPOUTb KOMMYHMUKALMOHHbIV CEPBEP C BHELUHUM
IP-appecoM, YTo6bl YNpaBAsaTb MOGWUIIbHLIMU YCTPONCTBAMM:

1. JocTyn K KOHCONW YCTPOWCTBa U3 BaLLEro MHCTPYMEHTapusa ynpaBlieHus
BUpTyanusaumen (Hanpumep, vSphere Client).

M3 rnaBHoro meHwo Bbibepute MDM Communication Server.
HaxxmuTe Configure MDM Server external address.
4. BBepuTe BHeLWHWW agpec.

UcnonbaynTte cnefyowmm CUHTaKCUC: https://<IP/Domain>:<Port>.

. Ecnu Bbl Ucnosb3ayeTe nepeHanpaBsieHWe NOpPTOB, HEO6XOAMMO BBECTU
ny6nuyHbIvA IP-agpec uaM OOMEHHOE UMSA U OTKPbITb HYXXHbIA MOPT Ha
LTH03e.

. Ecnu Bbl ncnonb3yete ny6nunyHbin IP-agpec pnss KOMMYHMKALMOHHOIO
cepBepa, BaM Heo6x0AuMO BBECTU NMy6snuHbIN IP-agpec unv gomMeHHoe
WMS 1 MOPT, UCMOJIb3yeMbli KOMMYHUKALMOHHbLIM cepBepoM. [10 yMonyaHuto
nopT 8443,

Haxmute OK, 4To6bl COXpPaHUTb UBMEHEHUS.

6. Haxmute Show MDM Server external address, 4To6bl NpOBEPUTL HACTPONKMU.

JlononHutenbHble HaCTPOVIKM

PaclunpeHHble HACTPOMKM OXBaTblBAalOT HECKOJIbKO BapWaHTOB PY4YHOro
pa3BepTbiBaHWS, pacLUMPEHUst cpelibl U YCuIlieHNs 6e30MacHOCTH:

« YcTaHoBKa/ypaneHue posen

. YcTaHoBKa Security Server
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o 3apanTe HOBbIN Naposib 6a3bl AaHHbIX.

« CepBep 06HOBNEHMUMN

o KoHpurypupoBaHwue ponu 6anaHcMpoBLLMKa

o Pennukauusa

« Bxknouuntb besonacHbin VPN-knactep

« [oakntounTechb K CyLLeCTBYOLLLEN 6a3e AaHHbIX

« [lopkntounTecs K cyuiecTBytoLLeit 6a3e aaHHbIx (besonacHbli VPN-knacTep)
. [lpoBepbTe besonacHbin VPN-knactep

JoCcTynHOCTb ONUWIA 3aBUCUT OT YCTAHOBIEHHbIX PO U BKITFOYEHHbIX CIYX6.
Hanpumep, ecnu ponb «CepBep 6a3bl faHHbIX» HE YCTAHOBJIEHA Ha YCTPOUCTBE,
Bbl MOXeTe TONbKO YCTAHOBUTb POSM WM MOAKIOUYATLCA K 6ase [aHHbIX
GravityZone, pasBepHyToii B Ballel ceTU. Kak TosbKo posib cepBepa 6a3bl aHHbIX
YCTaHOBJIEHA Ha YCTPOMCTBE, OMNUMM MOAKIIOYEHUS K Apyroi 6ase [aHHbIX
CTaHOBATCA HEeAOCTYMHbIMU.

YcTaHoBKa/yfaneHue ponei

YcTtponctBo GravityZone MOXeT BbIMNOMHATbL OAHY, HECKONIbKO WAW BCe W3
nepeyncneHHbIX ponen:

. Cepgep 6a3bl faHHbIX

. CepBep o6HOBNEHUI

o Beb6-KoHcONb

« KomMyHuKauuoHHbIN Cepeep
« WHumnpeHTbl cepeepa

Pa3BepTbiBaHue GravityZone TpebyeT BbIMOSIHEHMS O OAHOMY 3K3EMIMIAPY KaXKaoM
ponu. CnepoBaTtesnbHO, B 3aBUCMMOCTW OT MPEAMNOYTEHUN MO pacnpenesneHunto
ponen GravityZone, Bbl 6yfeTe pa3BepTbiBaTb OT OQHOI0 A0 YeTbIpex YCTPOMCTB
GravityZone. Ponb cepBepa 6a3 faHHbIX JOMMKHA 6bITb YCTaHOBJIEHA NepBON. B
CLieHapum C HeCKONbKUMM ycTponcTBamum GravityZone, Bbl 6yeTe ycTaHaBInBaTb
poJib cepBepa 6a3bl faHHbIX HA NEPBOM YCTPOMUCTBE U HacTpanMBaTb BCe Apyrue
YCTPOWCTBA Ha NOAKJTHOYEHME K CYLLECTBYHOLL,EMY 9K3eMMISAPY 6a3bl AaHHbIX.
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Mpumeyanmne

Bbl MOXeTe YCTaHOBUTb AOMOJIHUTESbHbIE 3K3eMMISPbl OMNpefeneHHbIX posiei,
MCcnonb3ysi 6anaHCUPOBLLMKY ponet. [1na nonyyeHns 6osiee nogpo6HON MHbopMaLmu,
o6paTtuTech K «<KoHdurypupoBaHue ponv 6anaHcuposLymkar (p. 120).

YT06bI ycTaHOBUTL ponu GravityZone:

1.

o > 0N

JlocTyn K KOHCONM YCTPOMCTBA W3 Ballero UHCTPYMEHTapusl yrnpaBieHus
BUpTyanuaaumen (Hanpumep, vSphere Client).

M3 rnaBHoro MeHto Bbi6epuTe Advanced Settings.

HaxxmuTe Install/Uninstall Roles.

Bbi6epute Add or remove roles.

BbinonHute AEﬁCTBMﬂ, cooTBeTCTBYHOLLUNE TeKYLLI,Eﬁ cuTyauumu:

Ecnu aTo HavyanbHoe pasBepTbiBaHUe GravityZone ycTponCTBa, HaXXMUTe
KNnaBuULy Space, a 3aTeM Enter, YTO6bl YCTAHOBUTL pPoJib cepBepa 6asbl
JaHHbIX. Bbl JO/MKHbI NOATBEPAUTL CBOWN BbIGOP, HaXkaB Enter CHOBA.
3ajaiTe naposib 6asbl AaHHbIX, a 3aTeM [AOXAWUTeCb 3aBepLleHUs
YCTaHOBKMW.

Ecnv Bbl y)Xe pasBepHyIn apyroe YyCTPOMUCTBO C posiblo cepBepa 6asbl
JaHHbIX, Bbl6epuTe BbibepuTe Cancel n BepHuTech kK MeHto Add or remove
roles. 3aTeM Bbl f0MmKHbI BbibpaTb Configure Database Address n BBecTu
agpec cepBepa 6a3bl flaHHbIX. Y6eauTech, YTO Bbl 3afanun naposb 6asbl
JaHHbIX Nepeg AOCTYNOM K 3TOM onuuun. Ecnu Bbl He 3HaeTe Naposib 6asbl
JaHHbIX, 3afjanTe HOBbINW, Bbi6paB 13 rnaBHoro meHto Advanced Settings >
Set a new database password.

Mcnonbaynte cneayowmii CUHTaKeUe: http: //<IP/Hostname>:<Port>.
Mo yMoniyaHuto nopT 6asbl AaHHbIX 2701 7. BBeauTe TeKyLmit naponb 6asbl
JaHHbIX.

YcTaHoBuTe apyrue ponu, Bbi6pas Add or remove roles 13 meHto Install/Uninstall
Roles, a 3aTeM ponu ana ycTaHoBKWU. [1na KaXXAow ponu, KOTOPYO Bbl XOTUTE
YCTaHOBUTb WM YAanUTb, HAXXMUTE KNaBULLY Space, YTO6bl BblibpaTb UK

OTMEHUTb POJib, U 3aTeM Ha)kaTb Enter ANA BbINOJHEHUA. Bbl JO/MKHbI
noATBepAMTb CBOW BbIGOP, HAXKaB KaBuLWY Enter CHOBA, a 3aTEM 0XAATbCA
3aBepLIeHNs YCTaHOBKMU.
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@ Mpumeyanue

Kaxkgasn posib 06bIYHO yCTaHaBIMBaeTCsl B TeYEHNE HECKOJIbKMX MUHYT. Bo Bpems
YCTaHOBKMW, HeobxoauMble dainbl 3arpyxarTcs u3 UHTepHeT. CnegoBaTenbHo,
yCTaHOBKa 3aHMMaeT Gosiblie BpeMeHu, ecnu MHTepHeT-coeauHeHne MeeHHoe.
Ecnu ycTaHOBKa 3aBUCIa, pa3BepHUTE YCTPOMCTBO 3aHOBO.

Bbl MOXKeTe MPOCMOTPETb YCTaHOBJIEHHbIE PO U X IP-aapeca, BbIGpaB 0AWH U3
cnepyroLmx BapuaHToB 13 MeHto Install/Uninstall Roles:

. Show locally installed roles, pns npocMmoTpa ToNbKO ponen, ycTaHOBEHHbIX
Ha 3TOM YCTPOMCTBe.

. Show all installed roles, 4T06bI NMpoCcMOTpPeTbL BCE POJIM, YCTAHOBJIEHHbIE B
Bawen cpepe GravityZone.

YcTaHoBKa Security Server

Mpumeyanne
Security Server 6yaeT AOCTYMNeH ANS UCNOJIb30BaHMA TOJIBKO €Cnn 3TO NO3BONSeT
JWIL[eH3MOHHbII;1 KJTHOM.

Bbl MOXeTe ycTaHOBUTb Security Server us GravityZone uHtepdeica koHburypaumm
YyCTPOWCTBA, HeNocpeCcTBEHHO Ha GravityZone ycTponcTse unm us Control Center,
KaK caMOCTOATeNbHOE YCTPOMCTBO. lNpenmylecTBa ycTaHOBKM Security Server
13 yCTpPOWNCTBA ABAAIOTCA:

. Moaxogut nans pasBepTbiBaHUs OJHOrO ycTpoictBa  GravityZone,
BbIMOJHSIFOLLLErO BCE POJIM.

. Bbl MoxeTe BupeTb M ucnonb3oBaTb Security Server 6e3 WHTerpauuu
GravityZone ¢ nnaTdopmown BUpTyanuaauuu.

« [ns BbINONHEHUS pasBepTbIBaHUS 32 MeHbLUEee YNCIIO onepaLyii.
Tpe6oBaHus K cUCTEME:

Ha MawuHe GravityZone OOJDKHa 6bITb YCTaHOBJIEHA POJib CepBepa 6a3sbl AaHHbIX,
WM OHa MOXET 6bITb HaCTpO€Ha Ha NoAKJTio4YeHNE K Cyu.l,QCTByIOLLI,GI;I 6ase OaHHDbIX.

YT06bI ycTaHOBUTHL Security Server n3 nHtepdeiica ycTponcTBa:

[locTyn K KOHCONWU YCTpOWCTBa M3 Balllero UHCTPYMEeHTapus yrnpasieHus
BUpTyanuaauuen (Hanpumep, vSphere Client).

2. N3 rnaBHoro MeHto BbibepuTe Advanced Settings.
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3. Haxwmwure Install Security Server. [1oABMTCSA OKHO NOATBEPKAEHUSA.

4. HaXmute Enter gns noaTBepPXAeHNA n 0)KI/I,D,3I;IT€ OKOHYaHUA YCTaHOBKMW.

Mpumeyanne
Bbl MOXeTe AeuHcTannMpoBaTtb 3TOT Security Server Tonbko u3 meHto Advanced
Settings nHTepderica yctponcTaa.

3apaiiTe HOBbIN Napofb 6a3bl AaHHbIX.

MNpu ycTaHoBKe posin cepBepa 6a3bl JaHHbIX Bbl JO/MKHbI yCTaHOBUTL Naposib AJsi
3aWwnTbl 6a3bl 4aHHbIX. ECNN Bbl XOTUTE MUBMEHUTb €r0, yCTaHOBUTE HOBbIW, BbIGpaB
PaclumpeHHble HaCTPOMKM > YCTaHOBUTE HOBbIW NapoJib 6a3bl AaHHbIX B FNaBHOM
MEHI0.

Bitdefender GravityZone Uirtual Appliance

Advanced Settings
Advanced Settings

InstallsUninstall Roles
Uninstall Security Server
Connect to Existing Database
Set new Database Passuord
Update Server

Conf igure Role Balancers
Replica Set

< Back >

MHTep¢eﬁCKOHCOHMychOﬁCTBaZOHHMHycTaHOBKMHOBOFOHapOﬂﬂ6a3bIﬂaHHbM
CnefynTe UHCTPYKLMAM, YTOObI YCTAaHOBUTbL HaZeXHblii Maposib.

HacTtpoiika cepBepa 06HOBNIEHUI

YcTpoincTBo GravityZone no ymonyaHuio HaCTPOEHO Ha 06HoBReHWe U3 VIHTepHeTa.
Mpu XenaHun, Bbl MOXeTe 3aAaTb OGHOBJIEHUE YCTAHOBIEHHbLIX YCTPOWCTB C
NoKasnbHoro cepeepa o6HoeeHui Bitdefender (momkHa 6bI1Tb ycTaHOBEHA MaLLMHA
GravityZone c posnibio cepBepa 06HOBNIEHUI).

YT06bl HA3HAYMTb aapec cepBepa 06HOBJIEHUN:
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1. JocTyn K KOHCONW YCTPOWCTBa W3 BaLLEro MHCTPYMEHTapusa ynpaBlieHus
BUpTyanusaumen (Hanpumep, vSphere Client).

M3 rnaBHoro meHto Bbibepute Advanced Settings.
BbibepuTe Update Server.

Bbi6epuTe Configure update address.

SAE I N

BeeaunTe IP-agpec unm nms xocta yCTPOMUCTBA C POJIbIO cepBepa 06HOBIEHMU.
Mo ymonyaHuto NopT cepBepa 06HOBEHUA 707 4.

KoHdurypupoBaHue ponu 6anaHcuMpoBLLUKa

[ns o6ecneyeHnss HAAEXHOCTU U MaCLUTabUPYEMOCTH, Bbl MOXKeTe YCTaHOBUTb
HECKONbKO 3K3EMIMIAPOB KOHKPETHbIX posiel (KOMMYHUKALMOHHbIA cepBep,
Be6-KOHCOJIb).

[na o6ecrneyeHnss HAAEXHOCTU U MacLUTabUPyeMOCTH, Bbl MOXETe YCTaHOBUTb
HECKOJIbKO  3K3eMMJIAPOB  KOHKPETHbIX  poneit  (cepBep  MHLMAEHTOB,
KOMMYHWUKaLMOHHbI cepBep, Be6-KOHCOSb).

Kaxkablin 9K3eMMJISp PON YCTaHOBJIEH Ha pasHbIX YCTPOMUCTBAX.

Bce ak3eMnnapbl KOHKPETHOW POJIN AOMKHbI 6bITb MOAKIHOYEHbI K APYTMM PoSiiM
C NMOMoOLLbIO 6aslaHCUPOBLLMKA PONeN.

YcTponctBo GravityZone BkJltoYaeT B cebs BCTPOEHHbIV 6anaHCUPOBLLNK, KOTOPbI
Bbl MOXeTe YCTaHOBUTb U MCMoNb3oBaTb. Ecnn B Balwen cetu yxe nmeeTtcs
NporpaMMHbIv UM annapaTHbIN 6aaHCUMPOBLLMK, Bbl MOXETE BbI6paTb €ro BMECTO
TOro, YtTo6bl UICNOSIb30BaTh BCTPOEHHbIN.

BcTpoeHHasi ponb 6anaHCUMpoBLLMKA HE MOXeT 6biTb YCTaHOBJIEHA BMECTe C
LpYyruMu ponisiMu Ha malumHe GravityZone.

1. [ocTyn K KOHCONW YCTpOWMCTBa M3 Balllero UHCTpyMeHTapus yrnpasieHus
BUpTyanuaaumen (Hanpumep, vSphere Client).

M3 rnaBHoro meHto Bbi6epuTte Advanced Settings.
Bbi6epuTe Configure Role Balancers.
4. BblbepuTe XenaemMyr Onuuio:

« Wcnonb3oeaHue BHeluHero 6anaHCUPOBLLMKA. Bbi6epuTe 3Ty ONuUUto, eCiun
Balla ceTeBas WHGPACTPYKTypa Y)Ke BK/HOYAET MNPOrpaMMHbIA UK
annapaTHbI/ 6anaHCUPOBLLMK, KOTOPbIA Bbl MOXeTe MCMoJib30BaTh. Bbl
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OOJDKHbI BBECTU ajpec 6anchprBu.|,MKa ONS KaXaon poJin, KOTOPYHO Bbl
XxoTurte c6anchprBaTb. MCﬂOﬂb3yﬁTe CJ'IG,D,YI-OLLLMI‘/‘I CUHTaAKCUC:

http(s) ://<IP/Hostname>:<Port>.

. Wcnonb3oBaHue BCTPOEHHOro 6anaHCUpoOBLLMKA. BbiGepuTe aTy onuuio,
yTo6bl YCTAaHOBUTb W WCMOJIb30BaTb BCTPOEHHbIA MPOrpaMMHbIN
6anaHCHMPOBLUMK HarpysKu.

BaxxHo

To install multiple instances of the Incidents Server role you may only use
the built-in balancer.

5. Haxmute OK, 4T06bl COXpaHUTb NUSMEHEHMUSI.

Pennukauus

C nomoulbio 3TOW OMUMU MOXHO BKJIKOUMTb UCMONb30BaHUe pennnkauum 6asbl
JaHHbIX, BMECTO €IMHNYHOIO 9K3eMrisipa cepeepa 6a3bl aHHbIX. 9TOT MeXaHWU3M
Mo3BOJIIET CO3/1aBaTb HECKObKO 3K3eMMJIAPOB 6a3 AaHHbIX B pacrnpeaesieHHOM
OKpy>XeHumn GravityZone, o6ecneunBasi BbICOKYH AOCTYNHOCTb 6a3bl AAHHbIX B
cnyyae c60eB.

BaxxHo
Pennukaumsa 6a3sbl AaHHbIX LOCTYMHA TONbKO ANSl CBEXMX YCTAHOBOK YCTPOUCTB

GravityZone, HauuHas ¢ Bepcum 5.1.17-441.
HacTpoiika pennmkauum

Bo-nepBblIX, Bbl AOJKHbI BKIHOUUATL PEMIMKALMIO Ha NMEepBOM YCTaHOBIEHHOM
ycTporcTBe GravityZone. 3aTeM Bbl CMOXeTe f,06aBUTb YYAaCTHVKOB penvKaLmu,
yCTaHOBMB poJiM cepBepa 6a3bl JaHHbIX Ha ApYyrux aksemnnspax GravityZone B
3TOM Xe OKPYXXEHUN.

BaxxHo

o Habop Pennuk (Replica Set) TpebyeT kak MUHUMYM Tpu 3K3emnspa Ajs
KOPPEKTHOW paboTbl.

« Bbl MOXeTe f06aBUTbL A0 CEMU CepBEPOB C POJIbIO CepBepa 6asbl faHHbIX, Kak
y4YaCTHUKOB pennukauum (orpaHuyeHust MongoDB).
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o PekoMeHAyeTCs UCMOJIb30BATb HEYETHOE YMCIIO IKIEMIMIIAPOB 6a3bl JaHHbIX.
YeTHOE YMCII0 YYaCTHUKOB ByAeT NoTpe6naTb 60JibLLe PECYPCOB TONMBKO AJIA TEX
e pe3ynbTaToB.

YT06bI BKITOUYMTD pennKaLumio 6as gaHHbIX B cpege GravityZone:

1.

4,
5.

YcTaHoBUTE posib cepBepa 6a3bl fJaHHbIX Ha nepBoM GravityZone ycTpoucTse.
IOns  nonyyeHuss 6onee nogpobHoMm MHpopMauuun, obpaTuTecb K
«YcTaHoBKa/ypaneHue posnei» (p. 116).

HacTponTte apyrue malwnHbl Aisi NOAKIHOYEHNUS K NEPBOMY 9K3eMMApy 6a3bl
AaHHbIX. OnA nonydeHnss 6onee noApobHou MHbopMauun, obpaTtutechb K
«MoakntounTech K cylecTBytowen 6ase gaHHbix» (p. 123).

MepenanTe B rnaBHOE MEHIO NEPBOro YCTPOUCTBA, BbibepuTe Advanced Settings
1 3aTeM HaxxmuTe ans aktuBauum Replica Set. [MosiBUTCA OKHO NOATBEPXKAEHUS.

Bbibepute Yes anst noaTBEPXAEHNS.

YcTaHoBuWTE posib cepBepa 6a3bl AaHHbIX Ha Apyrvx GravityZone ycTpoicTBax.

Kak Tosnbko 3T Wwarv 6yayT 3aBepLUeHbl, BCE 9K3eMMIApbl 6a3bl 4aHHbIX HAYHYT
paboTaTb B pPeXUME peninKaLmu:

Bbi61paeTcsi OCHOBHOM 3K3eMMJISIP U TOJIbKO OH CMOCOGEH MPUHUMATL OnepaLum
3anucu.

OcHoBHOM 9K3eMmnndap 3anucbiBaeT BCe USMeHEHUA, BHECEHHbIE B €ro laHHble
n BeaeT XypHan.

BTOpunYHbIe aK3eMNNApbI PENIMUMPYIOT 3TOT XXYPHa U OCYLLLECTBJIAIOT Te Xe
M3MEHEHUS! B COGCTBEHHbIX Ha60an OaHHDbIX.

Korpa OCHOBHOM 9K3eMmnAp CTaHOBUTCA HEAOCTYNMHbIM, MEXaHU3M perJinkaumn
Bbl6epeT OAUH N3 BTOPUYHbIX 3K3eMMNNAPOB B Ka4eCTBe€ OCHOBHOIO.

Korpa nepBUYHbIN 9K3eMMASAP TEPSIET CBSA3b C APYTMMM YYacTHUKAMU Fpynnbl
6onee yem Ha 10 ceKyHJ, MexaHW3M peryimkauuun 6yaeT nbiTaTbCs Bbi6paTb
ZPYroro y4acTHUKA, YTO6bl CLLeNaTb €ro OCHOBHbIM.

YnaneHue y4aCcTHUKOB pennukaLum

[na ypanenus sksemnnspoB Ha6opa Pennuk, B MeHIo ycTpoicTea (B KOHCOJIbHOM
uHTepdeice) npocTo BbibepuTe YcTaHoBUTH/YganuTtb Ponu > [lo6aBuTb unu
Yaanutb Ponu n otMeHnTb ponu ba3bl gaHHbIX.
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Mpumeyanmne
Bbl MOXeTe yaanuTb y4aCcTHMKA peninkaLmm, TONbKO eCv Mo KpanHen Mepe, YeTbipe
aKsemnnapa 6a3bl AaHHbIX YCTAHOBJ1EHbI B CETU.

Bkniountb besonacHbiit VPN-knacTep

Ponu GravityZone WMeIT HECKONIbKO BHYTPEHHUX CHNyX6, KOTopble
B3aMMOAENCTBYIOT TOJIbKO MeXay coboi. [ns 6onee 6e3onacHoit cpelbl Bbl
MOXXEeTe U30SMpoBaTb 3TN CepBUCHI, co3aaB ans Hux VPN-knactep. HaxogsaTcsa
3TU CNY>X6bl HAa OAHOM M TOM XXe YCTPOMCTBE WM Ha HECKOJIbKMX, 3aTEM OHU 6yayT
cBA3bIBaTbCA N0 6e30MacHOMy KaHarny.

BaxxHo

o« 3JTa dyHKuMs TpebyeT cTaHAApTHOro pasBepTbiBaHusA GravityZone, 6es3
KaKUX-TM60 YCTAaHOB/EHHbIX MOSIb30BAaTESIbCKUX MHCTPYMEHTOB.

« Kak Tonbko KJlacTep BKIKOYEH, Bbl HE MOXXeTe €ro OTK/I4YNUTD.

[na 3anThl BHYTPEHHUX CNYX6 Ha yCTPOUCTBaX:

1. JocTyn K KOHCONW YCTPOWCTBa W3 BalLEro MHCTPYMEeHTapusa ynpaBlieHus
BUpTyanusaumen (Hanpumep, vSphere Client).

M3 rnaBHoro meHto Bbibepute Advanced Settings.

Bbi6epuTe Bkntountb BesonacHbin VPN-knacTep.

CoobLeHne MHhopMUpyeT Bac 06 U3MEHeHUsIX, KOTopble ByayT caenaHbl.
4. BbibepuTe Aa, 4TO6bI NOATBEPAUTD U NPOAOIKNTL YycTaHOBKY VPN.

Mo 3aBepLueHUn 0To6pa3nTCsa COObLLEHNE C MOATBEPXKAEHNEM.

C aTOro MOMeHTa BCe poJiM Ha YCTPOMCTBE YCTaHaBAMBAIOTCA B 3alLULLEHHOM
pexuMe, 1 cnyxoébl 6yayT B3aumogencTeoBaTb Yepes uHtepdeinc VPN. Jlioboe
HOBOE YCTPOMCTBO, KOTOPOE Bbl flo6aBnseTe B cpedy, AOHKHO MPUCOeANHUTLCA
K VPN-knactepy. [1ns nonyyeHus 6osee noapo6Hon nHdopmaumm, obpatutechb K
«[MopknounTechb K cyliecTBytollen 6ase gaHHbIX (besonacHbin VPN-knacTep)»
(p. 125).

MoaKNouNTECH K CYLLLECTBYHOLLEl 6a3e aHHbIX

B pacnpegeneHHon apxutekTtype GravityZone Heo6X0AUMMO YCTaHOBUTb POJib
cepBepa 6a3bl faHHbIX Ha MepBOM YCTPOMCTBE, a 3aTEM HAaCTPOUTb BCe Apyrue
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YCTpOMCTBA ANS NOAK/IOYEHUS K CYLLECTBYIOLLEMY 3K3eMMNsApy 6asbl AaHHbIX.
Takum o6pa3oM, Bce yCTporcTBa 6yayT UCMOSIb30BaTb OAHY 6a3y AaHHbIX.

BaxHo

PekomeHpyeTcs BkntounTb besonacHein VPN-knactep v noaknountbes K 6ase
JaHHbIX B TakKoM KnacTepe. [nsi nosiydeHuss 6onee noApobHON MHdopmaLmu,
0o6paTuTech K:

« «BkntounTb besonacHbin VPN-knacTep» (p. 123)

o «[lMoaknounTech K cyllecTBytolLein 6a3e gaHHbIX (BesonacHbit VPN-knacTep)»
(p- 125)

YT06bl NOAKNIOUYNTL YCTPOMCTBO K H6ase gaHHbIX GravityZone BHe BesonacHoro
VPN-knacTtepa

1. [JocTyn K KOHCONW yCTpOWCTBa W3 BalLero WUHCTPYMEHTapwusi yrpaBiieHus
BUpTyanuaaumen (Hanpumep, vSphere Client).

M3 rnaBHoro meHto BbibepuTe Advanced Settings.
Bbi6epuTe Connect to Existing Database.
Mpumeyanue
y6eAMTer, 4YTO Bbl 3ajann napoJib 6a3bl AaHHbIX Nepea A0CTYNOM K aTom onuuu.

Ecnu Bbl He 3HaeTe naposib 6a3sbl AaHHbIX, 3aaTe HOBbIN, Bbl6paB B rf1laBHOM
MeHI0 PaclumMpeHHble HaCTpOﬁKM > 3anaTb HOBbIA napoJsb 6a3bl faHHbIX.

4. Bbi6epute Configure Database Server address.
5. BBeawuTe agpec 6a3bl faHHbIX, UCMOSIb3Ys CEAYIOLMIA CUHTaKCUC:

<IP/Hostname>:<Port>
YkasaHue nopTta Heobda3aTesnbHo. Mo YMOJ14aHUIO NMopT 27017.

6. BBeguTe Tekywwmi Nnaposib 6a3bl AaHHbIX.
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Database password
If you don't know the database password please use the
'Set new Database passuword’ option from any existing Gravity

Zone appliance

-

<Cancel>

MHTepdeinc KoHCoNM yCTpoicTBa: BBOA Napons 6a3bl JaHHbIX

HaxmMuTe OK, 4To6bl COXpaHUTb USMEHEHUS.

HaxxmuTe Show Database Server address, 4To6bl y6eanTbes, 4To agpec 6bin
NpaBUIbHO HACTPOEH.

MopkntounTech K cyliecTBytowen 6ase faHHbIX (besonacHblit VPN-knacTtep)

NcnonbsynWTe 3Ty onuuio, KOrga BaM HYXHO paclMpuUTb pasBepTbiBaHWE
GravityZone ¢ noMoOLbiO 60SbLIEr0 KoJMYecTBa YCTPOWCTB, M besonacHbii
VPN-knactep BK/ItOYeH. TakuM 06pasoMm, HOBOe YCTPOMUCTBO O6yAeT COBMECTHO
ucnonb3oBatb Ty Xe 6a3y AaHHbIX C CYL,ECTBYHOLWMM pasBepTbiBAHUEM B
6€30MacHOM pexxuMme.

[Ona nonyyeHusa pgononHutensHon uHdopmauum o besonacHom VPN-knacTepe,

obpaTtuTechb K «BknounTb besonacHeii VPN-knactep» (p. 123).

TpeboBaHus K cucTeme

Mpexae yeM NPoAOMHKUTD, y6eaANUTeCh, YTO y Bac Nof PyKow ecTb crepytoLlee:

« IP-apgpec cepBepa 6a3bl faHHbIX

« [Maponb ana nonb3osatens bdadmin Ha ycTponcTBe ¢ ponbto cepBepa 6as3bl
OaHHbIX

MopxniounTech K 6a3e fJaHHbIX

YT06bI MOAK/IOYNTE YCTPOMCTBO K 6a3e AaHHbiXx GravityZone B besonacHom
VPN-knacTtepe:
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1. JocTyn K KOHCONW YCTPOWCTBa W3 BaLLEro MHCTPYMEHTapusa ynpaBlieHus
BUpTyanusaumen (Hanpumep, vSphere Client).

M3 rnaBHoro meHto Bbibepute Advanced Settings.

BbibepuTe Moakniountbes K cyuiecTBylOWeil 6a3e gaHHbix (BesonacHblit
VPN-knacTep).

Bbl 6yaeTe NpoMHhopMMpoBaHbl 0 TPeBOBaHUAX U anbTepHaTMBAX, ECAIN OHU
He 6yayT BbIMOJIHEHDI.

4. Bbl6epute OK, UTO6bI NOATBEPAUTDL M MPOAOIIKUTD.
BeepguTe IP-agpec cepBepa 6a3bl gaHHbIx B besonacHom VPN-knacTepe.

BeeguTe naposb ans nonb3oBatens bdadmin Ha ycTpoicTBe ¢ cepBepoM 6a3bl
JaHHbIX.

7. Bbibepute OK, yTO6bl COXpAHUTb U3MEHEHMUSA U MPOAOMKUTD.

Korp,a npouecc 3aBepLInNTCA, Bbl NoJiy4ynuTe COO6LU,eHVIe cnoareep>XXgeHmem. HoBoe
yCTpOVICTBO CTaHOBUTCA 4YJIEeHOM KnacTepa, U OHO 6yp,eT BSaI/IMO,EI,eVICTBOBaTb C
Apyrumu ycTponcTBamu 6e3onacHbiM crnoco6omMm. Bce ycTponcTtBa 6yayT
ncnonb3oBaTb O4HY 6asy OaAHHDbIX.

MpoBepbTe cTaTyc besonacHoro VPN-knactepa

9dTa onuus JOCTyNHa TONbKO MOCse TOro, Kak Bbl paHee BKNHOUMIM be3onacHbin
VPN-knactep. Bbibepute 3Ty onuuto, 4ToObl MPOBEPUTL, Kakue YCTPOWUCTBA B
BalLleM pa3BepTbiBaHUM GravityZone eLle He 3aLUTUIN CBOU CIyXX6bl. BO3MOXHO,
BaM MpuaeTca MpoOBECTU AasibHeNllee paccliefoBaHMe U MNPOBEpPUTb, YTO
YCTPOWCTBA OHMaWH U AOCTYMHbI.

HacTpouka si3bika

YT06bl UBMEHUTb A3bIK KOH(MUIYPaLMOHHOIO MHTepdernca ycTponcTea:

1. Bbi6epuTe Configure Language 13 rnaBHOro MeHto.

2. BblbepuTte 13bIK U3 AOCTYMHbIX BapuaHTOB. MoSIBUTCSA OKHO NOATBEPXAEHUS.

MpumeyaHue
Bbl JOMKHbI MPOKPYTUTL BHWU3, YTOOLI HAWTU CBOM A3bIK.

3. Haxmute OK, 4T06bI COXpPaHUTb UBMEHEHUS.
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5.2. YnpaBneHue nnmueH3nsiMu

Ycnyru 6e3onacHocTu GravityZone nuLeH3UpYHOTCS U NpoAatoTCcs OTAeNbHO. [ins
KaXxz01 cny>k6bl 6e3onacHocTy GravityZone TpebyeTcsi 6a30BbIv IMLLEH3VOHHbIN
Koy, [1na ncnonb3oBaHusa GravityZone HE06X0AUMO NPeO0CTaBUTb XOTS 6bl OAWH
OEeNCTBYOLMNA JINLLEH3UOHHbIW KITHOU.

MoMMMO OCHOBHbIX Cny>X6 6e3onacHocTH, GravityZone Takxxe npegycMmaTtpuBaeT
BaXKHble (YHKUUWM 3aluTbl B KayecTBe [AOMOSHeHWW. Kaxpoe pononHeHue
NMLEH3MPYETCA C MOMOLLbIO OTAENBHOMO KJH0Ya, Bbl MOXETE UCMOMb30BaTb €ro
TOJNIbKO BMECTE C OCHOBHOM A1IENCTBUTENbHOW NULIEH3MEN. ECniv OCHOBHasA NuLLeH3ns
HepgencTBUTENbHA, Bbl ByaeTe BUAETb HACTPOMKU (GYHKUWUWA, HO He cMoxXeTe
NPUMEHSATb MUX.

Bl MoykeTe BblbpaTh GravityZone s TeCTMPOBaHWA 1 pELINTb, 3TO JI NPpaBUsibHOE
pelwleHne Afs Ballen opraHusauuu. YTo6bl akTMBMPOBATb OLLEHOYHbLIV Nnepuog,
Bbl JOJDKHbI BBECTM KJTHOUM JINLLEH3UN OLEHKWN U3 PEMMCTPALMOHHOMO 3/1EKTPOHHOMO
nucbma B Control Center.

Mpumeyanune
Control Center npegocTaBnsetca 6ecnniaTHO ¢ N06oN cnyK6om 6e30MacHOCTU
GravityZone.

YT06bI NPOAOMKUTL UCMONIb30BaHNE CNY>KObl 6€30MacHOCTU NOCHe UCTEYEHUSN
NMPOGHOro NepUOAa, Bbl JOMKHbBI MPUOBGPECTM NIULLEH3NOHHbIV KITHOY Y UCMOJIb30BaThb
€ro [Nl perucTpavum ciyxeébl.

UTo6bl MpUO6GpecTU NULEH3UID, CBSAXUTeCb C pecceisiepom Bitdefender unu
CBS)XKMTEChb C HaMWM Mo 3N1eKTPOHHOM noyTe enterprisesales@bitdefender.com.

KnaBuwamn GravityZone MOXHO ynpaBnsiTb CcO cTpaHuubl HacTpouku
KoHdurypauum > Jiuyensua B Control Center. Korga Tekywmin IULEH3NOHHbIN
KJTHOY MOAXOAUT K KOHLLY, NOSABUTCS COOBLL,EHNE B KOHCOJN, YTOObI COOOLLNTL BaM,
YTO OH JOJDKEH 6bITb NpoAJieH. YTOObI BBECTM HOBbIN JINLLEH3MOHHbIN KITHOY UK
NPOCMOTPEeTb CBEAEHUS O TEKyLen JMLEH3UW, NepenguTe Ha CTpaHuly
KoHdwurypauus > JluueHsus

5.2.1. MNouck pecceinepa

Hawm pecennepbl NOMOryT BaM CO BCeW HEO6X0AMMOW UHPOPpMaLMEN N MTOMOTYT
BblbpaTb Nyylni ans Bac BapuaHT JIMLEH3MPOBaHUSI.

YT06bI HaWTK pecennepa Bitdefender B Balueit cTpaHe:
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MepenanTte Ha cTpaHuuy Partner Locator Ha Be6-caiTe Bitdefender.

2. Bbibepute cTpaHy, B KOTOpPOW Bbl MPOXMBaeTe, 4TOGbl MPOCMOTPETb
KOHTaKTHY UHdOpMaLUIO AOCTYNHbIX NapTHepoB Bitdefender.

3. Ecnu He ypanocb HainTu pecennepa Bitdefender B Bawwuel cTpaHe, cBsixXuTech

C HaMW No agpecy 3NeKTPOHHOM NouTbl enterprisesales@bitdefender.com.

5.2.2. BBOA BalLMX IULEH3UOHHDBIX KJtOYen

Peructpauus nuueHsun GravityZone MOXeT 6bITb cenaHa oHnawH unm opdnanH
(korga MHTepHeT-coeMHEHNE He AOCTYMNHO). B 06oux cryyasax BaM HE06X0AUMO
npefocTaBUTb AEACTBUTENbHbLIA JIMLEH3NOHHBIN KIOY A1 KaXX40N CRyX6bl
6€e30MNacHOCTM, KOTOPYHO Bbl XOTUTE UCNOJIb30BATh.

Ons odbdnaiH pernctpaumm, BaM Takxxe noHagobutcs odhdnainH perncTpalmMoHHbIN
KOZ, CBSI3aHHbIN C JIMLLEH3NOHHbIM KJTIHOYOM.

Bbl MOXXeTe BBECTWU HECKOJIbKO JIMLLEH3UOHHbIX KJIoYen aona TOM Xe C}'IY)K6bI, HO
TOJIbKO I'IOCJ'IGAHI/II;I BBeAEHHbIVI BaMM KJ1HOY 6yp,eT aKTUBHbIM.

[ns Toro 4tobbl NMMLEH3UPOBATL CNYXX6bl 6e3onacHocTu GravityZone, USMEHUTb
CYLLECTBYIOLUUIA JIMLEH3UOHHbBIA KJIHOY WAW BBECTU OTAENbHbIA K4 Ans
HaACTPOWVKM:

1. Bonpgute B Control Center, ncnonb3ys y4yeTHyK 3anucb agMUHUCTpaTopa
KOMMNaHWUu.

2. Mepengunte Ha cTpaHuuy Configuration > License.

3. Haxmnte KHOMKy & [106aBMTb B BEPXHEN YacTu TabnuLbl.

4. BblbepuTe TUMN perncTpaunm:

. Online. B aToM cnyyae, BBeanTe AENCTBYIOWMIN NINLEH3NOHHBIN KITOY B
none License key. JInLeH3MOHHbIN KNtOY 6yAeT NPOBEPEH U NOATBEPXKAEH
OHJIaWH.

. Offline, korga noaktoYeHNe K UHTEPHETY OTCYTCTBYeT. B aTOM criyyae, Bbl
AO/MKHbI  MPeAOCTaBUTb  JIMLEH3MOHHBbIA  K/HOY, a TaKXe ero
PerMcTpaLmoHHbIA Kog,

Ecnv nnueH3nOHHbIN K04 He [eNCTBUTENEH, OLUMOKa NPOBEPKKN 0TOOpasnTCA
B BMAeE NoAckasku Hag nosem License key.

5. Haxmute [lo6aBuTb. JINLEH3NOHHbIN KoY 6yaeT gob6aBfieH Ha CTpaHuLy
License, rae Bbl MOXeTe NPOBEPUTb NOAPOBHOCTU JINLLEH3UMN.
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6. Haxmute CoxpaHuTb, 4YTO6bl COXpaHUTb Wu3MeHeHuss. Control Center
nepesarpysuTcs u Bbl AO/MKHbI 6yeTe BOWTY eLe pas, YToObl MPOCMOTPETh
N3MEHEHMUS.

Mpumeyanune

HaACTpOVIKM MOXXHO MCMNoJsIb30BaTb A0 TeX Nop, noka ,El,el‘/'ICTByET coBMeCTUMan
6asoBas nmueHsun. B NPOTUBHOM CJly4ae Bbl 6yp,eTe BNAETb CbYHKLlVIVI, HO HE CMOXXeTe
X UCNoJsib3oBaTb.

5.2.3. [poBepKa TeKyLLuxX napameTpoB JINLEeH3MPOBaHMS

[nsi npocMoTpa Nogpo6HOCTEN NULLEH3NK:

1. Bowaute B Control Center, Ucrnosib3ysi yuyeTHY0 3anucb ajMWHUCTpaTopa
KOMMNaHUW.
2. MepengunTe Ha cTpaHuly Configuration > License.

Bitdefender

1
GravityZone Welcome, Admin v

Dashboard +) Add

— Delete 2) Refresh
Network
Key Service Status Expiry Date Usage Action
Packages
Desktops Active 21 May 2017, 699 0/400 Desktops
Tasks

= Mailboxes Active 27 Nov 2015, 158 35/20 Maiboxes
Policies

Assignation Rules — Mobile Devices Active 12 Feb 2020, 1696 1/100 Devices
Reports Virtual Machines Active 01 Jul 2017, 740 da... 4/640 CPU cores
Quarantine Servers Active 04 Dec 2017, 896 0/15 Servers
Accounts

User Activity
Configuration

Update

License
CTpaHuua fnueH3un

3. B Tabnuue MOXXHO NPOCMOTPeTb NoAPO6GHblE CBEAEHUS O CYLLEeCTBYHOLMX
JIMLLEH3MOHHbIX KtoYaXx.
o JINLLEH3WNOHHbIN KoY
« Cnyx6a 6e30nacHOCTH, K KOTOPOW NMpUMeHSIeTCA IMLLEH3UOHHbIN KJTHOU.
. CTaTycC NIMLEH3MOHHOrO KtoYa
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BaHo
Tonbko OAVH J'IVILI,eH3VIOHHbIl7I KJ1HF0Y MOXKET 6bITb aKTUBHbIM eAUHOBpEeMEHHO
ANSt KOHKPETHOM yCnyriu.

. CpOK [J,EVICTBMH M ocTaBLUMICSH CpOK ,D,eVICTBMﬂ nnMueH3nn

BaxxHo

Mo ucteueHumn CpoOKa p,eVICTBVIFI MgeH3nn Mmoaynm 3aluTbl yCTaHOBJNIEHHbIX
areHToB OTKJ/IKOYEeHbI. B pe3ynbTaTe KOHEYHbIE TOYKA 60nblLe He 3aliuLLeHbl,
M Bbl HE MOXeTe BbINOJIHATL KaKyt-nmbo 3agadvy npoBepku. JTto6oi HOBbIN
YCTaHOBHEHHbIVI areHT BOVIJJ,ET B 03HAaKOMWUTEJIbHbIN nepuoga.

. [ToacyeT ncnonbayemblx MULLEH3UI

5.2.4. Copoc cyeTUMKa UCnonb3oBaHUS NULLEH3UM

Bbl MOXeTe Y3HaTb VIHCI)OpMaLl,I/II'O 06 MCNoJIb30BaHUN KOJIMYECTBA JIMLEH3UOHHbIX
KJIlouen Ha CTpaHuue JlnyeHsua B CTOJ16L|,e Ucnonb3soBaHue .

Ecnu BaM Hy>XHO 06HOBUTb MHd)opmau,mo 06 MCNOJIb30BaHUN, BbIGEPUTE HYXKHbIN
NMLLEH3UOHHbIN KJTHOY U HAXXKMUTe © COpoCUTb B BepXHel YacTu Tabnuubl.

5.2.5. YpaneHue nuueH3noHHbIX KJouen

Bbl MOXeTe yaanuTb yaasneHHble Unn ycTapeBLUne KITH0YU NIULLEH3UM CO CTPaHULbI
JInueHsus.

Mpepynpexpaexune

Y faneHune nULEH3NOHHOIO KItoYa NpUBeSET K YAaNIEHNIO COOTBETCTBYHOLLLEN CIYX6bI
6e3onacHocTn u3 Control Center. Bbl He cMOXeTe ycTaHaBnMBaTb M yNpaBnAaTb
3aLLMTON, NPefoCcTaBsieMOoN 3TOM CNYXX601, Ha KOHEYHbIX TOYKax Ballen ceTu. Tem
He MeHee, KOHeYHble TOYKM OCTalTCS 3aljMLEeHHbIMWM [0 Tex fop, fokKa
NEeNCTBUTENbHbIN JIMLLEH3NOHHbIN KNHOY EACTBUTENEH.

Ecnu Bbl BBeZeTE HOBbIN AENCTBYOLLMM IMLEH3MOHHBIV KIHOY, KOTOPbIM BKIIOYaeT
paHee yaaneHHbl cepBUcC, OH BepHeT Bce hyHKLUM 3Ton cnyx6bl B Control Center.

YT06bl yAANUTb NNLLEH3UOHHbIN KITHOY:

1. Bonaute B Control Center, Ucrnosib3ysi yuyeTHY0 3anucb ajMWHUCTpaTopa
KOMMNaHWUu.
2. MepengunTe Ha cTpaHuly Configuration > License.
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3. Bblbepute NMLEH3NOHHDbIN KIOY, KOTOPbIN XOTUTE YAanuTb, U HaXXmute ©
Ypanutb Ha BepxHeln CTOpoHe cTona.

5.3. YcTaHoBKa 3awWwuTbl A1 KOHEYHbIX TOYeK

B 3aBMCMMOCTHM OT KOHUIypaLumn KOMMNbIOTEPOB U CETEBOW Cpefbl Bbl MOXeETe
Bbl6paTb YCTAHOBKY TOJIbKO areHTOB 6€30MacHOCTU WM TakXXe UCMNOb30BaTh
Security Server. B nocnegHeM cnyyae BaM HY>XXHO CHavasna ycTaHOBUTb Security
Server, a 3aTeM areHToB 6€30MacHOCTH.

PekomMeHayeTcs ucnonb3oBaTb Security Server B BUpTyanM3npoBaHHbIX cpeaax,
Takux kak Nutanix, VMware unu Citrix Xen, uam ecnm y KoMnbloTeEPOB Marso
annapaTHbIX pecypcosB.

BaxHo

Tonbko Bitdefender Endpoint Security Tools u Bitdefender Tools nogaepxueaet
nogkoueHune K Security Server. [1na nonyyeHusa 6onee nogpo6Hon nHdopmauum,
obpaTuTech K «ApxutekTtypa GravityZone» (p. 11).

5.3.1. YcTaHoBKa Security Server

Security Server aBnseTcs cneunannanpoBaHHOM BUPTYanbHOM MaLlUMHON, KOTopas
AepynnnumpyeT u LeHTpanuayeT 60JbLUIYHo YacTb PYHKLMIA 3aLMTbl KIIMEHTOB OT
BPeAOHOCHbIX MporpamMM, LeNCTBYA B KayecTBe cepBepa CKaHMPOBaHMUS.

PasBepTbiBaHue Security Server 3aBUCUT OT Cpefibl, B KOTOPOI OHO YCTaHOBJIEHO.
Mpoueaypbl yCTaHOBKU ONMCcaHbl HUXeE:

o Security Server ans VMware NSX
« Security Server Multi-Platform unu gns VMware vShield
« Security Server ana Amazon EC2

« Security Server ans Microsoft Azure

YctaHoBKa Security Server gng VMware NSX

B cpepax VMware ¢ ycTaHoBneHHbIM NSX Heo6X0AMMO pasBepHYTb CIYXO6y
Bitdefender B kaxpgom 3awmuuiaemMoM knactepe. CrneuuwanbHO co3faHHoe
YCTPOMCTBO 6yAeT aBTOMaTU4YeCKM pa3BepTbiBaTbCS Ha BCEX y3Nax KniacTepa.
Bce BupTyanbHble MalWHbI Ha Yy3fe aBTOMaTMYeCcKu MOAKIYaTCA yepes
rOCTEBYHO MHTPOCMEKLMIO K 3K3eMnasapy Security Server, ycTaHOBJIEHHOMY Ha
3TOM XOCTe.
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PasBepTbiBaHWe Security Server JOMKHO BbINOHATLCA UCKHOUMTENBHO U3 VSphere
Web Client.

YT06bI ycTaHOBUTL cryx6y Bitdefender:
1. Bonpgute B Be6-knmeHT vSphere.

2. MepengnTte Ha cTpaHuyy CeTb u 6e3omacHOCTb> YCTaHOBKA W HaXMuUTe
BKNaaky PasBepTbiBaHUS CNYX6 .

3. Haxmute kHonky HoBoe pa3BepTbiBaHUe CNY)X6bl (3HAYOK 3HAKa «MHOC»).
OTKpOeTCA OKHO KOHbUrypaumu.

4. Bblbepute UHTpocneKuus rocten v HaxxmuTe [danee.

5. BbibepuTe LEHTp AaHHbIX M KilacTepbl As pa3BepTbiBaHUA CNYX6bl, a 3aTeM
HaxmuTe [anee.

6. BbibepuTe ceTb XpaHeHUs W ynpaBneHus, HaxkxmuTe [anee, a 3ateM FoToBO

7. MoBTopuTe Warn ¢ 3 no 6, Ha 3TOT pas Bbibpar cnyx6y Bitdefender

Mpexnae yeM NPOAOMKUTL YCTAHOBKY, y6eauTechb, YTo Y Bac eCcTb ceTeBoe
coenHeHne Mexay BblbpaHHoM ceTbto u Control Center GravityZone.

Mocne ycTaHoBKU cnyo6bl Bitdefender oHa aBToMaTnuyecku passepHeT Security
Server Ha Bcex xocTax ESXi B BbI6paHHbIX KacTepax.

Mpepynpexpaexune

[nsa npaBunbHOM paboTbl Cry)K6 04YEeHb BaXXHO, YTOObI Bbl YCTAHOBUIIN UX B 3TOM
nopsiike, cHayana B CamoaHanus KomnbtoTepos, a 3aTeM B Bitdefender, a He B 060umx
OO4HOBPEMEHHO.

MpumeyaHmne

JononHuTenbHyo nHbopMaLmio 0 ob6aBfieHnM NapTHepCKux cepBucoB B NSX cMm.
B VMware NSX LleHTp JJOKymMeHTauuu .

Ecnu ana xpaHeHus u ynpaBneHus CeTblo Bbl Bbibpanv , yKasaHHbIW Ha XxocTe ,
ybeautecb, YTO Ha BWUPTYyalbHbIX MalIMHAX YCTaHOBNEHa XOCT-cryx6a pAans
aBTOMAaTMYecKOoro aHanmaa rocteu u cnyx6 Bitdefender.

Security Server uMeeT KOHKpeTHble Tpe60oBaHUs, KOTOPbIe 3aBUCSIT OT KONIMYecTBa
BMPTYasibHbIX MallWH, KOTOpPble OH JOJbKeH 3awuwaTb. YTob6bl HacTpouUTb
annapaTtHy KoHdurypaumio no ymonyaxuto gnsa Security Server:

1. Bongute B VMware vSphere Web Client.
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MepenanTe Ha cTpaHuLy XOCTbl M KnacTepbl .

Bbi6epuTe KnacTep, Ha KOTOPOM ycTaHoBNeH Security Server, a 3aTeM Bblbepute
BK/1lagKy CBsizaHHble 06beKTbl > BUpTyanbHbie MalUMHbI .

4. OtkntounTte yctponcTteo Bitdefender .

5. LenkHnTe NpaBoii KHOMKOWM MbILIW UMSI YCTPOUCTBA U BbibepuTe U3MeHUTb
napameTpbl ... B KOHTEKCTHOM MEHHO.

6. Ha Bknagke BupTyanbHoe o6opypoBaHue HacTpouTe 3HayeHust CPU n RAM
B COOTBETCTBMM C BalMMM NOTPEBGHOCTAMM, a 3aTeM HaxxmuTe OK , 4TO6bI
COXPaHUTb UBMEHEHWS.

7. BkntouuTe yCcTpOMCTBO.

Mpumeyanne
Ons nepexoga c VMWare vShield Ha NSX cMoTpuTe 3Ty cTaTbio 6a3bl 3HaHUN.

YcrtaHoBka Security Server Multi-Platform unu gna VMware vShield

1. MoakntounTeck K niaThopme BUPTYanm3aumm

2. YcTaHoBKa Security Server Ha XxocTax

lopkntoyeHue K nnaTd)opme BUPTyanu3auuu

Ons poctyna K BupTyanbHoOW UHGPACTPYKTYpoOW, UHTerpupoBaHHon ¢ Control
Center, Bbl AO/MKHbI NPeAOCTaBUTb BaluM YYeTHble AaHHble Nofb3oBaTens ans
KaXxl0M [OCTYNHOM BUPTYanu3vMpoBaHHOW cepBepHon cucteMbl. Control Center
nucnosbayetT BallM Yy4YyeTHble JaHHble AN MOAK/YEHUS K BUPTyasibHOM
nHbpacTpyKType, oTobpakas TONbKO Te peCypChl, K KOTOPbIM Y Bac eCTb A0CTYN
(sapaetcs B vCenter Server).

YTo6bl yKasaTb yYeTHble AaHHble A5 MOAKIIHOYEHNUSA K CUCTeMaM BUpTyanu3aumm
cepBepa:

1. HaxmuTe Ha Balle uMsl Nofib3oBaTeNsi B MPaBOM BEPXHEM YIJly CTpaHULbl U
Bbl6epuTe Credentials Manager.
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Welcome, Admin

My Account b
Credentials Manager “
Logout

The Network > Packages menu

2. Mepenpute Ha Bknagky Virtual Environment.
3. YKaxute Heo6xoMMble flaHHble ayTeHTUdMKaLuu.

a. BbibepuTte cepBep 13 COOTBETCTBYHOLLENO MEHIO.

MpumeyaHmne
Ecnu meHto HeAOCTYMNHO, 3HAa4YUT NHTEerpauua eule He 6bis1a BbIMOJIHEHA NN
BCe HGO6XOAVIMbIe y4YeTHble AaHHble Y)Ke HAaCTPOEHbI.

b. Beeaute nmsa nonbsoBaTtens, naposib u nogxogsduiee onncaHue.

c. Haxmute kHonky @ Jlo6aBuTb. HOBbIi Habop YYeTHbIX [AHHbLIX
Job6aBnsieTcs B Tabnuuy.

MpumeyaHmne

Ecnu Bbl He yKka3anu CBOW YYeTHble faHHble, BaM 6yAeT He06X0ANMO BBECTU UX,
Kor/ia Bbl MomnblTaeTecb MPOCMOTPETb NepeyeHb 3/IEMEHTOB Jlo6oi cuctemMbl vCenter
Server. EAUHOXAbI BBeASA BallM YYETHbIE AAHHbIE, OHU BYAYT COXpaHeHb! B BalleM
MeHe)Kepe Y4YeTHbIX AaHHbIX U BaM He MpPUAETCA BBOAUTH MX MOBTOPHO B
nenbHenLweM.

YctaHoBKa Security Server Ha xocTax

Bbl BOMKHBI YyCTaHOBUTb Security Server Ha XocTax crielyloLmumM 06pa3om:

« B cpegpe VMware c vShield Endpoint, Heo6xoaAMMO YyCTaHOBUTL
creunannManpoBaHHoe YCTPOMCTBO Ha KaX[AOM 3allulliaeMoM XocTe. Bce
BUPTYasibHble MaLLWHbI Ha XOCTe aBTOMATUYECKU NogKntovatoTes Yepes vShield
Endpoint k ak3emnnspy Security Server, ycTaHOBNIEHHOMY Ha XOCTe.
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o B okpyxeHuun Citrix ¢ noMoLLbto 3afa4n yaaneHHOW YCTaHOBKU Bbl AOJIKHbI
yCTaHOBUTbL Security Server Ha KaXXA0OM XOCTe, KOTOPbIN XOTUTE 3alUTUTb C
nomoubto HVI,

o B cpege Nutanix Prism Element Bam Heo6xoguMmo yctaHoBuTb CepBep
6€e30MacHOCTM Ha KaXkAbIN XOCT C MOMOLLbIO 3afa4u YCTaHOBKMW.

. Bo Bcex gpyrux cpepax, Heo6xoAMMO yCTaHOBUTL Security Server Ha 0fHOM
WJIM HECKOJIbKUX XOCTaX, YTO6bl 06€CMeUnTb 3aLUTY BCEX BUPTYasbHbIX MaLLWH.
Bbl AOJDKHBI YYMTbIBaTh KOJIMYECTBO 3allML,aeMbIX BUPTYasbHbIX MaLUVH U
pecypcbl, focTynHble Security Server Ha XocTax, TakMe Kak MpOMnyckHas
CMoCo6HOCTbL Mexay Security Server M 3sawWuwaeMbiMUM BUPTYasbHbIMM
MalmMHaMu. AreHT 6€30MacHOCTM, YCTaHOBJIEHHbIN Ha BUPTYanbHbIX MalLUMHaX
nopakntoyaeTca K Security Server no npotokony TCP/IP, ucnonbaysa HaCTPONKHK,
3aflaHHble MNPV YCTAHOBKE UM C MOMOLLbIO MOSINTUKMN.

Ecnu Control Center uHTerpupoBaHa c vCenter Server, XenServer and Nutanix Prism
Element, Bbl cMOXXeTe aBTOMATMUECKM YCTAHOBUTb Security Server Ha XxocTax U3
Control Center. Bbl Takke MoXeTe ckauyaTb nakeTbl Security Server pans
aBTOHOMHOM ycTaHOBKM U3 Control Center.

MpumeyaHmne
Ons cpen VMware ¢ vShield Endpoint, Bbl MoxeTe pa3BepHyTb Security Server Ha
XOCTaX UCKNMHOYNTENTIbHO C MOMOLLbIO 3a4a4y YCTaHOBKW.
JlokanbHas ycTaHOBKa
Bo Bcex BMpTyannsuMpoBaHHbIX Cpefax, KoTopble He MHTerpupoBaHbl ¢ Control
Center, He06X0AMMO YCTaHOBUTb Security Server Ha XoCcTax BPYYHYHO, C MOMOLLbHO
yCTaHOBOYHOro nakerta. MNakeT Security Server goctyneH ans 3arpyaku us Control
Center B pasnuyHbIx GopmaTtax, COBMECTUMbIX C OCHOBHbIMU MnaTdopmMamu
BUpTyanusauum.
CkayaTb yCTaHOBOYHbIe NakeTbl Security Server
YT06bI CKaYaTb YCTAHOBOYHbIE NakeTbl Security Server:
1. Mepengute Ha cTpaHuuy Network > Packages.
2. Bbibop nakeTa Security Server no ymonyaHuto.

3. Haxxmwnte kHonky @ Download B BepxHel YyacTu Tabnuubl U BbibepuTe TUM
nakeTa U3 MeHlo.
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4. CoxpaHuTb Bbl6paHHbI NakeT B HY)XHOE MECTO.

PaBBeprIBaHMe YCTaHOBO4YHbIX MAaKETOB SGCUI'ity Server

Ecnny Bac ecTb yCTaHOBOYHbIV NaKeT, pa3BepPHUTE €ro Ha XOCTE, UCMNOJIb3Ysi CBOW
NpeanoYTUTENIbHbIA MHCTPYMEHT pa3BepTbiBaHWUA BUPTYasibHON MaLLWHBI.

Mocne pa3BepTbiBaHUA HacTponTe Security Server cnegyroLwmm 06pasom:

JlocTyn K KOHCONIM YCTPOWMCTBA W3 Ballero MHCTPYMEHTapus ynpaBieHus
BuUpTyanuaauumen (Hanpumep, vSphere Client). Kpome Toro, Bbl MoXeTe
NOAKNHUYNTBLCA K YCTPOMUCTBY C NOMOLLbIO SSH.

2. BOVI)J,VITQ, NCNONb3yA y4e€THbIE AaHHbIE N0 YMOJI4aHUIO.

« WmsA nonbsoBaTtens: root
« Maponb: sve

3. 3anyctuTe KoMaHAy sva-setup. Bbl nonyunte pocTyn K wuHTepdency
KOH(Urypauum ycTpomcTaa.

Choose an option:

etwork configuration
g!
2

Internet proxy configuration
Communication server configuration
Update server configuration

<Cancel>

KoHdurypaLmoHHbi uHTepdeinc Security Server (rnaBHoOe MeH0)

Ons HaBurauum no MeHK WU OMnuMsM, UCMNOJIb3ynTe Tab M KIaBUWKM CO
cTpenkamu. [ins Bbibopa KOHKPETHOro napamMeTpa HaXMuTe Enter.
4. HacTtpounka ceTeBblx NapaMeTpoB.

Security Server ucnonbadyet npotokon TCP/IP pns cBsAsvM ¢ Apyrumu
KoMnoHeHTamn GravityZone. Bbl MOXeTe HaCTpPOUTb YCTPOMCTBO Ha
aBTOMaTU4YeCKOe MoJlyyeHne CeTeBbIX napamMeTpoB oT cepBepa DHCP wnu
Bbl6paTb HACTPOWNKMN NapaMeTPOB CETU BPYYHYHO, KaK OMMCaHO 3[€ecCh:

a. M3 rnaBHoro MeHto, BbibepuTe Network configuration.
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Bbi6epute ceTeBon nHTepdeinc.
Bbib6epuTe pexxum KoHpurypauum IP:

« DHCP, ecnu Bbl x0TUTE, YTO6bI Security Server aBToMaTU4eCKM MOyUYun
napameTpsl ceTn oT DHCP-cepBepa.

. Static, ecnv DHCP-cepBep oTcyTCTBYeT Unun pesepBupoBaHue IP-agpeca
AnAa ycTponcTBa 6bino caenaHo Ha DHCP-cepBepe. B aToM cnyyae, Bbl
JOJMKHbI BPYYHYO HACTPOUTb CeTeBble NapaMeTpbl.

i. BBeguTe nmsa xocTa, IP-agpec, Macky ceTu, winto3 n DNS-cepBepbl B
COOTBETCTBYHOLIUX MNOSISIX.

ii. Haxmute OK, 4TO6bI COXpaHUTb U3BMEHEHMUS.

Mpumeyanue
Ecnu Bbl NogK/OYeHbl K YCTPOMCTBY C MOMOLLbIO KnneHTa SSH, nusmeHeHune

CeTeBbIX HAaCTPOeK ByAeT HeMeANeHHO NpeKpaLlaTh CeaHc.

5. HacTpowka napamMeTpoB NMPOKCU-cepBepa.

Ecnu B ceTu wucnonb3yeTcsi NpPOKCU-cepBep, Bbl AO/MKHbI yKas3aTb ero
napameTpbl, 4To6bI Security Server mor obuiatbea ¢ GravityZone Control Center.

Mpumeyanue
Moppep>xMBaeTcs TONbKO NPOKCU ¢ 6a30BOM ayTeHTUdUKaLMEN.

C.

Bbi6epuTe 3 MeHto Internet proxy configuration.

BeBegute wuMsa XoCTa, MMSA nNofb3oBaTens, naposib U [OOMEH B
COOTBETCTBYHOLWMUX NONAX.

Haxmunte OK, 4To6bl COXpaHUTb U3MEHEHNS.

6. HacTpoiika agpeca KOMMYHUKaLMOHHOIO cepBepa.

a.

Bbi6epuTte us MeHto KoHUrypaumsa KOMMyHUKaLMOHHOIO cepBepa.

b. Beeaute agpec KOMMYHUKaLUMOHHOIo cepsepa, BKJKOYaa HOMeEpP nopTa

8443, ucnonbsys cnepyowmn hopmar:
https://Communication-Server-IP:8443

Kpome Toro, Bbl MOXKeTE UCMONb30BaTh UMSA XOCTa KOMMYHMKALUOHHOIO
cepBepa BMmecTo IP-agpeca.
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c. Haxmute OK, 4T06bl COXPaHNUTb M3MEHEHUS.

YpaneHHas yCTaHOBKa

Control Center nosBonsieT yaaneHHo ycTaHaBnnBaTb Security Server Ha BUAUMbIX
XOCTax C NOMOLLbIO 3a4a4 YCTaHOBKM.

YT06bI ycTaHOBUTL Security Server yaaneHHoO Ha OAHOM WJIM HECKOJIbKUX XOCTax:
1. Mepengute B pasgen CeTb.
2. BbibepuTe Virtual Machines 13 meHto Bbi6opa NpoCMOTPOB.

3. MpocMmoTpuTe nHBeHTapb VMware, Citrix or Nutanix n yctaHoBuTe hriaXkku Ha
COOTBETCTBYHLLMX XOCTax uin KoHTelHepax (Nutanix Prism, vCenter Server,
XenServer unu gata-ueHTp). ns 6bIcTporo Bbi6opa, Bbl MOXETE cpasy Bbi6paTb
kopHeBoi koHTenHep (Nutanix, VMware nnu Citrix). Bbl cMoXeTe Bbi6paTb
XOCTbl CAMOCTOATENIbHO B MacTepe YCTaHOBKM.

MpumeyaHmne
Bbl He MoXkeTe Bbl6paTb XOCTbl U3 pasHbIX Nanok.

4. Haxmute KHOMKy & 3apgaunm B BepxHeW 4acTu Tabnuubl UM BbibepuTe
YctaHoBuTbSecurity Server B MeHto. 0To6pasnTCsl OKHO yCTaHOBKM Security
Server YcTaHoBKa.
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Bitdefender rawyZomg

Virtual Machines Filters

Add (#) Edit ‘=) Remove Views a Tasks ) Reports l‘x Assign Policy ':T i
& Virtual Machines | Scan
Exchange Scan O
+ @ VMware Inventory Install

Uninstall client
+ Wl Custom Groups ninstall clien
Update client
S Reconfigure Client
Network Discovery

Restart client

I Install Security Server

Uninstall Security Servis

; )
‘Install Security Server

YcTaHoBKa Security Server s MeHto 3agay

BbibepuTe XOCTbl, HA KOTOPbIX Bbl XOTUTE YCTAaHOBUTb 3K3emMnnsap Security
Server.

Bbi6epuTe napameTpbl KOHbUIypaLmm, KOTopbie Bbl XOTUTE UCMOJIb30BaTb.

BaxxHo

Mcnonb3oBaHue 061X HACTPOEK, MPU pasBepTbIBaHUMN HECKOMbKUX 3K3EMMJISIPOB
Security Server ogHOBpeMEHHO, TpebyeT: 0AHO ObLLee XpaHWUAULLLE AJ1St XOCTOB;
Hanmume cob6CTBEHHbIX IP-agpecoB, HasHaYeHHbIX ¢ noMoLbo DHCP-cepBepa;
HaxoAuTCA B OQHOW CeTHU.

Mpu BblIGOpe pasHbIX HAaCTPOEK AJsi KaXAoro Security Server, Bbl CMOXeTe
onpegenuTb mnapamMeTpbl, KOTopble HEO6XOAWMbI AN KaXAoro XocTta B
cnepyoLLeM Lare MacTepa ycTaHoBKW. OnMcaHHble fasiee Warv NpUMeHsTCs
B CNyyJae, Korga ucnonbsyetcs onuusa Configure each Security Server.

Haxmute Oanee.
Beeante nogxoasuiee ums gns Security Server.

Ons cpeabl VMware, Bbi6epuTe KOHTENHEP, B KOTOPbIN Bbl XOTUTE BKIIKOUYNTD
Security Server u3 MeH0 YCTaHOBUTb KOHTENHep.

10. Bbl6epuTe pacnosioyKeHne XpaHuuLLa.
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Bbibepute TMN aucka (provisioning type). PekomeHAayeTcs pasBepHYTb
YCTPOWCTBO Ha "ToncTbIxX” auckax (thick provisioning).

BaxHo

Ecnu Bbl ucnonbayeTe "ToHkue" pucku (thin provisioning) u pauckosoe
MPOCTPaHCTBO B XpaHWNULLLE laHHbIX 3aKOHYMTCS, Security Server 3amoposunTea
W, crefloBaTeNbHO, XOCTbl OCTaHYTCS He3aLMLLEHHbIMMU.

HacTpoiTe pacnpegeneHve naMsiTv U pecypcoB NpoL,eccopa, OCHOBaHHOE Ha
KoapdurLMeHTe KOHCONMAALMN BUPTYaNbHON MallMHbI Ha XocTe. Bbibepute
Hwu3kuit, CpegHuia nnv BbicoKmit, YTOGbI 3arpy3nTb peKOMeHAYeMble MapaMeTpbl
pacrnpefeneHus pecypcoB WM HAacTpPoWKa BPY4YHYlO, 4YTOObl HacTpPOUTb
pacrnpegeneHue pecypcoB BpPyYHYHo.

3afanTe naponb agMUHUCTPaTOpa AJsist KoHconn Security Server. YcTaHoBKa
napons agMUMHUCTpaTopa nepesanucbiBaeT Naposib o ymondaxuio ("sve”

YcTaHOBUTE YacOBOM MOSIC yCTPOMCTBA.

BbibepuTte TUN KoHbUrypaumm cetu ana cetu Bitdefender. IP-agpec Security
Server He [OJKEH M3MEHSATbCA CO BPEMEHEM, TaK KakK OH WCMoNb3yeTcs
areHTamu Linux gns o6LieHus.

Ecnu Bbl Bbibepute DHCP, y6egutechb, 4To HacTpounu DHCP-cepBep Ha
pesepBupoBaHue IP-agpeca gns yctpoucTtaa.

Ecnn Bbl BblbepuTe cTaTMYECKUW, Bbl AO/MKHblI BBECTU MHbOpMauuio o
IP-agpece, macke nogceTw, wntose n DNS.

Bbi6epute ceTb vShield n BBeanTte yueTHble aaHHbie vShield. Mo ymonuanuto
mMeTKa ans vShield cetn vmservice-vshield-pg.

Haxxmute CoxpaHUTb.

Bbl MOXXeTe npocMaTpuBaThb 1 yNpaBiaTb 3agadyamMu B pasgerne CeTtb > 3agaum.

Mpumeyanune
YT106bI Nnepenitv c VMWare vShield Ha NSX, cmMoTpuTe 3Ty cTaTbio 6a3bl 3HaHUN.

BaxxHo

YcTaHoBKa Security Server Ha Nutanix Yepes yaneHHyo 3agady MOXeT OKOHUMTbCS
Heypauen, korga knactep Prism Element 3apeructpupoBaH Ha Prism Central unm no
Apyrov npuuvHe. B paHHOM cuTyauuu, peKOMEHAyeTCS MPOM3BECTU PY4YHYHO
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ycTaHoBKy Security Server. 3a nogpo6How MHpopMaLumen, 0bpaTUTECh K 3TON CTaTbe
basbl 3HaHuN.

YctaHoBKa Security Server Ha Amazon EC2

Bbl MOXeTe ucnonb3oBaTth Security Server ansa sawmTbl Bawen Amazon EC2 cpeppbl
KaK OnmncaHo Huxe:

o HacTtpownTte Security Server, ycTaHOBMIEHHbIN B Ballel JIOKasIbHOW ceTu Ans
KOMMYHMKauun ¢ Amazon EC2. Takum o6pasom, Bbl CMOXKETE UCMNOJIb30BaThb
pecypcbl NIOKanbHbIX YCTPOMCTB, Kak GU3NYeCKMX, TaK U BUPTyasbHbIX, ANA
3aWnTbl UHBeHTapsa Amazon EC2.

o YCTaHOBMTE OAMH MM HECKOJIbKO aK3eMMsSipoB Security Server B Ballen cpege
Amazon EC2, B COOTBETCTBMM C BaLMMM NOTPEOGHOCTSIMU. B flaHHOM cnyyae,
cnepyuvTe Npouegype, onNMCcCaHHOW B AaHHOM cTaTbe basbl 3HaHUN.

BaxxHo

Ona KoMMyHuKauuu Mexnay Bawumu mawumHamu EC2 n Cepepammu
6e30MacHOCTH, YCTaHOBMEHHbIMW B Balen cetu Amazon EC2, Bam
Heo6xoaMMo HacTpouTb Amazon VPC (Virtual Private Cloud) n nogkntoyeHus
Amazon. [Ina nonyyeHuss JonosIHUTENbHOM MHbOpMauuMuM obpaTuTech K
JokymeHTauun Amazon VPC.

— PekomeHayeTcs ycTaHaBnuBaTb Security Server B TOM e permoHe Amazon
EC2, B KOTOPOM HaxoAaTcs aK3eMnaspbl AN 3awmTbl.

PexxnM ckaHupoBaHUA No yMosyaHuoo Ans sksemrnisapoB EC2 - «JlokanbHoe
CKaHvpoBaHue» (MexaHW3Mbl 3alUWUTbl XPaHATCS B YCTAHOBJIEHHOM areHTe
6e30MacHOCTH, @ CKaHWPOBAHWE BbIMOJNHSAETCS NTOKAJIbHO Ha KoMMbtoTepe). Ecnun
Bbl XOTUTE CKaHUpoBaTb BallM 3k3emnispbl EC2 ¢ nomoubto Security Server, Bam
Heo6Xx0AUMO COOTBETCTBYHOLLMM 06pa3oM HAaCTPOUTb NAKeT YCTAHOBKM areHTa
6e30MacHOCTU U NPUMEHSIEMYHO MOJNIUTUKY.

YcrtaHoBka Security Server gnsa Microsoft Azure

Bbl MOXeTe ncnosb3oBaTb Security Server ansa 3awmTbl Balwux BUPTYalibHbIX
MaLwnH Microsoft Azure Kak onncaHo HuXe:

. HacTpowite Security Server, ycTaHOBMIeHHbIV B Ballel JIOKanbHON ceTu ans
KOMMYHUKaL MK ¢ BUPTYanbHbiMK MalunHamu Microsoft Azure. Takum o6pasom,
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Bbl CMOXXeTe UCMOJIb30BaTb PECYPCbl JIOKaJIbHbIX YCTpOﬁCTB, KaK d)M3VI'-IECKVIX,
TaK 1 BUPTYyaJibHbIX, A4NA 3alUTbl MTHBEHTApPA Microsoft Azure.

o YCTaHOBMTE OAMH MM HECKOJIbKO 3K3eMMsSpoB Security Server B Ballen cpege
Microsoft Azure, B COOTBETCTBMU C BalUMMU NOTPEBGHOCTAMU. B faHHOM cnyyae,
cnepyuvTe Npouegype, onNMCcaHHOW B AaHHOM cTaTbe basbl 3HaHUN.

BaxxHo

Onsi paboTbl KOMMYHUKALMN Mex Ay BUPTyanbHbIMK MalimHaMu Microsoft
Azure n CepBepamu 6e30MacHOCTH, yCTaHOBMEHHbIMU B Bawlew ceTu Microsoft
Azure, BaM HeO6XOAMMO MNpPaBWIbHO HACTPOUTb BalW BUPTYasibHble
cetu/noacetun. Onsa aetanbHon nHdpopmaumnm obpatutech K [lokymeHTaumum
Microsoft Azure Virtual Network.

- PekoMeHayeTcs ycTaHaBnMBaTh Security Server B ToM e permoxe Microsoft
Azure, B KOTOPOM Hax0AATCS 9K3EMMISAPbI AN 3aLMTbI.

PeXXvnM cCKaHMPOBaHUS MO YMOYAHUIO AN BUPTYanbHbIX MalwuH Microsoft Azure
- «JlokanbHoe ckaHMpoBaHWeE» (MEXaHWU3Mbl 3aLLUTbI XPAHATCS B YCTAaHOBNEHHOM
areHTe 6€30MacHOCTH, @ CKaHMPOBAHWE BbIMOJIHAETCSH JTIOKAJIbHO HAa KOMMbIOTEPE).
Ecnu Bbl XOTUTE CKaHUPOBaTb BaliM BUpPTYyanbHble MawwuHbl Microsoft Azure ¢
nomolbto Security Server, BaM Heo6X0AMMO COOTBETCTBYHOLMM 06pasoMm
HacCTPOMTb NaKeT YCTaHOBKM areHTa 6€30MacHOCTM U NPUMEHSAEMYHO MOJIUTUKY.

5.3.2. YcTaHOBKa areHToB Nno 6e30MacHOCTH

YTo6bl 3aWMUTUTL BaluU (U3MYECKUE U BUPTYasibHble KOHEeYHble YCTPOWCTBA,
Heo6X0AMMO YCTaHOBUTb areHTa 6e30MacHOCTM Ha KaKAoM U3 HUX. Kpome
yrnpaBsieH1s 3aLMTOi Ha NTOKaNbHOW KOHEYHOW TOUKe, areHT 6e30MacHOCTM TakxXe
B3aumogencTeyeT ¢ Control Center gns npveMa KomaHA agMuHUCTpaTopa M
oTnpaBnseT pe3ynbTaTbl UX AeACTBUN.

YT06bl y3HaTb O AOCTYMHbIX areHTax 6e30MacHOCTH, 06paTUTeCh K «AreHTbl
6e3onacHocTu» (p. 13).

Ha komnbtoTepax nog ynpasneHneM Windows u Linux areHT 6€30nacHOCTU MOXET
UMEeTb [IB€ PO, U Bbl MOXKETE YCTAaHOBUTb €ro Criefyowum o6pas3om:

1. B KayecTBe NpOCTOro areHTa 6€30MacHOCTU 151 KOHEYHbIX TOYeK.

2. Kak Relay, genctBytoLiero B kayecTBe areHTa 6€30MacHOCTH, a TakXXe CBA3W,
NPOKCcH U cepBepa 06HOBAEHWUIN ANA APYTMX KOHEYHbIX TOYEK B CETHU.
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Bbl MOXKeTe yCTaHOBUTb areHTa 6e30MacHOCTU Ha GU3MYECKUX U BUPTYasbHbIX
KOHEeYHbIX ToYKax JlokasnbHo by running installation packages locally unm yaanexHo
by running installation tasks remotely ns Control Center.

OyeHb BaXXHO BHMMATESIbHO npoynTaTb U CsieaoBaTb UHCTPYKLUMAM MO NOAroTOBKE
K YCTaHOBKe.

B HopmanbHOM pexume areHTbl 6e30MacHOCTU WMET  yrnpalleHHbI
nonb3oBaTesibCKni uHTepdeinc. OH No3BoONSAET NONb30BaTENAM NPOBEPSATH TOMbKO
COCTOSIHME 3alUWTbl W BbIMOJIHATL OCHOBHblE 3ajaun Mo obecrnevyeHuro
6e30MacHOCTU (06HOBNEHUS U CKAHMPOBaHUSA), 6e3 NpeaoCcTaBieHNs gocTyna K
HacTponKam.

Ecnu yepes YCTaHOBOHHbIVI nakeT M MNOJIMTUKN 6e30MacHOCTH aAMWHUCTPaATOpPOM
CeTU pa3peLlueHo, ToO areHT 6e30MacHOCTM MOXET Takxe pa60TaTb B pexume Power
User mode Ha KOHeYHbIx Toykax Windows, no3Bonsis Nojib3oBaTeIl0 KOHEYHOM
TOYKM NpocMaTpuBaTb M WM3MEHATb MNapamMeTpbl MONMUTUK. TeM He MeHee,
aaAMUHUCTpaTOop Control Center Bcernga moxeTt KOHTPOJIMpOBaTb, Kakhe napamMeTpbl
NOJINTUK NPUMEHATD, NepeKpbiBad peXxxuM nNpuBunernpoBaHHOro noJjib3oBartend.

Mo ymonuyaHuto, A3bIK AWCIIes NONb30BaTENbCKOro MHTepdenca, Ha KOHEYHbIX
TOYKaX, HaxoAsILMXCA Mog, 3alMTON, Bbl6UpaeTcs BO BpeMsl YCTAHOBKM, Ha
OCHOBaHWM A3blKa Ballen yyeTHol 3anucu GravityZone .

Ha Mac a3blk 0To6pa)XXeHus1 Nnosib3oBaTeNlbckoro nHtTepdenca BbibupaeTca BO
BpPeMsl YCTaHOBKM Ha OCHOBE fi3blKa OMepaLUMOHHON CUCTEMbI KOHEYHOW TOUYKM.
Ha Linux areHT 6e30MacHOCTM He WMEEeT JIOKAJIbHOro MoJlb30BaTE/IbCKOrO
nHTepdeiica.

YT06b1 yCTaHOBUTb NOJIb30BATESbCKMI MHTEpdEC Ha APYroM SI3blKe Ha HEKOTOPbIX
KOHeYHbIX Toukax Windows, Bbl MOXeTe co34aTb YCTaHOBOYHbIV NaKeT U BbIGpaTb
A3bIK B €ro onuusx. 3Ta onuus HeJOCTYMNHa AN KOHeYHbIX Toyek Mac u Linux.
[na nonyyexus 6onee nogpo6HoN MHGOpMaLIMK O CO3[aHUM NAKETOB YCTaHOBKMY,
ob6patuTech K «CosfiaHne MHCTaSILMOHHbIX NakeToB» (p. 146).

MoaroToBka K yCTaHOBKeE

Mepepn ycTaHOBKOW BbLIMOSIHUTE criedylolime MOAroTOBUTESNbHbIE LarK, YTobbl
ybeanTbCs, YTO OHa NponaeT 6e3 npobnem:

1. Y6eputech, YTo BbIGpaHHbLIE KOHEYHbIE TOUYKM YAOBNETBOPSHOT minimum system
requirements. 15151 HEKOTOPbIX KOHEYHbIX TOYEK BaM, BO3MOXHO, NoTpebyeTcs
YCTaHOBUTb NOCNeAHUNA AOCTYMNHbIW NakeT O6HOBMEHUI Afsi onepaunoHHOM
CUCTEMbI MNN 0CcBO6OAMTL AMCKOBOE MNpPOCTpaHCcTBO. COCTaBbTe CMUCOK
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KOHEYHbIX TOYEK, He OTBEYaloLMX HEO6X0AUMbIM TPe6oBaHMAM, YTO6bI Bbl
MOT/IY UCKJTIOUYUTL MUX U3 YrpaBieHus.

YaanuTb (He NpPocTO OTK/OYMTb) JHO6GYH CYLLECTBYIOLWYIO 3aluTy OT
BPEAOHOCHbIX  MporpaMM WM MNporpaMMHoe  obecriedeHne  Ans
MHTepHeT-6€30MacHOCTM Ha LeNeBbIX KOHEYHbIX Touykax. 3aryck areHTa
6e30MacHOCTM OJHOBPEMEHHO C APYrMM MpPOrpamMMHbIM o6ecreyeHnemM no
6€30MacHOCTM Ha KOHEYHOW TOYKE MOXXET MOB/IMATbL Ha UX PaboTy U BbI3BaTb
cepbeaHble Npo6sieMbl C CUCTEMOMN.

MHorme wu3 HeCOBMECTUMbIX nporpamMmm 6€30MacHOCTU aBTOMAaTUYECKHU
06Hap)I)KI/IBaI'OTCﬂ nypanAarTcAa BO BpeMA YCTAHOBKN.

YT106bI Y3HaTb 60JIbLLUE M MPOBEPUTbL CMMCOK MPOrpamMMHOro obecneyeHus
6esonacHocTn, obHapyxeHHoro Bitdefender Endpoint Security Tools ans
TeKyLLMX onepaumoHHbix cucteM Windows, cM. 3Ty cTaTbto 6a3bl 3HAHWI .

BaxxHo

Ecnm Bbl XOTWTe pasBepHYTb areHT 6e30MacHOCTM Ha KOMIMbioTepe ¢
AHTMBMpPYcom Bitdefender gns Mac 5. X, cHayana Heo6Xxo0AMMO yaanuTb ero
BPYYHYH0. [IN151 UHCTPYKLMK AJ151 BbINOSIHEHUSI CMOTPUTE 3Ty CTaThbto 6a3bl 3HAHWIA.

YcTaHoBKa TpebyeT npuBuiernin agMmHucTpaTopa u goctyn B MHTepHeT. Ecnu
LeneBble KOHEYHbIE TOUKM HaxoaaTcA B AoMeHe Active Directory, Bbl JO/MKHbI
MCnoJsib30BaThb y4YeTHble AaHHble afMUHUCTpaTopa AOMeHa Ansa yAaneHHOM
YyCTaHOBKW. B NpoTMBHOM cny4yae y6eauTech, UTO Y Bac eCTb HEO6X0ANMble
NOJIHOMOYMA AJ1A BCEX KOHEYHbIX TOYeK.

KOHeYHble TOYKU [OMKHblI UMETb CeTeBOe MOAKIIOYEHNE K YCTPOWUCTBY
GravityZone.

PekomeHayeTca ucnonb3oBaTb cTaTudeckui IP-agpec gnsa Relay cepsepa.
Ecnu Bbl He ycTaHoBuUTe cTaTudeckun IP-agpec, ucnonbsynte umsa xocta
MalLUUHbI.

Mpu pasBepTbiBaHMM areHTa u4epe3 Linux Relay pomkHbI BbINOMHATbLCA
cnepytolne fonosIHUTeNIbHble YCNOBUSA:

. HakoHeyHoi Touke c Relay ponbto fomkeH 6bITb ycTaHOBEeH NakeT Samba
(smbclient) Bepcun 4.1.0 unmn Bbllle U net binary/command ans

pasBepTbiBaHMs areHToB Ha Windows.

Mpumeyanune
net binary/command 06bl4HO ucnonb3yeTca ¢ samba-kKIMEHTOM wu/nnm
CTaHAapTHbIMKM nakeTamu samba. B HekoTopbix AnCTpubyTMBax Linux
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(Hanpumep CentOS 7.4) net command ycTaHaBNMBaeTCsl TOJIbKO, Koraa

ycTaHoBsieH Samba Samba suite (Common + Client + Server). Y6eguTecsb,
YTO Ha KOHeYHou Touke ¢ Relay ponbto gocTynHa net command.

. Llenesble KoHeYHble ToukM Windows AO/MKHbI UMeTb AOCTYM K pecypcam
afAMUHUCTPUPOBAHUA U CETH.

« BueneBbix KOHeYHbIX Toykax Linux and Mac gosikHo 6bITb BKJIlOYeHO SSH.

7. Haumnasa c macOS High Sierra (10. 13), nocne yctaHoBku Endpoint Security for
Mac BpyuYHylO WNM ypaneHHo, Nonb3oBaTenaM npegnaraetcs yTBepAuTb
pacwmpeHnus sigpa Bitdefender Ha cBoux komnbtoTepax. Moka nonb3oBaTenu
He yTBepAST pacwumpenus sapa Bitdefender, HekoTopble dpyHkumm Endpoint
Security for Mac He 6ynyT pa6oTaTb. UTO6bl UCKNOUUTHE BMELLATENLCTBO
nonb3oBaTens, Bbl MOXeTe NpefiBapuUTeNbHO YTBEPAMTbL pacluMpeHus sigpa
Bitdefender, 3aHecs ux B 6enblit CMIMCOK C MOMOLLbIO UHCTPYMEHTA yNpaBieHus!
MOGWUNIbHBbIMMW YCTPONCTBaMM.

8. lpu yctaHoBKe areHTa B Amazon EC2, HacTpoiTe rpynnbl 6€30MNacHOCTH,
CBsI3aHHble C 3K3eMMisipaMu, KOTOpble Bbl XOTUTe 3almwaTb B Amazon EC2
B MaHenu ynpaeneHus > CeTb & be3onacHoCTb Kak OMMCaHO HUXE:

. [nsaypaneHHoW ycTaHOBKMU, pa3pewmnTe SSH-nogkntoueHne* ¢ akseMnnspa
EC2.

o [lns nokanbHOW YCTaHOBKM, paspewuTte nogkntoyeHne no SSH n RDP
(Remote Desktop Protocol) anst komnbioTepa, ¢ KOTOPOro Bbl NbiTaeTechb
NOAKNIOUYNTBCA.

* Ona ypaneHHOM YCTaHOBKM Ha Linux, BaM Heo6Xx04MMO paspelunTb
SSH-nogkntoveHune, UCNonbL3YAa UMS NONb3oBaTeNsA U Naposib.
9. TMpu ycTaHoBKe areHTa B Microsoft Azure:

. Llenesasi BupTyasibHas MalluMHa A0JIXXKHA 6bITb B TOM K€ BUPTYaslbHOMN CETH,
yTOo U ycTponcTeo GravityZone.

. Ll,eneBaﬂ BUpPTYyaJibHad MallnHa A0JDKHA HaXoAUTbCA B OAHOVI BMpTyaﬂbHOVI
CeTn C pPeTpaHCnATopOMm, KOTOprVI CBA3blBaeTcAa C yCTpOVICTBOM
GravityZone, Korga oHO HaXo4MTCS B ApYron CeTu.

JlokanbHas ycTaHoBKa

OfaHMM M3 cnoco6os YCTAaHOBUTb areHTa 6€30MacHOCTM Ha KOHEYHOW TOouKe
ABNSETCA JIOKASIbHbIN 3anyCcK yCTaHOBOYHOI O NakeTa.
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Bbl MOXeTe co3aBaTth v yNpaBnaTb MHCTaISILMOHHBIMUM MAKeTaMM1 Ha CTpaHuLe
Network > Packages.

Bitdefender’

CONTROL CENTER

Welcome, Admin v

Dashboard F) Add @) Download (=) Delete (@) Refresh
Network Name Type Language Description Status.

Packages

Tasks Security Server Virtual Appliance Seaurity Server Englsh Security for Virtualized Environments Security Server Ready to download

Policies

CTpaHuua nakeToB

MNMocne ycTaHOBKM MEPBOro KIIMEHTA, OH 6yAeT UCNONb30BaThCs AJ1s1 06HapY>KeHUs
OPYrux KOHeYHbIX TOYEK B TOW Xe CeTW, UCMONb3ysi MeXaHUu3M CeTeBOro
obHapyXeHusi. [1na nonyyeHus 6onee nofapobHow uMHbOPMAaUMM O CETEBOM
o6HapyXeHun, obpaTuTech K «Kak paboTaeT ceTeBoe 06HapyxeHue» (p. 166).

YT06bl NIOKanNbHO YCTAaHOBWUTb areHTa 6e30MacHOCTM Ha KOHEYHOW TOuKe,
BbINONHUTE cnefytolime AencTBus:

1. Create an installation package B cooTBeTCTBMM C BalWMMU NOTPEBGHOCTAMM.
Mpumeyanune
ATOT War He ABNsAeTCA 06ﬂ3aTeJ‘IbeIM, ecnm MHCTaﬂﬂﬂL{VIOHHbII?I NnakeT yXxe 6bIn
co3fiaH Ans ceTu Mog, Ballen Y4eTHOM 3anuchbio.
2. Download the installation package Ha BbIGpaHHYHO KOHEYHYHO TOUKY.
Bbl MOXXeTe nooyepeHO OTMNPaBAThb CCbUIKN A5 3arpy3Ky YCTaHOBOYHOMO
nakeTa ro 3/1eKTPOHHOM NoYTe HECKOJIbKUM NOoJSIb30BaTeNIsIM B BalLen CeTu.
3. Run the installation package Ha BbIGpaHHOW KOHEYHOM TOUKe.
CospgaHue MHCTaNNISILMOHHbIX NaKeToB
YT06bI CO3AaTb UHCTAUISILNOHHbIV NaKeT:
1. NMoaknounteck u BonguTte B Control Center.
2. Mepengute Ha cTpaHuuy Network > Packages.

3. Haxxmwnte kHonky & [lo6aBUTb B BEpXHEW YacTu Tabnuubl. [oABUTCA OKHO
HacTpoeK.
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General
Name: *
Description:
Language: English
Modules:
Advanced Threat Control
Firewall
Content Control
Device Caontrol
Power User
Application Control
Roles: Relay Exchange Protection
Scan mode

CospgaHue naketa - Onuumn

Beeante noaxopsilee UMA U onucaHWe AN NakeTa, KOTOPbIA Bbl XOTUTE
co3gaTh.

B none Language, Bbi6epuTe HYXXHbIN A3bIK 4151 UHTepdelica KnneHTa.

Mpumeyanue
9Ta onums gocTynHa Tonbko ana OC Windows.

BbléepVITe MOAYyNn 3aWnTbl, KOTOPbl€ Bbl XOTUTE YCTAHOBUTb.

MpumeyaHune

ByoyT ycTaHOBNeHbl TONbKO MOAAEPXMBaEMble MOAYAM AN KaXAoW
ornepauuoHHON cucTtembl. [ns nonydyeHus 6onee noapo6HON MHGopmaLuuu,
o6paTnTech K «AreHTbl 6e3onacHocTuy (p. 13).

Bbi6epuTe posib LienieBOM KOHEYHOW TOYKM:

« Relay, uTo6bl cO3aTh NaKeT 4511 KOHEYHOW TOYKM C POJIbIO PeTPaHCAATOpa.
Ons nonyyeHuss 6onee noApo6HoM uHPopmauun, obpaTutech K
«PeTtpaHcnaTop» (p. 15)
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. CepBep K3lUMpOBaHMSA UCMPABAEHUN , YTOObI HA3HAYUTbL pPeTpaHCASATOP
BHYTPEHHWUM CepBEPOM A1l pacnpoCTpaHeHUst UCMPaBEHUI NPOrPaMMHOro
obecrneyeHus. 3Ta posib 0ToOpaXKaeTCs Npy BbIGOpe posiv peTpaHcnsaTopa.
Ona nony4yeHunsa 6onee noapobHon nHpopmaumn, obpaTutecb K «Cepeep
K3almpoBaHua natyemn» (p. 16)

. Exchange Protection, 4T06bl yCTaHOBUTb MOAYNM 3aliUTbl A1 CEpBEPOB
Microsoft Exchange, Bkntoyas 3awmTy oT BpegoHocHoro [0, aHTucnama,
GUnbTpaLmMo KOHTEHTa U BJIOXKEHUI AN Tpaduka M1eKTPOHHON NOYThI
Exchange u ckaHupoBaHue no 3anpocy 6a3 paHHbix Exchange. [ns
nonyyeHus 6osiee noapobHoW MHPopMauun, obpaTuTecb K «YCTaHOBKa
3awmuTbl O6MeHa» (p. 178).

8. Ypanutb KOHKYpeHTOB. PekoMeHAyeTCsl OCTaBUTb 3TOT  (hJlaXKoK
YCTaHOBJIEHHbIM, YTOObI aBTOMATMYECKU yJansaTb Nlo6oe HecoOBMecTUMoe
nporpaMMHoe obecnevyeHne 6e3onacHOCTW, noka areHT Bitdefender
yCTaHaBNMBaeTCs B KOHEYHOM Touke. Mpu 0TMeHe BbIGopa 3TOro napameTpa,
areHT Bitdefender 6yaeT ycTaHOBNEH pPSiIOM C CYLLECTBYIOLUM PELIEHUEM
6e30mnacHOCTU. Bbl MOXKeTe BpyUHYHO yaIMTh paHee YyCTaHOBJIEHHOE peLleHne
6e30MacHOCTW Ha CBOM CTPaXx U pUCK.

BaxxHo

3anyck areHTa Bitdefender opgHoBpeMeHHO ¢ ApyrMM nNporpamMMHbIM
o6ecreyeHveM 6e30MacHOCTH Ha KOHEYHOW TOYKE MOXET MOBUSTL Ha UX paboTy
1 BbI3BaTb CEpbe3Hble NPO6/eMbl C CUCTEMOM.

9. Scan Mode. Bbi6epute TEXHOJIOTMIO CKaHUPOBaHWA, KOTOpas Hauayywum
06pasoM COOTBETCTBYET BalleMy CETEBOMY OKPY)XXEHUMIO U pecypcam CBOMUX
KOHEYHbIX To4Yek. Bbl MOXeTe onpeAeNnnTb pexuM CKaHUMpOBaHWA, Bbi6paB
OAMH W3 CneaytoLLmX TUMOB:

. ABTOMaTUuecku. B aTom cny4yae areHT 6€30MacHOCTU aBTOMAaTUYECKHU
onpepenaeT KOH('I)VIpraLlI/II-O KOHEYHbIX TOYEK U COOTBETCTBEHHO aganTUPYeET
TEXHOJI0IM0 CKaHUpoBaHUA:

— LUeHTpanbHoe ckaHMpoBaHue B 06LLeA0CTYNHOM UM YaCTHOM obJiake
(c Security Server) c 3anacHbiIM BapuaHTOM ANA MEPUAHOIO
ckaHupoBaHus (Light Engines), Ansi pusmyeckmx KOMNsHTEPOB C HU3KOM
NPOU3BOAMTENBHOCTbLIO 060PYA0BaHUA U AJst BUPTYyanbHbIX MalluH. B
3TOM cJlyyae TpebyeTcs, MO KpavHen Mepe, oauH Security Server
pa3BepPHYTbIN B CETU.
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— JlokanbHoe cKaHupoBaHue (C MOJIHbIM JJ,BM)KKOM) ona cbwsuquwa
KOMMbKOTEPOB C BbICOKOM npon3BoaAnNTENIbHOCTbIO 060pWJ,0BaHMFI.

— JlokanbHoe ckaHupoBaHuWe st aksemnnspos EC2 1 BUPTyanbHbIX MalLWH
Microsoft Azure.

MpumeyaHmne
CuntaeTtcsl, YTO KOMMbIOTEPbI C HWU3KOW NPOM3BOAUTENIbHOCTLIO UMEKT
yacToTy npoueccopa MeHee 1,5 [Ty unu onepatnBHyto NamMaTb MeHee 1 I'B.

Custom. B aToM cnyyae, Bbl MOXEeTe HAaCTPOUTb PEXUM CKaHUpPOBaHWUS,
Bbl6Upasi MeXay HeCKOSIbKUMU TEexXHOSIOrMAMM CKaHUpoBaHUs Ans
(hb13nYeCKMX U BUPTYanbHbIX MaLLWH;

— LleHTpanbHoe cKaHWpoBaHWe B 06LLe0CTYNMHOM UK YacTHOM o6nake
(c Security Server), KoTopoe MOXe€T WCMNONb30BaTbCA B KayecTBe
pes3epBHOro * Npu JIOKasIbHOM CKaHUPOBaHWUK (C NOSIHbIM ABUraTenem)
WAK Npy rTMEPUMAHOM CKaHMpPOBaHUK (C NIerkuM BuUraTenem).

— KoM6uHMpoBaHHOe CKaHpOBaHue (C 06J1erYeHHbIMU ABUXKAMU)
— JlokanbHoe ckaHuMpoBaHue (C MOJIHBbIMY ABUKKaMM)

Pexxum ckaHupoBaHus No ymonyaHuto ansa aksemnnsapos EC2 - «JlokanbHoe
CKaHupoBaHue» (MexaHW3Mbl 3aLUMUTbl XPAHATCS B YCTAHOBJIEHHOM areHTe
6e30MacHOCTH, @ CKAHMPOBaHWE BbIMOJIHSAETCSA JIOKASIbHO HAa KOMMbIOTEPE).
Ecnu Bbl X0TUTE CKaHMpoBaTb Baly ak3emnsipbl EC2 ¢ nomoubto Security
Server, BaM He06x04MMO COOTBETCTBYHOLMM 06pa3oM HaCTPOUTb MakeT
YCTaHOBKM areHTa 6e30MnacHOCTM U NPUMEHSAEMYHO MOJIUTUKY.

PeXX1MM CKaHMpPOBaHUs M0 YMOTYaHUIO A8 BUPTyasibHbIX MawwuH Microsoft
Azure - «JloKafibHOe CKaHWpoBaHMe» (MexaHW3Mbl 3alMTbl XPaHATCA B
YCTaHOBJIEHHOM areHTe 6e30MacHOCTU, a CKaHWpOBaHWEe BbIMOJHAETCSA
noKanbHO Ha KommbioTepe). EcnM Bbl XOTUTE CKaHMpoOBaTb Ballu
BUpTYyasbHble MallMHbl Microsoft Azure ¢ noMoubto Security Server, Bam
Heo6X0AMMO COOTBETCTBYHOLWMM 06pasoM HACTPOUTb MaKeT YyCTaHOBKM
areHTa 6e30MacHOCTU 1 MPUMEHSEMYHO MONIUTUKY.

* Korga ucnosb3ytoTcs ABONHbIe ABUXKKM CKaHMPOBAaHMUSA - €CNM NMepBblii
JABWXOK He [10CTYMeH, pe3epBHbli ABUKOK MOXET 6biTb 3a4eACTBOBaH.
MoTpebneHne pecypcoB W YTWIM3aLUMA ceTM OyaeT 3aBUCETb OT
NCMONb3YyeMbIX ABUXKOB.
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[nsa nonyyeHns 6onee noApo6HON MHbOopMaLMM 0 AOCTYMHbIX TEXHOSOMMUAX
CKaHVpoBaHusa, obpaTuTech K«CkaHupyoLme ABMKKM» (p. 3)

10. Deploy endpoint with vShield when a VMware environment integrated with

11.

vShield is detected. 3Ta onuua MoXeT 6bITb UCMONb30OBaHa, Korpa
MHCTaNNALUMOHHBIA MakeT pa3BopauMBaeTCs Ha BUPTYasbHOW MallMHe U3
cpeabl VMware nHterpupoBaHHou ¢ vShield. B atom cnyyae, VMware vShield
Endpoint 6ygeTr ycTaHOBNEeH Ha BbI6paHHOW MallMHe, BMECTO areHTa
6e3onacHocTu Bitdefender.

BaxxHo

9Ta onuus npefHa3HayeHa TONbKO AJiA YAANIEHHOrO pa3BepTbiBaHWs, a He s
nokanbHbIX YCTaHOBOK. [lpyM JNokanbHOM YycTaHoBKe B cpepe VMware,
WHTerpupoBaHHo ¢ vShield, y Bac ecTb BO3MOXHOCTb 3arpy3uTb MakeT
vShield-Integrated.

Mpu HacTporike MoAaynen CKaHMPOBaHUSA C UCMOMNb30BaHWEM CKaHUPOBaHMUA B
ny6JMYHOM WM YacTHOM obrniake (Security Server) Heo6xoauMo Bbi6paTb
JIoKasibHO yCTaHOBNEHHble Security Server, KOTOpble Bbl XOTUTE UCMOJIb30BaTb,
M HacTpoOuTb UX NPUOPUTET B pasgene . Paspen Security Server Assignment :

a. HaxmuTe cnncok Security Server B 3aronoBke Tabnumubl. [10ABUTCS CIMCOK
06HapYyXeHHbIx Security Server.

b. Bblbepute 06bEKT.
c. HaxmuTte kHonky @ Add B 3aronoBke ctonéua Actions.
Security Server ,,06aBUTCS B CMUCOK.

d. BbinonHuTe Te e AenctBusi, 4YTobbl A06aBUTb HECKOSIbKO CepBepoB
6e30MNacHOCTK, ecnim TaKoBble MMeloTcsA. B aToM crnyyae, Bbl MoXeTe
HaCTPOUTb UX MPUOPUTET, UCMOJIb3YS CTPENKM BBEPX &) U BHWU3 ), AOCTYMHbIE
B MpaBoM CTOPOHe Kakgoro obbekta. Korga nepebii Security Server
HepoCTyneH, 6yaeT UCNONb30BaTbCA CeAyHOLUA U TaK ganee.

e. [na yaaneHusi ogHOro o6bekTa U3 Cnucka, HaXXMUTe COOTBETCTBYHOLLLYHO
KHOMKy ® Delete B BepxHeW YyacTu Tabnmubl.

Bbl MoxeTe Bbi6paTb ans wudpoBaHUa coefvHeHuss ¢ Security Server,
cnegytoutyto onuumto Use SSL.

12. Pa3sHoe. Bbl MOXeTe HaCTpPOUTb CJieayrouime napamMmeTpbl AJid HEKOTOPbIX TUMOB

d)aVIﬂOB Ha onpeaefieéHHbIX KOHEeYHbIX TOYKax:
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OTnpaeka aBapuiHOro gamna. Boi6epuTe aTOT napaMeTp, YTobbl 0OTNPaBUTb
dannbl gamna namaTn B naéopatoputo Bitdefender gna aHanusa céos
areHTa 6e30MacHOCTU. ABapuiHble faMMbl MOMOTYT HalUMM MHXXEHepam
HaNTU MpWYMHY, KOTopasi Bbi3Basa Mnpobremy, U MNpefoTBpaTUTL ee
BO3HUKHOBEHME B AanbHenweM. Hukakas nepcoHasnbHas MHpopMaLus He
6yneT oTrnpaesieHa.

OTnpaenaTb ¢ainbl KapaHTUHa B na6opatopuio Bitdefender kakabie
(vackl). o ymonyaHuto, annbl U3 KapaHTMHa aBTOMaTUYECKU
oTnpaBnstoTca B na6opaTtoputo Bitdefender kaxpabii yac. Bbl MoxeTe
oTpefaKTUpoBaTb MHTepBan oTnpasku dannos. CneunanvcTbl Mo BUpycam
Bitdefender npoaHanuaupyoT o6pasubl  ¢dannos. Ecnu  Hanuuue
BpegoHocHoro MO noaTBepXKAeHO, BbiMycKaeTcs cUrHaTypa, Kotopas
NO3BOINT €ro yaanuTb.

OTnpaenATb nofo3puTenbHble MUcnonHsemble ¢ainbl B Bitdefender.
BbibepuTe aTOT NapaMeTp, YTO6bl OTNPaBUTbL (aisibl, KOTOPbIE KaXYyTCS
HeHaZeXXHbIMU UM UMELOT NoA03pUTENbHOE NoBefeHue, B Bitdefender Labs
NS aHanuaa.

13. BbibepuTe Scan before installation, ecnv Bbl xoTuTe y6eauTbCS, YTO MaLLVHBbI
"uncTbl” Nepen yCTaHOBKOM KIIMEHTA Ha HUX. BbicTpoe ckaHUpoBaHuWe B o6nake
6yAeT BbINONHEHO Ha LieNIeBbIX MaLUMHaXxX nepej HavyasnoM YyCTaHOBKM.

14. Bitdefender Endpoint Security Tools ycTaHaBn“BaeTcs B KaTanor yCTaHOBKM
no ymonyaxuto. Boibepute Mcnonb3oBaTb Nosib30BaTeNbCKUA NYThb YCTaHOBKU
eciin Bbl XOTUTe YyCTaHOBUTb areHTa Bitdefender B gpyroe mecto. Ecnu
yKa3aHHasi narnka He CyLleCcTBYeT, OHa byleT co3jaHa BO BPeMS YCTAHOBKM.

B Windows no ymMonyaHuto ucnonb3yetcs NyTb C:\Program Files\.
YT06bI ycTaHOBUTL Bitdefender Endpoint Security Tools B npon3BosibHOM
MecTe, ucnonbsymte cornawenuss Windows npu Beoge nytu. Hanpumep,
D:\folder.

B Linux Bitdefender Endpoint Security Tools no ymonyaHuto
yCcTaHaBnMBaeTcs B nanky /opt. YTobbl ycTaHOBUTL areHT Bitdefender B
NPOU3BOSILHOM MecTe, UCMONb3YyNTe corfalleHuns Linux npyu Beoge nyTu.
Hanpumep, /folder.

Bitdefender Endpoint Security Tools He noggep)xuBaeT yCTaHOBKY MO
cneayroLW UM Nonb30BaTeIbCKUM NYTAM:
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JIto60W NyTb, KOTOPbIV HE HAYUHAETCSA C KOCOW YepThl (/). EAUHCTBEHHBIM
UcKItoYeHneM siensieTcst MecTonosioxkeHne Windows $PROGRAMFILESS,

KOTOpoe areHT 6e30MacHOCTM WHTepnpeTupyeT Kak nanky Linux no
yMOJT4aHuto /opt.

JTroboi NyTb B /tmp WK /proc.

JTo60W NyTb, KOTOPbIV COAEPXUT CrieAytoLLme crelmasnbHble CUMBOSIbI:
S,y o 2, N N o N Gy L1 )
CneumndukaTop systemd (%).

B Linux Ana ycTaHoBKM Mo nosib3oBaTeslbCKOMY NyTu TpebyeTcs glibc 2.21
Unu BblLLe.

15. Mpwm

Ba)xHo

Mpy Mcnonb3oBaHWUU MONb30BaTENbCKOrO NyTU ybeauTechb, YTO Y Bac ecTb
npaBuJibHbIN YCTAHOBOYHbIW NaKeT AN KaX40n onepaunoHHON CUCTEMDbI.

XXeJlaHun, Bbl MOXeTe YCTAaHOBUTb MapoJib, YTOObI 3anpeTuTb

nonb3oBaTensM yaansaTh 3aluTy. Beibepute Set uninstall password n BBegute
»Kenaemblil Naposib B COOTBETCTBYHOLLME MONIS.

16. Ecnu BbI6paHHble KOHEYHbIE TOUYKWM HAXOASATCS B MHBEHTapM3aLun ceTu nog,
Custom Groups, Bbl MOXETe NEPEMECTUTb MX B ONpPefeNieHHYo Nnanky cpasy
rocne 3aBepLUEHNS pa3BepThIBaHUA areHTOB 6e30MacHOCTH.

HaxxmuTe Use custom folder 1 BbiGepuTe Nanky B COOTBETCTBYIOLLEN TAabNMULIE.

17. B pasgene YCTaHOBLYMK, Bbi6epUTE 06BEKT, K KOTOPOMY BblGpaHHbIE KOHEYHbIe
TOYKM 6yAyT NOAKOYATLCA ANSA YCTAaHOBKM U 06HOBJIEHUS KIIUEHTA:

. GravityZone Appliance, ecnun KoHeuyHble TOukM 6yayT NOAKIOYATLCS
HenocpeaCTBEHHO K yCTporcTBy GravityZone.

B atom Cny4yae, Bbl TaKXXe MOXXeTe onpenesnTb:

Monb3oBaTenbCKMn KOMMYHUKALMOHHbIN cepBep, Habpag ero IP-agpec
WJIM UMSA XOCTa, B CllyYyae Heo6XoAUMOCTMH.

HacTpoiku npokcu-cepeepa, ecnu TpebyemMble KOHEYHbIEe TOYKM 6yayT
obuatoTcs ¢ ycTponcTBoM GravityZone yepes npokcu-cepep. B aTom
cnyvyae BblbepuTe Mcnonb3oBaTb NMPOKCU ANA O6LLEHUA U BBeauTe
Heo6XxoANMbIe NapaMeTpbl MPOKCU-CEPBEPA B MOJISIX HUXKE.
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PeTpaHcnsaTop 6e30nacHOCTU KOHEYHOW TOYKM, ECIN Bbl XOTUTE NOAKIHOYNTD
KOHeuYHble TOYKM K KneHTy Relay, ycTaHoBneHHoMy B Baluel ceTu. Bece
MaLUUHbI C POJIbIO PETPAHCAATOPA, O6HapYXXeHHbIe B BalLen ceTu, byayT
oTo6paXkeHbl B Tabnuue Hwke. Bbibepute KOMMbIOTEP C POJbHO
peTpaHcnsATopa, KoTopbi BaM Hy)eH. MMoakntoUYeHHble KOHEYHbIE TOYKM
6yayT coobuwaTbes npu nomolm Control Center ToNbKo Yepes BbiGpaHHbIN
KOMIMbIOTEP C POSbLO peTpaHcnsaTopa.

BaxHo
MopT 7074 pomxeH 6bITb OTKPbIT A1 NPaBUIbLHOIO pa3BepTbiBaHUS Yepes
Bitdefender Endpoint Security Tools Relay.

18. HaxxmuTe CoXpaHuUTb.

O6HOBNEHHDbIN NakeT 6yaeT f06aBEH B CIMCOK NaKeTOB.

®

Mpumeyanne

HaCTpOﬁKM, 3a[aHHble B NakeTe yCTaHOBKU 6yp,yT NMPUMEHATbCA K KOHEYHbIM TOYKaM
Cpasy >Xe nocrie yCTaHOBKMW. Kak Tonbko nonuvtuka NMPUMEHUTCA K KIIMEHTY,
napamMeTpbl, 3ajaHHble I'IOJ1I/1TVIKOI?1, 6yp,ET NPpUMeHeHbl, 3aMeHUB HEKOTOpble
napaMeTpbl MHCTaAJNIALUOHHOIO NakeTa (Hanpmmep, KOMMYHUKaUNOHHbIE cepBepbl
WS HAaCTPOMNKU NPOKCH).

CkaunBaHue YCTAHOBOYHbIX NaKeToB

YT106bI CKayaTb YCTaHOBOYHbIE NaKeTbl areHToB 6e3onacHoCTU:

1.

Beonante B Control Center n3a KOHeYHOM TOYUKM, HA KOTOPOW Bbl XOTUTE
YCTaHOBMUTb 3aLUNTY.

Mepengute Ha cTpaHuuy Network > Packages.

Bbl6epMTe yCTaHOBOquIﬁ naker, KOTOprI;I Bbl XOTUTE 3arpy3unThb.

Haxmute kHonky @ Download B BepxHeit YyacTu Tabnuubl U BbiGepute TUN
YCTaHOBKW, KOTOpbIiA Bbl XOTUTE WCMONMb30BaTb. LOCTyMHbl ABa Tuna
YyCTaHOBOYHbIX (haiinoB:

3arpy3uMk. 3arpy3usMk B TMepBYK o0u4epeAb 3arpyXxaet MOJHbIN
YCTaHOBOYHbIA KOMMNEKT M3 061a4HbIx cepBepoB Bitdefender, a 3aTem
HauMHaeT YCTaHOBKY. 9TO He6OMbLUON No pasmepy dhann u MoxeT 6bITb
3anylieHa Kak Ha 32-6UTHbIX, Tak U Ha 64-6UTHbIX cuctemax (4To fenaet

YcTaHoBKa 3aWuThl 153



Bitdefender Grawt\/Zome

unfollow the traditional

€ro JIErkuM B pacnpocTpaHeHnn). C Apyroi CTOPOHbI, 3TO TpebyeT akTUBHOMO
NoAaKJtoYeHNs K MHTepHeTy.

« FullKit. lNonHble MHCTanNALMOHHbIE KOMMNEKTbI 60bLLE M0 pa3Mepy 1 OHM
JOJMKHbI 6bITb 3anyLLLEeHbl AJ151 KOHKPETHOro TUMna onepaLMoHHON CUCTEMBbI.

lMosiHble KOMMIEKTbI NPeHa3HaYeHbl AJ1S YCTAHOBKM 3aLLMTbl HA KOHEYHbIX
TOYKax C MeaJieHHbIM VHTepHeTOM unu 6e3 NoAKItoYeHuss K MHTepHeTy.
CkauaiiTe 3TOT (hain Ha KOHEYHYIO TOYKY MOAKIIIOYEHHYHO K UHTEPHETY,
3aTeM pacnpocTpaHUTE ero Ha ApYrue KOHeYHble TOYKM C UCTI0SIb30BaHNEM
BHELLHUX HOCUTESIEN UM CeTEBOW NankKu.

MpumeyaHmne
D,OCTYI'IHble NOJIHble BEPCUN KOMMNNEKTOB:

— Windows 0S: 32-61T 1 64-6UT cucTEMbI
— Linux OS: 32-6UT 1 64-6UT cUCTEMBbI

— mac0S: ToNbKo 64-6UTHbIe CUCTEMBbI
YaocToBepbTECh, YTO UCMOJIb3YETE NPaBUIIbHYHO BEPCUIO AJI CUCTEMbI, Ha
KOTOPYHO Bbl yCTaHaBNMBaeTe MPOAYKT.

5. CoxpaHuTe (hann Ha KOHeYHOM TOUKe.

Mpepynpexaenue

o CKaueHHblil UcMonHAeMbld dalin He [OMKeH 6biTb MEpPeMMEHOBaH, B
NMPOTUBHOM CJlyyae OH He 6yleT UMeTb BO3MOXHOCTb CKayaTb yCTAaHOBOYHbIE
¢dannbl ns cepsepa Bitdefender.

6. KpoMme Toro, ecnv Bbi6paH 3arpy3umk, MOXXHO co3gaTth nakeT MSI Ansi KOHeYHbIX
Touek Windows. [nsa nonyyeHus 6onee nogpo6HOM MHbOpMaLun cMoTpuTe
3Ty cTaTbto 6a3bl 3HAHUIA.

lMepecnaTb CCbINKK HAa YCTAaHOBOYHbIE NAKeTbl N0 31IEKTPOHHOMN NoyTe

Bo3aMOXHO, Bbl 3axoTuTe 6bICTpO COO6LU,I/ITb OPYyruMm nojb3oBaTesidM, 4TO
VIHCTaJ'IJ'IFILI,I/IOHHbIﬁ nakeT OOCTyneH Ond 3arpy3ku. B atom cny4yae BbINOJIHUTE
AeﬁCTBMH, ONMUCaHHbIE HMNXXE!

1. Mepengute Ha cTpaHuly Network > Packages.

2. Bblbepute HY>XHbIA UHCTaNNALMOHHDBIN NaKerT.
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3. HaxmuTe KHOMKy © OTNpaBUTb CCbUIKU ANSl 3arpy3KuM B BepxXHen yacTu
Tabauubl. MoABUTCA OKHO HAaCTPOEK.

4. Begute agpec SHEKTpOHHOIZ NMOoYTbl NoNb3oBaTend, KOTOPOMY Bbl XOTUTE
nepenatb CCbUIKY ANA 3arpy3km yCtTaHOBOYHOIO nakeTa. Haxumante Enter

nocrie HanucaHus KaXxaoro ajIeKTPOHHOro NMcbMa.
Y6eauTtech, YTo KaXkbl BBEAEHHbIN agpec 3/IeKTPOHHOM MNOYThl AENCTBUTESNEH.

5. Ecnu Bbl XoTUTE NPOCMOTPETbL CCbIJIKN AJ1A CKa4YuBaHUA nepen OTHpaBKOVI nx
no SJ'IeKTpOHHOl)'I noyTe, HaXXMUTE KHOMKY YCcTaHOBOYHbIE CCbUIKMU.

6. Haxmute OTnpaBuTb. Ha KaXKAbli yKasaHHbI afpec 3NeKTPOHHOMN MoYTbl
oTnpaBnseTcs MMCbMO, COAEpIKalllee CCbIIKY Ha YCTaHOBKY.
3anycK ycTaHOBOYHbIX MAaKeTOB

[na 3anycka npouecca uHcTannaumm, naket YCTaHOBKU A0/HKEH ObITb 3anyLweH
C nNpaBaMun agMUHUCTpaTopa.

[ns Kaxzoit onepaLMoHHON CUCTEMbI NakKeT yCTaHaBMBAETCS NO-Pa3HOMY, KaK
yKa3aHO HUXe:

. Ha onepauuoHHbix cuctemax Windows n MAC:

1. Ha Bbi6paHHYH KOHEYHYO TOYKY, CKayalTe ycTaHOBOYHbIM hain us Control
Center nnm ckonupyuTte ero U3 ceTeBon nanku.

2. Ecnv Bbl cKayanu NosHbIv KOMMEKT, n3BnekuTe hannbl 3 apxuea.

3. 3anycTtuTe UcnosHsAeMbln Gann.

4. CnepyvTe MHCTPYKLMAM Ha 3KpaHe.
MpumeyaHue
B macOS nocne yctaHoBku Endpoint Security for Mac nonb3oBaTensim
npegnaraeTcs yTBepAuTb paclumpenus aapa Bitdefender Ha cBoux koMnbloTepax.
Moka nonb3oBaTeNM He yTBEPAAT paclumpeHus sgpa Bitdefender, HekoTopble

(yHKUMM areHTa 6€30NacHOCTM He 6yayT paboTaTb. [115 nonyyeHMs noapo6HON
MHGOPMaLMU CMOTPUTE 3TY CTaThbto 6a3bl 3HAHUI.

o Ha onepaunoHHbIx cuctemax Linux:

1. MNopknrountechk 1 BonauTe B Control Center.
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2. 3arpysuTe Wnv CKOMMPYMTe YyCTaHOBOYHbIN (aiin Ha LEeneByro KOHEYHYIO
TOUKY.

Ecnu Bbl ckayanu NOJSIHbIN KOMIMJEKT, U3BNEKUTE d)aﬁflbl N3 apxuBa.

4, |-|OJ'IyLIVITe npuBUErnn cynepnosib3oBaTesis, BbINMOJAHNUB KOMaHAY sudo su.

5. WsmeHnTe npaBa gocTyna K ¢aisy ycTaHOBKW, TaK YTO6bl Bbl MOIM
3anycTuTb ero:

# chmod +x installer

6. 3anycTuTe yCTaHOBOYHbIN dain:

# ./installer

7. UTO06bl NPOBEPUTL YCTaHOBKY areHTa Ha KOHEeYHON TOuYKe, BbIMNOJHWUTE
CneyoLLyro KOMaHay:

$ service bd status

Mocne ycTaHOBKM areHTa 6€30MacHOCTH, KOHeYHasn Toyka byaeT oTobpaXkaTbCes
B Control Center kak ynpaensemas (cTpaHuua Network) B TeueHne HECKOJIbKMX
MUHYT.

BaxcHo

Mpwu ucnonbsosaHum VMware Horizon View Persona Management pekoMeHayeTcs
HacTPOUTb rpynnoByto NoMTUKY Active Directory, YTo6bl UCKIIIOUUTL cregytowme
npoueccsl Bitdefender (6e3 nosiHoro nyTtn):

e Dbdredline.exe

¢ epag.exe

¢ epconsole.exe

e epintegrationservice.exe

e epprotectedservice.exe

e epsecurityservice.exe

e epupdateservice.exe

¢ epupdateserver.exe
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3TN UCKIOYEHUSA [OMKHbI MPUMEHSATLCSA A0 Tex Mop, Noka areHT 6e30MmacHoCTH
paboTaeT B KOHeYHoM Touke. MNogpobHee CM. Ha 3TOW CTpaHuLLe AOKYMEHTaLMUN
VMware Horizon .

YpaneHHas ycTaHOBKa

Control Center nosBonsieT ypaneHHO YCTaHOBUTb areHTa 6e30MacHOCTU Ha
KOHEYHbIX TOYKax M3 cpep MHTerpupoBaHHbIX ¢ Control Center n Ha ppyrux
KOHEYHbIX TOYKax, 06HapPY>XEeHHbIX B CETU C MOMOLLbIO 3afad ycTaHOBKW. B cpefie
VMware, yaaneHHasa ycTaHOBKa onupaeTcs Ha MUHCTpyMeHTbl VMware, a B cpefie
Citrix XenServer u Nutanix Prism Element, oHa onupaeTtcs Ha o6wue
agMUHUCTpPaTMBHble cucTeMHble pecypcbl Windows n SSH.

Mocne ycTaHOBKYM areHTa 6€30MacHOCTU Ha KOHEYHOW TOUYKe, MOXeT NoHazo6buTcs
HECKOJIbKO MUHYT 1A OCTasIbHbIX KOHEYHbIX TOYEK CETU, YTOObI CTaTb BUAUMbIMU
B Control Center.

Bitdefender Endpoint Security Tools BkntoyaeT B cebsi aBTOMaTUYECKUI MEXAHU3M
CETEBOro 06HapyXeHUs,, YTO NMO3BONIAET 06HAPY)XXMBATh KOHEYHbIE TOUYKU, KOTOpbIE
He HaxogaTcs B Active Directory. O6Hapy>XeHHbIE KOHEYHbIe TOYKM 0TOBpaXatoTes
B Buae unmanaged Ha cTpaHuue Network, B 063ope Computers, nog Custom
Groups. Control Center aBToMaTU4yecku yanseT KOHeUYHble ycTpoicTBa Active
Directory us cnucka o6Hapy>XXeHHbIX YCTPOUCTB.

UT06bl BK/IIOYMTL CETEBOE OGHAPYXXEHWUE, Bbl AO/MKHbI UMETb YCTaHOBJIEHHbIN
Bitdefender Endpoint Security Tools, no kpaiiHeit Mepe, Ha 0 HOW KOHEYHOMN ToUKe
B CeTU. Ta KOHeYHasi TouyKa 6yJeT UCMONb30BaTbCA AJ1A CKaHUPOBAHUA CETU U
ycTaHoBkM Bitdefender Endpoint Security Tools Ha HesawMLLEHHbIX KOHEYHbIX
TOYKaXx.

Ona nonyyeHua 6onee noApo6HOM WHPOPMALUM O CETEBOM OOHapyXXeHuw,
obpaTtuTech K «Kak paboTaeT ceTeBoe o6HapyxeHune» (p. 166).

Tpe6oBaHus 411 yAaneHHON YCTaHOBKM

[ns 3anycka yaaneHHON yCTaHOBKMU:

« JOna Windows :

— AOMMHUCTPATMBHbLIA pecypc  admin $  AO/MKEH 6biTb BKJIHOYEH.

HacTpoiTe Kaxay'o LenieByto paboyyto CTaHLMI, YTO6bI HE UCMOMb30BaTb
pacLlUMpeHHbIV 06LMi ocTyN K hannam.
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— HacTpoiTe KOHTponb Yy4yeTHbix 3anucen (UAC) B 3aBUCMMOCTU OT
OMepaunoHHON cUCTeMbl, paboTatoLlen Ha LeNeBbIX KOHEYHbIX TOYKax.
Ecnn KOHeuyHble TOYKM HaxoaaTca B aoMeHe Active Directory, Bbl MoXeTe
UCMnonb3oBaTb IPYNMOBYH MOMAUTUKY AJISS HACTPOMKU KOHTPOSIS YYETHBIX
3anucen. [ins nonyyeHmsa noapo6bHomn nHdopmMaLlmm CMoOTpUTE 3Ty CTaTbHO
6a3bl 3HAHWI.

— OTtknounte 6paHamayap Windows nnu HacTponTe ero Afsi paspeLleHus
Tpaduka yepes NPoOTOKON 06LLero AocTyna K dhannam n npuHTepam.

MpumeyaHune

YpaneHHoe pa3BepTbiBaHWe paboTaeT TONIbKO B COBPEMEHHbIX OMEPaLMOHHbIX
cuctemMax, HaumHass ¢ Windows 7 / Windows Server 2008 R2, ansi KoTopbIx
Bitdefender npepocTtaBnsieT nosHyto nopgepXkky. [ns nosnydyeHus 6onee
noapo6Hoi MHdopMaLmK, obpaTuTech K «[loaaepxMBaeMbie onepauyoHHble
cucTtembi» (p. 29).

Ha Linux SSH pomkeH 6bITb BKJIFOYEH.

B macOS: yaaneHHbIn BxoA 1 o6MeH dharnaMmn gomkHbl 6bITb BKIKOYEHbI.

BbinonHeHue 3ajay yAaneHHo yCTaHOBKM

YT06bI 3aNycTUTb 3ajayy yAareHHON YCTaHOBKM:

1.

2.
3.
4

MopkntounTtech u Bonaute B Control Center.
Mepengute B pasgen CeTb.
BbibepuTe KOMNbIOTEPbI M BUPTYaJibHbie MALUUHbI U3 MEHIO BULOB CeTEN.

BbibepuTe Hy>XHyIO rpynny B neBon naHenu. O6bekTbl, copepxalimecs B
BblOpaHHOM rpynmne, 6yayT oTo6paxeHbl B Tabnuue NpaBov NaHenu.

MpumeyaHune

|_|pVI XXenaHuun, Bbl MOXeTe NPUMEHATb d)VIﬂprbI ana 0To6pa)Keva TOJIbKO
HeynpaBnaeMbiX KOHEYHbIX TO4eK. HaxXmute MeHto ¢VIJ1prbI n Bbl6epVITe
cnepywouime napamMmeTpbl: HeynpaBnﬂeMble Ha BKlapgke BbesonacHocTb 1 Bce
npeaMeTbl peKypCUBHO Ha BKnagke My6uHa.

Bbl6epMTe 00beKTbI (KOHel-IHbIe TOYKU UM rpynrnbl KOHEYHbIX TO‘JEK), Ha
KOTOpPbIX Bbl XOTUTE YCTAHOBUTb 3aLlLUUTY.
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6. Haxmute KHonKy © 3apgauMm B BepxHerW 4acTu Tabnuubl U BblbepuTe
YcTaHOBUTD.

OTo6pasutcsa mactep yctaHoBku Install Client.

Install client X
Options i
© Now

Scheduled

Automatically reboot (if needed)

11l

Credentials Manager

User Password Description Action

tester  mrxmeses ®

YctaHoBka Bitdefender Endpoint Security Tools n3 meHto 3agau

7. B paspene Onuum, HacTponTe BPeEMS YCTaHOBKMU:
. Celtyac, YTO6bl HEMEAJIEHHO HayaTb pa3BepTbiBaHMUE.

. 3annaHupoBaHO, HaCTPOUTb WHTEPBan MOBTOPEHUA pasBepTbiBaHMA. B
39TOM cny4yae, BblGepUTE >XeNlaeMblii MHTepBas BpeMeHu (exxevyacHo,
eXXeHEBHO U eXXeHeeNbHO) U HAaCTPOMTE ero B COOTBETCTBUM C BaLLUMMU
noTpebHOCTAMMN.

Mpumeyanune

Hanpumep, korpa HekoTopble onepauun TpebyeTcs BbINOSHUTL Ha HYXXHOW
MallMHe mepef YCTAHOBKOM KiveHTa (Hanpumep, yghaneHue J[pyroro
nporpaMMHoro o6ecneyeHus u nepesarpysku OC), Bbl MOXeTe 3aniaHMpoBaThb
3anyck 3aayv pa3BepTbiBaHUA KaXkAble 2 yaca. 3afgava byfeT 3anyckaTbes
Ha KaXK[loM KOMMbloTepe KaxAble 2 Yyaca 0 Tex Nop, Noka pasBepTbiBaHUe
He 6yaeT 3aBepLLUEHO.

8. Ecnu Bbl XOTUTE, YTO6bI 3afaHHble KOHEeYHble TOUYKU NepesanyCcTUINCh nocne
3aBeplUeHNa YCTaHOBKW, BblbepuTe ABTOMAaTUUYeCcKas nepesarpyska (npwu
Heo6Xx04MMOCTH) .
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9. B pasgene [ucnetyep Yy4YeTHbIX 3ajay, YKaXUTe Y4YeTHble AaHHble
agMMHUCTpaTopa, Heo6X0AMMbIE ANA yAaNeHHON ayTeHTUdMKALIMM Ha 3a4aHHbIX
KOHEeYHbIX To4kax. Bbl MoxeTe A06aBWUTb YYyeTHble AaHHble, HabpaB UMS
nosib3oBaTens v Naposb, AN1A KaXKAoN BbIGpaHHON onepaLnoHHON CUCTEMBI.

BaxHo

Ons ctaHumn nog Windows 8.1, Heo6x0aMMO NpefoCcTaBUTb YUYeTHbIe AaHHble
BCTPOEHHOW Y4YeTHOW 3anuMcu agMUHWCTpaTopa WM YYeTHOW 3anucu
agMUHUCTpaTopa AomeHa. [1na nonyyeHus nogpo6bHon nHdopmMaLum cMoTpuTe
3Ty CTaTbto 6a3bl 3HAHWUM

YT106bI f,06aBUTb HEO6XOAUMbIE YYETHbIE AaHHble OC:

a. Beegute nma nonb3oBaTens U Naposb y‘-IETHOf/'I 3anmMcun agjMUHUCTpaTopa
B COOTBETCTBYHOLWMNX NONIAX 3arosioBkKa Ta6J'IVILI,bI.

Ecnu KOMMNbKTEPbI HAX04ATCA B AOMEHe, AOCTAaTO4YHO BBECTU YYETHbIe
AaHHble aAMUHUCTpPaATOpa AOMEHa.

Wcnonb3ayiiTe npaBuia nMeHoBaHus Windows npu BBOAE UMEHMW yYETHOM
3anucu:

Ons MawuH u3 cnyx6bl KaTanoroB Active Directory ucnonbayinte
CNeAyoLNA CUHTaKCUC: username@domain. comM domain\username.

YT06bl 6bITb YBEPEHHbIM, YTO BBEJEHHble yYeTHble AaHHble 6yayT
pa6oTaTtb, fo6aBbTe MX B 060Mx BUAax (username@domain.com U

domain\username).

Onsa mawuH u3 pa6oyen rpynnbl AOCTAaTOYHO BBECTU TOJIbKO UMS
nosb3oBatesisi 6e3 UMeHU paboyer rpynnbi.

[Mpn XenaHuu, Bbl MOXeTe [o6aBUTb OnucaHue, KOTOpoe NoMOXeT BaM
npoiwe onpenennTb Kakabin aKKayHT.

b. HaxmuTe kHonky & [lo6aBuTb. YueTHas 3anuch 6yaeT gobasneHa B CNNCOK
YUYEeTHbIX JJaHHbIX.

MpumeyaHmne

YKasaHHble y4yeTHble AaHHble aBTOMAaTU4YE€CKUN COXPaHAKTCA B MeHep,»(epe
YYETHbIX JaHHbIX, TaK YTO BaM He NpunaeTcda BBOANTbL UX B cnep,yrou.mﬁ pas.
ﬂ,ﬂﬂ [OCTyna K Aucnet4yepy y4eTHbIX AaHHbIX, NPOCTO YKaXXKUTe Balwle nMA
noJsib3oBaTesid B NpaBOM BEPXHEM Yry KOHCOJIN.
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BaxxHo

Ecnu npefocTaBfieHHble yYeTHble laHHbIe ABNAKTCA HeAeNCTBUTESIbHbIMY,
pasBepTbiBaHUE KJIMEHTA HA COOTBETCTBYHOLIUX KOHEYHbIX TOYKaxX He
npousongeT. He 3abyabTe 06HOBUTb yYeTHble AaHHble BBefeHHon OC B
avcreTyepe yYeTHbIX aHHbIX, C/IN OHU U3MEHUIIUCh Ha KOHEYHbIX TOYKaX.

10. YcTaHOBUTE d)ﬂa)KKVI Ha COOTBETCTBYHOLLME aKKaYyHTbl, KOTOPbI€ Bbl XOTUTE
MUCcnoJsib3oBaThb.

Mpumeyanme

MpepynpexgatoLee coobLyeHne 6yaeT 0To6paXaTbCs A0 Tex nop, Noka Bbl He
Bbl6epVITe KaKVIe-HVI6y,IJ,b Y4YeTHble AaHHble. 3TO0T War ABnAeTcA 06A3aTeNIbHbIM
ana y}J,aJ'IeHHOI;I YCTaHOBKM areHTa 6e30MacHOCTU Ha KOHEYHbIX TOYKaX.

11. B pasgesne YCcTaHOBLUMUK, BbiGepUTe 06EKT, K KOTOPOMY Bbl6paHHble KOHEYHbIe
TOYKM 6YyAYT NOAKNOYATLCA NS YCTAaHOBKU U 06HOBJIEHUS KIIWEHTa:

GravityZone Appliance, ecn KoHeuHble TOYKM 6yAyT MNOAKIOYATHLCA
HernocpeACTBEHHO K yCTponcTBy GravityZone.

B atom Ccny4ae, Bbl TaKXXe MOXXeTe yKa3aTb.

— TMonb3oBaTenbCKMin KOMMYHUKALMOHHbIN cepBep, Habpas ero IP-agpec
WJIM UMA XOCTa, B CllyYyae Heo6XoANMOCTMH.

— HacTpoiku npoKcu-cepBepa, eciu Tpebyemble KOHEYHbIe TOUYKU 6yayT
o6buiatoTca ¢ ycTponcTeoM GravityZone Yepes npokcu-cepsep. B aTom
cnyyae Bbl6epuTe Ucnonb3oBaTb NPOKCU ANA O6LLEeHUA U BBeauTe
Heo6X0AMMble NapameTpbl MPOKCU-CEPBEPA B MONAX HUXKE.

PeTpaHcnsaTop 6e30nacHOCTH KOHEYHOWU TOUKM, EC/IN Bbl XOTUTE MOAKIIHOYUTD
KOHeYHble TOYKM K KNMeHTy Relay, ycTaHoBneHHoMy B Bawlen ceTu. Bece
MaLUMHbI C PONbIO PeTpaHCNATOopa, 06HapyXXeHHbIe B Ballen ceTu, 6yayT
oTo6paxeHbl B Tabnuue HwkKe. Bbibepute KOMMbLIOTEP C POJbHO
peTpaHcnsaTopa, KOTopbin BamM HyXeH. MNofKntoYeHHbIe KOHEYHbIe TOYKU
6yayT coobuwaTbes npu nomolym Control Center ToNbKo Yepes BbiGpaHHbIN
KOMMbIOTEP C POJIbKO peTpaHcnsATopa.

BaxxHo

Mpwv pasBepTbiBaHUM Yepe3 areHTa peTpaHCANATOPa, [0JKEH ObiTb OTKPbIT
7074 nopr.
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Deployer

Deployer: Endpoint Security Relay

Name P Custom Server Name/IP Label

CO_SUPA 192.168.0.183 N/A

FC-WIN7-X64-01 192.168.3.80 N/A

Page 1 of 1 20 . 2 items

12. Ucnonb3yinte pasgen [lonosHUTenNbHbIE LeNn, eCNv Bbl XOTUTE pasBepHyTb

KJIMEHTA Ha onpeaesieHHbIX MallnHax B BaLlen ceTy, KOTOpble He OTO6pa)KaI-OTCFI
B CeTeBOM COoAepPXUMOM. PaCKpOﬁTe pasgen u BeeaunTe 4vyepes 3andATyro
IP-agpeca nnm umMeHa XoCTOB 3TUX MaLUWH B crneunanbHOM rnone. Bol MoxeTe
[06aBUTb CTOJbKO IP-agpecoB, CKOJIbKO BaM HYXHO.

13.Bbl  AOJKHbI Bbl6paTb OAVH yCTaHOBOquIIZ naket Aana TeKylwero

pa3BepTbiBaHUA. HaxxmnTe Ha cnucok Ucnonb3oBaTb NaKeT U Bbl6epI/ITe
YCTaHOBOquIIZ naker, KOTOprVI BaM HYXXEH. Bbl MO)XeTe HanTu 3eCb BCe
WHCTaNNAUMOHHbIE NaKeTbl, CO34aHHblE paHee noa Ballien yquHOﬁ 3annucbio,
a TakKXXe NnakeTbl YCTaHOBKHM MO YMOJTHaHUIO, AOCTYMNHbIE B Control Center.

14.TMpu  Heo6XOAUMOCTH, Bbl MOXETE W3MEHUTb HEKOTOpble HACTPONKU

Bbl6paHHOFO naketa yCtTaHOBKM C NMOMOLLUbH KHOMKA HaCTPOMTb, pagomMm C
nonem Ucnonb3oBaTtb NakeT.

HacTpoiiky UHCTaNNALMOHHOIO NakeTa NosABATCA HUXE U Bbl CMOXKeTe caenaTtb
HeobxoAuMble K3MeHeHUs. YTobbl y3HaTb 6o0sblue O pefakTUPOBaHUM
MHCTaJNIALMOHHBIX MaKeToB, obpaTuTech K «CosaaHue WHCTanNAUMOHHbIX
naketoB» (p. 146).

Ecnu Bbl XOTUTE COXpPaHUTb U3MEHEHNA KakK HOBbIN NakerT, Bbl6epMTe onuyuo
CoxpaHUTb KaK NaKeT, PacrosIOXXeHHYH B HWXXHEMN YacTu crimcka napamMmeTpoB
nakeTa, u BBeaAnTe MMA 414 HOBOIo naketa yCtaHOBKW.

15. HaxkmuTe CoxpaHuTb. [10SIBUTCA OKHO NOATBEPXKAEHUS.

Bbl MOXeTe npocMaTpuBaTb U yNpaBNAThL 3agadyamMu B pasgene Cetb > 3agaum.
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BaxcHo

Mpwu ucnonbsosaHum VMware Horizon View Persona Management pekoMeHzyeTcs
HacTpoOUTb rpynnoByto NoMTUKY Active Directory, YTo6bl UCKIIIOUNTL creaytoLme
npoueccsl Bitdefender (6e3 nosHoro nyTtn):

bdredline.exe

epag.exe

epconsole.exe
epintegrationservice.exe
epprotectedservice.exe
epsecurityservice.exe
epupdateservice.exe
epupdateserver.exe

3TU UCKIIIOYEHUS AOJHKHbI MPUMEHATBLCA 0 TeX Mop, NokKa areHT 6e30MacHOCTH
paboTaeT B KOHeYHOIN Touke. Moapo6Hee CM. Ha 3TOW CTpaHuULle JOKYMEHTaLUM
VMware Horizon .

[MoaroToBka cuctem Linux ANna CKaHUpoBaHUA Npu pocryne

Bitdefender Endpoint Security Tools ans Linux BkO4YaeT BO3MOXHOCTU
CKaHMPOBaHMS NpK JOCTYMe, KOTOPble paboTaroT C KOHKPETHLIMU ANCTPUBYTUBAMM
Linux n Bepcusimm agpa. [1ns nonyyeHust LONONHUTESNIbHbIX CBEA,EHUIN 06paTUTECH
K pa3geny cucTeMHble TpeboBaHUs.

[anee Bbl y3HaeTe, Kak BPyYHY0 cCKOMNUAnpoBaTb Moaynb DazukoFS.

Komnunsuus BpyuHyto mogyns DazukoFS

BbinoniHWTe cneaytolume aencTeus ansa komnunauum DazukoFS ans Hy)XHoi Bepcun
AApa CUCTEMbI, a 3aTeM 3arpysuTe MOAYy/lb:

1. 3arpyska nogxoasumx saep.

. Hacuctemax Ubuntu, 3anyctuTte aTy KomaHay:

S sudo apt-get install linux-headers- uname -r°

« Hacucrtemax RHEL/CentOS, zanyctute aTy KOMaHAy:

$ sudo yum install kernel-devel kernel-headers- uname -r°
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2. Ha cuctemax Ubuntu, Bam Heob6xoAuMM build-essential:

$ sudo apt-get install build-essential

3. CkonupyihTe U M3BNekuTe UcxoaHbl Kog DazukoFS B npeanoyTuTenbHOM
KaTanore:

mkdir temp

cd temp

cp /opt/BitDefender/share/modules/dazukofs/dazukofs-source.tar.gz
tar -xzvf dazukofs-source.tar.gz

cd dazukofs-3.1.4

Es

4. KomMmnunauma moayns:

# make

5. YcrtaHoBKa u 3arpyska Moayns:

# make dazukofs install

Tpe6oBaHus No UCMONb30BaHNIO CKaHUPOBaHMs npu goctyne ¢ DazukoFS

[ns coBMecTHoW pa6oTbl DazukoFS v ckaHMpoBaHUS Npu AOCTYMe, HECKONbKO
YCNOBUI J0JDKHO 6bITb BbIMOMHEHO. MMoXanyncTa, NnpoBepbTe, MPUMEHUMbI N
nto6ble 3asiBNEHUS HUXKeE, K BaLlel cucTeMe Linux u cnefilyiTe UHCTPYKUUSIM, YTOObI
nsbexartb NpobdeMm.

« MonuTtuka SELinux goskHa 6bITb OTKNHOYEHA UM YCTAHOBIEHA Ha permissive.
YT06bI MPOBEPUTL M CKOPPEKTMPOBATb HACTPOWKM nonuTuku SELinux,
oTpenakTupymnTe dann /etc/selinux/config.

. Bitdefender Endpoint Security Tools 3KCKHO3MBHO COBMECTUM C BEPCUEN
DazukoFS, BK/IlOYEHHON B MHCTaNNSAUMOHHbIN nakeT. Ecnu DazukoFS yxe
YCTaHOBJIEH B CUCTeMe, yaanuTe ero nepef yctaHoskoi Bitdefender Endpoint
Security Tools.
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. DazukoFS nogpepxvuBaeT onpefeneHHble Bepcum sgpa. Ecnn nakeTt DazukoFS
noctaensiemslit ¢ Bitdefender Endpoint Security Tools He coBMecTuM ¢ Bepcuei
AApa cUcTeMbl, MOAYNb He 3arpy3uTcs. B Takom criyyae, Bbl MOXKeTe O6HOBUTb
AP0 A0 NoAAep>KMBAEMOMN BEPCUU UK NepekoMnunnpoBaTb Moaynb DazukoFS
Ana Bawen Bepcun Aapa. Bel MoxeTe HanTu naket DazukoFS B kaTtanore
ycTaHoBku Bitdefender Endpoint Security Tools:

/opt/BitDefender/share/modules/dazukofs/dazukofs-modules.tar.gz

. Korga ans obmeHa dannammn ncnosb3yrTCa cneunanbHble cepBepbl, Takue
kak NFS, UNFSv3 nnu Samba, Bbl fO/KHbBI 3aMyCTUTb CIy)K6bl B CIE4YIOLLLEM
nopsiake:

1. BkJIOUYEHME CKaHUPOBAHUSA NpU AOCTYNe Yepes nonuTuky us Control Center.

[ns nonyyeHuns 6onee noapo6HON MHpopMaLmm, obpaTuTech K PykoBoACTBY
agMuHucTpaTopa GravityZone.

2. 3anyck cny6bl ceTeBoro o6meHa.
Ons NFS:

# service nfs start

Ona UNFSv3:

# service unfs3 start

Ons Samba:

# service smbd start

BaxxHo

Ins cnyx6bl NFS, DazukoFS coBMeCTMM TOJbKO C N0JSIb30BaTENbCKUM CEPBEPOM
NFS.
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Kak pa6oTaeT ceTeBoe 06HapyXeHue

Kpome uHTerpauum c Active Directory, GravityZone Take BKJtoYaeT B cebs
aBTOMATMYECKU/A MEXaHW3M CETEBOro OGHApY)XeHUs, npefHasHAYeHHbIN Ans
06HapY>XeHUs1 KOMMbOTEPOB paboyen rpynnbl.

GravityZone ucnonb3syeT cnyx6y Microsoft Computer Browser 1 UHCTPYMEHT
NBTscan ans o6Hapy)eHus ceTu.

Cny»6a NpocMoTpa KOMMbLIOTEPOB SIBMSIETCSA CETEBOW TEXHOOTUEN, UCTOSIb3YEMOM
KoMMboTepaMm Ha 6a3e Windows, Anst XxpaHeHUsi U 06HOBEHUS CMIMCKOB JOMEHOB,
pabounx rpynmn v KOMMbIOTEPOB B HUX, @ TAKXKe AJIA NPefOCTaBNEHNS 3TUX CMIUCKOB
KIIMeHTaM-KOMIMblOTepaM Mo 3anpocy. KoMnbloTepbl, 06HapyXXeHHble B CeTU C
NMoMoLLbto CIyX6bl NpocMoTpa KoMnbtoTepos (Computer Browser service), MOXHO
NPOCMOTPETb 3aMyCcKoM KoMaHabl net view, HabpaHHOM B KOMaHAHOM CTPOKE.

Z:onet view
Server Mame Remark

“SCIREFJM
“SCIREFLL
“SCIREFMB
“SCIREFMN
“SCIREFMP
“SCIREFYS

KomaHpga "net view"

CpenctBo NBTscan ckaHupyeT KOMMblOTepHble ceTu, ucnonbsyst NetBIOS. OH
3anpalumBaeT KaXayt KOHEYHYHO TOUKY B CETU M [,06bIBaAET TaKyto MHGOpPMaLUIO,
Kak IP-agpec, nmsa komnbtoTepa NetBIOS n MAC-agpec.

YT06bI BK/IHOYNTH aBTOMaTUYECKOE OBGHapYXXEHWe CeTW, Y Bac AO/MKEH 6bITb
yctaHoBneH Bitdefender Endpoint Security Tools Relay Ha xoTs 6bl ogHOM
KOMMblOTEpe B CETU. ITOT KOMNbIOTEp ByAeT MCNONb30BaTbCS AJ1 CKAHUPOBaHWSA
ceTu.

BaxxHo

Control Center He ucnonb3yeT MHbopmaumto o cetTu M3 Active Directory unu ua
byHKUMM KapTbl ceTu. KapTa ceTv UCMosNb3yeT APYryO0 TEXHONOIMI0 06HapY>KeHUs
ceTu: MNpoToKon 06Hapy>KeHUs TonosIorm KaHasnbHoro yposHs (LLTD).

Control Center He NIpUHMMaET aKTUBHOIO Y4acTusi B paboTe Cy>K6bl NPOCMOTpa
koMnbloTepoB. Tonbko Bitdefender Endpoint Security Tools onpaluveaet cnyx6éy
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NPOCMOTpPa KOMMbIOTEPOB A MOCTPOEHUSA CMINCKa Paboumnx CTaHLUI U CepBEpOB,
AOCTYMHbIX B HacTosALLEee BpeMA B CETU (M3BECTHbIN KaK CIMCOK NPOCMOTPa), U
3aTeM oTnpasnseT ero Ha Control Center. Control Center o6pa6aTbiBaeT CnCoK
pecypcoB, fo6aBnAs HOBble 06HapyXeHHble KOMMNbloTepbl B cBoi Unmanaged
Computers cnucok. PaHee 06Hapy)XXeHHble KOMMbIOTEPbI, He YAanaTCs nocse
HOBOIO 3anpoca 06Hapy)XXeHUsi CETU, TaK YTO Bbl JOSHKHbI BPYUYHYH UCKITHOUNTD &
yAanUTb KOMMNbHOTEPbI, KOTOpble 60JblUe He B CETH.

HayuanbHbI 3anpoc AN NpocMoTpa CNicka ocyllecTBiseTcs nepebiM Bitdefender
Endpoint Security Tools, ycTaHOBREHbIM B CETH.

. Ecnu Relay yctaHoBneH Ha KommbtoTepe pa6oyen rpynnbl, TO TOJNbKO
KOMMbIOTEPbI U3 3TOW paboyen rpynnbl 6yayT oTo6paxeHsl B Control Center.

. Ecnu Relay ycTaHOBNEH Ha JOMEHHOM KOMMbIOTEPE, TO TOJIbKO KOMMbIOTEPDI
3TOro fomMeHa 6yayT oTobpaxeHbl B Control Center. KomnbtoTepbl OT Apyrux
JLOMEHOB MOTYT 6bITb 06HAPYXXEHbI, €CJIN €CTb JOBEPUTESIbHbIE OTHOLLIEHUS C
JlOMEHOM, rae ycTaHoBneH Relay.

MocnegytoLime 3anpochbl CETEBOrO 06HaAPYXXEHNSA BbINOHAKTCA PErysipHO KaXXAbIM
yac. [Ona kaxpgoro HoBoro 3anpoca Control Center genuT npocTpaHCTBO
yrnpaBnseMbiX KOMMNbIOTEPOB Ha 06/1aCTU BUAUMOCTU U 3aTeEM Ha3HayaeT OAMH
Relay B kaxpgow o6nactu pansi BbiNosHeHus 3agayn. O6nacTb BUMAMMOCTM
npeacTaBfsieT cO60M rpynny KOMMbIOTEPOB, KOTOPbIe 06HAPYXXUBAKOT APYT Apyra.
Kak npaBwuno, 30Ha BUAMMOCTU onpeaenseTcs paboyen rpynnon unm JOMEHOM,
HO 3TO 3aBWUCUT OT TOMOMOrUMN CEeTU U KOHPUrypaummn. B HeKOTopbIX cny4vasx,
061acTb BUAMMOCTU MOXET COCTOATb M3 HECKOJIbKMX fLOMEHOB U pabounx rpynn.

Ecnu BbibpaHHOMY Relay He yaaeTcs BbinonHUTb 3anpoc, Control Center oxxnpaet
crepyroLLero 3anjlaHMpoOBaHHOIO 3anpoca, He Bbioupas apyron Relay, 4Ttobbl
NMOBTOPUTb NOMbITKY.

OnsnonHo BuanmocTu ceTu, Relay gosmkeH 6b1Tb yCTaHOBEH, MO KpaltHeN Mepe,
Ha OAHOM KOMIMbHOTEPE B KaXXJ0M JJOMEHE UJTU pa6oqel7| rpynrne B CETWU. B npeane,
Bitdefender Endpoint Security Tools fonxeH 6bITb yCTaHOBJIEH MO KpaHen Mepe
Ha OAHOM KOMIMbKOTEPE B Ka)K,EI,oVI noaceTun.

MoapobHee o cnyx6e "0603peBaTenb KoMnbioTepos” Microsoft

KpaTkue cBefeHus o cnyx6e O603peBaTesib KOMMbIOTEPOB:

« Pa6oTaet He3aBncumo ot Active Directory.
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Pa6oTaeT UCKNHOUNTENBHO B ceTAX IPv4 1 lencTBYeT He3aBMCKUMO B npeaenax
ceTeBoi rpynnbl (pa6oder rpynnbl UnM pomMeHa). CNMCOK MpocMoTpa
COCTaB/ISIETCA U MOALEPXMBAETCSA A5 KaXKA0W CETEBOM rpynnbl.

06bIYHO Ncnonb3yrT LIJVIpOKOBGI.LI,GTGJ'IbeII;I cepBep 6e3 yCTaHOoB1EHUA
coeanHeHUA onda CBA3N Mexay y3namMu.

Ucnonb3oeaHue NetBIOS nosepx TCP/IP (NetBT).

TpebyeTcs paspeweHne umeH NetBIOS. PekomeHayetcss umetb Windows
Internet Name Service (WINS) uHdpacTpyKkTypy, paboTaloLlyto B CETH.

He BkntoyeH no ymonyanuto B Windows Server 2008 n 2008 R2.

[na nonyyeHns 6oee nogpo6HoOM MHpopMaLmm o cnyxbe o6ospeBaTens (Computer
Browser), npoBepbTe Computer Browser Service Technical Reference Ha Microsoft
TechNet.

Tpe60oBaHuUs CETEBOTO 06HAPYKEHMS

[nsa Toro, 4To6bl ycnewHo 06HapyXUTb BCe KOMMbIOTepbI (CepBepbl U pabouve
cTaHuum), KoTopble 6yayT ynpaensaTbes us Control Center, TpebyeTca cnegytowee:

KoMnbroTepbl JOMKHbI 6biTb BKJOYEHbI B pabouyto rpynny vnM AOMEH U
NnoaK/YeHbl 4Yepe3 JioKanbHyto ceTb [Pv4. Cnyx6a 0603peBaTesb
KOMMNbIOTEPOB He paboTaeT B ceTax IPv6.

Ha Heckonbknx KoMnbtoTepax B Kaxgon LAN rpynne (pa6oyas rpynna wam
ZlOMeH) foJKeH 6bITb 3anyLLeH cepBuc 0603peBaTesib KOMMbIOTEPOB. [JoKHa
6bITb 3anyLleHa cny)x6a NepBMYHOro KOHTPOJINepa AOMeHa.

NetBIOS nosepx TCP/IP (NetBT) ponxeH 6biTb BKIHOYEH HA KOMMbOTEPAX.
JlokanbHbIM 6paHaMayap fomkeH paspewwaTb NetBT-Tpaduk.

Ecnv Bbl uIcnonbayeTe peTpaHcnaTop Linux Ans o6Hapy)XeHUst APYrnx KOHEYHbIX
Toyek Linux unm Mac, Bbl fO/MKHbI 60 YyCTaHOBUMTbL Samba Ha LeneBble
KOHeYHble TO4YKW, Nn6o npucoeauHUTbCcs K HUM B Active Directory wu
ucnonb3opatb DHCP. Takum o6pasom, NetBIOS 6ypeT aBTOMaTMyecKku
HaCTPOEH Ha HUX.

06wmin gocTyn K dhannam fomKeH 6bITb BKIIKOYEH Ha KOMIMbIOTepax. JIokanbHbIN
6paHAMayap AOJDKEH paspellaThb 06Wwuin AocTyn K pannam.

Windows Internet Name Service (WINS) uHdpacTpykTypa fomkHa 6biTb
HacTpoeHa u paboTaTb NPaBUJILHO.
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. CeTeBoe 06HapyXeHue foJIKHO 6bITb BKItoUYeHo (Control Panel > Network and
Sharing Center > Change Advanced Sharing Settings).

YT06bI BKIHOUMTb 3TY PYHKLMIO, AOMKHbI 6bITb 3anyLLEeHbI CeAYHOLLUE CNYXKObI:
— DNS knueHT

— Ny6nukaumsa pecypcoB GYHKLMM 06HaPYXEHUS

— 06HopyxeHue SSDP

— Yctponuctsa UPnP

. B cpepoax C HEeCKOJIbKMMKU OOMeHaMK, peKoMeHayeTCA YCTaHOBUTb
AoBepuTesibHble OTHOWEHUA MexXxay AOMEHaMU Tak, 4YTOObI KOMMNbHOTEPDbI
MO Nony4vnTb A0CTYN K CNMCKaM NpoCcMOTpa U3 Apyrux JOMeHOB.

KomnbtoTepsl, ¢ KoTopbix Bitdefender Endpoint Security Tools onpawumnBaeT cnyx6éy
NPOCMOTpa KOMMbIOTEPOB, I0/KHbI ObITb B COCTOSIHUM paspeluatb umeHa NetBIOS.

Mpumeyanmne

MexaHM3M CceTeBOro OGHapy)XeHUst paboTaeT [ANs BCeX MOoAAepXKUBaEMbIX
onepauunoHHbIX cUcTeMm, B TOM yncne Bepcuin Windows Embedded, npv BbinonHeHuu
psga Tpe6oBaHuM.

5.4. YctanoBka Sandbox Analyzer On-Premises

YT06bl Y6EAUTLCS, YTO YCTaHOBKA MaeT 6e3 npobrnem, BbIMOSHUTE clefytoume
nencTBus;

1. lMoproTtoBKa K yCTaHOBKE
2. PasBepHuTe BUpTYanbHoe ycTponcTeo Sandbox Analyzer

3. PasBepHuUTe BUpTYyanbHOE YCTPOMUCTBO ceTeBOM 6€30MacHOCTH

5.4.1. lloaroToBKa K ycTaHOBKe
Mepepn ycTaHoBkomn Sandbox Analyzer On-Premises y6eauTecsb, 4To:

« [unepsusop VMWare ESXi ycTaHOBNEH U HacTpoeH. NMoapobHee cMOTpUTE B
JOKyMeHTaumm YcTtaHoBKa M HacTpoWka vSphere, pasgen 2: «YcTaHOBKa U
HacTpouka ESXi».

. BupTtyanbHoe ycTpoicTeo Bitdefender GravityZone pasBepHyTo 1 HaCTpPOEHO.

Mpumeyvanne
YTo kacaetcs runepeusopa VMWare ESXi, y6eauTtecs, 4To:
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o Bepcus ESXi- 6.5 nnu 6onee nosgHss.
« Bepcusa xpaHunuwa gaHHbix VMFS - 5.

o SSH BKk/tOYEH B MONMTUKe 3amnycKa C KOHdUrypaLuei 3anyck U OCTaHOBKA C
XocTa.

o Cnyx6a NTP akTuBHa 1 HacTpoeHa.

JInueHanoHHbIN Koy Sandbox Analyzer On-Premises KOHTpoONMpyeT KOMYECTBO
MaKCUMaJibHbIX O4HOBPEMEHHbIX AeTOHaL M. [TOCKONbKY AJ151 KaXXA0M AeToHaUUK
TpebyeTcs paboTalolmii 3K3EMMNNAP BUPTYanbHOW MallUUHbI, KOJIMYECTBO
O[HOBPEMEHHbIX leTOHALIMM OTPaXKaeTCs B KONIMYECTBE CO3/jaHHbIX BUPTYasibHbIX
MawwwuH. MoapobHee 0 [06aBNEHUMU NULEH3UOHHBIX Ktover B Control Center
GravityZone cMoTpuTe «BBOJ, BaLLUX JINLEH3UOHHbIX Ktoueln» (p. 128).

5.4.2. Pa3BepHuTe BUpTYyanbHoe ycTpoiicTBo Sandbox Analyzer

YT06bI pa3BepHyTb BUPTYanbHoe ycTporcTBo Sandbox Analyzer:

1.

2.
3.
4

BounaunTte B Control Center GravityZone.
Mepenante Ha cTpaHuLy Network > Packages.
YctaHoBuTe dnaxok Sandbox Analyzer 13 Ta6nuubl.

HaxkmuTe KHonKy CKayaTb B BEPXHEM JIEBOM YrJly CTpaHULbl. Bbi6epuTe onuuto
YcTpoiicTBo 6e3onacHocTU (aBTOHOMHas Bepcus ESXi).

Wcnonb3ayiiTe MHCTPYMEHT ynpaBneHus BupTyanusauueit (Hanpumep, vSphere
Client), yTo6bl UMMOPTUPOBATbL 3arpy>KeHHbIN haitn OVA B Bally BUPTYasibHYHO

cpeay.

Mpumeyanue

Mpwu paseepTbiBaHuK arina OVA HacTponTe CeTu cnegyrolwmm o6pasom:

« Cetb Bitdefender - 310 ceTb, B KOTOPOI HaxoaAaTCcs ApYyrue KOMMOHEHTbI
Bitdefender (ethO0 interface) Sandbox Analyzer n GGravityZone ycTpoicTBo
DOJIKHbI OTHOCUTLCS K OAHOM CeTU U coefuHeHbl nyTemM eth0

« YactHasn ceTb geToHauum - Sandbox Analyzer ucnonb3syeT gaHHyto ceTb Ans
MeXAyHapoaHbIX KoMMyHUKauui (ethlinterface) 3T1a ceTb fomKHa 6bITh

nsonnpoBaHa oT No6bIX APYyrnx cerMeHToB CeTHu.
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« CeTtb poctyna B MHTepHeT - Sandbox Analyzer ucrnonbsyet aTy ceTb As
nonyyeHus nocnepHux ob6HoBneHun (ethlinterface) ethlinterface He

cnepyeTt UMeTb TOT Xe caMblt IP unu ceTb Kak ethO0.

BkntounTe yCTPOMCTBO.

N3 WHCTpyMeHTa ynpaBfieHUs BUPTyanusauuen OTKPOMTE KOHCOJIbHbIN
uHTepdeinc BupTyasnbHoro yctporncTtea Sandbox Analyzer.

8. |_|pl/| 3anpoce y4yeTHbIX AaHHbIX I/ICI'IOJ'Ib3yI7ITe root AJ11 UMeHU nosb3oBaTens
N sve Ana napond.

9. BoWpauTe B MeH0 KOHbUIypaLum, BbINOHWUB CNeAyOLLYH0 KOMaHay:

/opt/bitdefender/bin/sandbox-setup

10. B MeHto HacTpo#iKKu necouHULbl BbIMOSIHUTE CReayowme HacTPOMKM:

a. KoHdwurypauus ceTu. Boi6epuTe 3Ty OMNUMIO A1 HACTPONKM CETEBOW KapThl
ynpaBneHusa. Sandbox Analyzer 6ypeTr ucnonb3oBaTb 3TOT CETEBOM
uHTepdeiic ana cesasm ¢ GravityZone.

IP-agpec MoXeT 6bITb YKa3aH Bpy4HYHo Ui aBTomaTuyecku yepes DHCP.

Mpumeyanne
Ecnu GravityZone ycTpoMCTBO MMeeT OTHOLLEHUE He K TOW ceTu, uTo ethO,

Bbl JOMKHBI f,06aBUTb CTaTUCTMYECKM 1 MapwpyT B KoHdurypauuio cetu >
BitDefender Network > mapwpyT gns Sandbox Analyzer
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Sandbox configuration
Choose an option:

Network configuration
Communication server configuration
Virtualization host configuration

Bootstrap sandbox

o W R

<Cancel>

KoHconb ycTpoiictea Sandbox Analyzer

b. HacTpo#kamHTepHeT-npoKcu. [1nsa ycnewHon yctaHoBku Sandbox Analyzer

TpebyeTcs nopk/oyeHne K WMHTepHeTy. B aToM cnyyae Bbl MoOXeTe
HacTpouTb Sandbox Analyzer Ha ucnonb3oBaHue NpoKcK-cepeepa, ykasas
cnepyrowime faHHble:

. XocT - IPaApec mnn nosHoe n[OOMEeHHOE WUMA TPOKCU-cepBepa.
McnonbsyinTe cnepyrouwmm CMHTaAKCUC:
http://<IP/Hostname>:<Port>.

. Monb3oBaTenb 1 Naponb - BaM HY>XHO BBECTU Naposib ABaXAbI.
. JlomeH - fomMeH Active Directory B COOTBETCTBYHIOLLMX CTyYasix.

KoHdurypauus KoMMyHUKaLMOHHOrO cepBepa. YkaxuTe nuéo IP-agpec,
nn60 MMS XOCTa YCTPONCTBA, BbIMOJHSAIOLLErO POJflb KOMMYHUKALMOHHOIO
cepsepa.

Mcnonb3ynte cnepyrowmnim CUHTaKeue: http: //<IP/Hostname>:<Port>.
Mo ymonyaHuto nopTt 8443.

MpumeyaHmne

Kak Tonbko IP-agpec unu uMs xocTa ykasaHbl M KOH(GUrypaLusa coxpaHeHa,
ak3emnnisip Sandbox Analyzer ctaHeT BuguMmMbiM B Control Center GravityZone,
Ha cTpaHuue Sandbox Analyzer > UHdpacTpykTypa.

KoHdurypauus BuptyanusmposaHHoro xocTta. Sandbox Analyzer ucnonbsyet
cepBep ESXi ana ocywecTBneHWss aHanu3a BPeAOHOCHbIX MpPOrpamMm.
Ncnonbays KoHdurypawmio BUpTYanu3anpoBaHHOI0 X0CTa, Bbl MOAKIIOYaeTe
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ycTporcTeo Sandbox Analyzer k xocTy ESXi, npegoctaensis cnefytowyro
NHbOopMaUmIO:

« IP-agpec cepBepa ESXi.

. KopHeBble yueTHble laHHble Anst AocTyna K xocTy ESXi.

« XpaHunuuie gaHHbIx, nocesweHHoe Sandbox Analyzer.
BBeguTe nMa xpaHuUnumLLa faHHbIX, 0To6paxkaemoe ESXi.

« Wmsanankn, VICI'IOJ'Ib3yeM017I B XpaHunuiie oaHHbIX Ana XxpaHeHua 06pa303
BUPTYaJibHbIX MaLUUH.

Ecnu aTa nanka He cyL,ecTBYeT, Bbl IO/DKHbI CO3/aTb €€ B XpaHUnuLle
JaHHbIX Nepef coxpaHeHneM KoH@urypauum Sandbox Analyzer.

Yirtualization host configuration

IP address: 10.17.23.161
User:

Password:

Confirm password:

Datastore:

Images directory: MEES

< 0K > {Cancel>

Sandbox Analyzer koHconb ycTpoiicTBa

. O6pa3sbl BUPTyaNlbHOM MalluHbl. YT06bI CO34aTb [AETOHALMOHHbIE
BUpTyanbHble MawuHbl ans  Sandbox Analyzer, Bam Heo6xoguMMo
ckonupoBaTb dannbl VMDK, cogepykalime HyXXHble 06pasbl, B nanky O6pasbl,
yKasaHHytlo B MeHio KoHpurypauum BupTyanbHoro xocta. [11s Kaxzaoro
obpasa B MeHto 06pa3bl BUPTYyanbHOW MalLMHbI Bbl MOXETE BbIMOJIHUTD
crepyoLine HaCTPOMNKM:

i. B meHo KoHdurypaumsa obpasa ykakute umsa obpasa (kak oHo 6yzeT
oTo6paxaTbcs B Control Center GravityZone) n onepaunoHHyto CUCTEMY.
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Mpumeyanue

Manka, copepxallias o6pasbl BUPTYasbHOW MalluWHbl, NEPUOAUYECKM
CKaHupyeTcsl, U 0 HOBbIX 3anucsx coobuiaetcst GravityZone. 3Tv 3anucu
oTobpaxatotcss B Control Center Ha cTpaHuue Sandbox Analyzer >
WHdpacTpykTypa > YnpaBneHue o6pa3om.

B onpegeneHHbIX cuTyauusx npu ucnosnb3oBaHum Sandbox Analyzer
MOTYT BO3HUKHYTb MNPO6JeMbl C LeTOHAUUOHHbIMU BUPTYaNbHbIMU
MaWuHaMu. ONs pelieHnss aTUX Npo6sieM Heo6XOAMMO OTKIIUYUTL
GyHKUMIO 3alWmMTbl OT LMGPOBLIX OTNEYaTKOB. [lOMONHUTENbHbIE
CBeAeHuA CM. B pasgene «MeTofbl 3aLuThl OT LUGPOBLIX OTNEYaTKOB»
(p. 174).

ii. B mMeHto xocToB DMZ Bbl MOXXeTe BHECTU B 6€/1bI CIIMCOK UMEHa XOCTOB,
KOTOpble CTOPOHHUM cepBUCaM U KOMMOHEHTaM, BCTPOEHHbIM B
BUPTYyasnbHble MalLUHbI, HE06X0AUMbI Ansl B3aumogencteus ¢ Sandbox
Manager. MNogpo6HocTn cMoTpuTe B «XocThbl DMZ» (p. 175)

iii. B MeHto OuncTKa Bbl MOXeTe yAannTb 06pasbl BUPTYasibHON MaLUUHbI,
KoTopble BaM 60JibLLe He HYXHbl.

f. 3arpysouHas necouHuua. Nocne po6aBneHNs cBeeHUn 0 KOHpUrypauum
Sandbox Analyzer npogo/mkuTe ycTaHOBKY, Bbl6paB 3Ty onuuto. CtaTyc
yCTaHOBKM 6ypeT oTpaxeH B Control Center GravityZone Ha cTpaHuue
Sandbox Analyzer > UHdpacTpykTypa

MeToApb! 3aLuTbl OT Ll,VId)pOBbIX oTne4yaTKkoB

Mo ymonuaHuto, BO BpeMsi npoLiecca co3gaHust obpasa, Sandbox Analyzer BkntoyaeT
pasnunyHble MeToAbl 3alWMTbl OT UUDPOBLIX 0TNeYaTKoB. OnpeaesneHHble TUMbl
BPEAOHOCHbIX MpPOrpaMM  CMOCO6HbI  OnpefeNisiTb, PaboTaldT /I OHU
CaMOCTOATENbHO B Cpefe «MNeCOYHMLbI», W, eCM 3TO TaK, TO OHU He 6yayT
aKTUBMPOBAaTb CBOM BPEAOHOCHbIE MPOLEAYpbI.

Llenbto MeTof0B 3awuThbl OT UMGPPOBbLIX OTMEYATKOB AABNAETCA MOAENMPOBaHNE
pasnnYHbIX YCOBMI C Leflblo UMUTaLUN peanbHOW OKpYyXXatolen cpefbl. M3-3a
BUPTYaNbHO  WCKJIKOYEHHOW  KOMOWMHaUUW  PasBEPHYTOro0  MPOrpamMMHOro
obecneyeHnst u KOHPUrypauum cpesibl, KOMOMHaLMSA, KOTOPYHO HENMb3S NPeaBUAETb
3apaHee UM KOHTPONIMPOBaTb, BO3MOXHO, YTO OnpefesnieHHble MeTobl He 6yayT
COBMECTUMbI C NPOrpaMMHbIM 06ecreyeHneM, yCTaHOBIIEHHbIM B 30/10TOM o6pase.
Bbl MOXKeTe pacno3HaTb Takue pefgkue CUTyaLmm Mo Cnegyowmm npusHakam:
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« OwwnbkM B npoliecce co3gaHns obpasa.

« Owun6KM Npu NonbITKe 3anycTUTb NPorpaMMHoe ob6ecrneyeHne BHYTpuY obpasa.

o Coo6LieHunsna 06 owmbKax Npu AeToHaumm o6pasLoB.

« JlMueHanoHHOEe nporpamMMHoe obecriedeHne 6Gosiblle He paboTaeT U3-3a
HEBEPHbIX JIMLEH3NOHHbIX KITHOYEN.

BbICTpOe peLLeHne TaknX pefKuX Clyyaes 3aK/oYaeTcsl B BOCCTAHOBNIEHWM 06pasa
C OTKJIOYEHHbIMW METOAAMMU 3alMTbl OT LMPPOBLIX OTNevyaTKoB. [na aToro
BbINONHUTE Crefytolme AeicTBUS:

1. Bonpgute B Control Center GravityZone u yaanute o6pas.
2. BowiguTte B ycTporicTBo Sandbox Analyzer u 3anycTuTe KOHCO/b YyCTPOUCTBA
Sandbox Analyzer, BbINOMHUB CrneayoLLy0 KOMaHAY:

/opt/bitdefender/bin/sandbox-setup
Mepenante Ha O6pa3bl BUPTYanbHO MawKnHbl > KoHpurypauus obpasa.

Bbi6epuTe 06pas, KOTOPbIV Bbi3blBaeT NPO6IEMbI.

MepenguTte K onuumn 3awmTa oT LUdPOBbIX OTNEYATKOB.

o o > w

CHUMWTE COOTBETCTBYHOLLMIA HriaXkoK, YTO6bI OTKIHOUUTE METOAbI 3aLLUTbI OT
UMdpPOBLIX OTNEYATKOB.

XocTbl DMZ

B npouecce co3paHusi ob6pasa 6yaeT cosfiaHa BUpTyanbHas UHGpacTpykTypa ans
obneryeHusi cessm Mexay Sandbox Manager u BUpTyanbHbiMU MawwmnHamu. C
TOYKU 3PEHUST CETU 3TO MPUBOAUT K U30JIMPOBAHHOW CETEBOW cpefie, KoTopast
6yneT copepxaTb BCe MNOTeHUMasbHble CBSI3W, KOTOPYD MOXET co03[aTh
JEeTOHNPOBaHHbIN 0bpasel,

MeHto cepBepoB DMZ nosBosfiieT BHOCUTb B 6€/iblii CMIUCOK MMEHa XOCTOB, C
KOTOpPbIMU AOJDKHbI B3aMMOLENCTBOBaTb CTOPOHHME CEPBUCHI U KOMMOHEHTBI,
BCTPOEHHbIE B BUPTYasibHble MaLUUHbI, A5 NPaBUIIbHOM paboTbl.

MpUMepoM TaKoW CUTyaLuum MOTYT CIYyXWUTb CepBepbl nuueH3uposaHna KMS,
“cnosbayemMble nnueHamposaHneM Windows, ecnv Ha OCTaBASIEMbIX BUPTYaslbHbIX
MalLMHaX NPUMEHSIETCA KopriopaTUBHAsA JIMLLEH3US.
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5.4.3. PasBepHuUTE BUPTYasibHOE YCTPOMCTBO CETEBON 6€30MacHOCTH

B aTOM pasgfene onucbiBaeTCs, Kak pa3BepHYTb BUPTYanbHOe YCTPOMNCTBO CETEBOW
6e3onacHocTH, komnoHeHT Sandbox Analyzer, koTopbi 3axBaTbIBaeT CeTEBOM
Tpaduk 1 nepefaeT Nofo3puTesbHble 06pasLibl AJ1si aHann3a NoBeAeHUs.

YT06bI pa3BepHyTb BUPTYasibHOE YCTPOMCTBO CeTEBOWN 6€30MacHOCTH:
1. Bomnpgute B Control Center GravityZone.
2. Mepengute Ha cTpaHuuy Network > Packages.

3. Bbibepute ¢naxok BupTyanbHoe ycTpoWCTBO ceTeBOM 6e3onmacHOCTU U3
Tabnuybl.

4. HaxmuTe KHonky CkayaTb B BEPXHEM JIEBOM Yrily CTpaHuLbl U BblbepuTe
onuuto (VMware OVA).

5. Mcnonb3yiTe MHCTPYMEHT yrpaBieHus BUpTyanusauuen (Hanpumep, vSphere
Client), 4yTo6bI UMNOPTUPOBATL 3arpyXXeHHbIN dain OVA B BaLly BUPTYasibHYHO

cpeay.

6. B macTtepe pasBepTbiBaHus Bbi6epuTe ceTeByto KapTy (NIC), ncrnosbayemyto
ansa ceasu ¢ GravityZone, u ceTeBYO KapTy, UCMOJIb3yeMyH AN 3axBaTta
Tpaduka.

7. BkntouuTe ycTpoOMCTBO.

8. CnoMOoLLbIO MHCTPYMEHTA YrNpaB/eHWs BUpTYyanu3aLmen 0TKPOUTE KOHCOSbHbIV
uHTepdenc BUPTyanbHOro ycTpoMcTBa ceTeBOM 6Ge3onacHocTu SVE SVA
GravityZone.

9. Mpu 3anpoce y4YeTHbIX AaHHbIX UCMOJIb3YWUTE root AN UMEHU NOJIb30BaTeNs
N sve ANd napons.

10. BonanTe B MEHIO KOHGUrypaL M, BbINOSHUB CIIeAYIOLLYH0 KOMaHAY:

/opt/bitdefender/bin/nsva-setup
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Network Scanner setup
Choose an option:

| Blietwork configuration
2 Communication server configuration
3 Exit

<Cancel>

KoHcornb YCTDOVICTBa ceTeBOW 6€30MacHOCTH

11. Nepengute K onumm MeHro HacTpoika KOMMYHMKALLMOHHOIO cepBepa.

12. YkaxuTe IP-agpec nnM umsa xocta U NopT KOMMYHUKALMOHHOro cepsepa
GravityZone.

Wcnonbsynte crnepylowmn CUHTaKCUC: http://<IP/Hostname>:<Port>.
Mo ymonyaHuto nopt 8443.

13. CoxpaHuTe KOHpUrypaumto.

HacTpounTte ceTeBoM AaTumK Ana aeToHauuu $hainoe pcap

[laTumnk ceTn MOXeT M3BfiekaTb COAEPXKUMOe U3 GaisioB 3axeBaTa ceTu (pcap) u
aBTOMaTMYeCcKM OTNPaBNATb ero Ans AeToHauum B aksemnnsap Sandbox Analyzer.

YT06bI AETOHMPOBATL KOHTEHT U3 (haisioB pcap:
1. BoipguTe B BUPTYaslbHOE YCTPOWCTBO CETEBO 6€30MacHOCTM.

2. ﬂpM 3anpoce y4eTHbIX AaHHbIX VICI'IOJ'Ib3y17ITe root AJ11 UMeHU nosb3oBaTens
N sve ana naponsd.

3. BbinonHuTe cnepyoLwyro KOMaHay:

/opt/bitdefender/bin/scan-pcap <local pcap path>
B anBeneHHOﬁ Bbille KOMaHAe <JIoKaJIbHEM IHyTb pcap< MNpeacTaBiigeTr

MEeCTOMOJIOXEHMWE, KyZa 3arpyxaeTcs ¢ain pcap B BUpTyasibHOM YCTPONCTBE
ceTeBOM 6e30MacHOCTH.
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JononHuTenbHble cBefeHUs 06 UCMONb30BaHUM faTuMKa CeTU CMOTpUTE B rNaBe
MonuTtukm > Sandbox Analyzer 13 PykoBoactBa agMuHucTpaTopa GravityZone.

5.5. YcTaHoBKa nonHoro wuhpoBaHua aucka

GravityZone MonHoe wudpoBaHue Ancka - 3To CryXxoa, TpedyoLllas akTuBaLum
Ha OCHOBe JULEH3NOHHOrO KJoya. [ns 3Toro BaM Heo6xoAMMO MepenTu K
KoHdurypauus > JluLeHana v BBECTU NIULEH3UOHHDBIN KIHOY.

[ns nonyyeHusa [OMNONHWUTENbHOW WHQOPMaLUKM MO JIMLEH3UOHHBIM KJlloYaM,
nepenaute K «YnpaeneHue nuueHsuamm» (p. 127).

AreHTbl 6e3onacHocTu Bitdefender nogaeprkmatoT MonHolue wWndpoBaHue ancka,
HauuHas ¢ Bepcum 6. 2. 22. 916 Ha Windows un 4. 0. 0173876 Ha Mac. YTo6bI
y6eauTbCS, YTO areHTbl NOIHOCTbIO COBMECTUMbI C 3TUM MOJZYNEM, ¥ Bac eCTb
[lBa BapuaHTa:

« YcTaHOBWTe areHToB 6€30MacHOCTU C BKIFOYEHHBIM MOAYieM WNpPOBaHUS.
« Wcnonbayinte 3apgauvy MepekoHpurypupoeatb .

[ns nonyyeHns nogpo6HoN MHGopMaLmMm 06 MCNosb30BaHWMM NOSTHOTO WKUdpPOBaHMUS
Ancka B Bawewn cetn cM. [naBy [Monutukm 6e3onacHocTy U WwnppoBaHue B
PykoBogcTBe agMuHucTpaTopa GravityZone.

5.6. YcTtaHoBKa 3awmTbl 0bMeHa

Security for Exchange aBToMaTuuyecku uHTerpupyetcs ¢ cepeepamu Exchange, B
3aBUCUMOCTM OT poSiu cepBepa. s KaXAoW ponv yCTaHaBMBAKTCA TOMbKO
COBMECTUMbIE KOMMOHEHTbI, KaK OMUCAHO B HACTOSALLEM JOKYMEHTE!
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Microsoft Exchange Microsoft Exchange 2010/2007
2019/2016/2013

OcobeHHocTU |OrpaHuyeHus |MoutoBbin OrpaHuuyeHmns| Xa6 |[MouToBbIN
ALK

X X X
X X X
X X X
X X X

TpaHCNOpTHbIN YpOBeHb

dunbTpauns
BPeAOHOCHbIX
nporpamMm

xX X X X

dunbTpaumsa cnama

dunbTpaums
KOHTEeHTa

®dunbTpauun
BJIOXXEHUN

Xpanunuuwe Exchange

AHTUBUpPYCHOE X X
CKaHWpoBaHue no
TpeboBaHu1Io

5.6.1. lMoaroToBKa K ycTaHOBKe

Mepep yctaHoBkoi Security for Exchange, y6eguTtech, 4To BCe requirements
BbIMOJIHEHbI, B NPOTMBHOM cJiydae Bitdefender Endpoint Security Tools MoxeT
6bITb YyCTaHOBJIEH 6e3 MoAy s 3awmTbl Exchange.

Ona Toro, 4ytobbl Mopynb 3awuTbl Exchange pa6otan 6ecnepe6oniHo wu
npeaoTBpaLan KOHPIUKTbI U HeXenaTenbHble pe3ynbTaThl, yAanuTe BCHO 3aLLuTy
OT BPeAOHOCHbIX MPOrpamMM U BCEX areHToB GhUnbTpaLum 351eKTPOHHOW MOYTbI.

Bitdefender Endpoint Security Tools aBToMaTuyecku onpegensieT u ypanset
6ONbLIMHCTBO aHTUMBUPYCHbIX MPOAYKTOB M OTKIKOYAET areHToB 3aluTbl OT
BpegoHocHoro M0, BcTpoeHHbIX B cepBep Exchange, HaunHas ¢ Bepcun 2013. Ana
nony4yeHust Noagpo6HON nHGOpMaLMM OTHOCUTENBHO CNCKa O6HapYXUBaAeMOro
nporpaMMHoro obecrneyeHus no 6esonacHocTu, obpaTuTecsk K this KB article.

Bbl MOXeTe MOBTOPHO BPYYHYH BKJIHOUMTb BCTpPOeHHoro B Exchange areHTa
3awWmTbl OT BpefdoHocHoro M0 B No6oe BpeMs, 0AHAKO, 3TO HE PEKOMEHYETCS
Jenathb.
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5.6.2. YcTaHoBKa 3awuTbl Ha cepepax Exchange

YUT06bI 3alMTUTL Baluu cepBepa Exchange, Heo6xoaumo ycTaHoBUTh Bitdefender
Endpoint Security Tools ¢ posnbto 3awmTHMKa Exchange Ha kaxaom 13 Hux.

Y Bac ecTb HECKOMbKO BapnaHTOB pasBepTbiBaHus Bitdefender Endpoint Security
Tools Ha cepBepax Exchange:

. JlokasbHasi ycTaHOBKa, CKayaB M 3anyCcTUB YCTaHOBOYHbIV NakeT Ha cepBepe.
. YpaneHHasi ycTaHOBKa, MyTeM 3anycka 3agauu Install.

. YpaneHHas, 3anyctue 3agadvy Reconfigure Client, ecnu Bitdefender Endpoint
Security Tools y>xxe npegnaraet 3awmTy QansioBon CUCTEMbI HA CEpPBEpE.

[ns nonyyeHns nogpo6HbIX MHCTPYKLMM MO YCTaHOBKE, 06paTUTECh K «YCTaHOBKaA
areHToB no 6esonacHocTu» (p. 142).

5.7. YctaHoBKa HVI

YT106b1 Mcnonb3oBaTb HVI Ha BUpTYyanbHbIX MalIMHaxX ¢ XOCTOB Xen, Bbl AOJDKHbI
BbINOJSIHUTb CeAytoLLne Wwaru:

1. TpoBepbTe NpeaBapuUTenbHble YCIOBUA AS1S YCTaHOBKM
2. YcTtaHoBKa Security Server

3. YcTaHoBKa gononHuTenbHoro naketa HVI

TpeboBaHusa K cucTeme
« XenServer uHterpupoBaH ¢ GravityZone.
. XenCenter ycTaHOBSIeH Ha BalleM KOMMbloTepe.

YcTaHoBka Security Server

YT06bI ycTaHOBUTbL Security Server Ha 0HOM UM HECKOJIbKMX XOCTaxX:
1. NMepengute B pasgen CeTb.

2. BbibepuTe Virtual Machines 13 MeHto Bbi6opa NPOCMOTPOB.

3. MpocmoTpute  uHBeHTapusaumto  Citrix ©  ycTaHoBUTE  (naXKKky,
COOTBETCTBYIOLWME TpebyeMbiM XocTaM. [l 6bICTPOro BbI6opa Bbl MOXeTe
HanpsiMyto Bbi6paTb KopHeBoW KoHTelHep (Citrix Inventory). Bbl cMoxeTe
BbI6paTb XOCTbl CAMOCTOSATESIbHO B MacTepe YCTaHOBKM.
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Mpumeyanue
Bbl He MoXkeTe BbI6paTb XOCTbl U3 pasHbliX Nanok.

4. Haxmute KHonmky © 3apgaunm B BepXHEW YacTu Tabnuubl UM BbibepuTe
YcTaHoBuTbSecurity Server B MeHto. OTo6pa3nTcst OKHO YCTaHOBKM Security
Server YcTaHOBKa.

Virtual Machines v Filters v

t) Add Lt REWEE Views  ~ &) Tasks €) Reports (i Assign Policy Clear licef
E 0s
# Virtual Machines [ Scan

i Exchange Scan
@ Citrix Inventory
Install

Custom Groups
- P Uninstall client
& Deleted Update client
Reconfigure Client

Network Discovery

Applications Discovery

O L

Install Security Server
Inctall Qer rity Server

YctaHoBka Security Server

5. BblbepuTe XOCTbl, Ha KOTOPbIX Bbl XOTUTE YCTAHOBUTb 3K3eMnnap Security
Server.

6. Bbl6epVITe napamMeTpbl KOHCI)VIpraLI,I/IVI, KOTOpPbI€ Bbl XOTUTE UCNOJIb30BaTh.

Ba)xHo

Mcnonb3oBaHue 061X HACTPOEK, MPU pasBePTbIBaHUMN HECKOJbKUX 9K3EMMJISPOB
Security Server ofHOBpPeMEHHO, TpebyeT: 0AHO 06LLEee XpPaHWUAULLLE AJ1St XOCTOB;
Hanuune cob6CTBEHHbIX IP-agpecoB, HasHauYeHHbIX ¢ noMoubo DHCP-cepBepa;
HaxoAuTCs B O4HOW CETH.

Mpu Bbi6Ope pasHbiXx HAaCTPOEK AJA KaxAoro Security Server, Bbl CMOXeTe
onpefenuTb MapameTpbl, KOTOpPble HEO6XOAMMbI OIS KaXXAoro XxocTta B
CnefytoLleMm Lware MacTepa ycTaHoBKUW. OnucaHHble Aasee Wwarv NpUMeHsATCA
B C/lyyae, Korfa ucrnonbayetcs onuus Configure each Security Server.
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7. Haxxmute Janee.

Mpumeyanue
B 3aBuCHMMOCTM OT paHee caeslaHHOro Bbl60pa HEKOTOpPbl€ N3 ONUCaHHbIX 34eCb
BapMaHTOB MOTYT HE NPUMEHATbLCA K Ballen cutyauumn.

BeeanTte nogxoasuiee ums pns Security Server.

BbibepuTe KOHTEMHEp, B KOTOPbIA Bbl XOTUTE BKIOUMTL Security Server uns
MeHto KoHTeliHep.

10. Bbi6epunTe pacnonoXxXeHune XxpaHuauLa.

11. Boibepute TN pgucka (provisioning type). PekoMeHpyeTcsi pasBepHyTb
YCTPOWCTBO Ha "ToncTbIxX” guckax (thick provisioning).

BaxHo

Ecrim Bbl ucnonbayete "ToHkue" aucku (thin provisioning) u auckoBoe
MPOCTPaAHCTBO B XpaHWIULLE aHHbIX 3aKOHUYNUTCS, Security Server 3aMopo3uTcs
W, CNIeA,0BaTENIbHO, XOCTbl OCTaHYTCS HE3aLUULLLEHHBIMMU.

12. HacTpoiTe pacnpefeneHve NaMaTh U PpecypcoB NpoLeccopa, OCHOBaHHOE Ha
KoadduuMeHTe KOHCONMMAAUMN BUPTYanbHOW MalLUHbI Ha XocTe. BblbepuTe
Hu3skuit, CpegHuii unv BbiCOKMIA, 4TO6bI 3arpy3nTb PEKOMeHAYeMble NapaMeTpbl
pacnpegefieHUsi PecypcoB WM HACTPOMKa BPYYHylO, 4YTO6bl HacTPOUTb
pacnpegesfieHne pecypcoB BPYUHYHO.

13. YcTaHOBUTE YacoBOM NMOSIC yCTPOMCTBA.

14. 3apaniTe naponb agMUHUCTPaTOpa AN KoHconn Security Server. YcTaHoBKa
napons agMMHUCTpaTopa nepesanucbiBaeT Naposib No ymonyanuto ("sve”

15. BbibepuTe TMN KoHbuUrypauum cetn gnsa cetu Bitdefender. IP-agpec Security
Server He AOJ/KEH U3MEHATbCA CO BPEMEHEM, TaK KaK OH WUCMosb3yeTcs
areHTamu Linux anst o6ueHus.

Ecnu Bbl BbibepuTe DHCP, y6egutechb, 4To HacTpownu DHCP-cepBep Ha
pesepBupoBaHue IP-agpeca gns yctpoucTtaa.

Ecnn Bbl BbibepuTe CTaTMYECKWUW, Bbl AO/MKHblI BBECTU MHbOpMaLMO O
IP-appece, Macke nogceTw, wnto3se n DNS.

16. HaxxmuTe CoXpaHUTb.

Bbl MoXeTe npocMaTpuBaThb U yrnpasJidTb 3ajav4yaMu B pasgene CeTb > 3apgaum.
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YcTtaHoBKa gononHuTenbHoro nakera HVI

1.
2.

MepengnTte Ha cTpaHuyy HacTpoiiku > O6HOBUTD.

Bbi6epute JononHutenbHbin nakeT HVI B cnncke KOMMNOHEHTbI U HaXXMuTe
KHOMKY 3arpy3uTb B BEpXHEN YacTu Tabnuubl.

MepeiiguTe Ha cTpaHuyy CeTb U BbibepuTe BupTyanbHble MalMHbI B
nepekstoyaTene o63opa.

Bbibepute CepBep U3 MeHto Bugbl B neBol naHenu.

Bbibepute oAMH UM HECKOJIbKO Xen-XOCTOB B CETEBOM COAEPXUMOM. Bbl
MOXXEeTe JIErko MPOCMOTPETL CMIUCOK AOCTYMHbIX XOCTOB, Bbi6paB onuuto Type
> Hosts u3 meHto Filters.

HaxmuTte kHonKy 3agaum B npaBon naHenu u BblibepuTe YctaHoBuTb HVI
JononHutenbHblil nakeT. OTKPOETCS OKHO YCTaHOBKM.

Bbl MOXxeTe 3annaHupoBaTb 3ajady YCTaHOBKU. Bbl MoOXeTe cpasy xe
3anyCTuUTb 3adady nocne coxpaHeHuUa sagaHua nnan B onpegesieHHoe BpeMA4.
B cnyyae ecnu yctaHoBka He MOXeT ObITb 3aBeplleHa B YKa3aHHOe BpeM4,
3ajja4ya aBTOMaTU4YeCKU NOBTOPUTCA B COOTBETCTBUM C HaCTPOﬁKaMM
noBTopeHna. Hanpumep, ecnu Bbl BbI6paJ’IM HECKOJIbKO XOCTOB U OAUH XOCT
HeaAoCTyneH B 3arylaHMpoBaHHOe BpeMA, 3aaHune 6y,D,ET 3anyLweHo CHOBa B
3ajlaHHO€e BpeMHA.

XOCT fo/KEH Nepe3arpy3nTbCsl, YTOObI NPUMEHNUTb U3MEHEHUA U 3aBEPLUUTD
YCTaHOBKY. Ecnu Bbl XOTUTe, 4YTOGbl XOCT nepesarpyswunca 6e3 3anpoca,
Bbl6epuTe Automatically reboot host.

HaxxmuTe CoxpaHuTb. [10SBUTCA OKHO NOATBEPXKAEHUS.
Bbl MOXeTe npocMaTpuBaTh U yNpaBnsaTh 3agavyamu B pasgene CeTb > 3agauum.

5.8. YcTaHOBKa 3aWMUTbI XpaHuuLLa

Security for Storage - aTto ycnyra Bitdefender, npegHasHauyeHHas gns 3awmThbl
ycTponcTB ceTeBoro xpaHunuuia (NAS) n cuctem o6MeHa annamm, COBMECTUMBbIX
C NPOTOKONOM aganTauun koHTeHTa MHTepHeTa (ICAP). Ons nopaepXXuBaemMbix
cucteM o6MeHa dainamu, cM. «3aluTa xpaHunuiar (p. 58).

YT06bI cnonb3oBaTh Security for Storage ¢ Bawmnm peweHnem GravityZone, Bam
Heo6XoaMMO:
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1. YcTaHoBUTE 1 HacTpoWTe Kak MMHUMYM ABa Security Servers B Ballei cpege
ana pa6otbl B kadectBe ICAP-cepBepoB. Bitdefender Security Servers
aHanu3aupyT Qainbl, OTNPaBAAIT BEPAUKTLI B CUCTEMbI XpPaHEHUs U Npu
Heo6X0ANUMOCTM NMPUHUMAIOT COOTBETCTBYIOLME Mepbl. B criyyae neperpysku
nepBbIi Security Server nepeHanpaenseT U36bITOK JaHHbIX Ha BTOPOM.

Mpumeyanue

B kavecTBe nepenoBoro onbita yCTaHOBUTE cneunanbHble Security Server ansa
3alnTbl XpaHunua otaenibHO OT Security Server, ncnonb3yeMbiX ana apyrux
poneﬁ, TaKNX Kak CKaHMUpoBaHue Ha HaJindyne BpeaoHOCHbIX NporpamMm.

MoppobHee 0 npoueaype ycTaHOBKKU Security Server cM. B rnaBe YcTaHOBKa
Security Server 3Toro pykoBofcTBa.

2. HacTpoviTe Mmoaynb 3awguTa XxpaHUnuLLLA M3 NapaMeTpoB NonTukK GravityZone.

Ons nonydyeHus ponosnHuWTenbHoW MHbopMauuu cm. [nasy MMonuTuka
6e3onacHocTU> MONMUTHUKA B OTHOLLIEHNN KOMMbIOTEPOB M BUPTYasbHbIX MaLLNH>
3awumTa xpaHunuwLa 13 PykoBoacTBa agMuHUcTpaTopa GravityZone.

MoppobHee 0 HacTponke M ynpaBneHun cepBepamu ICAP Ha onpegeneHHOM
ycTponcTee NAS unu B cucteMe oblero goctyna K gpannam cM. [JoKkyMeHTaLmo
INs 3TON KOHKPETHOW NnaThopmei.

5.9. YcTaHOBKa 3aLuTbl MOOUNBHbIX YCTPOUCTB

Security for Mobile aTo Mo6unbHoe pelleHne Ans yrnpaBneHUs yCcTpoicTBaMuy,
npegHasHadeHoe gns iPhone, iPad v Android ycTponcTs. 1519 nosy4eHnst NosIHOro
crucka nojfepXXuBaeMbiX BepCUin onepaunoHHON cUCTeMsl, MpoBepbTe system
requirements.

Ons ynpaBnenus Security for Mobile us Control Center, Bbl fO/mKHbI 106aBUTH
Mob6unbHble ycTpoicTBa B Active Directory nnu HasHaunTb nonb3oBaTensiM, a
3aTeM YCTaHOBUTb NpunoxeHue GravityZone Mobile Client Ha ycTpowcTBax. MNocne
HaCTPOWKN CNyXObl, Bbl MOXeTe 3anyCTUTb afMWHUCTPaTUBHble 3ajayu Ha
MOGUIIbHbIX YCTPONCTBAX.

I'Ipe)Kp,e 4YeM Ha4aTb, yGGAMTECb, B BbIMNOJIHEHHOWN HaCTpOﬁKe I'Iy6J'IVNHOFO
(BHeLIJHEFO) agpeca anda KOMMYHUKaUMOHHOIo cepeepa.

YT06bI ycTaHOBUTbL Security for Mobile:

1. Ecnn y Bac HeT wuHTerpaumm c Active Directory, Bbl [OMKHbI cO34aTb
nonb3oBaTenen create users for mobile device owners.
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2. [lo6aBuUTb yCTPOMCTBA MNONb30BaTENAM.

3. YcrtaHoBuTb GravityZone Mobile Client Ha ycTponcTBax n akTMBMpOBaTb €ro.

5.9.1. HacTpoiika BHeLIHero agpeca ansi KOMMYHUKaLMOHHOTO cepBepa

Mpu yctaHoBke GravityZone no ymMon4yaHuto, MOBGW/bHbIE YCTPOWCTBA MOTYT
YyNpaBnAATbCA TOJSIbKO TOrAa, KoOrga OHWM HEeNocpeACTBEHHO CBfA3aHbl C
KopriopaTuBHoW ceTbto (Yepes Wi-Fi unu VPN). 3To nponcxoguT noToMmy, 4To npu
perucTpauuMn MOOWbHbIX YCTPOMCTB OHWM HACTPOEHbl Ha MNOAKJIIOYEHUE K
KOMMYHMKaLMOHHOMY CepBepy MO IoKanbHbIM agpecam.

YT06bl MMETb BO3MOXHOCTb YMpaB/siTb MOGUSIbHbIMU YCTPOMUCTBaMMU depes
NHTepHeT, He3aBUCMMO OT TOrO, F4€e OHWM HAXOAATCSH, HEO6XOAMMO HAaCTPOUTb
KOMMYHWUKaLMOHHbIV cepBep Ha AOCTYMHOCTb C NY6JIMYHbIX afpecos.

ans ynpasseHusA MO6USTbHBIMU yCTpOVICTBaMM, Korga oHU HeE NOAK/HO4Y€eHbl KCEeTU
KOMNaHUW, AOCTYMHbI cCneayrouine BapuaHTbl:

. HacTpoiTe nepeagpecauuio MNOPTOB Ha KOPMOpPaTMBHOM LUO3e AJ1s
YCTPOMCTBA C POSIbH0 KOMMYHUKALIMOHHOIO cepBepa.

. [ob6aBbTe [OMOSHUTENbHbIN CEeTEBOW ajanTep B YCTPOWCTBO C pPOJbLO
KOMMYHMKaLMOHHOI0o cepBepa M NpUCcBONTe eMy NybnnyHbin IP-agpec.

B 060mx crnyyanx Heo6XoANMO HAaCTPOUTb KOMMYHUKALMOHHbIN CEPBEP C BHELLUHUM
IP-agpecoM, 4To6bl ynpaBnsiTb MOGUSIbHBIMU YCTPONCTBaMMU:

JocTyn K KOHCOMM YCTPOMCTBA M3 Ballero UHCTPYMEHTapUs yrnpaBieHus
BUpTyanusaumen (Hanpumep, vSphere Client).

2. Bbi6epuTte 13 rnaBHoro MeHto Configure Communication Server.

Appliance Options

Conf igure Hostname and Domain Settings
Conf igure Network Settings

Conf igure Proxy Settings

Conf igure Language

Install-Modify Roles

Conf igure Role Balancers

Conf igure Update Server

Conf igure Database Address

O OEET 0N

96

<Select>

OKHO napameTpoB MPUIIOXKEHNS
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3. Haxxmute Configure MDM Server external address.

Conf igure Communication Server
Communication Server Configuration

1 Show MDH Server external address

[ | onf igure MDH Server external address

<Select> < Back >

OKHO HacTpOIK1 KOMMYHUKALIMOHHOIO cepeepa

4. BBepuTe BHELIHWUM agpec.
Ucnonb3ynTe cnepyowmn CMHTaKeue: https://<IP/Domain>:<Port>.

MDH Server external address, “"https:/-domain:port"

|-

<Cancel>

OkKHO BBOJa BHelLHero agpeca cepsepa MDM

. Ecnu Bbl ucnonb3ayeTe nepeHanpassieHne NopToB, HEO6XOAMMO BBECTU
ny6nunyHbIA IP-agpec MM AOMEHHOEe UMSA U OTKPbITb HY)XHbIA MOPT Ha
wno3e.

. Ecmm BbI ucnonbayeTte ny6nuuHbIn IP-apgpec AN KOMMYHUKaLWOHHOMO
cepBepa, BaM Heo6X0AUMO BBeCTU Ny6nnyHbINA IP-agpec unm foMeHHoe
UMS 1 MOPT, UCNOJIb3YeMbIii KOMMYHUKALMOHHBIM cepBepoM. 10 yMoTYaHuto
nopT 8443.

5. Haxmute OK, 4T06bl COXpaHUTbL NUSMEHEHMUSI.

5.9.2. Co3paHue n opraHm3auma HacTpamBaeMblIX NoNb3oBaTeNen

B cutyauumsnx 6e3 Active Directory, Bbl JOJIKHbI CHayana co34aTb HACTPaUBaEMbIX
nosib3oBaTenen Ans Toro, YTobbl MMETb BO3MOXHOCTb MAEHTUGHULMPOBATHL
BnajenbLeB MOGUNIbHbIX YCTPOUCTB. YKasaHHble MOOWIbHbIE YCTPOWCTBA
nosib30BaTesel He CBAI3aHbl KaKUM-NM60 o6pa3oM ¢ Active Directory unm ¢ gpyrumm
nosib3oBaTensiMu, onpegeneHHsiMu B Control Center.
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CospaHue HaCcTpanBaeMbIX MoJi b3oBaTenein

YT06bI CO3aTh HaCcTpauBaeMbiX NoJib3oBaTeneil:

1. NMepengute B pasgen CeTb.

Bbi6epute Mobile Devices 13 cenektopa npocMoTpOB.

2
3. B nesoiu naHenu Bbi6epuTe Monb3oBaTenbcKue rpynnbi.
4

HaxmuTe nkonky & Add User Ha naHenu MHCTPyMeHTOB. MOABUTCA OKHO
HaCTpOeK.

5. YKaxuTte HeobxoAuMble CBefeH1A O Nnonb3oBaTere:

Moaxoasuiee nMs nosib3oBaTens (HanpuUMep, NosIHoe UMS NoJIb30BaTess)
Afpec 3neKTPOHHOW NOYTbl NOJIb30BaTENSA

BaxxHo

o Yb6egutecb, UYTO 9TO [JeNCTBUTENbHbIN aApec SNEeKTPOHHOM MOYThbI.
Monb3oBaTento MO 3NEKTPOHHOWM MoyTe OyAeT BbiC/aHa MHCTPYKLMS MO
YCTaHOBKeE, Korga Bbl 06aBUTE YCTPOUCTBO.

« Kaxabin agpec QJ'IEKT[JOHHOI‘/'I NoYTbl MOXET 6bITb CBA3aH TOJIbKO C O4HUM
nosib3oBaTesieM.

6. Haxmute OK.

OpFaHVI3aLI,VIFI HaCTpanBaeMblIX nonb3oBaTenei

YT06bI OpraHM3oBaTb HaCcTpanBaeMblx MNoJib30BaTENEN:

1. CospaHue HacTpavBaeMblIX rpynn.

a.

Bbi6epuTe Custom Groups B 1eBOI 60KOBOM MaHEN U HAXXMUTE UKOHKY &)
Add Ha naHenu MHCTpYMeHTOB (BBepXy NaHenw).

Beegute nogxogsiiee nms rpynnbl U HAXMUTE OK. lNosiBUTCA HOBAA rpynna
B MNonb3oBaTenbcKue rpynnbl.

2. MNepemecTuTe HacTpaMBaeMblX MOJIb30BaTeNen B COOTBETCTBYHOLLME
HacTpauBaeMble Fpynmbl.

a.
b.

Bbi6epunTe nonb3oBaTenel B NpaBo 6OKOBOW NaHeN!.

MepeTalymTe BbIGPAaHHOE B HYXXHYIO Ipynmny B 1eBO 60KOBOW NaHesnu.
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5.9.3. [lobaBuTb YCTPOWUCTBA NONb30BaTENAM
YT06bI £,06aBUTb YCTPONCTBO MONb30BATESHO;
1.

2.
3.
4

Mepengute B pasgen Cetb.
Bbi6epute Mobile Devices 13 cenektopa npocMoOTpoOB.
Hangute nonb3oBaTtens B nankax Active Directory unm HacTpanBaeMbix rpynnax.

Haxxnte nkoHky @ Add Device B BepxHei YacTu Tabnuubl ceTu. MosiBUTCS OKHO
HacTpoeK.

Add device X

Device name: New Device (1)

Auto-configure name

Ownership: Enterprise v

Show activation credentials

[o6aBneHne Mo6UNILHOIO YCTPOMCTBA NOJb30BaTENHO

BeeguTe nogxoasiiee MMA AN YCTPOUCTBA.

Mcnonb3yiTe onuuio ABTOMaTUYeCKas HaCTPOKa MMEHW, EC/IN Bbl XOTUTE,
yTo6bl MMSI YCTPOWCTBA HasHayanocb aBToMaTuuyecku. [pu gob6aBreHuM
YCTPOMUCTBO MMeeT o0606uieHHoe uMsA. [locne akTuBauuM YCTPOWCTBY
aBTOMaTU4YecKn OyAeT MPUCBOEHO WMS, OCHOBAHHOE Ha WHbopMauuMu o
npousBoaMTENe U MOAENN YCTPOWCTBA.

Bbi6epuTe TMN BRagenbLa ycTpoicTea (Mpeanpusitue Uian InYHoe).

Bbi6epuTe onumto Show activation credentials nocne HaxxaTus kHonku OK, ecnu
Bbl cobupaeTecb ycTtaHoBUTb GravityZone Mobile Client Ha ycTponcteBe
nonb3oBaTens.
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9. Haxmute OK. MNonb3oBaTento 6yaeT He3aMeANUTENbHO OTMPaBEHO NMUCbMO
C UHCTPYKLUMAMM MO YCTAHOBKE, NOAPOGHOCTAMM MO aKTUBALMM U HAaCTpoiike
ycTpoicTea. [oApo6HOCTM aKTUBALIMU BKIHOYAIOT MapKep akTUBaLWW 1 agpec
KOMMYHUKaLMOHHOro cepBepa (1 cooTBeTcTBytoWwuMin QR Code).

Mpumeyanue

« Bbl MoxeTe npocMoTpeTb MOAPOGHYHO WHdOpMauMio 06 akTuBauuu
yCTpOICTBA B Nto60e BpeMsi, HaXaB Ha ee ums B Control Center.

o Bbl Takxe MoxeTe [06aBUTb MO6MISIbHblEe YCTPOMCTBA K BbIGPaHHbLIM
nosb30BaTesNIAM U rpynnam. B aToM cryyae oKHO KOH$Urypauuv nossonmT
onpeaenuTb TOJIbKO MpPaBO CO6GCTBEHHOCTU YCTponcTBa. MoGMIIbHBIM
YCTPOWCTBAM, CO34aHHbIM PYYHbIM CMOCO60M MO YMONYaHU 6yneT
NPUCBOEHO obLLLee MMS. KaK TONbKO YCTPOMCTBO 3aperucTpmMpoBaHo, ero uMs
6yfeT aBTOMaTUYECKM W3MEHEHO, B TOM UMUC/le COOTBETCTBYHLLMIA
M3roTOBUTENb U MOAESb.

5.9.4. YctaHoBka GravityZone Mobile Client Ha ycTponcTBax

MpunoxxeHue GravityZone Mobile Client pacnpocTpaHsieTcsi yepes Apple App Store
n Google Play.

YTto6bI ycTaHOBUTL GravityZone Mobile Client Ha ycTponcTee:

1. Hangute npunoxxeHune B opuLmManbHOM MarasmHe NpunoXKeHUn.
« Ccbinka Google Play
« Ccbinka Apple App Store

2. CkavainTe v yCTaHOBUTE NPUJIOXKEHWNE Ha YCTPOWCTBE.
3. 3anycTuTe NpUNoXXeHWe 1 BbINMOMHUTE HEO6XOAUMbIE HACTPONKM:

a. HayctponctBax Android, HaxkxmuTe Activate, 4To6bI NpefocTaBUTL NpaBa
GravityZone Mobile Client B kayecTBe agMumHUCTpaTopa YCTPOMCTBA.
BHMMaTeNbHO NpouynTanTe NpeaocTaBiieHHY0 MHbOopMaLMIO.

MpumeyaHmne

. 3apaya 6nokupoBku ansa yctpoiicte Android (7.0 unu HoBee) 6yaet
NPUMEHATb NapoJib, YCTaHOBJEHHbIW B KOHCONM GravityZone TONMbKO B
TOM cJlyyae, ecfim Ha yCTPOMCTBE He HacTpoeHa 3aluuTa 61oKupoBku. B
WHOM cfyyae pAafia 3awuTbl ycTpowucTBa 6yAyT WCMNONb30BaTbCA
cyllecTBylOLIME NapameTpbl 6JIOKMPOBKM 3KpaHa, Takue kak PIN-kopg,
naporb, 0TNeYaToK nanbLa UM cMapT-6710KMpOoBKa.
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o 3apaya pas3brioKMpoBKM 6osblue HefocTynHa ans yctponcte Android
(7.0 wnu HoBee).

o MW3-3a TeXHMYECKMX OrpaHuMyeHWn 3ajaunm 610KUPOBKU U yhasieHus
HegocTynHbl Ha Android 11.

b. BeeauTe Mapkep aKTMBaUMM U aipec KOMMYHUKALMOHHOIo cepBepa um
MOXXeTe npockaHnpoBaTb QR-Koa, MoslyYeHHbIV MO 3/IeKTPOHHOW MoYTe.

c. Haxxmute Trust, korga 6yaeT npeasiodXeHo MpUHATL cepTuduKaT
KOMMYHUKaLMOHHOro cepBepa. Takum o6pasom, GravityZone Mobile Client
npoBepsieT KOMMYHUKALMOHHBIN cepBep U 6yAeT NPUHUMATb COO6LLEeHMS
TONbKO OT Hero, NpeAoTBpaLlLasi aTaku-nocpeaHNKu

d. HaxmuTte Activate.

e. HayctpoicTteax iOS, Bam 6yfeT npeanoXeHo ycTaHoBUTb npodunb MDM.
Ecnu ycTponcTBO 3aliuiLeHo naposiem, BaM 6yaeT npeasioXeHo ykasaTtb
3TOT naposib. KpoMe Toro, Bbl A0MXKHbI paspewnTb GravityZone gocTyn K
HacTpovKaMm Ballero yCTPOMWCTBa, MHaye NpoLecc YCTaHOBKU BepHeTCA K
npeablaywemy wary. CnegynTte MHCTPYKLUUAM Ha 9KpaHe, YTOObI 3aBepLUMTb
yCTaHOBKY npoduns.

MpumeyaHmne

YT106bI DYHKUMA onpefenieHUsi MECTOMOJIOXEHUST paboTana LOMKHbIM 06pa3omM,
nonb3oBaTenaMm HeO6XOp,VIMO paspewmnTb CbOHOBoe onpeaeneHne MecTononoXXeHna
Ha yCTpOVICTBaX HE TOJIbKO Npu UCNoJib30BaHUN NPUNOXEHUA.

5.10. YcTaHoBKa KoHCTpyKTOpa 0T4eTOB

KOHCTpPYKTOp OTYETOB MO3BOJIAET CO34aBaTb W YMNpaBnsTb 3anpocamu U
noapo6HbIMM OTYETaMU Ha OCHOBE 3anpocoB B GravityZone.

MocTponTenb 0TYETOB COCTOMT U3 ABYX poJien - basbl AaHHbIX u [poLeccopos,
KOTOpble MOCTaBASAOTCS BMECTe C BUPTYasbHbIM yCTpoNCTBOM GravityZone u
JOMKHbI 6bITb YCTAHOBMEHbI OTAENbHO APYr OT Apyra u oT ApYrux posen
GravityZone. NMocne yctaHoBku MNocTpouTens OT4YeToB, B Ballen cpepe GravityZone
JOJMKHO 6bITb 3aMNyLLLEHO KaK MMHUMYM TpU 3K3eMMsipa BUPTYasibHbIX YCTPONCTB
GravityZone, kak onncaHo HUXe:

« OAVH MM HECKONBbKO 3K3eMMJISIPOB BUPTYasnbHOro ycTponcTtea GravityZone ¢
BCEMMW YCTaHOBJIEHHbIMW poniaiMu, KpoMe Basbl faHHbIx [ocTpouTena OTyeToB
u MNMpoueccopos NocTpoutens OTYeTOB.
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. OAuH aK3emnnsp BUPTYyanbHOro ycTpoitctea GravityZone ¢ yCTaHOBJIEHHOW
ponbto basbl gaHHbIX MocTpoutens OTYeTOB.

o OpuH ak3eMnnsip BUPTyanbHOro yctponcTea GravityZone ¢ yCTaHOBNEHHOM
ponbto Mpoueccopos MNMocTpontensa OTyeToB.

[ns nnaBHOW yCTaHOBKM CHauyana y6eauTecb, YTO Balla BUpTyasibHasa cpena
COOTBETCTBYeT Tpe6oBaHNAM K 060pyA0BaHMWIO U MPOrpaMMHOMY 06ecreyeHuto.
Torpa Bbl A0/HKHbI UMETb MOA, PYKOM:

« 06pas BupTyanbHoro yctporncTtBa GravityZone, KOTopbIv 6yAeT UCNONb30BaH
ansa yctaHoBku ponen basbl [aHHbix MNocTpouTtena OTyeToB 1 Mpoueccopos
MocTpoutensa OTyeToOB.

« DNS-umsa nnm IP-agpec BupTyasnbHoro yctponctea GravityZone, Ha KOTOpOM
yCcTaHoBeHa poJib basbl [laHHbIx GravityZone.

. WMs nonbsoBatensa M naposib agMUHUCTPaToOpa AOMEHa.

. [aponb ansa 6a3bl faHHbIX GravityZone Ecnu Bbl ero 3abbinu, Bbl MOXeTe
co34aThb elle OAUH B KOHCOJIbHOM MHTepdence ycTponcTBa GravityZone

YcTaHoBKa KOHCTpYKTOpa 0TUYeTOB npeAnosiaraeT ABa aTana:
« YcTaHoBKa 6a3bl aHHbIX KOHCTPYKTOpa 0TYeTOoB
. YcTaHoBKa npoueccopoB KOHCTpyKTOpa 0TYETOB

Haunydwee peleHuve - cHavyana yctaHoBuUTb GravityZone n HacTtpouTb Control
Center (ecnv Heo6x0AMMO), 3aTeM 06HOBUTb GravityZone, pasBepHyTb 3alMTY Ha
KOHEYHbIX TOYKaX U, B KOHLe YCTaHOBUTb poJib KoHCTpykTopa OTYeToB.

BaxHo
CHavana Heo6x0AMMO YCTaHOBUTb Posib 6a3bl faHHbIX Report Builder, a 3aTem ponb
npoueccopor Report Builder.

5.10.1. YcTaHoBKa 6a3bl AaHHbIX KOHCTPYKTOpa 0TYETOB

basa paHHbIx Report Builder 3To nepBasi posib, KOTOPYH BaM HYXXHO YCTAHOBUTb.
[na ycTaHOBKM JaHHOW pou:

1. UMmnopTupyinTe BUpTYasibHOE yCTPoMCTBO GravityZone B Bally BUPTYasibHYHO
cpeay.
2. BkntouuTe ycTpomcTBo.
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3. MMonyumTe fOCTYyN K MHTepdency KoHconmn ycTpoincTea GravityZone, us Bauero
MHCTPYMeHTapus yrnpaBieHusi BUpTyanusaumen.

4. 3apanTe naposib CUCTEMHOr0 aJMUHUCTpaTopa AN BCTPOEHHOW Yy4YeTHOM
3anucu bdadmin.

5. Bongute B cuCTeMy C MaposieM, KOTOPbIA Bbl YCTAHOBWUAWU Ansi AOCTyna K
nHTepdency KoHburypalmm ycTponcTea. Micnonb3aynTe KNaBuULLIK Co CTpenikaMmum
W KnaBuWy Tab AN HAaBUrauuMu no MeHo U onuusaM. HaxxmuTte Enter Ans

Bbl6Opa onpeaeneHHbIX ONLUN.
MepBoHayanbHO MHTepdeNC ycTponcTBa NPpeACTaBEH Ha aHTTIMIICKOM S3bIKe.

YT06bI UISMEHUTD S3bIK MHTepdeiica:
a. Bbi6epuTe Configure Language 13 rnaBHOro MeHH.
b. Bbi6epuTe A3bIK M3 AOCTYMHbLIX BApUaHTOB. [0ABUTCSA OKHO NMOATBEPXKAEHUS.

MpumeyaHmne
Bbl BOMKHbI MPOKPYTUTL BHU3, YTO6bI HAWTU CBOM A3bIK.
c. Haxmunte OK, 4T06bI COXpaHUTb U3MEHEHNS.

6. Mepengute Kk PaclumpeHHble HacTpoWku U BbliGepuTe [MogKnioueHue K
cyliecTBylow,el 6a3e faHHbIX .

BeeauTe IP-agpec n naponb B 6a3e AaHHbIx GravityZone.

B MeHi0 [lononHuTenbHble HacTPOWKU Bbibepute YcTaHOBUTL / YpanuTb
ponu .

9. Mepengute K [lobaBneHue unu yaaneHue ponen n Bbibepute basa AaHHbIX
Report Builder. Haxxmute KHOMKy  IIpo6em , 4TO6bl BbI6paTb, YTOObI

YCTaHOBUTbL 3TY pPOJib, 3aTEM BrecTu . HaxxmuTte ewye pa3 BsecTu , 4yTObbI
noaoTBepAnUTb N A0XAAaTbCA 3aBepLUeHNA YCTaHOBKN.

Mpumeyanne
basa gaHHbIX Report Builder yCTaHaBNIMBaKOTCA N 3aMyCKakoTCA TOJIbKO OTAEeJIbHbIM
9K3eMnnapom. Pe3epBHb|e Konun pennMKauMﬁ He noaaep>XXuBarTcA.

5.10.2. YctaHoBKa npoueccopoB KOHCTPYKTOpa 0TYeTOB

Mpoueccopsbl Report Builder 3To BTOpas posib, KOTOPYHO BaM HY)XXHO YCTaHOBUTb.
[nsi ycTaHOBKU AaHHOW POJU:
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1. MMnopTupyiTe BUpTYyasibHOe yCTpoitcTBO GravityZone B Bally BUPTYasibHYHO
cpeay.
Bknounte yCTPONCTEO.

Monyunte pocTyn K WHTepdency KOHCONMU BUPTYaslbHOMO YCTpOMCTBA
GravityZone v3 Ballero MHCTPYMEHTapus ynpaBeHus BUPTyanu3aLmen.

4. 3apanTe naposib CUCTEMHOro aAMMWHUCTpaTopa AN BCTPOEHHON Y4YeTHOM
3annucu bdadmin.

5. Bongute ¢ naponem, KOTOpbIA Bbl YCTaHOBUNW. Bbl nonyuuTe goctyn K
uHTepdericy KoHUrypaumm ycTpoicTea. Mcnosb3yinTe KnaBuLLK CO CTPESIKaMu
W KNaBuWy Tab AN HAaBUrauuv no MEeHI U onuusaM. HaxmuTe Enter Ans

Bbl6Opa onpeaeneHHbIX OMLuui.
MepBOHaYanbHO NHTepdeNc ycTporncTBa NPpeACcTaBeH Ha aHINIMIACKOM A3bIKe.

UT06bl U3MEHUTb A3bIK MHTepdeica:
a. BbibepuTte Configure Language 13 rnaBHOro0 MeHHO.
b. Bbi6epuTe A3bIK U3 AOCTYMHbIX BApUaHTOB. [10ABUTCSA OKHO NMOATBEPXAEHUS.

Mpumeyanmne
Bbl AOMKHbI MPOKPYTUTb BHU3, YTOGbI HAWTU CBOMN A3bIK.

c. Haxmute OK, 4TO6bI COXpaHUTbL U3MEHEHUS.

6. MNepengute Kk PaclumpeHHble HacTpoWku u BbiGepuTe [logknioueHue K
CyLL,eCTBYIOLLEel 6a3e AaHHbIX .

BeeanTe IP-agpec n naponb B 6a3e AaHHbIx GravityZone.

B mMeHio [lononHuTenbHble HACTPOUKK BblbepuTe YcTaHOBUTL / YaanuTb
ponm .

9. Mepengute K JlobaBneHne unu ypaneHme ponei n Bbibepute baza AaHHbIX
Report Builder. Haxxmute KHOMKy Iipo6en , 4YTO6bl BbliOpaTb, YTOObI
YCTaHOBUTb 3Ty POSib, 3aTEM BsecTy . HaXMuTe ewie pad BeecTu ,YTOObI
noATBEPAMTDL U NOXAATbLCS 3aBepLUEHUS YCTAaHOBKM.

MpumeyaHmne

Mpoveccopbl Report Builder ycTaHaBnMBaloTCA U 3aMycKatoTCs TONbKO OTAENbHbIM
3K3EeMMIAPOM.

YcTaHoBKa 3aWuThl 193



unfollow the traditional

Mocne ycTaHoBkM KOHCTpyKTOpa OT4YeTOB B pasgene  Ortyetbl Control
CenteroTo6paxaeTcs HoBas onuus 3anpochl .

Ponu 6a3bl faHHbIX 1 06paboTymka KOHCTpykTOpa 0TY4eTOB OTO6GpaXkaroTcs B
pa3pene UHppacTpyktypa cTpanuubl KoHdurypayua>06HOBNeHue BMecCTe C
apyrumu ponsimu GravityZone.

5.11. iucnetyep ydyeTHbix AaHHbIX (Credentials Manager)

OuncneTtyep yyeTHbIX AaHHbLIX MOMOXET BaM OMpefesnTb y4YeTHble AaHHble,
Heob6xoanMble ans [OoCTyna K uMerowmmcsa pecypcam vCenter Server, a Takxke
ona y,D,aJ'IEHHOﬁ aYTEHTMd)MKaLI,VIM B pasJINyHbIX onepaynoHHbIX CUCTEMaAX BaLleun
ceTun.

YTobbI OTKPbITb AUCNeTYep y4YeTHbIX AaHHbIX, HAXXMUTE Ha UMA NOJIb30OBaTesNd B
npaBoOM BEPXHEM Yyriny CTpaHuLbl N Bbl6epI/ITe ﬂucnequp Y4YeTHbIX AaHHbIX.

Welcome, Admin

My Account b
Credentials Manager “
Logout

MeHio aucnertyepa y4eTHbIX AaHHbIX

OkHO JlucneTyep yyeTHbIX faHHbIX COAEPXXUT ABe BKIIaAKU:
. OnepauunoHHas cucTema

. BupTtyanbHas cpepa

5.11.1. OnepauunoHHas cuctema

Ha Bknagke Operating System, Bbl MOXeTe ynpaBisiTb YYETHbIMU JaHHbIMU
aflMMHUCTPATOpPa, HEO6XOAUMbIMU AN YAANEHHOW ayTeHTudMKaLMn Bo BpeMs
YCTaHOBKM, OTNPaBKM 3aad AJi KOMMNbIOTEPOB M BUPTYasibHbIX MaLUUH B BaLLEW
ceTu.

YT06bI f,06aBUTb HAGOP YYETHbIX faHHbIX:
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GravityZone Welcome, admin %

Dashboard

Operating System  Virtual Environment

Network
Credentials
Packages
Tasks
Policies User Password Description Action

Assignation Rules =
9 wmin e ®
Reports

Quarantine

[ucneTyep yyeTHbIx faHHbIx (Credentials Manager)

1. BBeauTe MMA Nosib3oBaTeNs U NapoJib YY4eTHOW 3anucu agMUHUCTpaTopa Ans
Ka)k ol TpebyeMoi onepaLlnoHHON CUCTEMbI B COOTBETCTBYIOLMX MONAX B
BepXHel YacTu Hafl, 3aro/IoBKOM TabnuLbl. Mpu kenaHuK, Bbl MoXeTe 06aBUTb
onucaHune, KOTOPOE NMOMOXKET BaM NPOoLLLEe onNpeAenuTb KaXKabl akkayHT. Ecnu
KOMMNbIOTEPbl HAaXOAATCA B JIOMeHe, 4OCTaTOYHO BBECTU Y4YeTHble AaHHble
aAMUHUCTpaTopa AoMeHa.

Wcnonb3ayiiTe npaBuna umeHoBaHua Windows npu BBOAE MMEHU yYETHOM
3anucu:

. [Ona mawuH u3 cnyx6bl kaTanoroB Active Directory ucnonbsyinte
CrnepyroLni CUHTaKCUC: username@domain.com U domain\username.
YT06bI 6bITb YyBEPEHHBLIM, YTO BBEIEHHbIE YUYETHbIE AiaHHbIE 6YAyT paboTaTb,
nob6aBbTe nx B obounx Buaax (username@domain .com n
domain\username).

o [nAa MawuH n“3 paboyei rpynnbl [OCTAaTOYHO BBECTU TOJIbKO WUMS
nonb3oBaTensi 6e3 MMeHU paboyen rpynnbl.

2. Haxxmnte kHonky @ [l06aBUTb B BepxHen yacTu Tabnuubl. HoBbIM Habop
YYeTHbIX laHHbIX 6yeT fob6aBneH B Tabnmyy.

Mpumeyanue

Ecnu Bbl He yKasanu yuYeTHble AaHHble, BaM 6yaeT He06X0AMMO BBECTU UX NpuU
3anycke 3ajjauM YCTAHOBKWU. YKasaHHble YYeTHble [aHHble aBTOMaTU4YecKu
COXPaHAITCA B AUCNETYEPE YYETHbIX AAHHbIX, TaK YTO BaM He NpuaeTcs BBOAUTb
UX B CcrefyroLummn pas.
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5.11.2. BuptyanbHas cpega

Ha Bknagke Virtual Environment Bbl MO)eTe ynpaenAaTb Y4€THbIMU AAaHHBbIMW OJ1A
OOCTYNMHbIX BUPTYaJibHbIX CEPBEPHbIX CUCTEM.

[ns poctyna K BUPTyanbHOWM MHbpACTPYKTYpe, UHTerpupoBaHHoi ¢ Control Center,
Bbl JOJDKHbI YKa3aTb CBOW YYETHbIE AaHHbIe A1 KaXXA0N JOCTYMNHOW CEPBEPHOM
cuctembl. Control Center ucnonb3ayeT BallK yYeTHbIe faHHble AS1si NOAKIHOYEHNS
K BUPTYasibHOW MH(BpPACTPYKTYype, 0To6paXkas TOJIbKO Te pecypcbl, K KOTOPbIM Y
Bac ecTb A0CTYynN (3agaeTcs Ha BUPTyaNibHOM cepBepe).

UTo6bl 3afaTb Y4YeTHble AaHHble, Heob6xoAuMmble ANs MNOAKIOYEHUS K
BUPTYyasibHOMY CepBepy:

1. BbibepuTe cepBep U3 COOTBETCTBYHOLLENO MEHHO.
Mpumevanue

Ecnu meHo HeOOCTYNHO, 3HaYUT MHTEerpauua ewe He 6blna BbIMOSIHEHA UK BCe
Heo6xoAuMble y4yeTHble AaHHble Y)Ke€ HAaCTPOEHbI.

2. BBeauTe MMsA nNosib3oBaTesis, Naposib U NOAX0OASLLEe ONUCaHNeE.

3. HaxmuTte kHonky & [lo6aBUTb. HOBbIV HA6OP YYETHLIX AaHHbIX 6yAeT Ao6aBrieH
B Tabnuuy.

Mpumeyanue

Ecnu Bbl He HACTPOUIM YUYETHbIE AaHHble B AUCTETYEPE YUYETHbIX AaHHbIX, BaM
6yaeT Heo6X0AMMO BBECTY UX, KOrAa Bbl 6yAeTe NbiTaTbCA NPOCMOTPETL PECYpChbl
no6oit BUPTyann3oBaHHOW CepBepHOM CUCTeMbl. EAMHOXAbI BBeAsA Baluu
y4YeTHble AaHHble, OHM 6y Ay T COXPaHeHbI B BalleM MeHeaXKepe yYeTHbIX AaHHbIX
1 BaM He NpUAEeTCA BBOAMTb UX MOBTOPHO B AeSibHENLIEM.

BaxxHo
Bcakum pas3, Korga Bbl U3MeHsAeTE cBOM naposib nonb3oBaTtenda BUPTyasibHOro
cepBepa, He 3a6yp,bTe TakXXe 06HOBUTb ero B auncnetyepe y4eTHbIX AaHHbIX.

5.11.3. YpaneHue yyeTHbIX aHHbIX U3 AUCneTyepa yyeTHbIX JaHHbIX
YT106bI yoannTb yCTapeBLllne y4eTHblI€ AaHHbIE U3 AUCNeT4Yepa Y4€THbIX AaHHbIX!

1. HaxmuTe Ha CTPOKY Ta6J'II/IL|,bI, coaepxalyr y4yeTHble faHHble, KOTOPbl€ Bbl
XO0TUTE yaannTb.
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2. HaxmuTe KHomky ' YaanuTb C NpaBoi CTOPOHbI COOTBETCTBYHOLLEN CTPOKM
Tabnuubl. BoibpaHHbIN akKayHT 6yaeT yaaneH.
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6. ObHOBJIEHME GRAVITYZONE

Bitdefender ny6nukyeT Bce 06HOBNEHMA NPOAYKTA U MEXAHU3MOB 3aLLUThI Yepes
cepBepbl Bitdefender B MHTepHeTe. Bce 06HOBNEHUA 3alundpoBaHbl U UMeT
undpoByto NOANUCK, YTOBbI UX HeSb3s1 6bINI0 NoAJeNaThb.

GravityZone BKJItoYaeT B Ce651 posib cepBepa 06HOBEHWUN, peAHa3HaYeHHON s
LEHTPaSIM30BAHHOIO pPacnpoCTpaHeHUsi OGHOBJSIEHUM B BaLUEM OKPY>KEHUM
GravityZone. CepBep 06HOBNEHMIN NPOBEPSIET W 3arpy>kaeT BCe AOCTYMHble s
GravityZone 06HOBEHMS OT cepBepoB 06HoBNeHuI Bitdefender B UHTepHeTe, uTO
JenaeT Ux AoCTYNHbIMU B NIOKanbHOM ceTu. KoMnoHeHTbI GravityZone MoryT 6bITb
HacTpOeHbl Ha aBTOMaTU4YeCckoe 06HOBJIEHNE C JIOKaNbHOIo cepBepa 06HOBMEHUN
BMeECTO cepBepoB B IHTepHeT.

Korga poctynHo HoBoe 06HOBIEHME, GravityZone yCTPOMCTBO, areHT 6€30MacHOCTH
unm Security Server npoBepsieT UUPPOBYHO MNOAMNUCH OOHOBNEHUS ANA
ayTeHTUdUKaL KN N coaepMMoe NakeTa Ansd ob6ecrnevyeHns LLesIoCTHOCTU. 3aTeMm
Kaxabln dann o6HOBMEHWUS aHaNM3UPYeTCs,, U ero Bepcua MNpoBepsieTcs Ha
COOTBETCTBME YCTaHOBNEHHOW. bonee HoBble daisbl 3arpykaroTcs IoKanbHO U
npoBepsatoTCA Ha cooTBeTcTBUE Xxawy MD5, 4Tobbl y6eAnTbCs, YTO OHM He
N3MEHEHDI.

Ecnv B KaKoW-TO MOMEHT MpoBepKa He 6blsla NpoWaeHa, NpoLecc 06HOBJIEHUSA
OoCTaHaB/IMBaeTCsA, BO3Bpalias owubkKy. B npoTuBHOM cryyae o6HOBEHUE
cunTaeTcs AeACTBUTENbHBIM U TOTOBbLIM K YCTaHOBKeE.

Y1061 06HOBUTbL NPUGOPLI GravityZone, ycTaHOB/EHHbIE B BaLLel Cpee, v NakeTbl
YyCTaHOBKM KOMMOHeHTOB GravityZone, BonanTe B CUCTEMY C YUYETHOW 3aMnnchbio
agMuUHUCTpaTopa KoMnaHum u nepengute k Configuration > Update .

6.1. 06HOBNEHMe ycTpoicTB GravityZone

Yepes o6HoBNEHUA ycTpoiicTB GravityZone Bitdefender BbinyckaeT HoBble yHKLMM
M ynyJaet yxe cyuiecTByrowme. Nix MoxkHo yBugaeTtb B Control Center.

MNepepn 06HOBMIEHMEM, BAM HEO6X0AMMO MPOBEPUTL CleayHoLLee:

« CocTosHNe 06HOBNEHUS

« Jltobyto nHdopmaumo nnm NnosiBRsAoLWMeca npeaynpexaaroLme coobLeHmsn
« )KypHan nameHeHum

ans NMpPoBEPKN COCTOAHUA OGHOBJEHUSA:
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1. MNepengute B pasgen Koudurypauyus > O6HoBneHus > Ponu GravityZone .

2. Nog pasgenom TeKyL Mt cTaTyc MPOCMOTPUTE COOBLLEHNE, YKa3biBatOLLEE Ha
obwmn ctatyc obHoBneHus. Ecnm GravityZone Hy)xaaeTcs B OOHOBEHUN,
KHonka O6HOBUTb CTaHET aKTUBHOMN.

3. Mop pasgenomM UHdpacTpyKTypa, NpOCMOTpUTE AeTanu ANs KaxAaon ponu
GravityZone, pasBepHyTol B BaLlel ceTW. Tak Kak posivi 06HOBASKOTCS OTAESbHO,
O KaXKA0M poSiv Bbl MOXKETE YBUAETD: UMS YCTPONCTBA C AaHHOW POJbIO, €ro
IP-appec, TeKyLLyt BEPCUIO, NOCNeLHEE AOCTYNHOE OOHOBIEHNE U COCTOSIHNE
06HOBIEHNS.

YT06bl MPOCMOTPETb XXYPHaJ USMEHEHUI:
1. Mepengute B paspen KoHpurypaums > O6HoBneHus > Ponu GravityZone .

2. HaxxmuTe Ha ccbinky MpocMoTpeTb XXypHan uaMmeHeHu. MNosiBMBLLEECS] OKHO
0TO6pPa3nT CMUCOK CO BCEMWU BEPCUAMU U U3MEHEHUSIMU, KOTOPbIE OHM
BKJIOYaloT.

MpuMeyaHusa K BbIMYCKY KaXk0M HOBOW BepCcUM NMPOAYKTa Takxke NybnmkytoTcs
Ha Bitdefender Support Center.

Bbl MOXeTe 06HOBUTbL GravityZone aByMA cnoco6amu:
o BpyuHyto

« ABTOMaTMYECKU

6.1.1. 06HOBNEHNE BPYYUHYIO.

BblibepuTe gaHHble MeTof YTO6bl MMETb MOJSIHbIA KOHTPOJSb Haj MPOLLECCOM
06HOBNEHUA.

[ns pyyHoro o6HoBneHus GravityZone:
1. Mepengute B paspen KoHpurypaums > O6HoBneHus > Ponu GravityZone .
2. Haxmute KHonky O6HOBUTDb (€C/IM aKTUBHA).

O6HOBJIEHME MOXXET 3aHATb HEKOTOopoe Bpems4. |_|0)KaJ'Iyl7ICTa, noxXxautecb
OKOHYaHWSA 06HOBJIEHUS.

3. OuucTtuTe K3W Hpaysepa.

Bo Bpems 06HoBneHusi Control Center BbIBOAWUT U3 CUCTEMbI BCEX MOJIb30BaTENEN
U MHbOpPMMpPYeT UX O MPOBeAEHUUM OGHOBMEHUS. Bbl cMoXeTe MpocMOTpeTb
JleTasibHbIN Nporpecc npouecca 06HOBMEHUS.
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Mocne 3aBeplueHnsa o6HoBneHus Control Center 0TO6pasuT CTpaHWLy BXoAa B
YYETHYHO 3aMnucChb.

6.1.2. ABTOMaTUyeckoe 06HOBJeHUe

Mpu ycTaHOBKe OGHOBMEHMI aBTOMAaTUYECKM, Bbl GyfeTe yBepeHbl, YTO Ha
GravityZone Bcerga ycTaHOBJIEHbI HOBENLIME GYHKLMU U MEXAHU3MbI 3aLUUTHI.

B GravityZone umetoTcsa ABa Tuna aBToMaTU4eCKNX O6HOBNEHWUI:
« O6HOBMEHMA NPOAYKTOB

o (O6HOBEHUSA CTOPOHHENO NPOrpPaMMHOro obecrneyeHus

O6HOBNEHMS NPOJYKTOB

[aHHble 06HOBNEHNUA NPUBHOCAT HOBble GYyHKUMKM B GravityZone u ycTpaHsaOT
Npo6seMbl, CBA3aHHbIe C 3TUMU DYHKLMAMM.

Tak Kak 06HOBJIEHUS MeLlalT Nofb30BaTeNsAM GravityZone, OHM MOryT 6bITb
3anyLweHbl Mo pacnmcaHuio. Bbl MOXeTe 3aruiaHmpoBaTb 06HOBJIEHUE B yﬂ,06HbIe
BaM vacel. [1o YMOJI4aHUO aBTOMaTn4eCckume 06HOBNIEHUSA NnpoAYyKTa OTKJTHOYEHDbI.

YT06bI BKITHOUYAUTD M 3amSlaHMpPOBaTh 06GHOBJIEHUS NPOAYKTa:
1. Mepengute B paspen KoHpurypauus > O6HoBneHus > Ponu GravityZone .
2. BblbepuTe BKnounTb aBTOMaTUYecKoe 06HOBNeHUs npoayKTa GravityZone.

3. YctaHoBuTe lMoBTOpeHue Ha ExxepHeBHO , ExxeHepenbHo (Bbl6epute 0AuH
WU HECKOJIbKO AHeN Hegenu) Unn ExxeMecsiuHo.

4. Onpepenute UHTepBan. Bol MoXeTe 3annaHMpoBaTb BpeMs Havana rnpotecca
06HOBJIEHMS], KOTfa AOCTYMHO HOBOE OGHOBIEHUE.

Mo ymonuanuto, GravityZone BbiBOAUT Npegynpexgatoliee cooblieHne BCEM
nonb3oBatensam Control Center 3a 30 MMHYT A0 Hayana aBTOMATUYECKOro
O06HOBNEHUSA. [N OTKIIOYEHMSA OMOBELLEHNS, CHUMUTE haxok ¢ 30-MUHYTHOe
onoseLLeHne 0 NPOCTOoNAX nepen, o6HOBNEHUEM.

O6HOBNEHUS CTOPOHHEro nporpaMmMHoro obecneyeHus

BupTyanbHoe ycTpoicTtBo GravityZone noggepXXuBaeT Cepuu MpOrpaMMHbIX
NMPOAYKTOB OT CTOPOHHUX MOCTABLUMKOB. [laHHble TUM OGHOBJIEHUI HaLeneH
CKopelillee Ha ucnpaeneHus Takoro [0, MckoYass BO3MOXHble PUCKM
6€e30MacHOCTH.
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[aHHble 06HOBNEHMSA 3anycKatoTcsl 6eCLUYMHO M He npepbiBatoT paboTy ¢ Control
Center.

Mo ymonyaHuio faHHas GyHKUMA BKIOYEHA. [N OTKIIHOUYEHUS GYHKLMMU:

1.
2.

MepenanTte B pasaen KoHdpurypauus > O6HoBneHus > Ponu GravityZone .

CHuMUTe pnaXkok ¢ onuuv BKnouuTb aBTOMaTUUYECKYIO 3arpy3Ky 06HOBJIEHUM
6e3o0nmacHOCTH AN CTOPOHHMX KOMNOHeHTOB GravityZone.

B maHHOM cnyyae ucnpaefieHua Ans cTopoHHero MO 6yayT ony6MKoBaHbl
BMecTe C 06HOBNeHneM npoaykTa GravityZone.

6.2. HacTpoitka cepBepa 06HOBJIEHMIA

Mo ymMonuaHuto, cepBep OGHOBJEHUWA 3arpyxaeT OGHOBNEHUS U3 UHTepHeTa
Kakabli Yyac. He pekoMeHayeTcsl U3BMeHATb HaCTPOMKM MO YMOJIYaHUIO cepBepa
OB6HOBJIEHUN.

[lns NnpoBepKM U HAaCTPOWKM NapamMeTpoB cepBepa 06HOBMIEHWUM:

1.

MepenguTte Ha cTpaHuly O6HoBneHue B Control Center n oTkponTe BKNagKy
KOMMOHEHTBI .

HaxmuTe kHonky HacTpolkMu B BepxHell 4YacTu MaHenu cneBa, YToobl
0TO06pa3nTb okHO MapamMeTpbl cepBepa 06HOBNIEHUM .

B pasgene O6HOBUTL KOH(Urypauuio cepeepa Bbl MOXETE MPOBEPUTH U
HaCTPOUTb OCHOBHbIe NMapaMeTpbl

. Appec naketa. Aapec 3arpysku nakeTta

. 06HOBUTb agpec. CepBep 06HOBNEHWNI HACTPOEH AJ1S1 NPOBEPKU M 3arpy3Ku
O6GHOBJIEHU C MOMOLLLbIO 0BHOBJIEHNSA 06HOBII. Bitdefender.xom: 80.
9T0 06WMIn agpec, KOTOPbI aBTOMATUYECKN OMNpeaenseT 6avxanwmnm K
BaM cepBep, XpaHsLwmin o6HoBneHus Bitdefender B BaweM pervoxe.

« [Mopt. lpu HacTpoinKe pasMyHbIX KOMMOHeHTOB GravityZone, nAns
06HOBJIEHMS C cepBepa 06HOBMIEHMI, Bbl fO/DKHbI MPeA0CTaBUTb 3TOT NOPT.
Mo ymonyaHuto nopt 7074.

. |IP-agpec. IP-agpec cepBepa 06HOBNEHUN.

. MMepuop o6HOBNEeHUA (Yackl). Ecnu TpebyeTcs UIBMEHUTL NEPUOANYHOCTb
06HOBMEHUS, BBeAWTE B 3TOM MOJie HOBOE 3HauyeHue. 3HayeHue Mo
yMon4yaHuio - 1.
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4. Bbl MOXeTe HaCTPOUTb CepBep 06HOBJIEHUI Al aBTOMAaTUYECKOWN 3arpy3ku
Security Server 1 Ha6opOB KOHEYHbIX TOYEK.

5. CepBep 0O6HOBNIEHUA MOXXET BbICTYNaTb B KayecTBe LJIO3a ANS AaHHbIX,
oTnpaBnsieMbIX KIMEHTCKMMU npoaykTamu Bitdefender, ycTtaHoBNeHHbIMU B
ceTu, Ha cepBepbl Bitdefender. 3Tn faHHble MOTyT BKJIOUYATL B Ce651 aHOHUMHbIE
OTYeTbl O BUPYCHOM aKTUBHOCTM, OTYeTbl O CHOAX MPOAYKTA M [aHHbIX,
MCMONb3yeMbIX ANl OHNaWH-perncTpauun. BknroyeHre ponen wo3a MoXxeT
oKa3aTbCA NoJie3HbIM B LieNAX KOHTPOoSA TpadmKa, a Takke B ceTsAx 6e3 gocTyna
B MIHTepHer.

MpumeyaHue

Bbl MOXXeTe B 11060€ BPeMSI M0 XXeSaHUIO OTKIIHOUYUTb MOZYM MPOAYKTA, KOTopble
oTnpaensalT B Nnabopatoputo Bitdefender ctaTucTuky u flaHHble o c6osix. Bbl
MOXeTe UCMofb30BaTb MOMAUTUKU ANS1 YAANEHHOro YnpaBieHUs 3TUMMU
napameTpamu Ha KOMMbIOTEpax M BUPTyasibHbIX MaLLMHaXx, ynpasnsieMbix Control
Center.

6. Haxmute CoxpaHuTb.

6.3. 3arpy3ka 06HOBJIEHWIA NPOJYKTOB

Bbl MOXeTe MPOCMOTPEeTh MHOPMALMIO O CYLLLECTBYHOLLMX MAKETaX KOMMOHEHTOB
GravityZone Ha Bknagke KomMnoHeHTbl . [locTynHas MHbopMaLusa BKOYaeT
TEKyLLYH BEpCUto, 0GHOBIIEHHYIO BepCUto (ecniv TaKOBble UMEIOTCS) U CTaTyC
BbIMOJIHEHUS onepaLnin 06HOBJIEHUS.

YT106bI 06HOBUTbL KOMMOHET GravityZone:

1. Mepengute Ha cTpaHuyy O6HoBneHne B Control Center n oTKponTe BKNaaky
KoMnoHeHThI .

2. Bbl6epuTe KOMMOHEHT, KOTOPLIN Bbl XOTUTE 06HOBUTL, B cncke MpoAyKThI.
Bce gocTynHble Bepcun 6yayT oTo6paxkaTtbes B Tabnumue MakeTbl . YcTaHoBUTE
(naxok, COOTBETCTBYIOLLMIA BEPCUM, KOTOPYHO Bbl XOTUTE 3arpy3nTh.

MpumeyaHue

HoBble NakeTbl 6yAyT HAXOANUTHLCA B COCTOSIHUM He 3arpy)keHHble . Kak TobKo
60nee HoBan Bepcun byaeT BbinyLeHa Bitdefender, camas cTapasi HesarpykeHHasn
Bepcus 6yfeT yaaneHa us Tabnuubl.
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3. Haxmute [elcTBUSA B BEPXHEN YacTu Tabnuubl 1 BbibepuTe ONy6NMMKoBaTb.
BypeT 3arpy)eHa biblbpaHHasi BEpCUsi, CTaTyC U3MEHUTCSI COOTBETCTBYHOLLMUM
o6pa3oM. O6HOBUTE COAEPKMMOE TabnunLbl, HaxkaB KHoMKy Refresh v npoeepbTe
COOTBETCTBYHLLUM CTATYC.

BaxHo
YcTponcto GravityZone He BKJItoUaeT B cebs makeT Security Server no ymonyaHuto.
Bbl AO/MKHbBI BPYUHYHO 3arpy3uTb nakeT Security Server, He06X0AMMbIW AJ1s1 BaLLen
cpeabl.

6.4. 06HoBNEHMS [IpOMEXYTOYHON Cpeabl

MpOMeXyTOUYHbIN PEXMM NO3BOJISIET TECTUPOBATL HOBbIE HAOOPbI UM 06HOBNEHNS
NPOAYKTa BO BKJIFOYEHHOW M KOHTPOSIMPYEMOM Cpefe Nepes TeM, Kak My6IMKoBaTb
ux B cBoei ceTu. NMpoMexXyTouHoe OKpYXXEeHUEe JO/MKHO KaK MOXHO 60/1ee TOYHO
oTpaxaTb peasibHyto paboTy [enasi 370, Bbl MOXETe MaKCMMMU3NPOBaTb CBOM
LLIAHCbI HAUTK NIto6bIe NPO6IEMbI, KOTOPbIE MOTYT MOSIBUTLCSA B BalLEM OKPY>KEHWUM,
npexge YeM BbIMycKaTb BEPCUIO B MPOUSBOACTBO.

MPOMEXYTOUYHbIN peXuM Takxe MNO3BONSeT BaM co3faTb MNOAUTUKY AnNA
KPUTUYECKUX KOHEYHbIX TOYeK. Bbl MOXKeTe 06HOBUTb 3TW KOHEYHbIE TOUKN TONIbKO
nocse TOro, Kak OGHOBMEHMA O6blN MPOTECTUPOBaHbl B MPOMEXYTOYHOM
OKPY>XE€HMU U Ha HEKPUTUYECKMX KOHEYHbIX TOYKax. [lononHUTeNbHbIE CBeEHUS
CM. B pasgene «[y6mKauma ¢ NoMoLbio AocTyna o6HoBneHus» (p. 211).

MpumeyaHmne
o [lo ymonyanuto ¢pyHKLMSA [TPOMEXXYTOYHOIO TECTUPOBAHNS OTKJIHOYEHA.

o Security Server (VMware c NSX) He nopaepxuBaeT [lpoMexyTouyHoe
TecTUpoBaHue

« BEST for Windows Legacy He noafiep>XuBaeT NOCTaHOBKY. YCTapeBLUNEe KOHEYHbIe
TOYKM B MPOMEXYTOYHOM MECTOMOMOXEHUN [AOMKHbI OblTb NMepeMeLleHbl B
NPOV3BOACTBEHHOE MECTOMOJIOXEHNE.

6.4.1. TpeboBaHUs K cUCTEME

MpoMexxyTouHaa MHCTannAuusa TpebyeT, yTobbl MHbpacTpykTypa GravityZone
YAOBNETBOPSANA ClefyHoLMM YCIIOBUAM:

o CepBep 06HOBNEHNM JOMKEH 6bITb YCTAHOBJMIEH OTAENIbLHO Ha BUPTYanbHOM
yCTpOWCTBeE.
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Ecnmny Bac ecTb cepsep 06HOBJIEHWI U APYTUe POSIU HA YCTPOUCTBE, Bbl AOSKHbI
BbINOSIHATL ClIEAYHOLLME LWaru:

1. YpanuTe ponb cTaporo cepeepa 06HOBJIEHUN.
2. PasBepTblBaHWe HOBOro yTpowncTea GravityZone

BaxxHo
He yAanoCcb YCTaHOBUTb POJib

3. MNopgkntounte HOBOE YCTPOMCTBO K CylecTBylOWen 6a3ze [AaHHbIX
GravityZone.

4. YcTaHOBUTe CepBePHYIO POJib HAa HOBOE YCTPOMCTBO.

JononHutenbHyto MHbopMaLuio 06 ycTaHoBke ponen GravityZone cm. B
pasgene «YnpaBneHue ycTponcTeom GravityZone» (p. 112).

YcTponcTBo cepBepa 06HOBIEHUI [0JIKHO 6bITb He MeHee 120 I'b.

Yctpouicteo Web Console gosmkHo 6b1Tb He MeHee 120 I'b.

6.4.2. icnonb3oBaTb NPOMEXYTOYHbIN PEXUM

YT06bI HAaCTPOUTb NMPOMEXYTOYHOE OKPYXXEeHUe U nNpoTectupoBaTb nocrsiegHue
06HOBJIEHUS, Bbl AOJDKHbI:

1.

A I A

BKnounTb MPOMEXYTOUHbIN 3Tan WM oOnpefeNnuTb HACTPOMKU cepBepa
O6HOBNIEHUN.

OnpenenuTe NPOMEXYTOYHYHO MOJIMTUKY AJ11 KOHEYHbIX TOYEK TECTUPOBaHMUSA
YcTaHOBUTE NakeTbl HA KOHEYHOW TOYKE TECTUPOBAHWSI.
HasHaubTe MPOMEXYTOUYHYIO MOJIMTUKY KOHEYHbIM TOYKaM TeCTUPOBaHMUSI.

O6HOBNUTE KOHEYHble TOYKM TECTUPOBaHUSA [0 TMOCNefHEN Bepcun U
NPOTeCTUpYNTe 0GHOBNIEHUE B NMPOMEXYTOUYHOW Cpeae.

3aI'IYCTMTe BTOpOI‘/‘I TeCcT nepen O06HOBJIEHNEM BCEX KOHEYHbIX TOUYEK B npouecce
npoussoAcTBa. Bbl Mo)eTe cHavyana npoTecTupoBaTb OGHOBJIEHNE Ha
HEKPUTUYECKNX KOHEYHbIX TOYKaXx.

BksitoueHue [pomexxyTouHoro pexuma

YT06bI BKITHOUYUTE NPOMEXYTOYHbIN peXxxuM ans GravityZone 06HOBNEHWUI:
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MepengnTte Ha cTpaHuyy KoHdurypauumn > O6HOBREHUSA M OTKPOWUTE BKNAAKY
KoMnoHeHTHI .

Haxxmute KHomky HacTpoilkm B BepxHer 4acTu MaHenu crieBa, YToObl
0T06pa3uTb okHo lMapameTpbl cepBepa 06HOBNEHUN .

YcTaHoBuTE Griaxkok BrntounTb MpoMeXXyTOUHbI| peXxum.

B paspene HacTpoiika NnpoM3BOACTBEHHOIO CepBepa HacTPOMTE OCHOBHbIE
napameTpbil:

. Appec nakeTta. Agpec, 1o KOTOPOMY MakeTbl 3arpy>arTCA C. 3arpy3Ku.
Bitdefender. Com / SMB / Hydra / release

. 06HOBUTb agpec. Aapec, No KOTOPOMY OGHOBJIEHMS MPOAYKTA 3arpy>katoTcs
U3. upgrade. Bitdefender.com: 80

« MMopt. Mo ymonyaHuio nopt 7074. Bbl He MOXKeTe OTpefakTupoBaTb 3TO
none.

« IP-agpec. IP-agpec cepeepa 06HOBMIEHWUI. Bbl He MOXeTe oTpeaKTUpoBaTb
37O none.

. Mepuop o6HoBNEHUA (Yackl). Ecnu TpebyeTcs U3MEHUTb NePUOANYHOCTb
o6HOBNEHUs, BBeAWTEe B 3TOM Mone HOBOe 3HauyeHue. 3HayeHue no
ymMonyaHuio - 1.

Pa6ouunit cepBep 1 cepaep 06HOBNEHUS MOXET BbICTYMNaTh B KAYeCTBe LL3a
ANA  OaHHbIX, OTMNpaBnseMbiX KIMEHTCKMMU npoayktamu Bitdefender,
YCTaHOBJIEHHbIMU B CeTW, Ha cepBepbl Bitdefender. 3Tu AaHHble MoryT
BK/Il0OYaTb B ce6s1 aHOHUMHbIE OTYeTbl O BUPYCHOW aKTUBHOCTW, OTYETbI O
c609X NPOAYKTa W [AaHHbIX, WUCMOMb3yeMbIX ANA OHMAWH-perncTpaLum.
BkntoueHue posiei W33 MOXET 0KasaTbCA MOME3HbIM B LENIAX KOHTPOSA
Tpaduka, a TakxKe B ceTaAx 6e3 focTyna B MIHTepHeT.

Mpumeyanue

Bbl MOXKeTe B Nt060€e BpeMS M0 XKENaHMI0 OTKIIFOUYUTb MOAYJIM MPOAYKTA, KOTopble
oTnpaensAlT B Nabopatoputo Bitdefender ctatucTuky u flaHHble o c6osix. Bbl
MOXeTe UCNoNb30BaTb MOMUTUKM AJIsi YAANEHHOro YrpaBfeHuss 3TUMU
napamMeTpamu Ha KOMMbOTEPax U BUPTYasibHbIX MaLLUMHaX, ynpaBnsiembix Control
Center.
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6. Bpasgene KoHpurypaums npoMeXxXyToUHOro cepeepa HacTponTe crieaytolime

napameTpbl:
« Moprt. Mo ymonyaHuto nopt 7077.

. IP-agpec. IP-agpec cepeepa 06HOBNIEHWIA. Bbl He MOXeTe 0TpefaKTUpoBaTb
3TO norne.

B paspgene Packages MoxHO HacTpouTb CepBep 06HOBNEHWM Ans

aBTOMaTUYeCKOM 3arpyskun n nybnmkauum HabopoB KOHEYHbIX TOYeK Security

Serveru.

Packages

Automatically download security server kits

Automatically publish newest downloaded kit version

Security Server (Viware)

Security Server (Microsoft Hyper-V)

Security Server (Citrix XenSemver)

Security Server (ESXi standalone)
Automatically download endpoint kits

Keep maximum (kits): 4 E
MakeTbl - ABTO-Ny6AnKaLus

Bbl Tak)Xe MOXKeTe HaCTPOUTb MaKCUMarsibHOEe KOJIMYeCcTBO HAabopoB, KOTopble
Bbl MOXKeTe COXpaHUTb Ha ycTponcTBe GravityZone. BBeguTte uncno ot 4 go
10 B MeHio Keep maximum (kits) .

B paspene O6HOBNeHMe NpPOAYKTOB Bbl MOXeTe HacTpouTb Cepsep
O6HOBNEHUSA ANl aBTOMATMYECKOW 3arpysku OGHOBJIEHMW AN areHToB
6e30MacHoCTM.
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Products Update

Automaticalty download updates
Automatically publish newest downloaded version
BEST (Windows)
BEST |Lirw)
Erdipoint Securnity for Mac
Source Ring: Sheww Rifg

Destination ring: ~ Show Ring

Keep maximum {updates): 4 E

MakeTbl - ABTO-Ny6NMKaLMA

Bbl MOXeTe TakKe aBTOMAaTUYecKM My6nMKoBaTb HOBeWLME 3arpyXXeHHble
BepCuM:

a. Bb|6ep|/|Te XOTS 6bl OAWH areHT 6e30nacHoOCTH U3 OOCTYMNMHOro cnucka.
b. Onpep,envlTe KoJibLa MCTOYHUKa N HAa3HAaYEHUA!

. MWUcxopHoe konbuo. [ocTyn ucnonb3yeTcs AN OTNpaBKM OGHOBNEHUI B
npoMexyToyHoW cpefe. Korga Bepcusi MoATBepXAeHa ee paHHUMM
nocnegoBaTensiMu, oHa 6yaeT ony6/ivKOBaHa B NO3AHEM jdocTyne. 9To
3HayeHWe Mo ymonyaHuto. Camble MocriefiHue AOCTYMHble OGHOBMEHMUS
6yayT ony6nnkoBaHbl B 6bICTPOM OCTYNeE.

. JlocTyn HasHauyeHus. [locTyn ncnosbayeTcs Ana nybankaumm o6HOBIIEHUI
B mpouecce npousBoAcTBa. Bbl MoXeTe BblGMpaTb MeXay 6biCTPbIM U
No3AHMM AOCTYMNOM

Bbl TakXXe MOXeTe HacTPOUTb MaKCMMasibHOEe YMCI0 06HOBMIEHMI, KOTOpble
Bbl MOXeTe COXpaHUTb Ha ycTpoincTBe GravityZone. BeeguTe uncno ot 4 ao
10 B MeHio Keep maximum (updates) .

9. Haxmute CoxXpaHUTb.
MNocne BkOYEHMA MPOMEXYTOYHOro 3Tana cosfanTe MPOMEXYTOUHYIO cpeay,
YTOG6bI HAYaTb TECTUPOBAHUE AOCTYMHbIX HA60POB NPOAYKTOB Y O6HOBJIEHUI.

BaxxHo
OTKNOYeHue MPOMEXYTOYHOro 9Tana npuBeneT K yAaneHuo BCeX
Heony6J/IMKOBaHHbIX NaKeTOB 1 06HOBMEHWUI NPOAYKTA.
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Onpe,qeneHMe MOJINTUKU NPOMEXXYTOYHOI0 XpaHEHUA

Bam Heo6xoaMMO onpenesinTb NOINMTUKY MPOMEXYTOYHOI0 XpaHeHUA:

1.
2.

5.

MepenguTte Ha cTpaHuuy MonuTukw.

BbibepuTe unun cosgante NOANTUKY AJ1S UCMONb30BaHNUS B MPOMEXYTOYHON
cpene.

B pasgene O6uwue > O6HOBUTb BBEAWTE afipec NPOMEXYTOYHOrO cepBepa
B Tabnunue O6HOBUTL NIOKaLUM .

Mpun HEO6XOAMMOCTM HaCTPOMTE ApYrne NapamMeTpbl NOANTUKK. [1ns noy4YeHus
JONoNHUTeNbHOM MHPopMaumm cMm. TnaBsy Monutuku 6e3onacHocTM B
pykoBoacTtBe GravityZone.

Haxmute CoxpaHUTb.

MaKeTbl NPOMEXYTOYHOr0 peXxxuma

YT1obbI YCTAaHOBUTb I'IOCJ'IE)Z[,HVII;I NnakKeT Ha KOHEYHbIX TOYKaxX TECTUPOBAHUA:

1.

Mepenante Ha cTpaHuly KoHdurypauusa> O6HoBneHne u BbiGepuTe BKIAAKY
KoMnoHeHTbI .

Haxmute [poBepuTb Hanuuue O6HOBNEHMM , YTOObl yO6eauTbCA, YTO Bbl
NMpocMaTpUBAETE MNOCNELHIO BbIMYLLEHHYHO BEPCUIO MPOAYKTA.

Bbl6epnTe KOMMOHEHT, KOTOPbIV Bbl XOTUTE 06HOBUTD, B criucke MpoayKThbl.

BbibepuTe MakeT, AOCTYNHbIN B Tabnuue [lakeTbl , KOTOPbLIA Bbl XOTUTE
npoTecTUpoBaTb. Bbl MOXeTe 3arpysnTb HECKONIbKO HAabOPOB AJ1si KaXKA0ro
NpPoAyKTa, BANOTb A0 OrpaHUYeHus], ykasaHHOro B okHe HacTpoiku cepBepa
o6HOBNeHu . Koraa aToT npeaen 4OCTUrHYT, camas cTapasi Bepcus yaanseTcs
13 Tabnuubl.

HaxxmuTe pelcTBUA U BbibepuTe 3arpysuTb , YTO6bl NOSYYNTb NAKET AN
Ballero yctponcTea GravityZone.

Mocne Bbi6opa NakeTa HakmMutTe CoxpaHWTb Ha gucK . 0TO6pa3nTCS OKHO
KoHGbUrypaumm nakera.

HacTponTe nakeT. [1na nonyyeHus 6onee noapo6Ho uHhopmaLum, obpaTuTech
K «Co3paHne MHCTaMISILMOHHbIX NakeToB» (p. 146).

YcTtaHoBuTe Ha60p Ha KOHEeYHbIX TOYKaX TeCTUPOBAHUA.

KoHTponupyinTe noBegeHNe KOHEYHbIX TOYEK.
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10. Ecnu nakeT ycrnewHo YCTaHOBMIEH U KOHEYHble TOYKM UMEKT HOpMasibHoe

11.

noeegeHue, Bbl MOXXeTe OI'IY6J'IVIKOBaTb nakeT B ﬂpOM3BOﬂ,CTBeHHOVI ceTu.

YT0o6b1 ONy6nukoBaTh NakeT, BblibepuTe ero B Tabnuue lMakeTbl , HAXXMUTE
LeiicTBuA B BEPXHEN YacTu Tabnuubl U BbibepuTe Ony6auMKoBaTh .

BaxxHo
Bbl He MoXeTe I'Iy6J1I/IKOBaTb NnakKeTbl CTaplle, 4YeM yxxe 0I'Iy6J1VIKOBaHHbIe.

Ecnun y Bac BO3HUKIM NPO6GSIEMbI C NAKETOM, Bbl MOXETE OTMNPaBUTb TUKET B
Cny>k6y noaaep>Kku. [onosHUTeNbHble CBEAEHUS CM. B pasgene «[losyyeHne
cnpasku» (p. 233).

YT06bI yAanuTb NakeT U3 ycTponcTea GravityZone, HayKMUTe KHOMKy [leicTBus
v BblbepuTe YAanuTb C AUCKA .

HasHauyeHue npoMeXXyTOUHOM NONUTUKK

YT0o6bl HA3HAUNTDb NPOMEXYTOYHYH NOJINTUKY KOHEYHBbIM TOYKaM TECTUPOBaAHUA!

1.
2.
3.

Mepengute B pasgen Cetb.
Bbi6bepuTe KOMNbIOTEPbI U BUPTYasibHble MaLUWUHbI U3 MEHIO BUAOB CEeTEN.

Bbi6epuTe xxenaemyto rpynny B IeBoM naHesm. Bce KoMMboTepbl U3 BbIGPaHHON
rpynnbl 0To6paXkaroTcs B TabnumLe NpaBoi NaHenu.

OTMeTbTe GJIaXXKOM KOMMbIOTEP WM FPYNy, KOTOPYH Bbl XOTUTE BblOpaTh.
Bbl MOXeTe Bbi6paTb OAUH UJIM HECKOJIbKO 06BbEKTOB OAHOMO TUMa, TOJIbKO
O[HOI0 YPOBHSA.

HaxxMuTe KHoMKy & Ha3HauuTb NONUTUKY B BEpXHe YacTu Tabnuubl.

ChenainTe Heo6X0MMble HAaCTPOMKM B OkHe Policy assignment. [11s nonyyeHus
LOMNONHUTeNbHON uHbopmaumm cM. [naBy MonuTtukm 6GesonacHocTU
>Ha3HaueHue NONUTUK KOHEeYHbIM TOYKaM PykoBoacTBa
aagMuHucTpaTopaGravityZone.

NPOMEXYTOYHbIE 06HOBNIEHMS NPOJYKTOB

YT06bI YCTaHOBUTb NnocsiegHue 06HOBJIEHUS:

1.

Mepenante Ha cTpaHuly KoHdurypauusa> O6HoBneHne u BbiGepuTe BKIAAKY
KOMMOHEeHTD!I .
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2. Haxmute [lpoBepuTb Hanuuue O6HOBNEHMI , YTOGLI y6eauUTbCH, YTO Bbl
npocmaTtpuBaeTe nocrieHee Bbinyw,eHHoe 06HOBEHNE NPOAYKTA.

3. Bbi6epute npoaykT Bitdefender no Bawemy Bbi6opy B cnucke Product .

MpumeyaHune
Bbl MoOXeTe ucnosib3oBaTb 3Tan TOJNIbKO C O6GHOBEHUAMU Ana areHToB
6e30MacHOCTH, a He ana Security Server.

4. BblbepuTte o6HOBNEHME, [OCTYNHOE B Tabnuue O6HOBNEHUS , KOTOPOE Bbl
XOTUTE MPOTECTMPOBATb.

5. Haxmute JeiticTBusa u BblbepuTe 3arpysutb, YTOObI MONYYUTb OGHOBIEHUE
Ana Bawero yctpoucTtsa GravityZone.

Bbl MOXeTe 3arpy3untb HECKOJ1IbKO O06HOBIEHMM AJ1A KaXXA0ro npoaykTa, BrJioTb
A0 orpaHn4veHunsd, yKasaHHOro B OKHe HaCTpOﬁKVI cepBepa 06HOBNEHWN . Korpa
9TOT npeaen oOCTUrHyT, caMad CTapasd Bepcud yaandeTca n3 TaﬁﬂVILl,bI.

6. MNocne Bbl6opa 06HOBNEHUS HaXKMUTe [eAcTBua U Bblibepute [l06aBUTHL K
NpPoOMeXXyTouyHOMy 3Tany . O6HOBMEHNE OyAeT YCTAHOBNEHO HAa KOHEYHbIX
TOYKax TEeCTUMPOBaHUSI B COOTBETCTBUM C HACTPOMKaMM MOJIUTUKW.
JononHutenbHble cBefeHuMs CcM. B pasgene «OnpepeneHve MOAUTUKY
NMPOMEXYTOUYHOro XpaHeHus» (p. 208).

7. Ecnu o6HOBNeHWe O6bINO YCMewHo YCTAaHOBJIEHO, a KOHEeYHble TOYKM
(bYHKLMOHUPYIOT HOPMaJIbHO, HAYHMTE OTNPaBATb 0GHOBIEHUSA MallUHaM B
aKcnnyaTauuu. Bo-nepBblX, 06HOBUTE HEKPUTMYECKME MalLUHbI, 4YTO6bI
BbIMNOJIHUTD €ellle OfMH TEeCT, Npexae YeM 06HOBIATL KpUTUUYECKME KOHEYHble
TOYKW. [JONONHUTENbHbIE CBeAEHUS CM. B pasgese «[y6rnkaLms ¢ noMolLLbH
focTyna o6HoBneHus» (p. 211).

8. Ecnuy Bac BO3HWUKIIM NPO6IeMbI C OGHOBNEHUEM, Bbl MOXETE OTMPaBUTb TUKET
B CNy>6y noaAep>ku. [lononHUTeNbHble CBefleHUs CM. B pasaene «[lonyyeHne
cnpasku» (p. 233).

YT106bI yaanMTb Heony6aMKoBaHHOe 06HOBNEHME U3 ycTporcTBa GravityZone,
Ha)XMUTe KHONKY [leucTBus u BbibepuTe Ypanutb . Bbl MoXeTe yaanutb
TOJIbKO HEONY6/IMKOBaHHbIe OGHOBNEHUS.
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My6nuKaLms ¢ NOMOLLbIO J0CTyNa 06HOBNEHUS

YT106bI npoTtecTupoBaTb 06HOBMIEHUNE ONnA HEKPUTUYECKUX KOHEeYHbIX TOo4YeK B
npowecce nponsBoACTBa, Bbl A0/DKHbI CHa4ana oTpeaaktupoBaTh CylleCcTBYylOLLMeE
NOJINTUKN U HAa3HAYUTb UM NOJIUTUKY 6bICTpOF0 aocTtyna.

MpumeyaHmne
lMonuTuka nosgHero AO0CTYyMNMa aBTOMaTU4YeCKM Ha3HavYaeTca AJid BCeX co3faBaeMblX
BaMW NOJINTUK.

1. Mepengute Ha cTpaHuly MonuTukK.

2. N3meHnTe napameTpbl MNOAUTUKN ANA HEKPUTUYECKMX KOHEYHbIX TOYeK B
BepcuM, NpefHa3HaYeHHOW ANs MPOMbILWSIEHHON 3KcnayaTaumu. B pasgene
0O6HOBUTb focTyn BbibepuTe BbicTpbIv gocTyn .

MpumeyaHue
O6HOBNEHME, ONYBNKOBAHHOE B 6bICTPOM AOCTYrE, HE MOXET 6bITh CTaplue,
yem 0I'Iy6J1I/IKOBaHHoe B NO3QHEM AOO0CTyne.

3. Ony6ankynTe o6HOBNEHME B 6bICTPOM AOCTYnNeE:

a. Mepengute Ha cTpaHuuy KoHpurypauum > O6HOBUTB 1 BbibepuTe BKIAAKY
KoMnoHeHTb!I .

b. Bbibepute o6HOBNEeHWe B Tabnuue «OBHOBNEHWUSI», HAXMUTE KHOMKY
HeiicTBUA B BEpXHEN YacTu Tabnuubl U BbibepuTe Ony6nuKoBaTh .

c. BbibepuTte onuumto 6bICTPOro AocTyna.
MpumeyaHmne

Korpa Bbl BrnepBble onybnnkyetTe OOGHOBNEHME, OHO GyAEeT AOCTYMHO Ha
6bICTPOM Y NO3JHEM AOCTYre.

Ha aToM aTane Bce KOHEYHble TOYKWU C MOAUTUKOM B6bICTPOro AocTyna
06HOBNSAOTCA 4,0 ONYy6JIMKOBAHHOM BEPCUMN.
4. KoHTponupyinTe noBefeHne KOHEYHbIX TOYEK 6bICTPOro AocTyna.

5. Ecnuo6HoBneHue YCTAHOBJIEHO YCMNELWHO, a KOHEYHbIE€ TOYKHN CI)yHKLl,VIOHVIpyI'OT
HOPMaJibHO, Bbl MOXETe OHY6}'IVIKOBaTb OGHOBJIEHUE Ha nos3aHeM AocTtyne:

a. Mepengute Ha cTpaHuuy KoHdurypauum > O6HOBUTB U BbiGepuTe BKIAAKY
KoMnoHeHTbI .
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b. Bblbepute o6HOBNEHME B Tabnuue «O6HOBMEHUSI», HAXMUTE KHOMKY
JeAcTBuA B BEpXHeN YyacTu Tabnuubl 1 BbibepuTe Ony6nukoBaThb .

c. Bbi6epuTe onuuio NosaHero gocTyna.

Kaxxgan KoHeYHasi Touka OT MPOM3BOACTBA Tenepb 0GHOBIEHA [10 BEPCUM,
KOTOPYIO Bbl ONy6/MKOBAsM.

6. Ecnuy Bac BO3HUK/IM NPO6SIEMbI C MAKeTOM, Bbl MOXeTe OTNpaBUTb TUKET B
cny6y noaaepXku. [LononHuTeNbHble CBeeHNA CM. B pasgene «[losyyeHne
cnpaBku» (p. 233).

6.5. 06HOBNEHNE NPOAYKTa B aBTOHOMHOM peXume

GravityZone ncnosibayeT No yMONYaHUIO CUCTEMY OOHOBIEHWUIA, MOAKITIFOUYEHHYIO K
NHTepHeTy. Insa nsonupoBaHHbIx ceTew Bitdefender npeanaraet ansTepHaTuBy,
KoTopasi fAeflaeT [AOCTYMHbIMA aBTOHOMHbIE KOMMOHEHTbl U MeXaHW3Mbl
6e30MacHOCTMU.

6.5.1. TpeboBaHus K cucteme
YT106bI NCMONb30BaTb aBTOHOMHble 06HOBIEHWUS, BaM HE0H6X0MMO:

. YcTaHoBneHHoe ycTpoicTBo GravityZone B ceTu ¢ gocTtynom B UHTepHeT
("oHnanH-ak3eMnnApbl”). OHNaWH-3K3EMMAP AO/MKEH UMETh:

— [psamoe NHTepHeT coenHeHne

— [Joctyn k noptam 80 u 443. 3a noppo6bHOM MHPOpMaLMen o mnopTax,
ucnonbsyembix GravityZone, o6paTutech K cTaThe 13 basbl 3HaHUN.

— Tonbko ycTaHoBneHHble ponv basbl JaHHbix u CepBepa O6HOBNEHUN

«  OAVH UK HecKoNbKo YCTponcTB GravityZone, pa3BepHyTble B CETU 6e3 focTyna
B MHTepHeT ("aBTOHOMHbIE 3K3eMMisApbI”).

« 06aaksemnnsapa GravityZone LO/MKHbI UMETb OAMHAKOBYHO BEPCUIO YCTPONCTBA.

6.5.2. HacTpoiika oHnainH aksemnnspa GravityZone

Ha aToW cTagum Heob6xoAMMO YCTaHOBWUTb ak3emmnisp GravityZone B ceTb C
JoctynoM B WMHTepHeT, a 3aTeM HacTpPOUTb €ro Kak aBTOHOMHbIA cepBep
O6HOBJIEHUN.

1. YcTaHoBuTe GravityZone Ha MalUMHy ¢ AOCTYNoM B MIHTepHeT.
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YcTaHoBUTE TONIbKO ponu basbl [aHHbIX  Cepeepa O6HOBNEHUIA.

Monyumte pgocTtyn K TTY-TepMuHany MalinHbl B Balleh BUPTyasbHON cpefe
(Mnn nogknoumTEeCh K HEMY Yepe3 SSH).

4. BoiiguTe noJ y4eTHOM 3anmcbto bdadmin, UCMOMb3Ysi yCTAaHOBNEHHbIV NapoSib.
5. 3anyctuTe KOMaHZy sudo su ,4TO6bl MONYYUTb NPUBUIIETMU FOOt .

6. BbinonHute AaHHYKO KOMaHAy A4 YyCTaHOBKM aBTOHOMHOIO naketa
gzou-mirror:

# apt update # gzcli update # apt install gzou-mirror

gzou-mirror UMeET crneayroLime posin:

« Hactpoiite CepBep O6HOBNEHUI 419 aBTOMATUYECKOW FreHepaLyy aBTOHOMHbIX
nakeToB 06HOBJIEHUS.

o HacTtponte Be6-cepBUC ANs OHMAMH-3K3eMnnsipa Ans npeaocTaBneHus
KOHUrypaLmi n 3arpy>kaemMbix Onuuin 4ssi aBTOHOMHbIX apXUBOB O6HOBJIEHWN.

6.5.3. HacTpoiika u 3arpy3ka HayanbHbIx (aitnoB 06HOBNEHUI

Ha gaHHOM aTane Heo6X0AMMO HACTPOUTb MapaMeTpbl apXMBOB OGHOBJIEHWIA
yepes Be6G-CepBMUC, YCTAHOBJIEHHbIW Ha OHMAMH-3K3eMIIApe, a 3aTeM Co3AaTb
dhannbl, Tpebyemble A HAacTPOKM aBTOHOMHOMO ak3eMuisipa. MNoce aToro Bam
Heo6XoANMO 3arpy3uTb (ansbl 06HOBJIEHUA M MOMECTUTb UX Ha NOpTaTUBHOE
MynbTuMeauiiHoe ycTpoincTeo (USB-HakonuTenb).

1. Monyunte pocTtyn K Beb-cnyx6e no cnepytowemy URL-agpecy:
https://Update-Server-IP-or-Hostname, C WUMEHEM nMoJsib30oBaTensd
bdadmin ¥ NaponeMm, KOTOPbIv Bbl yCTaHOBUIN.
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Appliance Status

& Download archives 3 Generate suf

Current job:

Mext archive will be created on: Tue Aug 14 2018 17:55:07 GMT+0300 (Eastern European Summer Time) [) Create...

Free disk space: ]

Kits Settings
~ 88 Bitdefender Security Tools (BEST) Archive creation interval (in hours): 2

=8 Bitdefender Security Tools (BEST) Lega .
BR bHE ¥ (BEST) Legacy Number of FULL archives to keep on disk: 1

<

A Bitdefender Security Tools (BEST)

=8 Bitdefender Endpoint Security Number of LITE archives to keep on disk: 1
=

& Bitdefender Endpoint Security
28 Bitdefender Tools
A Bitdefender Tools

OHnaviH-ak3emMnnsip - Be6-Cnyxo6a

2. HacTpoiTe aBTOHOMHbIV apXUB 06HOBJIEHUI KaK OMUCAHO HUXE:

o O6HoBuTe MakeTbl: BbléepVITe nakeTbl C areHTaMu KOHEYHbIX TOUEK, YTO6bI
BKJIO4YNTb UX B apXmB aBTOHOMHOIO O06HOBIIEHUS.

. B paspene HacTpoiiku, vsmMeHUTe napameTpbl apxuBa 06HOBNEHWIA.

3apaHue CRON, ycTaHOBNEHHOE B OHMAWH-9K3EeMMSAPe, KaXAY0 MUHYTY
OyLeT NpoBepATb HanuumMe HOBbIX (ansioB OOHOBMEHWA W Hanuuue
cB060HOro ANCKOBOro npocTpaHcTBa 6onee 10 6. B Kaxabiv nepuog,
3afaHHbIM NapameTpoM UHTepBan co3paHusa apxuBa (B yacax), 3agaHue
CRON cospgaet cnegytowme panbl:

— TMonHbii apxue (06HOBNEHUs NPOAYKTA + MEXaHM3Mbl 3aLUTbI), ECI
JOCTYNHbI HOBblE (aisibl 06HOBEHWIA

— Jlerkuii apxuB (TOJIbKO MEXaHU3Mbl 3aLUUTHI), €CNM HOBble dannbl
O6HOBJIEHUI HEQOCTYMHbI

ApxuBbl 6yayT co3fiaHbl B Criefytowen ANPEKTOPUM:

https://Online-Instance-Update-Server-IP-or-Hostname/snapshots

3. Haxmute Co3gaTb > [MonHbIN apxmB, YTOObI CO34aTh NEPBbIN NOJIHbIA apXUB.
MopoxAaunTe, NoKa co3faeTcsl apXuB.
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Bitdefender @& Logout

GravityZone

Appliance Status

& Download archives % Generate support bundle

Current job:

Tue Aug 14 2018 17:55:07 GMT+ 0300 (Eastern European Summer Time)

Mext archive will be created on: [} Create... ~

Free disk space:

OHnaiiH-ak3emMnnsp - Be6-Cepsuc: CosfaHune apxvBa

4. 3arpysuTe MOJSIHbIA apxMB O6GHOBMeHMA U ¢ann gzou-bootstrap C
OHNaNH-3K3eMMnsipa. 3T0 MOXHO cAenaTb HECKOJIbKUMU crioco6amu:

Yepes Be6-cepBUC: HAXXMUTE 3arpy3uTb apXmMBbl, YTOObI NEPENTU K CTPaHULe
CO cCbllkaMu Ha (aisibl 06HOBNEHMI. Ha)KMUTe Ha CCbIIKK A4S NOJSIHOMO
apxuBa 06HOBJIEHUIN U gzou-bootstrap, YTOObI 3arpy3nTb UX Ha MaLLIMHY.

Wcnonbayinte yao6Hbin BaM knneHT SCP/SCTP (Hanpumep, WinSCP), 4To6bl
ycTaHoBUTb SCP-ceccMio € OHNaWH-3K3eMMAAPOM U MNepeHecTu
BblLLEeynoMsiHyTble daiinbl B nto6oe MecTononoxeHve B Batei cetu. MNyTb
Mo YMONYaHUIO:

/opt/bitdefender/share/gzou/snapshots
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"8 snapshots - bdadmin@® - ] *
Local Mark Files Commands Session Options Bemote Help
[ & (2 synchronize Ell o [ @ @ Queve - Transfer Settings Default - -
& bdadming G Mew Session
wDilocalDisk ~FIF DRQE To @~ se~ (A 00 & [ FindFiles 4=~
. 4 " {8 Download ~ [ Edit = 3 L7 " E M
DiAshare\ |Nw~,--- T e I
Name - Size Type Cha|| Name Size (
. Parent directory YU | . 9
20180910_125403-full. gzou.sfx 7120779 ¢
gzou-bootstrap| 2kB 7
< > || <€ >
0Bof0Bin0of0 6.79 GB of 6.79 GB in 2 of 2 1 hidden
i SCP 0:04:54

MepeHoc dannos 06HOBNEHUA ¢ NoMoLLbo SCP

« Yepes dannosoro o6MmeHa SAMBA. UcnonbayinTe pannoobmeHHnKk SAMBA
Ans TOro, 4To6bl MOMYYMTb apXvMBbl aBTOHOMHOIO OGHOBJIEHMS U3

crnepyoLun nyTen:
\\Online-Instance-Update-Server-IP-or-Hostname\gzou-snapshots

Mpumeyanmne

YyeTHble AaHHble Ana Joctyna K obuwemy pecypcy SAMBA, ecnm oHu
3anpoLleHbl, coBnafjatoT C y4yeTHbIMU AaHHbIMWU CETEeBOro 3K3emrsispa
(nonb3oBaTtenb bdadmin u naposb).

6.5.4. HacTpoiika aBTOHOMHOr0 3k3emnnspa GravityZone

Ha aToMm Liare Heo6xoaMMO YCTaHOBUTb N HAaCTpPOUTb ABTOHOMHbIN aKseMmnnidap
Ana nonyyeHuna 06HOBIIEHUSA yepes apxuBbl, CoO3aHHble Ha OHJ'IBI;IH-SK3€MI'IJ'IF|DE.
Ecnu He yKa3aHo MHOoe, Bce KOMaHAbl A0JIKHbI BbINOJIHATLCA Kak root .

1. YcTtaHoBuTe GravityZone Ha MalLMHY U3 U30IMPOBaAHHOW Cpesabl.
2. YcTaHoBuUTe ToNbKo poniv basbl [laHHbIx n CepBepa O6HOBNEHUI.
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MepeHecuTe apxmBbl 06HOBNEHUN U haln gzou-bootstrap, 3arpyXXeHHbIe C
OHNlalH-3K3eMnnfApa, B pacnosioxenue /home/bdadmin Ha aBTOHOMHOM
3K3eMnnsipe UCMoJib3ysi MepeHOCHOe MyJibTuMeauiHoe ycTtpoicTteo (USB
HakKonuTenb).

BaxxHo
ﬂ,J‘IFI KODDEKTHOVI pa6OTbI aBTOHOMHOIO 06HOBJ1€'HVIF|, YAOCTOBEPbTECH, YTO!:

o ApxuB 06HOBNEHUA U haltn gzou—-bootstrap HaxoAaTCA B O4HOW Narke.

« ApxuB 06HOBMNEHUSA ABNSETCA MOHbIM.

BbinonHuTe hann gzou-bootstrap Kak ONMMCAHO HUXE:

a. Monyunte poctyn Kk TTY-TepMuUHany MallUHbI B Ballen BUPTyaJlbHOM cpefe
(unn nogknoumTECH K HEMY Yepes SSH).

b. TpaHcdhopmupoBaTb gzou- bootstrap B WUCMNONHSAEMbIV dain:

#

chmod +x gzou-bootstrap

c. 3anyctutb: . /gzou-bootstrap

Bbi6epuTe MeTOA NepeHoca apXMBOB OGHOBJIEHUSI HA aBTOHOMHbI 3K3eMMJIAP:

. Bblbepute O6uwiasa nanka Windows (Samba). B paHHOM cnyuyae Bam
Heo6x0AUMO yKasaTb NyTb K 06wen nanke Windows 13 nsonnposaHHoM
CeTu, K KOTOPOV aBTOHOMHbIN 3K3EMMISIP aBTOMATUYECKU MOAKIHOUUTCS
[Nsi 3arpysKy apXuBOB OGHOBIIeHUsl. BBeauTe 3anpaluvBaeMblie yYeTHble
JaHHble Ans AoCTyna K yKa3aHHOMY MECTOMOJIOXEHMUIO.

. Bblbepute SCP, ecnun Bbl X0TUTe BpPYYHYHO nepeHecTu daisibl B namnky
/opt/bitdefender/share/gzou/snapshots/ Ha  aBTOHOMHbIN
aksemnnap yepes SCP.
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Configuring gzou-target

Select the source of 0ffline Update snapshots

SCP

<0k> <Cancel>

ABTOHOMHBII 3k3eMnnsp GravityZone - HacTpoiika pexxuma nepefauv hainos 06HOBMEHUN

MpumeyaHmne
Ecnn B naaneﬁmeM Bbl XOTUTE USMEHUTb PEXUM!

a. Monyuute pocTtyn K TTY-TepMUHany MalluHbl B Ballel BUPTYyasibHON
cpepe (Wnu noakoUnTeCh K Hemy Yepes SSH).

b. Bowaute noa yyeTHoi 3anucbio bdadmain, UCMOSIb3YA YCTAaHOBEHHbIN
napo’ib.
c. 3anycTtuTe KoMaHgy sudo su ,4TO6bl MOSlyYUTb NPUBUIETUN FOOt .

d. BbInonHeHwue:

# rm -f /opt/bitdefender/etc/gzou-target.json # dpkg-recon

MosiBUTCA OKHO HAacTPOeK, B KOTOPOM Bbl CMOXXETE BHECTYU XKenaemble
nencTeus.

6. MepeknounTech Ha KOMaHAHY CTPOKY KOHCOIM aBTOHOMHOM GravityZone u
yCTaHOBUTE OCTaslbHble POSU.

7. OTKpouTe aBTOHOMHYHO KOHCOJIb B CBOEM Beb6-Opay3epe M BCTaBbTE CBOM
NULLEH3UOHHBIN KoY (B aBTOHOMHOM PeXUMe).
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6.5.5. Ucnonb3oBaHue aBTOHOMHbIX 0OHOBJEHUM

Mocne ycTaHOBKM aKk3eMnnapoB GravityZone, BbINOSIHUTE cliefytoLliue warun ans
O06HOBJIEHUSA BaLLeN aBTOHOMHOW YCTaHOBKM:

1. 3arpysute nocnefHuin apxme 06HOBIEHWUI C OHNANH-3K3eMMsipa Ha yA06HbIN
BaM ceTeBOWN (GannoobMeHHUK. [LonosiHUTeNbHblE CBEAEHUS CM. B pasfese
«HacTpolika 1 3arpyska HavanbHbIX (haiioB o6HoBeHU» (p. 213).

2. Wcnonbayinte USB ycTpoWcTBO [ANA MepeHoca apxuBa OOHOBMEHUA Ha
hannoobMeHHUK Samba B M30NMpoBaHHON ceTu. [loNoNHUTENbHbIE CBeAeHNS
cM. B pasgene «HacTpoiika aBTOHOMHOro ak3emmisipa GravityZone» (p. 216).

dainnbl 6yayT aBTOMaTUYECKM NepeHeceHbl B yKasaHHYH AWPEKTOPUIO Ha
aBTOHOMHOM 3K3eMnnspe:

/opt/bitdefender/share/gzou/snapshots/

6.5.6. Ucnonb3oBaHue Be6-KOHCONU

BonaunTe B Be6-KOHCOSb, yKasae IP-agpec / MMsi xocTa yCTPOWCTBa B Be6-6pay3epe.
Bbl MOXXeTe N3MeHUTb AOCTYMHbIE NapamMeTpbl:

o LleHTp ynpaBneHus

o 06Lme HaCTPOMKM

LleHTp ynpaBneHus

CocTosiHMe YCTPOMCTBA OTOGPaXKaeT AeTanu NMocseHEro BbInosIHEHHOro 3a4aHus
(Tvn apxuBa, pata v BpeMs) 1 criefytollee 3anjiaHMpoBaHHoOe 3aAaHue.

Bam pocTynHbl cnegytowme 4encTBus:
. CospaTtb Apxue MexaHn3mMoB 3awuThbl
. Co3paTb NONHbIN apXuB

B paspgene Co3aaHHble ApXMBbI, Bbl MOXXETe 3arpy3nTtb apxXxuBbl C MEXaHU3MaMU
3alUnTbl N NMOJIHbIE apPXUBbI.

Bbi6epuTe apxuB (bl) 3 LOCTYMHOMO CMINCKA U HAXKMUTE KHOMKY 3arpy3uThb .
Bbl Tak)Ke MOXeTe NMPOCMOTPETL AOCTYMHOE MPOCTPAHCTBO HA ANCKE YCTPOMCTBA.

06Lue HaCTPOIKK

Bbl MOXeTe onpefAenuTb pacnucaHue sarpy3ku ans Haéopos GravityZone.
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1. HaxxmuTe KHONKy W3MeHUTb HaCTPOMKM .

2. Bbl6epV|Te OAVH NN HECKOJIbKO Ha60pOB N3 Crnncka p,OCTyHHbIe KOMMNEKTbI
3. B paspene PacnucaHue, Bbl MOXeTe YKa3aTb UHTEpPBan co3gaHnd apxmeoB, a

TaKXXe KOJIn4eCTBO apXmBoOB, COXpaHAEeMbIX Ha AUCKE.

4. HaxxmMuTe KHOMKY MNMpUMeHUTb , 4TO6bl COXPaHUTb U3MEHEHUS.
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7. YOAJIEHUE 3ALLUATDI

Bbl MOXeTe yanuTb 1 NOBTOPHO YCTaHOBUTbL KOMMOHEHTbI GravityZone B cnyyasy,
Korga BaM HY>XHO UCMOJIb30BaTb JIML,EH3NOHHbIN KIHOY A1 APYroro KOMMbHTepa,
YTO6bl UCNPABUTb OLLUMOKM WU NPU 0GHOBJIEHUN.

YT06bI NpaBUSIbHO yaanuTb 3awmTy Bitdefender KoHeUYHbIX pabounx cTaHUMi B
BalLeW CeTH, criefynTe MHCTPYKUUSAM, ONMUCAHHbIM B 3TOW rNaBe.

o YpaneHue 3aWmTbl KOHEYHbIX Pab0oUnX CTaHLUM
« Ypanenue HVI

« YpaneHue sawmntbl O6MeHa

o YpaneHue 3awmTbl MOGUIBHBIX YCTPOMCTB

« YpaneHue Sandbox Analyzer On-Premises

« YpaneHune KOHCTpPYKTOpa OTYETOB

« Ynanenwue Ponen GravityZone

7.1. YpaneHue 3awmTbl KOHEYHbIX PAOOYMX CTAHLIWIA

YT06bI 6€30MacHoO yaanuTh 3awuTy Bitdefender, cHayana Heo6xoanmo yaanutb
areHTbl 6€30MacHOCTH, a 3aTeM Security Server, ecnm 3To Heo6xoAMMO. Ecnin Bbl
XOTUTE yaanuTb ToJbKo Security Server, 06513aTe/lbHO NOAK/HOUNTE €r0 areHToB
K gpyromy Security Server B nepByto odepesb.

« YpaneHue areHTOB 6€30MacHOCTH

o YnaneHue Security Server

7.1.1. YpaneHue areHToB 6€30MacHOCTU
Y Bac ecTb iBa BapuaHTa yaneHus areHToB 6€30MacHOCTH:
. ypaneHHo B Control Center
o BpyuHylo Ha ueneBon MaluvHe
Mpepynpexaexue
AreHTbl 6e3onacHocTu U CepBepbl 6€30MacHOCTU HEOOXOAUMbI ANs o6ecrneyeHuns

6€30MacHOCTU KOHEYHbIX TOYEK OT JHoObIX BUMAOB yrpos, no3ToMy uUX ypaneHue
MOXXeT NOCTaBUTb NoA yrpo3y BCHO CeThb.
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Y paneHHas geMHcTannaumsa

YT06bI YaaneHHo yaanuTb 3awmTy Bitdefender ¢ nto6on ynpaBnsieMon KOHEYHOM
pa6oyel cTaHLUW:

1.
2.
3.

MepenguTte Ha cTpaHuyy CeTb.
Bbi6epuTe KOMNbIOTEPbI U BUPTYasibHble MaLUWUHbI U3 MEHIO BUAOB CETEN.

BbibepuTte >XenaeMblil KOHTEMHep B NeBOM naHenn. Bce KomnbroTepbl
BbIGPAHHOI0 KOHTENHepa 0To6pasfATCs B Tabnuue NpaBow NaHenu.

BbibepuTe KOHEYHble TOYKWM, U3 KOTOPbIX Bbl XOTUTE YAaNUTb areHT
6e3onacHocTu Bitdefender.

Haxmute 3agaum B BepxHelW YacTu Tabnuubl M BbibepuTe YAanuTb KNMeHTa
. MosABnTCA OKHO KOHUrypaumu.

B okHe 3ajaun YpanuTb areHT Bbl MOXKeTe Bbl6paTb, COXpPaHATb JIN d)aVIﬂbI B
KapaHTUHE Ha KOHEYHOM pa60t-|e17| CTaBHUMN UNN yOanAaATb UX.

Ons  uHTerpupoBaHHbiXx cpes VMware vShield Bbl AomkHbl Bbi6paTb
Heo6XxoAuMble yUYeTHble fJaHHble A KaXA0N MaLWHbl, B MPOTUBHOM ciyyae
yaaneHue He npousonget. Boibepute Ucnonb3oBaTb yyeTHble faHHble s
uHTerpauum vShield , 3atem po6aBbTe HeO6X0AUMbIE AaHHble B Tabnuuy
AucrneTyepa yuyeTHbIX AaHHbIX, 0TO6paXKaeMyto HUXe.

Haxmute CoxpaHuTb, 4TO6bl co3faTb 3agady. [oABMTCA cooblieHue ¢
noATBepPXAeHNEM.

Bbl MOXeTe npocMaTpuBaTb 3agady M ynpaensTtb eto B CeTb > 3agauu

Ecnu Bbl XOTWTe nepeycTaHOBUTb areHToB 6e30MacHocTH, obpaTuTech K
«YCTaHOBKa 3aLlUMThI AN KOHEYHbIX ToYek» (p. 131).

JlokanbHasi ;leuHCcTannauus

UT06bI BpY4HYO YAanuTb areHT 6esonacHocTyu Bitdefender ¢ komnbtoTepa ¢ OC
Windows:

1.

B 3aBncMMOCTHM OT Ballen OI'IepaLWIOHHOI\/‘I CUCTEMDbI:

. B Windows 7 nepengute k [yck > MaHenb ynpaBneHus > YpanuTb
nporpammy B pasgene MNporpaMmb .

. BOCWindows 8 nepengute k Hactpoiiku > lNaHenb ynpaenexus > Y ganutb
nporpamMmy B pazgene Mporpammbil .
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. B OC Windows 8.1, KNMKHATE NpaBoW KOHMKOM Mbiwn CTapT, 3aTeM
Bbl6epuTe MaHenb ynpaeneHus > MporpaMmmbl & OyHKLUK .

. B OC Windows 10, go to CtapT > HacTpoitku> Cuct ema > MNpunoxxeHus &
CBoucTBa.

2. Bbi6epute areHT Bitdefender u3 cnvucka nporpamm.

3. UlenkHuTte JenHcTannauusa.

4.

Beegute naponb Bitdefender, ecnv oH npegycMoTpeH NOANTMKON 6€30MacHOCTY.
Bbl MOXXeTe MPOCMOTPETb X0 BbINOSIHEHUS 32434 BO BPeMS yaaNieHUs.

YUT06bI BpY4HYIO yaanuTb areHT 6esonacHocTu Bitdefender ¢ komnbtoTepa ¢ OC
Linux:

1.
2.

3.

5.

OTKpoWTe TepMUHan.
MonyunTe KoHeBoOW AocTyn (root) C MOMOLLbIO KOMaHA su WM sudo su .

MepeiauTe C MNOMOLLbIO KOMaHAbI cd Ha crneaylowWmin nyTh:
/opt/BitDefender/bin

3anycTtuTe CKpuUNT:

# ./remove-sve-client

YT06bI NPOAOMKUTL, BBeAUTE naponb Bitdefender, ecnu oH npeaycmoTtpeH
NoJSIMTMKOMN 6€30MacHOCT!.

YT06bI BpyuHYto yaanuTb areHT Bitdefender c komnbrloTepa ¢ OC Mac:

1.

OTkpowte Finder > Applications .

2. OtkpowTe nanky Bitdefender .
3.
4

MepenpoeepbTe Bitdefender Mac JenHcTannauumsa.

. B okHe noaTtBepxaeHus wenkHute [poBepuTtb ¥ YpanuTb, 4TOObI

NPOAOJIDKUTDb.

Ecnu Bbl XOTWTe nepeycTaHOBUTb areHToB 6e3omacHocTn, obpaTuTecb K
«YCcTaHOBKa 3aWuTbl A1 KOHEYHbIX Tovyek» (p. 131).
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7.1.2. Ypanenue Security Server

Bbl MoXeTe yaanuTb Security Server Tak e, Kak OH 6blJ1 YCTAHOBJEH, NM60 B
Control Center, nu6o B nHTepdeiice komaHaHoin ctpoku (CLI) BupTyanbHoro
ycTpoicTBa GravityZone.

YT06bl yaanutb Security Server B Control Center:
1. NMepengute B pasgen CeTb.
2. BbibepuTe Virtual Machines 13 MeHto Bbi6opa NPOCMOTPOB.

3. Bblbepute gaTaleHTPp WM Nanky, cofepxalllyto XOCT, Ha KOTopoM Security
Server ycTaHoB/eH. KOHeYHble TOUKM 0TO6paXKaloTCs B MPaBoi NaHenu.

4. YctaHoBuTe (pnaXKoK B Nosie COOTBETCTBYHOLLEN0 XOCTa, Ha KOTOPOM Security
Server ycTaHOBNEH.

B MeHto 3apgaum BbibepuTe YganuTtb Security Server.

BeeguTe yueTHble AaHHble vShield (ecnm npuMeHnMOo) u HaxxmMuTe [la, uTo6bI
co3paTb 3ajauy.

Bbl MOXeTe npocMaTpuBaTb 3afayy v yrnpasenaTh eto B CeTb > 3apgaumn

Ecnu Security Server ycTaHOBNEH Ha TOM e BUPTyaslbHOM YCTPOMCTBE, YTO U
apyrve ponu GravityZone, Bbl MOX€Te yAanuTb €ro, Mcrnosb3ya uHTepdeic
KOMaHZHOWN CTPOKU yCTPOWCTBa. Cneaynte UHCTPYKLUK:

1. JocTyn K KOHCONW YCTPOWCTBa U3 BaLLEro MHCTPYMEHTapusa ynpaBleHus
BUpTyanuaaumen (Hanpumep, vSphere Client).

MCI'IOJ'Ib3yVITE KnaBuLLM CO CTPEeSIKaMU 1 KiaBuLly Tab AJ19 HaBUraLum no MeHro
M onumsam. Haxxmute Enter gnsa Bbl60pa onpeneneHHbIX 0I'ILLI/IV1.

B MeHt0o OnuuM ycTporcTBa NepenanTe K PaclumpeHHble HaCTPONKM .

Boi6epute  YpaneHune cepBepa 6e3onacHocTM . OTo6pasuTCA OKHO
NoATBEPXKAEHUS.

4. HaxmMuTe KNnaBullly Y WIN HaXMUTe KNaBully Bsox , YTO6bl Bbl6paTh
BapuaHT fla, yTo6bl NPOAOIKUTL. . [lofoXANTe, naeT yaaneHve.

7.2. Ypanenue HVI

YT06b1 yaanutb HVI ¢ xocTa, gocTaTouHo yaanutb HVI [JononHuTenbHbIv MNakerT.
Bbl Takxe MoxeTe wucnonb3oBaTb Security Server B KayecTBe cepBepa
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CKaHUpPOBaHUsI, €CNin y Bac eCTb AENCTBUTENbHbIA JIMLEH3UOHHbIA KN4 Ass
Security for Virtualized Environments.

Ecnu Bbl X0TUTe NoNHOCTbIO yaanuThb Bitdefender, Bam Heo6xoaNMO yaanuTb Kak
JononHuTenbHbIn nakeT HVI, Tak u Security Server.

Waet yaaneHnue gonosHutenbHoro nakera HVI

Y Bac ecTb ABa BapuaHTa yaaneHus [JononHUTENbHOro nakeTa:

« YpaneHHo n3s Control Center, no BbINOAHEHUN 3aa4M yAaNeHUs.

« YpaneHHo ns XenCenter, npu 3anycke HeCKOJIbKMX KOMaH[, Ha LiefIeBOM y3Jie.
YTt06bl yaanutb nakeT HVI ¢ nomowybto Control Center:

1. Bounpaute B Control Center.

2. Mepengnute Ha cTpaHuyy CeTb u BblbepuTe BupTyanbHble MalluHbI B
nepeksoyaTtene 063opa.

3. Bbibepute CepBep 13 MeHto Bugbl B neBoi naHenw.

4. BblbepuTe OAUH UM HECKOJIbKO Xen-XoCTOB B CETEBOM COAEPXMMOM. Bbi
MOXKeTe Nerko NPOCMOTPETh AOCTYMHbIE XOCTbI, Bbi6pas onuuio Tun > XocTbi
B MeHI0 PUAbTPDI .

5. HaxmuTe kHonky 3agaum B npaBowv NaHenun u Bbibepute Yaanutb naket HVI
Supplemental Pack . OTkpoeTcsi OKHO KoHbUrypauum.

6. 3aI'U'IaHVIDOBaTb, KorgayanasnnmTb NakeT. Bbl MOXeTe Cpa3y XXe 3anycTtutb 3agavy
nocJsie CoXxpaHeHuna 3afgaHuAa UM B onpeaesieHHoe BpeMmMA4. B cny4yae ecnu
yoaneHne He MOXeT 6bITb 3aBepweHo B YKa3aHHOe BpeMd, 3apava
aBTOMaTU4YeCKN NMOBTOPUTCA B COOTBETCTBUU C HaCTPOIZKaMM NnoBTOpPEeHUA.
Hanpmmep, €CJin Bbl Bbl6paﬂl/| HECKOJIbKO XOCTOB U OAUH XOCT HEAOCTYINEH B
3annaHnpoBaHHOE BpeM4d, 3agaHue 6yp,eT 3anyuleHo CHOBa B 3ajaHHOE BPEMHA.

7. XocT pomkeH nepesanycTuTbes6 YTo6bI 3aBePLUMTL yaaneHue. Ecnv Bbl XoTuTe,
yTo6blI XOCT nepesarpyswsncs 6e3 3anpoca, BbibepuTe ABTOMaTUYecKas
nepesarpy3ka xocTa(ecnu Heo6xoguMo).

8. Haxxmnte CoxpaHuTb. [10ABUTCSA OKHO NOATBEPXKOEHUS.

Bbl MOXXeTe npocMaTpuBaTh U yNpaBisaTh 3agavyamu B pasgene CeTb > 3agaum.
Y106kl yaganutb nakeT HVI ¢ nomowbio XenCenter:
1. Bonmpgute B XenCenter.
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2. OTKpownTe KOHCOJIb XOoCcTa Xen.
3. BBepuTe naponb gna xocta XenServer.

4. BbINosiHUTE cnefdytolie KOMaHabl:

# rpm -ebitdefender-xen-dom0 # rm -rf /etc//xensource/installed-:
/bitdefender\:bitdefender-hvi/ # rm -rf/opt/bitdef* # CepmBucxar

Y nanenue Security Server

YT06bl yaanutb Security Server ¢ 04HOro UM HECKOJIbKMX XOCTOB:
1. Bomnaute B Control Center.

2. NMepengute B pasgen Cetb.

3. BbibepuTe Virtual Machines n3 MeHto Bbi6opa NpoCMOTPOB.

4

. MpocmoTpute  uHBeHTapusauuto  Citrix M ycTaHoBUTEe  (riaxkkuy,
COOTBETCTBYIOLNE TPebyeMbIM XOCTaM. [15ia 66ICTPOro Bbibopa Bbl MOXeTe
GbunbTpoBaTb UHBEHTApb CETU AJiI NPOCMOTPa TOJIbKO cepBepoB Security
Server.

5. HaxmuTte kHonky ® 3agaum B BepxHel yacTv Tabnuubl M BbibepuTte Yaanutb
Security Server B MeHto. [ToABUTCA OKHO NoATBepXAeHUs. Haxmute OK ,
4YTO6bI NPOAOCIIXUTD.

Bbl MOXeTe npocMaTpuBaTb 1 yNpaBnAaTb 3agayamMu B pasgerne CeTb > 3agaum.

7.3. Ypanenue 3awutbl 0bMeHa

Bbl MOXeTe yaanuTb 3awuTy o6MeHa ¢ ntoboro cepeepa Microsoft Exchange ¢
Bitdefender Endpoint Security Tools ¢ ycTtaHoBneHHoOM ponbio. Bbl MoxeTe
BbINONHUTL yaaneHue B Control Center.

1. lMepengute B pasgen CeTb.
2. Bbi6epuTe KOMNbIOTEPbI U BUPTyarnbHble MaLUWHbI U3 MEHIO BUJOB CETEN.

3. Bbibepute >kenaembil KOHTeWHep B 1neBoM naHenu. O06bekTbl 6yayT
0oTO6paXkaTbCA B NpaBoM NaHenu TadbnuLbl.

4. Bbl6epuTe KOHEYHYHO TOYKY, C KOTOPOM Bbl XOTUTE YAanuTb 3amuTy o6MeHa.

Ypanexue 3awuthbl 226



Bltdefender Grawt\/Zome

unfollow the traditional

5. HaxmuTe MNepekoHpUrypmpoBaTh KIMEHTa B MeHIO 3afiauM B BepXHEN NaHesm
Tabauubl. MoABUTCA OKHO KOHbUIypaumm.

6. B paspgene O6wme cHumuTe pnakok 3awuTta ob6MeHa .
Mpepynpexpenue

B okHe KoHburypaumm y6eamTech, YTo Bbl BbIGpasiv BCe posiv, KOTOPble aKTUBHbI
Ha KOHeYHoii pa6oyei cCTaHLuK. B IPOTUBHOM Cllyyae OHU Takxke 6yayT yAaneHbl.

7. Haxxmnte CoxpaHuTb, YTOObI CO3aaThb 3adayy.
Bbl MOXeTe npocMaTpuBaTh 3agayy 1 ynpaenaTb eto B CeTb > 3apgaumn

Ecnu Bbl XO0TUTe NepeycTaHOBUTHL 3alUUTy 06MeHa, 06paTUTECh K «YCTaHOBKa
3awuTbl O6MeHa» (p. 178).

7.4. Ypanenue Sandbox Analyzer On-Premises
Y106kl yganutb Sandbox Analyzer On-Premises:

1. Ypanute o6pasbl BUpTyasibHOM MaLlumHbl (BM) n3 koHconm ycTpoiicTea Sandbox
Analyzer.

a. BowawuTte B uHTepdeiic yctpoincTea Sandbox Analyzer.

V|CI'IOJ'Ib3yl7ITe KnaBuULLKN CO CTpeNKaMun 1 Knasuwly Tab Ans HaBurauum no
MEHHKO N onuunaMm.

HaxxmuTe Enter Ans Bbi6opa onpeaenieHHbIX OMnLui.

b. B MeHio KoHdurypaumm necouHuubl nepenaute K napameTpy o6pasbl
BUPTYasIbHOM MALLUUHDbI.

c. B meHto KoHdurypaums o6pa3os BUpTyanbHOW MaLUMHbI NepenanTe K onumm
OuucTka.
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VM images configuration
Choose an option:

1 Image configuration
2 DMZ hosts

[ C leanup

oK > <Cancel>

KoHconb ycTpoiictBa Sandbox Analyzer - HacTpoiku necoyHmubl - Ounctka

d. HOATBepAMTG, YTO Bbl XOTUTE YypAaJUTb YCTaHOBJIEHHbIE o6pa3u
BUPTYaJibHbIX MaLUWH.

MopoXanTe, MoKa 3TO IENCTBME He 3aBepLUUTCS. Bo Bpemsi 3Toro fencTBus
Takxe 6yayT yfaneHbl AaHHble, CBS3aHHble ¢ o6pasamMu BUPTyanbHOM
MaLUWHBI.

2. Ypanute BupTyanbHoe ycTponcTeo Sandbox Analyzer:
a. BbikntounTe BupTYyanbHoe yctponcteo Sandbox Analyzer.

b. Ypanute ycTponcTBO M3 MHBeHTaps ESXi.

7.5. YpaneHue 3awmTbl MOOUbHbIX YCTPOUCTB

Mpu ypaneHnn 3awmTbl Bitdefender ¢ Mo6unbHOro ycTponcTBa Bbl AOJKHbI
chenaTtb 3TO Kak ¢ noMouw,bto Control Center, Tak U ¢ ycTponcTBa.

Mpw yganenun yctpomnctea ns Control Center:
o MobunbHbIN KNneHT GravityZone OTK/KOYEH, HO He yaaieH C yCTPOUCTBa.

. Bce xypHanbl, cBsi3aHHble C YAaneHHbIM YCTPOWCTBOM, 6YAYyT NO-NpexHemy
JOCTYMHbI.

. Bawa nuyHas nHdopmMaums u NpunoxxeHusi He 6yayT 3aTPOHYThI.

. [Onsa i0S-yctponcte MDM-npodunb 6ypeT yaaneH. Ecnu ycTponcTBo He
noAKYEHO K ceTn MHTepHeT, MDM-npodunb ocTaHeTcs B yCTPONCTBE, MOKa
He CTaHeT [OCTYMHO HOBOE COEANHEHME.

Mpeaynpexpaexue

« Bbl He cMOXeTe BOCCTaHOBUTDL yaneHHble MO6UJIbHbIE YCTPOﬁCTBa.
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. [epen ynaneHnem y6eamTech, 4TO LIENIEBOE YCTPOWCTBO He 3a6/I0KMPOBAHO.
Ecnu Bbl clyyailHO yaanunu 3a6slOKMPOBaHHOE YCTPOMCTBO, BaM MpuaeTcs
C6pPOCUTb YCTPOMCTBO K 3aBOJICKMM YCTaHOBKaM, UTO6bI ero pa36iokMpoBarTh.

1. NMepengute B pasgen CeTb.
Bbi6bepuTe MobunbHbie yCTPOMCTBA B CesieKTOpe NMPOCMOTPOB.

HaxmMuTe @®unbTpbl B BepxHeil 4aCTU CETEBOW MaHenuM U BblbepuTe
YcTpoitictBa B KaTeropun MpocmoTp . HaxxmuTe CoxpaHuUTb.

4. BblbepuTe >Kenaembll KOHTeMHep B rneBOM naHenu. Bce ycTponctea
oTOo6paXkatoTcA B Tabnmue NpaBon NaHesnu.

5. OTMeTbTe hnaXKkoM yCTPOMUCTBO, HAa KOTOPOM Bbl XOTUTE YAANUTb 3aLLMUTY.
6. HaxxmuTe KHOMKy © YAanuTb B BEpXHeW YacTu Tabnuubl.

3aTeM BaM HY)XXHO yAanuTb NporpaMMHoe obecrneyeHune C yCTPOMCTBaA.

YT06bI yaanuTb 3awmuTyBitdefender c ycTpoiicTea Android:

1. MNepengute Kk besonacHocTb > AMUHUCTPATOPbI YCTPOWUCTB .

2. CHumuTe dnaxok GravityZone. MNosiBUTCSA OKHO NOATBEPXAEHUS.

3. Haxmute [eakTuBupoBaTb . [losiBUTCSA npeaynpexpatoliee coobLieHue,
MHpOpMMpYtOLLEe BAaC O TOM, YTO (YHKUMM 3alUTbl OT Kpaxku He 6yayT
paboTaTb, U Bbl NOTepsieTe AOCTYMN K KOPNOPaTUBHLIM CETAM U flaHHbIM.

4. Ypanute MobunbHbI KNMeHT GravityZone Kak ito6oe gpyroe npunoxXxeHue.
YT06bI yaanutb 3awmuTy Bitdefender c ycTpoincTtea i0S:

1. Mepengnte Ha 3Ha4YoKMoOGWnbHbIN KnuneHT Bitdefender GravityZone u
yAep)X1MBanTe ero B Te4eHMe HeCKOJIbKUX CEKYHA,

2. KocHuTecb MpUKpernsIeHHOro Kpyra %, Korga OH nosButcA. NpunoxeHue
yoandaeTca.

Ecnu Bbl XO0TUTE NepeycTaHOBUTb MOGUIIbHYHO 3aLUUTY, CM.«YCTaHOBKa 3alUThI
MOGWIbHBIX YCTPOUCTB» (p. 184)

7.6. YpaneHue KoHCTpyKTOpa 0TYETOB

Onsa Toro, 4to6bl KOppeKkTHO ypanuTb Report Builder u3 Bawero peleHus
GravityZone, cnepBa Heo6xoauMO yaanuTb ponb npoueccopa Report Builder, a
3aTeM ponb 6a3bl gaHHbIX Report Builder.
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YTo6bl yaanuTb KoHCTpykTOp OTYETOB:

1.

Bongute B KOHCOJNbHbIN MHTepdenc KoHcTpykTop OTYETOB C MOMOLLbIO
cpefcTBa YynpaBneHua BupTyanusauuen (Hanpumep, vSphere Client).
Ncnonb3yinTe KnaBuLLM CO CTPENIKaMU U KNaBuLLy Tab A1si HaBUraumum no MeHro

v onuusiM. HaxxmnTe Enter ANs Bbi6opa onpefenieHHbIX OMnLmiA.
M3 rnaBHoro meHto Bblb6epuTe Advanced Settings.

Mepenante K YcTaHOBUTL / YaanuTb ponu, a 3atem [lo6aBuUTb UK yAANUTb
ponu .

C nomMowbio nNaHenn IIlpobenm  OTMeHUTe Bbi6op ponu Report Buider
Mpoueccopbl M HAXMUTE KNaBuWy Enter .[10ABUTCSA OKHO MOATBEPXAEHUS.

Bbl6epVITe Ja M HaxXmute Beectu , 4YTOObI NpoAOJDKUTD, 3aTeEM AO0XXOUTECD
3aBeplleHna yganeHusa.

Y106kl yaanuTb 6a3y gaHHbIx KoHcTpykTOopa OTYeTOB:

1.

Bovigute B KOMMNOHOBLLMK OTYETOB Yepe3 MHTepdenc KOHCOM ynpaBneHus
6a3amu JaHHbIX U3 CPeACTBA ypaB/ieHns BUpTyanuaaumen (Hanpumep, vSphere
Client). Ucnonb3yiTe KNaBuULWK CO CTPENKaMU M KNaBuLy Tab A HABUraLum

Mo MeHto u onuuam. Haxkmute Enter ans Bbl60pa onpeaeneHHbIX OI'IL|,MI;I.

M3 rnaBHoro meHto BbibepuTe Advanced Settings.

Mepengute K YcTaHoBUTBL / Yaanutb ponu, a 3ateM [lo6aBuTb Unu yaanuTb
ponu .

C nomolublo NaHenn IpoBGes OTMeHUTe Bbl6op posiv Report Buider 6a3bl
BAHHbIX U HAXXMUTe KnaBuwy Enter .[10ABUTCA OKHO NOATBEPXAEHUS.

Bbi6epuTe [la MU HAXXMUTE BeecTu ,UYTOObI MPOAOIKUTL, 3aTEM AOXKAUTECH
3aBepLUeHna yaaneHusl.

Mpepynpexaexne

Ecnu Bbl oTkntounTe yctpouncTtBa Report Builder B cpepe BupTyanusauum 6es
yhaneHnusi ponei 6a3sbl JaHHbIX U NMPOLECCOPOB, Bbl HE CMOXETE MOAKIHUYNTLCS K
Control Center GravityZone.
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7.7.YpaneHue ponen BUPTYyasibHOro ycTpoicTBa GravityZone

Bbl MOXeTe yaanuTb posiu BUPTyasnbHOro ycTponcTea GravityZone yepes MeHto
nHTepderca. [Laxe ecnuv Bbl yaanuTe oanH U3 HUX, Balla CeTb NO-NpeXXHeMy 6yaeT
3awmuieHa. TeM He MeHee, Ans paboTbl GravityZone HEO6XOANUMO KaK MUHUMYM
O MH 9K3eMMASAP KaXaon posu.

B cueHapuu c 0ogHUM YCTPONCTBOM CO BCeMu ponsiMu GravityZone npu yganeHum
O HOWM POJIM KOHEYHbIe TOUYKM By Ay T OCTaBaTbCS 3aLLMLLEHHBIMM, XOTS HEKOTOpPbIEe
(YHKUUN yCTPOMUCTBA HEAOCTYMHbI, B 3aBUCMMOCTU OT KaXXA0W POsin.

B cuieHapum ¢ HeCKOJIbKUMM yCTporcTBaMm GravityZone Mo)KHO 6€30MacHO YAanuTb
poJib, NMOKa AOCTYNeH APYrov 3K3eMmfisip ofgHOM M ToM Xe posun. Mo ausanHy
HEeCKO/bKO 3K3eMMJIsipoB posieit KOMMYHMKaLMOHHOMO cepBepa U Be6 koHconm
MOryT 6biTb YCTAHOBJIEHbl HA Pa3HbIX YCTPOWCTBAX M MOAKIIOUYEHbI K APYrUM
ponsiM ¢ NOMOLLbIO 6anlaHCUpoBLLMKa posieit. CnefoBaTeNbHO, C/N Bbl yaansiete
OAMH 3K3eMMNAp onpeaeneHHon ponu, ero GyHKLMs nepexsaTbiBaeTCs APYrMMU.

Mpy1 HEO6XOAMMOCTH Bbl MOXKETE yAaNMTb KOMMYHUKALMOHHbIV CEPBEP U3 OQHOIO
YCTPOWCTBA, Ha3HAYMB ero (yHKLUUIO APYroMy 3K3eMmnnspy aTow posu. Ons
NIaBHOro NepexoAa BbIMOMHUTE criefytolme AedCTBUS:

1. B Control Center nepenanTe Ha cTpaHuly MonuTukm .

2. Bblbepute CyLW,eCTBYIOLWYIO MOJIMTUKY WM HaXXMuTe @ [106aBUTb , YTOOGbI
co3paTb HOBYHO.

3. Bpaspgene O6wme nepengnte Kk CeA3b .

4. BokHe HasHauyeHue CBA3U KOHEYHOMN TOYKM, HaXXMUTe Ha none Ums. Mossurtca
CMUCOK 0B6HApPY>KEHHbIX KOMMYHUKALMOHHbIX CEPBEPOB.

5. Bbl6epuTe KOMMYHMKaLMOHHbIW CepBep, KOTOPbIN Bbl XOTUTE MpUBA3aTb K
KOHEYHbIM TOYKaM.

6. HaxmuTte kHonky @ [lo6aBUTb B BEpXHeW YacTu Tabnuubl. Ecnny Bac B cnmcke
6o5ee OOHOro KOMMYHUKALMOHHOIO CepBepa, Bbl MOXETe HacTpPouUTb WX
NPUOPUTET, UCMOJIb3Ysi CTPENKM BBEPX WU BHW3 B NPaBOM 4YacTu Kaxgoro
obbekTa.

7. Haxmute CoxpaHUTb,4TOGbI CO3AaTh MONUTUKY. KOHEYHbIE TOUKU CBSIXKYTCS
c Control Center Yepe3 yka3aHHbI KOMMYHUKALMOHHbIN cepBep.

8. BwuHTepderice kKoMmaHAHOM CTpoKM GravityZone yaanuTe cTapyto posib cepBepa
CBAI3N.
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Mpepynpexpenne

Ecnu Bbl yaanuTe cTapbii KOMMYHMKaLMOHHBIV cepBep 6e3 npeaBapuTesibHoM
HaCTPOWMKWN MONIMTUKKM, CBSI3b ByAeT noTepsiHa HaBcerga, U BaMm notpebyeTcs
nepeycTaHOBUTb areHTOB 6€30MacHOCTM.

YT06bI yAanuTb posin BUPTYasnbHOro yctponctsa GravityZone:

1.

SAREE R

6.

Bongute B nHTEpdeNc KOHCONM U3 CpeacTBa ynpaBfeHUs BUpTyanu3aunen
(Hanpumep, vSphere Client). icnonb3ayiiTe KnaBuM co CTPesIKaMu 1 KraBuLLy
Tab AN HaBUrauum no MeHw M onuusMm. HaxmuTte Enter AansA Bbi6opa

onpegeneHHbIX OMuy1N.

BbibepuTe [lonoNHUTENbHbIE HACTPOWKH .
HaxxmuTe Install/Uninstall Roles.
MNepenante K J,06aBUTb UK YRANIUTH POJIU .

Ucnonb3yss Space , OTMeHUTe BbI6Op IH060M PO, KOTOPYHO Bbl XOTUTE
yOannTb, 3aTEM HAXXMUTE KJaBuWy Enter .[losSIBUTCA OKHO NOATBEPXXAEHMS,
MHOPMMpYIOLLLEE BAC O TOM, YTO poJib 6yaeT yaaneHa.

HaxMmute Enter ,4TOo6bl NPOAOIDKUTD U 0XANTECH 3aBepLUEHUA yOaJIEHUA.

Ecnu Bbl XOTUTe NepeycTaHOBUTbL PoOJib, 06paTUTECh K «YCTaHOBKa/yaaneHune
poneit» (p. 116).
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8. NOJIYHEHUE CIPABKH

Bitdefender cTpemnTCs NpefocTaBUTL CBOMM KIIMEHTaM ObICTPYHO U KAYECTBEHHYHO
Texnoapepxky. Ecnvy Bac BOZHUKAN NpO6eMbl MU €CNIN Y Bac eCTb Kakne-nn6o
Bonpochkl 0 npoaykTax Bitdefender, nepeinante B Haw OHNaNH LEEHTP MOALEPIKKN.
B HeM JoOCTYNHbI pecypcbl, C MOMOLLbIO KOTOPbIX MOXHO 6bICTPO HAaNTU peLleHne
unu oteeT. Vnm npn He06X0ANMOCTU MOXHO 06PaTUTLCA B CIYXXOY NoanepXKu
knueHToB Bitdefender. MNpeacTaBuTeny cnyx6bl NoaAAePXKK 6bICTPO OTBETAT Ha
BCE BOMPOCHI U OKaXyT HEO6XOAUMYHO MOMOLLb.

MpumeyaHmne
B ueHTpe Texnoanep>Kkv MOXHO HanTu MHGOpPMaLUIO 0 MpefoCcTaBAsEMbIX YCNyrax
TeXNoAAEPXKKHU, a TakxXKe npaBunax nx npenocrtaByieHUA.

8.1. LlenTp nopaepxku Bitdefender

Bitdefender LleHTp noaaep>kku aTo pasgen, r4e Bbl HanZeTe BCHO HEOOXOAMMYHO
nomoLlb no npoayktam Bitdefender.

ﬂ,OCTyrIHbIe pecypcCbl MOXXHO UCMOJIb30BaThb AJ1A 6bICTpOFO HaXoXXOeHUA pelleHnd
Wnn oTBeTa:

« CTtaTbyu 6a3bl 3HaHWUN
« ®opyM noapepxku Bitdefender
« [JokymeHTauus No npoayKTy

Tak)Ke MOXHO BOCMOJIb30BaTbCA MOWCKOBOW CUCTEMOW AN MNOJyYeHus
JOMOSNHUTESIbHbIX CBeAEeHU O KOMMbIOTEPHOW 6€30MacHOCTH, MpOoAYKTaXx
Bitdefender u camon koMmnaHuu.

CTtaTbyu 6a3bl 3HAHUM

baza sHaHuM Bitdefender - oHnawvH xpaHunuuwe wuHpopmaumm o npoaykKTax
Bitdefender. 3gecb xpaHsATca B yao6HOM gns goctyna ¢opmate oTYyeTbl O
pesysnbTaTax TeKYWMX onepauuin No TEXHUYECKOW NMoAfep>KKe U UCTIPaBJIEHUIO
OLLMOOK, BbIMOSIHAEMbIX CNYXX601 Noaaep>XXku u paspaboTtku Bitdefender, a Takke
CTaTb¥ MO MPEeAOTBPALLEHMIO 3apaXXeHWUs BUPYyCaMM, YNPABIEHUIO peLleHnsIMM
Bitdefender c nogpo6HbIMK pasbsCHEHUAMM, @ TaKXe Aapyras uHGopmauus.

basa 3HaHui Bitdefender oTkpbiTa Ans obuwero AocTyna C BO3MOXHOCTbHO
cBo6oaHoro noucka. Bitdefender copepxut o6wupHyto UHbOpMaLMIO,
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npegocTaBnssi  KAMEHTaM Heob6XoAuMMble TexHuU4Yeckue cBefeHusa. Bce
JeicTBytoLme MHGOPMaLMOHHbIE 3anNpoChl UK 0TYeThbl 06 OLIMBKaX, MoCcTynatoLme
oT KnimeHTOoB Bitdefender, MoryT 6b1Tb HalaeHbI B 6a3e 3HaHWI Bitdefender, Takue
KaK OTYeTbl MO MCMpaBJIEHUAM, YCTPAHEHUIO Henonagok M uHopmMaumnoHHble
cTaTbu, AononHswWwme daisbl CpaBoK NPOAYKTOB.

basa 3HaHui Bitdefender pns 6u3Hec-NpoAyKTOB AOCTYyNHa B N060e BpeMmst -
http://www.bitdefender.com/support/business.html.

®opym nogaepxku Bitdefender

dopym Texnognepxku Bitdefender npegoctaenaet nonb3osatenam Bitdefender
NPOCTON CNOCO6 He TOJNIbKO NOJTYyYUTb HEOHXOAMMYHO MOMOLLb, HO M MOMOYb APYTUM.
Mo>kHO ony6nukoBaTh NHOOYH NPo6aEMY MM BOMPOC, CBA3aHHbIE C NPOAYKTOM
Bitdefender.

CneunanucTbl Cny6bl TeXHUYecKo noaaepxku Bitdefender oTcnexxmsatoT HoBble
cooblieHns Ha (opyMe, YTO MO3BOJIAET CBOEBPEMEHHO pearMpoBaTb Ha Bce
BOMNpocCbI NoJib3oBaTesieit. Ha hopyme TakxKe ecTb BO3MOXHOCTb MONYyYnTb OTBET
WM y3HaTb 0 cnoco6ax pelleHus NnpobneMbl 0T 60Jiee oNbITHbIX MNoJIb30BaTeNen
Bitdefender.

Mepen nybnmkaumen cBoero coobLeHUst 0 NpobremMe UM Bonpoca, BbIMOSHUTE
MOMCK MOXO0XWUX UJIM CBA3aHHbIX TeM Ha dhopyMme.

®opym TEXNOAAEPKKMN Bitdefender JOCTyneH no appecy
http://forum.bitdefender.com, Ha NATU pasNUYHbIX A3bIKaX: aHINTMNCKOM, HEMELLKOM,
(bpaHLy3CKOM, MCMAHCKOM M PYMbIHCKOM. HaxXMuTe ccbifiky 3auguTta 6usHeca,
yTO6bI NEPENTM B pasaen NpoAyKToB Assl busHeca.

JIoOKyMeHTaLus no NpoAyKTy

JloKyMeHTauus No NpoayKTy ABASETCSA CaMbIM MOJHbIM UCTOYHUKOM UHOpMaLmK
0 NpoAyKTe.

CaMbI NpocToW cnoco6 NoNyYnTb AOKYMEHTALMIO - TepENTU Ha cTpaHuLy CnpaBka
n nogaepxka B Control Center. Haxxmnte cBoe uMs nosib3oBaTeNst B BEPXHEM
NnpaBoOM Yrily KOHCONW, BbibepuTe CnpaBKa U nogAepXkKa , a 3aTeM CCblJKy
WHTEepecyloLLero Bac pykoBoacTBa. PykoBoACTBO OTKPOETCS Ha HOBOW BKagke
Ballero 6paysepa.
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Bbl TakXe MOXeTe NPOoBEePUTb U 3arpysnTb JOKYMeHTauuio B pasgene LleHTp
MoAZEPXKKM BO BKNagke [lOKYMeHTauus , JOCTYMHON Ha KaX[AoW CTpaHule
NoAAep>KKM NPoayKTa.

8.2. O6palleHne 3a NOMOLLbHO

Bbl Mo)keTe 06paTUTbCA 3a MOMOLLbIO B Haw OHMaWH LLeHTp nopnepikku.
3anonHnTe KoHTakTHaa hopMa UM NPUMUTE.

8.3. Micnonb3oBaHMe MHCTPYMEHTOB NOALEPXKKM

MHCprMeHTbI nopgnepXxku GravityZone CO3/4aHbl, YTO6bI MOMOYbL NONIb30BaATENAM
n cneynanuctaMm nogaepXkKm ynpoctuTtb npenocrtaB/ieHne HEO6XO}J,VIMOI;I
I/IHCbOpMaLl,VII/I 0nAa yCTpaHeHUa Henonagok. 3aﬂyCTVITe MHCTPYMEHT NoanepXxku
Ha ﬂeVICTByDMMX KOMMNbKOTEpPaAaxXx U OTnpaBbTe apxumB C MHd)OpMaLLMeVI o
BblIABJIEHHbIX HEMONAaAKaxX B NpeACTaBUTENIbCTBO NOAAEPXKKN Bitdefender.

8.3.1. Ucnonb3oBaHMe MHCTPYMEHTA NOALEPXKKM HA ONepPaLMOHHbIX
cuctemax Windows

3anyck npuioxxeHusi UHCTpYMeHT noafepiKKu

YT06bl CO3AaTh XYpHan Ha 3apaXXeHHOM KOMMbITepe, UCMOoJIb3yNTe OAUH U3
cneayoLLmMX Crnoco6oB:

. KomaHgHas cTpoka
Ins no6bix npobnem ¢ BEST, ycTaHOBNIEHHbIM Ha KOMMblOTEpE.
o [pobnema c ycTaHOBKOM

Ons cutyaumn, korga BEST He ycTaHOBMEH Ha KOMMbIOTEpPe M YCTaHOBKA
3aBepluaeTcs HeyfayHo.

MeToj, KOMaHAHON CTPOKU

Mcnonb3yss KOMaHAHYH CTPOKY, Bbl MOXeTe cobupaTb XXypHanbl MpsMO C
3apaXxeHHOro KoMnbloTepa. 3TOT METOZ, NoJsie3eH B CUTyaLUsX, Korga y Bac HeT
pocTtyna kK LLeHTpy ynpaBneHusi GravityZone unn KoMnbtoTep He B3anMoAeNCTBYeT
C KOHCOJbIO.

1. OTKpoWTe KOMaHAHYH CTPOKY C MpaBamMu agMUHUCTpaTopa.
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2. lepeiaunTe B Nanky ycTaHOBKW NPoAyKTa. MyTb N0 YMOYaHUIO:
C:\Program Files\Bitdefender\Endpoint Security

3. CobepuTe U COXpaHUTE XypHarbl, BbINOMHUB 3Ty KOMaHAy:

Product.Support.Tool.exe collect

XXypHasbl M0 yMONYaHUIO COXpaHATCAB C: \ Windows \ Temp

Mpu >enaHuu, ecnu Bbl XOTUTE COXPaHWUTb XYpHan CpeacTBa NOAAEPXKKMN B
NMpOVU3BOJSIbHOM MECTE, UCMOJIb3yiTe NMYThb K MapameTpy:

Product.Support.Tool.exe collect [path="<path-to-file>"]

Mpumep:

Product.Support.Tool.exe collect path="D:\Test"

nOKaKOMaHAaBbmonHﬂeTCﬂ,BbHMOXETGBaMeTMTbMHAMKaTOpBbMOHHeHMﬂ
Ha 3KpaHe. Korga npouecc 3aeepuleH, B BbIXOAHbIX AAHHbIX OTO6pa)KaeTCF|
nMA apxmnBa, cogepxxallero >XXypHaJsibl, U ero MeCTornoJ10XXeHune.

YT06bl OTMpaBUTHL XypHanbl B cnyx6y noaaepxku Bitdefender Enterprise,
nepenante B C:\Windows\Temp WX B NONb30BaTE/IbCKOE MECTOMOJIOXKEHUE U

HaguTe apxuBHbI Gann ¢ MeHeM ST [computername] [currentdate].
MpuKpenuTe apxmB K 3asiBKe B CNyXKO6y NoaAepXKu Ans fanbHeNLlero ycTpaHeHus

Heronagok.

Mpobnema ¢ ycTaHOBKO

1. YTto6bI 3arpy3uTtb MHCTPYyMeHT nogaepxku BEST, HaxKmuTe 34echb.
3anycTtute ucnonHsAembli Gann oT UMeHU agMUHUCTPaTopa. MosBUTCA OKHO.
Bbi6epuTe MecTo N COXPaHEHUS apXMBa XXYPHasoB.

Moka XypHasibl cobupatoTcs, Bbl yBUAUTE HA 9KPaAHE MHANKATOP BbIMOJIHEHWS.
Korpa npouecc 3aBeplueH, B BbIXOAHbIX AaHHbIX 0To6paXkaeTcs UMs apxmea
M €ro MecTOMOJIOXKEHUE.

UTo6bl OTMpaBUTbL XYpHanbl B cnyx6y noapepxku Bitdefender Enterprise,
nepenguTe B Bbi6paHHOE MECTOMONOXEHWE U HaNAUTe apXUBHbIN Gain c UMeHeM
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ST_[computername]_[currentdate].ﬂpMernMTeapXMBKsaﬂBKeBcnym6y
NoaAEPXKX oS AaNbHenLero ycTpaHeHUs HernosnagokK.

8.3.2. cnonb3oBaHne UHCTPYMEHTa NOJAEPXKKN Ha OnepaLnoHHbIX
cuctemax Linux

[ns onepayMoHHbIX CUCTEM LiNUX UHCTPYMEHT NOAAEPKKU UHTErPUPOBAH B areHT
6e3onacHocTu Bitdefender.

Ona c6opa uHbopmauum o cucteme Linux C MCMOSIb30BAHMEM WMHCTPYMEHTa
MOAAEPXKKM, 3aMYCTUTE CNEAYIOLLYIO0 KOMaHAY:

# /opt/BitDefender/bin/bdconfigure

ncnonb3ya cnepyrouine ooCTynHblie onuun:

¢« ——help COCTaBUTb CNNCOK BCEX KOMaHA MHCTPYMEHTA NOAAEPIKKUN

« enablelogs A8  BKIOYEHUS  XXypHanMpoBaHMS  MpoAykKTa U
KOMMYHMKaLMOHHOro Moaynsa (Bce cepBUCbl 6yayT aBTOMaTU4YeCKU
nepesanylueHbl)

.« disablelogs AN  OTKIKOYEHUS  XXYPHANMPOBaHWS  MNpoAaykTa U
KOMMYHUMKaLUOHHOro Moaynsa (Bce cepBUCbl 6yayT aBTOMaTUYeCcKU
nepesanylieHbl)

o deliverall YTO6bl CO3AaTh:

— ApxuB, cofepxXaLiuii XXypHasbl NPoAYyKTa U MOAYNA CBA3M, LOCTAB/IEHHbIN
B nanky /tmp B cnepywouwem bopmarTe:
bitdefender machineName timeStamp.tar.gz.

[Mocne Toro Kak cosgaH apxms:

1. Tpu OTKNOYEHUN XYypHanupoBaHWst BaM 6yfeT BbigaH 3anpoc. [pwu
Heo6X0ANMOCTHU CNyXX6bl aBTOMATUYECKU Nepe3anycTsaTCs.

2. Tpwv yaaneHuu xypHasnos BaM 6yAeT BblAaH COOTBETCTBYHOLMIA 3anpoc.

¢ deliverall -default npepocTaBNfAeT TaKyl Xe I/IHd)OpMaLWII-O, KakK U B

npeablayLen onwmm, Ho AEeNCTBUS NO YMONYaHMIO 6yayT 0TO6paXkeHbl B florax
6e3 3anpoca rnosnb3oBaTtesis (KypHasbl OTKIHOYEHbI U YaaneHbl).
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Bbl Takxe MoXeTe 3anycTUTb KOMaHAy /bdconfigure npsamo us naketa [BEST_
SHORT] (NosnHbIN MAK 3arpy3ynK) 6e3 ycTaHOBKM NPOAYKTA.

Onsa coobueHnsa o npobneme GravityZone, BO34eNCTBYHOLLEN HA Bally CUCTEMY
Linux, BbINOMHWUTE CreaytoLue Wwark, MCNnosb3ysi paHee onucaHHble onuuu:

1.

o > DN

BkntounTe )XypHanupoBaHue NpoayKTa  KOMMYHUKALUMOHHOIO MOAYIIS.
MonblTakTecb BOCMPOU3IBECTU NPOGIEMY.

OTKNIOUMTE XYpHanbl.

CospanTe apxumB XXypHarsoB.

OTkponTe obpalieHre B cCnyx6y Moafep>Kku, ucnonb3ys dopmy, KoTopas
ZJOCTynHa Ha cTpaHuue Momow,b &Moapeprxka B Control Center, c onucaHnem
npo6nemMbl M NPUKPENSIEHHbIM apXUBOM XXYPHasIOB.

MHCTpyMeHT noaaep»ku ans Linux npegocTasnseT crieayoLlyo nHpopmaumio:

etc, var/log, /var/crash (ecnu BOCTYMHO) U var/epag Nanku us narnku
/opt/BitDefender, KOTOpble COAEpPXXaT XypHanbl 1 HacTpolku Bitdefender

dann /var/log/BitDefender/bdinstall.log coaepXuT nHpopmaLmto
no ycTaHOBKe

Pannnetwork. txt, KOTOPbIN COAEPXMUT MHDOPMALMIO O CETEBbLIX HACTPOMKaX
/ 0 BOCTYMHOCTU MaLLUUH

®ann product . txt, BKIOYasa cogepXxumoe Bcex (amioB update.txt U3
/opt/BitDefender/var/lib/scan W NOJIHbIN PEKYPCUBHbINA CMMCOK BCEX
dannoB u3 /opt/BitDefender

dann system.txt, KOTOPbIA COAEPXUT OOLLYIO CUCTEMHYIO MHbOPMaLUIO

(Bepcvm ﬂ,MCTpM6YTMBa nagpa, 4oCTtynHaa onepaTtuBHaa NaMATb U cBobogHoe
MeCTO Ha XXeCTKOM ,EI,MCKE)

dain users. txt, KOTOPbIA COAEPXUT MHPOPMaLMIO O NoNb3oBaTese

[pyryto cucTemHyo MHhOPMaLIMIO, KacatoLLyHCA NMPOAYKTA, TaKyHo Kak BHELLHee
ceTeBOe B3aMMOAENCTBME NPOLECCOB M UCMOMIb30BaHUe NpoLeccopa

CucTeMHble XypHarbl
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8.3.3. cnonb3oBaHne UHCTPYMEHTOB NOAAEPXKKMN HA onepaLMOHHbIX
cuctemax Mac

Mpu oTnpaBke 3anpoca B TFpynny TexHuyeckol nopnepxku Bitdefender,
Heo6X0ANMO NMpefoCTaBUTb CIeAYHOLWY MHDOPMaLUIo:

. Moppo6Hoe onucaHue Npo6riembl, C KOTOPOW Bbl CTONKHYJIUCH.
o CKpMHLUIOT (€Cnu BO3MOXHO) COO6LLEHUS 06 OLIMEGKE, KOTOPOE NOABAETCS.
« KypHan UHCTpyMeHTa NoAAEePKKM.

YTo6bl CO6paTh MHpoOpMauuio o Mac-cuctemMe C MOMOLLbLIO MHCTPYMEHTa
NoALEepPXKKM:

1. CkavanTte ZIP-apxuB, copep)Xawmi MUHCTPYMEHT NoAAEePIKKMU.

2. Wsenekute pann BDProfiler. Tool u3 apxuea.

3. OTKpoWTe OKHO TepMMHana.

4. TMepenauTe K Nanke, cogepxatlein davin BDProfiler.tool.
Hanpumep:

cd /Users/Bitdefender/Desktop;

5. [o6aBbTe pa3pelueHne Ha BbiNoJIHeEHME daina:
chmod +x BDProfiler.tool;

6. 3anycTuTe MHCTPYMEHT.
Hanpumep:
/Users/Bitdefender/Desktop/BDProfiler.tool;

7. Haxmute Y u BBeauTe napofib, Koraa MosiBUTCA 3anpoc BBOJa MNapons
aAMUHUCTpaTopa.

MopoXauTe napy MUHYT, MOKa MHCTPYMEHT He 3aKOHYMT Co3aHue XXypHarsa.
MonyyeHHbin dain apxusa ( Bitdefenderprofile_ output. Zip ) nosasuTcs Ha
pabouem cTone.
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8.4. KoHTaKTHas nHdopmaums

d¢ddeKkTUBHOE B3aUMOLENCTBUE C KIIMEHTAMU ABMSETCS 3a/0rOM YCMewwHoro
6usHeca. 3a nocnegHue 18 net Bitdefender ypanocb 3aBoeBaTh 6€CCNOpPHbIN
aBTOPUTET CPefiM CBOMX KJIIMEHTOB M MapTHEPOB 3a CYET OMNepeXeHUs UX OXXUAAHWUN
U NMOCTOSIHHOTO YNyYLleHWUs! OTHOLIEHUIN ¢ HUMU. Mbl 6yaeM pafibl OTBETUTb Ha
BCe BallLV BOMPOCHI W PELUNTb BalUU NPo6sieMbl — HE CTECHSANTECH, 06paTUTECh K
HaM 3a MNOMOLLbHO.

8.4.1. Appeca Be6-canToB

OTaen npogax: enterprisesales@bitdefender.com

LleHTp nogaepxku:http://www.bitdefender.com/support/business.html
JokymeHTaums: gravityzone-docs@bitdefender.com

MecTHble aucTtpubbtoTopbl:http://www.bitdefender.com/partners
MapTHepckue nporpaMmbl: partners@bitdefender.com

OTaen no cBasam co CMU: pr@bitdefender.com

BupycHas nabopatopusi: virus_submission@bitdefender.com
Cnam-na6opatopus: spam_submission@bitdefender.com

CoobLeHne o HapyLleHusax: abuse@bitdefender.com

Be6-canT: http://www.bitdefender.com

8.4.2. MecTHble AUCTPUOBLIOTOPDI

MecTHble aucTpubbioTopbl Bitdefender rotoBbl OoTBETUTH Ha BCe BOMPOCHI
KOMMepPYEeCKOro 1 06LL,Eero xapaktepa, HaxoAsiWwmecs B MX KOMMeTEHL M.

YTto6bl HAUTU ANCTpubbLIOTOPa Bitdefender B Ballel cTpaHe:
1. MepenguTte K http://www.bitdefender.com/partners.
2. Nepengute k NMonck napTHepoB.

3. KoHTakTHas uWHdopmauusa MecTHbIX AucTpubbioTopoB Bitdefender 6ypet
oTo6paXkeHa aBTOMAaTUUYECKUW. ECNn 3TO He NpoM30LLIIO, BbIGEPUTE BaLLy CTPaHYy,
YTO6bI MPOCMOTPETL UHDOPMaLUIO.

4. Ecnv He ypanocb HawTu AuctpubbioTopa Bitdefender B Balwen cTpaHe,
CBSIXXMTECb C HaMu N0  ajApecy  9JeKTPOHHOW  MOYThI
enterprisesales@bitdefender.com.
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8.4.3. Opuchbl Bitdefender

Oducbl komnaHum Bitdefender roToBblI 0TBETUTBL Ha BCE BOMPOCHI KOMMEPYECKOrO
1 06LLEero XxapakTepa, HaxoAsiLmMecs B UX KoMneTeHUun. Huxe npmeefeHbl agpeca
N KOHTaKTHas uHpopmMauusi opucos.

CLLA

Bitdefender, LLC

PO Box 667588

Pompano Beach, Fl 33066

United States

TenedoH (Npofaxu & TexHnyeckas noaaepxka): 1-954-776-6262
Mpopaxu: sales@bitdefender.com

CanT: http://www.bitdefender.com

LLeHTp nogaepkku: http://www.bitdefender.com/support/business.html

®paHuus

Bitdefender

49, Rue de la Vanne

92120 Montrouge

®dakc: +33 (0)1 47 3507 09

TenedoH: +33 (0)1 47357273

E-mail: b2b@bitdefender.fr

Be6-canT: http://www.bitdefender.fr

LleHTp nogaepxku: http://www.bitdefender.fr/support/business.html

Wcnanus

Bitdefender Espana, S.L.U.

Avda. Diagonal, 357,1° 12

08037 Barcelona

Espana

®akc: (+34) 93 21791 28

TenedoH (office & sales): (+34) 9321896 15

TenedoH (TexHWYeckas noanepxka): (+34) 93 502 69 10

Mpopaxu: comercial@bitdefender.es

Be6-canT: http://www.bitdefender.es

LleHTp nogpepxku: http://www.bitdefender.es/support/business.html
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epmaHus

Bitdefender GmbH

Technologiezentrum Schwerte

Lohbachstrasse 12

D-58239 Schwerte

Deutschland

TenedoH (office & sales): +49 (0) 2304 94 51 60

TenedoH (TexHWMYeckas noanepxka): +49 (0) 2304 99 93 004
Mpogaxu: firmenkunden@bitdefender.de

Be6-canT: http://www.bitdefender.de

LleHTp nogpep>xku: http://www.bitdefender.de/support/business.html

Benukobputanua u Upnanaus

Genesis Centre Innovation Way

Stoke-on-Trent, Staffordshire

ST6 4BF

UK

TenedoH (Npogaxu & TexHnyeckas nogaepxka): (+44) 203 695 3415
E-mail: info@bitdefender.co.uk

Mpopaxu: sales@bitdefender.co.uk

Be6-canT: http://www.bitdefender.co.uk

LleHTp nogaep>xku: http://www.bitdefender.co.uk/support/business.html

PyMbIHuS

BITDEFENDER SRL

Orhideea Towers

15A Orhideelor Street

060071 Bucharest, Sector 6

dakc: +40 21 2641799

TenedoH (Npofaxu & TexHndeckas noamepxka): +40 21 2063470
Mpopaxu: sales@bitdefender.ro

Be6-canT: http://www.bitdefender.ro

LieHTp nogaep>kku: http://www.bitdefender.ro/support/business.html

06beauHeHHble Apabekue IMuparbl

Bitdefender FZ-LLC
Dubai Internet City, Building 17
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Office # 160

Dubai, UAE

TenedoH (Npojaxu & TexHudyeckas noppdepxka): 00971-4-4588935 /
00971-4-4589186

dakc: 00971-4-44565047

Mpopaxu: sales@bitdefender.com

Caur: http://www.bitdefender.com

LleHTp nogaepxku: http://www.bitdefender.com/support/business.html
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Bitdefeer Gravit

A. lMpunoxeHus

A.1. MNoapepxxuBaemMble TUNbl hannos

MexaHu3Mbl CKAHUPOBAHUA Ha HaM4Me BPEeOOHOCHbIX MPOrpaMMm, BKJTHOYEHHbIE
B pelleHus 6e3onacHocTu Bitdefender, MmoryT ckaHupoBaTb Bce Tunbl (ansos,
KOTOpble MOryT copepXaTb yrpo3bl. CAMCOK HMXe BKJOYaeT Haubosee
pacnpocTpaHeHHble TUMbl HannoB, KOTOPble aHaIM3UPYHOTCA.

{*; 386; 3g2; 3gg; 7z; abp; ac; accda; accdb; accdc; accde;
accdr; accdt; accdu; acl; acm; acr; action; ade; adp; ain;
air; app; ar; arc; arj; as; asd; asf; asp; au; avi; awk; ax;
bas; bat; bin; bmp; boo; bz; bz2; bzip2; cab; cal; cgi; chm;
cla; class; cmd; cnv; com; cpio; cpl; cru; crush; csc; csh;
dat; dcx; deb (with gzip, bzip2, xz); dek; dld; dll; dmg (with
HFS); doc; docm; docx; dot; dotm; dotx; drv; drw; ds; dsé4;
dtd; ebm; emf; eml; eps; esh; exe; ezs; fky; frs; fxp; gadget;
gif; grv; gx2; gz; gzip; hap; hlp; hms; hta; htm; html; htt;
iaf; icd; ico; img; inf; ini; inx; ipf; iso; isu; jar; Jfif;
jpe; jpeg; Jjpg; Jjs; Jse; Jjsx; kix; laccdb; lha; 1lzh; 1lnk; maf;
mam; maqg; mar; mat; mcr; mda; mdb; mde; mdt; mdw; mem; mhtml;
mid; mmf; mov; mp3; mpd; mpeg; mpg; mpp; mpt; mpx; msS; msg;
msi; mso; msp; mst; msu; nws; oab; obd; obi; obs; obt; ocx;
odt; oft; ogg; ole; one; onepkg; osci; ost; ovl; pa; paf; pak;
pat; pci; pcx; pdf; pex; pfd; pgm; php; pif; pip; png; pot;
potm; potx; ppa; ppam; pps; ppsm; ppsx; ppt; pptm; pptx; ppz;
prc; prf; prg; psl; psd; psp; pst; pub; puz; pvd; pwc; pwz;
Py:; pyc; pyo; gpx; gt; gxd; ra; ram; rar; rbx; rgb; rgs; rm;
rox; rpj; rpm (with cpio, gzip, bzip2, xz); rtf; scar; scr;
script; sct; sdr; sh3; shb; shs; shw; sit; sldm; sldx; smm;
snp; snt; spr; src; svd; swf; sym; sys; tar; tar.z; tb2; tbz2;
td0; tgz; thmx; tif; tiff; tlb; tms; tsp; tt6; u3p; udf; ufa;
url; vb; vbe; vbs; vbscript; vwp; vxd; wav; wbk; wbt; wcm;
wdm; wiz; wks; wll; wmf; wml; wpc; wpf; wpg; wpk; wpl; ws;

ws2; wsc; wsf; wsh; xar; x1; xla; xlam; xlb; xlc; x11; xlm;
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x1ls; xlsb; xlsm; xlsx; xlt; xltm; xltx; xlw; xml; xgt; xsf;

xsn; xtp; xz; z; zip; zl1l?; zoo
A.2. 06bekTbl Sandbox Analyzer

A.2.1. Mopaepxusaemble Tunbl n Pacwmnpenus Ganos ana OTnpaBku
BpyuHyio

MopaepXXMBarOTCA CNeayoLne pacluMpeHmns, KoTopble MOryT 6biTb NPOBEPEHbI
Bpy4YHyto B Sandbox Analyzer:

Batch, CHM, DLL, EML, Flash SWF, HTML, HTML/script, HTML
(Unicode), JAR (archive), JS, LNK, MHTML (doc), MHTML (ppt),
MHTML (x1ls), Microsoft Excel, Microsoft PowerPoint, Microsoft
Word, MZ/PE files (executable), PDF, PEF (executable), PIF
(executable), RTF, SCR, URL (binary), VBE, VBS, WSF, WSH,
WSH-VBS, XHTML.

Sandbox Analyzer MoxeT 06Hapy>XMBaTb BbILLEYNOMSAHYTbIE TUMbI hannos, ecnu
OHM BKIFOYEHbI B apXUBbI CNeAyOLWNUX TUMOB: 7z, ACE, ALZip, ARJ, BZip2,

cpio, GZip, LHA, Linux TAR, LZMA Compressed Archive, MS
Cabinet, MSI, PKZIP, RAR, Unix Z, ZIP, ZIP (multivolume), ZOO,
X7.

A.2.2. Tunbl ®aitnos Moaaepxusaemoble [peasapuTenbHoOM
®unbtpaumen KonteHTta npum ABTomatudeckon OTnpaBke
MpepBapuTenbHas GUbTpaLUsa KOHTEHTa onpeaennuT KOHKpPeTHbIM Tun danna ¢

NOMOLLbKD KOMOMHALMK, KOTOopasi BK/OYaeT B cebsa coAep)XMmoe o6bekTa U
paclumpeHune. 3To 03HaYaeT, YTO UCMONHAEMBIN dali ¢ pacluMpeHneM . tmp 6yaeT

pacrno3HaH KakK MPWUIOXKEHUE U, eCIM OH OKaXXeTCH MOA03pUTEeNbHbIM, ByaeT
oTnpasneH B Sandbox Analyzer.

o [Mpunoxenua - dannbl dopmata PE32, BkAOYas, HO He OrpaHUYMBasiCb
cnefyrwmmMmm paclliMpeHnamMun: exe, dll, com.

« [lokymeHThbI - painbl popmaTa [OKYMEHTa, BKIIKOYas, HO He OrpaHUYnBasChb
cneayrownmMm paclumpeHnamm: x1sx, xls, ppt, doc, docx, dot, chm,

MpunoxeHus 245

unfollow the traditional



unfollow the traditional

xlm, docm, dotm, potm, potx, ppam, ppax, pps, ppsm, pptx,
sldm, sldx, xlam, xlm, xltm, rtf, pdf.

o CueHapuu: ps, wsf, ws, php, py, Js, vb, vbs, pyc, pyo, wsc,
wsh, pscl, Jjse, vbe.

« ApxuBbl: zip, jar, 7z, bz, bz2, tgz , msi, rar, rev, z, arj,
iso, lha, 1lhz, uu, uue, xxe, lzma, ace, r00.

. Mouty (coxpaHeHHyto B (haitnoBor cucteme).eml, tnef.

A.2.3. UckntoueHus Mo YMmonyaHuio B ABToMaTuyeckon OTnpaBke
asc, avi, bmp, gif, Jjpeg, Jjpg, mkv, mp4, pgp, png, txt.

A.2.4. PekomeHayeMble NPUNOXEHUA ANS JeToHaL MW BUPTYasibHbIX
MaLluuH

Sandbox Analyzer On-Premises TpebyeT, 4T06bI OnpeaeneHHbIe NPUTOXKEHUSA Obln
YCTaHOBJ/IEHbl HA BUPTYasibHbIX MalUMHax AeTOoHaLuW, YTo6bl OHU OTKpbIBanu
oTnpaBieHHble 06pasLbl.

MakeT Microsoft Office xls, xItm, xItx, ppt, doc, dotx, docm, potm, potx,
ppam, ppax, pps, ppsm, ppsx
Adobe Flash Player swf

Mporpamma Adobe Acrobat Reader pdf

Windows no ymonyaHuto bat, cmd, ws, wsf, reg, exe, dll, Ink, com, chm,
application, gadget, hta, cpl, msc, vbe, jse,
wsc, wsh, pscl, scf, vb, vbs, pif

7zip 7z, zip, z, arj, bz, bz2, tgz, jar, r00, ace, Izma,
WinZip Xxe, uue
WinRAR
Google Chrome html, url

Internet Explorer
Python PY, Pyc, pyp
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