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Ransomware Overview
What is Ransomware?

British National Health Service

State of Louisiana 2 Florida cities

University of Utah University of California San Francisco

How does Ransomware Penetrate the Organization?

Figure 1: Common ransomware attack vectors
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What does Ransomware Protection Entail?

• Preemptive Protection 

• Blocking and Prevention

• Monitoring & Early Detection

• EDR and Incident Response

• Vulnerability Patching 

• 

• User Behavior Risk Monitoring

• Application and Device Control

Recon Execution Discovery

Lateral 
Movement

Initial 
Access

Privilege Escalation

Defense Evasion

Credential Access

Persistence

Impact

Figure 2: Ransomware attack tactics and the typical cyber kill-chain
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Protected Ransomware Attack Vectors

How Bitdefender Ransomware Mitigation Works
Tamperproof Backups

shadow copies
easily deleted

Blocking and Prevention

Fileless Attack Defense and Hyper Detect

Machine Learning Anti-Malware

Advanced Anti-Exploit

Network Protection

Monitoring and Early Detection

Advanced Threat Control
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EDR and Incident Response

User and System Risk Mitigation

Vulnerability Patching

Application Vulnerabilities

Risky User Behaviors

Why You Need Bitdefender Ransomware Mitigation
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Bitdefender Ransomware Mitigation
Use Cases

Local Ransomware Mitigation

Remote Ransomware Mitigation

Incident Management from GravityZone

Figure 3: GravityZone EDR incident response shows the full ransomware attack kill-chain
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The GravityZone Difference

GravityZone’s Unmatched Combination of Ransomware Defenses
Multiple Blocking Layers

Multiple Detection Layers

Multiple Recovery Layers

Adaptive Defenses

Risk Mitigation Technologies

Tamperproof Backups

Remote Ransomware 
Blocking

Enterprise-Wide Cleanup

GravityZone’s unmatched combination of ransomware defenses
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The Most Awarded Endpoint 
Security Vendor 

“Best Hosted Endpoint Protection and Security Software for 2020”

“Best Mac Antivirus Protection for 2020”

Leader in the Forrester Wave for Cloud Workload Security, Q4-2019

“The biggest EDR vendor you haven’t considered but should have”

100% detection vs. real world threats

See Bitdefender GravityZone in Action
Watch the demo video

Get Protected against Ransomware
a free 90-day full-product evaluation GravityZone Ultra Plus

a free 45-day full-featured trial GravityZone Cloud MSP Security

Contact Us for More Information and a Demo
contact us
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Founded 2001, Romania
Number of employees 1800+ 

Headquarters
Enterprise HQ – Santa Clara, CA, United States
Technology HQ – Bucharest, Romania

WORLDWIDE OFFICES
USA & Canada: Ft. Lauderdale, FL | Santa Clara, CA | San Antonio, TX | 
Toronto, CA
Europe: Copenhagen, DENMARK | Paris, FRANCE | München, GERMANY 
| Milan, ITALY | Bucharest, Iasi, Cluj, Timisoara, ROMANIA | Barcelona, 
SPAIN | Dubai, UAE | London, UK | Hague, NETHERLANDS
Australia: Sydney, Melbourne

UNDER THE SIGN OF THE WOLF

A trade of brilliance, data security is an industry where only the clearest view, sharpest mind and deepest insight can 
win — a game with zero margin of error. Our job is to win every single time, one thousand times out of one thousand, 
and one million times out of one million.

And we do. We outsmart the industry not only by having the clearest view, the sharpest mind and the deepest insight, 
but by staying one step ahead of everybody else, be they black hats or fellow security experts. The brilliance of our 
collective mind is like a luminous Dragon-Wolf on your side, powered by engineered intuition, created to guard against 
all dangers hidden in the arcane intricacies of the digital realm.

This brilliance is our superpower and we put it at the core of all our game-changing products and solutions.

Proudly Serving Our Customers
Bitdefender provides solutions and services for small business and 
medium enterprises, service providers and technology integrators. We take 
pride in the trust that enterprises such as Mentor, Honeywell, Yamaha, 
Speedway, Esurance or Safe Systems place in us.
Leader in Forrester’s inaugural Wave™ for Cloud Workload Security
NSS Labs “Recommended” Rating in the NSS Labs AEP Group Test
SC Media Industry Innovator Award for Hypervisor Introspection, 2nd Year in 
a Row
Gartner® Representative Vendor of Cloud-Workload Protection Platforms

Trusted Security Authority
Bitdefender is a proud technology alliance partner to major virtualization vendors, directly contributing to the development of secure ecosystems with  
VMware, Nutanix, Citrix, Linux Foundation, Microsoft, AWS, and Pivotal.
Through its leading forensics team, Bitdefender is also actively engaged in countering international cybercrime together with major law enforcement agencies 
such as FBI and Europol, in initiatives such as NoMoreRansom and TechAccord, as well as the takedown of black markets such as Hansa. Starting in 2019, 
Bitdefender is also a proudly appointed CVE Numbering Authority in MITRE Partnership.

Dedicated To Our +20.000 Worldwide Partners 
A channel-exclusive vendor, Bitdefender is proud to share success with tens of 
thousands of resellers and distributors worldwide.
CRN 5-Star Partner, 4th Year in a Row. Recognized on CRN’s Security 100 List. CRN Cloud 
Partner, 2nd year in a Row
More MSP-integrated solutions than any other security vendor
3 Bitdefender Partner Programs - to enable all our partners – resellers, service providers 
and hybrid partners – to focus on selling Bitdefender solutions that match their own 
specializations

RECOGNIZED BY LEADING ANALYSTS AND INDEPENDENT TESTING ORGANIZATIONS TECHNOLOGY ALLIANCES

Why Bitdefender 


		2022-12-05T18:46:47+0200
	Moldova
	MoldSign Signature




