
Data loss is one of the greatest threats to organizations today. A 
breach can financially ruin an enterprise, not to mention the potential 
irreparable reputational harm. At the same time, not all information can 
or should be protected. That’s where Trellix Data Loss Prevention (DLP) 
comes in. With exceptional visibility across data types and throughout 
the data lifecycle, organizations can find sensitive information and 
intellectual property, classify only the data that requires added 
protection, determine policies to be applied across the environment, and 
detect inappropriate activity for remediation.

With Trellix DLP, out-of-the-box options for policies and reports that 
map to common compliance frameworks make it easy to pass the next 
audit or regulatory review. Open architecture makes it easy to integrate 
with third-party tools like SIEM and SOAR to ensure that incidents 
can be managed effectively from end to end. With a central, unified 
console, available on-premises or via SaaS, enterprises will benefit from 
streamlined and simplified administration for policies, event detection, 
reporting, and more.

Trellix Data Loss Prevention Products

Trellix DLP protects the most common enterprise data loss vectors 
across endpoints, email, the web, networks, and data storage. 

Trellix Data Loss Prevention Endpoint

	� Trellix Data Loss Prevention Endpoint Complete – Protects sensitive 
and proprietary data on Windows and macOS workstations and 
servers from data exfiltration. Features include data discovery 
and classification, user coaching, as well as content filtering, 
monitoring, and blocking.

	� Trellix Device Control (included in DLP Endpoint Complete or 
available as a stand-alone) - Protects devices from unauthorized 
device installation and provides features for content monitoring, 
filtering, and blocking.

Trellix Data  
Loss Prevention
Protect against intentional and accidental data leaks
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Trellix Data Loss Prevention Network

	� Trellix Data Loss Prevention Network Prevent - Protects sensitive 
information over networks, email, and the web. Features include 
exact data matching, information capture, data exfiltration 
prevention, and available Optical Character Recognition (OCR).

	� Trellix Data Loss Prevention Network Monitor - Scans network data 
in real-time to detect anomalies in traffic. Features include exact 
data matching, information capture, data collection to speed up 
investigations, and available OCR.

Trellix Data Loss Prevention Discover 

	� Trellix Data Loss Prevention Discover - Get unprecedented visibility 
across networks and file repositories to find and classify sensitive 
and proprietary data. Features include exact data matching, 
rights management, auto-classification for sensitive data, as well 
as the ability to inventory, copy, and move files. Optical Character 
Recognition is also available.

Trellix Data Loss Prevention Packages

Package Products Consider it to Address

Trellix Data Security 
Endpoint Protection Suite

Trellix DLP Endpoint Complete 
and Trellix Data Encryption Suite

Insider threats, risk & 
compliance, expanding 
information footprint

Trellix Data Loss Prevention 
Network Suite

Trellix DLP Network Prevent, 
Trellix DLP Network Monitor, and 
Trellix DLP Discover

Insider threats, risk & 
compliance, expanding 
information footprint

Trellix Data Loss Prevention 
Suite

Trellix DLP Endpoint Complete, 
Trellix DLP Network Suite

Insider threats, risk & 
compliance, ransomware, 
expanding information footprint

Trellix DLP products can be combined to address the most common 
threats facing organizations today. Trellix expert professionals can also 
help with implementation and training to speed up adoption and 
ensure that the value of new technology is realized quickly. Ask about 
Trellix Thrive support packages to learn more.

To learn more about Trellix Data Loss Prevention, visit trellix.com.

Trellix DLP protects top 
data leak vectors and across 
400+ content types

			   Workstations (Laptops/ 
 			   Computers)

			   Network

			   Email

			   Web

Comply with multiple 
regulatory and industry 
standards, including 

			   Privacy

			   Payment information

			   Healthcare

			   Financial reporting

https://www.trellix.com/products/dlp/
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