
Andrei Lunga 
 

   

Gender: Male  Date of birth: 10/09/1995  Nationality: Moldovan   

Work : 75 Alba Iulia Street, MD-2071, mun. Chișinău, Moldova 

Email: andrei.lunga@orange.com  Phone: (+373) 69198878

WORK EXPERIENCE  
[ 10/03/2020 – Current ]  Solutions Expert Engineer 

Orange Moldova 

City: Chisinau 
Country: Moldova 

1. Product Owner of B2B Virtual PBX service;
2. Presales Solutions Expert Engineer based on vendors: CISCO, Juniper;
3. Technical Solutions Expert Engineer based on vendors:

a. Networking: CISCO, Juniper, Huawei, Fortinet;
b. Servers/Storage: Lenovo, HPE, Dell;
c. Microsoft: Microsoft 365, Microsoft Azure;
d. Antivirus: Kaspersky, Bitdefender.

4. Architecture design of SD-WAN, SDN, SD-Access solutions;
5. Architecture design of scalable, fault tolerant and secure compute, storage and

networking solutions;
6. Customer infrastructure on premise assessment and migration to Azure cloud

solutions.

[ 17/06/2016 – 29/02/2020 ]  expert, lead expert, Deputy IT Director, Direcția generală tehnologii
informaționale 

National Commission for Financial Markets 

Address: Chișinău, Moldova 
City: Chisinau 
Country: Moldova 

1. Responsible for ensuring continuous operation of National Importance Automated
Informational System RCA Data (internal obligatory insurance and Green Card
insurance issuing and validation);

2. Development and implementation of internal policies and guides according to
ITILv4;

3. Development and implementation of Security Incident Response and Disaster
Recovery policies;

4. Implementation, configuration and management of Microsoft Hyper-V Cluster (SDS,
Failover, Replication);

5. Architecture and migration of VM's from VMware Esxi 5.5 to Microsoft Hyper-V;
6. Configuration and management of networking equipment: Checkpoint NGFW,

CISCO Catalyst;
7. Configuration and management of Kaspersky Enterprise and Bitdefender Elite

Antivirus;
8. Configuration and management of critical Microsoft Services: AD, WSUS, MDT, WDS,

KMS, MS Sql Server;
9. Elaboration of Terms of References for public bids;
10. In house development:

a. Automated information system related to the calculation of the stock market
index MDX10;

b. e-Testing platform destined for the certification in insurance field;

mailto:andrei.lunga@orange.com


EDUCATION AND
TRAINING  

[ 23/06/2022 – Current ]  Bitdefender Certified Technical Specialist 

Bitdefender  

[ 25/02/2022 – Current ]  Microsoft Azure Architect Technologies 

Microsoft Learning Gold Partner  

[ 21/02/2022 – 21/02/2024 ]  Lenovo Certified Data Center Technical Sales Professional 

Lenovo  

[ 16/02/2022 – 16/02/2024 ]  Lenovo Certified Storage Sales Professional 

Lenovo  

[ 28/10/2021 – Current ]  Certified Professional: Kaspersky Endpoint Security and Management 

Kaspersky  

[ 13/10/2021 – Current ]  Sales Specialist: Kaspersky Endpoint Security for Business 

Kaspersky  

[ 29/04/2021 – 30/04/2024 ]  Microsoft Certified: Azure Administrator Associate 

Microsoft Learning Gold Partner  

[ 30/07/2020 – Current ]  Microsoft Certified: Azure Fundamentals 

Microsoft Learning Gold Partner  

[ 24/06/2020 – Current ] Microsoft 365 Fundamentals 

Microsoft Learning Gold Partner  

[ 11/11/2019 – Current ]  Cursul LPIC-1 

Public Association DNT  

Address: mun. Chișinău, Moldova 
• Instalarea și configurarea unui sistem de operare bazat pe Linux;
• Configurarea componentelor hardware si periferice;
• Înțelegerea și lucrul cu sistemul de fisiere într-un sistem Linux;
• Aleagerea, instalarea și configurarea unui boot manager;
• Folosirea aplicațiilor de management al pachetelor software;
• Folosirea liniei de comandă și automatizarea admnistrării sistemului folosind

scripturi și servicii programate;
• Gestionarea utilizatorilor și a grupurilor;
• Activarea și monitorizarea serviciilor de retea pe un sistem Linux;
• Modificarea configurației sistemului pentru a asigura securitatea datelor și

comunicatiilor.

[ 26/05/2019 – 31/05/2019 ]  Technology Risk Supervision 

Toronto Centre, Central Bank of Armenia  

Address: Dilijan, Armenia 



• Technology Risks;
• IT Governance & Management;
• Information Security;
• Cyber security attacks and steps to avoid them;
• Cyber Risks: An Assessment Aproach;
• Outsourcing & Third-Party Dependency;
• Emerging Technology Trends & Risk Exposures;
• Distribted ledger technologies: use of blockchain with and without crypto-assets;
• Regulation of crypto-assets;
• Regtech and Suptech;
• Enchancing Technology Supervision.

[ 07/09/2019 – 02/11/2019 ]  Contabilitate și 1C 

Centrul de Intruire și Consultanță în Contabilitate "MASTER STUDIO"  

Address: mun. Chișinău, Moldova 
• Bazele contabilității;
• Contabilitate financiară;
• Legislația fiscală, contabilitatea impozitelor, întocmirea și prezentarea Situațiilor

finanicare;
• 1C-Contabilitate, versiunea 8.3

[ 01/10/2018 – 27/09/2019 ]  Cursul CCNAv6 

Public Association DNT  

Address: mun. Chișinău, Moldova 
1. Principii de bază de proiectare, implementare și administrare a rețelelor;
2. Protocoale de rutare: static, RIP, RIPv2, EIGRP, EIGRP for IPv6, OSPF, multi-area

OSPF;
3. Protocoale de agregare a canalelor de comnicație: PAGP, LACP;
4. Principiile de comutație în rețele locale LAN și Wireless, VLAN, protocoale STP, VTP;
5. Tehnologii WAN, ISDN, Frame Relay, IPv6, ACL, DHCP, NAT, VPN;
6. Protocoale de asigurare a redundanței: HSRP, VRRP și GLBP;
7. Protocoale de monitorizare stării de rețele: Syslog, SNMP, NetFlow;
8. Configurarea dispozitivelor de rețea Cisco pe baza sistemului de operare IOS

[ 10/10/2016 – 23/10/2016 ]  Computer Security Incident Response Team Training 

Universitatea Tehnică a Moldovei  

Address: mun. Chișinău, Moldova 
NATO SPS Programme  (G985083)

• Vulnerability handling;
• Technology watch and security audits;
• Risk analysis and security consulting;
• Education/training;
• Configuration and maintenance of security tools;
• Artifact handling and forensics;
• Defence of networks;

[ 01/09/2014 – 23/06/2017 ]  Facultatea Matematică și Informatică, specialitatea Informatică aplicată 

Universitatea de Stat din Moldova  

Address: mun. Chișinău, Moldova 

LANGUAGE SKILLS  
Mother tongue(s): Romanian , Russian 



Other language(s): 

English 
LISTENING C1 READING C1 WRITING C1 

SPOKEN PRODUCTION C1 SPOKEN INTERACTION C1 

German 
LISTENING B2 READING B2 WRITING B2 

SPOKEN PRODUCTION B2 SPOKEN INTERACTION B2 

ORGANISATIONAL
SKILLS  

Organisational skills 
1. Compliance with the principles of professional morality and ethics;
2. The ability to achieve the proposed objectives through involvement and

perseverance;
3. Analytical thinking, intelligent and non standard approaches in solving tasks;
4. Autonomy, with escalation or guidance seeking for decisions that are beyond

functional duties and/or current knowledge;
5. Responsibility for the decisions taken, accepting the consequences, taking

conclusions from the accumulated experience;
6. Dedication to solving problems, engagement in constructive dialogues.

COMMUNICATION AND
INTERPERSONAL SKILLS  

Communication and interpersonal skills 
1. Strong communication and teamwork skills;
2. Organization of internal presentations and briefings per institution and department

to increase digital education and continuous professional training of employees
and colleagues;

3. Alleviating conflicts at an early stage, constructive dialogue.
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kaspersky.com

Issued on: 28 October 2021
Certificate number: 002.11.6-AAS-0418035

Kaspersky hereby confirms that

Andrei Lunga
has successfully completed all the requirements
to acquire the certificate:

Certified Professional: Kaspersky Endpoint Security
and Management (002.11.6)

Eugene Kaspersky,
Chief Executive Officer



kaspersky.com

Issued on: 13 October 2021
Certificate number: S02.11.1-AAS-0417934

Kaspersky hereby confirms that

Andrei Lunga
has successfully completed all the requirements
to acquire the certificate:

Sales Specialist: Kaspersky Endpoint Security for
Business (S02.11.1)

Eugene Kaspersky,
Chief Executive Officer



 

Andrei Lunga

Active Date:  Feb-21-2022

Validation Number 9XNJB2T22NV4QN51

Validate at https://www.certmetrics.com/lenovo/public/verification.aspx

Expire Date:  Feb-21-2024



 

Andrei Lunga

Active Date:  Feb-16-2022

Validation Number SPL2FJD21MF11YGE

Validate at https://www.certmetrics.com/lenovo/public/verification.aspx

Expire Date:  Feb-16-2024



Satya Nadella
Chief Executive Officer

Microsoft Certified

ANDREI LUNGA

Azure Fundamentals

Has successfully completed the requirements to be recognized as a Microsoft Certified: Azure Fundamentals.

Date of achievement: July 30, 2020

Certification number: H478-1175



Satya Nadella
Chief Executive Officer

Microsoft Certified

ANDREI LUNGA

Microsoft Azure Administrator Associate

Has successfully completed the requirements to be recognized as a Microsoft Certified: Azure Administrator Associate.

Date of achievement: April 29, 2021

Valid until: April 29, 2023

Certification number: H773-6686



Satya Nadella
Chief Executive Officer

Microsoft 365 Certified

ANDREI LUNGA

Fundamentals

Has successfully completed the requirements to be recognized as a Microsoft 365 Certified: Fundamentals.

Date of achievement: June 24, 2020

Certification number: H443-3860







Date of completion

This certification requires renewal at each product generation release and does not confer an academic degree

Ovidiu Lepadatu
Partner Enablement & LMS Director

GravityZone™

END-TO-END
BREACH 

AVOIDANCE

We are proud to award the title of

Bitdefender Certified Technical Specialist

to

from

in recognition of successful completion of the certification requirements for 

Bitdefender Business Solutions Portfolio 

Andrei Lunga

I.M. “ORANGE MOLDOVA” S.A.

2022-06-23
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