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Key�BeneȚts:

�� Removes�blind�spots�by�decrypting�traˎc

�� *ODSFBTFT�30*�PO�FYJTUJOH�TFDVSJUZ�
JOWFTUNFOUT

�� *NQSPWFT�QFSGPSNBODF�PG�FYJTUJOH�

appliance�by�oˏoading�decryption

�� $PNQSFIFOTJWF�QSPUPDPM�BOE�DJQIFS�TVQQPSU�

Fidelis�Decryptionu�
"�)JHI�1FSGPSNBODF�5-4�7JTJCJMJUZ�"QQMJBODF

Overview
Use�of�encryption�is�widespread�with�over�80%�of�internet�traˎc�secured�
PWFS�IUUQT�VTJOH�5-4���8IJMF�FODSZQUJPO�FOBCMFT�NVDI�OFFEFE�EBUB�

QSJWBDZ�BOE�JOUFHSJUZ�JU�BMTP�DSFBUFT�CMJOE�TQPUT�BMMPXJOH�NBMXBSF�BOE�

USPKBOT�UP�CZQBTT�TFDVSJUZ�DPOUSPMT�BOE�QSPWJEFT�BO�FODSZQUFE�UVOOFM�UP�

CZQBTT�BEWBODFE�DPVOUFS�UISFBU�NFBTVSFT�QVU�JO�QMBDF�

5IF�'JEFMJT�5-4�%FDSZQUJPO�BQQMJBODF�QSPWJEFT�.BO�JO�UIF�.JEEMF�

(MITM)�decryption�of�TLS�traˎc�to�expose�application�protocol�traˎc�
BOE�DPOUFOU�UP�UIF�FOUFSQSJTF�TFDVSJUZ�UFBN�GPS�UISFBU�EFUFDUJPO�

and�response.�Decrypting�traˎc�increases�ROI�on�existing�security�
JOWFTUNFOUT�

'JEFMJT�%FDSZQUJPO�JT�UIF�POMZ�TPMVUJPO�UIBU�XIFO�EFQMPZFE�XJUI�UIF�

BXBSE�XJOOJOH�'JEFMJT�/FUXPSL��DBO�FYUSBDU�UIF�5-4�TFTTJPO�NFUBEBUB�

BT�XFMM�BT�UIF�EFDSZQUFE�BQQMJDBUJPO�QSPUPDPM�BOE�DPOUFOU��5IJT�BEEJUJPOBM�

WJTJCJMJUZ�FYUFOET�UP�UIF�'JEFMJT�&MFWBUF�QMBUGPSN�UP�EFUFDU�BOE�SFTQPOE�UP�

FWFO�FODSZQUFE�UISFBUT�

�����IUUQT���MFUTFODSZQU�PSH�TUBUT��QFSDFOU�QBHFMPBET�

%FQMPZNFOU�"SDIJUFDUVSF�
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&�H��XFC�CSPXTFS &�H��XFCTJUF��
PO�*OUFSOFU

'JEFMJT�/FUXPSL�4FOTPS��
	4QFDJBM�JOUFSPQFSBUJPO�NPEF
��

PS�
4FDVSJUZ�"QQMJBODF�

	*OMJOF�QBTTJWF


'JEFMJT�%FDSZQUJPOu
&ODSZQUFE

4VQQPSUT�MBUFTU�QSPUPDBMT�BOE�BMHPSJUIJNT��44-�W��5-4����������



'JEFMJT�$ZCFSTFDVSJUZ�JT�B�MFBEJOH�QSPWJEFS�PG�UISFBU�EFUFDUJPO�IVOUJOH�BOE�SFTQPOTF�TPMVUJPOT��'JEFMJT�DPNCBUT�UIF�GVMM�TQFDUSVN�PG�DZCFS�
DSJNF�EBUB�UIFGU�BOE�FTQJPOBHF�CZ�QSPWJEJOH�GVMM�WJTJCJMJUZ�BDSPTT�IZCSJE�DMPVE���PO�QSFN�FOWJSPONFOUT�BVUPNBUJOH�UISFBU�BOE�EBUB�UIFGU�
EFUFDUJPO�FNQPXFSJOH�UISFBU�IVOUJOH�BOE�PQUJNJ[JOH�JODJEFOU�SFTQPOTF�XJUI�DPOUFYU�TQFFE�BOE�BDDVSBDZ��'JEFMJT�JT�USVTUFE�CZ�(MPCBM�����T�
and�Governments�as�their�last�line�of�defense.�Get�in�the�hunt.�For�more�information�go�to�www.ˌdelissecurity.com.

Contact�Us�Today�to�Learn�More
Fidelis�Cybersecurity� |� 800.652.4020� |� info@Țdelissecurity.com

�'JEFMJT�$ZCFSTFDVSJUZ� 'JEFMJT�%FDSZQUJPO@���� www.Țdelissecurity.com

Features

Gain�Visibility�into�Encrypted�TraȜc
5IF�5-4�EFDSZQUJPO�BQQMJBODF�FOBCMFT�BQQMJDBUJPO�QSPUPDPM��

and�content�analysis�for�encrypted�traˎc�thereby�removing��
BOZ�CMJOE�TQPUT��

�� -FWFSBHFT�IJHI�QFSGPSNBODF�IBSEXBSF�BDDFMFSBUFE�5-4�

EFDSZQUJPO�BOE�SF�FODSZQUJPO

�� Decrypts�inbound�and�outbound�encrypted�traˎc

�� Server�keys�and�certiˌcates�stored�in�disk�encrypted�using�
keys�stored�in�FIPs�certiˌed�TPM

Comprehensive�Protocol�and�Cipher�Support
5IF�'JEFMJT�BQQMJBODF�IBT�B�DPNQSFIFOTJWF�QSPUPDPM�BOE��

cipher�support�to�ensure�full�coverage�of�encrypted�traˎc.��
5IFTF�JODMVEF�

�� 5-4�������������BOE����

�� 44-W�

�� "&4�($.�"&4�4)"�	��������CJU�LFZT
�$IB$IB���1PMZ�����

DJQIFS�TVJUFT

�� 34"�BOE�&$%)�QVCMJD�LFZ�NFDIBOJTNT

�� -JOF�SBUF�QFSGPSNBODF�

5IF�EFDSZQUJPO�SF�FODSZQUJPO�JT�QFSGPSNFE�BU�MJOF�SBUF�XIJDI�

XIFO�GPSXBSEFE�UP�B�TFDVSJUZ�BQQMJBODF�GBDJMJUBUFT�NBMXBSF�BOE�

BOPNBMZ�EFUFDUJPO�BU�OFBS�SFBM�UJNF��5IF�BQQMJBODF�DPNFT�JO�

5�Gbps�and�25�Gbps�line�speeds�to�match�diˋerent�enterprise�
OFUXPSL�OFFET��

Flexible�Deployment�Modes
5IF�EFDSZQUJPO�BQQMJBODF�DBO�CF�EFQMPZFE�JO�BDUJWF�JOMJOF�NPEF��

Send�decrypted�traˎc�to�one�or�more�security�appliances�in�
passive�mode�for�investigation.�Traˎc�is�automatically�load�
CBMBODFE�XIFO�TFOU�UP�NPSF�UIBO�POF�BQQMJBODF

�� #ZQBTT�XJUI�FYUFSOBM�QBDLFU�CSPLFS�TIPVME�B�OFFE�BSJTF��

	F�H��JO�UIF�FWFOU�PG�QPXFS�GBJMVSF


�� Certiˌed�to�work�with�Niagara�bypass�switch�(inline�
EFQMPZNFOU�NPEF
�

Granular�Policy�and�Security�Compliance
A�policy-based�traˎc�steering�technology�provides�ˍexible��
BOE�HSBOVMBS�DPOUSPM�PWFS�EFDSZQUJPO�UP�NFFU�EBUB�QSJWBDZ��

BOE�DPNQMJBODF�SFRVJSFNFOUT��

�� 63-�EBUBCBTF�GPS�DBUFHPSZ�CBTFE�EFDSZQUJPO�	PQUJPOBM�

BEEJUJPOBM�4VCTDSJQUJPO�SFRVJSFE
�

�� Block�traˎc�by�specifying�drop�(silently�discard�packets)��
BOE�SFKFDU�	BDUJWFMZ�DMPTF�DPOOFDUJPO
�SVMFT�

�� #ZQBTT�EFDSZQUJPO�CBTFE�PO�4/*�*1�SBOHF�PS�PUIFS��

conditions�including�expired�certiˌcates

Easy�to�Use�Management,�Administration��
and�Maintenance
The�simpliˌed�management�console�is�the�one�stop��
shop�to�conˌgure,�manage,�monitor�and�maintain�the��
EFDSZQUJPO�BQQMJBODF

�� Conˌgure�System�and�Policies:�Setup�the�
BQQMJBODF�DIPTF�UIF�NPEF�SJHIU�	JOMJOF�

QBTTJWF
�GPS�ZPVS�FOUFSQSJTF��4FMFDU�QPMJDJFT�

to�determine�traˎc�to�be�decrypted�(e.g.�
healthcare�or�ˌnancial�data�are�typically�
not�decrypted)�or�certiˌcates�and�keys�to�be�
FNQMPZFE�JO�UIF�QSPDFTT�

�� Manage�Certiˌcates�and�Keys:�Conˌgure�
certiˌcate�authorities�(internal/external),�CRLs�
BOE�44)�JOUFSDFQU�LFZT��(FOFSBUF�TFMG�TJHOFE�

$"T�PS�JNQPSU�FYUFSOBM�$"T��

�� .POJUPS��%BTICPBSE�UP�NPOJUPS�TZTUFN�

appliance�and�traˎc�health.

�� Maintain:�Backup/Restore�conˌgurations.�
3FTUBSU�TFSWJDFT�SFCPPU�BQQMJBODF��"ENJOJTUFS�

VTFST�

%FDSZQUJPO�"QQMJBODF�.BOBHFNFOU�$POTPMF
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