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[MpaBoBOe NnosnoxeHue

Bce npaBa 3awuuieHbl. Hukakas YacTb 3TOW My6nvKaLmmn He MOXeT 6bITb BOCMPOU3BeZieHa uiu nepefaHa B nto6oi
dopme unu no6bIMU CpeACTBaMK, 3NEKTPOHHBIMU UM MeXaHUYecKUMK, BKtoyas (HOTOKONMpoBaHKe, 3anuch,
MCTONb30BaHWe CPeACTB XpaHeHWUst M noucka MHdopMauuu, 6e3 MoslyYeHUst MUCbMEHHOTO pa3peLleHust
YMNONIHOMOYEHHOTO NpeAcTaBUTeNst KoMnaHuu Bitdefender Mcnonb3oBaHue umTaT B 0630pax pa3peLuaeTcs TOSIbKO
CO CCbUIKOW Ha LUTUPYEMbIN UCTOYHUK. 3anpeLueHo BHOCUTb KaKue-m6o U3MeHeHUs B faHHbI MaTepuarn.

npen,ynpe)KneHue W orpaHuyeHue oTBeTCTBEHHOCTM. ﬂaHHblﬂ I'IpOFpaMMHbIIZ NpPOAYKT U AOKYMEHTauuA K HeMy
3almueHbl aBTOPCKUM NpaBoM. ﬂaHHblﬁ I'IpOFpaMMHbIIZ NPOAYKT N JOKYMEHTaUMA K HeMy 3aLl ULl eHbl aBBTOPCKUM
npasoM. MHdopmaums B 9TOM AOKYMEHTE NpefoCTaBAETCA «Kak eCTb», 6€3 rapaHTun. XoTs B XOA€ NOArOTOBKM
3TOro JOKyMeHTa 6bII1 NPUHATLI BCE Mepbl MPeA0CTOPOXHOCTH, aBTOPbI HE HECYT HUKAKON OTBETCTBEHHOCTU
nepea NOGbIM IMLOM MW OpraHu3aumeil B OTHOLWEHUM KaKWUX-TM60 MoTepb UM yuiep6a, NpUUMHEHHBIX UK
NPeanonoXuTeNbHO BbI3BaHHbIX NMPAMO UMM KOCBEHHO MHMOPMALWel, CoaepXKalLeics B AOKYMEHTe.

[laHHasi KHWUra COAePXXMT CChINIKN Ha CTOPOHHME BEG-CAiTbI, HE HAXOAALLWMXCA NoA KoHTponeM Bitdefender ,noatomy
Bitdefender He HeceT 0TBETCTBEHHOCTM 3a UX CofiepXKaHue Nepexoas Ha CTOPOHHUE CailTbl, yKa3aHHbIE B AOKYMEHTE,
Bbl fleNaeTe 9TO Ha CBOW CTpax W puck. Bitdefender npuBoanT aTn cCbinkn TonbKo ANst yA06CTBa YnTaTeNs, HO
Hanuuue STUX CCbIIOK He 03HavaeT, yTo Bitdefender 6epeT Ha ce6s 0TBETCTBEHHOCTb 3a COAEPXKaHUE KaKoro-nméo
CTOpOHHero Be6-canTa.

ToproBble MapKu. B 3TOM OKyMeHTe MOTyT YNOMUHATLCS Pas3fnyHble TOProBble MapKu. B aTOM loOKyMeHTe MoryT
YNOMWHATLCA Pa3NnyHble TOProBble MapKy. Bce 3aperncTpupoBaHHbIe U He3aperncTpUpoBaHHble TOProBble Mapky,
ynoMuHaeMble B 3TOM AOKYMEHTE, MPUHaAIexXaT TONbKO UX 3aKOHHbIM BiagenbLam.
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Mpepgucnosue

9TO pyKOBOACTBO NpefiHa3HauyeHo AJ1si CETEBbLIX afMUHUCTPATOPOB, OTBEYAOLLMIA
3a ynpaeseHue 3awuTon GravityZone B CBOMX OpraHm3auusix.

Llenb paHHOro [AOKYMeHTa O6GbACHWUTb, KaK MPUMEHATb M MNpocMaTpuBaTb
napameTpbl 6€30MaCHOCTM KOHEYHbIX TOYEK CETH, N0J CBOEN YYETHOW 3aruUChio,
ucnonbadya GravityZone Control Center. Bbl y3HaeTe, kak npocmaTpuBaTb
nHBeHTapu3aumto cetu B Control Center, kak co3gaBaTb U MPUMEHATb NOJIMTUKY
Ha ynpaBnseMblX KOHEYHbIX TOYKaX, Kak co3gaBaTb OTYETbl, KaK ynpaBnsiTb
KapaHTMHOM W KaK UCMoJib30BaTh NaHesb ynpasneHus.

1. 0603HaueHus, UcnoJsibdyemble B 1aHHOM PYKOBOACTBE

Tunorpadckne 0603HaYeHUs

910 PyKOBOACTBO UCMOJIb3YEeT HECKOJIbKO TEKCTOBbIX CcTunen Ona ynydueHus
UNTAEMOCTW. Y3HaWTe 06 UX acnekTe U 3HaUEHUU U3 Ta6J'IVIL|bI HWXe.

obpazer BCTpoeHHbIe MMeHa KOMaH U CUHTaKCuc,
nytm M wumeHa  dannos,  dainbl
KOHdUrypauum, BBOAUMbIN TeKCT
neyaTtaeTcs CTaHJapTHbIMYU
MOHOUMPUHHEMY LWPUDTaMU.

http://www.bitdefender.com Ccbinku URL Ha BHewHue uctouHukm (http
unu ftp cepeepbl).

gravityzone-docs@bitdefender.com Agpeca 3neKTPOHHOW MOYTbl B TEKCTe
MpUBOASATCS B KAayecTBe KOHTAKTHOM
NHbopMaLuu.

«Mpeamncnosue» (p. ix) B KaBblukax MpUBOASTCA BHYTPEHHUE
CCbIJIKM Ha Apyrue maTepuarnbl B npefenax
9TOro J0KyMEeHTA.

onuus Bce napameTpbl nNpoayKTa BblAeNeHbI
YKUPHBIM LIPUDTOM.

Mpeancnoeue iX
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KJIIOYEBOE CNOBO Onuun nHTepdelica, KNOYEBbIE CNOBA UK
COYeTaHus KNaBu1LU BblAeneHbl C MOMOLLbH
bold wpudTa.

Mpeaucnosue X



S

Bltdefender Grawt\/Zome

unfollow the traditional

[Mpumeyanus

MpuMeyaHna — aTo TeKcToBaa MHGOpPMaLUS, BbleNleHHasAs B OCHOBHOM TeKCTe
pasfiMyHbIMU CPeACTBaMU, LIefIbio KOTOPON ABNAETCA NPUBJIEYeHME Ballero
BHUMaHMA K AOMOSHATENBHOW UHPOPMALUK, UMEIOLLLEN OTHOLLIEHUE K COZIePXKaHMIO
TeKyLLEero pasgena pykoBoACTBa.

MpumeyaHmne

ﬂpMMeanme — 9TO KpaTKoe 3aMedaHue. Bbl moXkeTe nponycTuTb €ro, HO B HEM
MOXeT coaep>XaTbCA LleHHan I/IHd)OpMaLI,VIFI, HanpuMep onpeaeneHHas 0C06eHHOCTb
WU CCblJIKa Ha UCTOYHMUK, VIMeIOLI.I,VIVI OTHOLWIEeHMe K JaHHOMY MaTepunany.

BaxHo

9Ta vHpopMaums TpebyeT BaLLEro BHUMaHUs, U ee He PEKOMeHZYyeTCs NPonycKaTb.
06bI4HO, 31eCb NPUBOAMTCS BaxHas HGopmauus o hakTopax, KOTOpble HE UMelT
YrpOXKaloLLero xapakrepa ajis 6e30MnacHOCTU Balleil CUCTEMBbI.

Mpepynpexpaexune

370 KpUTUYeckas HGopmMaLus, K KOTOPOW criefyeT OTHECTUCb C MaKCUMasbHbIM
BHUMaHueM. Hnyero nanoxoro He CNny4unTcC4, ecnu Bbl 6yp,eTe cnepoBaThb YKa3aHUAM.
BHUMaTeNIbHO NPOYTUTE M MOMNbITaNTECh MOHATL CYyThb NpeaynpeXAeHUs], MOCKOJIbKY
B HEM ONUCbIBAOTCA BeECbMa OMnacHble yrpo3bl As1d 6e30nacHOCTU Ballen CUCTEMBI.

Mpeancnoeue Xi
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1. 0 GRAVITYZONE

Pewenwne GravityZone 6b1510 paspaboTaHo crielmasbHO A1 BUPTYannu3npoBaHHbIX
cpen 1 0651aK0B, C MOMOLLbIO KOTOPbIX MOXHO NPefoCcTaBATb YCNyru Nno 3awure
6vsHeca AN U3NYECKUX KOHEYHbIX YCTPOWCTB (B TOM uuciie MOGWUJIbHbIX),
BUPTYasnbHbIX MaLLWH B YaCTHbIX M 06LL,eA0CTYMHbIX 06J1aKax, @ TakXKe NoYTOBbIX
cepsepoB Exchange.

GravityZone 3To NpoAyKT C eANHOW KOHCOJIbIO YNpaBJIeHUs AOCTYMHON B 06J1aKe,
npepocTtaBnsieMbl Bitdefender, unun opraHnsoBaHHbIV B Ka4ecTBe BUPTYasibHOro
YCTPOMCTBA YCTAHOBJIEHHOIO JIOKaJIbHO B KOMMaHUK, YTO o6ecneynBaeT eanHyro
TOYKY AJ191 pa3BepTbiBaHUS, COGJIFOAEHVS U YNPaBJIEHUs MOJIMTUKaMK 6€30MacHOCTH
N1 NI060ro KonmyecTBa KOHEUYHbIX TOYEK, Jto6oro Tuna, B 1l060M MecTe.

GravityZone obecrneynmBaeT HECKOJIbKO YPOBHEN 6e30MacHOCTM ANt KOHEYHbIX
Toyek, MoYTOBbIX cepBepoB Microsoft Exchange: 3awuta oT BpegoHocHoro M0 ¢
MOHUTOPWUHIOM NOBEAEHUS, 3aLUUTA OT YrPO3 HYNEBOrO AHS, KOHTPOJIb MPUIIOXEHWUN
M "MmecoyHnua”, MexceTeBON 3KpaH, yrnpaBJieHWe yCTpoMCcTBaMW, ynpaBrieHue
KOHTEHTOM, aHTUMDULLMHT U aHTUCMaM.

0 GravityZone 1
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2. YPOBHU 3ALWMNTbLI GRAVITYZONE

GravityZone o6ecneunBaeT criefytolime ypOBHU 3aLUUTbI:

« 3awwmTa oT BpegoHocHoro 0

« PacwmpeHHbIit KoHTposib yrpo3s (Advanced Threat Control)
« O6HapyxeHue runepeusopa

« Advanced Anti-Exploit

. bpaHgmayap

« KoHTponb KOHTEHTa

« YnpaBneHue ucnpasneHUsiMu

« KoHTponb ycTpovicTs

« [lonHoe wudposaHme gucka

« Security for Exchange

« KoHTponb npunoxeHun

« Sandbox Analyzer

« O6Hapy)XeHue 1 OTKJIMK KoHeuyHow Touku (EDR)
« Hypervisor Memory Introspection (HVI)

« Network Traffic Security Analytics (NTSA)

« Security for Storage

« Security for Mobile

2.1. 3awmra ot BpegoHocHoro 10

YpoBeHb 3alnTbl 0T BpegoHOCHOro N0 oCHOBaH Ha CKaHUPOBaHWN CUrHaTyp U
aBpucTMyeckom aHanuse (B-HAVE, ATC) npoTuB: BMPYCOB, YepBei, TPOSHOB,
NporpaMMm-LWNUOHOB, peknamMHoro MO, KeWnorrepoB, PyTKUTOB M APYrnX TUMOB
BPeAOHOCHbIX NPorpamMm.

TexHonorus ckaHupoBaHus Bitdefender Ha Hannune BpegoHocHoro MO ocHoBaHa
Ha crneayroLnNX TEXHONOMUSAX:

. Bo-nepBbix, ncrnonb3yeTcss TpPagUUMOHHbLIA METOJ CKaHWMPOBaHWA, Korga
O0TCKaHMPOBAHHOE COAEPXMMOE CpaBHUBAeTCH € 62301 JaHHbIX curHaTyp. B
6a3e JaHHbIX CUrHaTyp cofepXaTcsl 3anuMcu 6afT-KOA0B, XapaKTepHble Ans
M3BECTHbIX Yrpo3, KOTOpble perynsipHo o6HoBAsAoTCS Bitdefender. 3ToT MeTog
CKaHVpoBaHus siBnsieTca aPheKTUBHbIM NMPOTUB U3BECTHBIX YIPO3, KOTOPbIE
6bINK MCCNefoBaHbl U 3a,0KYMEHTUPOBaHbI. TEM HE MeHee, HE3aBUCUMO OT
TOrO, HACKOJbKO OMepaTMBHO 6a3a AaHHbIX 06HOBNSIET 3anucy, BCeraa ecTb

YpoBHu 3awuTbl GravityZone 2
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OKHO YA3BMMOCTU MeXXAy BpeMeHeM, Korga HoBasd yrposa 06Hapy)KeHa nkKorga
ucnpassieHue BbinyLleHo.

MpOTMB HOBLIX, HE3aPErMCTPUPOBAHHLIX YIPO3, 3aLMTY OCYLLECTBNAET BTOPOM
cno Bitdefender, wucnonb3ys aBpucTuueckun ppuratens B-HAVE.
9BpUCTUYECKMNE anrOpPUTMbl OOHApPY>XMBAOT BPeAOHOCHbIE MPOrpaMmbl Ha
OCHOBe rnoBefeH4YecKux xapaktepuctuk. B-HAVE 3anyckaeT nogo3puTenbHbie
BPEeAOHOCHble MporpaMMbl B BUPTYyanbHOM cpefe, 4Tobbl NMPOBEPUTL MX
BO3JENCTBUE HA CUCTEMY U YAOCTOBEPUTLCS, YTO OHM He MpPeAcTaBnsAT
HUKaKon yrposbl. Ecnvm yrposa o6HapyxeHa, npegoTBpalliaeTcs 3anyck
nporpamMmbl.

CKaHupyloLue ABUKKK

Bitdefender GravityZone MoXeT aBTOMaTU4YeCKN BblBUPATb aHTUBUPYCHbIE ABUXKM
Npu co3AaHnM NakeToB areHToB 6€30MacHOCTM B COOTBETCTBUM C KOHbUrypavmen
KOHEYHOW TOYUKM.

TakXke agMUHUCTPATOP MOXET MOACTPOUTbL CKaHUPYHOLWMIA ABUXOK, Bbl6Mpas
MeXZAY HECKOJIbKUMU TEXHOJIOrMSIMU CKaHUPOBaHUS:

1.

JlokanbHoe CKaHupoBaHue, Korga CKkaHuposaHue BbiNnoJIHAETCA Ha KOHEYHOM
yCTpOVICTBe. Pexxum nokanbHoro CKaHUpoBaHuUA nogxoaunT AJid MOLHbIX MaLLWH,
roe BCeé MeXaHU3Mbl 3alUTbl XPaHATCA JIOKalbHO.

M6pugHoe cKaHUpOBaHMe CO CBETOBbIMM ABUraTensamu (obuiee o6nako), ans
CpeZlHUX rPYnI, UCMOJIb3yeT CKaHUPOBaHKe B 06J1aKe U, YaCTUYHO, JIOKalbHble
MeXaHW3Mbl 3aLLMThbI. [laHHbIV PEXUM CKaHUPOBaHWUSA NpeoCTaBNAET lydllee
3a/leiiCTBOBaHME PECYPCOB, MO CPABHEHUIO C UCMONb30BAHWEM YAANEHHOMO
CKaHUPOBaHWS.

LleHTpanu3oBaHHOe ckaHUPOBaHWe B 06LL,eM UK YaCTHOM obnake ¢ He60MbLLNM
06beMOM NaMsaTK, Tpebyrowmm Security Server ansi ckaHUpoBaHus. B aTom
Cryyae MexaHu3Mbl 3allMTbl He XPaHATCH JIOKajlbHO W CKaHMpOBaHWe
BbIrpy>aeTcs Ha Security Server.

Mpumeyanme
CywiecTByeT MWHMMAaJbHbIA Habop [ABWXKOB, XPaHAWMWACA JIOKaJIbHO,
Heo6X0ANMbIV AJ1si PacnaKoBKM CXaTblX hannbl.

YpoBHu 3awuTbl GravityZone 3
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4. LieHTpanu3oBaHHOE CKaHUpOBaHUe (CKaHUPOBaHUe B YaCTHOM UMK NMy6NYHOM
o6nake c nomolyblo Security Server) ¢ nokanbHbIM pe3epsoM* (Local Scan -
NpU HaNUYNK NMOSHbIX JBUXKKOB).

5. LleHTpanun3oBaHHOe CKaHMpOBaHUe (CKaHMpOBaHUE B YACTHOM WU/N NY6JIMYHOM
o6nake c noMmoLy,bio Security Server) ¢ pesepBoM* rM6puUAHOro CKaHUpPoBaHUsA
(Local Scan - ny6nnuHoe 061aKo ¢ 0651ier4yeHHbIM ABUXXKaMM).

* Korga MCNOJIb3YyKOTCA }J,BOI;IHbIe ABWXKUN CKaHMpPOBaHUA - eCnn ﬂepBbIVI OBUMXXOK
HE AOCTYNEH, pe3epBHb|17| ABUMXXOK MOXXeT 6bITb 3a,El,eI7ICTBOBaH. I'IOTpe6neH|/|e
pecypcoB 1 ytunmsauua cetu 6y,qu 3aBUCETb OT UCNOJIb3yeMbIX ABUXXKOB.

2.2. PacwumpeHHbin KoHTponb yrpo3 (Advanced Threat Control)

[nsyrpos, KOTopble YCKOMNb3atkoT AaXke 0T 9BPUCTUUYECKOr 0 ABUXKKA, MPUCYTCTBYET
ellle oavH cnov 3awuThl B BuAe Advanced Threat Control (ATC).

ATC nNoOCTOSIHHO oOTcnexuBaeTt 3anyuweHHble npouecCcbl U OUEeHMBaAeET
noao3puTesibHoOeE noBeAeHUE, Takoe KaK: NorMbITKM 3aMaCKMpoBaTh TUM npouecca,
BbIMNOJIHEHUE KOA4a B MNPOCTPAaHCTBE NMamMATU npouecca (3aXBaT namMATn AonAa
ﬂpMBMﬂeFMpOBaHHOVI SCKaﬂaLl,VIVI), pennukauud, nepemMelleHune d)aVIﬂOB, CKPbITHOCTb
B CMMUCKe TEXHOJIoOrn4yeckux npoueccoBm T.4a. Kaxpgoe nooo3puTtesibHoe nosegeHue
noBbIlLIAET peI;ITI/IHF npouecca. Korpa pocturaercs nopor, BKNK4YaeTCcAa curHan
TpeBoOru.

2.3. O6Hapy»eHue runepem3opa

Bitdefender HyperDetect - pononHUTENbHbLIA YpOBEHb 6GE30MacHOCTY,
paspaboTaHHbIN creunanbHO Afst  OBHapPYXXeHWs MPOABUHYTbIX aTak U
NnoJo3pUTENIbHOW aKTMBHOCTU elé A0 BbINONHeHUs npoueccoB. HyperDetect
COAEPXUT MOAENN MALUNMHHOIO 06YYEHMSA U TEXHONOMMN 0GHApPYXXEHUSA CKPbITbIX
aTak NPOTMB Yrpo3, TakMx KaK: aTaku HyNIeBOro AHA, NPOABUHYTbIe YCTONYMBbIE
yrpo3sbl (APT), ckpbiToe BpefioHocHoe 0, 6e3daiinosble aTaku (3n1o0ynoTpebneHne
PowerShell, uHcTpymeHTapuem ynpaenennss Windows u 1. A.), Kpaxa y4YeTHbIX
JaHHbIX, LueneBble KnbepaTaku, crneunannsnpoBaHHoe BpegoHocHoe M0, aTaku
Ha OCHOBE CLieHapueB, 3KCMJIONTbl, UHCTPYMEHTbI B3J/I0Ma, NOA03PUTENbHbIN
ceTeBOV Tpaduk, NOTeHLMasbHO HexenaTesnbHble NpunoxeHus (PUA), BbiIMoraTenu.
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2.4. Advanced Anti-Exploit

OcHoBaHHasi Ha MalIMHHOM 06y4YeHuu, TexHonorus Advanced Anti-Exploit
6NIOKMPYeT aTaku HYNEeBOro [HS, WUCMOMb3yHline TPYLHO-06HaApPY>XMBaEMble
akcnnontel. Advanced anti-exploit B pexume peanbHOro BpeMeHu oTCNeXuBaeT
nocnegHne aKCNJIONTbI M yCTPaHSIET YA3BUMOCTHU NMOBPEXIEHUA NaMSITU, KOTOPble
MOTYT UCMOJIb30BaTbCA AN1IA 06X0[a CYLLECTBYIOLIUX pelleHnA 6€30NnacHOCTM.
TexHonorus 3awmiiaeT 60MbLUIMHCTBO CTaHAAPTHbLIX MPUMNOXEHUIA, TaKUX Kak
6paysepbl, pegakTopbl Microsoft Office u Adobe Reader n gpyrue. Mogynb cneaut
3a CUCTEMHbIMM MpoueccaMu U 3aliuuiaeT oT OHpewlen B 6€30MacHOCTU U
nepexBaToB CYLLECTBYHOLLUX NPOLLECCOB.

2.5. bpangmayap

BpaHaMayap KOHTpoAMpyeT AOCTYN NPUIIOXKEHUIN K ceTn U K MHTepHeTy. [locTyn
paspellaeTcsl aBTOMaTMYECKW, OCHOBbIBasiCb Ha 6a3e fAaHHbIX M3BECTHbIX,
NErMTUMHbIX NPUNOXKeHU. Kpome Toro, 6paHamayap MOXeT 3alUTUTb CUCTEMY
OT CKaHMpOBaHUA MOPTOB, OrpaHNYMBaTb MCMONb30BaHWe O6LLEro AocTyna K
MHTepHeT (ICS) 1 NnpeaynpeanTb, KOraa HOBbIE Y3nbl nogkntoyaroTcs no Wi-Fi.

2.6. KOHTpONb KOHTEHTa

Moaynb KoHTeHTHoro KoHTposisi moMoraeT o6ecrneynTb CO60AeHME NOSTMTUKM
KOMMaHUN B OTHOLLEHUW paspeLleHHoro Tpaduka, Be6-40CTyna, 3aWmThbl AaHHbIX
U KOHTPONSA MPUIOXEHMN. ALMMHUCTPATOPbl MOryT 3agaBaTb MapameTpbl
CKaHMpoBaHuA TpaduKa M UCKIKYEHUsl, COCTaBNATb rpadumk gocTyna K Beo,
610KMpOBaTb WM paspellaTb onpefeneHHble Be6-apeca WM KaTeropuw,
HacTpauBaTb MpaBwu/a 3aluTbl AaHHbIX M YyCTaHaB/MBaTb pa3pelleHus Ans
NCMNOJIb30BaAHUSA KOHKPETHbIX MPUSIOXKEHWMN.

2.7. Network Attack Defense

Mopynb Network Attack Defense onupaetcsa Ha TexHonoruu Bitdefender,
HaLlefleHHble Ha pacrno3HaHWe CeTEBbIX aTak, Liefbio KOTOPbIX ABSETCA MOJlyYeHne
J0CTYyna K KOHEYHbIM TOYKaM MpUY MOMOLLM TaKUX CPeACTB KaK: aTaku MeTO40M
nepe6opa, ceTeBble "3KCMNOUTLI", NPOrpaMMbl AJ1si KpaXku naposiei, BEKTOPbI
3apa)keHnsa NoCpeACcTBOM CKPbITOW 3arpysku, 60Tbl U TPOSIHbI.
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2.8. YnpaBnieHue ucnpasneHusiMu

MonHOCTLIO MHTErpUpoBaHHbIV B GravityZone, MoZyb YNpaBiieHNs UCTIPaBNEHUAMMU
noAZep>XX1MBaeT NOC/eAHIOK BEPCUIO ONepaLiMOHHON CUCTEMbBI U NPUOXEHUI, a
Takke obecrneymBaeT MOJIHOE MpeACTaBiieHNe O COCTOSIHUM UCMpaBfieHUs1 B
ynpaensiembix Toukax Windows.

Moaynb ynpaBneHue ucnpaBneHMamMu GravityZone BKIHOYAET HECKOJIbKO
0CO6eHHOCTEeN, TaKMX KakK CKaHWpoBaHMe naTtyed no TpeboBaHuwo /
3aniaHnpoBaHHOE, aBTOMaTMYeCKOe / pyYHOe CKaHMpOBaHWe ncrnpassieHn unu
CO3JaHVe 0TYETOB 06 OTCYTCTBYHOLLMX NaTyax.

Bbl MoXeTe y3HaTb 6o0fiblle O nNpojaBuax W NPOAYKTax YnpaBleHus
ucnpaeneHusamMm GravityZone us aTon ctatbl 6a3bi 3HAHWIA.

Mpumeyanune
Mop,ynb ynpaBneHuna ncnpaBJieHUAMMU - 3TO AONOJIHEHUE, AOCTYNHOE NpU HaJIM4YnUn
OTAENbHOI0 JIMUEH3NOHHOIO KJlko4Ya anda BCcex AOCTYMHbIX NaKeToB GravityZone.

2.9. KOHTponb yCTPOMCTB

Mogynb  KoHTponsi  yCTPOMCTB  MO3BONISIET  MPeAoTBPaTUTb  YTEUKu
KOH(DUAEHUMANBbHBIX AaHHbIX ¥ MPOHUKHOBEHWE BpegoHOCHOro 10 yepes BHeLHWE
YCTPOMCTBA, NOAKNOYAEMbIe K KOHEYHbIM TOYKaM, MPUMEHSIst G6JIoKMpyoLme
npaBuna U UCKJIOYEHUS C MOMOLLLbHO MOSIUTUK AJIA LULMPOKOro CEKTpa YCTPOMCTB
(Takmx, kak USB ¢naw-HakonuTenu, yctpoictea Bluetooth, CD/DVD-nneepb,
YyCTPOWCTBA XpaHEeHUs, U T.4.).

2.10. NMonHoe wudpoBaHKue aucka

[aHHbI ypoBeHb 3alUMTbl NO3BOJNIAET BaM ocyllecTBAATbL WMbpoBaHMe BCEro
AWcKa Ha MaluumHe, ynpasnsa BitLocker gna Windows, u FileVault u diskutil gns
macOS. Bbl MoxeTe 3awundpoBaTb 1 AewmnbpoBaTb 3arpy3oyHble U 06blYHbIE
TOMa OJHUM LLENYKOM MbIWK, T.K. GravityZone o6pabaTbiBaeT BeCb NPOLIECC C
MUHUMaNbHbIM BMELLATENILCTBOM CO CTOPOHbI NoJib3oBaTtesieil. Kpome Toro,
GravityZone XpaHuT K/H0UM BOCCTaHOBJIEHMUS, HEO6X0AUMbIe AJ1si Pa36JI0KMPOBKM
TOMOB, Ha TOT cJly4ai, ecnv nonb3oBaTesb 3a6bljl CBOW Naposib.

MpumeyaHmne

MonHoe WwudpoBaHUe JUCKa - 3TO AOMNOSHEHWE, AOCTYMHOE NPU HANIMUYNUMN OTAESILHOrO
JIMLEH3MOHHOTO KJToYa ANl BCeX AOCTYMHbIX nakeToB GravityZone.
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2.11. Security for Exchange

Bitdefender o6ecneumBaet 3awmty Security for Exchange oT BpeAOHOCHbIX
nporpamMM, aHTUCNaMm, aHTUGULIKHT, GUNbTPALMI0O KOHTEHTA U COLEPXMMOro
nMceM, MOJSIHOCTbI MHTErpupoBaHa ¢ cepBepamu Microsoft Exchange, ans
obecreyeHns 6esonacHom cpefbl O6MeHa COOOLEHUSIMA WU MOBbILEHUS
NPOVU3BOAMTENBHOCTU. MWcnonb3ys Mpu3HaHHble TEXHOMOrMU 3awuTbl  OT
BPEAOHOCHbIX MPOrpaMM M criaMa, nporpaMma 3aliuiiaeT rosib3oBaTenen
Exchange oT HoBeNLIMX, CaMbiX CNOXHbIX BPEAOHOCHbIX MPOrpaMM M OT NOMbITOK
YKpacTb KOHpUIEeHUUANbHbIE U LieHHbIe faHHbIe NOJIb30BaTeNeN.

BaxHo

Security for Exchange paspa6oTaH ans 3awuTbl Bcen Exchange-opranusauumm, K
KOTOpOW NpuUHAZNIeXWT 3awumitaembln Exchange-cepBep. 3To 03HauvaeT, uTo
MpOMCXOAMT  3aliMTa BCEX aKTUBHbIX MOYTOBbIX  SILMKOB,  BK/OYas
user/room/equipment/shared mailboxes.

B pononHenue Kk 3awmTe Microsoft Exchange, aTa nuueH3ans Takxe MOKpbiBaeT
YCTaHOBJIEHHbIE Ha CepBEpe MOAY/M 3aLLUTbI KOHEYHbIX TOYEK.

2.12. KOHTpOnb NpUnoXxeHun

Moaynb YnpaBneHus NpUnoXeHNsMn npefoTepaLlaeT akTMBHOCTb BPeIOHOCHbIX
nporpaMm, aTaku "HyneBoro AHs" M MOBbllaeT 6e30MacHOCTb, He BAUAS Ha
NPOM3BOAUTENIbHOCTL. YMpaBfieHWe NPUIOXeHUs MU obecnedynBaeT ruokoe
cobniopeHne MNOAMTUK ANs  MPUoXeHUun u3 "6enoro” cnucka, KoTopbli
naeHTMdULMpyeT, NpefoTBpalLaeT YCTAHOBKY W BbINOJIHEHWE KaKUX-TMGO
HeXXenaTenbHbIX, HEHaAEeXHbIX U BPEAOHOCHbIX MPUIIOXKEHMA.

2.13. Sandbox Analyzer

Bitdefender Sandbox Analyzer o6ecneuynMBaeT MOLUHbIA YPOBEHb 3alUTbl OT
NPOABMHYTBLIX Yrpo3 MyTeM aBTOMaTMYecKoro W [y6oKoro aHanusa
noao3puTesibHbIX hansnos, He NOANUCaHHbIX aHTUBUMPYCHbIM ABUXKOM Bitdefender.
B «necoyHuue» ncnosibayeTcsl O6LMPHbIA Habop TexHonorui Bitdefender gns
BbIMOJSIHEHUSI MOJIE3HbIX HArpysoK B W30/MPOBaAHHOW BUPTyanbHOW cpefe,
pa3sMelleHHo B Bitdefender unu paseepHyToii nokanbHO, aHann3a ux noeBefeHus
M CcoObOWEHNss O JHOObIX TOHKMX CUCTEMHbIX W3MEHEHUsIX, KoTopble
CBUAETENIbCTBYIOT O MPOTUBOMPABHbIX eCTBUSAX.
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Sandbox Analyzer ucrnonbsyeTt cepuio faTUYMKOB ANA AEeTOHALMU KOHTEHTa C
yrnpaBsisieMblX KOHEYHbIX TOY€EK, MOTOKOB ceTeBOro Tpaduka, LLeHTPann3oBaHHOMO
KapaHTuHa u cepaepos ICAP.

Kpome Toro, Sandbox Analyzer no3eosnsieT nepegatb o6pasubl BPYYHYHO U Yepes
API.

MpumeyaHmne

®DyHKUMOHaNbHOCTb 3TOF0 MOAYIIS MOXeET 6bIThb NpefocTaBneHa Sandbox Analyzer
Cloud n Sandbox Analyzer On-Premises. Sandbox Analyzer On-Premises gocTtyneH
C OTAENIbHBIM JIMLIEH3VOHHBIM KITHOUYOM.

2.14. CobbiTHA

XapaKTepI/ICTI/IKa WHUUOEHTA - 3TO KOMIMOHEHT Koppenauun CO6bITUIN, CNOCO6HbIN
BbIABNIATb CJ/I0XHbI€ Yrpo3bl WIN aKTUBHbIE aTaKW. B pamMKax KOpl'IOp&TMBHOI;I
MHTerMpOBaHHOIZ I'IJ'IaTd)OprI XapaKTepuctuka WHUUOEHTOB 06beAMHﬂeT
BO3MOXXHOCTU BCEX yCTpOVICTB, pa60Tarou1,v|x B KOpﬂOpaTMBHOVI ceTun. 310 pelieHune
npuxoanuT Ha NOMOLWb B cny4dyadX, Korga rpynnbl HeMenneHHoro pearmposaHma
pacno3HakT U 0TBEYAKOT Ha CePbe3HbIe Yrpo3bl.

Mocpencteom Bitdefender Endpoint Security Tools Bbl Mo)xeTe akTuBMpoBaTb
3alMTHbIA MOAY/b, KOTOPbIV Ha3blBaeTCA AAaTYNKOM UHLUMAEHTOB, B yNPaBEHNM
KOHEYHOW TOYKU, YTO6bl 06beANHATL AaHHble KOMMbOTEpPA M OfepaLuoHHON
cuctemMbl. C60p 1 o6paboTka MeTafaHHbIX C 06enX CTOPOH MAET Ha nnatdopme
KIIMeHT-cepBep.

OTOT KOMMOHEHT HeceT pAeTanbHyl WHOpMaUMo Mo O6HapPY>XEHHbIM
NPOUCLLECTBUAM, MWHTEPAKTUBHOW KapTe TMpOMCLIECTBUK, AEUCTBUAM MO
ncnpasneHuto n uHtTerpauum ¢ Sandbox Analyzer n HyperDetect.

2.15. Hypervisor Memory Introspection (HVI)

LMpOKO W3BECTHO, 4YTO BbLICOKO OPraHU30BaHHbIE, OPUEHTUPOBAHHbIE HA
U3BJieYEHNE MPUBLINY, 3JIOYMbILUNIEHHUKW, WILYT HEWU3BECTHbIE YS3BMMOCTU
(yS1I3BUMOCTV HYNEBOIO iHSI) USIN UCTIONb3YHOT Pa30Bble, CeLManbHO BCTPOEHHbIe
SKCMIIOWTbI (3KCMOWTbI HYNIEBOMO AHS) U iPYTME UHCTPYMEHTbI. 3/10YMbILLIEHHWUKM
TaKXe UCMOJb3YHOT NepefoBble METO/bI, YTOObI 3a1ePXMBAThb U NOCNe0BaTENIbHO
aTakoBaTb MONIE3HYO Harpysky, AJil MacKupoBKM BPEAOHOCHON aKTUBHOCTW.
Bornee HOBbIE, ynpaBnsieMble aTaky, B LENIAX U3BEYEHNUSA NMPUBLIIYU, MOCTPOEHDI
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TakMM 06pa3oM, YTo6bl 6bITb HE3aMETHbLIMU M 06X0AUTb TPAAMLMOHHbIE CPeaCcTBa
6e30MnacHOCTMU.

[ns BUpTyanbHbIX cpeg npobniemMa Tenepb peweHa, HVI 3awuwaet gaTa-LeHTpbl
C BbICOKOW MMIOTHOCTbIO BMPTYasibHbIX MalUH NPOTUB MEPEeOBbIX U CIIOXHbIX
Yyrpo3, YTO He MOryT cAenaTtb ABUXKM Ha OCHOBE CUrHaTypHOro aHanusa. 310
JocTuraeTcs cobnoaeHMeM CTPOron U3onsALMmK, YTo obecrnevmBaeT o6HapyXKeHue
aTakK B peasibHOM MacLuTabe BpeMeHU, UX 6JI0KMPOBKY, KaK TOSIbKO OHU MPOUCXOAST,
N HeMeZJIeHHOe yaalieHue yrpos.

byaet nu 3awmuieHHas mawnHa Ha Windows unum Linux, cepBep unu paéoyas
cTaHuwus, HVI gacTt npefcraBieHme Ha YPOBHE, KOTOPbIN HEBO3MOXKHO [OCTUYb
Ha ypOBHE roCTeBOM OMepaunoHHON cucTembl. [0J06HO TOMY, Kak rmnepeusop
KOHTPONNPYEeT AOCTYN K 060pYA0BAHMIO OT UMEHU KaXXA,0M rOCTEBOM BUPTYaSIbHOM
MaluuHbl, HVI nmeeT rny6okoe "noHMMaHune” kak oba pexxuma - nosib3oBaTessi 1
appa, BegyT ceb6s B "rocteBon” namatu. B pesynbtate HVI umeeT nosHoe
npefcTaB/ieHMe O FOCTEBON NaMSATH, U, CNe0BaTeNIbHO, €€ MOJSIHbIN KOHTEKCT. B
TO XXe Bpemsi, HVI n3onmpoBaH OT 3aLLUULLLEHHbIX FTOCTEN, TaK Xe, KaK U30/IMpoBaH
n cam runepeusop. [encTBys Ha YpOBHe TIUMepBM3Opa W UCMOMb3yA
(YHKUMOHaNbHble BO3MOXHOCTU runepeusopa, HVI npeBocxoguTt TexHuyeckume
BO3MOXHOCTU TPAAMLMOHHbIX CUCTEM 6€30MacHOCTM AJ151 BbIBJIEHUS BPEAOHOCHOM
aKTUBHOCTM B JaTa-LeHTpax.

HVI npeHTudMumnpyetT MeToabl aTaky, a He WabnoHbl aTaku. TakMMm o6pasom,
TEXHONIOTUA MOXeT uAeHTUpuumupoBaTb, MHGOPMUPOBATL U MpefoTBpalLaTh
obLwme MeToabl B3/IOMOB. A4pO 3aliULLEHO OT METOAOB B3J/IOMa, TUMA PYTKUT,
KOTOpbIe UCMOJb3YHOTCA BO BPpEMS aTaku Lienu, 4Tobbl 06ecneynTb HE3aMETHOCTb.
Monb3oBaTenbCKue NPOLLECChl TaKXe 3allMLLeHbl OT BHeAPEHUS Koaa, GyHKLMM
06xoa 1 BbINOJIHEHMA KoJa U3 CTeKa.

Mpumeyanune
Mogaynb HVI MoXeT 6bITb OCTYNEH AN BalLero peleHus GravityZone ¢ oTAesIbHbIM
JINLEH3UOHHbBIM KJTHOYOM.

2.16. Network Traffic Security Analytics (NTSA)

Bitdefender Network Traffic Security Analytics (NTSA) - ceTeBoe pelleHue
6e30nNacHOCTK, KOTOpoe aHanusupyet noTtoku Tpaduka IPFIX Ha Hanuuume
noao3puTesibHOro noBeaeHnsa n spegoHocHoro 0.

Bitdefender NTSA npefiHasHaueH Ansa Toro, YTo6bl eCTBOBaTb HapAAy C BallMMU
CYLLLECTBYOLMMU MepaMun 6€30MacHOCTU KaK A0MNOJHUTENbHAsA rapaHTus, KoTopas
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Ccrnoco6Ha NOKPbITb Clienbleé 30Hbl, He OoTCcNexuneaemble TpaguuUOHHbIMU
MHCTPYMEHTaMMW.

TpaguUNOHHbIE UWHCTPYMEHTbI 6e30MacHOCTU ceTell 06bIYHO MblTaroTCs
NnpefoTBpPaTUTb BPEAOHOCHbIE 3apaXeHUs aHaNM3upys BxoAawmin Tpaduk (c
MOMOLLbI MecoYHMUUbl, 6paHaMayapa, aHTuBupyca u T.4.) Bitdefender NTSA
(hoKycupyeTca UCKIIIOYMTESIbHO Ha aHanM3e UCXOASILLLEro ceTeBOro Tpaduka Ha
Hannyme NoJo3pPUTENLHOIO NOBEAEHNS.

2.17. Security for Storage

GravityZone Security for Storage npegocTaBnseT sawuTy B peaibHOM BPeMEHM
ANs BeAyLMX cMcTeM o6MeHa daitnamm u ceTemn xpaHeHus. CucteMa v anropuTMmbl
06HaApYXXEeHUs Yyrpo3 OO6HOBNAIOTCSH aBTOMATUYECKU - 6€3 KaKUX-IM6O YCUIun ¢
BalLEeN CTOPOHbI UM CO3AaHNs MOMeX A1t KOHEYHbIX NoJib3oBaTeseN.

[OBa unu 6onee GravityZone Security Servers Multi-Platform BbinonHseT posnb
cepsepa ICAP BbinonHATb ponb cepBepa ICAP, npegocTaBnstowero cnyxbbl
3aWMTbI OT BPEAOHOCHBIX MPOrpamMM ISl YCTPOUCTB ceTeBoro xpaHunuia (NAS)
U CUCTEM COBMECTHOIO UCNOJIb30BaHMA (HannioB, COOTBETCTBYIOLLUX MPOTOKONY
Internet Content Adaptation Protocol (ICAP, kak onpegeneHo B RFC 3507).

Korpa nonb3oBaTenb AenaeT 3anpoc Ha OTKPbITUE, YTEHUE, 3aNUCh UK 3aKpbITUe
danna ¢ HoyTbyKa, paboyei CTaHLMK, MOBUSIBHOIO MM APYroro YCTPOWCTBA,
knneHT ICAP (NAS wnm cucteMa obmeHa dainamu) oTrnpasisieT 3anpoc Ha
CKaHupoBaHue K Security Server u nonyyaeT pesyfbTaT OTHOCUTENbHO JaHHOMO
danna. B 3aBucumocTn oT peaynbTaTta, Security Server paspeluaeT [ocTyn,
3anpeLLaeT 4OCTyN Unn yaansieT an.

MpumeyaHmne
aTtoT MOAYJb - 3TO A0NOJIHEHUE, AOCTYNHOE NPU HaNnU4nm oTaenbHOro JIMLEeH3NOHHOIo
Kno4va

2.18. Security for Mobile

YHuduuupyeTt ynpaBneHue 6e30MacHOCTbLIO BCEro NpeanpusTusi U KOHTPOSb
iPhone, iPad 1 Android ycTpoicTB, o6ecneuynBasi HaAeXHOCTb NPOrPaMMHOro
obecneyeHus U NpefoCTaB/IeEHNe OGHOBIEHUI Yepe3 OHJIalH-MarasuHbl Apple unu
Android. PewieHue 661110 pazapaboTaHo A BO3MOXHOCTU YNPaBIEHUS JINYHbIMU
ycTpovicTBamu (BYOD), nocnegoBaTenbHO NpoABUrast MofMTUKY UCMOMNb30BaHUS
NO6bIX NOPTAaTUBHBIX YCTPONCTB. PYHKLIMN 6€30MacHOCTM BKITHOUAIOT 6/I0KUPOBKY
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3KpaHa, KOHTPOJib MOAJSIMHHOCTWU, MECTOMOJIOXKEHNE YCTPOWCTBA, YAaNIeHHYH
04UCTKY, 06HapyxeHue root unm jailbrake yctponcTte 1 npodnnm 6e3onacHoCTu.
Ha yctpoucTtBax Android ypoBeHb 6€30MaCHOCTU paclUMPEH CKAaHUPOBAaHUEM B
peXxxume peanbHOro BpeMeHU 1 LM POBaHNEM CbeMHbIX HocUTenen. B pesynbTaTe,
MOOWIbHbIE YCTPOMCTBA HaxoAsATCA MOA KOHTPOMEM M BaXHas Ana 6usHeca
nHdopMaLUns, HaXOASLLAACA HA HUX, 3aLLULLEHA.

2.19. [locTynHOCTb YpoBHeN 3awuTbl GravityZone

YpoBHM 3awwmTbl GravityZone oTnMyaoTCsi B 3aBUCMMOCTU OT OnepauMoHHOM
CUCTEMbI HAa KOHEYHON Touyke. YToObl y3HaTb 60JblUe, 06paTUTECh K CTaTbe
[ocTynHocTb crnoe. 3awuThbl GravityZone B base 3HaHui.
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3. APXUTEKTYPA GRAVITYZONE

YHuKanbHas apxuTekTypa GravityZone no3BonsieT C NErkKoCTbo MacliTabrupoBaTb
pelleHne U 3alWUTUTL N6oe KonnyecTBo cucteM. GravityZone MoxeT 6biTb
HacTpoeHa Ha UCMNOJIb30BaHNE HECKOJIbKUX BUPTYaslbHbIX YCTPOMCTB M MHOXECTBO
9K3eMM/IAPOB KOHKPETHbIX posiei (6a3a AaHHbIX, KOMMYHUKALMOHHbIN cepBep,
cepBep O6GHOBJIEHUIA U Be6-KOHCOJb), UTO6bl oO6ecrneynTb HaAeXHOCTb U
MaclTabupyemMocTb.

Kaxkabll 3K3eMMSAP POJIM MOXET 6bITb YCTAHOBJIEH Ha PasHbIX YCTPOWCTBAX.
BcTpoeHHble 6anaHCUPOBLUUKN POJIEN MO3BOAIOT l0Ka3aTb, YTO pa3BepTbiBaHue
GravityZone 3aWUTUT gaXke Camble KPYMHble KOPNopaTUBHbIE CETU, HE Bbi3blBast
3aMefsieHuss MM y3Kne MecTa. YXe CyWecTBYloWue MNporpamMMHble UM
annapaTHble 6anMaHCUPOBLLMKA TakKXe MOryT 6blTb WUCMONb30BaHbl BMECTO
BCTPOEHHOW 6aflaHCUPOBKMU, ECITU OHU MPUCYTCTBYIOT B CETH.

MocTaBnsiACch B KayecTBe BUPTYaNbHOIro KOHTeWHepa, GravityZone MOXeT 6bITb
MMMopTUPOBaHa Ha Ntodyo NaTdopmy BUpTYyanusaumu, Bkntodas VMware, Citrix,
Microsoft Hyper-V, Nutanix Prism, Microsoft Azure.

NuTterpaumsa c VMware vCenter, Citrix XenServer, Microsoft Active Directory, Nutanix
Prism Element n Microsoft Azure ynpouijaeT pasBepTbiBaHWe 3alUTbl KaK A
(huranyeckux, Tak U AN BUPTYasbHbIX MaLLWH.

PeweHue GravityZone BkJtoYaeT B cebs cnegytowime KOMMOHEHTbI:

« BupTtyanbHbie ycTpoicTBa GravityZone
« Security Server

« [JononHuTtenbHbin nakeT HVI

o AreHTbl 6€30NMacHOCTH

3.1. GravityZone VA

JlokanbHoe pelueHune GravityZone nocTaBnseTCs Kak HACTPOEHHOE BUPTYasibHOE
YyCTPOMCTBO Ha 6a3e Linux Ubuntu, BcTpoeHHOe B 06pa3 BUPTyanbHOW MaLUUHbI,
KOTOPOE MOXHO JIErKO YCTaHOBUTb U HAacTpouTb Yepes CLI (MHTepdeiic komaHgHoM
CTPOKM). BupTyanbHoe YCTPOWCTBO [JOCTYMHO B HECKOJIbKMX BapuaHTax,
COBMECTUMbIX C OCHOBHbIMM nnaTtdopmamu BupTyanuaauum (OVA, XVA, VHD, OVF,
RAW).
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3.1.1. basa pfaHHbIx GravityZone

LleHTpanbHas noruka apxuTekTypbl GravityZone. Bitdefender wucnonbayet
He-penaunoHHyto 6a3y aaHHbIXx MongoDB, koTopyto nerko MaclitabupoBaTth U
pennmunpoBaTb.

3.1.2. CepBep 06HOBNEeHuI GravityZone

CepBep 06HOBMIEHUI UrpaeT BaXKHYO posib B 06GHOBNEHMM pelueHnsa GravityZone
N KOHEYHbIX areHTOB NyTeM pensinkaumm u nyénmkauum Heo6XoAMMbIX NaKeToB
WSIM YCTaHOBOYHbIX (aioB.

3.1.3. KommyHuKauuoHHblih Cepeep GravityZone

KOMMyHI/IKaLl,VIOHHbII‘/'I CepBep ABNAETCA CBA3YHOLWMM 3BEHOM MexXAy areHTamMmu
6esonacHocTu u 6asamu OaHHbIX, NepefaBad NoOJMTUKKU U 3aa4n anda 3aunTbl
KOHEYHbIX TOYEK, a TaKXXe reHepupya oT4eTbl OT areHToB 6e30nacHOCTMU.

3.1.4. CepBep 06HoBNEeHuI GravityZone

CepBep MHUNOEHTOB - 3TO CBA3YHOLL,Ee 3BEHO MeXAY areHTamMu 6€e30MacHOCTH U
6a30/ fOaHHbIX, co6v1parou.|,ee AaHHbleé KOHeYHbIX TO4YeK WU TreHepupylouiee
MWHUNAOEHTbl HA OCHOBE Yrpos, KoTopble O6Hapy)KeHbI C NOMOLLbK TEXHON0rnn
npepoTBpalieHna n anroputmMos MallMHHOIO o6yqum=|.

3.1.5. Beb-koHconb (GravityZone Control Center)

PeweHnus 6esonacHocTu Bitdefender ynpaBnsitoTcsi U3 egMHOM TOUYKM yNipaBnieHus,
Be6-koHconm Control Center. 3To ynpolLaeT ynpasneHue U OCTYN K 06LLell cucTeme
6e3onacHOCTH, o6ecrneynBaeT KOHTPOsb HaZ BCEMU MOAyNsiMUM 6€30MacHOCTH,
3aLLMLLAIOLLUMUY BUPTYasbHbIE U (PU3MYECKUE KOMMBbIOTEPbI, CEPBEPbI U MOGUIBHBIE
YCTpOMCTBA OT rnobanbHbix yrpos. Pa6oTas Ha apxutekType Gravity, Control Center
cnoco6Ha yA0BNeTBOPUTbL MOTPEGHOCTM [laXKe CaMblX KPYMHbIX OpraHu3auui.

Control Center MHTerpupyeTcsi B CyLLECTBYIOLLME CUCTEMbI YTNIPABNIEHNS U CUCTEMBI
MOHUTOPUHIa, YTOObl YNPOCTUTL M aBTOMaTUYECKU NPUMEHATb 3aluTy Ans
HeynpaBnisieMbIX pabounx CTaHL M, cCepBEPOB U MOBUIIbHBIX YCTPOWUCTB, KOTOPble
nosensitoTcs B Microsoft Active Directory, VMware vCenter, Nutanix Prism Element
unm Citrix XenServer, unun KoTopble NPOCTO 06HapYXXeHbI B CETWU.
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3.2. Security Server

Security Server ABnsieTcs cneymanMaMpoBaHHON BUPTyasibHOW MaLUMHON, KoTopas
LefynivumupyeT v LeHTpanuayeT 60MbLUYH YacTb GYHKLMOHANBHOCTEN 3aLnThI
OT BPEAOHOCHbIX MPOrpaMM, areHTOB 3aluTbl OT BPEeAOHOCHbIX MPOrpamm,
[eCTBYS B KAYeCTBe CepBepa CKaHUPOBaHUS.

CywiecTBYIOT Tpy Bepcum Security Server, Ana KaXx4oro Tuna cpeg BUpTyanu3auum:

« Security Server for VMware NSX. 3Ta Bepcusi aBTOMaTUYECKM YyCTaHaBNMBAETCS
Ha Ka)kKaoM XOoCcTe B KnacTtepe, rae 6bis1 pa3sepHyT Bitdefender.

. Security Server for VMware vShield Endpoint. 3Ta Bepcua gomkHa 6biTb
YCTaHOBJIEHA Ha KaXKA,0M XOCTe, KOTOpble AOMKHbI 6bITb 3aLULLEHbI.

. Security Server Multi-Platform. 3Ta Bepcusi npegHasHauyeHa Ans Apyrux
BUPTYasbHbIX Cpef M OHa OJHKHa 6bITb yCTaHOBMEHA HA O HOM W/ HECKOMbKNX
X0CTax, YTo6bl COOTBETCTBOBATb KOJIMYECTBY 3aliULLAaEMbIX BUPTYanbHbIX
MaLumH. MNpu ncnonb3oBanun HVI, Security Server fomkeH 6biTb YCTaHOBIIEH
Ha KaXxJoM XOCTe, cofepalleM BUpTyasibHble MalluWHbl, KOTOPble JOSKHbI
6bITb 3aLUMLLEHbI.

3.3. lononHutenbHbin naket HVI

Maket HVI obecneunBaeT CBSI3b MeXAy runepeBmsopoM u Security Server,
pacnosioXXeHHbIM Ha OAHOM XxocTe. TakuM o6pas3oM, Security Server MoXeT
KOHTPOJIMPOBATb UCMOJIb3yeMYHO NaMATb Ha XOCTe, FAe OH YCTaHOBJIEH, HAa OCHOBE
nonmTuK 6esonacHocTu GravityZone.

Mpumeyanne
Mogaynb HVI MoXeT 6bITb JOCTYNEH AN BalLero pelleHus GravityZone ¢ oTAesIbHbIM
JINLLEH3MOHHbIM KJTFOYOM.

3.4. AreHTbl 6e30nacHOCTH

YTto6bl Bitdefender 3awumTun Bawy ceTb, HeEO6XOAMMO YCTaHOBUTb
COOTBETCTBYHOLLMX areHToB 6e3onacHocTu GravityZone Ha ceTeBbIX KOHEYHbIX
TOUKax.

. Bitdefender Endpoint Security Tools
« Endpoint Security for Mac
« GravityZone Mobile Client
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« Bitdefender Tools (vShield)

3.4.1. Bitdefender Endpoint Security Tools

GravityZone o6ecneymBaeT 3awmTy pusnyeckmx n BupTyanbHbix Windows u Linux
MalurH ¢ nomolubto Bitdefender Endpoint Security Tools - uHTennekTyanbHoro
areHTa, KOTopbIN aganTupyeTcs K TUMYy KoHe4yHow Touku. Bitdefender Endpoint
Security Tools MoXeT 6bITb pa3BepHYT Ha 060 MalINHe, Kak pU3NYecKon Tak
U BUPTYyanbHoOW, ob6ecrieuymBasi TMBKYLD CUCTEMY CKaHWPOBAHWUS U ABMSAACH
ngeasnbHbIM BbIGOPOM [ANsi CMellaHHbIX cpef, (huanyeckmx, BUPTYanbHbIX U
06/1a4HbIX).

B nononHeHue K 3awmte ¢annoB cuctemsl,Bitdefender Endpoint Security Tools
TakKXke BKJIOYaeT 3alMTy NOYTOBbIX cepBepoB Microsoft Exchange.

Bitdefender Endpoint Security Tools ucnonbsyeT eauHbIi WA6MOH NOANTUKN AN
(hb13nYecKMX 1 BUPTYasbHbIX YCTPOMCTB, a TAKXKe OfMH YCTAaHOBOYHbI KOMMNIEKT
Ans no6on cpepbl (pusmueckon unm BUpTyansHon), paéoTtatowen Ha Windows.

Cnowu 3awuTbl
Cnepytouime ypoBHU 3almTbl focTynHbl B Bitdefender Endpoint Security Tools:

. 3awuTa oT BpegoHocHoro N0
« PacuwmpeHHbIit KoHTposib yrpo3 (Advanced Threat Control)
« O6HapyxeHue runepsunsopa

. bpaHgmayap

« KOHTpOnb KOHTeHTa

« Network Attack Defense

« YnpaBneHwue ucnpasneHUaAMU
« KoHTponb ycTponcTs

« [lonHoe wudpoBaHune ancka

« Security for Exchange

« Sandbox Analyzer

« CobbiTus

« KoHTponb npunoxxeHni

Ponu KoHeyHbIx Touek

o [puBunernpoBaHHbIN NONb30BaTESb
« PetpaHcnaTtop
« CepBep KalIMpoBaHWs NaTyen
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« 3awwuTa Exchange

MpuBKUNErMpOBaHHbIii NONIb30BaTESlb

AgmMunHncTpaTopsl LleHTpa ynpaenenus (Control Center) MoryT npegocTaBnsiTb
npaBa NpUMBWUIErMPOBaHHbIX NoNb30BaTeNier 06blYHbIM M0JIb30BaTENSAM KOHEYHbIX
YCTPOWCTB C MOMOLLbIO MapamMeTpoB MOAUTUKM 6e3onacHocTU. Mogaynb
NPUBWUIETMPOBAHHbIX noJsib3oBaTesien paspewiaeT npefocTaBiieHne
agMMHUCTPaTOPCKMX NMPaB YPOBHIO MONb30BaTesien, KOTOpbie pa3pellaT KOHEYHbIM
nonb3oBaTeNsiM MosiyyaTb AOCTYN U U3MEHSATb HACTPOWMKU 6e30MacHOCTH,
ucnosbays JNoKanbHyto KoHconb. Control Center 6yaeT yBefomieHa, Korpa
KOHEeYHas TOYKa HaXOOMTCS B PEXUME MPUBUIETMPOBAHHOIO MOMb30BaTeNs U
agMmuHuctpatop Control Center Bcerga MOXeT nNepeHasHauuTb JIOKasbHble
HACTPOMKN 6€30MaCHOCTMU.

BaxHo

9TOT MOoAYNb AOCTYMNEH TONbKO AJ1S NOAAEPXXMBAEMbIX HACTOJIbHbIX U CEPBEPHbIX
onepaumoHHbIx cuctem Windows. 115 nonyyeHus 6onee nogpo6HoM MHGopmMaLmu,
obpaTuTech K PyKOBOACTBY MO ycTaHOBKe GravityZone.

PetpaHcnsiTop

AreHTbl KOHeYHbIX Touyek ¢ ponbto Bitdefender Endpoint Security Tools Relay
BbICTYMNalOT Kak NPOKCU-CepBep U cepBep O6HOBMEHWUN ANA APYrUX KOHEYHbIX
TOYEK B CETU. AreHTbl KOHEYHbIX YCTPOWUCTB C POJIbI0 peTpaHCNATOpa 0CO6EHHO
Heo6Xx0AUMbI B OpraHuM3aumsax C U30JIMPOBaHHbIMU CEeTAMMU, rae Becb Tpaduk
NpoOXoAuT Yepes eanHYH TOUKY AOCTyna.

B komnaHusx ¢ 6onblUMMKU pacnpefesieHHbIMU CETSIMU, areHT-peTpaHcnAaTop
MOMOraeT CHU3WUTb WCMOJIb30BaHWE MOJIOCbl MPOMyCKaHus, npegoTBpalLas
3alMLLaeMble KOHEYHble YCTPOMCTBA U cepBepbl 6€30MacHOCTU OT MPSAMOro
B3aMMoAeNCcTBUS C MalwmnHamum GravityZone.

Mocne Toro, kak areHT Bitdefender Endpoint Security Tools Relay yctaHoBneH B
ceTW, ApYyrve KOHeYyHble TOYKM MOTYT OblTb CKOHGUIypUpoBaHbl C MOMOLLLH
NONNTUK, YTOBbLI ob6LLaTbesa ¢ Control Center Yyepes areHTa peTpaHCnsumm.

AreHTbl Bitdefender Endpoint Security Tools Relay cny>kaT gns cneayrowmx Lenen:

. 06HaDY)KEHVIe BCeX He3alWNLEHHbIX KOHEYHbIX TOYEK B CETU.
. PasseprlsaHme AreHTOB KOHEYHbIX TOYEK BHYTPM JIOKanbHOWM ceTu.
« O6HoBNEeHNe 3almiaeMbiX KOHEYHbIX TOYEK B CETU.
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. O6ecneyeHne cBsaun Mexay Control Center v NOAKIHOYEHHBIMU KOHEYHBIMU
TOYKaMM.

. BbicTynaTb B KauecTBe NPOKCU-CEPBEPA AN 3aALLMLLAEMbIX KOHEYHbIX TOYEK.

. OnTuMusauuu ceteBoro Tpaduka BO BpeMs OGHOBMEHWUS, pa3BepTbiBaHUS,
CKaHUPOBaHWA 1 APYruX PeCYpPCOEMKMX 3aaau.

CepBep KaLIMPOBaHUA NaTyen

KoHeuHble TOYKM C POsIblo peTPaHCATOPa TakKe MOryT BbICTYNaTb B KayecTBe
cepBepa KaLIMpoBaHUA UcrpasBfieHniA. Mpu BKIIKOYEHUN 3TOM POJIN pETPAHCATOPbI
CNyXKaT Ansi XpaHEeHUs UCTPaBJIEHUIA NPOrPaMMHOro o6ecneyeHuns, 3arpyXxaembix
C Be6-CalTOB MOCTaBLUUKOB, U UX PACMpOCTPAHEHUS] Ha KOHEYHbIe TOUKU CETU.
Beakuit pas, Korga noAk/lOYeHHas KOHeyHasi Touyka WMMeeT MporpaMMHoe
o6ecrieyeHune C OTCYTCTBYIOLVMM UCTIPABIEHUSIMU, OHA 6ePET KX C CepBepa, a He
C Be6-canTa NocTaBLLMNKA, TaKUM 06pa3oM ONTUMU3UPYS FeHepUpyeMbIn Tpaduk
W HarpysKy Ha NponyCcKHyt CMOCO6HOCTb CETH.

BaxtHo
9Ta gononHuTEeNbHas posb AOCTYMNHAa C 3aperncTpupoBaHHON HagcTporkon Patch
Management.

3awuTa Exchange

Bitdefender Endpoint Security Tools ¢ ponbto 3awmTHUKa Exchange MoxeT 6bITb
ycTaHoBNeH Ha cepBepe Microsoft Exchange ¢ uenbto 3awmTbl Nosib3oBaTesen
Exchange oT yrpo3 nepefiaBaembix Mo 3JIEKTPOHHOM MoyTe.

Bitdefender Endpoint Security Tools ¢ ponbto 3awmTHMKa Exchange 3awuwaet
KaK caM cepBep, Tak u cepucbl Microsoft Exchange.

3.4.2. Endpoint Security for Mac

Endpoint Security for Mac - 970 areHT 6€30nNacHOCTU, CO3AaHHbIN ANA 3alUTbI
YCTPOMUCTB Ha 6a3e Macintosh. B kauecTBe TeXHOIOMMN CKaHUPOBaHUA AOCTYMHO
JlokanbHoe CKaHNpOoBaHue, C J1I0KaNbHO PacnosoXXeHHbIMU MeXaHU3MaMM 3alLUThI.
Cnowu 3awuTbl

Cnegaylouwiue ypoBHM 3alLmMTbl AocTynHbI B Endpoint Security for Mac:

« 3awwmTa oT BpegoHocHoro M0
« PaclumpeHHbin koHTposnb yrpos (Advanced Threat Control)
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o KOHTpOJIb KOHTEHTAa
« KoHTponb ycTponcTs
o MonHoe wudpoBaHue grcka

3.4.3. GravityZone Mobile Client

GravityZone Mobile Client pacnpocTpaHsieT noAnMTUKM 6€30MacHOCTU Ha Ntoboe
konnyecTtBo Android u iOS ycTpolCTB, 3awmLLasn ux oT HeCaHKLMOHUMPOBAHHOIO
UCMONb30BaHUs, OT MOTEHUMaNlbHO OMacHbIX MporpaMM U MoTepu
KOHMMAEeHUMANbHbIX AaHHbIX. PYHKLMKM 6€30MacHOCTU BKIHOYAOT 6JI0KUPOBKY
9KpaHa, KOHTPOJIb MOAJ/IMHHOCTWU, MECTOMOJIOXKEHNE YCTPOWCTBA, YAaJIeHHYHO
04UCTKY, 06HapyeHue root unu jailbrake yctpoiicte n npodunmu 6ezonacHocTw.
Ha ycTpovictBax Android ypoBeHb 6€30MaCHOCTU paclUMpPeH CKaHMPOBAHWEM B
peXuMe peasibHoro BpeMeH! ¥ LWWNGPOBAHMEM CbEMHbIX HOCUTENEN.

GravityZone Mobile Client pacnpocTpaHseTtcsa yepe3 Apple App Store n Google
Play.

3.4.4. Bitdefender Tools (vShield)

Bitdefender Tools sBnsetcss o6neryeHHbIM areHTOM ANsl BUPTyalbHbIX cpef
VMware, KOTOpbIA MHTErpupoBaH C KOHeYHbIMM Touykamu vShield. AreHT
6e30MacHOCTM yCTaHaBNMBAETCA Ha BUPTYasibHble MalLUHbI, 3aLMLLLEHHbIe Security
Server, 4To nosBonsieT BaM MONYYNTb [OMONHUTENbHbIE (QYHKLUOHAMNbHbIE
BO3MOXHOCTU, KOTOPble OH 06eCrneyYmBaeT:

. [losBonsieT 3anyckaTb 3agaydM CKaHUMPOBAHUS MaMSATM WM MPOLECCOB Ha
KOMIMbIOTEPE.

« WHdpopmupyeT nonbsoBaTensi 06 06Hapy>XeHHbIX MHDEKLMAX U MPUHATBIX B UX
OTHOLLEHMN Mepax.

« [ob6aBnsieT 6oJiblle BO3MOXHOCTEW A/ CO3AaHUS MUCKIHOUYEHWUNA Mpu
CKaHUPOBaHUM OT BPEAOHOCHbIX NMPOrpaMM.

3.5. Sandbox Analyzer ApxutekTypa

Bitdefender Sandbox Analyzer o6ecneunBaeT MOLLHbIA YpPOBEHb 3aWMUTbl OT
HOBEWLLUX Yrpo3 MyTeM aBTOMaTUYECKOrO U INYy6OKOro aHann3a nofo3puTesibHbIX
(hannos, He NoANMCaHHbIX aHTUBMPYCHbIMU aapamu Bitdefender.

Sandbox Analyzer focTyneH B AByXx BapuaHTax:
o Sandbox Analyzer Cloud , paamelleHHbi B Bitdefender.
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o Sandbox Analyzer On-Premises , AOCTYMNHbIN KaK BUPTyanbHOe YyCTPOUCTBO,
KOTOpPOE MOXHO PasBepHYTb JIOKaSIbHO.

Sandbox Analyzer O6nako
Sandbox Analyzer Cloud conepxuT cnegytoLine KOMMOHEHTbI:

. Sandbox Analyzer Portal - paameLL,eHHbI KOMMYHUKALMOHHbIN CepBep CBA3W,
UCMonb3yeMbll AN nepefayn 3arnpocoB MeXAy KOHEYHbIMW TOYKaMu U
KnactepoM 6e3onacHoin cpeabl Bitdefender.

« Sandbox Analyzer Cluster - pasmeLleHHas MHppacTpyKTypa 6e3onacHon cpeabl,
B KOTOPOM NPOUCXOAMT BbIGOPOYHbIVN aHaNIM3 NoBeAeHUs 06bEKTOB. Ha aToM
YpOBHe OoTnpaB/eHHble haitsibl NPOBEPSIOTCA HA BUPTYasIbHbIX MaLUMHAX MOA,
ynpasneHvem Windows 7.

GravityZone Control Center — pyHKLMOHUPYET KaK KOHCOJIb YNPaBfeHUs U OTYETOB,
r4e Bbl HACcTpanBaeTe NOIMTUKM 6e30MacHOCTH, MpOCMaTpPMBaeTe OTUYETbI aHanM3a
N yBeOMJIEHUS.

Bitdefender Endpoint Security Tools (BEST) - areHT 6€30MacHOCTH, yCTaHOBJIEHHbIN
Ha KOHeYHbIX ToUKax, IecTBYeT KaK laTuMK noAaum aaHHbix B Sandbox Analyzer.

Sandbox Analyzer On-Premises

Sandbox Analyzer On-Premises npegctaBnsieT co6oi BUpTyasibHOe YCTPOUCTBO
Linux Ubuntu, BcTpoeHHoe B 06pa3 BMPTyanbHOW MalUUHbI, €0 MOXHO JIErKO
yCTaHOBUTb U chopMMUpPOBaTL NpU NOMoLLM MHTepdelica KoMaHaHo cTpoku (CLI).
Sandbox Analyzer On-Premises gocTyneH B popmaTte OVA, Tak)Ke MOXeT 6bITb
pasBepHyT B VMWare ESXi.

dk3emnnsapSandbox Analyzer On-Premises coaepXut B cebe cneayolune
KOMIMOHEHTbI:

« MeHep>xep necoyHMLbl. 3TO KOMMOHEHT ABMIAETCA OPKECTPOM MECOYHULbI.
Sandbox Manager cBasbiBaeTcsl ¢ runepsusopoM ESXi nocpeactsom API u
ucnosib3yeT UX TEXHUYECKUe OCHalleHue AnA MOCTPOMKM M 3KCrayaTaumm
cpepbl aHanusa BpefoHOCHbIX Mporpamm.

. BupTyanbHas mMalmMHbl geToHauuK. [1aHHbI KOMMOHEHT COCTOUT M3 MaLUWH,
ucnonb3yeMbix Sandbox Analyzer, ans cozgaHus panos v aHanmaa ux pexxmma
paboTbl. BupTyanbHble MalLMHbI geToHauun MoryT ynpaensate Windows 7, a
Takxe 64-paspsaHoin Bepcuen cuctembl Windows 10.
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GravityZone Control Center pa6oTaeT Kak KOHCOJIb yrpaBieHUsi U OTYETHOCTH,
rfe Bbl HacTpamBaeTe NOSIMTUKM 6€30MacHOCTH M MPOCMaTpPUBaETe aHAIMTUYECKME
OTYeTbl ¥ YBEAOMIIEHUS.

Sandbox Analyzer On-Premises ynpaBnsieT cnegytowumMmn aTumky nofjaum:

Jatumk KoHeuyHoit Toukm . Bitdefender Endpoint Security Tools gna Windows
[ENCTBYeT KaK AaTUYMK NMoJayun, yCTAaHOBJEHHbIM HAa KOHEYHbIX TOYKaX. AreHT
Bitdefender ncnonb3ayet nepepoBble anropuTMbl MAaLUMHHOFO OOYYeHUsI U
HeWpOHHON CeTU AJiA onpefeNieHns Nofo3pUTESNIbHONO KOHTEHTA U OTNPaBKK
ero B Sandbox Analyzer, BkNitouyasi 06beKTbl U3 LLEEHTPANM30BaHHOMO KapaHTUHA.

CeTeBOM gaTuuK. BupTyanbHoe yCTpPOMUCTBO ceTeBoi 6e3onacHocT (NSVA) -
9TO BUPTYyasibHOE YCTPOMCTBO, KOTOPOE MOXXHO pas3BepHYyTb B TOW Xe
BUpPTYyanmampoBaHHom cpeae ESXi, uto n ak3emnnap Sandbox Analyzer. laTumnk
CeTU u3BJieKaeT KOHTEHT M3 CeTeBbIX NOTOKOB U nepefaeT ero B Sandbox
Analyzer.

[aTtuuk ICAP. PasBepHyTasn Ha yCTpoWCTBax ¢ ceTeBbIM xpaHunuwem (NAS)
no npotokosny ICAP, Bitdefender Security Server nogaepxvBaet oTnpaBKy
cogepxxmmoro B Sandbox Analyzer.

B pononHeHue k aTum gatunkam Sandbox Analyzer On-Premises nogaepxuBaet
pyu4Hyto oTnpaeky v Yepes API. MNogpobHee cMm. naBy Ucnonb3oBaHue Sandbox
Analyzer B PykoBogcTBe agMuHucTpartopa GravityZone.
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4. HAYAJIO PABOTHI

PelueHna GravityZone MoryT 6bITb CKOH(MUIYpMpOBaHbl U YNPaBASITLCS C MOMOLLbIO
LeHTpanusoBaHHON nnaTt@opMbl ynpaBfieHus nof Ha3saHuem Control Center.
Control Center uMeeT Be6-HTepdeic, K KOTOPOMY Bbl MOXKETE NONYYUTb JOCTYN
C NOMOLLLbIO UMEHW NOJIb30BaTessi U Napons.

4.1. NopkntoyeHue K Control Center

Joctyn k Control Center ocyliecTBnsieTcs C MOMOLLbIO YYETHbIX 3anucen
nonb3oBaTenei. Bbl mony4nTe perucTpaLmoHHyo MHPOPMaLMIO MO 31EKTPOHHOW
rnoyTe, Kak TOJMbKO Ball akKayHT 6yfeT co3aaH.

Tpe6oBaHuUA K cUCTEME:

« Internet Explorer 9+, Mozilla Firefox 14+, Google Chrome 15+, Safari 5+, Microsoft
Edge 20+, Opera 16+

. PekomeHpyemoe paspelteHune akpaHa 1280 x 800 wnu Bbiwwe
MpepynpexpaeHue
Control Center He 6yaeT paboTaTb LO/MKHbIM 06pa3oM / oTobpaxaTbces B Internet

Explorer 9 u BblLIe C BKJIHOYEHHBIM PEXUMOM COBMECTUMOCTH, YTO 3KBUBASIEHTHO
MCMoJIb30BaHMIO HEMOAAepXXMBaeMon Bepcun 6paysepa.

MopkntoyeHune k Control Center:

1. B agpecHon cTpoke Beb-6pay3epa BBeguTe IP-agpec nnn DNS-uma xocTta
Control Center (ucnonb3ys npepukc https: //).

2. BBeauTte umsa nonb3oBartens un naposib.

3. BBepuTe wecTnsHayHbIN Kof U3 Google Authenticator, Microsoft Authenticator
vnu nto6oro aeyxdaktopHoro TOTP (Time-Based One-Time Password Algorithm)
ayTeHTUdMKaTOpa, COBMECTUMOro co cTaHaapTom RFC6238. lonosiHuTeNbHble
cBeJleHusl CM. B pasfene «YnpasJfieHue Ballel y4eTHoM 3anuckto» (p. 28).

4. Haxmute BonTm.

Mpu nepBoM BXxofe B CUCTEMY Bbl [OMKHbl COrfacuUTbCcsl ¢ YCnoBusiMu
o6cnyxuanus Bitdefender. HaxxmuTe MpogomkuTb, 4To6bl HAYaTb UCMOL30BaTb
GravityZone.
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Mpumeyanmne

Ecnu Bbl 3a6b15I1M CBOW NapoJib, BOCMOSIb3YNTECh CChISIKOWN BOCCTAHOBIIEHUS Maposis,
YTO6bI NONYYNTH HOBLIN Maposib. Bbl AOMKHBI MPeaoCcTaBUTL afpec 3NIeKTPOHHOM
NnoYTbl Ballen y4eTHOM 3anucu.

4.2. UntyutueHo noHsiTHas Control Center

Control Center opraHn3soBaHa TakumM 06pa3omMm, YTO6bl 06eCneUnTb JIErKUA JOCTYN
Ko BceM byHKLMAM. Micnonb3ynTe naHenb MeHIO CrpaBa, YTo6bl NepemeLLaTbCs
no KoHcosnun. [locTynHble GYHKLMN 3aBUCAT OT YPOBHSA A0OCTYMNa Nonb3oBaTens K
KOHCOsMN.

Bitdefender
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4.2.1. 0630p Control Center

Monb3oBaTenu ¢ pPosiblo aAMUHUCTPaTOpPa KOMMNaHUM UMEIT MNOJIHble NpaBa Ha
KoHdurypaumto Control Center 1 ceTeBbIX HaCTpoek 6e30MacHOCTH, B TO BpeMs
KaK Mosib30BaTesu, C POSiblo aAMUHUCTPATOPa MMET AOCTYN K GYHKLMSAM CETEBOM
6e30MacHOCTH, BKJIlOYas ynpaesieHne nosib3oBaTensiMu.
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Ucnonb3ayitte kHonkv K= MPocMOTp MeHIO B IeBOM BEPXHEM YTy UTOGbI CBEPHYTH,
CKpbITb WM pa3BepHyTb MeHK. HaxMuTe Ha KnaBuwy 4To6bl MOOYEpesHO
U3MEHSITb BUA MEHIO, UMK HAXKMUTE ABa pa3a, YTo6bl NPONyCTUTD.

B 3aBucMMoOCTM OT Balleit ponu, Bbl MOXeTe MOJYYUTb LOCTYN K CeAyoLmUM
pasgenam MeHHo:

MaHenb ynpaeneHus
MpocMOTp NpoCTbIX rpaMKoB, MNO3BONAKLWMX NPOYMTATb KIIHOYEBYHO
MHbopMauuto o 6e30NacHOCTU Balliel ceTu.

CobbiTua
MpocMoTp U ynpaBneHne nHungeHTaMy 6€30nacHOCTU B CETU KOMMaHWUW.

CeTtb
YcTaHOBKa 3aWuMThbl, NPUMEHEHME NOSIMTUK ANs YyNpaBieHUs HacTpouKamMu
6€30MacHOCTH, BbIMOJIHEHUE YAaNeHHbIX 3a4au 1 6bICTPOe cCo3aaHMe 0TYETOB.

Monutukun
Co3paHue u ynpaBneHue noinTukamm 6e30nacHoOCTH.

OTyeTbl
MonyyeHne oTYeTOB O 6€30MaCHOCTM MO YNPaBASEMbIM KIIMEHTaM.

KapaHTUH
YpnaneHHoe ynpaBneHue dainamu B KapaHTUHE.

YyeTHble 3anucu
YnpaBneHue gocTtynom Kk Control Center ans 4pyrux coTpyaHUKOB KOMMaHUW.

B 3TOM MeHI0 Bbl TaKXXe MOXKeTe HalTU CTpaHuLy AKTUBHOCTb NoJib3oBaTenst
, KOTopasi no3BofifieT MOJiyYMTb AOCTYN K JKypHanamMm aKTUBHOCTU
nosb3oBaTenen.

Mpumeyanmne
9TO MEHI0 AOCTYNHO TOJIbKO NOJIb30OBaTEJIAM C anaBneHMe nosnb3oBaTenamMmu

KoHdurypauus
HacTtpoiite napameTpbl Control Center, TakMe KakK MOYTOBbI cepBep,
uHTerpauus c Active Directory nnv cpegamu BUpTyanusaumu, ceptudukathbl
6e3onacHOCTM M napaMeTpbl  WHBEHTapu3auuu  CeTH, BK/OYas
3aniaHMpOBaHHbIe NPaBUIa AJ1s aBTOMAaTUYECKON OUMCTKM HEMCMOIb3YEMbIX
BMPTYaJibHbIX MALLUWH.
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Mpumeyanmne
9TO MEHI0 AOCTYNHO TOJMIbKO Mosb3oBaTeNnsiM C npaBamu  YnpaeBneHue
peleHuaMum.

Mpy HaXkaTUM Ha UMSA NoNb30BaTeNsA B NPaBOM BEPXHEM YTy KOHCOMU, AOCTYMHbI
cneayoume onuuu:

Mos yyeTHas 3anucb. Bbibepute 3TOT napamMeTp, YTo6bl YNpaBAATb CBOUMM
peKBM3UTaMM NoJIb30BaTeNsl U HACTPOUKAMM.

[ucneTtyep yyeTHbIX AaHHbIX. BbibepuTe 3TOT NapaMeTp Ana fob6aBneHus u
ynpaBfieHnUst YY4ETHbIMU AaHHbIMMW, HEOOGXOAUMBLIMU OIS 3aday yAaneHHowW
YCTaHOBKMW.

Momowb & Moppepkka. BbibepuTe pAaHHYH OMNUMIO, YTOObI MONYYUTb
MHpOPMaLMIO O MOMOLLM U NOAAEPIKKE.

O6paTHaa cBA3b. Haxmute 9Ty oOnNuuilo, 4YTo6bl OTO6pasuTb (Gopmy,
NO3BOJIAIOLLYHO PefaKTUPOBaTh U OTNPAB/ATbL COO6LLEHNST 06paTHOW CBA3M
OTHOCUTENbHO Ballen paboTbl ¢ GravityZone.

Bbixopa,. Bbixoa 13 yyeTHOM 3anucw.

Kpome Toro, B BEpXHEM MPaBOM Y1y KOHCOJIN Bbl MOXKETE HaWTU:

3HayvoK PeXxum cnpaBKu , KOTOPbI aKTUBU3MPYET paclunpsiemMble
BCMJbIBaloLLLME NOACKa3KK, NOMeELLLEHHbIe Ha aneMeHTbl Control Center. 3aecb
Bbl JIEFKO CMOX€eTe HaWTW Nosie3Hyto nHdopmaumio, Kacarowyca GyHKLMMI
Control Center.

3nauok YBepomneHus obecrieuMBaeT JIerKM AOCTYN K COOBLLEHUSM
yBEOMJIEHUN, a TaKXe K CTpaHuLe YBegoMeHus.

4.2.2. Tabnuua paHHbIX

Ta6nmubl YacTo UCMOJIb3YIOTCS HA KOHCOJSIM A1l OpraHn3aunmn JaHHbIX B JIETKO
NOHSAITHOM opmarTe.
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Add Refresh

Report name Type Recurrence View report

Malware Activity Report Malware Activity Weekly Mo report has been generated yet

Page 1 of 1 20 - Litems

CTpaHVILl,a OTYyeTOB

Hasurauusa no CtpaHuuam

Tabnuubl ¢ 6onee YyeM 20 3anUCAMU pPasMeLLAOTCS Ha HECKOJIbKUX CTpaHuMLax.
Mo ymonyaHuto, Tonbko 20 3anucert 0ToOpaxaoTCsl Ha OAHOM cTpaHuue. Ans
nepeMeLLLeHMS MO CTPaHMLLAM UCMNOJb3YUTE KHOMKU HaBUraLUmM B HXKHEN YacTu
Tabnuubl. Bbl MoOXeTe M3MeHMTb KONMYECTBO 3anucer, oTobpakaemble Ha
CTpaHuLe, BbibpaB gpyryto onuuio B MEHIO pAO0M C KHOMKaMW HaBUrauuw.

MOMCK KOHKPETHbIX 3an1cen

YT06bI IeErKo HaUTWU KOHKPETHbIE 3arnncK, UCNosib3ynTe OKHa Noucka foCTyrMHble
noJj, 3arojloBKamu cToN6L0B.

BBeauTe crioBo AnsA moucka B COOTBeTCTBYyoWeM none. CooTBeTCTBYHOLME
aneMeHTbl 0TO6pa3ssTca B Tabnuue, Mo Mepe BBoga 3anpoca. Ytobbl copocUThb
coAep>KMMoe TabmLbl, OYUCTUTE MONA NOUCKa.

CopTUpPOBKa JjaHHbIX

[ns coOpTUPOBKM AaHHbIX MO ONpeAeneHHOMY CTON6LY, LWeNKHUTE 3arofioBoK
cTonbua. Haxkmute Ha 3aronoBok cTonbua euie pas, YTob6bl BEPHYTb MOPAAOK
COPTMPOBKM.

O6HOBNEHME AaHHbIX TabULbl

YT06bI y6eAUTBCS, YTO KOHCOJIb 0TOOpaXKaeT NoCNeAHIOK NHHOPMaLUIO, HAXXMUTe
KHOMKY © O6HOBUTb B BEPXHEW YacTu Tabnuupbl.

LaHHas d)yHKLWIFl MOXKeT 6bITb NOJIE3HOW, ECIN Bbl OINTEeJIbHOE BpeMA HaxoauTtecCb
Ha CTpaHuue.
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4.2.3. [NaHenu MHCTPYMEHTOB

MaHenu nHcTpymeHToB B Control Center Mo3BONAOT BbINOJIHATE ONpefesieHHble
ornepaLuu, OTHOCALLMECH K pasgeny, B KOTOPOM Bbl HaxoauTech. Kaxxas naHesb
WHCTPYMEHTOB COLEPXUT HAabOP UKOHOK, KOTOPble 06bIYHO PacnonoXeHbl BBEPXY
Tabnuubl. Hanpumep, naHeslb MHCTPYMEHTOB B pasgesie OTyeTbl NMO3BOMSET BaM
BbINONHUTL Cegytolme AelcTBUS:

. ®Co3paTb HOBbIN OTYeET.

« ©3arpysuTb OTYET MO pacnmcaHuio.

o ©YpanuTb 0TYET MO pacnumcaHuto.

+ Add * Download — Delete Refresh

Report name

Malware Activity Report

Ctpanuua oTyeToB - lNaHenb MHCTpyMeHTOB.

4.2.4. KOHTEKCTHOE MEeHI0

Tak>XXe KOMaHAbl NaHenm MHCTPYMEHTOB AO0CTYMNMHbl U3 KOHTEKCTHOIO MEHHO. I'Ipvl
HaXXaTuu ﬂpaBOVI KHOMKU MbIlUKn B pas3pgene Control Center, B KOTOPOM Bbl
HaxoaunTecb, Bbl MOXeTe Bbl6paTb HEO6XO,D,VIMYI'O KOMaHA4y U3 npennoXXeHHoro
Crnuncka.
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+ Add + Download — Delete Refresh

Report name

Malwareg p ===

Add

Delete ({E}

CTpaHmua 0T4YeTOB - KOHTEKCTHOE MEHI0

4.2.5. Bbibop npocMoTpa

Ecnu Bbl paboTaeTe C pasIMYHbIMU TUNAMMU KOHEYHbIX YCTPOWUCTB, Bbl MOXETe
NoslyYnTb AOCTYN K HMM Ha cTpaHuue CeTb, rae OHW CrpynnupoBaHbl MO TUMy
YCTPOWCTB, B BUA,E HECKOJIbKUX CETEN.

. KomnbloTepbl & U BUpTyanbHble MaLUKHBI: 0TOGpaXKaeT Fpynmbl U KOMIbOTEpPbI
B cNnyk6e kaTanoros Active Directory, a Takxxe pusnyeckme n BUpTyasnbHble
pabouune cTaHummn BHe Active Directory, 06Hapy>XeHHble B CETW.

. BupTyanbHble MawuHbl: OTO6paXkaeT WHOPACTPYKTYpy BUPTYanbHOrO
OKpY)XeHuWs MHTerpupoeaHHoro ¢ Control Center u cogepXXuT Bce BUPTYasbHble
MaLLMWHbI.

o MobunbHble ycTpoicTBa: oTOOpakaeT noJib30BaTeslen U  MOO6UIbHbIE
YCTPOWCTBA 3aKpensieHHble 32 HUMW.

YT06bI BbI6GpaTb 0TOGPAXKEHNE HYXXHOV CETU, HAXXMUTE MEHIO MPOCMOTPa B NPaBOM
BEPXHEM YIJly CTPaHULLbI.

Bitdefender

5 Computers & Virtual Machines v Filters
GravityZone

L

Virtual Machines
Dashboard )

Mobile Devices
Network

Bbi6op npocMoTpa
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Mpumeyanmne

Bbl cMOXeTe BUAETb TONbKO Te KOHEYHbIe YCTPOMNCTBA, KOTOpble NPeayCMOTPEHbI
pa3peLLeHnsIMU, HadHaYeHHble alMMHUCTPATOPOM, KOTOPbIN J06aBWI BaLLy YYETHYHO
3anucb B Control Center.

4.3. YnpaBneHue Ballien y4eTHOW 3anmncbio

YT06bI NPOBEPUTL UM USMEHUTb LaHHbIE U HACTPOWKN BaLeN YYETHOM 3aMUCK:

1. HaxmunTe Ha Balle MMs MoSib30BaTeNsl B NPaBOM BEPXHEM Y1y KOHCONU U
Bbl6epuTe Mol aKKayHT.

Welcome, Admin

My Account

Credentials Manager

Logout

MeHto yyeTHbIX 3anucen

2. HOAPOGHOCTM AKKayHTa, No3BOJIAET UCMPaBUTb LN 06HOBUTb AaHHble yHETHOIZ
3anucu. Ecnu Bbl ncnonb3dyeTe y4eTHyr 3anmcb B cny)K6e KaTasoroB Active
Directory, Bbl HE MOXXeTe UBMEHUTb AaHHble O Hewn.

Uma nonb3soBaTens. WMMA nonb3oBaTens sBAseTcA YHUKaJIbHbIM
I/Ip,eHTI/Id)I/IKaTOpOM yquHon 3anMcu u He MOXeT 6bITb U3MEHEHO.
MonHoe ums. BBegute cBOe NosiHOE NMSL.

An. nouta. 3TO Ball JIOTUH U KOHTAKTHbIN agpec 3118KTpOHHOI7I MOYThblI.
OTyYeTbl 1 BaXHble yBeaomMJieHna 6€e30mnacHoCcTH 6YAYT OTnpaBNATbLCA Ha
9TOT ajpec. YBegomneHua no 3J'IeKTpOHHOI7I no4yTte paccblakoTCcA
aBTOMAaTUYeCKN BCAKNUMN pa3 npu o6Hapy)Keva| 3HA4YNUMbIX YIrpo3 B CETU.
Ccbinika U3meHuTb naposib NO3BONAET UISMEHUTDL NapoOJib And Bxoaa.

3. HGCTPOﬁKM Nno3BONIAET HACTPOUTb NMNapaMeTpbl yLIETHOl‘/'I 3arnncun B COOTBETCTBUN
C BalwWnMun npeanoyTeHnamMn.

YacoBoi1 nosic. BbibepuTe B MeHI0 YacoBOM MOSIC AJ1st BalLero akkayHTa.
KoHconb 6ypeT oTo6paxkaTb UHPOPMALMIO O BpeMEHU B COOTBETCTBUM C
Bbl6paHHbIM YacOBbIM MOSICOM.

A3bIK. Bbi6epuTe U3 MeHI0 A3blK 0TOOPaAXEHUSA KOHCON.
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. BpeMeHHOIl WHTepBan ceaHca. Bbi6epuTe BpeMeHHOW MWHTepBan Ao
3aBeplLUEeHNA BaLero ceaHca B pesysibTaTe 6e34eNCTBUS.

4. B pasgene Login Security HacTponTe ABYX(haKTOPHYH ayTeHTUDMKaUnIo U
npoBepbTe COCTOSIHWE MOJIMTUK, AOCTYMHbIX AAsA 3awuTbl Bawen yyeTHou
3anucu GravityZone. O6LekoprnopaTUBHbIE MOIMTUKN AOCTYMHbI TONbKO Ans
YTeHus

YT06bI BKNHOUMTL ABYX(AKTOPHYHO ayTEHTUDMKALMIO:

a. AsyxdakTopHaa ayteHTudpukauma. [ByxdakTopHas wuaeHTUdUKaUma
[o6aBNseT [OMOSIHUTENIbHbIA CJIoN 3aluTbl Aos Bawero akkayHTa
GravityZone, Tpebys kop ayTeHTUdukauum nommmo Balwero crtatyca /
nonHomouwmi Control Center.

Mpy nepBoM BXxofe B CBOK Y4eTHyto 3anucb GravityZone Bam 6ypet
NpeanioXXeHo 3arpysuTb W ycTaHOBUTb AyTeHTUdukatop Google
Authenticator, Microsoft Authenticator unu no6oi gsyxdaktopHbit TOTP
(Time-Based One-Time Password Algorithm), coBmecTuMmblii co
cTaHgapTHbIM RFC6238 Ha MO6MIbHOM YCTPOWCTBE, CBA3aThL ero ¢ Briwen
yuyeTHOW 3anucbio GravityZone, a 3aTeM UCMONb30BaTb €ro C KaXabliM
BxogoMm B cuctemy Control Center. Google Authenticator reHepupyet
6-3HauYHbIN Koa Kaxable 30 cekyHa. YTobbl BoMTH B cucTemMy Control Center
noA, CBOMM JIOFMHOM, OCsie BBOAA Naposisi BaM NOHAA06UTCS NpefsocTaBUTh
6-3HayYHbIN Koa 13 Google Authenticator.

Mpumeyanune
Bbl MoXkeTe nponycTUTb 3TOT 3Tan 3 pasa, 3aTeM BaM OyfeT HeAOCTyrneH
BXxof 6e3 AByx(daKTopHON ayTeHTUdUKaLmu.

YT06bI BKITHOUYNTL ABYX(DAKTOPHYIO ayTeHTUPUKaLMLO:

i. HaxmuTe Ha BKoueHo KHONMKY, pacnosioXeHHyto nog JAByxdaKTopHas
ayTeHTUMKaLMA COOOLLEHNEM.

ii. B3TOM AManoroBoM OKHe HaXMUTE HYXXHYHO CCbIfIKY, YTOObI 3arpy3unTb
nyctaHoBuTb AyTeHTudukatop Nyrn Ha Bawwe MobunbHoe yCTPOUCTBO.

iii. Ha Bawem Mo6unbHOM yCTponcTBe oTKponTe AyTeHTudmkatop Fyrn.

iv. Ha akpaHe [loaBMTb aKKayHT OTCKaHupyiTe QR-koa, 4To6bl CBA3aTb
NMPUSIOXKEHUE C BallMM akkayHToM GravityZone.

Bbl Tak)Ke MOXXeTe BBECTH CereTHbI[/’I KJ1FOY BPY4YHYHO.
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Mpon3BecTn 3TO AenCTBME TpebyeTcss eAUHOXAbI, YTO6bl BKIHOUYATD
aKkTMBMpoBaTb GyHKUMIO B GravityZone.

BaxHo

Y6enmTech, UTO CKOMMPOBAaAN U COXPaHWIN B HafeXHOM MecTe Ball
ceKkpeTHbI Koy, HaxxmuTe HanewyaTaTb pesepBHYI0 KOMUIO, YTOObI
co3gaTtb PDF dain c QR-KooM 1 ceKpeTHbIM KJTto4oM. Eciv Bbl noTepsanu
WM 3aMeHWIn MOO6WIbHOEe YCTPOWCTBO, C KOTOPOro MNPOXOAMSM
OBYX(haKTOPHYHO ayTeHTUhUKaLuo, TO BaM HEO6XOAUMO YCTaHOBUTb
AyTeHTUbUKaTOp 'yrn Ha HOBOM YCTPOWCTBE U BBECTU CEKPETHbIN KJIHOY
[nsi CBSI3N ¢ akkayHToM GravityZone.

v. BBeguTe 6-3HayHbIN koA B none Kog ayreHTudukauum Fyrn.

vi. HaxxmuTe BKnounmTb, YTOObI 3aBEPLUMTb aKTUBALMIO AaHHON hYHKLUN.

Mpumeyvanne
WmeiTe BBMAY, YTO ecnu ANsi Balen YY4eTHOM 3anncu oTktodeH 2FA, To
CEKPETHbIN KJItoY He 6yaeT AeUCTBUTENbHBIM.

MonuTuka ncreyeHns cpoka AelcTBUA napons. PerynsipHble M3MeHeHUs
Bawero napons o6ecrneynBatoT AOMONHUTENbHbLIN YPOBEHb 3alLMTbl OT
HecaHKLUMOHUPOBAHHOIO MCMOJIb30BaHUSA Maposied WM OrpaHUyYnBaroT
NPOAOIIKUTENIBHOCTE  HECAHKLMOHUPOBAHHOIO  MCMoNb3oBaHusA. [lpu
BKJIHOYeHUM yHKLMM GravityZone TpebyeTcs USMEHUTb Naposib He No3aHee
yeM yepes 90 gHen.

MonuTHKa 610KMPOBKU Y4eTHOM 3anucu. 3Ta NOAMTMKA 3anpeLw,aeT 4ocTyn
K Brnwen yyeTHOM 3anucu nocne nATU nocriefoBaTeSlbHbIX HeyAauHbIX
NnonbITOK BX0Za B CUCTEMY. DTa Mepa UCNOJIb3YeTCA C LieNbto 3alnUTbl OT
3/10BpeHbIX AENCTBUN.

YT06bl pa36ioKMpoBaTb CBOK YYeTHYH 3anucb, Bam HyXHO c6pocuTb
naposib CO CTpaHuLbl BXOoAa B CUCTEMY WM 06paTUTLCSA K APYromMy
aaMuHucTpatopy GravityZone.

5. Haxmute COXpaHMTb, 4YTObbI COXPaHUTb USMEHEHUA.

MpumeyaHmne
Bbl He MOXeTe yAannTb CO6CTBeHHyPO Y4YE€THYHO 3anucChb.

Hauano pa6oTbl 30



BltdefenderGrawt\/Zone

unfollow the traditional

4.4. 3sMmeHeHune napons Ans BXxoAa B cUCTeMY

Mocne ToOro, kak Balla y4yeTHaa 3anmncb 6yp,eT co3paHa, Bbl noJjiyynTte NnMCbMoO C
Y4€THbIMU AaHHbIMU OJ1A BXO4a.

Ecnu Bbl He ucnosb3ayeTe yyeTHble faHHble Active Directory, 4To6bl NOAYyYMTb
JocTtyn K Control Center, pekomeHAyeTcsl caenaTb cregytouee:

N3MeHUTb NapoJsib Mo YMOJTYaHUIO, KOTOPLIM Bbl B NEPBbI pa3 UCNOJIb30Bau
npwu poctyne K Control Center.

lMepnognyeckn MeHATL NapoJsb AnA Bxoaa.

YT06bl U3AMEHUTL naposib ana exopa:

1.

HaxxmuTe Ha Balle MM Nonb3oBaTens B NPaBOM BEPXHEM Yy KOHCOSM U
BblbepuTe Mou aKKayHT.

2. B Account Details HaxxmuTe Change password.
3.
4. HaxmuTe CoXpaHUTb, YTO6bl COXPaHUTb U3MEHEHMUSI.

BeepguTe TeKyu.|,m7| napojib 1 HOBbI napoJib B COOTBETCTBYHOLLUE NOJIA.
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5. YYETHBIE 3ANKCU NOJIb30BATENEN

Bbl MoXeTe co3fiaTb MEPBYIO YUYETHYIO 3anucb nonb3oBaTtens GravityZone Bo
BpeMsi HayanbHow HacTpolku Control Center, nocne pa3BepTbiBaHWSA YyCTPOWCTBA
GravityZone. HavanbHasi yyeTHasi 3anuck nonb3oBatens Control Center numeet
poJib aiMUHMCTPaTOPa KOMMAHWUK, C NOHbIMU NpaBaMm Ha KoHurypauuto Control
Center u ynpaBneHue ceTbto. U3 3TOro akkayHTa Bbl MOXeTe co34aTb BCe Apyrue
yYeTHble 3anucu, Heo6xoANMbIe ANA YNPaBeHUsl CETbIO Ballen KOMMNaHuM.

BoT, 4TO BaM HY>KHO 3HaTb 06 y4eTHbIX 3anucsix GravityZone:

« YT06bI paspewnTb APYruM COTpyAHMKAM KomnaHum goctyn K Control Center,
Bbl MOXKETe CO3[aTb YYeTHbIe 3anvMcu nonb3oBaTtenen No OTAENbHOCTU Un
BK/IIOYUTb AMHAMWYECKMW [OCTyn A HECKOJIbKMX Yy4YeTHbIX 3anucen
nocpefcTBoM nHTerpauum Active Directory nnu npasun goctyna. Bol MoxeTe
Ha3Ha4YUTb yYeTHbIE 3anncu C pasHbiMM PONIIMU, B COOTBETCTBMM C UX yPOBHEM
AOoCTyna B KOMMNaHuW.

o [na KaXXpon yyeTHOW 3anMcy nonb3oBaTesis, Bbl MOXETe HaCTPOUTb JOCTYnN
K GyHKuMaM GravityZone unu K onpegeneHHbIM YacTsM CETU, K KOTOPOW OH
NPUHaANEXHT.

« BbIMOXeTe ynpaBnATb TONLKO yY4ETHLIMU 3aNUCAMU C paBHbIMU UM MEHBLUMMUN
npaBamMu.

gmf::\der Welcome, Admin v

Dashboard i
Add =) Delete Refresh

Network
Username Email Role Services
Application Inventory

Packages

root S— Custom Computers, Virtual Machines, Mobile Devices
Tasks

cristi —_— Company Administrator Computers, Virtual Machines, Mobie Devices
Policies

Assignation Rules

1

Reports
Quarantine

Accounts

User Activity

CTpaHuLa yyeTHbIX 3anucen
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CyLecTByoLLME YYeTHbIe 3anucu 6yayT oTo6paxaTbeca B Tabnuue. s Kaxaom
y4eTHOM 3anuncu nosib3oBaTesis, Bbl MOXeTe MPOCMOTPETb ClieayHoLLee:

. Wmsa nonb3oBaTtens yuyeTHow 3anucu (Mcnonb3yetca ans Bxoga B Control
Center).

o Appec aneKTPOHHOW MOYTbl y4yeTHOM 3anucu (Ucrnonb3yeTcs B KayecTBe
KOHTaKTHOro agpeca). OTYeTbl M BaXKHble yBeAOMIIEHUsl 6e30MacHOCTU 6yayT
OTNPaBNATbLCA Ha 9TOT aapec. YBeAOMJIEHWA MO SJIEKTPOHHOM MouTe
pacchbinalTcs aBTOMaTUYeCKU BCAKUI pa3s Npy 06HapY>KeHNM 3HaYMMbIX YIpo3
B CeTW.

. Ponb nonb3oBatens (afMMHUCTPATOP KOMMNaHUK / CETEBON afMUHUCTPATOP
/ cneumanucT no 6e3onacHoOCTY / Nosib30BaTeNbCKas).

« Cnyx6a 6e3onacHocTu GravityZone, KOTOPOM NOSIb30BaTESIb MOXET YNpPaBnaTb
(koMnbloTepamu, BUPTYasnbHbIMU MaLIMHaMK, MOGUIbHBIMU YCTPOWCTBAMM).

. CraTtyc pByxdakTopHOM ayTeHTUdMKaUUM, KOTOPbIA MO3BONSET ObICTPO
NpoBepuTb, BKIIHOYEHA JIM Y NoJSib3oBaTens AByxdaKTopHas ayTeHTuduKauus.

. Cratyc lMpaBuna [locTyna nokKasbiBaeT Y4YyeTHYl 3anucb MoJsib3oBaTens,
CO3[aHHYI0 C MOMOLLbIO NpaBuna paspeLleHns AoCTyna. YUYeTHble 3anucy,
co3faHHble BpYYHYto, 6yayT oTo6paxaTbcs Kak N/A.

5.1. Ponu nonb3oBateneu

Ponb nosib3oBaTessi COCTOUT U3 ONpefesieHHbIX KOMBMHALMI NpaB noJsib3oBaTesen.
Mpy cosfaHWM y4eTHOM 3anucu NoNb30BaTess, Bbl MOXeTe Bbl6paTb OAHY U3
npenonpeaeneHHbIX poJien Ui Bbl MOXeTe Co34aTb COGCTBEHHYIO POJib, Bbi6GpaB
TOMNbKO onpeaeneHHble NpaBa nosib3oBaTess.

MpumeyaHmne
Bbl moXxeTe ynpaBnATb TOJIbKO aKKayHTaMW C paBHbIMU NMpaBaMu, KakK y Ballero
aKKayHTa, Uin Hmxe.

ﬂ,OCTyI’IHbI cnepywouime ponu nonb3oBaTeNen:;

1. ABMUHUCTpaTOop KoMMNaHuu - OO6bIYHO, YHWMKAJIbHasi Yy4yeTHas 3anucb
nosnb30BaTeisl, C posblo ALMUHUCTPATOPa KOMMaHWU, CO3aeTCs A5t KAXA0M
KOMMaHWUU OTAEeNIbHO, C NMOJMHbIM AOCTYMOM KO BCEM (YHKUUAM ynpaBneHus
pelueHueM GravityZone. AGMUHUCTPATOP KOMMNaHWUM KOHPUIypUpyeT HAaCTPOMNKK
Control Center, ynpaBnsieT JIMUEH3MOHHbIMU KIFOYaMU CNyX6 6e30nacHOCTH,
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ynpaBnseT  y4yeTHbIMW  3anucAMW  MoNb3oBaTener, TakKXKe  uUMmes
agMUHUCTPATUBHbIE NPUBUIIErNM MO HACTPONKe CETEBON 6€30MacHOCTU BCEN
KOMMaHuu. AGMUHUCTPATOPbl KOMMaHUM MOTYT YacTUYHO WU MOSNHOCTbIO
OenerMpoeatb  CBOM  oOrnepaTuMBHble  0653aHHOCTUM  MOAYMHEHHbIM
agMUHUCTpaTOpPaM W crneuuanucTty no 6e30MNacHOCTM YYETHbIX 3anucen
nosb3oBaTeNen.

AaMuHUCTpaTOp ceTu - HecKoslbKo aKKayHTOB MOryT 6biTb CO34aHbl B
KoMnaHuuM ¢ ponssMu CeTeBOro agMMHUCTPATOpPa, C agMUHUCTPATUBHbLIMM
NpUBUIErMSMM NO pasBepTbiBaHMIO areHToB 6e30MacHOCTY BO BCEW KOMMaHUK
WUAN MO OMpefesieHHbIM FpynnamM KOHEYHbIX TOYeK, BKJKOYasA yrpaeiieHue
nonb3oBatensimMu. CeTeBble aAMMHUCTPATOPbl OTBEYAlOT 3a aKTMBHOE
ynparieHne HacTponkaMu 6e30NacHOCTH CETMU.

CHeLlVIaJWICT no 6e30MacHOCTH - YYeTHbIe 3annucu cnedmnanuctarno 6e30mnacHocTH
AOCTYNMHbI TOJIbKO AJIA YTEHUA. OHu pas3pewaroT A0CTYN TOJIbKO K AaHHbIM,
oT4yeTaM U XXypHanam,CBA3aHHbIM C 6e30nacHocTblo. Takue Y4Ye€THbI€ 3arnncu
MoryT 6bITb co3paHbl ana nepcoHana, orBevawuwero 3a MOHUTOPUHT
6€30MacHOCTU Un ONA APpYyrmx COTpyaHUKOB, KOTOPbIe A0JDKHbI OTCNEXNBaTb
cTaTtycC 6e30MacHoCT!.

Monb3oBaTennb - I'Ipep,onpep,eneHHble ponun nonb3oBaTesnen, BKJ1KO4Yawouue
onpeaeneHHyr KOM6I/IHaLI,I/II'O npas nonb3oBaTenen. Ecnu npeponpeaersieHHas
POJSIb nonb3oBaTesid He COOTBETCTBYET BalwUM Tpe60BaHVIF|M, Bbl MOXeTe
co3aaTtb CO6CTBEHHbIN AKKayHT, Ha3Ha4yuB €My Te€ NnpaBa, B KOTOPbIX Bbl
3anHTEepeCcoBaHbI.

B cnepytoleit Tabnuue npuBefeHa B3aMMOCBSA3b Pa3fIMuHbIX Posieil akkayHTa u
ux npa.. 08 nonyyeHuss AONOSIHUTENbHOWM UHpOPMaLUK nepenauTe K «[lpasa
nonb3oBatens» (p. 35).

Ponb akkayHTa PaspelwieHus goyepHux |lpaBa nonb3oBaTens

Y4YeTHbIX 3anucen

AgMuHucTpaTop AAMMHUCTpPATOP YnpaBrieHue pelueHnem
KoMMaHun kKoMnaHun, CeteBon YnpaeneHue KoMmaHmeil
agMuHucCTpaTop,
CreupanucT no YnpaBneHue nosib3oBaTeNsiMm
6e3oMacHoCcTH YnpaBneHuve ceTsiMu

[MpocMoTpeTb n
npoaHannanmpoBaTb faHHble
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Ponb akkayHTa PaspeweHus goyepHux |lpaBa nonb3oBaTens

Y4YeTHbIX 3anucen

CeteBom CeTeBOM aAMMHUCTPATOpP, YNpaBfieHre noJsib3oBaTensamMm
agMWHUCTPATOP  aHaIUTUK Mo YnpaBrieHue ceTsmm
6es30nacHocTu1

MpocMoTpeTb U
npoaHannanmpoBaThb faHHble

AHannTuK no = [MpocMoTpeTb n
6e30nacHoOCTH npoaHannanMpoBaTthb faHHble

5.2. [lpaBa nonb3oBarens

Bbl MOXeTe HasHaunTb creayroLLne npasa AoCTyna yYeTHbIM 3arnncam GravityZone:

YnpaeneHue pelueHneM. [1o3BonsieT CKOHPUryprpoBaTb HacTpoiku Control
Center (cepBep 2J1EKTPOHHOM MOYTbI U HACTPOMKM NMPOKCU-CEPBEPA, UHTErpaLum
c Active Directory n nnatdpopmamu BupTyanusauuu, cepTudukatbl
6e3onacHoCcTU 1 o6HoBNeHus GravityZone). 3TU NpaBa TONbKO ANSA YYETHbIX
3anucen aAMUHUCTPATOPOB KOMMaHUM.

VnpaBneHMe nonb3oBatenamu. CosaaHue, peaakTuposaHme mnun ypganeHue
YYEeTHbIX 3anuncen nosibaoBaTenen.

YnpaeneHue KomnaHuei. [Monb30BaTeNN MOIYT YNPaBNATbL CBOUM COGCTBEHHLIM
NULLEH3UOHHBIM KNtouoM GravityZone 1 pegakTMpoBaTb napaMeTpbl Npoduns
KOMMaHuMU. 3TW NpaBa TOSNbKO AJ1si YYETHbIX 3anuceil afMUHUCTPATOPOB
KOMMaHuu.

YnpaeneHue cetamu. O6ecneumBaeT agMUHUCTPATMBHbIE MPABa Mo HaCTPOVKaM
ceTeBoM 6e3onacHocTM (MHBeHTapu3auusi CeTW, MONMTUKK, 3adauw,
WHCTaNNSIUMOHHBbIE MaKeTbl, KapaHTWH). 3TW MpaBa TONbKO AN YYeTHbIX
3anucen ceTeBbIX aMUHUCTPATOPOB.

MpocMoTpeTh U NPoaHANIM3NPOBaTb AaHHble. [IPOCMOTP COBbITUSA U XKXYpPHaJbI
6€e30MacHoOCTM, ynpaBfieHWe oTY4eTaMu 1 NpUBOpHasi NaHesb.

5.3. YHpaBneHme Yy4€THbIMU 3aNUCAMU nonb3oBaTtesnen

ﬂ,)’lﬂ co3faHund, pefakTtupoBaHud, yaaneHua um HaCTPOIZKM YYETHbIX 3anucemn
nonb3oBaTenemn VICI'IOJ'Ib3yVIT€ cnepgywouime Metobl:
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o WHavBuayanbHoe yrnpaBfieHWe Y4YeTHbIMM 3anucsaMKU  Mosib3oBaTesnen.
Ucnonb3yiTe aTOoT MeToA Afsi A06ABNEHUSI YYETHbIX 3anucel JIoKasbHbIX
nonb3oBaTenen M ydyeTHbix 3anucen Active Directory. YTobbl HacTpouTb
uHTerpauuto ¢ Active Directory, o6paTtutecb K PyKOBOACTBY MO YCTaHOBKe
GravityZone.

Mepepn TeM Kak co34aTb YUETHYHO 3aNuUCh NoSb3oBaTeNs, y6eMTech, YTo y Bac
rog pyKoii ecTb TpebyeMblii aipec 3NIEKTPOHHOW NoYThI. [onb3oBaTenb NoayYnuT
perucTpauMoHHble AaHHble GravityZone Ha npefoCTaBiieHHbI appec
3N1EeKTPOHHOW NOYThI.

o YnpaBneHue HeCKOJIbKMMMW YYETHbBIMU 3anncsiMu nosib3oBaTtenen. cnonb3ynte
9TOT MeTog ANA BKJIIOYEHUS [MHAMUYECKOro [,0CTyNa nocpeacTBOM NpaBuna
pocTyna. [laHHbI MeTog TpebyeT MHTerpauumu gomeHa Active Directory. ins
NnoJlyYeHuUs LOoNoSIHUTENbHON MHbopMauum 06 MHTerpauun Active Directory cm.
PykoBogcTBO no yctaHoBke GravityZone.

5.3.1. UnauBnayanbHoe ynpasJieHWe YYeTHbIMU 3anucsaMu
nosib3oBaTenen

B Control Center Bbl MOXeTe nepcoHalsibHO co3aaBaTb, peAaKTUpoBaTb NyaanaTb
Y4yeTHble 3anncu nonb3oBaTenen.

3aBucumocTu

. JlokaslbHO CO3aHHbIE yYeTHbIe 3an1cKu MOTyT NOCMOCO6CTBOBATD YAaNeHUIO
aKKayHTOB, CO3JlaHHbIX NyTeM uHTerpauum Active Directory He3aBUCHUMO OT UX
ponu.

« JlokanbHO co3faHHble Y4YeTHble 3annucum He MOoryT crnoco6¢cTBOBaTh yAaneHuo
TaKUX XXe akKayHTOB HE3aBUCUMO OT UX POJIN.

MHAMBVI,U,yaHbHOE CO3[1aHUE YYETHbIX 3anucen nonb3oBaTenen
YT06bI f,06aBUTb YYETHYIO 3anucb nosib3oBaTtens B Control Center:
1. Mepengute Ha cTpaHULy AKKayHTblI.

2. Haxmute kHonky @ [lo6aBUTb B BepXHEN YacTu Tabnuupl. [osBUTCS OKHO
KoHbUrypayuu.

3. B pasgene Moapo6Has MHdopMaLms yKaxuTe cregyoLee:
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Ona ydyeTHbIX 3anucen nonb3oBaTenen Active Directory HacTpouTte
cnegyrouwme faHHble:

WmMsa nonb3oBaTens AN y4eTHbIX 3anucei nosibaoBaTtenent Active Directory
(AD). BbiGepuTe yueTHyt0 3anmcb Nosib30BaTesNsi U3 BbINafatoLLEero cnncka
U NepenguTe K wary 4.

Bbl MOXeTe [06aBNSATH YY4eTHbIE 3anncu nosibaoBatenienn AD TonbKo npu
HaCTPOEHHON MHTerpaumn. Mpun fo6aBneHUN y4eTHOM 3anMcK Nosib3oBaTenNs
AD paHHble Nosib3oBaTeNs UMNOPTUPYHOTCA N3 COOTBETCTBYHOLLEMO JOMEHA.
MonbaoBaTtenb BxoguT B Control Center, ucnonb3sysi UMsi nonb3oBaTens u
naponb AD.

@ﬂpumeqauue
— YT10o6bl YybeanTbcs, 4TO nocnegHue wusmeHeHuss Active Directory
uMnopTupoBaHbl B Control Center, HaxxMnTe KHONKY CUHXPOHU3UPOBATh.

— [onb3oBaTenu c nNpaBoM YnpaBfieHWe pelleHMeM MOryT HacTpouTb
MHTepBan cuHxpoHu3auum Active Directory ¢ momoLlblo napameTpos,
JOCTYMHbIX Ha BKNagke KoHurypauus > Active Directory . [11a nonyyeHus
[OMOJIHUTENbHOW MHbOpPMaLMM CM. rnaBbl YCTAHOBKa 3alUTbl >
YcTaHoBKa GravityZone 1 HacTpoiika > HacTpoiika napamMeTpoB LieHTpa
Control Center 13 PykoBogcTBa no yctaHoBKe GravityZone.

[na nokanbHbIX YYETHbIX 3anucen HaCTPOVITe cnepywuime naHHble!

— Wwms nonb3oBaTens 415 IOKasbHON yquHOVI 3anucu. OTknroynTe UMnNopT
us Active Directory n BBEeaUTE UMA Nonb3oBaTenA.

— Email. BBegute agpec aneKTPOHHOW NoYThl NoJib30BaTeNs.

Aapec 3/1eKTPOHHOM NOYTbI IO/HKEH 6bITb YHUKAbHbIM. Bbl He MOXeTe
co3gaTb APYryto YYeTHYH 3anucb NoJib3oBaTeslsi C OAHUM U TEM Xe
afipecoM 3J1eKTPOHHOW NoYThl.

GravityZone ucnonb3ayeT AaHHbI afpec 3NeKTPOHHOW MOoYTbl Ans
OTNpaBKuK yBeAOMIIEHUN.

— TonHoe ums. BeeguTte NosHOE NMMSA Nosib3oBaTess.

— Maponb. BeegnTe Nnaposib, KOTOPbI NOJIb30BaTENb MOXET UCMOJb30BaTb
AnA BXoja.
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Maposib AOMKEH coepXKaTb, MO KparHen Mepe, 04MH CUMBOJT BEPXHErO
perncTpa, no KpanHen Mepe, 04HY CTPOYHYLO 6YKBY U, MO KpanHen Mepe,
OfHY Undpy unu cneumanbHbii CUMBO.

- HOATBEPAMTE naponb. nO,D,TBep[J,VITe naposib Ana rnpoBepKK.

4. B paspene HacTpoiku n npMBMaerumn, HacTPonTe crefytolme napameTpsbi:

YacoBoii nosic. Boi6epuTe B MEHO YacoBOW MOSIC Af1st YYETHOW 3anucu.
KoHconb 6yaeT oTo6paxkaTb MHPOPMALIMIO O BPEMEHW B COOTBETCTBUM C
BbIGPaHHbIM YaCOBbIM MOSICOM.

fl3blK. Bbi6epuTe B MEHIO KOHCOJN S13bIK OTOOPaXKeHUS.

Ponb. Bbibepute ponb nonb3oBatens. [Ons nonyyeHuss noapo6Houm
MHbOopMaLUN OTHOCUTENBHO posien nosib3oBaTesien, obpaTuTechb K «Ponn
nonbsoatenen» (p. 33).

MpaBa. Kaxpasa npeponpegeneHHas posib MoSib3oBaTenss UMeeT
onpegeneHHyo KoHduUrypaumio npas. TeM He MeHee, Bbl MOXeTe Bbl6paTb
Te npaea, KOTOpble BaM HYXHbl. B aToM cnyyae, ponb nosib3oBaTesns
nsMeHuTca Ha Monb3oBaTenb. [a NosyyeHUss NoAPO6HON UHbOpMaLUK
OTHOCUTENbHO Npae Nnosb3oBaTesieil, o6paTUTech K «[lpaBa nosibsosartens»

(p. 35).

Bbi6paTb Uenb. Bbibepute ceTeBble rpynnbl, B KOTOPbIX MOSb30BaTesb
O6yfLeT UMeTb [OCTYN K KaXKAoW AOCTYMHOM cny)k6e 6e3onacHocTU. Bebl
MOXETe OrpaHMuYnTb JOCTYN NoJib30BaTeNIeEN K onpeAeneHHbIM cry>k6am
6e3onacHocTu GravityZone unmn K KOHKPeTHbIM 06/1acTSAM CETHU.

MpumeyaHmne

Onuusa Bbibopa 06bEKTa He ByaeT oTobpaxaTbCsl ANs Nonb3oBaTenien ¢
npaBamMu YnpaBneHWs peLUeHUeM, KOTOpble, MO YMOMYaHUIO, UMEIoT
NOSIHOMOUUSI Ha BCHO CETb U CNY>K6bl 6€30MacHOCTMU.

BaxxHo

Bcakun pa3, Korga Bbl BHOCUTE USMEHEHUA B CTPYKTYpPY CBO€eN CeTn U
HacTpanBaeTe HOBYIO MHTErpauuio ¢ opyrmm vCenter Server unm cuctemomn
XenServer, He 3abblBalTe NPOBEPSATb U OGHOBAATL MpaBa AoCTyna Afs
cyuleCcTByrOLUX noJsib3oBaTeNen.

5. Haxxmute Save, 4To6bl AO6aBI/ITb nonb3opartens. Hoeas y4yeTHaa 3anucb
NnoABUTCA B CMUCKeE YYETHbIX 3anucen nosib3oBaTesNen.
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Control Center aBTOMaTu4YeCcKM OTMpaB/sieT MOJSIb30BATENO 3JIEKTPOHHOE
NUCbMO C A@aHHbIMM PErUCTPaLMK, €CIIM HACTPONKM NOYTOBOI0 cepBepa 6bInu
npaBunbHO BBegeHbl. bonee nogpobHyto MHPopMauuto o KoHbuUrypaumm
NnoyToBOr0 cepBepa CM. B pasgene YcTaHoBKa 3awutbl > GravityZone
YcTaHoBKa U HacTpouka > Hactpoitka Control Center HacTpoiiku eHTpa 13
pasgena GravityZone PykoBOACTBO MO yCTaHOBKE.

MHD,I/IBI/ID,yaﬂbHoe penakTupoBaHue y4eTHbIX 3anucei nonb3oBartenen
YT06bI ,06ABUTb YYETHYIO 3anucb nosibaosatens B Control Center:

1. Bomaute B Control Center.

Mepenaute Ha CTpaHULy AKKayHThbI.

HaxmuTe Ha nMs Nnonb3oBaTens.

M3MeHuTe faaHHble yquHOVI 3anmcm m HaCTPOI‘/lIKI/I npu HeO6X0)J,VIMOCTVI.

o > DN

Haxxmute CoxpaHuUTb, YTOObl COXPaHUTb U3MEHEHUS.

Mpumeyanme
Bce aKKayHTbl C npaBamMu anaBneHue nonb3oBaTenssMu MOryT cospaBaTb,
pepakTMpoBaTh M yAaNsTb YYeTHble 3anucy Apyrux nonb3oBaTenen. Bol MoxeTe
ynpaBnAaATb TOJIbKO akkayHTaMu C paBHbIMU NpaBaMy, KaK y Ballero akkayHTa, uiun
HWXe.

MHD,MBVI}J,yaﬂbHoe yhaleHne y4eTHbIX 3anucei nonb3oBaTenen

YT06bI YAanuTb y4eTHYLO 3anuch nonb3oBaTens B Control Center:

1. Bomaute B Control Center.

2. TMepenpuTe Ha cTpaHULy AKKayHTbI.

3. BblbepuTte yyeTHyHo 3anvcb Nosb3oBaTens U3 Cnucka.

4. HaxmuTe KHONKy = YaanuTb B BEpXHEN YacTu Tabnuubl.

Haxmute a gns nogTBepXAaeHus.

5.3.2. YnpaBneHue HeCKONbKUMM yYETHbIMM 3aNUCSMU NOJIb30BaTesen

CospganTe npaBuna AocTyna, YTobbl NpegocTaBuTb GravityZone Control Center
JOCTyn K nosnb3oBaTensim Active Directory Ha ocHOBe rpynn 6e30nacHoOCTM.

YyeTHble 3anucy nonb3oBaTenen 39




Bitdefender Grawt\/Zome

unfollow the traditional

Tpe6oBaHuA K cucTeME

YT06bI yNnpaBnsiTb HECKOJIbKUMM Y4ETHBIMM 3aMNMCAMM MOJSIb30BaTesIen, BaM HY)XHa
uHTerpauus gomeHa Active Directory ¢ GravityZone. YTo6bl MHTErpMpoBaTh U
CUHXpOHM3MpoBaTb AomeH Active Directory, cMm. rnaBy Active Directory B
PykoBogcTBe no yctaHoBKe GravityZone.

3aBucumocTu

MpaBuna paspelleHns [OCTyna CBfi3aHbl C rpynnaMu 6esonacHocTu Active
Directory (AD) 1 COOTBETCTBYHOLLMMM YYETHBIMY 3aNUCSIMU NoNb3oBaTesel. Jliobble
M3MeHeHUs,, BHeCeHHble B JoMeHbl Active Directory, MoryT noBauaTb Ha
COOTBETCTBYHOLLME NpaBua gocTyna. BoT 4To He06X04MMO 3HaTb 06 OTHOLLEHNM
MexXay npasuiiamu, nosib3oBaTensimMu u gomeHamu Active Directory:

. I'IpaBMno pa3pelleHna gocrtyna }J,O6aBJ'IF|eT YYETHYIO 3anncCb nosib3oBaTtens,
TOJIbKO eCJ11 3JIEKTPOHHaA Nno4vTa elle He cBA3aHa C CyLI.I,ECTByI-OLLI,QVI y‘-IeTHOI‘/II
3arncbio.

. [lna opMHaKoBbIX aApecoB 3MEKTPOHHOW MOYTbl B rpynne 6e30nacHOCTM
npaBufio paspelleHnss JOCTyna co3gaeT YYeTHYH 3anucb nonb3oBaTens
GravityZone TONbKO Ansi NepBOW Y4YeTHOM 3anucu nonb3oBaTens Active
Directory, koTopas BxoauT B cuctemy Control Center.

Hanpumep, rpynna 6e30MacHOCTM COAEPXWT MOBTOPAOWMIACA aapec
3NIEKTPOHHOW NMOYTbI A5 pa3HbIX NOSIb30BaTeNIeN, M BCE OHU NbITalOTCA BOWTH
B Control Center, ucnonbays cBou y4yeTHble AaHHble Active Directory. Ecnu
npaBwusio paspeLleHns AoCTyna CBA3aHO C 3TUM KOHKPETHbIM OMeHOM Active
Directory, 0HO CO34acCT Y4YeTHyt0 3anuch MoJib3oBaTens TONbKO AJs NepBoro
nosib3oBaTens, KOTopbIi Bowen B cucTemMy Control Center ¢ ucnonb3oBaHneM
NOBTOPAIOLLLErOCA afpeca 3/IEKTPOHHOMN NoYThI.

« Y4eTHble 3anncK Nonb3oBaTeNew, COo34aHHble C NOMOLWbIO NpaBun AocTyna,
CTaHOBATCA HEAKTUBHbIMU, €CJZIN OHN YA ANAKOTCA U3 CBSI3aHHOW C HUMU rpynnbl
6e3onacHocTu AD. Te e nosb3oBaTenu MOryT CTaTb aKTUBHbIMW, €C/TIN OHU
CBA3aHbl C HOBbIM MNMpaBuWJIOM A0CTYMNa.

. [paBuna pocTyna CTaHOBATCA AOCTYMHbIMU TOJIbKO AN YTEHWs, Korga
CBsi3aHHbIV fjoMeH Active Directory 6onbLue He MHTerpupyeTcs ¢ GravityZone.
Monb3oBaTenu, CBA3aHHbIe C 3TUMU NPaBUSIAMMU, CTAHOBSATCSA HEAKTUBHBIMU.

. AKKayHTbI noJsib3oBaTenen, COo34aHHble nocpenCcTtBoM npaBwui OoCTyna, He
MOoryT nocnoco6cTBOBaTb yAaneHno NoKaJsibHO CO34aHHbIX nosib3oBaTesen
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« AKKayHTbl, cO3faHHble MOCpPeACTBOM nMpaBwna A[OCTyna, He MoryT
cnoco6cTBOBaTb yAaneHno akkayHToB AAMUHUCTPaTOPOB KOMMaHUMU.

Co3paHne HeCKONbKUX YYETHbIX 3anucei nosib3oBaTtenen

YT106bI 4O6ABUTbL HECKOJIBKO YYETHbIX 3anMcel Nonb3oBaTesNen, co3ganTe npasmna
gocTtyna. MNpaBuna paspelleHns AoCcTyna cBsisaHbl C rpynnamu 6e3onacHoCTH
Active Directory.

YT06bI O6ABUTHL NPaBUIIO paspeLleHns focTyna:

1. Mepengute Ha cTpaHuly KoHdwurypaums > Active Directory > Pa3pelueHus Ha
AOCTYn.

2. Ecnuy Bac HECKONbKO MHTEerpauui, BbibepuTe JOMEH B BEPXHEN NIEBON YacTu
Tabnuubl.

3. Haxmute ©® [106aBUTb B NIEBOW YacTU TabnmLbl.

4. HactponTte cnegytouime napaMeTpbl paspeLleHnii Ha 4OCTYI:

Mpuoputer. MNpaBuna o6pabaTbiBalOTCA B MPUOPUTETHOM NopsifKe. Yem
MEHBbLLIE YMCIIO, TEM BbILLE NMPUOPUTET.

Uma. HassaHwe npaBuna gocryna.
[omeH. [loMeH, C KOTOPOro Heo6Xxo0ANMO A06aBUTb rpynMbl 6€30MacHOCTY.

Mpynnbl BesonacHocTw. [pynnbl 6e30MacHOCTH, KOTOPble COAep)KaT BalUmxX
6yaywmx nonb3oBaTenen GravityZone. Bbl MoXeTe Mcnosib3oBaTb MoJsie
aBTO3anosnHeHus. Fpynnbl 6e30MacHOCTK, LO6aBNEHHbIE B 3TOT CMUCOK, HE
noanexat U3MEeHeHUo, f06aBNEHNIO UK YAANEeHUIO NOCe COXpaHeHUs
npaswuna gocTtyna.

YacoBoi1 nosic. HacoBow Nosic nosib3oBaTens.
AA3bIK. A3bIK 0TOO6PaAXXEHUSA KOHCONMN.

Ponb. [lpeponpepeneHHble ponu nosnb3oBatenen. [Ona nonydyeHus
JONONHUTENBHOM MHbOPMAaLMK CM. TNaBy Y4eTHble 3anucu nosib3oBaTtenein
B PykoBoacTBe agMunHucTpaTtopa GravityZone.

MpumeyaHmne
Bbl MOXeTe npeaocTaBNATb U OT3bIBaTb NPUBUNETUU PYTrMM NMNOoNb3oBaTe 1AM
C TaKUMU XXe i MeHblMK NpuBunernaMun, 4em Balla yyeTHas 3anuchb.
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. MpaBa. Kaxpaa npefgonpegeneHHass pofib Mosnb3oBaTens uUMeeT
onpefeneHHyo KoHdurypaumio npas. [ NoayYyeHUs LONOSHUTESNbHOW
uHopmaLum cM. rnaBy YueTHble 3anucu nonb3oBareneit B PykosogcTee
agMuHucTpaTtopa GravityZone.

« Bblbepute uyenu BbibepuTe ceTeBble rpynnbl, B KOTOPbIX NMOSb30BaTeNb
O6yLeT UMeTb [OCTYN K KaXKAoW AOCTYMHOM cny)k6e 6e3onacHocTu. Bebl
MOXXeTe OrpaHMuYnTb SOCTYN NoJib30BaTesIeN K onpeAeneHHbIM cry>k6am
6e3onacHocTu GravityZone unun K KOHKPeTHbIM 06/1acTAM CETHU.

MpumeyaHmne

Onuua BblGopa 06beKTa He ByfeT oTo6paXkaTbCs AN NMonb3oBaTenen ¢
npaBaMu YnpaBfieHWUsl peLleHUeM, KOTOpble, MO YMOJIYaHUIO, UMENT
MOJIHOMOUUS Ha BCIO CETb U CNY>K6bl 6€30MaCHOCTM.

5. Haxmute CoxpaHuTb.

lMpaBnno pocTyna coxpaHseTcs Npyu OTCYTCTBMM BAUSHUA NoJfib3oBaTens. B
NPOTUBHOM cJlyyae BaM OyAeT MNpPensioKeHO yKasaTb MoJib30BaTeslbCKue
UCKIoYeHnsa. Hanpumep, korga Bbl fobaBnseTe nNpaBuio ¢ 60siee BbICOKAM
NPUOPUTETOM, 3aTPOHYTbIe NOJSIb30BaTeNN, CBA3aHHbIE C APYrMMU NpaBunamu,
NPUBA3bLIBAIOTCA K NPeXHeMy npasuny.

6. Mpn HeobxoaMMOCTM BbibepuTe Mosib30oBaTesNen, KOTOPbIX Bbl XOTUTE
UCKJTIOYMTb. 11 NosydYeHns AOMNONHUTENbHOM MHdopMaLmmn M. VickoueHus
yquHon 3anncu noJjib3oBaTtens.

7. Haxmute MoaTBepaunTb. [paBusio oTobpaxkaeTcs Ha CTpaHuue Pa3pelwleHus
Ha gocTyn.

MNMonb3oBaTenu B rpynnax 6€30nacHOCTU, yKasaHHbIX B paBunax ocTyna, Tenepb
MOryT nonyuntb goctyn K GravityZone Control Center co cBOMMW y4YeTHbIMM
JaHHbIMK foMeHa. Control Center aBToMaTU4YeCKM CO3a€T HOBbIE YYETHbIE 3anucu
nonb3oBaTesien Npu NepBOM BXOJe B CUCTEMY, UCMOJIb3Ysi NOJIb30BaTeNbCKue
appec aneKTpoHHoM noyTbl Active Directory n napone.

YyeTHble 3anucy nosib3oBaTenell, Co3flaHHble C MOMOLLbIO NpaBuia JOCTyna,
UMEIT UMS NpaBuia AoCTyna, 0To6paxaemMoe Ha CcTpaHuLe YUYeTHble 3anucu B
cTon6ue MpaBuno goctyna.

Pe,ﬂaKTVIDOBaHMe HECKOJIbKUX YHETHbIX 3anucein nonb3oBaTenei

YT06bI U3MEHUTb NMPABWUIO pa3peLleHus JocTyna:
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MepenguTte Ha cTpaHuly KoHdurypauus > Active Directory > Pa3pelueHus Ha
AocTyn.

Bbi6epuTe MMs NpaBuna AocTyna, YTo6bl OTKPbITb OKHO KOHbUrypauum.
N3MeHUTb HaCTPOMKM paspeLLeHust Ha AOCTYN. [11a nofyyYeHnsa AONOAHUTENbHON
MHdopMauum cMm. [lob6asrieHne paspeLleHnii Ha AoCTyr.

Haxxmute CoxpaHuTb. [lpaBWio coxpaHseTcs Mpu OTCYTCTBUM BAUSHUSA
nonb3oBatens. B npoTuBHOM cnyyae BaM OyAeT NpensioXXeHO yKasaTb
WCKJIIOYEHMA YYeTHON 3anvcu nonb3oBaTtens. Hanpumep, ecnu Bbl 06HOBUTE
npuopuTeT NpaBwia, 3aTPOHYTbIe MNOSIb30BaTENN MOTYT MEePeKTOYNTLCA Ha
Apyroe npasuino.

MNpu HeobxogMMOCTU BblGEpUTE MOJNIb30BaTeNlel, KOTOPbIX Bbl XOTUTE
UCKIHOYNTL. [1151 NonyyeHus AONOSHUTENbHOM MHDopMauum cMm. VickntoyeHus
yquHoﬁ 3anncum nonb3oBaTend.

HaxxmuTe NMoaTBepauThb.

Mpumeyanue

BbI MOXeTe OTKPENUTb y4E€THbIE 3anncu FIOJ'IbSOBaTeﬂef/'I, co3faHHble C NOMOLLbHO
npaswn JOCTYNa, U3MeHUB ux nNpaea B cucteme Control Center. YyeTHyto 3anuch
nonb3oBaTesida HEBO3MOXXHO CHOBa NpmnBA3aTb K NpaBunam goctyna.

Y naneHue HeCKOJIbKUX YYETHbIX 3anucei nonb3oBaTeneu

YT06bI yAannTb npaBuno gocrtyna:

1.

MepenanTte Ha cTpaHuuy KoHdurypauus > Active Directory > Pa3pelueHus Ha
JOCTyn.

BbibepuTe npaBuno AocTyna, KOTOpoe Bbl XOTUTE YAaMTb, U HAXMUTe ©
Ypanuts. , MoABMBLLEECA OKHO NPeAJIoXUT BaM NOATBEPANUTb BalliM AeUCTBUSA.
Ecnn ecTb BAMsiHMe Ha noJsib3oBaTess, BaM OyAeT MpefsioXeHO yKasaTb
UCKJTHOUEHMA yYeTHOIN 3anncu nosibaoBaTens. Hanpumep, Bbl MOXeTe yKasaTb
UCKJITH0UEHUA NS NOoNb30BaTes1el, Ha KOTOPbIX MOBUASIO yaaneHne npasuna.

Mpu HeobxoAMMOCTU BblGepUTe MoJSib3oBaTeNeN, KOTOPbIX Bbl XOTUTE
UCKMIOYUUTL. [N MOJlydeHuss  AOMNOJSIHUTESIbHOW  MHdopMauum  cMm.
Monb3oBaTeNIbCKUe UCKIIHOYEHUS.

HaxmuTe NMoaTBepauThb.
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Y paneHve npaBuna aHHYMpyeT A40CTYMN K COOTBETCTBYOLWMM YYETHbLIM 3aMnUcam
nosib3oBaTteneun. Bce nonb3oBaTtenu, co3gaHHble yepes Hero, 6yp,yT yAaneHbl, ecnu
apyrue npasuna He npegoCcTtaBiAKT UM AOCTYI.

WUcknioueHus yquHon 3anucu nonb3oBarens

Korpa Bbl fobaBnsiete, pefakTupyeTte unu yaansiete npasuia foCTyna, Kotopble
BIMAIOT Ha NOJIb30BaTESIs], Bbl MOXETe yKa3aTb UCKIHOYEHUS YYETHOW 3anucu
nosb3oBaTens. Bbl TakXe MOXeTe MPOCMOTPETb MPUYMHBI U NOCNEACTBUS BIMSHUSA
nosb3oBaTesnen.

YKaXkute nosib3oBaTesibCKUE UCKITHOYEHUSA cneaywouwunum o6pa30M:

1. Bbl6epVITe nonb3oBaTenen, KOTOPbIX Bbl XOTUTE UCKJTHOUYNTDb. Unn yCTaHOoBUTE
d)J'Ia)KOK B BerHeI‘/'I 4acTu Ta6J'IML|,bI, 4YTOObI p,06aBMTb BCEX MoJjib30BaTesien B
CIrUnCoOK.

2. HaxmuTte X B noJsie UMeHU NoJsib3oBaTesNs, YTOoObI yaannTb ero U3 Crimucka.

5.4. Copoc naponen Bxoaa

AkayHTbl BnajesbLieB, KOTopble 3abbiM CBOW Maposib, MOXHO CO6POCUTb C
NMOMOLLbIO BOCCTaHOB/IEHWUSA NAposiA, UCMONb30BaB CChIJIKY Ha CTpaHuLie BXoaa.
Bbl Takxe MoxeTe c6pocuTb 3abbiTbll  Maposib, OTpPeAaKTUpoBaB
COOTBETCTBYIOLNIA aKKaYHT U3 KOHCOJIU.

YT106bI COpOCUTH Maponb Nosib3oBaTeNs AJ1si BXOAA:
1. Bonpaute B Control Center.

MepenguTte Ha cTpaHULy AKKayHTbI.

HaxxmMuTe Ha M5 nonb3oBaTens.

BBeauTe HOBLIV Naposib B COOTBETCTBYHOLWMX NoniAx (B Moapo6HoCcTw).

A I A

Haxxmute Coxpanrb, YyTObbI COXpaHUTb U3MEHEHUA. Bnageney, aKKayHTa
nonyynT NUCbMO C HOBbIM MapoJieM.

5.5. YnpaBnenue aByx(aKTOPHOU ayTEHTUMKALMEN

Bbi6paB yyeTHyt 3anucb nosib3oBaTesisl, Bbl CMOXeTe NpocMaTpuBaTh CTaTyc
ero AByxhakTopHoI ayTeHTUhUKaLmMK (BKJT UK BbIKN) B pasaene [iByxpakTopHas
ayTeHTUdUMKauma. Bbl MoXeTe NPeAnpuHATL Clefytolime 4eNCTBUS:
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« C6pocUTb MM OTKITIOUNTb ABYX(HAKTOPHYIO ayTeHTU(DMKALMIO NONIb30BaTeNs.
Ecnu nonb3oBatenb ¢ ABYX(haKTOPHOM ayTeHTUDUKALMEN USMEHU UK CTep
MO6WIIbHOE YCTPOWCTBO M NOTEPSN CEKPETHbIN KIHOY:

1. BeeguTe naposnb GravityZone B nosne gocTyna.

2. HaxmuTte C6pocuTtb (korpa AByxdbakTopHas ayTeHTUdMKaLMSA BKIOYEHA)
or OTknouuTb (Korga aByxdakTopHas ayTeHTUhUKALUS BbIKIHOYEHA).

3. CoobuieHne c noaTBepXAeHWeM WHGOPMUPYET Bac O TOM, 4TO
AByxdakTopHasa ayTeHTUdUKauus 6bina cbpoweHa / OTKIOYeHa Ans
TEKyLLEero nonb3oBaTess.

Mocne oTkNOYEHUA ABYX(PAKTOPHOMN ayTeHTUDUKaLUK, Korga ata GyHKUUs
BKJIHOYEHA, NMPU BXOAE B YYETHYHO 3aMnCb OKHO KOHPUIypauum npeanoxuT
Nnonb3oBaTesilo 3aHOBO HACTPOUTb ABYX(haKTOPHYI ayTeHTUbhUKaLUULO C
HOBbIM CEKPETHbIM KJTHOUYOM.

. Ecnu y nonbsoBaTtens oTk/odeHa AByx(daKTopHas ayTeHTUGMUKaLMS, 1 Bbl
XOTUTE ee aKTMBMPOBATb, BaM 6yeT He06X04MMO NOMPOCUThL Nosib3oBaTens
BK/IHOUMTb 3Ty DYHKLMIO B HACTPOMKAX ero y4eTHOW 3anucu.

MpumeyaHue

Ecnn y Bac ecTb yyeTHasa 3anucb ajMUHUCTpaTopa KOMMaHuW, Bbl MOXeTe
BKJIIOUMTb ABYX(aKTOPHYI0 ayTeHTUdMKaLUIO AN BCeX Y4YeTHbIX 3anvcew
GravityZone. JononHUTEeNbHYO MHHOPMALIMIO MOXHO HanTu B PykoBoacTBe no
yCTaHOBKe B pa3fene YcTaHOBKa 3alLuTbl > YCTaHOBKa M HacTpolika GravityZone
> HacTpoiika napameTpos LieHTpa ynpaBneHus.

BaxHo

MpunoxeHne ayTeHTUdUKauum no Bbi6opy (Google Authenticator, Microsoft
Authenticator nnu nto6on geyxdakTtopHbii TOTP (Time-Based One-Time Password
Algorithm) ayTeHTUdUKaTOP, COBMECTUMDbIN ccTaHaapToM RFC6238 ), o6beanHseT
CEeKPEeTHbIN K4 C TeKyllei OTMETKOW BPEMEHU MOGWSIbHOrO YCTPOMCTBa Ans
reHepaLum WecTU3HaYHOro Koga. Mimente BBMAY, YTO TeKyLlas MeTKa BpeMeHM Ha
MOGWNBHOM YCTPOMCTBE M ycTponcTBe GravityZone JoOKHbI coBNagaTth, YTO6bI
6-3HaYHbIV KIHOY OKa3ascs paboymMm. YTobbl U36exaTb Npo6sieM Npu CUHXPOHU3aLMK
BPEMEHHbIX MeTOK, Mbl PEeKOMeHAyeM BKJHOYaTb aBTOMaTU4Yeckue HaCTPOWKM
BpPeMeHU U faTbl Ha MOBUIIBHOM YCTPOWCTBE.

[Jpyron meTop npoBepKn n3MeHeHnn ABYX(HaKTOPHOM ayTeHTUGUKaLK, CBA3AHHbIX
C YYeTHbIMM 3anMCsIMU MoNb30oBaTesnen, 3aKoYaeTcss B TOM, YTOObI NOAYYUTb
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JIOCTYM K CTPaHuLLe YUeTHble 3anncy > AKTUBHOCTb Nosib30BaTessi U MPOCMOTPETh
XYpHaJsibl aKTUBHOCTM C MOMOLLbIO crieaytoutero GpunbTpa:

. O6nacTb > YueTHble 3anucu / KomnaHus

o [enctBue > UamMeHeHO

YTo6bl nNONyunTb 6Gonble MHbOpMaLMM O BKIIOYEHUMU ABYX(PaKTOPHOM
ayTeHTUdUKaLMK, opallaiTech K«YrnpaBrieHue Ballen y4eTHoW 3anuckio» (p. 28)
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6. YNIPABJIEHUE CETEBbIMUA OB bEKTAMU

Pasgen CeTb NpefocTaBnsieT HECKOJIbKO BO3MOXHOCTEW AN UCCNefoBaHUS U
ynpaBneHus KaXkablM TUMOM CETEBbIX 06bEKTOB, UMetowwmxcs B Control Center
(koMnblOTEpbI, BUPTYasibHble MALUMHBLI U MOGWIIbHLIE YCTPOUCTBA). UHTepdeiic
pasgena CeTb COCTOMT U3 ABYX MaHenei, KOTopble OTOGPaXatoT COCTOsIHWE
ceTeBbIX 06bEKTOB B peaslbHOM BPEMEHMU:

Bitdefender
GravityZone

| | 6
Computers & Virtual Machines v Filters v Welcome, user

Dashboard @ o) Tasks (&) Reports (T Assign Policy {ap Synchronize with Active Directory (=) Clear license (=) Delete
Network Name os ® Last Seen Label
- - Computers & Virtual
Application Inventol a &
PP & o o o o
Active Directory
Packages S CEEIny . . N _
[ WINDOWS701 Windows 152.168.0.17 NjA WA
Tasks B WIN_2K12_g4_EN Windows Server 20..  10.10.123210 Online WA
i b
Policies - [ WIN_8_X86_ENGLI windows 10.10.112.59 A WA
Assignation Rules + i Delet ow 10.10.15.66 NfA NjA
Reports Windows 7 Ultimate 13 Mar 2015, 15:27...  NfA
a . 3 X10DEMO Windows Server 20..  10.10.240.201 Online WA
uarantine
O N7 Windows Server20..  192.168.50.21 Online WA
Accounts
1 3 xmExo02 Windows Server 20..  192.168.50.20 Online WA
User Activity N
2 First Page  « Page pal of 21 20 A 418 items|

Configuration

Paspen - CeTtb

1. Jlerasi naHenb oTo6pakaeT gepeBO MMerlLlencs ceTu. B 3aBucumocTu ot
BbIGpaHHOro BuAa ceTu, 3Ta NaHesnb oTobpaxkaeT ceTeBYHO MHDPACTPYKTYPY,
uHTerpupoBaHHyto ¢ Control Center, Takyto kak Active Directory, vCenter Server
unu Xen Server.

B To >ke BpeMsi, BCe KOMMbIOTEPbI U BUPTYasibHble MalLWHbI, O6HaPY)XeHHble
B CETW, KOTOopble He npuHagnexaT K KakKOW-IM60 WHTEerpMpoBaHHOM
MHpacCTPYKTYpe, oTobpaxatroTcs B Custom Groups.

Bce ypnaneHHble KOHeUHble TOUYKM XpaHATcs B nanke Deleted. YTo6b1 y3HaTb

60ﬂbLIJe, 06paTVITECb K «yp,aneHwe KOHEYHbIX TOYEK N3 CETEBOI0 COAEPXKMNMOIO»
(p. 228).
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Mpumeyanue
Bbl MOXXeTe npocMaTpuBaThb M yrpaBnsaTh TOJbKO rpynnamMmu, Ha KoTopble y Bac
ecTb npaBa agMUHUCTpaTopa.

2. [Mpaasi naHenb 0TO6paXaeT COAEPXKMMOE rpybl, BbIGpaHHON B IEBOI NaHenNw.
9Ta naHenb npepacTaBnseT co6oi CeTKy, rAe CTPOKU COAepXaT CeTeBble
06beKTbl, a CTONG6LLbI ONpeaesieHHYH MHHOPMaLMIO ANst KaX40ro TUMa o6bekTa.

B aToM naHenu, Bbl MOXETE CAenaTh crieayoLLee:

« [lpocMoTpeTb NoA CBOEW YYETHOW 3annUCbio NOAPO6HYH MHPOopMaLno 0
KaXX[IoM 06bekTe ceTu. Bbl MOXeTe MPOCMOTPETb COCTOSHME KaXKAoro
06beKTa, MpoBepss 3HAa4YOK PSALIOM C ero MUMeHeM. HaBeanTe Kypcop MbiLLu
Ha 3Ha4yoK, YTO6bl MPOCMOTPETb BCMJIbIBaOLLYIO MHPOpMaLuio. Haxxmute
Ha HasBaHMe 06beKkTa, YTOObl 0TO6pa3UTb OKHO, cojepXkallee 6onee
KOHKpETHble feTanu.

Kaxabin Tn 06bekTa, HanpuMep KOMMbIOTEP, BUPTyasibHas MallMHa unu
nanka, npefcTaBfieHbl COOTBETCTBYHOLLLEN UKOHKON. KaXkabIN 06bEKT ceTn
MOXEeT WMeTb OnpeAeNeHHbI CTaTyC, XapaKTepusyllLlni COoCTosHME
ynpasneHus, npobnemMbl 6e30NacHOCTH, CBSI3W U Tak Aanee. [1na nonyyeHus
nogpo6Hon MHGOpMaLMM OTHOCUTENIbHO OMUCAHUS KaXXAoro 3Hayka
CEeTEeBOro 06beKTa U UMEIOLLMXCH CTaTyCOB, 06paTUTECh K « TUMbl CETEBbIX
06beKTOB 1 cTaTycbl» (p. 608).

« MWcnonbaynte lNaHenb UHCTPYMEHTOB B BEPXHEN YacTU TabnuLbl, YTO6bI
BbINONIHUTb ONpefeseHHble onepaLyun Hag KaXablM CeTEBbIM 06 bEKTOM
(Hanpumep, 3anycK 3afauyu, cosiaHne 0TYETOB, HazHaYeHWe NOJIMTUKU U
yZaneHue) u 06HoBJIeHME AaHHbIX TabnuLbl.

3. MEHI BUOB B BEPXHEWN YacTu CETEBOW MaHeNN, NO3BOJISIET NepeKNYaThCs
MeXay PasfiMyHbiM COAEPXKMMbIM CETEBbIX 3/IEMEHTOB, B 3aBUCMMOCTMU OT
TUMNOB KOHEYHbIX TOYEK, C KOTOpPaMM Bbl XOTUTE paboTaThb.

4. MeHio ®unbTpbl, AOCTYNMHOE B BepXHEM 4acTU CEeTeBOW MaHenwu, nerko
no3BosisieT oTo6paxaTb TOJIbKO OMpefesieHHble CeTeBble O0ObEKTbI,
npeaocTaBnsAsi HECKOJIbKO cnoco6oB punbTpaumu. Onuun MeHto OunbTpbl
CBsi3aHbl C BapuaHTamMu oTO6paXKeHNss BbIGPAHHOW CETHU.

U3 paspena CeTb Bbl TaKXe MOXeTe yNpaBisaTb UHCTANIALNMOHHbIMY NakeTaMu
M 3agavyaMu 4515t KaXK[oro Tvna ceTeBbIX 0ObEeKTOB.

Mpumeyanune
YT06bI y3HaTb 60MbLUe 06 MHCTaNNALMOHHbIX NakeTax, 06paTuTeCh K pyKOBOACTBY
no yctaHoBke GravityZone.
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Jnsa nonyyeHmsa noapobHon nHbopMaLmMm 0 ceTeBbIX 06bekTax, 06paTUTECH K:

. «Bugbl ceTen» (p. 49)

« «KomnbtoTepbi» (p. 52)

« «BupTyanbHble MawuHbl» (p. 116)

« «Mo6unbHble ycTpovicTea» (p. 180)

« «WHBeHTapusauus natya» (p. 214)

« «lNpocMoTp 1 ynpaeneHue 3agadyamm» (p. 223)

« «Y[aneHue KOHeYHbIX TOYEK U3 CETEBOI0 COAEPXKMMOro» (p. 228)
. «HacTpoiika napameTpoB ceTu» (p. 229)

. «KoHdurypaums HacTpoek Security Server» (p. 232)

. «[ucneTtyep yyeTHbIx gaHHbIxX (Credentials Manager)» (p. 233)

6.1. Buabl ceTen

PasfiMuHble TUMbl KOHEYHbIX TOYEK, LOCTYMHbIX B Control Center, crpynnupoBaHbl
B pasgene CeTb, KakK pasfiMyHble BuAbl ceTeill. Kaxablit BUA ceTu oTobpaxaeT
onpefeneHHbI TUN CETEBON MHGPACTPYKTYpbl, CoaepIKallen TUMbl KOHEYHbIX
TOYEK, KOTOPbIMU MOXHO YNpaBnaTh.

YTo6bl BbIGPATb BMA CETU, NEPERgUTE B JIEBYIO BEPXHIOI YacTb pasgena CeTb U1
Ha)KMUTE MEHIO BUAOB:

Bitdefender
GravityZone

Computers & Virtual Machines v Filters -

"

Virtual Machines
Dashboard )

Mobile Devices
Network

Bbi6op npocMoTpa

JocTynHbl cneaytouine BUAbI CeTelk:
. KomnbtoTepbl 1 BUPTYasibHble MaLLUHbI
. BupTyanbHble MawWwHbI

« Mo6unbHble ycTpoicTBa

6.1.1. KomnbtoTepbl ¥ BUPTYanbHbie MaLUKHbI

9TOoT BMA MNpegHasHayeH QAN KOMMbIOTEPOB W BUPTYaslbHbIX MalUvH,
MHTerpupoBaHHbIX B Active Directory v npegocTaBnseT onpeaeseHHble AeiicTBIA
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“ napameTpbl GunbTpauuM ANAA ynpaefieHUs CeTeBbIMU KOMMbloTepaMu. Ecniu
uHTerpaums c Active Directory BbinosiHeHa, aepeBo Active Directory sarpyaetcs
BMeCTe C COOTBETCTBYHOLMMU KOHEYHBIMU TOUKAMMU.

Mpu paboTe c BuAOM KomnbioTepbl U BUPTYasibHble MaLUWHBI, Bbl MOXETE B Jl060€
BpeMsl CUHXpPOHM3UpoBaTb cofepxumoe Control Center ¢ Active Directory,
UCMonb3ysi KHOMKY 5 CUHXpOHU3upoBaTb c Active Directory naHenm MUHCTPYMEHTOB.

B TO e BpeMsi, BCe KOMMbIOTEpPbl U BUPTYyasibHble MallUHbI, KOTOpble He
UHTerpvpoBaHbl B Active Directory crpynnupoBaHbl B N0Jib30BaTesIbCKUE FPynnbl
(Custom Groups). 3Ta rpynna MoOXeT cogepXaTb clieaytoLlme TUMbl KOHEYHbIX
TOYeK:

. KomnbtoTepbl v BUpTYyanbHble MalluHbl, AOCTYMHbIE B Ballei ceTu BHe Active
Directory.

« BupTyanbHble MalUWHbI U3 BUPTYaNM3NPOBaHHOW HPACTPYKTYPbl AOCTYMHOW
B Ballen ceTu.

« CepBepbl 6e30MacHOCTH, KOTOPbIE YXKe YCTaHOB/EHbI U HACTPOEHbI B BallEeN
ceTu.

MpumeyaHue

Korpa BupTyanbHas MHbpacTpyKTypa AOCTYMHA, Bbl MOXeTe pa3BopaynBaTth U1
ynpaBeyiaTb cepBepamum 6e30nacHoOCTM U3 pa3aena MeHro BupTyaanble MaLlUUHbI.
B npoTuBHOM cnyyae, cepBepbl 6€30MacHOCTM MOTYT ObiTb YCTAHOBJIEHbI U
HACTPOEHbI TOJIbKO JIOKaJIbHO Ha XOCTax.

BaxHo

HasHayeHne noAUTMK BUPTYaNibHbIM MalMHaM M3 MeHo KomnbloTepbl M
BUPTYyasbHbie MaLlMHbl MOXET 6bITb 3anpeLleHa MeHeKepoM peLueHus GravityZone
npu KoHurypuposaHum vCenter Server unu Xen Server Ha cTpanuue KoHdurypauus
> MocTaBWKKK cpeacTe BUpTyanusauun. Ytobbl y3HaTh 6osblue, o6paTUTech K
rnaee YcTaHOBKa 3awWuTbl > GravityZone YcTaHOBKa U HAacCTpoOiKa U3 pyKoBOACTBa
no yctaHoBke GravityZone.

6.1.2. BupTyanbHble MaLIWHbI

JaHHbI BU, cneuymanbHo paspaboTaH Afis 0TO6paXkeHUsl MHTerpauuv Ballew
BMPTYasibHOW MHGPACTPYKTYpbl. napameTpbl GunbTpaLum LOCTYMHbIE B 3TOM
OKHe, MO3BONAIT 3aJaTh CneunanbHble KpUTEPUN st 0TO6PaXKeHUs] 06EKTOB
BMPTYasibHOW cpeapbl.
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Bbl MoXeTe NpocMoTpeTb BUpTyanbHble pecypcbl Nutanix, VMware unu Citrix Ha
neBoW NaHenwu.

B BerHeI;I yacTu 5ieBOW NaHenu Bbl TakXe MOXeTe HauTu MeHio Views,
no3BojidaroLLee BamMm Bbl6paTb PeXunm OTO6pa)KeHVIF| BUPTYaJibHOIo CoAeP>XNUMOro.

Virtual Machines v Filters v

) (#) (= Tasks (&) Reports (' Assign Policy (=) Delete Refresh

05|
‘ virtual Machines vCenter: o Hosts & Clusters
Virtual Machines o
+ IQ VMware Inventory
+ Citrix Inventory |
! Xen Server: O server
Folder

+ {ily Custom Groups

Pasgen CeTb - MeHI0 BUPTYyasibHbIX MaLUNH

Bce BupTyasbHble MallMHbl B Balleln CETWU, KOTOPble HE WHTErpupoBaHbl B
BUPTYasnbHYH MHBPACTPYKTYPY, 0TOGpaXKaroTCs Kak Nnosib3oBaTeslbCKue rpynnbi
(Monb3oBaTenbcKue rpynnbi).

[na poctyna K BUpTyanbHOM MHPACTPYKTYpe, UHTerpupoBaHHoi ¢ Control Center,
Bbl JOJ/KHbI YKa3aTb Nofb30BaTeNbCKMe faHHble A5 KaXA0ro AocTynHoro vCenter
Server. Control Center ucnonb3syeTt Balln yyeTHble AaHHble A4St NOAKIHOYEHUS K
BUPTYaNbHOM MHPPACTPYKTYpe, 0ToBparkas TOJNIbKO Te pecypchbl, K KOTOPbIM Y Bac
ecTb focTtyn (3apgaetcs B vCenter Server). EcnM Bbl He ykasanu Baluu
aBTOPU3aLMOHHbIE YYETHbIE fiaHHbIE, Bbl JO/MKHbI 6yAeTe BBECTHU UX, Koraa dyaete
NbITaTbCA NpOoCMaTpuBaTh pecypchbl Noboro vCenter Server. EfMHOXAbI BBEASA
BallW Y4YeTHble AaHHble, OHN ByAyT COXpaHeHbl B BalleM MeHeXepe yYeTHbIX
JaHHbIX M BaM He NpuAaeTCsA BBOAUTb UX NOBTOPHO B AefNIbHeNLeM.

6.1.3. MobunbHble yCTPOUCTBA

[aHHbIV BUA crieymanbHo paspaboTaH A5 IPOCMOTPa U ynpaBrieHns MOOUIbHbIMU
yCTpOMCTBaMM B Ballen ceTu, NpefocTaBnsasa crneunanbHble JencTBUS U Onuun
dbunbTpaymm.
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B atom CI'IeLI,VId)M‘-IECKOM MEHIO Bbl MOXeTe OTO6pa)KaTb ceTeBble 3J1IeEMEHTDbI MO
noJib3oBaTenam Uin YCTDOVICTBaM.

B cnyuae focTynHocTH, ceTeBasi NaHenb 0TOOpaXkaeT CTPYKTYpy iepeBa BaLlero
Active Directory. B aToM cnydyae Bce nonb3oBaTtenu Active Directory nosiBsatcst
cpenu 3N1eMeHTOB CETH, a TaKXKe MO6UJIbHbIE YCTPONCTBA 3aKpensieHHbIe 33 HUMM.

MpumeyaHmne
[aHHble nonb3oBaTenein Active Directory 6yayT aBTOMaTMYeCKM 3arpy>eHbl U He
MOryT 6bITb U3MEHEHBI.

Monb3oBaTtenbckue rpynnbl (Custom Groups) copepaT BCe MOGUIIbHbIE
yCTpoWCTBa Nosib3oBaTesnemn, KOTopble MOryT 6bITb Ao6aBneHbl BPy4YHyto B Control
Center.

6.2. KomnbloTepbl

YT06bI yBMAETH NOA BaLLEN YYETHON 3aNUChIO KOMMbIOTEPDI, epenanTe B pa3gen
CeTb 1 BblbepnTe KoMnbloTepbl U BUpTYalnbHble MalUMHbI U3 MEHO BUOB.

Bbl MOXeTe yBUAETb AOCTYMHYH CTPYKTYPY CETU B NIEBOMN MaHes M U AeTasNbHYyo
MHPOPMAaLNIO 0 KaXXA0M KOHEYHOM YCTPOMCTBE Ha NaHenu cnpaea.

Bce KOMMNbKOTEPbI N BUPTYaJibHbl€ MaLUWUHDbI, O6Hap)I)KeHHbIe B Balllel CeTw,
OTO6pa)KaI'OTCF| KaK HeynpaBdeMble (HeynpaBnﬂeMbM) 1 Bbl MOXKeTe yaaneHHO
npon3BeCcTN YCTAHOBKY 3alWlUTbl HAa HUX.

[nsi HacTpoOMKKM 0ToBpaXkeHUs feTasibHOM MHGOPMALIMK O KOMMNbIOTEPAX B TabMMLLE:

1. Haxxmute kHonky !l KonoHku cnpaBa oT [NaHenb geicTBum

2. Bbibepute cTonbUbI, KOTOPbIE Bbl XOTUTE OTOOPA3UTD.

3. Haxxmnte KHOMKy BoccTaHOBMTb, YTO6bl BEPHYTbCS K BuAy CTOM6LOB MO
YMOYaHUIo.

Ha cTpaHuue CeTb, Bbl MOXeTe BbINONHUTL Ccleaylowmne neicTeua ¢
KOMMblOTEPAMMU:

« [lpoBepuTb cTaTyc KOMMNbOTEPA

« [lonyunTb cBEfEHMSA O KOMMbIOTEpe

« OpraHusoBaTb KOMMbOTEPbI B FPynnbl

« BbINONHUTBL COPTMPOBKY, GUBTPALMNIO U MOUCK
« YnpaeneHue natyamu

« 3anyctuTb 3agauu

« CdopmupoBaTb 6bICTpble OTYETHI
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« HasHauuMTb NOANTUKMK
« CuHxpoHusupoBaTbcs ¢ Active Directory

[na npocMoTpa camMon akTyanbHOW nHGOpMaLMK, HAXXMUTE KHOMKY © O6HOBUTb
B HW)XHEM NIeBOM yriy Tabnuubl. [laHHas GyHKUNS MOXKeT 6biTb NONIE3HOM, €Cn
Bbl ANIMTEeNIbHOE BPEMS HaXxoAUTEeCh Ha CTpaHuLe.

6.2.1. poBepkKa cTaTyca KOMMNblOTepa

Kaxkgbli KOMNbOTEp NpeacTaBfieH Ha CTpaHULE CeTU, MKOHKOW onpefesieHHOro
THUNAa U COCTOSHUA.

O6paTtuTech K «TUMbl CETEBLIX 06HLEKTOB M cTaTycChl» (p. 608), YTO6LI NPOCMOTPETH
CMMCOK CO BCEMM AOCTYMHbIMU TUMAMM 3HAYKOB U CTaTYCOB.

[na nonyyeHns nogpo6Hoin uHdpopmaLum o cTaTyce, 06paTUTECH K:

. CocTosiHMe yrnpaBneHus
« CocTosiHVe NoAKIIYeHUS
. CraTtyc 6e3onacHocT

CocTosiHne ynpaBJieHus
KOMI'IbI'OTepr MOryT UM€eThb clieayrouime CtaTyCbl ynpaBieHUd:
« B9 YI'IpaBﬂﬂeMble -KOMMNbHOTEPbI, HA KOTOPbIX YCTAHOBJIEH areHT 6e30MnacHoCTu.

. OXXupaloT nepesarpy3Ku - KOHeYHbIE TOUKM, KOTOPble TPe6yoT NepesarpysKku
CUCTEMbI Mocsie YCTaHOBKM USIM 0GHOBIEHMSA cUcTeMbl 3awuTbl Bitdefender.

. HeynpaBnsiemble - 06HapyXeHHble KOMMbIOTEPbl, HA KOTOPbIX areHTbl
6€30MacHOCTM elLe He 6blN YCTaHOBJIEHDI.

« * YpaneHHble - KOMMNblOTEPbI, KOTOPble Bbl yaanunu u3 Control Center. ns
noJiyyeHus 6onee noapobHoN MHopMaLmn, 06paTUTECH K «Y faneHne KOHeYHbIX
TOYEK M3 CETEBOrO CoepPXnmoro» (p. 228).

CocTosiHMe NOAKIOYEHUS

CocTofiHMe MOJKMOYEHNA MOXeT OTO6pa)KaTbCFI TONbKO ANAa ynpasndaeMblX
MawumH. Ucxopa ns atoro ynpasnaemble KOMMNbOTEPbI MOTYT 6bITb:

o @ OnnanH. CMHMIN 3HAYOK O3HAYaEeT, UTo KOMMbKOTEP HAXOANTCA B CETHU.

« = OdnaitH. Cepbli 3HAYOK 03HAYAET, YTO KOMMbIOTEP HAXOAUTCS B aBTOHOMHOM
pexume.
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KomnbioTep nepexogut B aBTOHOMHbIN PEXUM, €CQIn areHT 6e3oMnacHoCcTU
HeaKTuBeH 6onee 5 MUHYT. BO3MOXHble MPUYNHbLI, MO KOTOPbLIM KOMMbIOTEpPbI
HaXxoAATCA B aBTOHOMHOM peXXunMe:

. KOMI'IblOTep BbIKJTIOYEH, B peXXNMe CHa nnun r|/|6epHaL|,vw|.

MpumeyaHue

KOMI'IbIOTep OCTaeTCcAa B pexume online, fa)e Korga oOH 386]10KI/IpOBaH nnun
nosib3oBaTeslb OTKJIFOYEH.

o« Y areHTa 6€30MaCcHOCTM HeT MOAKIYEHUS K KOMMYHUKALMOHHOMY
cepBepyGravityZone:

— KomnbtoTep MoXeT 6bITb OTKITHOUYEH OT CEeTM.

— CeTeBOMN 6paHaMay3p MM MapLUpyTU3aTop MOXET 6/10KMpoBaTb CBA3b
MeXJy areHToM 6e30MacHOCTM U KOMMYHUKALMOHHbIM CEepBEPOM
GravityZone.

— KomnbloTep HaxoauTCcA 3a NPOKCU-CEPBEPOM M HACTPOMKU NPOKCU-cepBepa
He 6blIM NPaBUSIbHO HAaCTPOEHbI B MPUMEHEHHOW NONUTUKE.

Mpepynpexpexune

[Ons KOMMNbIOTEpPOB 3a MPOKCU-CEPBEPEPOM, HAaCTPOMKM MPOKCU-cepBepa
OOJDKHbI 6bITb npaBUJIbHO CKOH(bMprMpOBaHbI B YCTaHOBOYHOM nNakeTe
areHTta 6e30I'IaCHOCTM, B MNPOTMBHOM cCJly4ae KOMMNbKOTEP He CMOXeT
COeAMHUTBLCA C KoHconbto GravityZone u Bcerga 6yaeT MosiIBNATbLCS B
AaBTOHOMHOM peXuMe, He3aBUCUMO OT TOrO, YTO NOJINTUKA C NpaBUJIbHbIMU
HacTpolkamy nNpokcu-cepeepa 6blna NpUMeHeHa Nnoce yCTaHOBKM.

« AreHT 6e3onacHocTu paboTaeT HeHagneXalliumMm 06pasom.
YT06bl y3HaTb, KaK LOSIF0 KOMMbIOTEPbI ObISIN HEAKTUBHbI:

1. OTOo6pasunTe TONbKO yrnpaBnseMble KOMMNboTepbl. HaxkMuTe MeHtio @unbTphbl
B BEpXHelr YacTu Tabnuupl, Bbibepute Bce "YnpaBnsieMble” BapMaHTbl, KOTOpble
BaM HYXXHbl U3 BKnagku besonacHocTb, BbibepuTe Bece npegMeTbl peKypCUBHO
13 Bknagkv FnyéuHa n HakMmTe CoOXpaHUTb.

2. Ha)kMuTe Ha 3aronoBok cTon6éua MocnegHuit NPpocMoTp, UTO6bI OTCOPTUPOBATb
KOMMNbIOTEpbI No nepuofy 6esaeicTeus.

Bbl MOXXeTe UrHOpUpPOBaTb KOPOTKME Nepuobl 6e3gencTens (MUHYTbI, Yachbl), Tak
KaK OHW, BEPOSATHO, AIBNSIOTCA pe3ySibTaTOM BPEMEHHOI0 COCTOSIHUA. Hanpumep,
KOMMbIOTEP B HACTOSILLLEE BPEMS BbIKITHOUEH.
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Bonee gnutenbHble Nepuoabl 6e3aencTeus (aHW, Hefenm), Kak NpaBuio, ykasbisaeT
Ha NPo6MeMy C KOMMbIOTEPOM.

Mpumeyanune
PEKOMEHJJ,yeTCﬂ 06HOBNATb AaHHble Ta6J‘IMleI CeTn, BpemMa OT BpPeMEHMN, YTObbI
06HOBNATb VIHd)OpMaLLIMO O COCTOAHUN KOHEYHbIX TOYEK.

CraTyc 6e3onacHoOCTM

CocTosiHMe 6e30MacHOCTU MOXeT OT06pa)KaTbCF| TOJIbKO AJ1A ynpaBldeMbiX
MalunH. Bbl MoXeTe onpeaennTb KOMNbOTEPbI C I'Ip06J'IEMaMM 6e30MacHoCTH,
npoeepAaA 3Ha4YKM COCTOAHUA, 0To6pa)Ka+ou_u/|e CUMBOJ1 NpeaynpexxaeHna:

. @@ KomnbloTep ynpaBnsieTcs, ¢ NpobieMamu, OHNanH.
. " KoMnbloTep ynpaBnsietcs, ¢ npobnemMamu, odnaiH.

KoMnboTep MOXeT UMETb NMpo6aeMbl C 6€30MacHOCTbIO, N0 KpanHen Mepe, B
OZHOM N3 CneayroLmx CUTyaLni:

. 3awuTa oT BPeAOHOCHbIX MPOrpamMm OTKJIOYEHa.

« Cpok fencTBus IMLLEH3NM UCTEK.

« AreHT 6€30MacHOCTM ycTapen.

« MexaHn3Mbl 3aWUTbl YCTapenu.

« O6HapyXeHbl BpeAOHOCHbIE MPOrPaMMbl.

. CBssb c Bitdefender Cloud Services He Mo)eT 6bITb yCTaHOBMEHA WU3-3a
CNneayoWmnx BO3SMOXHbIX NPUYNH:
— KomnbloTep uMeeT npo6sieMbl C NOAKHOYEHUNEM K MHTEPHETY.

CeTeBow 6paHamayap 6rnokupyeT coeguHenune ¢ Bitdefender Cloud Services.

MopT 443, Tpebytowmics ans cessu c Bitdefender Cloud Services, 3akpbiT.

B aTtoM cnyyae 3awumta OT BpPeAOHOCHbIX nporpamMM nonaraeTcs
MCKJIIOUYMTENIbHO Ha JIOKalbHbIN ABWXOK, B TO BpemMsa KaK CKaHuWpoBaHue B
o6nake BbIK/KOYEHO, 3TO O3HA4yaeT, YTO areHT 6e30MacHOCTU He MOXeT
obecneuynTb MOJIHYHO 3alUUTY B peXxXnme peasibHOro BpeMeHu.

Ecnu Bbl 3amMeTunmn KOMNbIOTEP € Npo6nemamMn 6€30NacHOCTU, HAXXMUTE Ha ero
nMms, YyTob6bl 0TOO6Pas3nTb OKHO UHpopMaLumsa. Bbl MoXXeTe onpeaenuTb NpobeMbl
6e3oMacHoCTM Mo 3Hauky !. Y6eauTecb, YTO Bbl MPOBepuUSIM MHDOPMALUIO O
6€30MaCcHOCTU Ha BCeX BKlagKkax MHPopMaLMOHHbIX CTpaHuL,. HaBeguTe Kypcop
MbILLIM Ha 3HAYOoK, YTO6bI 0TO6pPa3nTb MOACKA3KY, COAEPXKALLY NOAPOOGHOCTM.
MoryT noTpe6oBaTbCSA falibHENLLME JIOKasbHble pacciAeoBaHus.
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Mpumeyanmne
PekoMeHayeTcsi 06HOBNATL AaHHble Tabnuubl CETU, BPEMS OT BPeMeHU, YTobbl
06HOBNATb VIH¢)0pMaU,VIIO O COCTOAHUU KOHEYHbIX TOYeEK.

6.2.2. lonyyeHue cBefieHNIA 0 KOMMbIOTEpPE

Ha cTpaHuLe CeTb MOXHO y3HaTb MOAPO6GHbIE CBEAEHMS O KaXA0M KOMMbOTEpe
cnenyroLWwmm o6pasom:

. [lpoBepka CeTb CcTpaHuLUa

« [poBepka UHdopmaLmsa oKHO

MpoBepKa CTpaHULLbl CETH

YT106bI Y3HATL NOAPOOHYHO MHOPMALMIO O KOMMbIOTEPE, MPOBEPbTE AaHHbIE B
Tabnuue NpaBoii NaHenu Ha cTpaHuue CeTb

YT0o6bl f06aBUTL WKW yAanUTb CTON6LbI C MHbOPMAaLMEAn O KOHEYHOM TOYKe,
HaXkMuTe KHorKy Il CTon6ubl B NpaBoi BepXHEN YacTu NaHenu.

1. Mepengute B pasgen CeTb.
2. Bbibepute KomnbioTepbl M BUpPTyasibHble MaLUUHbI U3 MEHIO B 0B.
3. Bbi6epuTe xxenaemyto rpynny B JIEBOW NaHeNW.

Bce fOCTYMHbIX KOHEYHbIE TOYKM BbIBpaHHOM rpynnbl BbIBOAATCS B Tabnuue
npaBoun NaHenu.

4, Bbl MOXeTe 5erko onpeaenuTb COCTOSIHME KOMIMbIOTEpa, MNpOBepUB
COOTBETCTBYHOLWMIA 3HAYOK. [N1A NonyYeHUs AOMNonHUTENbHON UHbopMaLumum
nepenauTe K «[poBepka cTatyca komrnbtoTepa» (p. 53).

5. MpoBepbTe uHbOPMaLMIO, OTOOpa)kaeMylo B CTON6UAX AN KaXAoro
KOMMblOTEpa.

|/|CI'IOJ'Ib3yl‘/'ITe CTPOKY 3aroJjioBka aJid noncka onpegenieHHbIX KOHEYHbIX TOYEK
B COOTBETCTBUU C AOCTYMNMHbIMU KPUTEPUAMU!

o WmMa: MA KOHEYHOW TOYUKMN.

. FQDN: nonHoe fOMeHHOE UMS, KOTOPOE BKJIHOYaET B CeOS UMS XOCTa U UMS
JOMeHa.

. 0S: onepauyunoHHas cuctema yCTaHoOBJNIeHaA Ha KOHEYHOM TouKe.

« |IP:IP-agpec KOHEYHOW TOYKMN.
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MocnepHAs akTUBHOCTDb: laTa U BPEMS, KOrAa BUpTyasibHas MaluuHa 6bina
B NOC/Ie4HWUI pas OHMaWH.

Mpumeyanune

Ba)kHo cneanTb 3a noneM I'Iocnemmﬂ AKTUBHOCTb, TaK KaK ANnTeJIbHble
nepnoabl 6e3AeI7ICTBMF| MOryT YykKasblBaTb Ha npo6nemy CBA3N wnn
OTKJTFOYEHUU KOMNbIOTEPA.

flpnblK : HacTpanBaeMas CTpOKa C AOMOSIHUTENbHOW MHbopMauuein o
paboyen cTaHumm. MoxeTe o6aBuTb MeTKY B OkHO VIH(opMaLy KOHeYHOWM
TOYKM, a 3aTEM UCMONb30BaTb €€ B MOUCKE.

MonuTtuka: nonnTMKa, NpMMeHseMas K KOHEeYHOM TOUKe, COAEPXUT CCbIIKY
ANAa npocMoTpa Uin U3SMeHeHUA NnapamMeTpoB NOJIMTUKMN.

MpoBepKa MHHOPMALMOHHOIO OKHa

B npaBoi 60k0BOM NaHenu cTpaHuLbl CeTb LWENKHATE UMSA MHTEPECYIOLLLEN BaC
KOHEYHOW TOYKU, YTO6bI 0TOBPa3nTbL OKHO CBefeHus. B 3TOM OKHe 0TobparkatoTcs
CrpynnMpoBaHHble MO HECKOJIbKMM BKJafKaM AaHHble, AOCTYMNHble TObKO ANs
BblOPAHHON KOHEYHOM TOUKM.

B okHe VlHd)OpMaLlMﬂ npueegeH NMOJIHbIA CANCOK CBG[J,EHI/II;I B COOTBETCTBUU C
TUNOM KOHEYHOW TOUKU U cBeeHndaAMM o ee 6€e30MacHOCTMU.

Bknagka "06Lwue"

O6lume cBefleHUs 0 KOMMbIOTEPE, HaNpuMep, UMS, MOJIHOE JAOMEHHOe UMS,
IP-agpec, onepaLyoHHas cucTema, MHPPaCcTPYKTYpa, poanuTenbCKas rpynna u
TeKylL,ee COCTOSIHUE COeANHEHMS.

B aTom pasgene MOXHO Ha3HaYUTb KOHEYHYHO TOUYKY C METKOW. Bbl cMoXeTe
ObICTPO HAXOAUTb KOHEYHblE TOYKU C OQHOWN U TOW K& MeTKOM M NpMHUMaTb
Mepbl M0 OTHOLIEHMUIO K HAM, HE3ABUCUMO OT UX pacrosioXeHust B ceTu. [na
NoJlyYeHUs1 [OMNOJSIHUTENbHbIX CBeAeHUMNn 0 (UIbTpaLMM KOHEYHbIX TOoYek
nepengute K «CopTUpPoBKa, PUNbTPaLUs U MOUCK KOMMbIoTEPOB» (p. 73).

CBefieHns 06 YPOBHAX 3aLUMThI, B TOM YMCIie CIMCOK TEXHOOI Uil 6€30MacHOCTH,
npro6peTeHHbIX NPy NOMoLLM pelleHns GravityZone, n cTaTyc Ux NULLEH3UM,
KOTOpble MOTYT 6bIThb:

— JocTyneH/AKTUBHbIN - TULIEH3WOHHbIN KIHOY A1 laHHOMO YPOBHSA 3aLLUTbI

aKTUBEH Ha KOHeYHOU ToYKe.
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— WcTteK cpok AeACTBUA — NCTeK CpOK AeNCTBUSA NNLLEH3UOHHOTO KJtoYa ans

AAHHOIo YpoBHA 3alLUThI.

— OxupaHue noaTBepPXAeHnsa — J'II/ILI,GH3I/IOHHbII;I KJTHO4 el e He NoATBEPXAEH.

MpumeyaHmne

LononHutenbHas I/IHCI)OpMaLWIf-I 06 YPOBHAX 3aWUTbl 4OCTYNHA Ha BKJ1lagKe

3awumTa .

. [lopknioyeHne peTpaHcnsauuu: nms, IP-agpec n MeTka peTpaHcnaTopa, K

KOTOPOMY NoAKJIlo4YeHa KOHeYHadA To4Ka.

Information

General Endpoint  Policy

Computer Agent
Name: USER-PC Type:
FOON: User-pc ersion:
IP: 192.168.16.103 Last update:
035 Windows 7 Uttimate Signatures version:
Label Primary engine:
Infrastructure: Computers and Groups Fallback engine:
Group: Custom Groups License:
State: Offline
Last seen: 17 Apr 2016 22:40:20

fose

MHdopmaLmoHHOe OKHO - Bknagka «O6Lue»

Bknagka "3awmrta"

BEST

6.2.9.742

A7 Apr 2018 21.57:21
7.65195

Local Scan

None

Active

9Ta BKNagka COAEePXUT cBefleHNA 0 KaXXaoM ypoBHe 3aluTbl, N(pUMEHUMOM Ha

KOHEeYHOM TouUKe.

. CBefeHus 06 areHTe 6e30MacHOCTU, Takne Kak Ha3BaHWe NpoayKTa, Bepcus,
cTaTyc OOGHOBIEHUSI U PAcMosiOXXeHNe O6HOBMIEHUM, a TaKXe KOHUrypauus
MEeXaHW3MOB CKaHMPOBaHUS U BEPCUM cCodepXMMoro 6esonacHocTu. [Ans
M3MEeHEeHMS 3aLlUTbl, BEPCUSA aHTMCNaMa TaKKe NpUMeHnMa.

« CocTosiHMe 6e30MacHOCTM AN KaXAoro YPOBHSA 3awuTbl. ITOT cTaTyc
oTo6parkaeTcs B MPaBO YaCTU MMEHU YPOBHS 3alUUTbI:
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— bBes3onacHbIN, eC/M Ha KOHEYHbIX TOYKAX, MPUMEHSAEMbIX C YPOBHEM 3aLLMTh,
He 06Hapy>XeHbl Npo6eMbl 6€30MaCHOCTM!.

—  YA3BUMDIN, €CNM HA KOHEYHbIX TOYKaX, MPUMEHSIEMbIX C YPOBHEM 3aLLUTHI,
o6HapyXeHbl Npob6neMbl 6€30MacHOCTU. [LONONHUTENbHbIE CBELEHUS CM.
B pasgene «CtaTtyc 6e3onacHocTu» (p. 55).

CeszaHHbI  Security Server. Kaxgabld HasHayeHHbIN Security Server
oTobpaXkaeTcs B Clyyae pa3BepTbiBaHWUA 6€3 areHTOB WM NMPU CKaHUPOBaHUU
aHTUBUPYCHbIX MEXaHN3MOB 6€30MacCHOCTU, HACTPOEHHbIX A1 UCMOJIb30BaHUSA
yAaneHHoro ckaHupoBaHusi. WHdbopmauua Security Server nomoraet
naeHTUGUUMpoBaTh BUPTYyaNbHOE YCTPOWCTBO W MNOJlyYNTb CTaTyc €ero
o6HOBNEHNS.

CrtaTycbl Mogyneii 3aWuThl. Bbl MOXeTe JIerko NPOCMOTPETb, KaKnue Moaym
3aWUThI 6bIIM YCTAHOBEHbI HA KOHEYHOW TOYKE, @ TAKXKE CTATYC AOCTYMHbIX
mMogyner ( Bkn. / BbiKi.), yCTaHOBJIEHHBIX C MOMOLLbHO MPUMEHSIEMOW MOJIUTUKM.

KpaTkMit 0630p aKTMBHOCTM MoAynen U OTYETOB O BpegoHocHom [0 3a
TEKYLLNA [EHD.

HaxxmuTe ccbinky € MpocMoTp, YTo6bI NONyYNTL AOCTYMN K NapaMeTpaM 0TYETa,
a 3atem Cospgatb oTyeT. [na nofaydyeHuss 6onee noapobHon nHGopmauuu,
ob6paTuTech K «CosfaHne otyeToB» (p. 534)

NHbopmauums, kacatowasaca cnos 3awntel Sandbox Analyzer:

— Cratyc wucnonb3oBaHuss Sandbox Analyzer B KOHEYHbIX TOYKax
oTo6pakaeTcs C MPaBON CTOPOHbI OKHa:

« AkTuBHbIN: Sandbox Analyzer nuueH3MpoBaH (4OCTYyMeH) U BKIHOYaeTCs,
NCXOAs U3 NOJSIMTUKMN B KOHEYHOM TOYUKE.

« HeaktueHbiit:Sandbox Analyzer nuueHaupoBaH (#OCTYMEH), HO He
BKJTFOYEH, UCXOAS U3 MOJIMTUKN B KOHEYHOMN TOYKe.

— HasBaHue areHTa, KOTOPbIV AENCTBYET Kak AaTuYuK nogaydu.
— CocTosiHMe MoAysi Ha KOHEYHON TOYKe:
« Bkn-Sandbox Analyzer BkntouYeH B KOHEYHOM TOYKE, COrTAacHO NOSIMTHUKE.

. Bbikn -Sandbox Analyzer He BKJItOYEH B KOHEYHOW TOYKE, COrflacHo
NoONUTHUKeE.

— YT06bl MpPOCMOTPETb Yrpo3bl O6HApY)XXEHHble Ha MpOWJION Hefnene,
NMPOCMOTpUTE OTYET nepenas no ccoinike & MpocMoTpeTsh .

YnpaeneHue ceTeBbIMU 06bEKTaMM 59



BltdefenderGrawt\/Zone

unfollow the traditional

. [JononuutensHas nHdbopMaums o Moayne WudhpoBaHUs, HanpumMep:

O6Hapy)XeHHble ToMa (C yKasaHMeM 3arpy3o4Horo AuCKa).

CocTosiHue WundpoBaHus ans Kaxxaoro Toma (3awmdposan, BoinonHsaercs
wudpoBaHue, BbinonHsierca AewmndpobaHue, HesawudposaH,
3abnokupoBaH unu MpUocTaHOBNEH).

HaxmuTte ccbinky BoccTtaHoBneHne , u4TOObl MNOMYYUTb  KIHOY
BOCCTaHOBJNIEHUS [Nl COOTBETCTBYIOLWLEro 3allnMdpoBaHHOro ToMa.
Moapo6Hee 0 NOJlyYEHUM KITOUEN BOCCTAHOBIEHUSA CM. «» (p. 115).

. CocTosHMe TenemeTpun 6e30MacHOCTH, KoTopoe nHdopmupyet Bac o Tom,
YCTaHOBJIEHO N1 U paboTaeT NN COeAMHEHUE MeXAY KOHEYHOW TOYKOW U
SIEM-cepBepoM, OTKNHOUYEHO UM UMeeT NpPo6eMbl.

Information X

General

Protection  Policy  Scan Logs

Endpoint Protection Secure v

a Agent
Type: BEST
Product version 6224938
Last product update: 15 September 2017 11:22:19
Signatures versicn: 773164
Last signatures update 15 September 2017 11:22:19

Primary scan engine: Local Scan

Fallback scan engine: None

Overview
++ Modules @ Reporting(today)

Antimalware On Malware Status: view @
Firewall No detec

Content Control:

Malware Activity view &
Device control Off No activity ‘

Advanced Threat Control

“

MHdopmaLmoHHOe OKHO - BKnagka "3awmTa”

Bknagka "Monutuka"

KoHeyHasa Touka MOXeT MPUMEHATLCS C OZHOW WJIM HECKOJIbKUMU NONNTUKAMMN,
HO ofiHa MNONIMTUKA MOXKEeT 6biTb aKTUBHA TOJIbKO C OAHOM KOHEYHOM TOUYKoM. Ha
Bknagke NMonutuka OTO6pa)KaPOTCFI cBeeHnAa 0 BCeX NOJINTUKaxX, NpuMeHAeMbIX
K KOHEYHOW TOouYKe.
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NMs akTUBHOWM NONMMTUKN. Ha)KMUTe Ha Ha3BaHWE NOSIMTUKK, YTOObI OTKPbITb
LWIA6JIOH NMONIUTUKN U NPOCMOTPETDb €e HaCTpOVIKVI.

Tuvn aKTUBHOW NOJIMTUKK, KOTOPbIA MOXET ObITh:

- YCTPOﬁCTBOZ ecnm ceteBbiM agMWUHUCTPATOPOM BpPYYHYHO Ha3Ha4deHa
NOJINTUKa AnA KOHEYHOM TOYKMU.

— MecTonosnoxxeHue: NoSIMTUKA, OCHOBbIBAsACh Ha npasunax, aBToMaTu4eCku
Ha3HayaeTcs KOHEYHOM TOYKE B TOM cny4dae, eciim ceTeBble HaCTPOI‘/'IKI/I
KOHEYHOW TOYKMU COOTBETCTBYHOT 3ajJaHHbIM YCJIOBUAM NMpaBuJi HasHa4yeHnA

Hanpumep, H0yT6YKy Ha3Ha4eHbl ABe NOJINTUKU MO MeCTOPaCnoJIOXKEHNHO:
oflHa HasbiBaeTca Office, KOTOpaaA CTaHOBUTCSH aKTUBHOM npu

NoAKJIFOYEHUM K CETU KOMMNAaHUU, U Roaming, KOTOpas CTaHOBUTCA aKTUBHOW,
Korga nosnb3oBaTeslb pa60TaeT yAaNneHHO N NoAKNKYaeTCA K APYrMM CETAM.
— [lonb3oBaTenb. NOJIMTMKA, OCHOBbLIBasCb Ha npaBunax, aBToMaTu4eCcku

Ha3HayaeTCs KOHeYHOM TOUYKe B TOM CJly4ae, eCJIM OHa COOTBETCTBYET LieSin
Active Directory, ykasaHHOW B NpaBuJie HasHaYeHUs.

— BHewmnwmit (NSX): ecnv nonutuka onpegeneHa B cpege VMware NSX.
Tun HasHaYeHUsA aKTUBHOW MONUTUKM, KOTOPbIA MOXET 6bIThb:

— MpamMoit: ecnn NonUTUKa NMPUMEHSIETCA HENOCPEeACTBEHHO K KOHEYHOM
TOYKe.

— HacnepacTBeHHbIil: ecnM  KOHeYHas Touyka HacnefyeT  MNoSMTUKY
POAUTENbCKOM rpynnbl.

anMeHMMbIe NMOJINTUKU: 0To6pa)+(aeT CMNCOK NOJINTUK, CBA3aAHHbLIX C
cyulecTeByroiuMum npaBunaMmm HasHa4yeHuA. 3TN NOANTUKM MOryT NpUMeEHATbLCA
K KOHEYHOMN TOYKe, ec/in OHa COOTBETCTBYET 3ajaHHbIM YCJZIOBUAM MpaBun
Ha3Ha4yeHuA.
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Information

General  Endpoint  Policy
Details

Active policy: officeLAN
Type: Device

Assignment: Direct

Assigned policies

Policy Name Status Type Assignation Rules

officeLAN Applied Device Nf&

Page 1 of1 a - 1 items

o

MHdopMaLmoHHOe OKHO - BKNagaka «Monutuka»

Ons  nonyyeHuss [OMONHUTENbHOM WHGOPMaLMKM, Kacarolencs MOMUTUKH,
CM.«/3MeHeHne HacTpoeK NoMTUKM» (p. 252)

Bknagka noAKnioYeHHbIX KOHEYHbIX TOYEK

Bknagka MoaknioueHHble KOHeYHbIe TOUKU A0CTYMHA TOMBbKO A1 KOHEYHbIX TOYEK
C posibto pernie. 3Ta BkJafka oTo6paxaeT MHPOPMAaLMIO O KOHEYHbIX TOYKaX,
MOAKIIOYEHHBIX K TEKYLLLEMY PETPAHCAATOPY, Takyk Kak ums, IP-agpec 1 meTka.
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Information

General Endpoint Relay Policy

Connected Endpoints

Label

Endpoint Name »

CONN-BD

CONN-WIN 192.168.12.222

Page 1 of 1 20 v 2 items

MHdJOpMaLI,VIOHHOG OKHO - BKNnagka nogkJyilo4eHHbIX KOHEYHbIX TOYEK

BKJ1aZiKa COAEPXXUMOro penosuTopusi
Bknagka CeeaeHMs 0 peno3suTOpuM JOCTYMNHA TONbKO A/ KOHEYHbIX TOYeK C
poJiblo pesie U oTo6paxkaeT UHhopMaLUo 06 06HOBEHUAX areHTa 6e30MacHOCTH
¥ COAEPXKUMOM 6€30MacHOCTM.

Bknagka coaepXuT cBefleHUs 0 BEPCUSX MPOAYKTa U CUTHATYP, XPaHALLMXCA Ha

pesie, a TakXe 0 LOCTYMHbIX B 0 MLMUANIBHOM PENo3UTOPUHU, KOSbLiaX 06HOBIEHNUH,
JaTe ¥ BpeMeH 06HOBJIEHMS, U O MOCTeAHEN NPOBEPKE Ha HaNIMYNE HOBbIX BEPCUIA.
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< Back AST-TB-W7X86-2
General Protection Policy Connected Endpoints Repository details Scan Logs Troubleshooting

Bitdefender Endpoint Security Tools

Product version (stored locally)

Slow ring: 6.6.18.265
Fast ring: 6.6.19.273
Product version (Bitdefender repository)

Slow ring NIA
Fast ring NIA
Last update time: 26 June 2020 18:4...
Last check time: N/A

Security Content

Signatures stored locally Signatures stored locally

86 784969 26 NIA
x64 NA xB4 7.84969
Signatures in Bitdefender repository Signatures in Bitdefender repository

x86: 7.84969 86 NIA
x64: NA 64, 7.84969
Last update fime: 29 June 2020 14:5.. Last update time 29 June 2020 145...
Last check fime: 29 June 2020 16:0.. Last check time. 29 June 2020 160...
Status: ® uptodate Status @ uUptodate

MHbopMaLMOHHOE OKHO - BKITaAKa COAEPXMMOro penosnTopus

Bknapka "YXypHanbl ckaHupoBaHus"

Ha Bknagke CkaHMpOBaHUe XKYPHANIOB OTO6paXkaeTcs nogpobHas MHopmalms
060 BCcex 3aayax CKaHUPOBAHMUS, BbIMOJIHAEMbIX Ha KOHEYHOM TOUKE.

XypHanbl crpynnuMpoBaHbl MO YPOBHIO 3alMTbl, U Bbl MOXeTe BbibpaTb B
BbIMafatoLLEeM CMUCKe, AJ11 KAKOrO YPOBHS 0TO6paXkaTb XypHasbl.

Bbi6epuTe Hy)KHYI 3afady CKaHMPOBaHWA, M XXypHasl OTKPOeTCA Ha HOBOW
CTpaHuLe 6pay3aepa.

Ecnu OOCTYMNMHO MHOI0 XXypHasioB CKaHMpoBaHUA, OHU MOTYT 3aHUMaATb HECKOJIbKO
CTpaHuu. ns nepemeleHna no ctpaHmuam MCHOﬂbByVITe KHOMKW HaBurauum B
HUXXHEeN YyacTu Ta6J'IML|,bI. Ecnu OOCTYMHO C/NMULWIKOM MHOro 3anncen, Bbl MoXeTe
ncnosib3oBaThb onuunn CI)I/IﬂpraLII/II/I, [OCTYMNHbIE B BerHeI;I YyacTtu Ta6J'IVIL|,bI.
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Information
General  Endpoint  Relay  Policy

Modules Reporting (today)

Antimalware: On Malware Activity No detections g
Firewall: On Malware Status. /A ¢
Content Control: On

Power user On

Device control Off

Active Virus Control: On
Scan Log

Type Created

Contextual scan 23 Mar 2015, 17:36:17

Page 1 of 1 20 M 1items

MHbOopMaLMoHHOEe OKHO - BKIaaKa «XKypHasibl CKaHMpOBaHUs»

Bknagka "YcTpaHeHue Henonagok"

9TOT pa3jen NocBsilLleH areHTy yCcTpaHeHusl Hernonagok. Bel MoxeTe cobupaTb
o6LuMe nu creLmanbHble XXypHasibl 6€30MaCHOCTU C KOHEYHbIX TOYEK, IPOBEPSATh
WM y4acTBOBAaTb B TEKYLLMX COBbITUSIX YCTPAHEHWUSI HEMOIAA0K U MPOCMaTpPUBATb
npeablayLlwyto akTUBHOCTb.

BaHo

YcTpaHeHue HeucnpaBHocTeln goctynHo nuwb ans Windows,Linux, macOS u Bcex
TUNOB CEPBEPOB 6€30MacHOCTMU.
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MHdopmaLmoHHOe OKHO - BKnagka "YcTpaHeHue Henonagok”

< Hasan

Ocostsie

Gather logs

DESKTOP-30507PT

auura (Protection)

Monumaca  Kyprans VeTpanerite Heronagok

Gathor logs and general information necessary for troubleshootin

Started on Finished o

26 Mapr 2020, 10:55:31 26 Mapr 2020, 17:02:29

23 Mapr 2020, 11:17:47 23 Mapr 2020, 11:18:02

C6op xKypHanoe

/anced logging to gather specifc Bitdofondor logs while roproducing the issue

dTa onuus nomMoraeT co6upaTtb >KypHasbl
UHdopMaLIO, HEO6XOAMMYHO AN YCTPaHEHWS HEMOJAA0K TaKUX Kak HaCTPOMKMY,
aKTMBHblE MOZY/M WM MONUTUKA 6€30MacHOCTK, KOHKPEeTHas AN LeneBoi

MalUnHbI. Bce creHepupoBaHHble JaHHble COXPaHAOTCA B apXuB.

unfollow the traditional

6€e30MacHOCTM U 06LLYyH

PeKOMeH,D,yeTCH MCMNoJ1b30BaTb 3TO OMNLUUKO KOrga MCTOYHUK l'IpO6J'IeMbI HeACEH.

[na Hayana npouecca YCTpaHeHUA Henonaagok:

1.

HaxkmuTe KHonky C6op >XypHanoB. [1osiBUTCS OKHO KOHDUrypaLuu.

2. B pasgene XpaHunuuye XXypHanoB Bbi6epuTe MECTO XpaHeHUs:

4. HaxmuTe KHomnky C6op »ypHanos.

— LieneBoit KOMMNbIOTEP: apXUB XKYPHASIOB COXPaHAETCA Mo yKasaHHOMY
noKasibHoMy nyTu. MyTb He HacTpavBaeTCcs AJ1s CepBepoB 6e30MacHOCTHU.

— 06LLMi1 ceTeBOW pecypc: apX1B XXYPHaJIOB COXPaHAETCS M0 yKa3aHHOMY

nyTn ns O6LL|,EFO MeCTOMOJI0OXXKEeHUA.

Bbl MOXeTe ncnonb3oBaThb onumio CoxpaHANTe XXypHasibl TaK)XKe Ha LieflIeBo

MalluHe ,

YyTOObl COXPaHSATb KOMWUIO apXMBOB >XYpHasoB 6e30MacHOCTU
3aTPOHYTbIX MAaLLMWH B KaYeCTBe Pe3epBHOI KOMUMU.

BHecuTe Heob6xoaumyro MHGopMauuio (foKasnbHble MyTW, napamMeTpbl
JOCTyna K pecypcam ceTW, nyTb K 06LieMy AOCTyny) B 3aBUCMMOCTHU

Bbl6paHHOFO MeCTONOoJIOXXEeHUA.

CeaHc oTnagku

YnpaeneHue ceTeBbIMU 06bEKTaMK
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C nomolblo ceaHca OTNafKM Bbl MOXETe aKTUBMpoBaTb MPOABUHYTYIO
perncTpauunto Ha LeNleBOM MaLlUUHe, YToObbI CO6VIpaTb onpepeneHHble XXypHalbl
npun BocnpouseeneHnun I'IpO6J'IEMbI.

Bam cnepyeT ucnonb3oBaTh 3Ty OMNLMIO, KOTAA Bbl 06GHAPYXXUIW, KAKON MOAY b
BbI3bIBaeT NPO6AEMbI, UK NO peKoMeHAaLum cnyobl noaaepxxku Bitdefender.
Bce creHepupoBaHHbIe JaHHbIE COXPAHAOTCS B apXuB.

[ns Havana npouecca ycTpaHeHus HenonagokK:
1. HaxmuTe kHonky HauaTb ceaHc. [10ABUTCA OKHO KOHUrypauuu.

2. B pasgene Tun npo6nemMbl BbibepuTe NpobrieMy, KoTopas, No Ballemy
MHEHMUIO, KacaeTcsl KoMMbtoTepa.

Tunbl npo6nem ans komnbtoTepoB Windows 1 macOS:

3awuTta ot BpegoHocHoro 10 06LLee CHUKEHNE MPON3BOAUTENIBHOCTH
(npu gocTyne nnu npu KOHEYHOM TOYKM

sanpoce) — [lporpaMMa wWnu CUCTEMHbIA pecypc

CJIMLLKOM A0JIro oTBEYaeT

— [lpouecc CKaHWpOBaHWS 3aHUMaeT
60J1blle BPEMEHU YEM 06bIYHO

— HeT coeguHeHus ¢ oLIMOGKOWM cepBuUca
6e30MacHOCTM XocTa

Ownbkn 06HOBNEHUSA — CoobueHnss o6 ownbke BO Bpems
06HOBJIEHNSA MPOAYKTA UIIM MEXAHU3MOB
3aWmThI

KoHTponb cogep)Xumoro — CaWT He 3arpy><aeTcs

(ckaHupoBaHue Tpaduka u

9nemMeHTbl Ha CTpaHuue OT06pa)Ka}OTCF|
KOHTPOJ1b I10]1b3OBaTe.l1ﬂ)

Heé MNOJIHOCTbIO

MNopknioueHue K O6nauHbIM Y KOHEYHOW TOYKM OTCYTCTBYET

cepBucam coegyuHeHne ¢ O6ayHbIMK CEpBUCAMMU
Bitdefender

O6wue npo6bnembl NpoaykTa — BocnponseegnTte 06LLyH0 COOOLLEHHYHO

(ype3mepHo npobneMy c noApo6bHbIM BefeHUeEM
YXypHana
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AeTanu3npoBaHHoOe BeZleHne

npoToKona)

Issue types for Linux machines:

3awumTa oT BpeaoHOoCHbIX — [lpouecc CKaHUpoBaHuUA 3aHUMaeT
I1p0|'paMMVIO6HOBﬂeHMe 6onbLue BpeMeHn, 44em 06bIYHO, U

O6uLme Nnpo6nemMbl
npoaykTa (YupeaMepHo

noTpebnsaeTt 6onblue pecypcoB

— CooblieHns 06 ownbke BO Bpems
06HOBJIEHUSA MPOAYKTA UM MEXaHU3MOB
3aluThbl

— He ypanocb YycTaHOBUTb COeAWHEHUE
KOHEeYHbIX To4ek ¢ GravityZone KOHCOSIbIO.

— BocnpousBeguTe 06LWYH0 COOBLLEHHYHO
npo6neMy ¢ noApo6bHbIM BefeHUEM

AeTann3npoBaHHoe BegeHune XXYpHana

NpoToKoNa)

Tunbl Npo6sieM Ansi cepepoB 6€30MacHOCTHU:

3awuTta ot Jllo6oe HenpepBuaeHHoe noBegeHve CepBepa
BpefoHocHoro M0  6e30nMacHOCTH, B TOM YUCTIE:

(npu goctyne unu
npu 3anpoce)

YnpasJieHne ceTeBbIMU 06beKTaMM

BupTyanbHble MalUWHbI He 3aLLMLLLEHbI JO/MKHbIM
06pasom

3afauun CKaHMpoBaHNA Ha HaNN4YMe BPeAOHOCHbIX
nporpaMmMm He BbIMOJIHAKTCA WIN 3aHUMAKOT
6oJiblue BpeMeHU, 4eM oXXnaanocb

O6HOoBNEHUS npoaykTa YCTaHOBJEHbI
HenpaBuIbHO

HeucnpaBHoCTb 06Lero cepeepa 6e30MacHOCTH
(aemoHbl bd He pa6oTatoT)
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Ceasb c LleHTpoMm JTo60€e HeoXXMaaHHOE noBeAeHue, Habntogaemoe 13
ynpaBneHus KoHconu GravityZone:

GravityZone — BupTyanbHble MalMHbl He OToBpaxaroTcs

JOMKHbIM 06pa3omM B KoHconm GravityZone
— Bonpocbl nonnTrkm (MoNUTHUKa He NpUMeHsieTcs)
— CepBep 6€30MaCHOCTU He MOXET YCTaHOBUTb
coefyvHeHne ¢ KoHconbko GravityZone

MpumeyaHue

Wcnonb3yiTe 3TOT METOA MO PEKOMEHAALIUM CITYXObI
noaaepxku Bitdefender Enterprise.

3. [OnaMNpoaomKuTenbHOCTb CeaHca 0TNAAKU BbiGepUTE BPpeMEHHOW UHTepBan

nocJie KOTOporo ceaHcC oTjiagku 6yneT aBTOMaTU4Ye€CKN 3aBepPLUEH.

MpumeyaHmne

PEKOMEH[J,YETCFI BPYYHYKO OCTaHaB/MBaTb Ce€aHC, WUCNOoJib3yA onuuko
3aBepI.IJVITb ceaHC, Cpa3y nociJie socnpounsseneHus I'Ip06]'leMbI.

B pasgene XpaHunuiue )KypHanoB Bbi6epUTE MECTO XpaHeHUs:

— LieneBoit KOMMNbIOTEP: aPXUB XKYPHAJIOB COXPaHAETCA Mo yKasaHHOMY
NoKasibHoMy nyTu. MyTb He HacTpavBaeTCcs AJ1s CepBePOB 6e30MacHOCTMU.

— 061K ceTeBOIN pecypc: apXuUB XXYPHasoB COXPaHSAETCS NO YKasaHHOMY
NyTU U3 06LLETO MECTOMOJIOXKEHNS.

Bbl MOXeTe ncnonb3oBaTh onumio CoxpaHaNTe XypHasibl TaK)Ke Ha LieflIeBoi
MalUMHe , YTO6bl COXPaHATb KOMUIO apXMBOB XXYpPHasioB 6€30MacHOCTU
3aTPOHYTbIX MALLMWH B KaYeCTBe Pe3epBHO KOMUMU.

BHecute Heob6xoAuMMyto WMHbOpMauuio (NoKasbHble MyTH, NapamMmeTpbl

JlocTyna K pecypcam ceTu, NyTb K 06LieMy [OCTyny) B 3aBUCMMOCTM
BbI6GPaHHOr0 MECTOMOJIOXEHUSI.

6. Haxxmute kHonky HavaTb ceaHc.
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Ba)xHo
Bbl MOXeTe 3anycTUTb TOSIbKO OAMH MPOLLECC YCTpaHeHUs HeMosafok 3a pas
(C6o0p »xypHanoe/OTnagkKa) Ha yi3BUMOM KOMIblOTEpeE.

WUcTopusa ycTpaHeHUst Henonagok

Paspen [lMNocnepgHAs aKTUBHOCTb MNOKasblBaeT aKTUBHOCTb YCTpaHeHus
Hemnonagok Ha 3aTPOHYTOM KoMrbtoTepe. CeTka 0To6paxkaeT TOSIbKO nocnegHue
10 cobbITUI yCTPaHEHUS HENONTAA0K B XPOHOSIOMMYECKOM 06paTHOM Nopsake
M aBTOMaTMYeCKM yaanseT akTUBHOCTb cTaplue 30 gHen.

CeTka OTO6pa)KaET Aetann Kaxaoro npouecca yctpaHeHua Henonagok.

Mpouecc UMeeT OCHOBHOM M MPOMEXYTOYHbIW CTaTycbl. B 3aBucuMocTu ot
Mosib30BaTeNIbCKUX HACTPOEK Bbl MOXETE UMETh CleAyHoLWUiA CTaTyc, Fae Bam
Heo6X0AMMO MPUHATL MEPbI:

— BbinonHsietca (roTOB K BOCMPOM3BEeAEHUIO BOMpoca) - nepeiguTte Ha
3aTPOHYTYIO MalUMHY BPYYHYHO WU AMCTAHLMOHHO U BOCMpoW3BeauTe
npo6nemy.

Y Bac eCTb HECKOJIbKO OI'ILWIﬁ Ana OCTaHOBKU Npouecca yCTpaHeHUA Henonaaok:

— 3aBepLIMTb CeaHC: 3aBepLUaeT cCeaHc OTNaLKN U npoLecc 060pa Ha MallunHe,
COXpaHAA BCe coépaHHue AaHHble B crneunasibHoe MeCTO XpaHeHU4.

PekoMeHayeTcA UCMofb30BaTh 3Ty OMNLMIO Cpa3dy Nocrne BOCNPOU3BeAEeHUSA
npo6neMbl.

— OTMEeHUTb: 3Ta OMUUSi OTMEHSIET MPOLECC U XKYpHarbl 6€30MacHOCTU He
cobupatoTcs.

Mcnonb3syinTe 3Ty ONuuto, €CIM Bbl HE XOTUTE COBMpaTb Kakue-nmmbo KypHasbl
C L|eneBon MalUuHbI.

— TpuHyguTenbHO 3aBeplUTb. MNPUHYOUTENLHO 3aBeplaeT npolecc
yCTpaHeHnAa HenoJiaaokK.

MCHOJ’Ib3yl7ITe 3Ty onuuko, ecnm oTMeHa ceCCUn 3aHUMMaeT CJIMLUKOM MHOIro
BpeMeHn unum uenesad MallnHa He OTBeYaeT. Bbl cMoXKeTe HayaTb HOBYHO
CeCCUI0 3a HECKOJIbKO MUHYT.

[lns NOBTOPHOro 3anycka fnpouecca ycTpaHeHNUs Hernoslagok:

— Tlepesanyck: 3Ta KHOMKa, CBfi3aHHasA C KaXAblM CO6bLITUEM U
pacrono)eHHas B pasgene [lelicTBus, NepesanyckaeT Bbi6paHHOe aelcTBUe
Mo YCTpaHEHUIO HeMoJafloK, COXPaHAS NPeXHne HaCTPONKM.
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Ba)xHo

— YT06bI YybeauTbes, '~ITO KOHCOMNb OTO6paXkaeT nocnegHow MHGopmaumto
MCnosib3ynTe KHOMKY = O6HOBUTb Ha BEPXHEN NPaBOW CTOPOHE CTPaHULbI
YcTpaHeHue Henonapox.

Ons nonyyeHust NoApPO6GHOCTEN O KOHKPETHOM COBbITUM HAXXMUTE HA UMS
CO6bITUSI U3 CETKM.

6.2.3. OpraHusaums KOMMNbOTEPOB B rPynnbl
Bbl MOXKeTe ynpaBnaTb rpyrnnamMm KOMMbIOTEPOB B JIeBOW NaHenu pasgena CeTb.

OCHOBHbIM MPEUMYLLECTBOM 3TOW (PYHKUUM ABNSETCS TO, YTO Bbl MOXeETe
UCMoJIb30BaTh FPYNMOBbIE MOJIMTUKU 151 YAOBJIETBOPEHMUS Pa3SIMYHbIX TPe6OBaHNM
K 6e30MacHOCTMW.

KomnbloTepsbl, UMNopTUpoBaHHble U3 Active Directory, crpynnvMpoBaHbl B nanky
Active Directory. Bbl He MoxeTe pegakTupoBaTh rpynnbl Active Directory. Bbl
MOXeTe TONbKO MpocMaTpuMBaTb W yMNpaBnsiTb  COOTBETCTBYOLUMMU
KOMMbOTEPaMU.

Bce o6HapyeHHble B ceTW KOMMbioTepbl He-Active Directory, HaxogsaTcs B
Monb3oBaTenbcKue rpynnbl, rAe MOXXHO OPraHM30BaThb UX B rPyMMbl MO BalleMy
ycMmoTpeHuto. B Monb3oBaTenbckue rpynnbl Bbl MOXeTe C034aBath, YAansaTh ,
NMepeMMeHOBLIBaTbL UM MEpPEMELLATb TPYNMbl KOMMbIOTEPOB B MPOW3BOJLHON
LPEBOBUIHOM CTPYKTYpE.

MpumeyaHmne
« [pynna moxeT copep)kaTb Kak KOMMNbIOTEPbI, TaK U Apyrue rpynnbl.

« [pu BbI6GOPE rPYNMbI B IEBOI NaHEsM, Bbl MOXETE MPOCMOTPETh BCE KOMMbIOTEPbI
KpoMe TeX, KOTopble HaxoAATCA B CBOMX nogrpynnax. [ns npocmoTpa Bcex
KOMMbIOTEPOB, BXOAALWMX B FPynny M B CBOM MOArPYNMbl, HAXMUTE MeHIO
OunbTPbI, PAcnosioXXeHHOE B BepXHeil YacTu TabnnLbl 1 Bbi6epute Bee npeameTbl
peKypcuBHO B pasgene My6unHa.

CospgaHnue rpynn

Mpexae yem HayaTb co3faBaTb rpynnbl, NOAYManTe o NPUYMHE CO3JaHuS, 3a4eM
OHM BaM HYXHbl U NpogymManTe CXeMy rpynnupoBKU. Hanpumep, Bbl MoXxeTe
CrpynnupoBaTh KOHEYHbIE TOYKM Ha OCHOBE O4HOI0 UITN HECKOJSTIbKUX CIIEAYHOLLMX
KpUTEepUeB:
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. OpraHusaumoHHasi CTpyKTypa (Npofaku, MapKeTWHI, KOHTPOJSib KayecTBa,
pa3paboTka nporpaMMHoro o6ecneyeHus, ynpasieHue u T.4.).

. Tpe6oBaHusa 6e30MacHOCTM (HAaCTOsIbHbIE KOMMbIOTEPLI, HOYTEYKK, cCepBepa U
T.4.).

« MecToHaxoxaeHue (wTab, MecTHble OdUCbl, YyAaneHHble COTPYAHMUKH,
AoMaluHue oducbl U T.4.).

[na opraHvaauuv Balleit CETU B rpynnbil:

1. BbibepuTe Monb3oBaTenbCcKue rpynnbl B JIEBOW NaHeNM.

2. Haxmwute kHonky @ [lo6aBUTb rpynny B BEPXHEN YacTu NEBOV NaHeN!.

3. BBepuTe nogxogsiee uma rpynnbl n HaxxmuTe OK. HoBas rpynna nosiButcs
B pasgere lNMonb3oBaTenbcKue rpynnbl.

[NepenmeHoBaHue rpynn
YT06bI NEpENMEHOBATD FPyNMy:

1. BbibepuTe rpynny B JIeBOW NaHenMN.

2. HaxmwuTe KHOMNKy @ PegaKTUpoBaTb rpynmny B BEPXHEN YacTU NIEBON NaHenNu.
3. BBeauTe HOBOe MMSA B COOTBETCTBYIOLLLEM MOJIE.

4. Haxmute OK ansa noaTBepxaeHus.

MepemMeLleHne rpynn u KOMNbIOTEPOB

Bbl MOXeTe nepemellaTb 06beKThI Monb3oBaTenbCKUe rpynnbl B Jilo60e MecTo
BHYTPY Mepapxuuv rpynn. s nepeMeL,eHnsi 06bekTa, NepeTalymTe ero u3 npason
MaHesnu B XXeslaeMyto rpynmny eBoi NaHesnu.

MpumeyaHmne

O6bekT, KOTOpbIM MNepeMeLLaeTcsl, yHacneayeT napameTpbl MOMUTUK HOBOA

poAWTENbCKOW TpyMMbl, €cnv Apyras MoJMTUKa He 6blila HenocpeacTBEHHO

npuMeHeHa K HeMy. [1nsi nonyyeHusi 6onee noapo6HoN HGopMaLmm o HaciegoBaHUU

NoNUTUK, obpaTuTech K «onntuky 6esonacHocTyu (Security Policies)» (p. 237).
YpaneHue rpynn

YpaneHue rpynnbl - 3TO OKOH4YaTesnbHOe fenctBue. B pesynbTtaTte areHT
6€30MaCcHOCTH, YCTAHOBJIEHHbIN Ha LiesleBOM KOHEYHOM TOYKe, ByaeT yaarneH.

YT06bI yaanuTb rpynny:

1. HaXmuTe Ha nycTyto rpynny B fIeBow NaHenu pasgena Cetb.
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2. Haxmute kHonky © YpanuTb rpynny B BepXHeW 4acTu JieBoW naHenu. Bbl
AO/MKHbI 6yfeTe NOATBEPAUTL BalLM AeiCTBUA, Haxae Ja.

6.2.4. CopTupoBKa, GunbTpaums U NOUCK KOMMbIOTEPOB

B 3aBUCMMOCTM OT KoJiMuecTBa KOHEYHbIX TOYEK, MpaBasi aHe b MOXET 3aHUMaTb
HecKonbKo cTpaHuy, (Bcero 20 3anucei Ha KaXkaon CTpaHuLe oTobpaxaeTcs Mo
YMOJIYaHUI0). sl nepeMeLLeHust o CTPaHULaM UCMoJib3ynTe KHOMKW HaBUrauum
B HUXKHEN YacTu Tabnuubl. YTo6bl UISMEHUTb KONMYECTBO 3anucen oTobpaxaeMblx
Ha CTpaHuLe, BBeAUTE Apyroe 3HauyeHue B NnoJsie psifoM C KHOMKaMu1 HaBuraumu.

Ecnu sanuceit cnUWKOM MHOro, Bbl MOXeTe MCMoJSib30BaTh MOJisi Moucka noj
3arosioBKaMu CTONOLIOB UK MeHIO DUNbTPbI B BEPXHEN YaCTU CTPaHULLbI, YTOObI
0TO6pa3nTb TONbKO Te 06bEKTbl, KOTOpble BaM Heo6xoaAuMbl. Hanpumep, Bbl
MOXXETE UCKaTb KOHKPETHbIN KOMMNbIOTEP UK BblGpaTh A1 NPOCMOTPa TOJIbKO
yrnpaeJisieMble KOMMNbOTepbI.

CopTUpoBKa KOMMbIOTEPOB

[nsi cOpTUPOBKM AAHHbIX MO ONpeAeneHHOMY CTON6Uy, LWeSIKHUTe 3arofioBoK
ctonbua. Hanpumep, ecnu Bbl XOTUTE OTCOPTUPOBATbL KOMMbIOTEPbI MO UMEHMN,
LeNIKHMTe Ha 3arosioBok MmsaA. lMpu MOBTOPHOM HaXaTUM HaA 3arosloBOK
KOMMbOTEPbI 6yAYyT 0TOOpaxaTbCsl B 06paTHON NocnefoBaTeNlbHOCTY.

Name + 08 ] Last Seen Label

"\

4y

CopTMpOBKa KOMMbIOTEPOB

OunbTpaums KOMNbIOTEPOB

YT06bI OTHUNBTPOBATL BalUN CeTEBbIE 0OBEKTHI, UCMONb3YWTE MEHIO DUNbTPDI
B NPaBOW BEPXHEW YaCTU CETEBOMN MaHenNw.

1. Bbi6epuTe Xenaemyto rpynny us jeBoi naHenm.
2. Haxmute MeHIo pUnbTPbI B MPaBO BEPXHEN YaCTW CETEBOW NaHesu.
3. Bbl MOXeTe Ucnonb3oBaTh CreayoLme KpuTepumn GunbTpaumu:
. Tun. Bbi6epute TUN 06BbEKTOB, KOTOPbIE By AYyT 0To6paxaTbesl (KOMMbIOTEPSI,
BMPTYasibHble MALUMHbI, MankK).
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Type Security Policy Depth

Filter by

Companies
Company Folders
Computers
Virtual Machines

Groups | Folders

Depth: within the selected folders

KomnbtoTepbl - GunbTpauums no Tuny

. besonacHocTb. BbibepuTe 0TO6paXKeHNe KOMMbIOTEPOB MO YrpaBeHUo
3alLMTOMN, COCTOAHUEM 6€30MaCHOCTM SN OXUAAIOLLMMUN AEACTBUAMM.

Type Security Policy Depth

Management Security Issues
Managed (Endpoints) With Security Issues
Managed (Exchange Without Security Issues
Servers)

Managed (Relays)
Security Servers
Unmanaged

Depth: within the selectad folders

= =

KomMnbtoTepbl - DunbTpaumsi no 6e3onacHoCcTH

« Monutuka. BoibepuTe WabNOH NONMTUKY, A1 KOTOPOIO HY>KHO GuibTpoBaTh
KOMMbIOTEPLI, TUM HAa3HAYeHUs1 NONMTUKK (NMPSIMON UNW HacneayeMbin), a
TaKXXe CTaTyC HasHauyeHusl MONMTUKU (aKTUBHbIN, NMPUMEHSIEMbIA WU B
oXuzaHum). Bbl Takke MoXxeTe BbiGpaTh /151 0TOGPaXXeHUs1 06BEKTbI TONBKO
c NonMTUKaMu, OTpeLaKTUPOBaHHbIMMU NPUBUIIErMPOBaHHbLIMM
noJsib30BaTENSAMU.
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Type Security Policy Depth

Template:
Edited by Power User
Type: Direct
Inherited
Status: Assigned

Pending

Depth: within the selectad folders

o | oo |

KomnbroTepbl - (DVIHpraLI,VIFl no NoJINTUKam

Fny6uHa. Mpu ynpaBieHWn CTPYKTYPUPOBAHHOW CETbIO, KOMMbIOTEPLI B
noArpynnax He 6yayT oTo6paXaTbCsl pu Bbl6ope KOpHEBOW rpynnbl. YTo6bI
NMPOCMOTPEeTb BCe KOMMbIOTEPbI, BXOAALWME B TEKYLLYyHO Tpynny u Bce
noArpynnel, Bbi6epute Bece aneMeHTbl peKypcUBHO.

Type Security Policy Depth
Filter by
© Items within the selected folders
All items recursively

Depth: within the selectad folders

o | oo |

KomnbtoTepbl - GunbTpauus no rnybuHe

Mpu BbIGOPE pPeKypcUBHOIO MpocMoTpa Bcex anemeHToB Control Center
oTOb6paxaeT MX B BUAE NPOCTOro cnucka. Ytobbl HANTU MECTOMOJIOXEHNE
3NeMeHTa, Bbl6eEpPUTE MWHTEPECYIOWMUA Bac 3JEMEHT U HaxmuTe
MNepenaute B KOHTEMHep B BepxHeW 4acTu Tabnuubl. Bbl bygete
nepeHanpassieHbl B BbILIECTOALLNA KOHTeWHeP BbIOPaHHOr0O aNneMeHTa.

MpumeyaHune
Bbl MOXeTe MPOCMOTPETh BCE BblOpaHHble KPUTEPUM GUNbTPALIMM B HUXKHEWN

yacTu okHa Filters.
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Ecnu Bbl XOTUTE OYNCTUTDL BCE d)MﬂprbI, Ha)>XMUTe KHOMKY CGpOCMTb.

4. HaxmuTe CoxpaHuTb, YTO6bl OTPUILTPOBATb KOMMbIOTEPDLI MO BbIGPaAHHbLIM
KpuTepusaMm. GunbTp B pa3gene CeTb 0OCTaeTCs aKTUBHbIM, NOKa Bbl HE BbINANTE
13 pasfena unu He cépocute GunbTP.

[Touck KomnbioTEPOB
1. Bbl6epuUTe HYXXHYHO rpynny B JIEBOW NaHesnu.

2. BBeguTe crnoBo AnsA Moucka B COOTBETCTBYHOLLEM MOJe NMoJ 3arofioBKamu
cTonbuoB B MpaBoW naHenu. Hanpumep, BBeauTe IP-agpec KomnbloTepa,
KoTopbli Bbl uweTe B none IP. B Tabnuue oTo6pasutcs TOMbKO
COOTBETCTBYHOLLMIA KOMMbIOTEP.

OuncTUTE OKHO NOUCKA, YTOObI OTO6pa3VITb MOJIHbIMA CANCOK KOMMNbHOTEPOB.

Name - 0Ss P Last Seen Label

10.10.12.204

[Z] BHARIOC-TEST Windows 10.10.12.204 Nja NjA
Mouck KOMMNbHOTEPOB

6.2.5. 3anyuieHHble 3agaumn

B paspene CeTb Bbl MOXETe yAaseHHO 3anyckaTb Ha KOMMbiOTepax psag
AAMUWHUCTPATOPCKKUX 3aaau.

Bbl MOXeTe BbINOJIHUTb cnepgywouine 3agadu:

« «CKAHWPOBATb» (p. 77)

. «3apauu natyei» (p. 89)

« «CkaHupoBaHue Exchange» (p. 92)
« «YcTaHoBUTb» (p. 96)

. «YpaneHue knueHTa» (p. 103)

« «O6HOBRNEHME KMeHTa» (p. 104)

« «[lepeHacTpoiika knueHTa» (p. 105)
. «06cnyxuBaHue knmeHTa» (p. 107)
. «[epesarpyska MawuHbli» (p. 108)
. «CeTeBoe O6HapyxeHue» (p. 109)
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« «06HapyxeHue MpunoxeHun» (p. 109)
« «06HoBneHne Security Server» (p. 110)
« «BBecTu MNonb3oBaTesbCKUM MHCTPYMEHT» (p. 111)

Bbl MOXeTe cosfaBaTb 3ajayn OTAeNIbHO AN KaX[oro KOMMNbKOTEPaA unn ona
rpynn KOoMMbKOTEPOB. Hanpmmep, Bbl MOXeTe yaaneHHO YCTaHOBWUTb areHT
6€30MacHoOCTU rpynne HeynpasnaeMbIX KOMIMbIOTEPOB. [Mo3xe, Bbl MOXeTe co3aaThb
3ajavy CKaHUpoBaHuA onpeneneHHoro KomnboTepa B aToM rpynne.

[ns kaxoro KOMMNbOTEPa Bbl MOXKETE 3amnycKaTb TOJIbKO COBMECTUMbIE 3afauM.
Hanpumep, ecnu Bbl BbiGepuTe HEynpaBisieMbli KOMMNbIOTEP, TO Bbl MOXETe
BbIGpaTh TOJIbKO YCTAHOBKY areHTa 6e30macHOCTM, BCe Apyrve 3agauv 6ynyTt
HeOCTYMHbI.

3apaya, BblbpaHHasa gns rpynnbl, 6yAeT BbIMNOSIHEHA TO/IbKO HAa COBMECTUMbIX
KoMnbtoTepax. ECIM HU OfAMH M3 KOMMbLIOTEPOB B rpyrne He COBMECTUM C
Bbl6paHHON 3apadyel, Bbl O6yAeTe yBeAOMJIEHbI, YTO 3ajaya He MOXeT 6biTb
BbIMOJIHEHA.

Mocne co3aaHus, 3agada 3anycTUTCs cpasy Xe, Koraa KoMMbloTepbl 6yayT OHNaMH.
Ecnv KoMmnbioTep HaxoAWTCA B aBTOHOMHOM pPEXUME, 3afjaHue HauHeT
BbINOJIHATHLCSA, KaK TONIbKO OH NMOAKJIOYMTCS K CETM.

Bbl MOXeTe npocMaTpuBaTb U yNpaBnaTb 3afadyamMu B pasgene CeTb > 3agaum.
[ns nonyuyeHus 6onee noapo6bHon MHbopmMaLmK, obpaTutech K «[pocmoTp u
ynpaeJieHve 3agadamm» (p. 223).

CKAHMPOBATb

Ona ypaneHHoOro sanycka safjavM CKaHMpPOBaHWA Ha OLHOM WAN HECKOJIbKUX
KOMMNbHOTEPAaX:

1. Mepengute B pasgen CeTb.
2. Bbibepute KomnbioTepbl M BUpPTyasibHble MaLUUHbI U3 MEHIO BU/0B.

3. Bbibepute Xenaembll KOHTeWHep B JieBOW MaHenu. Bce KommbroTepbl
BbI6GPAHHOI0 KOHTeNHepa oTo6pasaTcs B TabnumLe NpaBoi naHesnu.

4. OTMmeTbTe (NlaXXKaMyW KOMMbIOTEPbl WU TPYMMbl, KOTOPblE Bbl XOTUTE
NMPOCKaHUPOBaTb.

5. Haxmute kHonky © 3agauM B BepxHel 4yacTu Tabnuubl U Bblbepute
CkaHupoBaTb.

MosaBuTCA OKHO HaCTpoOeK.
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6. HacTpoiTe napameTpbl CKaHUPOBAHUS:

. HaBknagke O6uiee Bbl MOXeTe BbIOpPaTh TUM CKaHMPOBaHWS U BBECTU UMS
ANs 3ajauyn NnpoBepkn. HasBaHWe 3agaym CKaHMPOBaHMA NpegHasHauYeHo
Ans 6ofiee NpocTon MAeHTMOMKALUKM COOTBETCTBYHOLLEN 3ajaynm Ha
CTpaHuLe 3agauu.

Scan task X

General ‘Options Target
Details
Type Quick S@n
Task Name: Quick Scan 2016-09-14

Run the task with low priority

Shut down computer when scan is finished

“

3apava cKaHMpOBaHWUSi KOMMbIOTEPOB - HacTpoiika o6Lux napameTpoB

Bbl6epuTe TUM CKaHUPOBAHUS U3 MeHIO TuR:

- BbICTpoe CKaHupoBaHue UcCnoJsibsyert ob6navyHoe CKaHupoBaHue pans
06Hapy)|(eva BPeAOHOCHbIX MnporpamMmM, 3anyweHHbIX B CUCTEME.
ﬂ,aHHbII;I TN CKaHUpoBaHuUA nMpeaBapuTesibHO HACTPOEH, YTOObbI
CKaHMpoBaTb TOJIbKO KpUTUYECKNEe CUCTEMHbIE o6nactu Windows u
Linux. EbICTpoe CKaHMpoBaHue 3aaHMMaeT, KaK npaBuJio, MEHEE MUHYTbI.
5bICTpOE CKaHUpoBaHMe UCNOJIb3yeT JINb HE3HAYUTEJIbHYHO 4acCTb
CUCTEMHbIX pecypcoB, B OT/in4dme OT npouecca CTaHAapTHOro
AHTUBUPYCHOIo CKaHUpoBaHUA.

Bitdefender aBTOMaTMuyecku nepexoauT K 06€3BpPEXUBAHMUIO, €C/U
o6Hapy)XXeHbl BpPeAOHOCHble MpOrpaMmbl WKW PYyTKUTbLL. Ecim no
KaKoW-nm6o npuunHe dann Henb3a BbINEUYNTb, OH MepeMelaeTcs B
KapaHTWH. 3TOT TUM CKaHMPOBAHUS WFHOPUPYET MOA03pPUTESIbHbIE
dhannbl.

— MMonHoe cKaHMpoBaHMe npoBepsieT BCH CUCTEMY Ha BCE TuMbl
BPEAOHOCHbIX MPOrpamMM, YrpoXXatolmux 6e30MacHOCTHM, TaKuMxX Kak
BUPYCbI, MPOrPaMMbI-LUMMOHBI, pekiiaMHoe M0, pyTKUTbI U Apyrue.

Bitdefender aBTOMaTuuyecku nbiTaeTca o6e3BpexuBaTb daiinbl,
o6Hapy)XeHHble BpPeAoHOCHbIMU Mporpammamu. Ecnu BpefoHocHas
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nporpaMMa He MOXeT 6bITb yAasnieHa, OHa NepeMeLLBETCA B KapaHTUH,
rae oHa He MOXKeT HaBpeauTb. Moao3puTenbHble hansibl ITHOPUPYHOTCA.
Ecnu Bbl XOTUTE MPUHATL Mepbl U B OTHOLIEHUM MOAO3PUTESNbHbIX
dainnoe, MAM ecim Bbl XOTUTE BbIMONHUTL Apyrve AelcTBUA Mo
YMOSIYaHUIO A1 3apaXKeHHbIX (ainos, BbibepuTe BapuaHT «3anyck
NoJsib30BaTENbCKOr0 CKaHMPOBaHUS».

CKaHMPOBaHMe naMATU NpoBepAeT NporpamMmbl, 3anylwieHHble B NaMATHU
KOMMbLOTEpPAa.

CKkaHMpoBaHMe ceTM TWM MOJIb30BATENbCKOMO  CKaHWpPOBaHWS,
MO3BONSAOIWMA CKAHMPOBATb CETEBble [AWUCKW, WUCMONb3ysi areHTa
6e3onacHocTu Bitdefender, ycTaHOBNeHHOro Ha BbIGPaHHOWM KOHEYHOM
TOuKe.

[na BbINOSIHEHNA 3a4a4n CETEBOro CKaHMPOBaHUS:

. BaMm Heo6x0AMMO HasHaAYMTL 3ajady A OAHON KOHEYHON TOUKU B
ceTu.

« [nsareHTa6e30MacHOCTV BaM HEO6XOAMMO BBECTM yUYETHbIE aHHble
nonb3oBaTess ¢ NpaBaMm1 YTeHUs/3anucy A1 BbiIGpaHHbIX CETEBbIX
AUCKOB, YTO6bI UMETb BO3MOXHOCTb MOJTy4YUTb LOCTYM M BbIMO/IHUTb
TpebyeMble AeACTBUA Ha 3TUX CETeBbIX AMCKax. Heobxoaumble
y4eTHble AaHHble MOTyT 6bITb CKOH(UIypupoBaHbl Ha BKNaake Lienb
OKHa 3ajau.

Bb|6opoq|-|oe CKaHMpoBaHUe No3BonideT BbI6VIpaTb MeCTa CKaHNpPOBaHUA
W HacTpauneBaTb NapaMeTpbl CKaHNPOBaHUA.

ans Bbl60pqu0FO CKaHMUpoBaHusd, CKaHUpoBaHUA MNMaMATU U CETU, Bbl
MOXeTe Bbl6paTb cnepyrouwme onyumn:

— BbINONHUTb 3aAauy C HU3KUM NPUOPUTETOM. YCTAHOBUTE 3TOT (hJ1aXKoK

AN CHWXEHUSI NpUOpUTETa NpoLecca CKaHMPOBaHUs, YTo6bl Apyrue
nporpamMmmbl CMOrM pa6oTaTtb 6bicTpee. MNpu 3TO MOXET YBEUUUTCS
BpeMms, Heo6xoaMMoe AJ1si 3aBePLUEHNS MPOLIECCa CKAHMPOBAHMUS.

Mpumeyanme
9T1a onuus npuMeHMMa Tosbko K Bitdefender Endpoint Security Tools un
Endpoint Security (ycTapeBLUNI areHT)
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— BbIK/IOYMTbL KOMMbIOTEP NOC/IE 3aBepLUEHUS CKAaHUPOBaHUS YCTaHOBUTE
9TOT d)ﬂa)KOK, YTOObI BbIK/IOYNTD MallnHy, eCcqin Bbl He co6wpaeTer
UCNoJsib30BaThb €€ HEKOTOPOE BPEMA.

Mpumevanue
9Ta onuus npuMmerHuMa K Bitdefender Endpoint Security Tools, Endpoint
Security (ycTapeBwwuit areHT) u Endpoint Security for Mac.

MpumeyaHmne
Tonbko ABa BapuaHTa npuMeHuMsl K Bitdefender Endpoint Security Tools n
Endpoint Security (ycTapeBLUUIA areHT).

[na nonb3oBaTenbckoro ckaHupoBaHua (Custom Scan) HacTpoWTe
cneayouive napamMmeTpbi:

— Tepengute Ha BkNagky Onuuu, 4TO6bLI YCTAHOBUTbL MapaMeTpbl

CKaHMpoBaHUs. Bblbepute ypoBeHb 6€30MacHOCTM, KOTOPbIA Jydlle
BCEro COOTBETCTBYET BalWMUM MOTpebHOCTAM  (MHTEHCUBHBIN,
HopManbHblit unu PekoMeHayeMbii). Mcrnonb3yinTe onucaHnsa crpaea
OT WKaJsibl, KOTOPblE MOMOrYT cenaTthb BbI6Op.
B 3aBMCMMOCTHM OT Bbi6paHHOro npodusis, NnapameTpbl CKaHUPOBaHMUS
B pa3gesie HacTpoliku 6yayT CKOHhUIrypMpoBaHbl aBToMaTuyecku. Tem
He MeHee, Mpu XXeNaHUK, Bbl MOXKETe HAacTPOUTb UX 6osee AeTasibHO.
Y106bI caenatb 9TO, OTMeTbTe 4ek-60Kc [Monb3oBaTenb U 3aTem
packpoiTe pa3gen HacTpoiku.

Scan task
General Options Target

Scan options

Custom - Administrator-defined settings
- Aggressive

- Normal

- Permissive

© - Custom

+ Settings

3agauu CKaHMpoBaHNA KOMMNbOTEPOB - HaCTpOﬁKa NnoNb30BaTEJ/IbCKOro pexxmma
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JocTynHbl cnegyrowme onuuu:

o Tunbl ¢ainoB. Vcnonb3aynte AaHHYHO HACTPOWKY, YTO6blI 3aAaThb
Tunbl ¢annos, KOTOpble Bbl XOTUTE MPOCKaHWPOBaTb. Bbl MOXeTe
yKasaTb areHTy 6e30rMacHOCTM NpocKaHWpoBaTb Bce dannbl
(He3aBUCKMMO OT KX pacLUMpeHuit), TONbKO haisibl MPUNOXKEHWUI U
cneumnduryeckme Tunbl Hannos, KOTOPbIe Bbl CYATAETE NOTEHLMASIBHO
onacHbiMu. [pu ckaHuMpoBaHuuM Bcex (annoB obecneumBaeTcs
onTuManbHas 3awmTta. CKaHMpya TONbKO MPUIIOXKEHUS, MOXHO
NOBbICUTb CKOPOCTb CKaHUPOBaHWSI.

MpumeyaHmne

dannbl npunoxexuii 6onee ysa3BMMbI 4151 BUPYCHbIX aTak, YeM Apyrue
Tunbl dannos. Ana nonydyeHus 6osiee Noapo6HOM MHbopmaLmK,
obpaTuTech K «Tunbl dhainos npunoxednin» (p. 610).

Ecnum Bbl XOTMTE MPOCKaHWPOBAaTb TOJIbKO crieuuduyeckne Tunbl
taitno., BbibepuTe B MeHI0 Monb3oBaTeNnbCcKue pacLUMpeHus 1 3aTeM
BBEAUTE XeNlaeMble pacluMpeHus B pefakTUpyeMoM roJie, Haxumas
BOItTY MOCIe KaXKA0ro pacluMpeHus.

BaxHo

AreHTbl  6e3onacHocTu  Bitdefender yctaHaBnuBatoTcs B
onepaumoHHbIx cucteMax Windows u Linux, ckaHUpyHOT 60JIbLLIMHCTBO
.ISO dopmaToB, HO He NpeANPUHUMAIOT HUKAKUX LEeNCTBUI HaZ HUMK.

» Settings
File Types
Type Custom extensions
Extensions:

exe ®

ba

HacTtpoiika 3aia4 no cKaHMPOBaHWIO KOMMbIOTEPOB - [lo6aByieHNe NoNb30BaTENIbCKUX
pacLumpeHun

. ApxuBbl. ApxuBbl, cogepxawue WUHGUUMPOBaAHHbIE (annbl, He
npeAcTaBNsOT HEMOCPEACTBEHHON Yrpo3bl 6€30MacHOCTU CUCTEMBI.
BpenoHOCHblE MPOrpaMmbl MOTYT MOBAUATL Ha CUCTEMY TOJIbKO
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€CIN 3apa)keHHbIN ain n3BfiedyeH U3 apxmea u 6ygeT UCMOSNHEH Npu
BbIKJIIOYEHHON 3alyuTe B peasibHOM BpeMeHU. TeM He MeHee,
peKoMeHyeTCsl CKaHMPOBaTh apXMBbl AJ1s1 OGHAPYXXEHUS U yaaneHus
nto60KM NOTEeHLMaNbHOM Yrposbl, AaXke He npeAcTaBnsitoLlen cobon
HernocpeACTBEHHON Yrpo3bl CUCTEME.

BaxxHo
CKaHVIpOBaHI/Ie d)aVIHOB, CXaTbIX B apXuB, yBeJIN4nBaeT o6u.|,ee BpemMsA
CKaHupoBaHuUA U 3aHNMaeT 60J1bLLNA 06 bEM CUCTEMHbIX pecypcos.

— CKaHMpOBaHWe BHYTPU apXMUBOB. Bbi6epute 3Ty ONLMIO, €CJIN Bbl
XOTUTE MPOBEPUTb 3aapXMBUPOBaHHble Gaifibl Ha Hanuuue
BPEAOHOCHbIX NPporpamMm. ECiin Bbl peLunnmv UCnosnb3oBaTh AaHHYHO
onuuio, BaM Heo6X0AUMO HacCTpOUTb Clieaylowme napameTpbl
onTUMMU3ALUN:

« OrpaHunueHue pasmepa apxuea (M6). Bbl MOXeTe yCTaHOBUTb
MaKCUManbHO  AOMNYCTUMbIA  pa3Mep apxuBoB AN
CKaHupoBaHua. lMocTaBbTe (GJIaXXOK B COOTBETCTBYHOLLEM
rone v BBeAMTE MaKCHUMarsbHblii pasMep apxusa (B MB).

. MakcumanbHaa rnyéuHa apxuBa (ypoBHM). OTMeTbTe
COOTBETCTBYIOWMIN (GNaXoKk U  Bblbepute B MEHKO
MaKcumanbHyt0  ry6uHy  apxuBa.  [na  nydwei
NpOM3BOANTENBHOCTU BblGEPUTE HAUMEHbBLLEE 3HAaYeHUe, Ans
MaKCcUManbHON 3anThbl BbiGepuTe HaubosblLee 3Ha4YeHMe.

— CKaHMpoBaTb apXMBbl 3/IEKTPOHHOM NOYTLI. BbiGepuTe faHHYO
OMLMIO eCNIU XOTUTE PA3PELLMTbL NPOBEPKY MOYTOBbLIX COOBLLLEHNI
M noyToBbIXx 6a3, BKNtoUYas Takue dhopmaThl dannoB Kak .eml,
.msg, .pst, .dbx, .mbx, .tbb u gpyrue.

BaxHo

rlpOLLECC CKaHupoBaHua no4yTOBbIX apxuBoB ABNAETCA
AOCTaTO4YHO pecypcoeMKnm n MOXeT noBJIUATb Ha
npon3BoAnUTENbHOCTb CUCTEMBbI.

. PasHoe. Bbibepute cooTBeTCTBYHOWME DNaXKKy, YTOObI BKIOUYNTD
HY>XHble NapaMeTpbl CKaHUPOBaHWS.
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CKaHMpoBaHue 3arpy304HbIX CEKTOPOB. [TpoBepKa 3arpy304Hblx
CEKTOPOB CUCTEMbI. ITOT CEKTOP >KECTKOro AUCKAa COAEPXUT
KOMMbIOTEPHbIA KO, HEO6XOAMMbIA Ans 3amnycka npouecca
3arpysku. 3apakeHue BUPYCOM 3arpy3oy4yHOro ceKtopa MoXeT
NPUBECTM K TOMY, YTO AUCK CTaHET HeJOCTYMNEH U Bbl HE CMOXKETe
3arpysuTb CUCTEMY M NONYYUTb AOCTYN K CBOMM AaHHbIM.

CkaHupoBaHMe peecTpa. Bbibepute 9TOT napametrp Ans
CKaHMpoBaHus kitoyen peecTtpa. Peectp Windows — aTo 6a3a
JaHHbIX, B KOTOPOM XPaHATCSA HACTPOMKM W napameTpbl
KOHpUrypaumm pna KOMMOHEHTOB OMepPaLUOHHON CUCTEMbI
Windows 1 ycTaHOBIEHHbIX NPUTOXEHWUN.

CKaHMPOBaHMe Ha Hann4yue pyTKkKuToB. Bb|6ep|/|Te 9TOT napamMeTp
ONA CKaHUpOBaHUA Ha Hallmyne pyTKUToB U 06BHEKTOB, CKPbITbIX
C NOMOLbKO TAKOro nporpaMmMHoOro obecrneyeHus.

CKaHMPOBaHME Ha HaJinume KnaBuaTypHbIX LUMUOHOB. Bbl6epVITe
OJAaHHYHO onuuw AJ5iId CKaHMpoBaHUA CUCTEMbl Ha Halndue
KnaBMaTypPHbIX LUMUOHOB.

CkaHupoBaTb 06l Me ceTeBble pecypcbl. 3Ta ONuUUsA CKaHUpyeT
NOAKIIHOYEHHbIE CETEBbIE ANCKMN.

Ans 6bICTPOro CKaHMPOBaHUA 3Ta ONUUA OTKJOYeHa Mo
yMosi4yaHmto. [151 NoSIHOro CKaHMPOBaHUSA ONUUA aKTMBMPOBaHa
no ymMonuyaHuio. [1is ckaHUpoBaHus Nno Bbi6opy Nonb3oBaTens,
ecnm Bbl ycTaHoBUTE ypoBeHb 6e3onacHoOCTH
MHTeHCcUBHbII/HopManbHbii, NapameTp CKkaHUpoBaHue 06Lux
ceTeBbIX PecypcoB BKJHOUaeTCs aBToMaTuyecku. Ecnm Bbl
yCTaHOBMUTe ypoBeHb 6e30MnacHOCTV PekoMeHayeMblii, napameTp
CKaHuMpoBaHMe O6LMUX CeTeBbiX pPecypcoB aBTOMaTUYecKu
OTKJ/OYaeTCA.

CKaHMPOBaHMe namMmAaTu. Bbl6epMTe 9TOT nNapameTp Anda
CKaHnpoBaHuUA nporpamMmm, 3anyLleHHbIX B CUCTEMHOM NaMATW.

CkaHupoBaHue ¢ainos cookie. Bbibepute 3Ty onuuio ans
cKkaHupoBaHus cookies-pannoB, coxpaHeHHbIX 6pay3epamMu Ha
KOMMbIOTEpPE.

CKaHUpOoBaHUe TOJIbKO HOBbIX/U3MeHeHHbIX (aitnoe. CkaHupys
TONIbKO HOBble U M3MEHEHHble (aisibl, MOXHO 3HAUYUTESIbHO
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NnoBbICUTb 06LLEee 6bICTp0ﬂeﬁCTBMe CUcTemMbl C MUHMMaAJIbHbIMMU
noTepamMun B 6e30MacHoCT!.

— CkaHupoBaHMe Ha Hanuuue MNOTEeHUUANbHO HeXXenaTeNbHbIX
npunoXxeHut (PUA). MoTeHUManbHo HeXenaTesbHbIe MPUIIoXeHUS
(PUA) aTo nporpammbl, KOTOpble MOTyT 6bITb HeXenaTeNbHbIMY
ana K, anHorga v noctaBnATLCA B KOMIMJIEKTE C NPOrpaMMHbIM
obecnevyeHveM 6ecrnniaTHOro. TakvMe MporpamMmbl MOryT 6bITb
ycTaHoBJeHbl 6e3 cornacus (Takxxe Ha3blBaOTCS peKnaMHbIMU)
WJIM BKJTHOYEHbI M0 YMOJIHaHWUIO B KOMIIEKT 9KCMpecc-yCTaHOBKMU
(kak gononiHeHue). MoTeHUManbHOE BO34ENCTBME 3TMX NPOrpaMm
3aKJ/lilovaeTcaA B MNOKase BCMJbIBAOWMX OKOH, YCTaHOBKe
HeXxenaTtesibHbIX MaHenlemn WHCTPYMEHTOB B 6paysepe Mo
YMOJTYaHUNIO WK paboTe HeCcKONbKMX MpoueccoB B (GOHOBOM
pexxume, 4TO 3aMesigeT NPOM3BOAUTENIbHOCTb KOMMbIOTEpa.

- CKaHMPOBaHMe CbeMHbIX HOCUTENEN. Bbl6epVITe 9TOT NapamMeTp
ona CKaHnpoBaHuA JIO6bIX CbEeMHbIX HaKonuTenen,
noAKJiro4aeMbIX K KOMMbHOTEPY.

. [JeiictBua. B 3aBucuMocTM OT Tuna o06HapyXeHHoro danna
aBTOMAaTUYECKM BbIMNOSHAKTCSA crnefyoLline AencTBus:

[JelicTBue npu o6HapyxeHun 3apaxkeHHoro ¢aina. Bitdefender
onpegenseT dannbl Kak 3apaXeHHble C MOMOLLbI PasfInYHbIX
nepefoBbiX MEXaHWM3MOB, KOTOpble BKJIHOYAKOT CUrHATYpbl
BpefoHocHoro [0, TexXHONormM MalMHHOMO O06y4YyeHua W
UcKyccTBeHHoro uHTennekta (MWN). AreHT 6e3omacHOCTU
Bitdefender moxkeT yaanuTb BpeJOHOCHbIN KO U3 3apaXXeHHOro
daina n BoccosaaTtb UCXOAHbIN dann. ITa onepauua n3BecTHa
Kak JieyeHue.

Mo ymMonyaHwuto, ecnu 3apaxKeHHbln (ann obHapy>KeH, areHT
6esonacHocTn Bitdefender aBToMaTuyeckum nonbiTaeTcH
BblleunTb ero. Ecnu dann He ypaetca BblUIeYUTb, OH
nepeMellaeTcs B KapaHTUH B LUenAX npeaoTBpalleHus
pacnpocTpaHeHusi Bupyca.

BaxHo

B cnyyae onpepeneHHbIx TUMOB BPeAOHOCHbIX MPOrpamMM JieueHue
HEBO3MOXXHO, MOCKOJIbKY OOHapyXeHHbIM dann sBnsetcs
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MONIHOCTbIO BPEAOHOCHbIM. B TakuMx cnyyasx BbiNosHseTcs
yhaneHve 3apa)xeHHoro davina ¢ gucka.

JeiicTBue npu obHapy)XeHun nogospurenbHoro dawna. [ns
06Hapy>KeHus Nofo3puTenbHbix dannos Bitdefender ucnonbsyer
OBpUCTUYECKUI aHaM3 U Apyrue TexHosorun . Takoln noaxon
o6ecneynmBaeT BbICOKUI YPOBEHb O6HAPYXKEHUS, HO B HEKOTOPbIX
cny4yasix Mosib3oBaTeslb AOJDKEH 3HATb O CJlyvyasiX JIOXKHbIX
CUrHasoB (YMCTble daisibl, onpeaeneHHbIe Kak Nogo3pUTeSbHbIE).
JleyeHne nopo3puUTeNbHbIX (ayioB HEBO3MOXHO, MOCKOJIbKY
npoueaypa jieyeHus HegoCTyMHa.

Mo ymon4yaHuto, 3afiauv CKaHMPOBaHWS HaCTPOEHbl UTHOPUPOBAaTb
nopospuTenbHble dhannbl. Bol MoOXeTe U3MEHUTb AencTBUe No
YMONYaHuto, YTobbl NepemMelLaTb NoAo3puUTeNbHble dannbl B
KapaHTUH. MoMellLeHHble B KapaHTKH halnbl OTNPaBAsOTCA Ha
aHanus B na6opaTtopwuto Bitdefender Ha perynsapHoii ocHoee. Ecnin
Hanuune BpepoHocHoro [10 noAaTBepXAeHo, BbiMycKaeTcs
CUrHaTypa, KoTopas N03BONNT ero yaanuThb.

Korpa HaipgeH PpyTkuT. PyTknTbl npeactaBnsatoT  cobon
cneuvanManpoBaHHOe NPporpaMMHoe obecrnedeHmne, UICnosib3yeMoe
ANsi Toro, Ytobbl CKpbITb (annbl onepaluoOHHON CUCTEMBbI.
OpfHaKo, PYTKMTbl 4YacTO WCMONb3YTCH, 4YTO6bl CKPbITb
BPeAOHOCHbIe NMPOrpamMmmbl, M60 ANsi COKPbITUS NMPUCYTCTBUSA
3/10YMbILUJIEHHUKA B CUCTEME.

O6Hapy>KeHHble PYTKUTbI U CKpbITble (aisibl No yMonyaHuto
UrHOPUPYIOTCS.

XOTS1 8TO U He peKOMeHAYeTCS, Bbl MOXETE U3MEHUTb AENCTBUE MO
yMOn4YaHuto. MoXHO 3aaaTb AOMNONHUTENbHOE AEACTBUE, KOTOpOoe
6yAeT BbIMNOSIHEHO B ClyYae, eC/in He yAanocb BbIMOMHUTL NEPBOE,
a TakXXe pasnnyHble AeNCTBUS 1S KaXA0W U3 KaTeropuin. Belbepute
B COOTBETCTBYIOLMUX MEHIO NEPBOE N BTOPOE AENCTBUE, KOTOPbIe
O6yAyT BbIMOJSIHATLCS B OTHOLUEHUWM BCEX TUMOB OGHAPYXXEHHbIX
dhannos. JocTynHbI cneaytoLne AencTBus:

JleunTtb

Ypansetr BPeAOHOCHbIM KOA M3 3apaXeHHbix (ainnos.
PekomMeHayeTcs Bcerga fepxaTb 3TO AeNCTBME B KayecTBe
nepBoro, 4Tobbl 6bITb B Kypce 3apaxkeHHus dhansos.
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MepemewieHue ¢paitNioB B KapaHTUH
MNepemellaeT 3apaXkeHHbIe haiinbl U3 UICXOAHOIO PACMONIOXKEHUS
B Manky kapaHTuHa. ®ainbl, NOMeLLeHHbIe B KapaHTWH, HE MOTYT
6bITb BbIMOJIHEHbI UM OTKPbITbI; TAKUM 06pa3oM, He BOSHUKAeT
pYCK 3apaXkeHus. Bbl MokeTe ynpaBnaTb hainnamu B KapaHTUHe
Ha cTpaHuLe KoHconu Quarantine.

Ypanutb
Ynansaet o6Hapy>XeHHble dhansibl ¢ Anucka 6e3 npeaynpexaeHus.
XenatenbHo n3beraTb UCMONb30BaHWE 3TOMO AENCTBUSA.

MponycTuthb
Hukakux pencteun He 6yaeT NpeanpuUHATO B OTHOLUEHWUU
o6HapyXeHHbIX ¢anoB. 3T dannbl 6yayT oTobpaxkaTbes
TOJbKO B XXypHasie CKaHUpOBaHMUS.

- HEDEVIAMTE Ha BKJ1agKy Lienb, 4YTOObI HAaCTPOUTb MECTOMOJI0XXEeHUA,
KOTOpbIle Bbl XOTUTE NPOCKaHUPOBaTb Ha KOMIbOTEPAaXx.

B pasgene CkaHMpoBaHMe Lienu Bbl MoXxeTe f06aBUTb HOBbI haitn unm
nanky, KoTopble Heo6X0ANMO NPOBEPUTb:

a. Bbl6epVITe npeponpepesieHHoe MecCTopacnosioXXeHne n3
BblMagakoLlero MeHo Uin BBeanTe KOHKpPeTHbIE MYTU B KOHKPEeTHbIe
NyTU, KOTOPble Bbl XOTUTE NPOCKaHUPOBATb.

b. Ykaxute nyTb K O6'beKTy Ana  CKaHupoBaHuMA B noJe
penakTupoBaHua.

. Ecnu Bbl BbliGpanu npegonpegesieHHoe MeCTO, HeEo6X0AUMO
KOPPEKTHO 3aBepLINTb NyTb. Hanpumep, ans ckaHMpoBaHuUs Bcew
nanku  IporpaMHbe dariser,  AOCTATOYHO  BblOpaThb
COOTBETCTBYIOLLEE NpeaonpeAeneHHOe MeCTO U3 BbiNaAatoLLero
MeHI0. 11191 CKaHUPOBaHUSA KOHKPETHOM Nanku us MiporpaMHbe
darise, HE06X0AMMO 3aBEPLUNTL NYTb, 06aBMB 06PATHYH KOCYHO
yepTy (\) ¥ MMS Nanku.

. Ecnu Bbl BbiGpanu KoHKpeTHbIe NyTH, BBEAUTE MOJSHBIA MYTb K
06bEKTY MpPOBEPKU. YKenaTenbHO WCMONb30BaTb CUCTEMHbIE
nepemeHHble (B COOTBETCTBYHLLMX Clydyasix), 4Tobbl 6biTb
YBEPEHHbIM, YTO MNyTb [AEUCTBUTENEH AJIi BCEX HYXHbIX
KOMMbIOTEPOB. s nonydeHus 6onee nogpo6Hon uHhopmauum
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0 CUCTEMHbIX MNepeMeHHblX, obpaTutecb K «CucTemHble
nepemeHHble» (p. 611).

c. Haxxmute cooTBeETCTBYHOLLYIO KHOMKY & [lo6aBUTD.

YT06bI U3MEHUTH CYLLECTBYIOLWMA MYTb, HAXXMUTE Ha Hero. YTo6bl
yOanuTb MNanky M3 crnmcka, HaXXMUTe COOTBETCTBYIOLLYIO KHOMKY &
Ypanutb.

[ns areHTa 6€30MacHOCTN BaM HEO6X0AMMO BBECTU yYeTHble AaHHble
nonb3oBaTens ¢ NpaBaMu YTEHUA/3anMcu ans BblOPaHHbIX CETEBbIX
OWUCKOB, YTOObl UMETb BO3MOXHOCTb MOJIYYNTb AOCTYN U BbINOSHUTD
TpebyeMble LefCTBMA HA 3TUX CETEBbIX ANCKAX.

Haxxmunte Ha paspen UcknioueHusn, ecnm Bbl XOTUTE ,ELO6aBI/ITb
UCKNHo4eHus.

* Exclusions

© Use the exclusicns defined in Policy > Antimalware > Exclusions section

Define custom exclusions for this scan

E K=

3ajaya CKaHMPOBaAHMUS KOMIMbIOTEPOB - [lo6aBiieHWe UCKITHOYEHMI

Bbl MOXXeTe b0 MCNonb30BaTb UCKIHOYEHUS OnpeAeneHHble MOSIMTUKON,
M60 onpefennTb fABHblE WUCKJIIOYEHMA [AnA  Tekywend 3ajauu
CKaHupoBaHus. 3a 6oJiee NoApPo6HON MHPOopMaLMen 06 UCKIHOYUYEHUSIX,
obpaTtutech K «McknroueHus» (p. 312).

7. Haxmute COXpaHMTb, 4YTOObI co3aaThb 3agady CKaHUpoOBaHUA. lMosBMTCA OKHO
noATBEPXAEHUA.

Bbl MOXeTe NnpocMaTpuBaTh M yNpaBnsATh 3ajadyaMu B pasgene CeTb > 3agaum.
[Onsa nonydyeHun 6osiee noapo6Hon uHdopmauuu, obpatutech K «pocMoTp U
ynpaeJieHve 3agadamm» (p. 223).

YnpaeneHue ceTeBbIMU 06bEKTaMM 87




Bitdefender Grawt\/Zome

S

unfollow the traditional

Mpumeyanmne

YT06bI 3annaHMpoBaTh 3aavy CKaHMPOBaHUS, nepeinguTe Ha cTpaHuLy MonuTuky,
BblGepUTe MONIMTUKY, KOTopasi 6yaeT HasHayeHa TpebyeMbiM KOMMbkoTepam U
fo6aBbTe 3afiauy NpoBepKu B pasaene 3alguTa oT BpefOHOCHbIX nporpaMmm > Mo
TpeboBHMIO. [1nA nonyyeHus 6onee noApo6HoOM MHbopMauuu, obpaTuTecb K
«CkaHupoBaHue no 3anpocy (On-Demand)» (p. 290).

CKaHMpOBaHMe PUCKOB

Bbl MoxeTe B sito60oe Bpems 3anyCcTUTb 3afayuM CKaHWPOBAHWUS PUCKOB MO
Tpe60oBaHMIO Ha BbIGPaHHbIX KOHEYHbIX TOYKAaX, BbINOSIHWUB Clieayowme AencTBuns:

1. Mepengute B pasgen CeTb.

2. MNpocMoTpUTe KOHTENHEpbl B JIEBOW YacTW 3KpaHa U BbiGepuTe KOHUYEeHble
TOYKM, KOTOPbIE Bbl XOTUTE CKaHUPOBAaTb.

3. Haxmute KHOMKY & 3an,aqv| n Bbl6epI/ITe CKaHI/IPOBaHVIe Ha Haim4yne pUcKos.

Byaetr noaABnATbCSA COO6WEHME C TpebGoBaHMEM MOATBEPXKAEHUA 3anycka
CKaHMPOBaHWUA Ha HannyMe PUCKOB.

MpumeyaHmne
CKaHVIDOBaHVIe Ha Haan4dne puckos 6yp,eT 3anyuw,eHo npu Bcex nokasarensx,
KOTOpble aKTUBUPYHOTCA MO YMOJI4aHUIO.

4. TMocne ycnewHoro 3aBeplleHWs onepauuM Bbl MoXeTe nepelTM Ha
BKNagKyHernpaBunbHasa HacTpolika cTpaHuubl  PUCKOB 6e3omacHoCTH,
npoaHanvMaupoBaB WX, W Bbli6paTb TMoOKa3aTenu, KoTopble cneayeT
NpourHopupoBaTb.

OueHKa BCeX pUCKOB KOMMaHUM 6yeT NepecMOTPEHA B CBSA3Y C OCTaB/IEHHbIMM
6e3 BHUMaHUA UHAMKaTOpaMM puckKa.

Mpumeyanue
YT106bl NPOCMOTPETb MOJIHbIA CMMCOK UHAUKATOPOB U UX OMUCAHUE, CM. 3Ty
cTaTbto basbl 3HaHWN.

BaxxHo
3ap,a\4V| CKaHMpOBaHMe PUCKOB He SaI'IYCTﬂTCFI/He 6y,u,yT BbIMNOJIHATbCA HaA KOHEYHbIX
TOYKax B cnefyrouwmx cutyaumax:

« Ha KoHeyYHoW TouKe HeT ornepaLlnoHHon cucteMbl Windows.
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o JlnueHsusa areHTa KoOHeyHol Touku Bitdefender HegencTBUTENBHA.

o [Monutuka, NpUMeHEHHas K KOHEYHOW TOUKe, OTKIoUUna Moaynb ynpaeneHus
pucKamu.

3ajaum natyent

PekomeHayeTcsl perynsipHo npoBepsiTb 06HOBJIeHMA 0 U NPUMEHATb UX Kak
MOXXHO ckopee. GravityZone aBTOMaTU3MPYET 3TOT NPOLIECC C MOMOLLbHO NOJIMTUK
6e30MacHOCTU, HO eC/i BaM HY>KHO 06HOBUTL NporpaMMHoe o6ecrneyeHune cpasy
Ha onpefesieHHbIX KOHEYHbIX TOYKax, BbIMOJHWTE criedylolune 3ajauv B
cneayoLlemM nopagke:

1. CkaHupoBaHwue natya

2. YcTaHoOBKa naTtya

TpeboBaHus K cUcTeME

e« AreHT 6e3onacHocTu C mMoaynemMm ynpaBieHua ncnpasneHnAMU
yCTaHaBJIMBaeTCA Ha KOHEYHbIX TOYKaX.

« [nsa yCnewHoro BbIMNMOJIHEHUA 3a4a4y CKaHUPOBaHUA U YCTAHOBKU KOHEYHbIE
Toukn Windows AOJDKHbI COOTBETCTBOBATL ClieAyHOWNM YyCINOBUAM:

— JloBepeHHble KOpHeBble LeHTpbl cepTudmkaumum xpaHuT Ceptudukar
KopHeBoro LIC DigiCert Assured ID.

— TMpomMeXXyTouyHble LUeHTpbl cepTUUKaALMM BKIIOYAET B CebA LLeHTp
cepTudukauyum nognucaHHoro koga DigiCert SHA2.

— Ha KoHeYHbIx ToYKax ycTaHoBNeHbI ucrpaenexus gns Windows 7 u Windows
Server 2008 R2, ynoMsiHyTble B aTou cTaTbe Microsoft: PekomeHgauum no
6e3onacHocTu Microsoft 3033929

CkaHupoBaHue natya

KoHeYHble TOYKM C yCTapeBLMM MPOrpaMMHbIM o6ecrneyeHneM ys3BUMbl ANs
aTak. PekoMeHayeTcA perynsipHo npoBepsiTe U ycTaHaBNUBaTb 06HoBNeHWe MO
Ha KOHEeYHbIX ToYykax. YTo6bl CKaHMpoOBaTb KOHEYHble TOYKM Ha Hanuuue
NPOMYLLEHHbIX UCMIPABNEHUH:

1. Mepengute B paspen CeTb.

2. Bbibepute KomnbloTepbl M BUpPTYyasibHble MaLUUHbI U3 MEHIO BUO0B.
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3. BbibepuTte xenaemblil KOHTENHeP B JIeBON NaHenn. Bce KOHeYHble TOUYKM U3
BbIGPAHHOr0 KOHTENHepa 0TO6pasATCs B NpaBoW NaHenu Tabnumubl.

4, Bbl6epVITe LieneBblé KOHeYHble TOYKHN

5. Haxmute KHOMKy © 3agaum B BepxHeW 4yacTu Tabnuubl U Bblbepute
CkaHupoBaTb ucnpaBneHus. [10SIBUTCS OKHO NMOATBEPXAEHMSI.

6. HaxxmuTte [la uT06bI NOATBEPAUTL 3a[a4y CKaHUPOBaHUS

Korpa 3apauya 3akaHuuBaeTcs, GravityZone pobaBnsieT B MHBeHTapb
UCnpaB/ieHUI BCe UCMpaBiieHNs, He06XoANMble AJIA BalLero NporpamMMHoOro
obecneyeHus. [lononHUTeNbHbIE CBEAEHUSA CM. B pa3fese «/HBeHTapusauus
natya» (p. 214).

Bbl MOXeTe npocMaTpuBaTb M yNpaBnsTh 3agadaMu B pasgene CeTb > 3agaum.
Ona nonydyeHuns 6osiee nogpo6Hon MHbopmaumm, obpatTutech K «[lpocMoTp 1
ynpaeJieHve 3agadamm» (p. 223).

Mpumeyanune
YT106bI 3anaHupoBaTb CKaHUpOBaHUE MCﬂpaBﬂeHI/IVI, U3MEeHNTE MNOJINTUKMU,
Ha3Ha4eHHble LueneBbiM KOHeYHbIM TO4YKaMm, U HaCTpOVITe napamMmeTpbl B pasaene
YnpaBneHue ucnpaeneHusimu. [1na nonyyeHus 6onee nogpobHow MHGopmaLmu,
obpaTuTech K «YnpasreHune ucnpasneHmamm» (p. 363).

YcraHoBKa naTya

YT106bI yCTaHOBUTL 1 MM HECKOJIBKO UCMPaBfieHN Ha LieIeBON KOHEYHOWN TOYKE:

1. Mepengute B pasgen CeTb.

2. Bbibepute KomnbioTepbl M BUpTyasibHble MaLUUHbI U3 MEHIO BU/0B.

3. BbibepuTe Xenaembii KOHTEMHEP B NIEBOW NaHenn. Bce KOHeYHble TOUYKK U3
BbIOPAHHOIO KOHTENHEepa 0TOO6pa3ATCS B MPaBoOW NaHenn Tabnumubl.

4. HaxmwuTe KHOMKY © 3agaum B BEpPXHeW YacTu TabnuLbl M BbibepuTe YCTaHOBUTD
ucnpaeneHus.

MosiBUTCA OKHO HacTpoeK. 3hecb Bbl MOXeTe MPOCMOTPeTb BCE MaTuy,
OTCYTCTBYIOLIME HA LieNIeBbIX KOHEYHbIX TOYKaX.

5. Tpu Heo6Xx0AMMOCTM UCNOSb3YNTe NapaMeTpbl COPTUPOBKM U GUNbTpaLmn B
BEpPXHEN YacTu Tabnuubl, YTO6bl HANTU KOHKPETHbIE NCNPaBJIEHUS.

6. Haxmute kHonky Il Cton6ubl B BepxHen MpaBOM 4acTW NaHenu, YTobbl
NPOCMOTPEeTb TONIbKO COOTBETCTBYHOLLYO NHbOpMaLuio.
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Bbl6epMTe ncnpaeseHud, Kotopoe Bbl XOTUTE YCTAHOBUTD.

HEKOTOpre ncnpaeneHnAa 3aBUCAT OT APYyrux B Takom cny4yae OHMU
aBTOMaATU4YECKU BbI6VIpaI'OTCF| OQUH pa3 BMeCTe C UcrpasJieHUEM.

Mpu HaxkxaTum Ha HoMmepa CVE mnnu MpoayKTbl 0TOOpasnTCA NaHesb C JIEBON
CTOPOHbI. [aHenb cogepXXuT ONONHUTENbHYO MHOPMaLUIo, Takyto Kak CVE,
KOTOpble UCnpaBnsieT UcCnpaBieHne, N NPoAYyKTbl, K KOTOPbIM NPUMeHSeTCA
ucnpasneHune. Kak TonbKo npouyntaeTe, HaXXMuTe 3aKpbiTb, YTOObI CKPbITh
naHesnb.

Bbi6epuTe Mepe3arpysnTb KOHeYHble TOYKHU NOCJie YCTaHOBKU UCMPaBJieHus,
ec/im Heo6XxoAUMO, YTO6bl Mepes3anyCTUTb KOHeYHble TOUYKM cpasy nocne
YCTAHOBKW UCNpaBJieHusl, ecnu TpebyeTcsi nepesarpyska cUcTembl. YUTuTe,
YTO 3TO AeicTBME MOXET NpepBaTb CeaHc Nosib3oBaTess.

LLlenkHuTe YCcTaHOBUTD.

3apaya ycTaHOBKU co3faeTcs BMecCTe ¢ Nog3ajavyaMu 41s KaXK[,0M LeneBou
KOHEYHOM TOYKM.

Bbl MOXeTe npocMaTpuBaTh U yNpaBnAaTb 3afadyamMu B pasgesne CeTb > 3agaum.
[ns nonyuyeHus 6onee noapo6bHon MHbopmMaLmu, obpaTutech K «[pocmoTp 1
ynpaeJieHve 3agadamm» (p. 223).

MpumeyaHmne

o YT06bI 3annaHMpoBaTb pasBepTbiBaHWE WCMPaBNEHUW, U3MEHWUTE MONUTUKM,
Ha3Ha4eHHble LieNleBbIM KOHEYHbIM TOUKaM, M HACTPONTe MapaMeTpbl B pasgene
YnpaBneHue ucnpaeneHussMu. [1na nonyyeHus 6onee nogpo6HON MHGopmaLmu,
obpaTutech K «YnpasneHue ucrnpasneHusamu» (p. 363).

o Bbl TakXke MoxeTe YCTaHOBUTb UWCMpaBfieHWe co cTpaHuubl WHBeHTapb
McnpaBneHum, HaunHas C onpeaeneHHOro MHTepeCyoLL,ero Bac ucnpasnexHus. B
9TOM crnyyae Bbl6epuTe UcrnpasrieHne n3 CnMcka, HaxXM1Te KHomMKy YCTaHOBUTb
B BEpPXHEN YacTu Tabnmubl U HACTPOMTE NapamMeTpbl YCTAHOBKM UCTPaBEHUS.
[JononHuTenbHble cBeleHUsl CM. B pasgene «YcTaHoBKa natyein» (p. 218).

o [locne ycTaHOBKM WCMpaBfieHUs Mbl PEKOMEHAYeM OTnpaBuTb 3ajaudy
CkaHupoBaTb WCMpaBleHUsI KOHEYHbIM To4ykaM. 3To [JedACTBUME OGHOBUT
uHdpopmauuio 06 MCMpaBneHuW, COXpaHeHHyto B GravityZone pans Bawmx
ynpaBJisieMbIX CeTel.

Bbl MOXKeTe yaanuTb ncnpasJsieHus:

YnaneHHo, oTnpaBuB 13 GravityZone 3ajauva yaaneHns ncnpasieHuii.
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JlokanbHO Ha KOHEYHOW Touke B 3TOM crlyyae BaM HeO6XOAMMO BOWTM B
CUCTEeMY KaK agMUHUCTPATOP KOHEYHOW TOUYKM U 3anyCTUTb AEUHCTaNNATop
BPYYHY!IO.

CkaHupoBaHue Exchange

Bbl MOXeTe yaaneHHo ckaHupoBaTb 6a3y AaHHbIX cepBepa Exchange, 3anyctus
3apauy Exchange Scan.

[ns Toro, YTo6bl CKaHMpoBaTh 6a3y AaHHbIX Exchange, HE06X0AUMO BKNOUUTD
CKaHMpOBaHWe Mo 3anpocy, ykasas yuyeTHble faHHble agMuHUcTpaTopa Exchange.
[nsa nonyyeHus 6onee nogpo6Hon MHbopMauun, obpatutech K «CkaHMpoBaHue
xpaHunuwa Exchange» (p. 391).

[na ckaHvpoBaHusa 6a3bl faHHbIX cepBepa Exchange:

1.
2.
3.

Mepengute B pasgen CeTb.

Bbi6epuTe KomnbioTepbl U BUPTYasibHble MALUIMHbI U3 MEHIO BU/OB.

B neBou naHenu, BbibepuTe rpynny, CoaepKaLLyto HyXXHbIn cepBep Exchange.
YXenaembiii cepeep Bbl MOXeTe Bbi6paTb B NpaBoi NaHesu.

Mpumeyanue

Mpu XenaHuu, Bbl MOXeTe WUCMoJSIb3oBaTb (GUbTPbLI, YTO6bI 6bICTPO HANTK

HY>XHbIN cepBep:

« Haxmute m™MeHio O®unbTpbl UM BbibepuTe criegylowuve napamMeTpbl:
Ynpaensiembiit (Exchange Servers) Ha Bknaike besonacHocTb 1 Bce NyHKTbI
peKypcuBHO Ha Bknagke Mny6uHa.

« BBegute uma cepsepa unu IP-agpec B HY>XHOM none noj 3arosioBKOM
COOTBETCTBYHOLLEro CTON6La.

OTmeTbTe dnaxkoM cepeep Exchange, 6a3y gaHHbIX KOTOPOro Bbl XOTUTE
npoBepuUTh.

Haxmute KHonky 3agauM B BepxHel yacTu Tabnuubl u BbibepuTe Exchange
Scan. [MosIBUTCSA OKHO HaCTPOeK.

HacTpoWiTe napameTpbl CKaHUPOBaHUS:

. O6wee BBepnTe noaxoasiiee UMs 3agaumn.

ans 6onblunx 6a3 AaHHbIX 3aja4a CKaHUpOBaHUA MOXXeT 3aHUMaTb MHOIO
BpeMeHN U MOXXeT NOBJINATb Ha NPOU3BOANTESIbHOCTb CcepBepa. B Taknx
cnydasax, yctaHoBuUTe CI)J'Ia)KOK OcTaHoBUTEe CKaHupoBaHue, eciin 31o 3aimeT
6onbLue BPeéMeHHU, 4yem u BbI6paTb I'IO}J,XO}J,HI.LI,VII‘/II MHTEpBaJi BpEMEHN B
COOTBETCTBYHOLLEM MEHHO.
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Lienb Bbi6epuTe KOHTEMHEPbLI M 06BHEKTbI, KOTOpPble 6yayT NPOBEpPATLCS.
Bbl MOXeTe BbI6paTh AN CKAHMPOBAHUA: MOYTOBbIE ALLMKY, 06LLME NarnKK
WK 1 TO, 1 Apyroe. KpoMe 31eKTPOHHOM NOYTbI, Bbl MOXeTe Bbl6paTb Ans
CKaHMpoBaHUA Apyrue o6bekTbl, Takue, Kak KoHTakTbl, 3agaumn, @ypHuTypa
n Ony6nukoBaTb 3nemMeHTbl. Kpome TOro, Bbl MOXeTe YCTaHOBMUTb
cnefylolme orpaHUyYeHUs Ha COAEPXKMMOE, KOTopoe 6yaeT NpoBepAThLCS:
— ToNbKO HENPOUYUTaHHbIE COOBLLEHNS

— TONbKO 3/IEMEHTbI C BJIOXKEHUSAMM

— TonbKO HOBOE, MOJIyYEHHOE B YKa3aHHbI MPOMEXYTOK BPEMEHU

HaanMep, Bbl MOXeTe Bbl6paTb ONA CKaHMpoBaHUA TOJIbKO MNMUCbMa
NOYTOBbIX NOJSIb30BaTENEN, NPUHATbIE 3a NnocnegHne ceMb }J,HeVI.

Bbi6epuTe dnaxxok UcKnoueHUs, eC/iv Bbl XOTUTE ONpeaeNIMTb UCKITIOYEHUSA

Mpu CKaHMpOoBaHMKU. YTO6bl co3aTb UCKIHOUYEHME, UCTIONb3YITE Mo U3

3arosioBKOB TabnuLbl cnepyrowmm o6pasom:

a. Bbibepute TUMN PENno3nTOpPUs N3 MEHHO.

b. B 3aBMCMMOCTM OT TUMa XpaHWIMLLA YKaXWUTe OObEKTbl, KOTOpPble
NOJIXKHbI 6bITb UCKJTHOYEHbI:

MouToBbIN AWMK ALpec 3N1eKTPOHHOM NOYTbI
Obuwian nanka  [lyTb K nanke, HaYMHas C KOpHA KaTanora
Bbasa paHHbIX NpeHTudukaTop 6asbl AaHHbIX

MpumeyaHune

[nsa nonyyeHus naeHTudmkaTopa 6a3bl JaHHbIX, UCNONb3YNTE KOMaHAY
o6onoykmn Exchange:

Get-MailboxDatabase | fl name,identity

Bbl MOXeTe BBECTU TONIbKO OJIHY KOMaHAy 3a 0fuH pa3. Ecnny Bac ecTb
HECKOJIbKO 06'bEKTOB OJIHOMO TUMA, Bbl AO/MKHbI 3aAaTh CTOJIbKO NpaBul,
CKOJIbKO 3J/IEMEHTOB.

c. Haxmnte kHonky @ [l06aBUTb B BepxHeW 4yacTu Tabnuupbl, YTOObI
COXPaHUTb UCKJTIOYEHME U 106aBUTb €ro B CMIUCOK.

Ytobbl yaanuTb MPaBWI0O  UCKIIOYEHUA U3 CMKUCKA, HaXMuTe
COOTBETCTBYHOLLY KHOMKY & YaanuThb.
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MapameTpbl HacTpoiTe napameTpbl CKaHUPOBaHWUSI ANl COOGLLEHWI
3NIEKTPOHHOM NOYThI, COOTBETCTBYHOLLMX NPaBuUy:
— Twunbl oTCKaHMpPOBaHHbIX (hanoB lMcnonb3ymTte 3Ty ONUMIO, YTOGDI

yKasaTb, Kakue Tunbl painoB Bbl XOTUTE NPOCKAHMPOBATL. Bbl MOXeTe
CKaHupoBaTb Bce ¢aisbl (He3aBUCMMO OT UX PacLUMPEHUs), TOJIbKO
hannbl NPUNOXeEHUN UK onpegeneHHble TUMnbl Gannioe, KOTopble Bbl
cunTaeTe onacHbiMu. CkaHupoBaHuWe Bcex (ainoB obecneuynsaeT
HaUnyyLLyHo 3aLLMTY, B TO BPEMS KaK CKaHMPOBaHWE TOJIbKO MPUIOXKEeHUI
pekoMeHAyeTcA Ansl 6bICTPOro CKaHMPOBaHMUSI.

Mpumeyanue

darnbl NpunoXeHun 6onee ysa3BUMbI 4151 BUPYCHbIX aTak, YeM apyrue
Tunbl dawnoB. [Ona nonyyeHnss 6onee noapo6Hon wHdopmauuu,
obpaTuTech K «Tunbl hainnos npunoxennin» (p. 610).

Ecnu Bbl XOTUTE CKaHUPOBaTb Gaisibl ¢ ornpeAeneHHbIMU PaCLUMPEHUSIMMU,

y Bac ecTb [iBa BapuaHTa:

. [Nonb3oBaTenbckue pacluMpeHus, rae Bbl J0JDKHbI YKasaTb TOJIbKO
Te pacluMpeHusi, KoTopble 6yyT NPOBEPATLCS.

« Bce ¢aiinbl, Kpome onpegeneHHbIX pacLUMPEHUi, rae Bbl OJIKHbI
BBECTU TOJIbKO T€ paclUMpPeHUsl, KOTopble 6yayT NpPonyLLeHbl Npu
CKaHUpOBaHUW.

MakcumanbHblit pa3mep Brnoxxenus / Tena nucbma (MB). YcTaHoBuUTe

3TOT (raXkoK 1 BBEAWUTE 3HaUYeHUEe B COOTBETCTBYIOLLLEM MNOJIE, YTOO6bI

YCTaHOBUTb MaKCUMasibHO AOMYCTUMBbIW pasMep NpUKPensIeHHoro ganna

WM Tena COOBLLLEHUS SNEKTPOHHOM MOYTbI, KOTOPbIe 6yAYT NPOBEPATHLCS.

MakcumanbHas rny6uHa apxuBa (ypoBHen). YcTaHOBUTE (NaxoK U

Bbl6epUTE MaKCUManbHYH rNy6UHyY apxvMBa U3 COOTBETCTBYHOLLLErO NOJIS.

YeM Hue ypoBeHb My6UHbI, TEM Bbille NPOM3BOAUTENBHOCTb U HNXKE

CTerneHb 3alMThbI.

CkaHMpoBaHMe Ha HanuuuMe MNOTEeHUUaNbHO  HeXenaTeNbHbIX

npunoxxeHuin(PUA). YcTaHoBUTe 3TOT (hiaXkoK, YTo6bl MPOCKaHMPOBaTb

BO3MOXHOCTb MPOHWKHOBEHUSA BPEAOHOCHbIX WM HeXenaTeNbHbIX

NPUNOXEHU, TaKMX KakK NporpamMMbl NoKasa pekambl, KOTOPbIe MOTYT

YCTaHOBUTbLCA Ha cucTeMax 6e3 cornacus nonb3oBaTens, U3MeHUTb

noBefleHMe pasfiMyHbIX MPOrpaMMHbIX MPOAYKTOB WU  CHU3UTb

Npou3BOAMTENBHOCTb CUCTEMBbI.

ﬂeﬁCTBMH Bbl moxeTe YKa3aTb pas3JinyHble aBTOMaTU4eCckKkue p,eVICTBMﬂ
areHTa 6e30MacHoOCTH aona d)aVIHOB, B 3aBUCUMOCTMU OT TUMNa 06Hapy)+(eHm|.
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Tun o6Hapy>XeHus aenuT dannbl Ha TPU KaTEropum:

3apa)keHHbIX ¢ainos. Bitdefender onpenensaeT daiinbl Kak 3apaXeHHble
C MOMOLLbIO Pas3NYHbIX MEPEAOBbIX MEXAaHU3MOB, KOTOPbIE BKJIIOYAIOT
CUrHaTypbl BpefioHOocHoro MO, TeXHONOrMM MAaLIMHHOIO 06YYEHUs U
WCKYCCTBEHHOTO UHTennekTa (MN).

MoposputenbHble ¢anbl. 3TM  (annbl  onpeaeostoTcs, Kak
nofo3puTesibHble C MOMOLLBbIO 3BPUCTUYECKOrO aHanuMsa u Apyrux
TexHosorui Bitdefender. Takolt noaxon o6ecneynBaeT BbICOKUA YPOBEHD
06HapY)XXeHUs!, HO B HEKOTOPbLIX ClyYasix NoJib3oBaTeslb JAO/MKEH 3HaTb
0 c/yvyasx JIOXKHbIX curHanoe (4nctble Qaisibl, onpeaesneHHble Kak
NoAo03pUTESIbHBIE).

He ckaHupyembie aitnbl 3Tu paisnbl He MOTyT 6bITb MPOCKaHMPOBAaHLI.
9TO0 MOryT 6bITb (haisibl 3aluULLEHHbIE NaposieM, 3alwmndpoBaHHbIe,
nepenakoBaHHble U Apyrue.

[Ona kaxaoro Tuna o6HapyXeHusl, Bbl MOXeTe BblbpaTb AEACTBUSA MO
YMOJT4YaHUIO UM OCHOBHbIE M aflbTepHaTUBHbIE A,eNCTBUSA, eC/IM OCHOBHbIE
He BbINOJIHAKTCA. XOTA 3TO U HEe PeKOMEHAYETCA, MOXHO U3MEHUTb 3TU
JencTBUS B COOTBETCTBYHOLIUX MeHI0. Bbibepute genctBue, koTopoe 6yaet
NPUHATO:

Oe3uHduumpoBatb YaanseT BpefoOHOCHbIN KOA, U3 UHOULMPOBAHHbIX
(hainoB M BocCcTaHaBNUBAET UCXOAHbIV daiin. B cnyyae onpefeneHHbIx
TUNOB BPEeAOHOCHbIX MPOrpaMM JieyeHue HEeBO3MOXXHO, MOCKOJIbKY
o6HapyXeHHbIn  (ann  ABNSeTcA  MOJSIHOCTbIO  BPEAOHOCHbIM.
PekomeHpyeTca Bcerga aep)aTb 9T0 AeACTBUE B KayecTBe MepBoro,
YTO6bI 6bIThb B Kypce 3apaXkeHHUs1 pannoB. JleueHne Nofao3pUTENbHbIX
(haiinoB HEBO3MOXHO, MOCKOJIbKY NpoLelypa fieYeHns HeOoCTYMHa.
OTKNOHUTDb / yaanuTb NUCbMO. Ha cepBepax C ponbo MOrpaHUYHOro
TpaHcropTa (Edge Transport), 06Hapy)XeHHasi a/IeKTPOHHasi noyTa 6yaeT
OTKJI0HeHa ¢ owmbkon SMTP 550. Bo Bcex Apyrux cny4asx afieKTpoHHas
noyta ypansetrca 6e3 npegynpexpaeHus. XXenaTenbHo wusberaTb
ncnoJsib3oBaHMe 3TOro AencCTBUS.

Yaanutb dain Y gansiet npo6rieMHble BNOXEHUS 6€3 NpeaynpeXxXaeHus.
XenaTtenbHo nsberaTb CMONIb30BaHWE 3TOrO AEUCTBUS.

3ameHuTb (aitn. yaanset npobneMHble hannbl M BCTaBASIET TEKCTOBLIN
(aiin, KOTopbIV yBeAOMIISIET NONIb30BATENSA O MPUHATBLIX Mepax.
MepemecTuTb hain B KapaHTUH. [epemellaeT o6HapyXeHHble hanbl
B KapaHTWUH U BCTaBnsieT TEKCTOBbIN (ain, KOTopbi yBegomMnsieT
nosib3oBaTesisi 0 NPUHATbLIX Mepax. @ainbl, NOMeLLeHHbIe B KapaHTUH,
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HEe MOTYT 6bITb BbINOJSIHEHbI UM OTKPbITbI; TaKUM 06pasoM, He BOSHUKaeT
pUCK 3apaxeHus. Bbl MoxeTe ynpaBnsaTb ¢annamy B KapaHTUHE Ha
cTpaHuue KapaHTuH.

MpumeyaHue

MoxxanyncTa, o6paTUTE BHUMAaHWE, YTO KapaHTUH Ansi cepBepoB Exchange
Tpe6yeT AONOJIHUTENbHOE ANCKOBOE MPOCTPaAaHCTBO Ha paspgene, rae
YCTaHOB/EH areHT 6e3onacHocTu. Pa3mep KapaHTMHa 3aBUCUT OT
Konn4yecTBa XpaHALWNUXCA 3NEMEHTOB U UX pa3mMepa.

— He npeanpuHUMaTb HMKaKUX AencTBUM Hukakux aencTeui He 6yaeT
npeanpUHSITO B OTHOLLEHUM 06HapYXXeHHbIX hannoB. 3T Gannbl 6yayT
0oTOOpaXkaTbCsl TOJIbKO B XypHane ckaHupoBaHus. o ymonyaHuto,
3afaun CKaHWpPOBAHMSA HACTPOEHbl UFHOPUPOBATbL MOAO3PUTENbHbIE
dannbl. Bbl MoXeTe M3MEHUTb AEeWCTBUE MO YMOJIYAHMIO, YTO6bI
nepemeLaTb NOJO3PUTENbHbIE halfibl B KAPaHTHH.

— T[lo yMonyaHuto, Korga noyta COOTBETCTBYET OAHOMY MpaBwly, OHa
o6pabaTbiBaeTCS UCKIIHOUUTENIBHO TONbKO MM, 6€3 NPOBEPKU JHOObIX
APYrux ocTaBLUMXCA npaBui. Ecnmn Bbl XOTUTe NPOAOIXUTL NPOBEPKY
ApyrMMu npaBunamu, cHumuTe ¢naxok Ecnu ycnoBus npaBuna
coBMapjaloT, NpeKpaTuTb 06paboTKy ApyrMMu npaBuiamMu

7. Haxxmunte CoxpaHMTb, UTOObI CO3aaTb 3afa4y CKaHMpoBaHus. MosBUTCS OKHO
noATBEPXAEHMS.

8. Bbl MOXeTe npocMaTpmuBaTh M yrpaBnATb 3afgadamMu B pasgene Cetb > 3agauu.
[ns nonyyeHun 6onee nogpo6bHo MHbopMaLuun, obpaTmuTech K «[TpocmMoTp U
ynpaeJieHue 3agadyamm» (p. 223).

YcTaHoOBUTD

[ns 3aWwmuTbl KOMNLKOTEPOB € areHToM 6e3onacHocTu Bitdefender, Heo6xoanmo
YCTAHOBUTb €ro Ha KaXA0M U3 HUX.

BaxxHo

B N30JIMPOBAHHbIX CETAX, KOTOpPble HE UMEKT I'IpﬂMOVI CcBA3N C yCTpOﬁCTBaMVI
GravityZone, Bbl MOXeTe YCTaHOBUTb areHTta 6e3onacHoCTU C [00)11-1,¢] Pob
peTpaHcnsaTopa B aToM cnyyae, cBsisb Mexay ycTpocTBoM GravityZone v 4pyrumu
areHTamm 6e3omnacHoCcTU 6yp,eT OCyLLeCTBNIATbCA 4Yepe3 areHta peTpaHcndaummn,
KOTOprVI TaKXxe 6yp,eT BbICTyNnaTb B Ka4yeCTBe JIOKaJIbHOro cepeepa o6HOBMNEHUN
Ana areHToB 6ESOI'IaCHOCTVI, 3aumuiarownx n3oJIMpoBaHHYHO CeTb.
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[Tocne TOro, Kak Bbl yCTaHOBWIIN areHTa peTpaHCcnALmu, oH 6y}J,ET aBTOMaTU4yeCKun
O6Hapy)KVIBaTb He3alw U leHHble KOMNbOTEPbl B 9TOW Xe ceTu.

Mpumeyanune

. PEKOMEH}J,YETCH YTOO6bI KOMMNbKOTEP, Ha KOTOPOM Bbl YyCTaHOBUTE areHTta
peTpaHcnauuu, 6bin BCeraa BKJIKOYEH.

o EcnuareHT peTpaHcnsiLuum He yCTaHOBIIEH B CETU, 0BHApYXXeHWe He3aLLULLEHHbIX
KOMMbIOTEPOB MOXET ObiTb CAeNaHO BPYYHYlD MyTeM 3anycka 3afjauu
O6Hapy)xeHue ceTH.

3awmTa Bitdefender MoXeT 6bITb YyCTaHOBNEHA Ha KOMMbIOTEPAX YAaNeHHO U3
Control Center.

YpnaneHHas ycTaHOBKa BbiMofiHseTcss B (GoOHOBOM pexume, 6e3 Beaoma
nosibsoBaTens.

® Mpepynpexpaexue

Mepen ycTaHOBKOW, y6eautechb, YTO Ha KOMMbIOTEpe yAaneHo CyluecTByloliee
nporpamMHoe o6ecrieyeHne nsi 3awuTbl OT BpegoHocHoro MO u 6paHaMayap.
YcTaHoBKa 3awmThl Bitdefender BMecTe ¢ Apyrum nporpaMmHbIM o6ecneyeHnem
6e30MacHOCTM MOXET MOBAUATb Ha pPaboTy M Bbi3BaTb Cepbe3Hble Npo6siemMbl ¢
cuctemon. 3awmTtHuk Windows u 6paHpmayap Windows 6yayT OTKIHOYEHbI
aBTOMAaTMYECKM, KOrfja HauHEeTCs YCTaHOBKa.

Ecnv Bbl X0TUTe pa3BepHYTb areHT 6€30NacHOCTM Ha KOMMNbOTepe ¢ AHTUBMPYCOM
Bitdefender gns Mac 5. X, cHayana Heo6xoAMMO yAanuTb ero BpyYHyto. [ns
MHCTPYKUUM ANA BbINOSHEHUA CMOTPUTE 3Ty CTaTb 6a3bl 3HAHUMN.

Mpwv pasBepTbiBaHUM areHTa Yepes Linux Relay fOmKHbI BbINONHATHCS cnegytomne
ycnoBus:

o Ha koHeyHoI TouYke c Relay ponbto gosmkeH 6bITb YCTAHOBIEH NakeT Samba
(smbclient) Bepcun 4.1.0 wmnm Bbllwe M net binary/command pgns
pasBepTbiBaHus areHToB Ha Windows.

MpumeyaHmne
net binary/command 06bI4HO Ucnonb3yeTcsi ¢ samba-KIMEHTOM U/nnu

cTaHAapTHbIMK NakeTamu samba. B HekoTopbIx AMCTpubyTMBax Linux
(Hanpumep CentOS 7.4) net command ycTaHaBNAMBAeTCA TOMbKO, KOrAa

ycTaHoBsieH Samba Samba suite (Common + Client + Server). Y6eguTech,
YTO Ha KOHeYHoM Touke ¢ Relay ponbto gocTynHa net command.
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o Lenesble KoHeyHble Toukn Windows [OO/MKHbI MMETb AOCTYN K pecypcam
aAMWHUCTPUPOBAHMUA U CETMU.

o B ueneBbIx KOHEYHbIX ToYykax Linux u Mac fomkeH 6biTb BKIOYeH SSH u
OTKJ/IHOYeH BpaHamayap.

YT106bI 3aNyCTUTb 3ajayvy yaaneHHON YCTaHOBKM:

1.

2.
3.
4

MoaknouunTtechb n Bonante B Control Center.
Mepengute B pasgen Cetb.
Bbi6bepuTe KOMNbIOTEPbI U BUPTYasibHble MaLUUHbI U3 MEHIO BUAOB CeTeN.

BbiGepute HyXHy rpynny B NieBoW naHenu. O6GbeKTbl, copepaliuecs B
BblOGpaHHOM rpynne, 6yayT 0TOOpaXkeHbl B TabnuLe NpaBow NaHenu.

MpumeyaHmne

Mpu XenaHuu, Bbl MOXeTe NPUMeHATb GUIbTPbl AN 0TOBPaXKEHUsT TONbKO
HeynpaBnsieMbIX KOHEeYHbIX ToyeK. HaxmuTe MeHio OunbTpbl 1 BbibepuTe
cnegytouwme napameTpbl: HeynpaBnsiemble Ha Bknagke besonacHocTb 1 Bece
npeaMeTbl PeKypCUBHO Ha BKnagke My6uHa.

Bbl6epVITe 06BbEKTbI (KOHel-IHbIe TOYKU UM rpynrnbl KOHEYHbIX TO‘-IeK), Ha
KOTOPbIX Bbl XOTUTE YCTAHOBUTb 3aLlLUUTY.

Haxmute KHoMky ® 3agaunm B BepxHeW YacTu Tabnuubl U Bblbepute
YCcTaHOBUTD.

OTo6pasutcs mactep yctaHoBky Install Client.
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Install client X
Options
© Now

Scheduled

Automatically reboot (if needed)

Credentials Manager

User Password Description Action

tester  AEEmERRR ®

YctaHoBka Bitdefender Endpoint Security Tools u3 meHto 3agay

7. B pasgene Onuum, HacTponTe BPpEMSA YCTaHOBKM:
. Ceiuac, YTo6bl HEMEAJIEHHO HaYaTb pa3BepTbiBaHue.

. 3annaHupoBaHO, HaCTPOUTb WHTEpBan MOBTOPEHUS pa3BepTbiBaHuA. B
9TOM Crny4yae, BblGepUTE >XeNaeMblii MHTepBas BpeMeHu (exxeyacHo,
eXeaHEBHO WY eXXeHeLeNbHO) U HACTPOMTE ero B COOTBETCTBUM C BaLLUMU
noTpe6bHOCTAMM.

MpumeyaHmne

Hanpmmep, Korga HeKoTopble onepaunun Tpe6yeTcs=| BbIMOJIHUTb Ha HY)i(HOVI
MallnHe nepen yCTaHOBKOﬁ KJINeHTa (Hanpmmep, yaanedHne p[pyroro
nporpamMmMHoOro obecreyeHus n nepesarpyskum OC), Bbl MOXXeTe 3aryiaHnpoBaTb
3anyckK 3agadv pa3BepTbiBaHUA KaXKable 2 vyaca. 3ap,a\4a 6yp,eT 3anyckarbca
Ha Ka>XAoM KOMMNbHOTEpe KaXKble 2 yaca [0 Tex nop, Noka pa3BepTbiBaHUe
He 6yp,eT 3aBepLueHo.

8. Ecnv Bbl XOTUTe, YTO6bI 3afjaHHble KOHEYHbIE TOYKU Nepe3anycTUncCh nocre
3aBeplUeHNs YCTaHOBKM, BblibepuTe ABTOMaTuUecKas nepesarpyska (npu
Heo6Xxo0AMMoCTH) .

9. B paspene ,Llucnequp YYeTHbIX 3apay, YKaXute Yy4YeTHble [faHHble
aAMUWHUCTPAaTOopa, HEO6XOAVIMbIe ana yp,aneHHoﬁ ayTEHTI/ICI)I/IKaLl,VII/I Ha 3aaHHbIX
KOHeYHbIX To4dkaXx. Bbl MoxeTe ,D,O6aBMTb Y4Ye€THbl€ [OaHHble, Ha6paB nMmA
nonb3oBaTesid n naposnb, AnA Ka)K,ElOVI Bbl6paHHOﬁ Ol'lepaLl,I/IOHHOﬁ CUCTEMDI.
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Ba)xHo

Ons ctaHuuin nog Windows 8.1, Heo6xoAMMO NpeaoCcTaBUTb YYeTHble flaHHble
BCTPOEHHOW YYEeTHOM 3anucu aAMUHUCTpaTopa WM Y4YeTHOW 3anucu
agMuHUCTpaTopa goMeHa. [1ns nony4yeHusi nogpo6Hon nHpopmauum cMoTpuTe
3Ty CTaTbto 6a3bl 3HAHUN

YT06bl 106aBUTH HEO6XOAMMbIE YUYETHbIE AaHHble OC:

a. Beeaute nma nonb3oBaTens u naposb yquHOVI 3anmcnm agMUHUCTpaTopa
B COOTBETCTBYHOLLUUX MONAX 3arosioBkKa Ta6J'WIL|,bI.

Ecnn koMnbloTepbl HaxoAsATCA B AOMeHe, AOCTaTOYHO BBECTU yyeTHble
JaHHble aiIMMHUCTpaTopa JlOMeHa.

NcnonbsynTte npasuna nmeHosaxnua Windows npv BBoe UMeHUN y4YeTHOM
3anucu:

Ons MawuH us cnyx6bl KaTanoroB Active Directory ucnonbsyinte
CrneayrLNA CUHTaKCUC: username@domain . comM domain\username.

YT06bl 6bITb YBEPEHHbIM, YTO BBeAEHHble yyeTHble AaHHble 6yayT
paboTaTb, fo6aBbTe MX B 060ux BUAax (username@domain.com U

domain\username).

Ina mawuH u3 pa6oyen rpynnbl JOCTAaTOYHO BBECTU TOJIbKO UMS
nonb3oBaTtens 6e3 UMeHU paboyen rpynneoi.

Mpu XenaHuW, Bbl MOXeTe J06aBUTb OMMCaHUe, KOTOPOe NMOMOXET BaM
npoLLe onpeaesiMTb KaXabl akKayHT.

b. HaxmuTe kHonky & [lo6aBuTb. YueTHas 3anuck 6yaeT gobaBneHa B CNNCOK
YUYETHbIX JaHHbIX.

Mpumeyanmne
YKasaHHble y4yeTHble AaHHble aBTOMAaTU4Ye€CKUN COXPaHAKOTCA B MeHep,»(epe

YYeTHbIX AaHHbIX, TaK YTO BaM He NpunaeTca BBOAUTbL UX B cnep,yrou.mﬁ pas.
Onsa poctyna K gucnetyepy y4eTHbIX AaHHbIX, NPOCTO YKaXuTe Balle ums
noJsib3oBaTesid B NpaBOM BEPXHEM YIJly KOHCOJIN.

BaxHo

Ecnv npepocTaBfieHHble yUYeTHble faHHble ABNAITCA HeAeNCTBUTESIbHbIMY,
pasBepTbiBaHMe K/MEHTA Ha COOTBETCTBYIOLIMX KOHEYHbIX TOYKax He
npousonget. He 3abyabTe 06HOBUTbL yyeTHble AaHHble BBeaeHHou OC B
avcrneTtyepe yyeTHbIX AaHHbIX, €C/IM OHU UBMEHUIIUCh Ha KOHEYHbIX TOYKaX.
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10. YcTaHoBUTE d)ﬂa)KKM Ha COOTBETCTBYHOLWMNE aKKAYHTbl, KOTOPbI€ Bbl XOTUTE
ncnonb3oBaThb.

Mpumeyanue

Mpegynpexgaatowee coobuieHne 6yaeT oTobpaxaTbCs A0 TEX NOpP, NOKa Bbl HE
Bbl6epUTE Kakne-HU6YAb YYETHbIE AaHHble. ATOT Lar SABAsieTCs 06513aTeNbHbIM
ANA yaaneHHOW YCTaHOBKM areHTa 6e30MacHOCTM Ha KOHEYHbIX TOYKax.

11. B pasgesne YCTaHOBLYMK, Bbl6epUTE 06BHEKT, K KOTOPOMY BblOPaHHbIE KOHEYHbIE
TOYKM 6yAyT NOAKMOYATLCH AJ1s1 YCTAHOBKU U OGHOBIEHUS KIIMEHTa:

GravityZone Appliance, ecnM KOHeYHble TOYKM OyAyT MOAKIOYaTbCSA
HenocpeaCTBEHHO K YyCTporcTBy GravityZone.

B aTtom Cny4yae, Bbl TaKXXe MOXXeTe yKa3aThb:

— [MNonb3oBaTenbCKMi KOMMYHUKALMOHHBIV cepBep, Habpae ero IP-agpec
WJIM UMS XOCTa, B Clly4yae Heo6X0AUMOCTW.

— HacTpoiiku npoKcu-cepeepa, ecnun TpebyemMble KOHEYHbIE TOYKK 6yayT
obatoTcs ¢ ycTponcTBoM GravityZone yepes npokcu-cepsep. B aTom
cnyvyae BblbepuTe Mcnonb3oBaTb NMPOKCU ANA 06LLEHUA U BBeaute
Heob6XxoANMbIe NapaMeTpbl MPOKCU-CEPBEPA B MOJISIX HUXKE.

PeTpaHcnaTop 6e30MacHOCTU KOHEUHOW TOUKM, ECITN Bbl XOTUTE NOAKITHOYNTD
KOHeYHble TOYKM K KIMeHTy Relay, yctaHoBneHHoMy B Baluel ceTu. Bece
MaLUMHbI C POJIbIO PETPAHCAATOPA, O6HApYXXeHHbIE B BalLen ceTu, 6yayT
oTo6paxeHbl B Tabnuue HwmxKe. Bbibepute KOMMbIOTEP C POJbHO
peTpaHcnsATopa, KOTopbi BaM Hy)keH. [MoakntoUYeHHble KOHEYHbIE TOUYKU
6yayT coobuatbes npu nomolm Control Center ToNbko Yepes BbIGpaHHbIN
KOMIMbIOTEP C POJIblO peTpaHcnsaTopa.

BaxxHo
Mpu pasBepTbiBaHUM Yepes areHTa peTPaHCASATopPa, AOJKEH ObITb OTKPLIT
7074 nopr.
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Deployer

Deployer: Endpoint Security Relay

Name P Custom Server Name/IP Label

CO_SUPA 192.168.0.183 N/A

FC-WIN7-X64-01 192.168.3.80 N/A

Page 1 of 1 20 . 2 items

12. Ucnonb3yinte pasgen [lonosHUTenNbHbIE LeNn, eCNv Bbl XOTUTE pasBepHyTb

KJIMEHTA Ha onpeaesieHHbIX MallnHax B BaLlen ceTy, KOTOpble He OTO6pa)KaI-OTCFI
B CeTeBOM COoAepPXUMOM. PaCKpOﬁTe pasgen u BeeaunTe 4vyepes 3andATyro
IP-agpeca nnm umMeHa XoCTOB 3TUX MaLUWH B crneunanbHOM rnone. Bol MoxeTe
[06aBUTb CTOJbKO IP-agpecoB, CKOJIbKO BaM HYXHO.

13.Bbl  AOJKHbI Bbl6paTb OAVH yCTaHOBOquIIZ naket Aana TeKylwero

pa3BepTbiBaHUA. HaxxmnTe Ha cnucok Ucnonb3oBaTb NaKeT U Bbl6epI/ITe
YCTaHOBOquIIZ naker, KOTOprVI BaM HYXXEH. Bbl MO)XeTe HanTu 3eCb BCe
WHCTaNNAUMOHHbIE NaKeTbl, CO34aHHblE paHee noa Ballien yquHOﬁ 3annucbio,
a TakKXXe NnakeTbl YCTaHOBKHM MO YMOJTHaHUIO, AOCTYMNHbIE B Control Center.

14.TMpu  Heo6XOAUMOCTH, Bbl MOXETE W3MEHUTb HEKOTOpble HACTPONKU

Bbl6paHHOFO naketa yCtTaHOBKM C NMOMOLLUbH KHOMKA HaCTPOMTb, pagomMm C
nonem Ucnonb3oBaTtb NakeT.

HacTpoiiky UHCTaNNALMOHHOIO NakeTa NosABATCA HUXE U Bbl CMOXKeTe caenaTtb
HeobxoAuMble K3MeHeHUs. YTobbl y3HaTb 6o0sblue O pefakTUPOBaHUM
WHCTAJ/UIAIUMOHHbBIX MaKeToB, 06paTUTECb K PYKOBOACTBY MO YCTaHOBKE
GravityZone.

Ecnu Bbl XOTUTE COXpPaHUTb U3MEHEHNA KakK HOBbIN NakerT, Bbl6epMTe onuyuo
CoxpaHUTb KaK NaKeT, PacrosIOXXeHHYH B HWXXHEMN YacTu crimcka napamMmeTpoB
nakeTa, u BBeaAnTe MMA 414 HOBOIo naketa yCtaHOBKW.

15. HaxkmuTe CoxpaHuTb. [10SIBUTCA OKHO NOATBEPXKAEHUS.

Bbl MOXeTe npocMaTpuBaThb U ynpaesidTb 3agavyaMu B pasgene CeTb > 3apaum.
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BaxcHo

Mpwu ucnonbsosaHum VMware Horizon View Persona Management pekoMeHzyeTcs
HacTpoOUTb rpynnoByto NoMTUKY Active Directory, YTo6bl UCKIIIOUNTL creaytoLme
npoueccsl Bitdefender (6e3 nosHoro nyTtn):

e bdredline.exe

« epag.exe

¢ epconsole.exe

e epintegrationservice.exe

e epprotectedservice.exe

e epsecurityservice.exe

e epupdateservice.exe

¢ epupdateserver.exe

3TU UCKIIIOYEHUS AOJHKHbI MPUMEHATBLCA 0 TeX Mop, NokKa areHT 6e30MacHOCTH
paboTaeT B KOHeYHOIN Touke. Moapo6Hee CM. Ha 3TOW CTpaHuULle JOKYMEHTaLUM
VMware Horizon .

KnueHT 06HOBNEHUS

9Ta 3ajava fOCTYMHa TONbKO Toraa, korga areHT Endpoint Security yctaHoBneH
n o6Hapy>xeH B ceTu. Bitdefender pekomeHzyeT BbINONHUTL 06HOBMEHUE ¢ Endpoint
Security go HoBoro Bitdefender Endpoint Security Tools ans sawnTbl KOHEYHOWM
TOYKU NOCNeHEro NoKoNeHUs.

YT06bI JIErKO HAaM TN KNIMEHTOB, KOTOPbIE He 6blIM O6HOBJIEHBI, Bbl MOXETE Co3AaThb
0TYeT 0 COCTOSIHUMN 06HOBIEHNS. [1N1s noslyYyeHust uHpopmMaL MM o0 TOM, Kak co3aaTb
oTyeTbl cM. «CozaaHune oTyeToB» (p. 534).

Y,qaneHme KJINeHTa

[ns ynaneHHoro yaanenus 3awmtbl Bitdefender:

1. NMepengute B pasgen CeTb.

2. Bbibepute KomnbioTepbl U BUpTyasibHble MaLUUHbI U3 MEHIO BU/0B.

3. Bblbepute Xenaembid KOHTeWHep B NeBOM MaHenu. Bce KomnbroTepbl
BbIGPAHHOIO KOHTENHEpa 0TO6pasATCS B Tabnuue NpaBow NaHenu.

4. BblbepuTe GnaXkKu Ha KOMMbIOTEPaX, C KOTOPbIX Bbl XOTUTE YAANUTb areHT
6e3onacHocTu Bitdefender.
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5. HaxkmuTe KHOMKY © 3agaum B BEpXHeil 4acTu Tabnuubl U BbibepuTe Y RanuTb
KNMeHTa.

6. MosABUTCA OKHO KOHMUrypauum, KoTopoe N03BOSIMT BaM cAenaThb cnefytouime
HaCTPOWKMU:

« Bbl moxeTe Bb|6paTb XpaHeHue 06beKToB KapaHTMHa Ha KJINEHTCKOW
MallnHe.

. [OnawuHterpupoBaHHou cpefbl vShield, Bbl LOMKHbI BbIOpaTb HEOH6X0AMMbIE
yYeTHble faHHble AN KaXA0W MalluHbl, B MPOTUBHOM Cllydae yfaneHue
He npousonaeT. Boibepute Ucnonb3yiTe yueTHble faHHbIe ANl UHTerpaum
vShield, 3aTeM HWXXe NpoBepbTE BCE COOTBETCTBYIOLLUME YYETHbIE flaHHbIE
B TabnuLe aucneTyepa yYeTHbIX AaHHbIX.

7. Haxmute CoxpaHuTb, 4TO6bI cCo3aTb 3agady. MosiBUTCSA OKHO NOATBEPXKAEHMS.

Bbl MOXeTe npocMaTpuBaTh U yNpaBnsTb 3agadamMu B pasgene CeTb > 3agaun.
[ns nonyyeHns 6onee nogpo6Hon nHpopmaumm, obpaTutech K «[lpocMoTp U
ynpasJieHue 3agayamm» (p. 223).

Mpumeyanune
Ecnn Bbl xoTute nepeyctaHoBuTb 3allnTy, B MNepBYyKO o4epeb o06a3aTeNbHO
nepesarpysuTe KOMMbOTeEp.

O6HOBNEHMEe KINeHTa

Mepuoguyeckn MpoBepaANTe cTaTyc YnpaBisieMblX KOMMblOTepoB. Ecnu Bbl
3aMeTUIIM KOMMbIOTEP C Npo6ieMamMmn 6€30MacHOCTU, HAXXMUTE Ha ero MMS, YTO6bI
oTo6pasuTtb cTpaHuuy WHdopmauua. [Ona nonydyeHnss 6onee noapo6HOM
uHdopmauumn, obpaTuteck K «CtaTyc 6e3onacHocTu» (p. 55).

YcTapeBlUMe KAWEHTbl MIM yCTapeBlUMe MeXaHW3Mbl 3allUTbl NpeacTaBnsoT
npo6nembl 6e3onacHOCTU. B aTux cnyyasx, Bbl OJIKHbI 3aNyCTUTb 06HOBJIEHUE
Ha COOTBETCTBYHOLLLEM KOMMbIoTepe. 3Ta 3ajlaya MOXeET 6bITb 3anyLiLeHa JIOKasbHO
C KOMMbIOTEPA, UK AncTaHLUmMoHHO ¢ Control Center.

ansa yAaneHHOoro 06HOBJIEHUS KJIMEHTA U MeXaHU3MOB 3allnTbl Ha ynpaB/iieMbIX
KOMMbIOTEpPAaX:

1. NMepengute B pasgen CeTb.
2. Bbibepute KomnbloTepbl U BUPTYyarnbHble MalUUHbl U3 MEHIO BUOB.
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3. BbibepuTte >xenaemblil KOHTEMHep B NeBOM naHenn. Bce KomnbroTepbl
BbIGPAHHOI0 KOHTENHepa 0To6pasATCs B Tabnuue NpaBow NaHenu.

4. YcTaHoBUTe (bJ'Ia)KKI/I Ha KOMMbKOTEPAx, Ha KOTOPbIX Bbl XOTUTE 3anyCTUTb
O6HOBJIEHNE KJINEHTA.

5. HaxmuTe kHOMKy © 3agauu B BepXHei YacTu Tabnuupbl v BbibepuTe O6HOBUTD.
MosiBUTCS OKHO HaCTPOEK.

6. Bbl MOXXeTe 06HOBUTb TONBKO NMPOAYKT, TOJIbKO MEXaHU3MbI 3aLLMTbl U BCE
cpasy.

7. Ons OC Linux v MaluvH, nHTerpupoBaHHbiX ¢ vShield, Takxe siBnsieTca
06s13aTeNIbHbIM BblGpaTh HEOOXOANMDbIE YYeTHbIE AaHHbIe. [poBepbTe onuuio
Ucnonb3yitTe yyeTHble AaHHble pansA uHTerpauyum Linux mn vShieldn, 3atem
Bbl6epuTE COOTBETCTBYIOWME YUYETHble AaHHble U3 Tabnuubl aucneTyepa
YUYETHbIX JaHHbIX, KOTOpPbIE OTO6PAXAOTCA HUXeE.

8. Haxmute O6HOBUTDL A5l 3anycka 3agayn. [1oaBUTCA OKHO NOATBEPXAEHUS.

Bbl MOXKeTe MmpocMaTpuBaTb M ynpaBnaTb 3agavamu B pasgene CeTb > 3agaum.
[nsa nonyyeHua 6onee nogpo6bHoOM MHopMaLun, obpaTmTech K «[TpocmMoTp 1
ynpasrieHue 3agadyamu» (p. 223).

lMepeHacTponKa KnueHTa

Moaynu 3sawuTbl areHTa 6e30MacHOCTW, PONU U PEXMUMbl CKAHMPOBAHUS
U3HayaslbHO 3afaHbl B YCTaHOBOYHOM MakeTe. lNocnie Toro Kak Bbl yCTaHOBUM
areHTa 6e30MacHOCTU B Balleil ceTW, Bbl MOXeTe B Jilo60e BpPeMsi U3SMEHUTb
MCXoAHble HAaCTPOWKK, OTrNpaBuB 3ajaavy nepeHacTpoliku Reconfigure Client k
TpebyeMbIM yrpaBnsieMbiM KOHEYHbIM TOYKaM.

MpepynpexpaeHune

MoxanyicTa, o6paTUTe BHMMaHUe, YTo 3afaya Reconfigure Client nepesanucbiBaeT
BCe napaMeTpbl YCTAHOBKU N HN O4HA U3 HAaYaJibHbIX HACTPOEK HE COXpPaHAEeTCA. Bo
BpemMa ncnoJjib3oBaHnA aTom 3ajauu, y6ep,V|Ter, 4YTO nNepeHacTpounmece HaCTpOl71KI/1
YCTaHOBKU A1 Tpe6yeMb|x KOHEYHbIX TOYeK.

MpumeyaHmne

3apaua lNepeHacTpouTb K/MEHTa yAanuT BCE HENOAAEPXMBaeMble MoAynu U3
CYLLLECTBYIOLLMX YCTaHOBOK B ycTapeBLuei Windows.
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MapamMmeTpbl yCTaHOBKU MOXXHO U3MEHUTHL B o6nactu CeTb UK B OTYETE CraTtyc
MOAynEﬁ KOHE@YHbIX TO4YEK.

YT0o6bl M3MEHUTb HaCTPOIZKM YCTaHOBKKU LOJ1A OAHONo Wn HECKOJIbKUX
KOMMNbKOTEPOB:

1.
2.
3.

MepenguTe B pasgen Cetb.
Bbi6eprTe KomnbioTepbl M BUPTYasibHble MALLMHbI U3 MEHHO BUOB.

Bbi6epuTe xenaemyto rpynmny B IeBOW naHenun. Bce KoMnbloTepbl BbIGPAHHOMO
KOHTeNHepa oTobpassaTca B Tabnuue NpaBon NaHesnu.

YcTaHoBUTE d)J'Ia)KKM KOMMbKOTEPOB, ANIA KOTOPbIX Bbl XOTUTE U3IMEHWUTb
napaMeTpbl YCTaHOBKMW.

Haxmute KHOMky & 3agaunm B BepxHed YacTu Tabnuubl n BbibepuTte
MepeHacTPOMTb KIIMEHTA.

BbibepuTe 04HO U3 CrieayoWwmxX LeENCTBUN:

. Jlo6aButb. [l06aBbTE HOBbIE MOAYJIM K CYLLECTBYIOLLUM.

. Ypanutb. YOanuTb onpegesnieHHble MOAYII U3 CYLLLECTBYHLLUX.

. Cnucok nyTteit. [ogbepnte Moaynu, ycTaHOBMIEHHbIE MO BalleMy BbI6OpY.
Bb16epnTe Moaynn 1 ponu, KOTopble Bbl CObMpaeTech yCTaHOBUTL UM yAANUTb
Ha Lief1ieBbIX KOHEYHbIX TOYKaX.

Mpepynpexaenue

BypyT ycTaHOBNEHbI TONIbKO NOAAEPKMBaeMble Moaynn. Hanpumep, 6paHamMayap
yCTaHaB/MBaAETCA TOJIbKO Ha nogaep>XxmBaemMble pa6oqme CTaHunun Windows.
[ononHWTenbHyo MHPopMaL Mo CMOTpUTE B pasaene Hannuune ypoBHen 3aluThbl
GravityZone.

BbibepuTe YaanuTb KOHKYPEHTOB, €Ciu 3TO He06X0AUMO, UTOObI yoeanTbCs,
yTO Bbl6paHHble MOAYNMN He 6yayT KOH(JIMKTOBATb C APYITMMU peLIeHUsMU
6e30MacHOCTH, yCTaHOBJIEHHbIMU Ha LieNTEBbIX KOHEYHbIX TOYKaX.

Bbi6epuTe 0ANH U3 AOCTYMHbLIX PEXUMOB CKaHUPOBAHMUSI:

« ABTOMaTHU4YecKM. AreHT 6e30nacHOCTH 06Hapy>KVIBGET, Kakmne MexaHn3mbl
CKaHUpOBaHMA NoAXoOAT ONd pecypcoB KOHEYHOM TOYKMN.

« Custom. Bbl Hanpamyro Bb|6wpaeTe, Kakmne MexaHn3Mbl CKaHupoBaHUA
ncnoJsib3oBaTh.
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Onsa nonydyeHns mHdopmaumMm o JOCTYMHbIX BapuaHTax obpaTuTechb K
pasgeny CosfaHue WHCTaNNALMOHHBIX MaKeToB U3 PykoBoAcTBa Mo
yCTaHOBKe.

Mpumevanue
9TOT pa3gen fOCTYNeH TONbKO Ans Cnucka coBnageHui.

10. B paspene MnaHMpoBLLMK BbIGEPUTE BPEMSI 3aMycKa 3ajaum:
. Ceivac, 4To6bl HEMEAJIEHHO HaYyaTb 3agauvy.
« 3annaHuMpoBaHO, YTO6bl HACTPOUTb MHTEpPBas NOBTOPSEMOCTHU 3af,auMn.

B aToM cnyyae Bbi6epuTe BPEMEHHON MHTEpBas (€XXeYacHo, eXXeHEBHO
WU  eXeHepesnbHO) M HacTpoUTe ero B COOTBETCTBMM C BalUMMM
noTpe6bHOCTAMM.

11. HaxxmuTe CoxpaHuTb. [10IBUTCS OKHO NOATBEPXKAEHUSA.

Bbl MOXXeTe npocMaTpuBaTh U ynpaefsaTh 3agavyamu B pasgene CeTb > 3agaum.
[ns nonyyeHuna 6onee nogpo6bHoOM MHpopMaLuun, obpaTmTech K «[TpocmMoTp 1
ynpasneHue 3agadamm» (p. 223).

06cnyXMBaHUe KNMeHTa

NcnonbsynTte Repair Client task B kayecTBe HayanbHOM 3ajauyn ycTpaHeHUs
Hernonagok Ansi 1o60ro KoNMYecTsa NPo6eM, CBA3aHHbIX C KOHEYHbIMU TOYKAMMU.
3apaua 3arpyXaeT NoCNeHUIA yCTaHOBOYHbIN NakKeT Ha LieNIeBYH KOHEYHYHO TOUKY,
a 3aTeM BbIMOJIHSIET NepeyCcTaHOBKY areHTa.

@ Mpumeyanue
« The modules currently configured on the agent will not be changed.

. 3apaya BOCCTaHOBNeHUs c6pOCUT areHT 6e30MacHOCTM [0 Bepcuw,
ony6/uKoBaHHoM Ha cTpaHuue Configuration > Update > Components.

Y106kl Repair Client task knmeHTy Ha peMOHT:
1. Mepengute B pasgen CeTb.
2. Bbibepute KomnbloTepbl U BUpPTYyasibHble MaLUUHbI U3 MEHIO BU0B.

3. Bbibepute Xenaembll KOHTeWHep B NieBOW MaHenu. Bce KommbroTepbl
BbIGPAHHOI0 KOHTeNHepa oTo6pasAaTcs B TabnmLe NpaBoi NaHenu.
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4. YcTtaHoBuTe d)ﬂa)KKVI Ha KOMMblOTEepax, Ha KOTOpbIX Bbl XO0TUTe 3anycTuTb
ucnpaenieHne KJmeHTa.

5. Haxmute kHonky ® 3apauM B BepxHen 4vacTum Tabnuubl U Bblbepute
UcnpaBneHue knveHTa. [10ABUTCA OKHO NOATBEPXAEHUS.

6. YcrtaHoBuTe CI)J'Ia)KOK AnoHUMalo 1 cornaceH U HaXXxmuTe KHOTKY COXpaHVITb,
4YTOObI 3anyCTuTb 3agady.

MpumeyaHune
ﬂ,J‘IFI 3aBepleHna 3agayvyn no BOCCTAHOBJIEHUKO MOXET I'IOTpe6OBaTbCF|
nepes3anyck KimeHTa

Bbl MOXeTe npocMaTpuBaTh U yNpaBnsTb 3agadamMu B pasgene CeTb > 3afaun.
[ns nonyyeHus 6onee nogpo6HOM MHPOpMaLun, obpaTmTech K «[TpocmoTp 1
ynpasneHue 3agadamm» (p. 223).

Mepe3arpy3ka MalluHbl

Bbl MOXeTe yfianeHHO nepesarpysunTb ynpaeisieMble KOMMbOTepbl.

Mpumeyanmne
lMpoBepbTe cTpaHuuy Cetb > 3apaum nepep nepesanyckoM onpepeneHHbIX
KOMMbIOTepoB. PaHee co3flaHHble 3af,au elle MOryT 6bITb B POLEcCe BbINOMHEHUSA
Ha BbI6paHHbIX KOMMNbIOTEPaX.
1. lMepengute B pasgen CeTb.
Bbi6eprTe KomnbioTepbl M BUPTYasibHble MALLMHbI U3 MEHIO BUOB.

Bbibepute >Xenaemblil KOHTENHep B NeBOM naHenn. Bce KomnbhoTepbl
BbIGPAHHOI0 KOHTEHepa 0TO6PasATCA B TabnuLe NpaBov NaHenu.

4. OTMmeTbTe plaxxkaMy KOMMbIOTEPbI, KOTOPbIe Bbl XOTUTE Nepesarpy3nTb.

5. Haxmute KHOMKy © 3agauM B BepxHed 4acTu Tabnuubl M BblbepuTe
Mepesarpy3auTb MalLMHY.

6. Bbi6epuTe onuum nepesarpy3ku Nno pacrnmcaHuio:

. Bbi6epute MepesanycTuTb ceiyac, YTO6bl HEMEAJSIEHHO NepesarpysuTb
KOMMbIOTEPHI.

. Bblbepute BkniouuTb nepesarpy3ky M WUCMONb3YNTe MO HUXE, YTOGbI
3aniaHMpoBaTb NepesarpysKy B onpefesieHHyo AaTy U BpeMmsi.
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Ha)xmuTe CoxpaHuTb. [10ABUTCA OKHO NOATBEPXKAEHUS.

Bbl MOXeTe NpocMaTpuBaTh U yNpaBnAThL 3agadyamu B pasgene Cetb > 3agaum.
Ina nonyyeHus 6onee nogpobHon nHbopmaumm, obpaTuTech K «[1IpocMoTp 1
ynpasJieHue 3agadyamm» (p. 223).

CeTteBoe O6HapyxeHue

O6Hapy)XeHne ceTu BbINOJIHAETCA aBTOMaTUYeCKn areHTamu 6e30MacHOCTH C
ponbto TPAHCJIATOP . Ecnny Bac B CeTU HET areHTa peTpaHcnsaunmn, Bam npuaeTcs
BPYYHYIO 3anyckaTb 3afja4y CeTeBOro 06HapyXXeHusl U3 3alUnLLeHHON KOHEYHOM
TOYKM.

YT06bI 3aNyCTUTb 3aflauy CETEBOr0 O6HAPYXXEHUS B BaLLEW CETU:

1.
2.
3.

Mepengute B pasgen CeTb.
Bbi6epuTe KomnbioTepbl U BUPTYasbHble MALMHbI U3 MEHIO BU/OB.

BbibepuTe >XenaeMblil KOHTEMHep B NeBOM naHenn. Bce KomnbroTepbl
BbIGPAHHOIO KOHTENHepa 0TO6pasfATCs B Tabnuue NpaBow NaHenu.

OTMeTbTe (PIaXXKOM KOMMNbIOTEP, HA KOTOPOM Bbl XOTUTE BbIMOSIHUTbL CETEBOE
ob6Hapy>xeHwue.

Haxmute kHOMKy ® 3agauum B BepxHed 4acTu Tabnuubl U Bbibepute
O6Hapy)xeHue ceTu.

MosiBUTCA OKHO NoaTBepXAeHus. Haxmute [a.

Bbl MOXeTe npocMaTpuBaTh U ynNpaBnsaTh 3agavyamu B pasgene CeTb > 3agaum.
[ns nonyyeHuna 6onee nogpo6bHOM MHPOpMaLun, obpaTmTech K «[TpocmMoTp 1
ynpasneHue 3agadamm» (p. 223).

O6Hapy»xeHue MpunoxxeHuit

YT06bI 06HAPYXXUTb NMPUIOXKEHNS B BaleN CETU:

1.
2.
3.

Mepenpgute B pasgen CeTb.
Bbi6epuTe KoMnbloTepbl U BUPTYarnbHble MalUUHbl U3 MEHH0 BUOB.

Bbi6epuTe >xenaemyto rpynmny B JIEBOW NaHenn. Bce KoMnbloTepbl BbIGpaHHOIoO
KOHTeNHepa oTobpassaTca B Tabnuue NpaBon NaHesnu.

Bbi6bepuTe KOMMNbIOTEPDI, HA KOTOPbIX HEO6XOANMO BbINOMHUTL 06HapPYXeHNe
NPUIOXEHWNNA.

YnpaeneHue ceTeBbIMU 06bEKTaMM 109




Bitdefender Grawt\/Zome

unfollow the traditional

5. HaxxmuTe KHomKy ® 3agauM B BepxHelW YacTu Tabnuubl U Bblibepute
O6Hapy)XeHue NPUNoKEHUNA.

Mpumevanue

Bitdefender Endpoint Security Tools ¢ Mmogynem YnpaBneHus npunoxeHusiMu
JOJDKEH 6blTb YCTAHOBJNEH WM aKTUBMPOBAH Ha BblGpaHHbIX KOMMbloTepax. B
NPOTMBHOM crlyyae, 3ajaya 6yfeT HeakTuBHa. Koraa Bbi6paHHas rpynna
COZlEPXMUT U [eNCTBUTENbHbIE, U HefleCTBUTENbHblE 06BbEKTDI, 3aaya 6yaeTt
OTMpaBJieHa TOJIbKO AeNCTBUTENbHBIM KOHEYHbBIM TOUYKaM.

6. Haxmunte [la B OKHe NOATBEPXKAEHMSA ANA NPOAOSIKEHMUS.

O6Hapy)XeHHble NPUIOXKEHUS U MPOLLECChl 0TOBpaxatoTcs Ha cTpaHuue CeTb >
MHBeHTapu3aLusa NnpunoXXeHuin. [1na nonyyeHus 6onee noapobHon nHdopmaumm,
obpatutechb K «/HBeHTapuzaumsa Mpunoxenui» (p. 208).

Mpumeyvanne

3apaya O6Hapy)eHUe NPUOXKEHUIN 3aHMMaEeT HEKOTOPOE BPeMS], B 3aBUCMMOCTHU
OT KOMMYecTBa YCTaAHOBJIEHHbIX MPUNOXeHUA. Bbl MoxeTe npocmaTtpuBaTb U
ynpaBnsTb 3agavyamu B pasgene Cetb > 3apaun. [1na nonyyeHus 6osee nogpobHowM
uHbopmMauum, obpaTuTech K «[1pocMoTp 1 ynpasneHne sagadamm» (p. 223).

O6HoBneHue Security Server

YcTaHoBNEeHHble Security Server Tak)Xe MOXHO NpocMaTpuBaTh U yNpaBnsTb B
pasgene KomnbloTepbl U BUPTYanbHble MalWHbI U3 Nanku MonbsoBaTenbckue
rpynnoi.

Ecnu Security Server ycTapen, Bbl MOXeTe OTNPaBUTb eMy 3ajayy O6HOBJIEHUS:
1. lNepengute B pasgen CeTb.

2. Bbibepute KomnbloTepbl U BUpTYyasibHble MaLUUHbI U3 MEHIO BUOB.

3. BbibepuTte rpynny, rae yctaHoBneH Security Server.

YTo6bl nerye HakTn Security Server, Bbl MOX€eTe UCMOJTb30BaTb MeHI0 OuibTpbI
cnepyroLwmm o6pasom:

. [Mepeitgute Ha BkNagky besonacHocTb M BbiGepuTe TonbKo CepBepbl
6e3onacHoCTy.

. [Mepeigute Ha BKNagky Fny6uHa v BbiGepuTe Bce npegmeTbl peKypcuBHO.
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Haxxmunte KHoMky © 3agauu B BepxHeln yacTu Tabnmubl n Bbibepute O6HOBUTDB
Security Server.

Bam Hy)XHo 6yaeT noaATBepAUTL Balun AencTBUs. HaxxmuTte [a, yTo6bl CO3AaTb
3agauy.

Bbl MOXXeTe npocMaTpuBaTh U yNpaBnsTb 3afavamMu B pasgene CeTb > 3agauu.
[ns nonyyeHun 6onee nogpo6bHo MHbopMaLuun, obpaTmuTech K «[TpocmMoTp U
ynpasJieHue 3agadyamm» (p. 223).

BaxcHo

PekomeHayeTcs UCNosib30BaTh 3TOT MeTof, YTo6bl 06HOBUTbL Security Server ans
NSX, B NpOoTMBHOM chny4yae Bbl noTepseTe ¢aifibl KapaHTUHA, COXpaHeHHble Ha
yCTpPOMNCTBE.

BBecTu Monb30BaTeIbCKUIA UHCTPYMEHT

MpumeyaHmne
9T1a 3apayva cBsizaHa ¢ Mogynem HVI, KoTopbIt MOXET 6bITb AOCTYMNEH AJ1si Ballero
peweHns GravityZone Cc oTAeNibHbIM NNULEH3NOHHBIM KJTHO4YOM.

[na BBoAa NnporpaMMHbIX CpeAcTB B rocTeBble onepaunoHHble CUCTEMDI:

1.
2.
3.

MepenaunTe B pasgen CeTb.
Bbi6epute KoMnbloTepbl U BUPTYasibHble MALUMHbI U3 MEHIO BU[0B.

BbibepuTe enaemyto rpynny B fieBOW naHenu. Bce KoHeuHble TOYkM U3
BblOpaHHOro KOHTerHepa 0To6pasATCA B MpaBoM NaHenn Tabnumubl.

YcTaHoBUTE ('.I)J'Ia)KKI/I Aana yeneBbliX KOHEYHbIX TOYEK.

HaxxmuTe B BepxHel yacTu Tabnuubl KHOMKY © 3agaum v BbibepuTe BBecTn
MHCTPYMEHT nonb3oBaTens [osBUTCSA OKHO KOHpUrypaumm.

B packpbiBatolleMCa MEHIO Bbl6epuTe BCe MHCTPYMEHTbI, KOTOPbIE XOTUTE
BBeCTM. [1151 KaXXA0ro BbI6paHHOIO MHCTPYMeHTa 6yeT oTobpaxkaTbCs pasgen
C HaCTpoMKaMu.

STUMHCTPYMEHTbI 6b1M paHee 3arpy>xeHbl B GravityZone. Ecnm Bbl He MoXeTe
HaWTMW HYXXHbIN MHCTPYMEHT B CNUCKe, NepenanTe B pasgen LieHTp ynpaBneHus
MHCTpPyMeHTaMu 1 fobaBbTe ero oTTyga. [lns nonyyeHus 6onee nogpo6HON
nHdopMauuu, obpaTuTech K «BBoJ MHCTPYMeHTOB nosib3oBatens ¢ HVI» (p.
574).
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7. INnA KaXporo UHCTPYMEHTA, 0To6pa>+<aeMoro B OKHeE!:

a. AnaToro, YTOObI NMPOCMOTPETb NN CKPbITb pa3aesl UHCTPYMEHTAa, HaXXKMUTe
Ha ero HaseaHue.

b. BeBeguTe KOMaHAHYO CTPOKY WHCTPYMEHTa, BMeCTe CO BCEMM
Heo6X0AUMbIMU BXOAHbIMU NapaMeTpamMu, TakUM Xe 06pa3oM, Kak 3To
JlenaeTcsl B KOMaHAHOW cTpoke. Hanpumep:

bash script.sh <paraml> <param2>

N3 [OByX pacKpbiBalOWUXCA MEHIO MOXHO Bbl6paTb fJeicTBue Ans
BOCCTAHOBJIEHUA W WCMpaBJieHUs pPe3epBHOM KOMUM AnA  CcpeacTB
BoccTaHoBleHUs Bitdefender.

C. YKaxuTte MecTo, U3 KOToporo Security Server fo/mKeH cobupaTb XypHasbl:

. CTaHAapTHbIﬁ BbIBOJ, . YCTaHOBUTE 9TOT d)ﬂa)KOK, 4YTOObI 3aNnNCbIBaTb
XXYypHaJibl U3 CTaHAAPTHOIO BbIXOAHOIO KaHasla CBA3WU.

. BbixogHou dain. YctaHoBuTe 9TOT Graxok, 4Tobbl Mony4yaTb
COXpaHEeHHbIN Ha KOHeYyHoW Touyke dann XypHana. B aTom crnyvyae
HeobXxoAMMO yKa3aTb NyTb K MECTY, rae Security Server MOXXeT HanTu
dann. Bbl MOXKeTe MCNOIb30BaTb abCOMKOTHBIN MYTb WU CUCTEMHbIE
NnepeMeHHble.

3[ecb HaxoAUTCS [ONOJIHUTENbHASA onuus: YaanuTb rocteeblie ainbl
)KypHana nocrne ux nepegaun. BoibepuTte ero, ecnu Bam 6o0Jblue He
noTpe6ytoTcs hansibl Ha KOHEYHOW TOYKE.

8. Ecnu Bbl XO0TUTe NepeHecTu daiis XXypHanoB U3 Security Server B Apyroe MecTo,
Heo6XoAUMO yKasaTb MyTb K MECTYy HasHauyeHWss U y4yeTHble [aHHble
ayTeHTUdMKauum.

9. [Onsa 3aBepllieHust paboTbl MHCTPYMEHTA MOXeT noTpe6oBaTbCs 60Jblue
npeanonaraeMoro BpeMeHu UM OH MOXKET NepecTaTbh 0TBeYaTb Ha 3anpochl.
Bo wu3bexaHune c6oeB B Takux cuTyauusx, B pasgene Koudurypauus
6e3onacHocTu BbibepuTe, Yyepe3 CKOJIbKO 4YacoB Security Server poskeH
aBTOMaTMYeCKM 3aBepLUNTb NPOLLECC MHCTPYMEHTA.

10. HaxkmuTe CoxpaHuTb.
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CtaTycC 3afiaun MOXHO y3HaTb Ha CTpaHuue 3agaumn. TakxkKe Ans nonyyeHus
ZOMOJIHUTENbHbIX CBEAEHUA MOXXHO NPoBepUTb 0TYeT 0 CTaTyce BBefeHUsA
HVI TpeTbeit CTOPOHbI.

6.2.6. ®opmmpoBaHue ObICTPbIX OTYETOB

Bbl MoXxeTe cosflaBaTb ObICTpble OTYETbl Ha YMNPaBsSEMbIX KOMMbIOTEpaXx,
ncnonb3ys cTpaHuuy CeTb:

1.
2.
3.

Mepengute B pasgen CeTb.
Bbi6epuTe KomnbioTepbl U BUPTYasbHble MALMHbI U3 MEHIO BU/OB.

Bbi6epuTe Tpebyemyto rpynny B IeBOW NaHesnm. Bce KOMNbOTepbI U3 BblIGpaHHON
rpynnbl 0TO6passaTcs B TabnuLe npaBomn NaHenw.

Mpu XenaHuu, Bbl MOXeTe 0THUIIbTPOBATL COAEPKMMOE BblGpaHHOW Fpynmbl
TOJIbKO AJ1A YNPaBSEMbIX KOMMbIOTEPOB.

OTMmeTbTE d)ﬂa)KKaMVI KOMMbKOTEpPbI, KOTOPble Bbl XOTUTE BK/TIOYNUTL B OTYET.

Ha)xmMuTe KHonky © OT4YeT B BepxHel yacTu Tabnuubl U BbIGEPUTE U3 MEHIO
TMN oTyeTa.

Ons nonyyeHus 6onee noapo6HoM MHGopMaunun, obpaTutTechb K «OTYeThI Mo
KOMMNbOTEpPaM U BUPTYasibHbIM MalumMHaMm» (p. 513).

HacTpoiiTte napameTpbl oTyeTa. [na nonydyeuuss 6onee noApo6HON
nHdopMauuu, obpaTuTech K «CozfaHne otyeTos» (p. 534).

HaxxmuTe Co3patb. OTUET 0TO6paA3NTCA HeMeAJSIEHHO.

BpeMmsi, Heobxoamumoe anst GopMMUpoBaHNUA OTUYETOB, MOXET U3MEHATLCA B
3aBUCMMOCTM OT KONIMYECTBA Bbl6paHHbIX KOMMbIOTEPOB.

6.2.7. HazHayeHune NonNuTUK

Bbl MOXeTe ynpaeJidTb HaCTpOﬁKaMM 6e30MacHOCTM Ha KOMMbHOTEPax C NOMOLLbHO
MOJINTUKN.

B pasgene CeTb Bbl MOXeTe NpoCMaTpUBaTb, UBMEHATb U HasdHavyaTb NOJIMTUKK
ANnA KaXaoro KoMnbroTepa Uin rpynnbl KOMMNbHOTEPOB.
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Mpumeyanmne
HacTpoWikun 6e30nacHOCTM AOCTYMHbI TOJIbKO AJ151 yNpaBsieMblX KOMMNbIOTEpPOoB. [ns

06J1eryeHunst NPoCcMoTpa U yrnpaBfieHUst HacTPoKaMu 6e30MacHOCTH, Bbl MOXeTe
oThunbTpoBaTh CETEBOE COAEPXKUMOE TONbKO ANs YpaBNisieMbIX KOMMbIOTEPOB.

ns npocMoTpa NOJINTUKMN, Ha3Ha4YeHHoW onpeaesieHHOMY KOMMbHOTEPY:

1.
2.
3.

Mepengute B pasgen Cetb.
Bbi6epuTe KomnbioTepbl M BUPTYabHble MALUIMHbI U3 MEHIO BUOB.

Bbi6epuTe xxenaemyto rpynny B IeBoM naHesm. Bce KoMnboTepbl U3 BbIGPaHHOM
rpynnbl 0To6paXkaroTcs B TabnmLe NpaBoi NnaHenu.

HaxmMuTe Ha MMs ynpaBisieMoro KOMrboTepa, KOTOpbl BaM Heo6X0AuM.
MosiBuTCA MHPOPMALMOHHOE OKHO.

Ha Bknagke O6wee, B pasgene Monutuka, HaXXKMUTe Ha HasBaHWe TeKyLlen
NOJIMTUKM, YTOObI NMPOCMOTPETb €€ HaCTPOWKMU.

Bbl MOXeTe U3BMEHUTb HAaCTPOMKU 6€30MacHOCTU B Clly4ae HeO6XOAUMOCTH,
npwu ycrnoBuw, 4to BRagenel, nosMTUKN MO3BOMMA APYrMM MoJib30BaTeNsAM
BHOCUTb B Hee U3MeHeHus. [oxanyncTta, obpaTuTe BHMMaHWE, 4YTO Nto6oe
M3MEHEHWNE, KOTOPOE Bbl AefaeTe, BUSET HA BCE KOMMbIOTEPbI C TaKOW Xe
NMONINTUKON.

Ons nonyyeHuss 6oniee nogpobHoN MHPOpPMAUMM O HACTPOMKAX MONUTUK
KOMMblOTEPa, 06paTUTECH K «[1OSIMTUKIN KOMMBIOTEPOB U BUPTYasbHbIX MaLLUH»
(p. 254).

YT06bl HA3HAYUTb NONIUTUKY KOMMbIOTEPY UK FpynMe:

1.
2.
3.

Mepengute B pasgen CeTb.
Bbi6epuTe KoMnbloTepbl U BUPTYasnbHble MalUUHbI U3 MEHHO BUOB.

Bbi6epuTe xenaemyto rpynmny B 1eBoM NaHenu. Bce KoMnbroTepbl M3 BbIGPaHHON
rpynnbl 0To6paXkaroTcs B Tabnumue npaBon NnaHenu.

OTMeTbTe GiaXKkoM KOMMbIOTEP UMK TPy, KOTOPYH Bbl XOTUTE BbIGpaTh.
Bbl MOXeTe Bbl6paTbh OAUH UM HECKONbKO 06HEKTOB OJHOr0 TWUMNa, TOMbKO
OZIHOTO YPOBHSI.

HaxmuTte kHonky & HasHauMTb NONMUTUKY B BEPXHEN YacTu Tabnuubl.
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6. Cpenaiite Heo6xoaMMble HAacTpoMku B OkHe HasHayeHue nonutuku. [ns
nosyyeHus 6osiee noppobHom WHbopMauun, obpaTutecb K «HasHauyeHue
nonmMTuK» (p. 241).

Wcnonb3oBaHne MeHemxep BoccTaHoBNeHUs (Recovery Manager) ans
3andpoBaHHbIX TOMOB

Korga nonb3oBaTenyn KOHeYHbIX ToOYeK 3abbiBatOT CBOM Maposun LWndpoBaHUA U
He MOryT 6o0nblle nosyyaTb AOCTyn K 3awudpoBaHHbIM TOMaM Ha CBOMX
KOMMbIOTEPaX, Bbl MOXeTe MOMOYb MM, MOJTYYMB KJIHOUYM BOCCTAHOBJNIEHWUA CO
cTpaHuubl CeTb.

YT06bI NOYYUTb KJIHOY BOCCTAHOB/IEHUS:
1. NMepengute B pasgen CeTb.

2. Haxxmute kHonky &MeHepa)Kep BOCCTAHOBJIEHUSI HA MaHENN MHCTPYMEHTOB
JencTBMn Ha naHenu cnesa. [MoABUTCA HOBOE OKHO.

3. B pasgene okHa UpeHTudukaTop BBEgMTE Crefyrolimne AaHHbIE:

a. NpeHntTudukatop Ko4a BOCCTaHOBEHUSA 3alWMdpPoOBaHHOroO TOMa.
NpeHTudukaTop Kova BOCCTaHOBJNIEHUA MpPeAcTaBnsseT Co60M CTPOKY
undp 1 6yKB, AOCTYMHbIX B KOHEYHON TOUYKE HA 9KpaHe BOCCTAHOBMEHUS
BitLocker.

B Windows ngeHtudumkaTtop kntoya BOCCTaHOBEHUS NpeACcTaBAseT coboi
CTPOKY uMdp u 6yKB, AOCTYMHbIX Ha KOHEYHOM TOYKE Ha IKpaHe
BoccTaHoBneHus BitLocker.

KpoMe Toro, Bbl MOXeTe UCMoJsib30BaTh NapameTp BoccTaHoBneHue Ha
BKJ1agKe 3awmTa B CBeleHUAX 0 KOMMbIOTEPe AJ1A aBTOMaTUUYECKOro BBoaa
naeHTudUKaTopa KoYa BOCCTAHOBJIEHUS, AN KOHEYHbIX TOYEK KakK
Windows Tak n macOS.

b. Maponb Bawew yyeTHON 3anuncu GravityZone.
4. HaxmuTe OTKpbITb . OKHO pacLumpsieTcs.
B pa3gene UHdopmaLusa o ToMe npeAcTaBiieHbl Clefyowme JaHHbIE:
a. NmaToma
b. Tun Toma (3arpy304HbIv N HE 3arpy304HbINA).

c. Wms koHeuyHon Toukm (KaK ykasaHo B IHBeHTapusauum cetu)
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d. Kniou BoccTaHoBneHus. B Windows KJto4 BOCCTaHOBJIEHUS - 3TO Naposib,
aBTOMaTWUYeCKM reHepupyeMblii Npu windpoBaHun Toma. Ha Mac knwoy
BOCCTaAHOBJ/IEHMS - 3TO NapoJib YYETHOM 3anucK Nnosib3oBaTens.

5. OTI'IpaBbTe KJ1K0Y BOCCTAHOBJIEHUSA NOJIb30BaTENH0 KOHEYHOM TOYKM.

Moapo6Hee o WwWKdpoBaHUK 1 AelMPpPoBKE TOMOB C NMOMOLLbIO GravityZone cMm.
«Wudposanue» (p. 415).

6.2.9. CuHXxpoHmM3auus co cnyxoomn katanoros Active Directory

CeTeBoe cofepXumMoe aBTOMaTUYECKU CUHXpOHU3MpyeTcs ¢ Active Directory
yepes MHTepBan BPEMEHM, 3aaHHbIN B pa3gene KoHdurypauum Control Center.
bonee noppobHyto mHbopmauuto cM. B rnaBe GravityZone no ycTaHOBKE U
HacTpoWKe B pyKOBOACTBE Mo ycTaHoBKe GravityZone

UT06bl BPYYHYHO CUHXPOHU3MPOBATb OTO6pa)kaeMoe B [AaHHbIi MOMEHT
coaepxumoe cetu ¢ Active Directory:

1. lMepengute B pasgen CeTb.
2. Bbibepute KomnbloTepbl U BUpPTYyasibHble MaLUUHbI U3 MEHIO BUOB.

3. HaxxmnTte KkHonky = CuHxpoHusupoBaTtb ¢ Active Directory B BepxHen yacTu
Tabnuubl.

4. Bbl gosKHbI 6yeTe NOATBEPAMTD Baluun feNcTBus, Haxkas [Aa.

@ Mpumeyanue
Onsa 6onbwimnx ceten co cnyxbon katanoroB Active Directory 3aBeplieHue
CUHXPOHU3ALMM MOXET 3aHATb 60MbLIE BPEMEHMW.

6.3. BupTyanbHble MalLUHbI

[Ona npocMoTpa BUPTyanbHON MHPPACTPYKTYpbl NoJ CBOEN YYEeTHOM 3amnuchbio,
nepengute B pasgen Cetb 1 BbibepuTe BUupTyanbHbie MawMHbI U3 MEHIO BULOB
ceTen.

MpumeyaHmne

Bbl MoXxeTe ynpaBnATb BUPTYallbHbIMM MallMHaMN TakKXe U3 KOManOTepr ]
BUPTYalbHble MalLMHbI, HO MPOCMaTPUBaTb BUPTYaNM3MPOBaHHYO UHPPACTPYKTYpY
7] d)VIJ'IprOBaTb €e coaepXxnmMoe, ncnonb3yq cneunanbHble KPUTEPUN, Bbl MOXKETE
TOJIbKO UCNOJIb3yA BUA BMpTyaanble MAaLUUHbI.
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3a 6osiee noapo6HOM MHPopMaLmeit 0 paboTe C BUAaAMU ceTeln, obpaTuTech K «Bubl
cetel» (p. 49).

Emﬁ:‘d" Virtual Machines v Fiters v Welcome, Admin -

Dashboard DA D E O RemoveViews + (@) Tasks (@ ® © = Refresh

Network
§ . Name 0s ™ Last Seen Label
¥ Virtual Machines
Application Inventory
& VMware Inventory
Packages

G VMware Inventory N/A N/A
Cirix Inventory
Tasks Citrix Inventory N/A N/A
% Custom Groups
Policies g Custom Groups NA N/A
% Deleted
Assignation Rules 28 Deketed m m

CeTb - [[pocMOTp BUPTYanbHbIX MaLLUH

Bbl MOXeTe yBMAETb AOCTYMHble BMPTYyasibHble MallWHbl B NIEBOW MaHenu u
JAeTasbHyto MHGOpMaLMIO O KaXKA0M BUPTYanbHOWM MallMHe Ha NaHenu cnpaea.
[ns HacCTPOWKKN 0ToBpaXkeHus feTanbHON MHGOPMaLMK O BUPTYasbHbIX MalUMHaXx
B Tabnuue:

1. HaxxmuTe Ha kHonKy Il KonoHKu B MpaBoun BepXHeW YacTu NpaBomn NaHenu.

2. Bbibepute cTon6UbI, KOTOPbIE Bbl XOTUTE OTOOPA3UTD.

3. HaxmuTe KHOmMKy BoccTaHOBUTb, UTO6bl BEPHYTbCS K BMAY CTOM6LOB MO
YMOJTYaHMUIO.

JleBas naHenb oTo6paxaeT AepeBO KaTanoros BUPTYanbHOW UHGPACTPYKTYpPSI.
KopeHb aepeBa HasbiBaeTcA BupTyanbHblie MalUMHbI U BUPTYyasbHble MaLLUWHbI
CrpynnupoBaHbl MOJ, KOPHEM, B CleAyHOLWMX KaTeropusix, OCHOBaHHbIX Ha
TEXHOJIOMM BUPTYyanu3aumm nocTaBLLyMKa:

« WHBeHTapusauusa Nutanix . Cogepxut cnncok cuctem Nutanix Prism Element,
K KOTOpbIM Y Bac ecTb AOCTYT.

. Copepxxumoe VMware. Cofiep>XuUT cnncok cepeepoB vCenter, K KOTOPbIM Yy Bac
eCTb AOCTYn.

. Copepxxumoe Citrix. Coaep>XxuT cnucok cuctem XenServer, K KOTOpPbIM y Bac
€CTb 4OCTyn.

. TMonb3oBatenbckue rpynnbi. CoaepXxuT cepBepbl 6630MacHOCTU M BUPTYasibHble
MaLUMHbI, 06HapY>XeHHble B BalLel ceTu 3a npegenamm ntoboro cepsepa vCenter
nnu cuctemMsbl XenServer.
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JleBasi naHenb TakXXe COAEPXUT BBEPXY MEHI0 NoJ Ha3BaHWeM Buabl, U3 KOToporo
noJib3oBaTeslb MOXET Bbl6paTb TUN NpeacTaBJiIeHUA Ana KaXXaoro nocrtasuwinka
TeXHONornm BupTyaansaumu.

[na poctyna K BUpTyanbHOM MHPACTPYKTYpe, UHTerpupoBaHHoim ¢ Control Center,
Bbl JOJ/KHbI YKa3aTb Nonb30BaTeNbCKMe faHHble A5 KaXAoro AocTynHoro vCenter
Server. EAUHOXAbI BBEAA BalLK YUYETHbIE laHHble, OHW 6y 1yT COXpaHEeHbI B BalleM
MeHe[)Xepe Y4YeTHbIX AaHHbIX U BaM He npuieTca BBOAMTb WX MOBTOPHO B
JenbHewweM. 1nsa nonyyeHuss 6onee noapo6bHoM MHbopMaLmMK, obpaTuTech K
«[ucneTyep yyeTHbIX AaHHbIX (Credentials Manager)» (p. 233).

B pasgene CeTb, Bbl MOXETE YMNpaBifTb BUPTYasibHbIMU MALLMHAMMU ClieAyHoLW UM
06pasoMm:

« [lpoBepsiTb COCTOAHME BUPTYasbHbIX MaLUUH

« [lpocMoTp cBefeHUn o BUpTyasibHON MalUvHe

o OpraHusoBblBaTb BUPTYasibHble MalluHbI B Fpynnbl
« BbINOAHUTBL COPTMPOBKY, PUABLTPALIUIO U MOUCK

« 3anyctuTb 3agauu

o CdopmupoBaTb 6bICTpbIe OTYEThI

o HasHauntb nonnTukm

o OYNCTUTb NMNLLEH3NOHHbIE MecTa

B paspene HacTpoilkm > HacTpoilKM ceTM Bbl MOXeTe HacTpoOUTb
3aI'IJ'IaHI/IpOBaHHbIe npasuna ona aBTOMaTU4YeCKOM OUYMCTKM HEUCMOSIb30OBaAHHbIX
BUPTYyasbHbIX MalluH U3 MHBEHTapuU3aLum ceTu.

6.3.1. [lpoBepsiTb CTaTyCbl BUPTYasibHbIX MaLLUWH

Kaxpgas BUPTyalibHad MallWHa npeacrtaB/ieHad Ha CTpaHuue CeTy, WKOHKOM
onpeaesieHHoro Tuna n COCToAHUA.

O6paTtnTech K «TUMbl CeTEBbLIX 06bEKTOB M cTaTychl» (p. 608), YTO6bl NPOCMOTPETH
CMUCOK CO BCEMM AOCTYMHbIMU TUMaMU 3HAYKOB U CTaTYCOB.

[nsa nonyyeHmsa nogpobHon nHbopMaLmm o cTaTyce, 06paTUTEChH K:

. CocTosiHVe ynpaBneHus
. CocTosiHVe noaKIIoYeHu s
. CraTtyc 6esonacHocT

CocTosiHne ynpaBneHus

BMpTyaHbele MallnHbl MOTYT UMETb cneayrouine ctaTtycCbl yrnpaBsJieHUA:
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. @ YnpaBnsiemble - BAPTYyasibHble MalUMHbI, Ha KOTOPbIX YCTaHOBJIeHa 3aLunTa

Bitdefender.

. O)XXupgaHue nepesanycka - BUpTyasibHble MallWHbl, KOTopble TpebytoT
nepesarpysku cUCTeMbI Nocsie yCTaHOBKU U OGHOBJIEHUS CUCTEMbI 3aLLMUTbI
Bitdefender.

. HeynpaBnsiemble - o6Hapy>XeHHble BUPTYyallbHbleé MallWHbl, HA KOTOPbIX

3awmTa Bitdefender ewe He 6b1na ycTaHoBNEHA.

. ™ YpaneHHble - BUpTyaNbHble MalUUHbI, KOTOpble Bbl yaanunu u3 Control
Center. na nonydyeHnss 6onee noApo6HOM MHpoOpMauun, obpaTuTecb K
«YpaneHme KOHeYHbIX TOYEK U3 CETEBOro CoaepXXnumoro» (p. 228).

CocTosiHMe nogKnoYeHus

CocTosiHMe NoAKIHYEHUS OTHOCUTCSA K YNpaBisieMbiM BUPTYasibHbIM MalUMHAM
n Security Serveram. CnefioBaTenbHO, yipaBfisieMble BUPTyasibHble MalLWHbl MOTYT
6bITh:

o @ EH OupaH. CMHMI 3HAYOK O3HAYaEeT, YTO KOMMbIOTEP HAX0AUTCS B CETU.

o @ [ OddnaitH. Cepblii 3Ha4YOK O3HA4YaeT, YTO KOMMbIHOTEP HaXOAMTCA B
aBTOHOMHOM peXxume.

BMpTyaanaﬂ MallnHa nepexognt B ABTOHOMHbIN PEXUM, eECNTN areHT 6e30MacHOCTH
HeaKTUBEH 6onee 5 MUHYT. anLII/IHbI, No KOTOPbIM BUPTYalibHbl€ MAaLlLUUHbI MOTYT
HaxoAnTCA B aBTOHOMHOM peXUMe:

. BMpTyaanaﬂ MallnHa BblK/1l0O4YeHa, B peXXuMe CHa unmn FVI6€pHaL|,VIVI.

Mpumeyanme
BVIpTyaJ'IbeIe MaLUWHbI NPOAO/MKAaKT OCTaBaTbCA B CTaTyCe online, Aaxxe ecnu
OHU 336ﬂ0KVIDOBaHbI WUNn nonb3oBaTesib OTKJIHOYEH.

. Y areHTa 6€30MacHOCTM HeT TMOAKIYEHUS K KOMMYHWUKALUOHHOMY
cepBepyGravityZone:

— BupTyanbHble MaLWWHbI MOTYT 6bITh OTKJIHOUYEHbI OT CETHU.

— CeTeBoi GpaHgMayap WM MapLUpyTU3aTOpP MOXET 6JI0KMpoBaTb CBAA3b
Mexay areHToM 6esonacHoctu u Bitdefender Control Center unu
Ha3HauyeHHbIM Endpoint Security Relay.

— BwupTyanbHas MallMHa HaXOAWTCS 3a MPOKCU-CEPBEPOM U HACTPOMKM
NpoKcu-cepBepa He 6b1IM MPaBUbHO HACTPOEHbI B MPUMEHEHHOW MONTUTUKE.
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Mpepynpexpaenune
Ona  BUpTyanbHbIX MalUMH 3@ MPOKCU-CEPBEPEPOM, HACTPOWKM

NnpoKcu-cepeepa [AOJKHbI  6biTb  MPaBUAbHO CKOH(GUrypuMpoBaHbl B
YCTaHOBOYHOM rakeTe areHTa 6e30MacHOCTW, B TMPOTUBHOM Cllyyae
BUpTYanbHasi MalLMHa He 6yaeT 06L,aThCsl ¢ KaHcosbio GravityZone v Bcerga
6yneT nosiBNsATbCS B aBTOHOMHOM PEXUMeE, He3aBUCMMO OT TOro, YTo
NoJINTUKa C npaBuJibHbIMU HaCTpOVIKaMM NMpoKcun 6blna NnpuMeHeHa nocne
YCTaHOBKM.

« AreHT 6€30MacHOCTM yaaneH BPY4YHYHO U3 BUPTYasibHOM MaLLUUHbI, B TO BPEMS
Korga BupTyanbHasi MallnHa He uMena cBnasu ¢ Bitdefender Control Center nunu
C HasHayeHHbIM Endpoint Security Relay. O6bI4HO, KOrga areHT 6e30MacHOCTM
BPYYHYIO yaaneH u3 BUpTYyanbHOM MalumHbl, Control Center yBegomnsaeTt 06
3TOM CO6bITUW, U BUPTYasibHaa MallMHa NoOMevaeTCsi Kak HeynpaensieMas.

o AreHT 6e3onacHocTu paboTaeT HeHagneXallumMm 06pasomMm.
YUT06bl y3HaTb, KaK JOSIFO BUPTYasibHble MaLUMUHbI 6bliIY HEAKTUBHbI:

1. TNokasbiBaTb TONbKO yNpaBfisieMble BUPTYyasibHble MalMHbl. HaXMuTe MeHto
dunbTpbl B BepXHeN YacTu Tabnuubl, Bbibepute BCe "YnpaBnsemMble” BapyMaHThbl,
KOTOpble BaM HY>XHbl U3 BKnaaku besonacHocTb, BbiGepuTe Bece npegmeThl
PeKypcUBHO 13 BKNagku My6uHa n Haxxmute CoXpaHuTb.

2. llenkHute Ha cTonbey lMocnegHsAs aKTUBHOCTb, YTOObI OTCOPTUPOBaTb
BMPTYasbHble MalUMHbI Mo Nepuoay 6e3aencTeus.

Bbl MOXeTe UrHOpUpPoBaTb KOPOTKME Nepuogbl 6e3gencTens (MUHYTbI, Yachbl), Tak
KaK OHW, BEPOSATHO, SIBNSIOTCSA pe3ySibTaTOM BPEMEHHOI0 COCTOsIHUA. Hanpumep,
BMPTYaJibHble MALUMHbI B HACTOSALLEE BPEMS BbIKJIHOUYEHbI.

Bonee anuTenbHble Nepuoabl 6e38eNCTBUS (OHW, Helenn), KaK NpaBusio, ykasbiBaeT
Ha Npo6sieMy ¢ BUPTyasibHOM MaLLUUHON.

MpumeyaHmne
PekomeHayeTcsi 06HOBNATL AaHHble Tabnuubl CeTU, BPEMS OT BPeMeHM, YTobbl
06HOBNATb VIHdJOpMaU,VIIO 0 COCTOAHUUN KOHEYHbIX TOYEeK.

CTaTyc 6e30MacHOCTH

CocTosHMe 6e30MacHOCTU OTHOCUTCS K YNPaBfiieMbIM BUPTYanbHbIM MallMHaM
n Security Server. Bbl MoXeTe onpeaenuTb BUPTYasibHble MaluHbI nn Security
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Serverbl ¢ I'IpO6J1€MaMVI 6e3onacHocCTH, npoeepAAa 3Ha4ku COCTOAHUSA,
0To6pa)+(arou.|,me CUMBOJ1 NpeaynpexageHna:

. @ B WmetoTcs npobnemsl.
« @ E [po6nemM He 06HApPY>KEHO.

BupTyanbHas MawmHa unm Security Server umeeT npo6aemMbl ¢ 6€30NacHOCTbIO,
NnpeaycMOTPEHHbIE MO KpalHen Mepe B OAHOWN U3 CNeayoLWMX CUTYaLmusXx:

« 3awmTa oT BpeAoHOCHbIX NporpaMmM OTKJoYeHa (ToNIbKO ANA BUPTYasbHbIX
MalLLWH).

« CpoK AencTBMA NMULEH3UN UCTEK.

« [MpoaykT Bitdefender yctapen.

« MexaH13Mbl 3alWuUTbl yCTapenm.

o [JononHuTenbHbiv nakeT HVI ycTapen.

« O6HapyxeHo BpegoHocHoe M0 (ToNbKO A5t BUPTYasibHbIX MaLUWH).

. CBasb c Bitdefender Cloud Services He Mo)eT 6bITb yCTaHOBEHA W3-3a
crneyroLnX BO3MOXKHbIX MPUYNH:
— BwupTyanbHasa MalmHa uMeeT Npo6nemMbl C NOAKIOYEHNEM K IHTepHeTy.

CeTeBow 6paHamMayap 651okupyeT coegmHenue ¢ Bitdefender Cloud Services.

MopT 443, Tpebytowwmiics ans cessu c Bitdefender Cloud Services, 3akpbiT.

B oaToMm Cnyyae 3awuta OT BPEAOHOCHbIX TMporpaMM noJaraetcsa
UCKJTIOUNTENIBbHO Ha JIOKaNbHbIN OBWXOK, B TO BpeéMA KakK CKaHUpOBaHue B
ob6nake BbIK/IKOYEHO, 3TO O3HA4yaeT, YTO areHT 6e30MacHOCTU He MOXeT
obecneynTb NOJIHYHO 3alUUTY B peXNMe peasibHOro BpeMeHu.

Ecnu Bbl 3aMeTUNM BUPTYasbHYH MaLLKHY € Npo6neMamu 6e30MacHOCTH, HAXMUTE
Ha ee uMs, 4yTo6bl 0TO6Pa3nTL OkHO WHdopmMauusa. Bbl MoxeTe onpepenvTb
npo6siemMbl 6e30MacHOCTU Mo 3Hauky !. Y6eautecb, YTO Bbl MPOBEpPUSU
nHbopMaumo 0 6e30MacHOCTU Ha BCEX BKagKax MHGMOPMALMOHHbLIX CTPaHuL,.
HaBeanTe Kypcop MbILLIM Ha 3HAYOK, YTO6bl 0TOBPa3UTb NMOACKA3KY, COAEPIKALLLYHO
nopgpo6HocTU. MoryT noTpe6oBaTbCs faNbHENLINE JIOKalbHbIe PacCAe0BaHuS.

MpumeyaHmne

PekomMeHpyeTca 0GHOBNATHL AaHHble Tabnuubl CeTW, BPeMS OT BPEMEHU, YTObbI
06HOBNATL MHPOPMALIMIO O COCTOSTHUM KOHEYHbIX TOYEK.

KoHeyHble TOYKW, KOTOpble HE MOJyYaloT OGHOBJIEHWIN B TeYeHWe MocnegHux 24
YyacoB, aBTOMaTMYeCKMN NoOMeYyatoTCs Kak CofepXXUT yrposbl, He3aBUCUMO OT BEPCUN
COAEPXXMMOro 6e30MacHOCTH, NPUCYTCTBYHOLLEN Ha peTpaHcnsTope unu B GravityZone
Update Server.
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6.3.2. [lpocMOoTp NOAPO6HOI MHPOPMaLIMK O BUPTYaSIbHOW MalLUHe

Moapo6Hble CBeAEeHUSA O KaXK0M BUPTYasibHON MallMHE MOXKHO Y3HaTb Ha CTpaHuLe
CeTb criefiytoLLMM 06pasom:

MpoBepka CeTb CTpaHMLa

MNpoeepka UHdopmaLmsa okHO

MpoBepKa CTpaHULLbl CETH

Ona Toro, 4yTo6bl y3HaTb MOAPOGHYH MHGbOPMAaLUIO O BUPTYyanbHON MalluHe,
npoBepbTe UHOPMaLMIO B TabnuLie NpaBoii MaHenu Ha cTpaHule CeTb.

YT106bI O6ABUTbL NN YAANUTb CTONGLbI C UHGOPMaLMen 0 BUPTYaslbHOW MaLlLVHe,
Ha)kmuTe KHomnky |l CTon6ubiB NpaBov BEPXHEN YacTy NaHenu.

1.
2.
3.

Mepeiignte B pasgen CeTb.
Bbi6epuTe BupTyanbHblie MalMHbI U3 MEHIO BU0B CETEN.
Bbi6epuTte xenaemyto rpyrnmny B IEBOW NaHESN.

Bce BMpTyanbHble MalWHbI, OCTYMHbIE B BbIGpAHHOW rpyrne, oTo6paxkatoTcs
B NPpaBoW NaHenn Tabauupbl.

Bbl MOXeTe fierko onpeaenuTb COCTOsIHUE BUPTYasibHOM MaLUWHbI, TPOBEPUB
COOTBETCTBYHLLUMI 3HAYOK. 151 NOsyYeHUs AONOSIHUTESIbHON MHbOopMaLmK
nepengute K «MNpoBepsATb CTaTyCbl BUPTYasibHbIX MalunH» (p. 118).

MpoBepbTe uHbOpMaLMio, OTOOpaxkaeMyto B CcTofnbuax pAans Kaxaon
BUPTYasibHON MalLLMWHbI.

MCHOﬂb3YﬁTe CTPOKY 3arosioBka Agna rnoucka onpegeneHHbIX BUPTyalibHbIX
MallnH B COOTBETCTBUU C AOCTYNHbIMU KPUTEPUAMMU!

«  WUmsaA: uMa BUpTyanbHOM MalnHBbI.

. FQDN: nonHoe fOMEHHOE UMS, KOTOPOE BKJIHOUaET B CEOHA MMS XOCTa U UMS
JOMeHa.

. 0S: onepaunoHHasa cuctema ycTaHOBMIEHAsA Ha BUPTyasibHON MaLLMHe.
« |IP: IP-appec BupTyanbHOW MaLLMHbI.

. TocnegHAs aKTUBHOCTD: aTa U BpeMsi, KOria BUpTyasibHaa MalluHa 6bia
B MOC/Ie4HWUI pas OHMaWH.
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Mpumeyanmne

Ba)kHO cneauTb 3a NoseM NOCNEAHAS aKTUBHOCTb, A/IUTESIbHbIe Nnepuogbl
6e30eNCTBUSE MOTYT YKasbiBaTb Ha Npo6nemy CBA3WM WM OTKJIHOYEHHYHO
BUPTYasibHYO MaLLUHY.

. flpnbik : HacTpaMBaemasi CTpPOKa C AOMONHUTENbHON UHbOpMaLuuein o
paboueit cTaHuuu. MoxeTe po6aBuUTb MeTKy B OkHo VHbopmauuu
BMPTYasibHOWM MaLLUMHbI U 3aTEM UCMOJIb30BaTb €€ B MOUCKE.

o [Monutuka: nonnMTUKa, npuMeHdaemMasa K BMpTyaﬂbHOVI MalllnHe, coaepXuT
CCblJIKY ANnA NpoCcMOTpa nin nsMeHeHnA napamMeTpoB NOJIMTUKMA.

MpoBepKa MHHOPMALIMOHHOIO OKHa

[naToro, 4To6bl 0TO6PA3UTb OKHO CBeAleHUS, LLENKHUTE UMSI MIHTEPECYIOLLLEN BaC
BMPTYaJibHOW MaLUWHbI B NpaBovi 60KOBOW NaHenu cTpaHuubl CeTb. B 3ToM okHe
0TO6PaXKalTCA CrPyNNMPOBaHHbIE MO HECKOIBKUM BKIaAKaM JaHHble, KOTopble
JOCTYTHbI TOJIbKO AN1A Bbl6paHHOW BUPTYasibHOW MalUUHbI.

B okHe UHpopmauma npreegeH MOSHbIA CNUCOK CBEAEHUI B COOTBETCTBUM C
TWUNOM BUPTYaJibHOM MalLMHbI (BUPTYasibHasi MalLKMHA, 3k3emMnnsip Security Server)
1 nHopmaums o ee 6€30MacHOCTH.

Bknagka "06Lue"

OcHoBHasi UHpopMaLus 0 BUPTyasribHOM MalLVHE, HanpuMep, UMs, nHpopmauns
FQDN, IP-agpec, onepauMoHHasa cuctema, MHPpPacTpPyKTypa, poauTenbcKas
rpyrnna v Tekylee COCTOSIHMe.

B aTOM pasgene Bbl MOXeTe NOCTaBUTb METKY K BUPTYyasibHON MalluHe. Bbl
CMOXeTe 6bICTPO HAXOAUTb BUPTYasibHble MaLUWHbI C OAHOMW U TOW XKe METKON
U MPUHMMAaTb Mepbl MO OTHOLIEHMUIO K HUM, HE3aBUCUMO OT UX PacrosioXXeHus
B ceTu. [ns nonyyeHus [AONOJIHUTENbHbIX CBefleHUd o GunbTpaumu
BUPTYanbHON MalUWHbI nepenaute K «CopTupoBKa, huibTpauus U MoUCK
BUPTYasnbHbIX MaLWuH» (p. 133).

MpepeapuTenbHble TpeboeaHusa HVI, coaepxalume nHGopmaumio 0 ToM, MOXHO
M ucnonb3oBaTb Security Server gns pa3sepTbiBaHUs 3awmTbl HVI nnm Her.
Takum o6pasom, ecnm xocT Security Server paboTaeT Ha NOAAEPXXUBAEMOW
Bepcuu XenServer v [OMNONTHUTESIbHbIV MaKeT yCTaHOBJIEH, Bbl MOXKETE BKITHOUUTD
HVI Ha BUpTyanbHbIX MalLUXHax Ha 3TOM XOCTe.
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Mpumeyanue
Moaynb HVI mMoxeT 6biTb AOCTYneH Ana Balero peleHus GravityZone c
OTAeSIbHbIM JINLLEH3NOHHBIM KJTHOUOM.

. CBefieHns 06 ypOBHSAX 3aLLUTbI, B TOM YKCIIE CMIUCOK TEXHOSIOMMI 6€30MacHOCTH,
NMpMOGPETEHHbIX MpU NOMOLWU pelleHus GravityZone, U cTaTyc UX NULLEH3UN,
KOTopble MOTYT 6bITh:

— [DocTtyneH/AKTUBHBIN - HA BUPTYanbHON MalUMHE aKTUBEH JIMLIEH3NOHHbIN
KJOY 151 AaHHOMO YPOBHS 3aLUUTHI.

— WcTeK cpoK AeicTBUA — UCTEK CPOK AeNCTBUA JIMLEH3UOHHOI O KJloYa AJist
[aHHOr0 YPOBHS 3aLMUTbI.

— O)upgaHue NoATBEPXKAEHUA — JINLLEH3NOHHbIN KJTHOY eLle He MOATBEPXAEH.
Mpumeyanmne

JononHutenbHasa nHdopmMauma 06 ypoBHSAX 3almUTbl AOCTYMHA Ha BKIagKe
3awumTa.

« [lopknioyeHne peTpaHcnsauuu: nms, IP-agpec n MeTka peTpaHcaaTopa, K
KOTOpPOMY NogKJoYeHa BUpTyasibHasA MalluHa.
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Information pd

General Endpoint  Policy

Virtual Machine Agent

Mame: Doc1 (Win7 x32 SP1 relay) Type: BEST
FQDN: master-pc Wersion: 6.2.2.546
IP: 10.10.127.162 Last update: NIA

05: Windows 7 Professional Signatures version:  7.60640
Label: Primary engine: Local Scan
Infrastructure: YiMware Fallback engine: None
Group: Test Datacenter License: Pending
State: Online
Last seen: 25 Jun 2015 11:39:43
Host name: 10.10.17.30
Host IP: N/A

NHdopMaLmMoHHOE OKHO - BKnagKa «06Liue»

Bknapgka "3awura"

9dTa BKJlaAKa COAepXXUT CBeAEHNS 0 KaXK0M YPOBHE 3aLUTbl, IMLIEH3UPOBaHHOM
Ha KOHeYHoW Touke. Moapo6HOCTM coaepXXaT UHGOpMaLUIO O:

. CBepeHust 0 areHTax 6€30MacHOCTH, TaKMe Kak Ha3BaHUe U BepCusl MPOAYKTA,
KOH(Urypaums u COCTOSIHME CKaHUPOBAHUSI MEXAHU3MOB CKaHUpOoBaHus. [na
Exchange Protection Takxxe fOCTYMHbI BEPCUM aHTUCNaMa Y BEPCUU CUTHATYP.

. CocTosiHMe 6e30mnacHoOCTH 014 KaXaoro ypoBHA 3alWlUTbl. 9ToT cTtaTtycC
0To6pa)+(aeTc;| B ﬂpaBOVI 4aCTU MUMEHU YPOBHA 3allUThbl:

— besonacHbIN, eC/iM Ha KOHEYHbIX TOYKaX, MPUMEHSAEMbIX C YPOBHEM 3aLLMTh,
He o6Hapy)keHbl NPO6s1eEMbl 6€30MaCHOCTMU.

—  YA3BUMDIN, €CNM HA KOHEYHbIX TOUYKaX, MPUMEHSIEMbIX C YPOBHEM 3aLUUTHI,
06Hapy>XeHbl Npo6aemMbl 6e3onacHOCTU. [LONONHUTENbHbIE CBEAEHUSA CM.
B pasgesnie «Ctatyc 6esonacHocTu» (p. 120).
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CeBsizaHHbI  Security Server. Kaablt HasHayeHHbI Security Server
oTo6paXkaeTcs B Cllyyae pa3BepTbiBaHWUA 6€3 areHTOB WM NPU CKaHUPOBaHUK
QHTUBMUPYCHbIX MEXaHN3MOB 6€30MaCHOCTU, HACTPOEHHbIX A1t UCMOJSIb30BaHUSA
yAaneHHoro ckaHupoBaHusi. WMHdbopmauma Security Server nomoraet
naeHTUGUUMpoBaTh BUPTYaslbHOE YCTPOWCTBO W MNOJlyYUTb CTaTyCc €ero
06HOBIEHNUS.

MHudopmauus, ceasaHHas ¢ NSX, Takaa Kak cTaTyc Tera Bupyca W rpynna
6e30nacHOCTH, K KOTOPOW MpUHAANIeXUT BUpTyanbHas MalwuHa. Ecnu Ter
6e30MacHOCTM 6blN NPUMEHEH, 3TO COO6LLAET O TOM, YTO MaLLUMHA 3apaXkeHa.
B NpOTMBHOM Cny4ae, MalLUMHA YMCTa UK XKe HEe UCMOb3yeT Ter 6e30MacHOCTM.

CtaTycbl Mogyneii 3aWuThl. Bbl MOXeTe JIerko NPOCMOTPETb, Kaknue MogyIm
3aWUThI 6bIIM YCTAHOBEHbI HA KOHEYHOW TOYKE, @ TAKXKEe CTATYC AOCTYMHbIX
mMogyneii ( Bkn. / BbiKi.), yCTaHOBJIEHHBIX C MOMOLLLHO MPUMEHSIEMOW MOJIUTUKM.

KpaTkuMit 0630p aKTMBHOCTM MoAyfnel U OTYETOB O BpegoHocHom [0 3a
TEKYLLNA [,EHD.

HaxxmuTe ccbinky € MpocMoTp, 4TO6bI NONyYNTH AOCTYMN K NapaMeTpaM 0TYETa,
a satemM CosgaTb oTyeT. [lns nonyyeHus 6onee nNogpo6Hon nHdopmauumm,
o6paTuTechk K «CoszaHne oTyeToB» (p. 534)

UHdbopmaumsa, kacatowasncsa cnos 3awmtbl Sandbox Analyzer:

— Crartyc ucnonb3oBaHua Sandbox Analyzer Ha BuMpTyanbHOW MaluMHe
oTobpaxkaeTcsa C NpaBON CTOPOHbI OKHa:

o AkTuBHbIit: Sandbox Analyzer nuueHsupoBaH (4OCTYMNeEH) U BKIIHOYEH
yepes MoJIMTUKY Ha BUPTYasibHON MallMWHe.

« HeaktueHblit: Sandbox Analyzer nuueHsupoBaH (OOCTYMeH), HO He
BKJIHOYEH Yepe3 MNONNTUKY Ha BUPTYyasibHOW MalLMWHe.

— HasBaHue areHTa, KOTOPbI AENCTBYET KaK AaTuMK nogaydu.
— CocTosiHMe MoAyJsi Ha BUPTYasibHOM MaLUVHeE:

« BrxuoueH - Sandbox Analyzer BkItOYEH Ha BUPTyasbHOW MalUMHe C
MOMOLLLbIO MOMUTUKM.

. BbikntoueH - Sandbox Analyzer He BKJIHOYEH C MOMOLLbIO NOJIMTUKM Ha
BUPTYasnbHOW MaLUUHeE.

— YT06blI MpPOCMOTPETb Yrpo3bl O6HApy)XXeHHble Ha MpoLWIoONn Hepnene,
NPOCMOTpUTE OTYET nepenas no ccoiiike & MpocMoTpeTsb .
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. [JononuutensHas nHdbopMaums o Moayne WudhpoBaHUs, HanpumMep:
— O6Hapy)eHHble ToMa (C yKasaHMeM 3arpy304Horo AuCKa).

— CocTosiHue wndpoBaHus Ans kaxgoro Toma (3awmdpoeaH, BoinonHsercs
wudpoBaHue, BbinonHsierca AewmndpobaHue, HesawudposaH,
3abnokupoBaH unu MpUocTaHOBNEH).

HaxXxMuTe  cCblfKy BoccTaHoBneHMe , 4TOOGblI MOMYYUTb  KJItOM
BOCCTAHOBNEHUS AN COOTBETCTBYHOLLEro 3alndpoBaHHOro TOMa.
Moapo6Hee 0 NosyYeHUM KitoYeil BOCCTAHOBIIEHUS CM. «/Icronb3oBaHme
MeHemxep BoccTaHoBneHnusi (Recovery Manager) ansi 3awmndpoBaHHbIX
TomoB» (p. 179).

Information X
General  Protection Policy  Scan Logs

Endpoint Protection Secure v

E Agent
Type: BEST
Product version 6224938
Last product update: 15 September 2017 11:22:19
Signatures version 773164
Last signatures update 15 September 2017 11:22:19
Primary scan engine: Local Scan

Fallback scan engine: None

Overview
++ Modules @ Reporting(today)
Antimalware: On Malware Status: view &
o detections

Firswall

Content Controk Malware Activity view @

Device control Off

Advanced Threat Control
MHpopmaLMoHHOEe OKHO - BKNagka "3awuTta”

[ns Security Servers gaHHan BKagKa coaep>XuT uHdopmavmio o mogyne "3awmra
XpaHunuuia". MoapobHocTM coaepxxaT nHpopmauuio o:

. Cratyc cepBuca:
— N/A- 3awmTa XpaHunuia nnueH3MpoBaHa, Ho CNy)6a elle He HacTpoeHa.
— BknoyeHo - cnyx6a BKJIlOYEeHa B NOIMTUKY M paboTaeT.
— OTKNI0YeHO - cny)k6a He paboTaeT MO0 NOTOMY, YTO OHa OTKJIKOYEHA U3
NONNTUKK, MO0 CPOK AENCTBUSA JIMLEH3NOHHOIO KI0Ya UCTEK.
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. Cnucok nogknodeHHblx |CAP-COBMECTUMbIX YCTPOWCTB XpaHEHUss Co
cnegyroWnMm JaHHbIMK:

Nms ycTponcTBa XxpaHeHus

IP-appec ycTponcTBa XpaHeHust

Tun ycTponcTea xpaHeHNUs

The date and time of the last communication between the storage device
and Security Server.

Bknagka "Monutuka"

BupTyanbHas MaluMHa MOXET TNPUMEHSITbCA C OAHOW WM HECKOJIbKUMMU
MoMMTUKAMK, HO OfHA MOJIUTUKA MOXET 6blTb aKTUBHA TOJIbKO C OAHOM
BUPTYyasNibHOM MaluuHoi. CBefleHMs O BCeX MOJIMTUKAX, MNPUMEHSIEMbIX K
BUPTYasibHOM MalLnHe, 0To6paXkeHbl Ha BK1agke MonuTuka.

« MMs akTUBHOW NOANTUKKN. HakMWTe Ha HasBaHWE MOJINTUKM, YTOObI OTKPbITh
LWA6OH MOJIMTMKM U MPOCMOTPETb €€ HaCTPOMKM.

o Twun aKTUBHOW NONNTUKMU, KOTOPbIN MOXET 6bITb:

yCTpOﬁCTBOZ ecnnm ceteBbiM agAMWUHUCTPATOPOM BPYYHYHO Ha3Ha4eHa
NnoJINTUKa AnAa BVIpTyaJ'IbHOﬁ MalUUHbI.

MecTononoXeHue: NoJsIMTUKa, OCHOBbIBAsICb Ha npasunax, aBToMaTu4eCku
Ha3Ha4aeTcA BMpTyaHbHOIZ MalluHe B TOM CJly4ae, ecnin ceTeBble HaCTDOVIKM
KOHEYHOW TOYKMU COOTBETCTBYHOT 3ajaHHbIM YCJIOBUAM NMpaBuJi HasHa4yeHns

Monb3oBaTenb: NONMTHKA, OCHOBbIBAsACb Ha MpaBusaXx, aBTOMaTUYECKU
Ha3HayaeTCs KOHEYHOW TOYKE B TOM CJly4ae, eC/iM OHa COOTBETCTBYET Lie/n
Active Directory, ykasaHHOW B NpaBu/ie HasHaYyeHus.

Hanpumep, MalinHe MoXeT 6bITb HasHayeHo ABe MOJIMTUKY, 3aBUCALLME
OT noJib3oBaTesls, ogHa AJiIs agMUHUCTPATOPOB M OAHAa ANA APYrux
COTPYAHMKOB. OfiHa U3 MOJINTUK CTAHOBUTCSA aKTUBHOW, B 3aBUCMMOCTM OT
npaBs Nosib30BaTesIA 3allefLLEero Ha MaLlmHYy.

BHewnuit (NSX): ecnm nonntuka onpegeneHa B cpege VMware NSX.

o Twun HaszHayeHUs1 aKTUBHOW MONNUTUKMN, KOTOprﬁ MOXET OblITb:

anMOﬁZ €Cnn NoJINTUKa NpnMeHAaeTCcA HenocpeacTBeHHO K BMpTyaHbHOIZ
MallunHe.
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— HacnepacTBeHHbIil: ecniv BUpTyasbHass MaluMHA HacnefyeT MoSMTUKY
POANTENbCKOM rpynnbl.
. [MpuMeHuMble NONMTUKKU: OTOGpPaXKaeT CMUCOK MOJMIUTUK, CBA3AHHbIX C
CYLLLECTBYHOLIMMU NPaBUIaMUN HasHaYeHNA. 3TN NOIUTUKM MOTYT MPUMEHATLCSA
K BUpPTYyasibHOM MallMHe, eC/IM OHa COOTBETCTBYET 3a[aHHbIM YC/IOBUAM NpaBu
HasHayeHus.

Information

General  Endpoint  Policy

Details

Active policy: officeLAN
Type: Device
Assignment: Direct
Assigned policies
Policy Name Status Type Assignation Rules

officeLAN Applied Device Nf&

Page 1 of1 0 - 1 tems

S

MHdopmaLmoHHOe OKHO - Bknagka «Monutuka»

Ons  nonyyeHuss [OMOJSIHUTENbHOW WHGMOPMAaLMKM, Kacaloweincss MNOoNUTUKK,
CM.«YnpaBneHue nonutukamm» (p. 238)

Bknagka «PetpaHcnaTop»

Bknagka PeTpaHcnaTop foCTyrnHa TONbKO st BUPTYasnbHbIX MaLWH C PONsiMU
peTpaHcnsiTopa. 3Ta Bk/lafka oTo6paXkaeT MHPOPMALIMIO O KOHEYHbIX TOYKaX,
MOAKMIOYEHHBIX K TEKYLLLEMY pETPaHCAATOPY, Takyto Kak ums, IP-agpec n meTka.
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Information

General Endpoint Relay Policy

Connected Endpoints

Endpoint Name r Label

Page 1 of 1 20 v 2 items

MHbopMaLmoHHOE OKHO - BKNagka «PeTpaHcnaTop»

Bknagka "XXypHanbl ckaHupoBaHus"

Tabnuua CkaHMpoBaHMe XYPHaoOB BbIBOAWUT MoApOo6Hble cBefeHus 060 Bcex
3ajayax CKaHUpPOBaHWS, BbINOJSIHEHHbIX Ha BUPTYaslbHON MaLlVHeE.

XypHanbl crpynnuMpoBaHbl MO YPOBHIO 3alMTbl, U Bbl MOXeTe BbibpaTb B
BbIMaAaloLLEeM CMUCKeE, A1l KAKOrO YPOBHS 0TO6paXkaTb XypHasbl.

BbibepnTe Hy)XXHYIO 3ajauyy CKaHMPOBAHWS, W XXYpPHas OTKPOeTCA Ha HOBOW
cTpaHuue 6payaepa.

Ecnun OOCTYMNMHO MHOI0 XXypHasnioB CKaHMpoBaHUA, OHU MOTYT 3aHUMaATb HECKOJIbKO
CTpaHuu. ns nepemeLleHna no CtpaHmuam VICI'IOJ'Ib3yl7ITe KHOMKW HaBurauum B
HUXXHEN YyacTu Ta6J'IMLI,bI. Ecnu OOCTYMHO C/NMULWIKOM MHOro 3anncen, Bbl MoXeTe
ncnosib3oBaThb onuun CI)I/IJ'IpraLI.I/II/I, [OCTYMNHbIE B BerHeI;I YyacTtu Ta6J'IVILLbI.
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Information

General  Endpoint  Relay  Policy

Modules Reporting (today)

Antimalware On Malware Activity No detections e
Firewall On Malware Status /A ¢
Content Control On
Power user On
Device control Off
Active Virus Control: On
Scan Log
Type Created
ual 23 Mar 2015, 17:34
Page 1 of 1 20 M 1items

MHbOopMaLMoHHOEe OKHO - BKIaaKa «XKypHasibl CKaHMpOBaHUs»

Kaxpgoe CBOMCTBO KOTOpO€e co3paeT I'Ip061'leMbI 6€30MacHOCTU B 9TOM OKHe
NOMeYEHOo 3Ha4ykoM !. HaBeguTe Mbilb Ha 3HAYOK A1 MNOSABIEHNA NOLCKA3KMY,
YTO6bl BbIICHUTb I'IO}J,p06HOCTI/I. MOFyT I'IOTpe6OBaTbC$| AaaneVlLume JIOKaJibHbl€
paccnaeoBaHuA.

6.3.3. OpraHusauus BUpTyasibHbIX MaLLWH B rpynnbl

Bbl MOXeTe ynpaenAaTb rpynnaMmun BupTyaJibHbIX MallnH B NeBOM NaHenu pasgena
CeTtb 13 nanku Monb3oBaTenbckue rpynnbl.

BupTyanbHble MaluHbl, uUMnopTupoBaHHble M3 Nutanix Prism Element,
crpynnupoBaHbl B nanke WHBeHTapusauus Nutanix. BupTyanbHble MalluuHbI,
nMnopTuposaHHble 3 VMware vCenter crpynnuposaHbl B nanke VMware Inventory.
BupTyasnbHble MalwnHbI, UMNOPTUPOBaHHbIE U3 XenServer CrpynnupoBaHbl B rnanke
Citrix Inventory. Bbl He MoxeTe pepakTupoBaTb WMHBeHTapusauuto Nutanix,
MHuBeHTapusauuto VMware unn MHeeHTapumsauumto Citrix. Bbl MoXeTe Tonbko
npocMaTpuBaTth U yNpassiaTb COOTBETCTBYHOLWMMU BUPTYasIbHbIMU MaLLMHaAMMW.
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Bce BUpTyanbHble MalUWHbI, KOTOPbIe He yrnpaBnsatoTcs cuctemamm Nutanix Prism,
vCenter nunu XenServer, onpegensitotcss Network Discovery n nomeuiatorcsi B
Monb3oBaTenbcKue rpynnbl, e Bbl MOXKETE OPraHM30BaThb X B rPYMMbl N0 CBOEMY
YCMOTpeHU0. OCHOBHbIM NPENMYLLLECTBOM 3TON BO3MOXHOCTU ABNAETCS TO, YTO
Bbl MOXeTe WUCMoNb30BaTb FPYMNOBble MOSIMTUKM AJIS1 PELUEHUss PasSIMYHbIX
Tpe6oBaHW 6€30MacHOCTM.

B Monb3oBaTenbcKue rpynmbl Bbl MOXETE CO3aBaTh, yAansTh, NEPEVIMEHOBLIBATL
U nepeMeLLaTh Fpynmnbl BUPTYasbHbIX MALLWH, CO3AaBasi TpebyeMyto fpeBOBULHYHO

CTPYKTYpPY.

MpumeyaHmne
« [pynna moxeT copep)kaTb Kak BUPTYasibHble MaLUVHbI, TaK U Apyrue rpynribl.

« [pu BbIGOPE rPYNMbI B NIEBOV MAHENM, Bbl MOXETE NPOCMOTPETb BCE BUPTYasibHble
MalLLWHbI KpOMeE TeX, KOTOpble HaXoAATCA B CBOMX noArpynnax. [ns npocmoTpa
BCEX BMPTYalnbHbIX MalUWH, BXOASALWMX B rpynny M B AoYepHUe MoArpynnbl,
HaXXMUTe MeHo OUNbTPbI, PacrofioXXeHHOe B BepxHel 4YacTu Tabnuubl K
Bbl6epuTe Bce anemeHTbl peKypcUBHO B pa3aene My6uHa.

CosgaHnue rpynn

Mpexae yem HayaTb co3faBaTb rpPynnbl, NOAYManTe o NpUYMHE CO3JaHUs, 3a4eM
OHM BaM HYXHbl U NpogymanTe CXeMy rpynnupoBKU. Hanpumep, Bbl MoXxeTe
CrpynnupoBaTh BUPTYyasibHbleé MallMHbl Ha OCHOBE OAHOI0 WJIM HECKOJbKUX
CneayroLmnx KpUTepues:

. OpraHusauuoHHas CTpykTypa (NpoJaxku, MapKeTUHI, KOHTPOJb KayecTsa,
pa3paboTka NporpamMMHOro o6ecrneyeHuns, ynpasieHue U T.4.).

« Tpe6oBaHus 6e3onacHocTM (HacTOJIbHble KOMMbIOTEPbI, HOYTOYKU, CEpBEPaA U
T.4.).

o MecToHaxoxaeHne (wTab, MecTHble OdUCbl, yAaneHHble COTPYAHUKM,
JloMallHune oduchl 1 T.4.).

[ns opraHv3auum Bawlen cetu B rpynnbi:
1. BbibepuTe Monb3oBaTenbcKue rpynnbl B IEBOW NaHenu.
2. HaxmwnTte kHOMKy © [l06aBMTb rpynmny B BEpXHEW YacTu JIEBOM NaHenu.

3. BeeauTe noaxopsiiee UMs rpynnbl U HaxkmMuTe OK. MoaBUTCA HoBas rpynna
B Monb3oBaTenbCcKue rpynnbi.
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[epenmeHoBaHue rpynn

YT106bI NEpEMMEHOBATH rpynny:

1. BbibepuTe rpynny B JIEBOW NaHeNMN.

2. HaxxmwnTte KHOMKy ) PepakTUpoBaTh rpynny B BEPXHEN YacTu NIEBON MaHeNw.
3. BBeauTe HOBOE MMS B COOTBETCTBYHOLLLEM MONeE.
4

Haxxmute OK ons noaTBepXaeHus.

MepeMmelL,eHne rpynn U BUPTYaNbHbIX MaLLKH

Bbl MoXeTe nepemelyatb 06beKTbI B N1060€ pacnofioXKeHe BHYTPU Uepapxuu
Monb3oBaTenbckue rpynnbl. [ns nepemMelieHnss o6bekTa, nepeTalimTe ero u3
NpaBoW MaHesNn B XXenaeMyto rpynny JIEBON NaHenu.

Mpumeyanune

O6beKkT, KOTOpbI MNepemMellaeTcsi, HacnegyeT napameTpbl MOJMTUK HOBOM
poAMTENbCKOW TpyMMnbl, €CNN HacnefoBaHWe He 6bI0 3anpelieHo UM apyras
NonUTUKa He 6blla HeMnocpeACTBEHHO NPUMeHEeHa K HeMy. [1nsi nonyyeHust 6onee
noApo6HoN MHbopMaUMM O HacnefoBaHUWM MOSIUTUK, obpaTUTecb K «[1onuTuku
6e3onacHocTu (Security Policies)» (p. 237).

Ypanenue rpynn

lpynna He MOXeT 6bITb YAaNieHa, eC/i OHa COAEPXUT MO MeHbLUe Mepe 0aHY
BMPTYasibHYO MalunHy. [epeMecTUTe BCe BUPTYasbHble MaluMHbl M3 Tpynnbl,
KOTOPYIO Bbl XOTUTE yAanuTb, B Apyryto rpynny. Ecnv rpynna BkoyaeTt B ceba
MoArpynnbl, Bbl MOXeTe BblGpaTb AN NepeMelleHus BCe MOArpynnbl, a He
oTAeNbHble BUPTYalibHble MalUWHbI.

YT06bI yAAnuUTb rpynny:
1. Bbi6epuTe nycTyto rpynmny.

2. Haxmute KHonky ® YpanuTb rpynny B BepXHeW 4acTu JieBoi naHenu. Bbl
[OJDKHbI 6yaeTe NOATBEPAMTb BalLM JeACTBUSA, HaxKaB [a.

6.3.4. CopTupoBKa, GunbTpaLms u NOUCK BUPTYasbHbIX MaLLIWH

B 3aBMCMMOCTM OT KOJIMYECTBA BUPTYasibHbIX MallWH, NpaBas rnaHeslb MOXeT
3aHMMATb HECKONbKO CTpaHuL, (BCero no ymonuyaHuto otobpaxaetcs 20 3anucen
Ha KaXkgow cTpaHuue). 05 nepemelLeHust No cTpaH1LaM UCMosNb3yNTe KHOMKK
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HaBUraumm B HWXKHEN yacTu Tabnuubl. YTo6bl NU3BMEHUTL KOJIMYECTBO 3arucen
0To6pa>+(aeMb|x Ha CTpaHuue, BBeaguTe gpyroe aHa4eHme B noJie paaomM c KHonkKamMum
HaBurauuu.

Ecnn 3anucein cnuiikoM MHOro, Bbl MOXXETE UCMOJIb30BaTb MOJS MoucKa noa
3aroJsioBKkamMmu CTOJ'I6L|,OB nJin MeHro ¢VIJ1prbI B BerHeVI 4aCTu CTpaHuLbl, 4yTOObI
OT06pa3VITb TOJIbKO Te 06bEeKThI, KOTOpble BaM HeO6XO,E|,VIMbI. Hanpmmep, Bbl
MOXeTe WUCKaTb onpenefneHHyr BUPTYasibHYHO MalUHy Wnn Bbl6paTb ana
NPOCMOTpPa TOJIbKO yrnpaBisideMble BUPTYyaJibHbl€ MaLLUMHbI.

CopTupoBKa BUPTYanbHbIX MaLLWH

[na copTUPOBKM JaHHbIX MO OnpefAesieHHOMY CTOoJI6LY, LWEeNKHUTE 3arofioBoK
cTonbua. Hanpumep, ecniv Bbl XOTUTE OTCOPTUPOBAaTb BUPTYasbHble MaLWHbI MO
UMEHMW, LLLeJIKHUTE Ha 3arosioBoK UMs. Mpyu NOBTOPHOM HaXKaTWM Ha 3arofloBOK
BMPTYaJibHble MalUUHbI 6yAyT 0To6paxaTbCsl B 06paTHON NocneA0BaTeNbHOCTY.

Name « 08 P Last Seen Label

b
CopTupoBKa KOMMbKOTEPOB

(DVIﬂpraLI,VIFI BUPTYaJibHbIX MaLlLlUH

1. Bbi6epuTe Xenaemyr rpynny u3 fieBo NaHenu.

2. Haxmute MeHto punbTpbl B NpaBoi BepxHen YacTu CeTEBOM NaHesu.

3. Bbl MOXeTe UCMonb30BaTb Crieayowme Kputepumn buibTpauuu:

« Tun. BbibepuTe TN BUPTYasnbHbIX 06bEKTOB, KOTOPbIE ByAYyT 0TOGPaXKaTbCS.
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Type Security Policy Power Tag Depth

Filter by
Virtual Machines Clusters
Hosts Datacenters
vApps Resource Pools
Folders Pools

Depth: within the selectad folders

= e

BMpTyaJ’Ibele MallUHbI - (DVIJ'IpraLWIﬂ no Tuny

BesonacHocTb. BbibepuTe ynpaBfieHWe 3awuTon W/MnmM  cTaTyc
6e30nNacHOCTH, 4YTOObl MO HUM OTPUNLTPOBATb CeTEBble O0OBLEKTDI.
Hanpumep, Bbl MOXKeTe Bbi6paTh A1 TPOCMOTPa TOJIbKO MalLMHbI Security
Server, UM Bbl MOXeTe MpPOCMaTpuMBaTb TOJIbKO KOHEYHble TOYKM C
npo6rneMamu 6e30NacHOCTM.

Type Security Policy Power Tag Depth

Management Security Issues
Managed (Endpoints) With Security Issues
Managed through vShield Without Security Issues

Managed (Exchange
Servers)

Managed (Relays)
Security Servers
Unmanaged

Depth: within the selectad folders

= e

BI/IpTyaJ'IbeIe MallUHbI - (DI/IJ'IpraLWIFI no 6esonacHocTu

MonuTuka. BbibepurTe LWabnoH NOSMTUKY, A1 KOTOPOro HYXXHO ¢punbTpoBaTb
BUPTYasibHble MalUMHbI, TWUM HasHA4YeHUs MoNUTUKM (MpAMOA  wum
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HaCHEAyeMbIVI), a TaKXe CTaTyC Ha3Ha4yeHuda nMNOoJINTUKn (aKTVIBHbIl‘/'I,
I'IpVIMeHHEMbIﬁ nin B o>+<w,u,ava|).

Type Security Policy Power Tag Depth

Template:
Edited by Power User
Type: Direct
Inherited
Status: Assigned
Pending

Depth: within the selectad folders

e e

BupTyasnbHble MaLnHbI - GubTpauus no noMTuKam

MutaHue. Bbl MoXxeTe BbliGpaTb OTOOpaXKkeHWe BUPTYasbHbIX MallvH B
peXXumMax oHnawH, opianH n OXXMaaHus.

Type Security Policy Power Tag Depth

Show

Online
Offline
Suspended

Depth: within the selectad folders

= =

BMpTyaJ’Ibele MallUHbI - (DI/IJ'IpraLWIFl no NUTaHUK

MeTku. Bbl MoXeTe Bbl6paTb GUIbTPALMIO BUPTYaNbHbIX MalUUH C
MOMOLLLbIO TErOB U aTpMBYTOB, KOTOPble Bbl OMpeAeNuny B Ballel cpeae
BUpTYyanusauum.
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Type Security Policy Power Tag Depth

Type Attribute Value [ Tag Actions

Depth: within the selectad folders

o | oo |

BMpTyaJ’Ibele MallUHbI - (DVIJ'IpraLWIﬂ no Taram

. [ny6uHa. Mpu ynpaBneHun LepeBOM CETEBOW CTPYKTYPbl BUPTYasbHbIX
MallWH, BUPTyasnbHble MallWMHbl, pasMelleHHble B MOArpynnax, He
oTo6pakaloTcs Mo yMonyaHuio. BoibepuTe Bce npeaMeTbl peKypCUBHO,
yTO6bl MPOCMOTPETbL BCE BUPTYasibHble MaLLUWHbI, BXOASLLME B TEKYLLYHO
rpynny v Bce NoAarpynmnbl.

Type Security Policy Power Tag Depth

Filter by

© Items within the selected folders
All items recursively

Depth: within the selectad folders

N

BupTyanbHble MalmHbl - unbTpauus no rnyéuHe

MpumeyaHune
Ha)kmuTe C6poCcUTb, 4TO6LI 0YUCTUTL GUIIbTPbI U 0TO6Pa3nTb BCE BUPTYasibHble
MaLUWHbI.

4. HaxmuTe CoxpaHuTb, YTO6bl OTGOUILTPOBaTL BUPTYyasibHble MAaLUWHbLI MO
BbI6GPaHHbIM KPUTEPUSIM.
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Mouck BUPTYaJibHbIX MaLUUH

1. BblbepuTe HYXHbI KOHTENHEP B NIEBOM MaHesNu.

2. BBeauTe cNOBO AnA NOUCKa B COOTBETCTBYIOLLEM MOfe NoJ 3arosioBKaMu
ctonéuos (Mms, OC unu IP) B npaBoy naHenu. Hanpumep, BeeauTe IP-agpec
BUPTYaNbHOW MalUMHbI, KOTOpYyH Bbl uuwete, B none IP. Tonbko
COOTBETCTBYHOLLAA BUPTYyanbHasa MalluHa NosIBUTCS B Tabnuue.

OuncTHTE OKHO MOWMCKA, YTOBbl 0TO6PAasUTb MOJHbLIA CMMCOK BUPTYasbHbIX
MaLUWH.

6.3.5. 3anyck 3ajay Ha BUPTYasbHbIX MalLMHAX

B pasgene CeTb, Bbl MOXETE yYAaneHHO 3anyckaTb pag aAMUHUCTPATOPCKUX 3agavd
Ha BUPTYyaJibHbIX MallXUHaX.

Bbl MOXKeTe BbINOAHUTD cnepgywouime sagaldu:

o «CKAHUPOBATb» (p. 139)

. «3apaum natyeit» (p. 150)

« «CkaHupoBaHue Exchange» (p. 153)

« «YcTaHoBUTb» (p. 157)

« «YpaneHue knveHTa» (p. 163)

« «O6HOoBnEeHUS» (p. 163)

« «[lepeHacTpoika knneHTa» (p. 164)

« «CeTeBoe O6HapyxeHue» (p. 166)

« «O6HapyxeHue MpunoxxeHuni» (p. 167)

« «lepesarpyska MawwuHbl» (p. 167)

. «YcTaHoBKa Security Server» (p. 168)

« «YpaneHue Security Server» (p. 171)

. «06HoBneHue Security Server» (p. 171)

. «YcTaHoBKa gononHuTenbHoro naketa HVI» (p. 172)
o «YpanuTe gonosiHMTEeNbHbIN NakeT HVI» (p. 173)

« «O6HOoBNEeHNe fononHuTeNnbHoro naketa HVI» (p. 174)

Bbl MOXeTe co3fiaBaTh 3aauUu OTAENbHO AN1S KaXA0W BUPTYanbHOM MaLlUMHbI UK
ANs rpynn BUPTYanbHbIX MawwuH. Hanpumep, Bbl MOXeTe yAaneHHo YCTaHOBUTb
Bitdefender Endpoint Security Tools Ha rpynny HeynpaBnsieMblX BUPTyasbHbIX
MaluH. To3xKe, Bbl MOXeTe co3faTb 3afauyy CKaHWpPOBaHWA OnpeaeneHHoM
BUPTYasibHOM MalLMHbLI B TOW Xe rpynne.
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[lns KaXxxaon BUPTYanbHOM MaLLWHbI, Bbl MOXXETe 3anycKaTb TOSIbKO COBMECTUMbIE
3agaun. Hanpumep, ecnu Bbl BbIGEpPUTE HEYNPABIAEMYIO BUPTYasibHYHO MaLLWHY,
Bbl MOX€Te Bbl6paTb TO/IbKO yCTaHOBKY areHTa 6e30MacHOCTH, BCe ApYrue 3agaum
6yayT HeaoCTynbl.

Onsa rpynnbl BbibpaHHaa 3afada 6yAeT co3faHa TOJNIbKO ANl COBMECTUMbIX
BUPTYanbHbIX MawuH. Ecnv HM opHa M3 BUPTYanbHbIX MalMH B rpynne He
COBMeCTUMa C Bbl6paHHON 3ajayeit, Bbl 6yfeTe YBeAOMIEHbI, YTO 3ajaya He
MOXeT 6bITb CO3[aHa.

MNMocne cospaHus, 3afilaya 3anycTUTCS CPasy Xe, Korga BUpTYyasibHble MaLlWHbI
6ynyT OHnalH. Ecnu KoMMbloTep HaxoAUTCA B aBTOHOMHOM peXxume, 3agaHue
HauHeT BbIMOJIHATbLCS, KaK TOJIbKO OH MNOAK/IUNTCH K IHTepHeTYy.

Bbl MOXeTe npocMaTpuBaTb M yNpaBnsTh 3ajadaMu B pasgene CeTb > 3agaum.
Ona nonydyeHuns 6osiee nogpo6Hon MHdopmaumm, obpaTutech K «[lpocMoTp 1
ynpaeJieHve 3agadyamm» (p. 223).

CKAHMPOBATb

onsa yAaJNleHHOro 3anycka 3ajadu CKaHUpoBaHUA Ha OAHOW WM HECKOJIbKUX
BUPTYalibHbIX MallMHaX:

1. Mepengute B pasgen CeTb.
2. BbibepuTe BupTyanbHble MaLLUHbI U3 MEHIO BUOB CETEN.

3. Bbibepute >xenaembid KOHTeMHep B JNieBOM MNaHenn. Bce 06bekThl,
cofiep>xallimecs B BbIGpaHHOM rpynne, BbIBOASATCA B Tabnuue npaBoin NaHesnu.

4. OTMeTbTe CI)J'Ia)KKaMI/I cooTBeETCTBYHOLLHNE 06bEKThI, KOTOpbl€ Bbl XOTUTE
NMPOCKaHMpoBaThb.

5. Haxmute kHonky ® 3agauM B BepxHel 4yacTu Tabnuubl U Bblbepute
CkaHupoBaTb. [10ABUTCSA OKHO HAaCTPOeEK.

6. HacTpownte napameTpbl CKaHMPOBaHUS:

. HaBknagke O6uiee Bbl MOXeTe BbI6GpPaTh TUM CKAHMPOBaHWUS U BBECTU UMS
AN 3agaun npoeepku. IMs 3agaun ckaHMpoBaHuUs nNpegHa3HavyeHo, YTobbl
NOMOYb BaM Jfierye onpeaenuTb Tekyllee CKaHMpOBaHWE Ha CTpaHuue
3agaun.
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Scan task X

General  Options  Target
Details
Type Quick Scan
Task Name: Quick Scan 2016-00-14

Run the task with low priority

Shut down computer when scan is finished

o

3aflaya CKaHMPOBaHWUS BUPTYasbHbIX MaLUMH - HacTpoiika o6Lux napaMeTpoB

Bbi6epuTe TMN cKaHUPOBaHUA U3 MeHto Tun:

— bBbICTpoe CKaHMpOBaHWe TpeABapUTeSIbHO CKOHGbUIypuMpoBaHo Ass
CKaHMPOBaHWA TOSIbKO BaXKHbIX CUCTEMHbIX MECTOMOJIOXEHWUI U HOBbIX
tainos. bbicTpoe CKaHMpOBaHWe 3aHWMaeT, KaK NpaBuiio, MeHee
MUHYTbI. BbICTpOe CKaHWpOBaHWe UCMOMb3YeT NINLb HE3HAUNUTENbHYIO
YyacTb CUCTEMHbIX PecypcoB, B OT/IMYMe OT NpoLecca cTaHAapTHOro
aHTUBMPYCHOrO CKaHUPOBaHUS.

Bitdefender aBTOMaTuMuyecku nepexoauT K 06E3BPEXMBAHMUIO, €CJIU
O6Hapy>XeHbl BPEeAOHOCHble MporpamMmbl WMAN PYyTKUTbLL. Ecnv no
KaKoW-M6o npuuymHe ¢ann Henb3s BbUIEYUTb, OH NepeMeLLaeTcs B
KapaHTUH. 3TOT TWUM CKaAHWPOBAHUS WIHOPUPYET MNOAO03pUTENIbHbIE
dannbl.

— TlonHoe ckaHMpOBaHMe MpPOBEPSIET BCH CUCTEMY Ha BCE TUMbI
BPELOHOCHbIX MPOrpaMM, YrpoXarowmx 6e30MacHOCTH, TaKUX Kak
BMPYCbI, MPOrpaMMbI-LUMUOHbI, peknamHoe MO, pyTKUTbI 1 apyrue.

Bitdefender aBToMaTuMuyeckn nbiTaeTcs o6e3BpexunBaTtb Gaisbl,
o6Hapy)XeHHble BPegoOHOCHbIMU MporpaMmmamn. Ecnv BpefoHocHas
nporpamMma He MOXeT 6bITb yAaneHa, OHa NepeMeLL,BETCS B KApaHTUH,
rae oHa He MOXeT HaBpeauTb. Noao3puTesbHbIe Gaitsibl UTHOPUPYHOTCS.
Ecnv Bbl XOTUTE MPUHATH MEPbl U B OTHOLIEHWM MOAO3PUTENbHbIX
¢daitnoB, MnM ecnuM Bbl XOTWUTE BbIMOJHUTE Apyrue AeUCTBUSA MO
YMOJIYaHUIO AN 3apaXkeHHbIX (aisioB, BblbepuTe BapuaHT «3anyck
NMoJsib30BaTeSIbCKOr0 CKaHUPOBAHUSI».

— CKaHuMpoBaHUe NaMATH NPOBepsIeT NPOorpaMmbl, 3anyLLeHHbIe B TaMATH
BUPTYasibHON MaLLMWHbI.
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— CKaHupoBaHMe ceTu TuM NOSb30BaTE/IbCKOr0  CKaHWpOBaHWUS,

NO3BOJNIAIKOLLMNIA CKaHUPOBATb CETEBble [AWUCKWU, WCMOJSIb3ysl areHTa
6esonacHocTu Bitdefender, ycTaHoBNEHHOro Ha BbIGpaHHON BUPTYasibHOW
MaLuuHe.

ﬂ,!’lﬂ BbIMOJIHEHUA 3a4a4YU CETEBOI0 CKaHNPOBaHUA:

. BaMm Heo6x0aMMO Ha3HaAYMTb 3afady A1 OAHON KOHEYHON TOUKU B
ceTu.

. [nsaareHTa 6e30nacHOCTV BaM HEO6XOAMMO BBECTM YUYETHbIE AaHHbIE
nosib3oBaTesns ¢ NpaBaMu YTeHUA/3anncu A1 BbI6pPaHHbIX CETEBbIX
[VCKOB, YTO6bl UMETb BO3MOXXHOCTb MOJYYUTb AOCTYM U BbINOJIHUTD
TpebyeMble OeWCTBMA Ha 3TUX CeTeBbIX AMckax. Heobxogumble
YYeTHbIE laHHbIe MOTYT 6bITb CKOHPUIypupoBaHbl Ha BKnaake Lienb
OKHa 3apau.

Bbl60poyYHOEe CKaHMpOBaHUe No3BOoJISIET BbIOMPaTb MECTa CKaHUPOBaHUS
M HacTpauBaTb NapaMeTpbl CKAHUPOBaHWSI.

ans BbI60quHOFO CKaHUpoBaHusa, CKaHUpoBaHUA MNMaMATU U CETU, Bbl
MoXXeTe Bbl6paTb cnepywouimne onynn:

— BbINnONHUTb 3agavyy C HU3KUM NPpUOpPUTETOM. YctaHoBUTe aTOT CI)J'Ia)KOK

ONA CHMWXeHUda npuoputeTa npouecca CKaHUpoBaHus, YyTObbI apyrue
nporpamMmmbl cMornum pa6OTaTb 6bICTpee. |_|pl/l 9TO MOXET YyBEJIMYNTCA
Bpem4, HeO6XO[J,VIMoe AOJ1A 3aBepLlueHnAd npouecca CKaHnposaHuUA.

MpumeyaHue
9T1a onuus npuMeHMMa Tosbko K Bitdefender Endpoint Security Tools u
Endpoint Security (ycTapeBLUNiA areHT)

BbIKNIOYUTH KOMMbIOTEP NOCIE 3aBepLUEHUS CKAaHUPOBaHUS YCTaHOBUTE
9TOT d)ﬂa)KOK, 4YTOObI BbIK/IOYNTD MallnHy, ecqin Bbl He co6wpaeTer
UCMNoJsib30BaThb €€ HEKOTOPOE BPEMA.

Mpumeyanue
9Ta onuus npumeruMa K Bitdefender Endpoint Security Tools, Endpoint
Security (ycTapeBwuit areHT) u Endpoint Security for Mac.

Onsi nosb3oBaTenbCcKoro ckaHupoBaHus (Custom Scan) HacTpoinTe
cnegyolime napameTpbl:
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- [epenanTe Ha BKAagKy Onuumu, 4TOo6bl YCTAHOBWUTL MNapameTpbl

CKaHUpoBaHuA. Bbi6epuTe ypoBeHb 6€30MacHOCTU, KOTOPbIN ydlle
BCEr0 COOTBETCTBYET BaWMUM MNOTPe6HOCTAM  (MHTEHCUBHbIN,
HopmanbHbI unu PekoMeHayeMmbin). MicnonbayiiTe onucaHus cnpasa
OT WKaJibl, KOTOPble MOMOTYT cAenaTh BbI6Op.

B 3aBUCMMOCTU OT Bbi6paHHOro Npodwuns, napaMeTpbl CKaHUPOBAHUS
B pa3sgesie HacTpoliku 6yayT CKOHhUIrypMpoBaHbl aBToMaTuyecku. Tem
He MeHee, NP XXenaHuK, Bbl MOXKETE HAaCTPOUTb UX Boree AeTaslbHO.
YTt06bl caenaTb 3TO, BblbepuTe onuuio lMonb3oBaTenb U 3aTem
packpowuTe pasgen Hactpouku.

Scan task
General  Options  Target

Scan options

Custom - Administrator-defined settings
- Aggressive

- Normal
- Permissive

QO - Custom

» Settings

3agaHus no CKaHUpOoBaHUIO BUPTYaNibHbIX MaLUWUH - HaCTpOﬁKa nonb3oBaTeSIbCKOro
peXxumMa CKaHMpoBaHuA

[ocTynHbI crepyoLLme ONLyUu:

« Tunbl daitnos. Mcnonb3ynte gaHHYHO HACTPOWKY, YTObbl 3agaTb
Tunbl annos, KOTOpble Bbl XOTUTE MPOCKaHMPOBaTb. Bbl MoXeTe
yKasaTb areHTy 6e30MacHOCTM NpPOCKaHWpoBaTb Bce annbl
(He3aBMCMMO OT UX pacLUMPEHUI), TONbKO daibl NPUIOXKEHUA UK
cneumdmryeckme Tunbl Hannos, KOTOPbIE Bbl CYATAETE NOTEHLMASIBHO
onacHbimMu. lpu ckaHupoBaHuM Bcex (annoB obecrneynmBaeTcs
onTuManbHas 3awuTta. CKaHMpya TONbKO MPUSIOXKEHUS, MOXHO
NOBbICUTb CKOPOCTb CKaHMPOBaHWSI.

@ Mpumeyanue

@annbl npunoxexuii 6onee yassuMMbl 4J15 BUPYCHbIX aTak, Yem apyrve
Tunbl dannos. na nonyyeHus 6osiee noapo6bHOM MHbOpmaumK,
obpaTtuTech K «Tunbl hannos npuioxxexdnin» (p. 610).
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Ecnu Bbl XO0TUTE NPOCKaHMPOBaTb TOJbKO creuuduyeckne Tunbl
tainos, BbibepuTe B MeHI0 Monb3oBaTeNbcKue pacluMpeHuns 1 3aTeM
BBeAMTE XeslaeMble pacluMpeHns B pefakTMPYEMOM Mosie, HaXxnMas
BOITY NOCJIE KaXA0ro paclMpeHus.

BaxHo

AreHTbl  6e3onacHocTu  Bitdefender ycTaHaBnuBatoTcs B
onepaumoHHbIx cucteMax Windows u Linux, ckaHUpyroT 60JIbLLIMHCTBO
.ISO opmaToB, HO He MpeAnpPUHUMAIOT HUKaKUX AeNCTBUIA Had HUMW.

- Settings
File Types
Type Custom extensions

Extensions:

exe

baf

HacTpoiika 3afjaHuii No cKaHMPOBaHUIO BUPTYanbHbIX MalLvH - [lobaBneHue
Nonb30BaTeNbCKUX PaCLUMPEHWiA

ApxuBbl. ApxuBbl, cogepalliue MWHbUUMPOBaHHble dainbl, He
NpeaCcTaBnsAoT HEMOCPEACTBEHHON Yyrpo3bl 6€30MacHOCTM CUCTEMBI.
BpepoHocHble nMporpaMMbl MOFYT MOB/IMATL Ha CUCTEMY TOJIbKO
€CJIM 3apa)keHHbIV (haiin nsBneveH u3 apxusa v 6yaeT UCMOSHEH Npu
BbIK/IHOYEHHOW 3alluMTe B peanbHOM BpeMeHW. TeM He MeHee,
peKoMeHyeTCsl CKaHMPOBaTh apXMBbl AJ1s1 OGHAPYXXEHUS U yaaneHus
No60M NOTeHUManbHONM yrpo3bl, faXke He NpeAcTaBaoLLEN COOOM
HernocpeACTBEHHON Yrpo3bl CUCTEME.

BaHo
CKaHMpOBaHMe ¢>a171noa, CXXaTbIX B apXuB, yBeJIndunBaeT 06u.|,ee BpemsA
CKaHupoBaHuUA U 3aHNMaeT 60JIbLLNN 06 bEM CUCTEMHbIX pecypcos.

- CKaHMPOBaHMe BHYTPU apXUBOB. Bb|6ep|/|Te 9Ty onuuko, eCnu Bbl
XOTUTE NpPOBEPUTb 3aapXmBUPOBaHHbIE CI)aI;IJ'IbI Ha Haiu4une
BPEeAOHOCHbIX MPpOorpamMm. EcnnBbl pewmnnn ncnoJib3oBaTtb AaHHYHO
onuuro, BamMm H606XO}J,VIMO HACTpOUTb clieayrolme napamMmeTpbl
onTnMmnsauunn:
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« OrpaHuyeHune pasmepa apxuea (M6). Bbl MoXKeTe yCTaHOBUTb
MaKCMManbHO  AOMYCTUMbIA  pa3mMep apXuBOB  Ans
CKaHupoBaHuA. MocTaBbTe GIaOK B COOTBETCTBYHOLLEM
noJsie ¥ BBEAMTE MaKCUMaJibHbIN pa3mep apxusa (B MB).

. MakcumanbHas rnyéuHa apxuBa (ypoBHM). OTMeTbTe
COOTBETCTBYHOWMNA (QNaxoKk U Bblbepute B  MEHKO
MaKCUMaJIbHYHO rny6unHy apxuBa. ans nyJuien
NPOU3BOANTENIbHOCTU Bbl6EpPUTE HAMMEHbLLEE 3HaYeHUE, ANA
MaKCUMabHOM 3alLUTbl BbibepuTe HanborsbLLee 3HaYeHMe.

— CKaHMpOBaTb apXMBbl 3JIEKTPOHHON NOYTLI. BbiGepuTe faHHy0

OMUMIO ECNIN XOTUTE paspeLLnTb NPOBEPKY MOYTOBbIX COOOLLEHMU
M NoYTOBbIX 6as, BKNtoYas Takue dopMaTbl pannoB Kak .eml,
.msg, .pst, .dbx, .mbx, .tbb u gpyrue.

BaxxHo

rlpOLLECC CKaHupoBaHua MNo4YTOBbIX apxmBoB ABNAEeTCA
AOCTaTO4YHO pecypcoeMKnmMm n MOXeT noBJNIUATb Ha
npon3BoanUTENIbHOCTb CUCTEMDI.

PasHoe. Bbi6epuTe coOTBETCTBYOLWME (BraXKy, YTOObI BKIOUYUTD
HY)XHble NapamMeTpbl CKaHUPOBaHWS.

- CKaHMpOBaHMe 3arpy3o04HbIX CEKTOPOB. I'IpOBepKa 3arpy3o4Hbix

CEKTOPOB CUCTEMbI. ITOT CEKTOP XXECTKOro UCKa COAEPXKUT Kog,
BUPTYyasibHOM MalUUHbI HEOO6XOAUMbBIM AJ1S 3anycka npouecca
3arpysku. 3apakeHne BMPYCOM 3arpy304HOro cektopa MoXeT
NPYBECTU K TOMY, YTO AUCK CTaHEeT HeOCTYMEH M Bbl HE CMOXeTe
3arpysvTb CUCTEMY U NOJIYYUTb JOCTYN K CBOMM [aHHbIM.

CkaHupoBaHue peecTpa. BbiGepuTe 3TOT napameTp Ans
CKaHMpoBaHusa Kiouen peectpa. Peectp Windows — aTo 6asa
JaHHbIX, B KOTOPOW XpaHATCS HaACTPOMKM M MapameTpsbl
KOH(GUrypaumum pnsi KOMMOHEHTOB OMePaLUoHHOW CUCTEMbI
Windows 1 ycTaHOBNEHHbIX NPUIIOXEHWIA.

CKaHUpOoBaHUe Ha Hanuuue pyTKUTOB. Bbi6epuTe 3TOT NapameTp
[Nl CKAHUPOBAHUS HA HANIMYUE PYTKUTOB U 06 bEKTOB, CKPbITbIX
C MOMOLLbIO TaKOro NMPOrpaMMHOro o6ecrneyeHust.
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— CKaHMpOBaHMWe Ha Hannuyue KJaBUaTypHbIX LUNMUOHOB. BbibepuTe
JaHHYIO OMUMIO ANl CKaHMPOBaHWS CUCTEMbI Ha Hanuuue
KraBmaTypHbIX LWNMOHOB. Mo cBOoen npupoae Kewmnorepbl He
SIBNSAOTCSA BPeAOHOCHbLIM 10, HO OHWM MOTYT 6bITb UCMOJIb30BaHbI
3/10yMbILLUNEHHUKaMK. B yKpafeHHbIX flaHHbIX XaKep MOXET HalTu
NIMYHYIO MHOPMALMIO, TaKy Kak HoMepa 6aHKOBCKUX CYETOB
M NapoJsin, 1 UCMOoJIb30BaTb €€ B JINUHbIX LiesisiX.

- CKaHMpOBaHMe namMmaTu. Bbl6epMTe 9TOT NapameTp And
CKaHMpoBaHuA nporpamMmm, 3anyLleHHbIX B CUCTEMHOM NaMATW.

— CkaHupoBaHue ¢aunoB cookie. Bbibepute 3Ty onuuio ans
cKkaHupoBaHus cookies-pannoB, coxpaHeHHbIX 6pay3epamMu Ha
KOMMbIOTEPE.

— CKaHMpoBaHMe TOJIbKO HOBbIX/M3MeHEeHHbIX ¢ainos. CkaHupys
TOJIbKO HOBble U W3MEHEHHble (aisibl, MOXHO 3HAUYUTENIbHO
NMoBbICUTb 06LLLee 6bICTPOLENCTBUE CUCTEMbI C MUHUMATBHBIMY
notepsiMu B 6€30MacHOCTMU.

— CkaHuMpoBaHMe Ha Hanuuve NOTEHUUANIbHO HeXenaTeNbHbIX
npunoxxeHuit (PUA). NMoTeHUManbHO HexxenaTesibHble MPUIIOXKEHNS
(PUA) aTo nporpaMmbl, KOTOpble MOTYT 6bITb HeXeNlaTeNlbHbIMU
ana MK, anHorga n nocTaBNATLCA B KOMMJIEKTE C MPOrpaMMHbIM
obecneyeHmem 6HecnnaTtHoro. Takue nporpamMmbl MOryT 6biTb
yCcTaHoBJEeHbI 6e3 cornacusi (Takxxe Ha3blBaOTCS peKaMHbIMU)
WJIY BKJIKOYEHbI N0 YMOJIYaHMUIO B KOMMJIEKT 3KCNpPeCcC-yCTaHOBKU
(kak ornonHeHue). MoTeHUMaNbHOE BO3AENCTBUE 3TUX NPOrPaMm
3aK/lovaeTca B MNOKase BCMJbIBAOWMX OKOH, YCTaHOBKe
HeXenaTenbHbIX MNaHenenm MWHCTPYMEHTOB B 6pay3epe o
YMOMYaAHUIO MM paboTe HECKOMbKMUX MpoLeccoB B (POHOBOM
pexume, 4To 3ameanseT NPOU3BOAUTENIbHOCTb KOMMbIOTEpA.

— CkKaHupoBaHue cbeMHbIX HocuTenei. BbibepuTte 3aTOT NnapamMeTp
AN CKaHUpPOBaHWUs  JIO6bIX  CbEMHbIX  HaKoMuUTesnew,
NoAKJIOYaEMbIX K KOMMbHOTEpY.

. [JeiictBua. B 3aBucumocTM OT Tuna o06HapyXeHHoro anna
aBTOMAaTMYeCKM BbIMONHATCS Cneaytolne 4edcTBus:

— JleiicTBue Npu o6Hapy)XxeHUn 3apaXkeHHoro ¢aina. Bitdefender
onpepensaeT dainbl Kak 3apaXXeHHble C NOMOLLbIO PasfINUHbIX
nepenoBbIX MeXaHM3MOB, KOTOpble BK/IHOYAKOT CUrHaTypbl
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BpeAoHocHoro [0, TexXHonormM MalUHHOrO O6ydYeHua WU
UCKYcCTBEHHOro uHTennekta (MW). AreHT 6e30MacHOCTU
Bitdefender MokeT yaanuTb BpeIOHOCHbIN KO/ U3 3apaXXeHHOro
danna n BoccosgaTtb UCXOAHbIN ann. 3Ta onepaumsa n3BecTHa
KaK fieyeHue.

Ecnu 3apaxeHHbin dann o6HapyXeH, areHT 6e30MacHOCTU
Bitdefender aBToMaTnyecku nonbiTaeTca ero BbleunTb. Eciu
¢daiin He yaaeTca BblIeYUTb, OH NMEPEMELLAETCS B KapaHTUH B
Lensax npeaoTBpaLLEHNS pacnpocTpaHeHus BUpyca.

BaxxHo

B cny4yae onpeneneHHbIX TUNoB BPeAOHOCHbIX MpOorpamMMm JjieyeHme
HEBO3MOXXHO, MOCKOJIbKY O6Hapy)KeHHbIl7I d)aﬁn ABNAETCA
MOJIHOCTbIO BPEAOHOCHbIM. B Takux cny4dyaax BbINOJIHAETCA
yAaneHne 3apaxeHHOoro d)aﬁna C AUCKa.

[eiicTBue npu o6Hapy)XeHuMn noposputenbHoro danna. [ns
o6Hapy>XeHus Nofo3puTenbHbix dainos Bitdefender ucnonbsyet
9BpPUCTUYECKMIN aHaNMU3 U Apyrue TeXHONorMKn . Takon noaxon
obecneynBaeT BbICOKNA YPOBEHb 06HAPY>KEHWSA, HO B HEKOTOPbIX
cnyyasix nonb3oBaTeslb AO/MKEH 3HAaTb O CAy4Yasax JIOXKHbIX
CUrHanoB (YMcTble haisibl, onpefeneHHble Kak NoA03pUTESNbHbIE).
JleyeHne nopospuTenbHbIX GansioB HEBO3MOXHO, MOCKOJbKY
npoueaypa neyeHust HefloCTynHa.

Mo ymMonyaHuto, 3aja4m CKaHMPOBaHWS HACTPOEHbI UTHOPUPOBAaTh
nopo3puTesibHble Gannbl. Bol MOXeTe U3MEHUTL JeNCTBUE MO
YMOMNYaHuto, YTo6bl MepemMellatb NoA03pUTeNbHble hainbl B
KapaHTUH. MomelleHHble B KapaHTWH (aiinbl OTAPaBAsoTCA Ha
aHanus B nabopaTtopwuto Bitdefender Ha perynsapHoi ocHoBe. Ecrin
Hanuume BpegoHocHoro MO NoATBEPXAEHO, BbIMyCKaeTCs
cUrHaTypa, KoTopasi NO3BONIUT ero yAanuThb.

Korga HaiileH PpyTKMT. PyTkuTbl npepcTaBnsitoT co6ou
CcreLuanusnpoBaHHOE NPorpaMMHOE o6ecriedeHue, UCTIoNb3yemMoe
NSl TOro, YTo6bl CKpbITb hainbl ONepauuoHHOW CUCTEMDI.
OfHAKO, PYTKUTbI 4YacTo MCMOMb3YHTCs, 4YTOObl CKpbITh
BPELOHOCHbIe MPOrpamMmbl, 60 ANS COKPbITUS NPUCYTCTBUS
3/10yMbILLJIEHHWKA B CUCTEME.
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O6Hapy>XeHHble PYTKUTbl U CKpbITble (aifbl MO YMOYaHUIO
UrHOPUPYIOTCS.

Mpu o6HapyXeHUn BUpyca Ha BUpTyanbHol MawmHe NSX, Security
Server aBTOMaTUyeCckn noMeyvaeT BUPTYasibHYIO MalUMHY MeTKOM
(Terom) 6e30MacHOCTM, MPU YCIIOBUM, YTO 3Ta ONuUUs 6bina Bbl6paHa
npw HTerpauumn cepeepa vCenter.

Onsa atux uenen NSX MoxeT coaepxXaTb TpU METKU 6€30MacHOCTY,
B 3aBMCUMOCTM OT CEPbe3HOCTU Yrpo3bl:

— ANTI VIRUS.VirusFound.threat=low, TMpuUMeHAETCA K

MalluHe, Korga Bitdefender HaxoanTt BpegoHocHoe MO ¢ HU3KUM
YPOBHEM PUCKa, KOTOPOE OH MOXET yAanuTb.

— ANTI VIRUS.VirusFound.threat=medium, NPUMEHAETCH K

MalunHe, ecnu Bitdefender He MoXXeT yaanuMTb MHPULMPOBAHHbLIN
(aiin, Ho BMeCTO 3TOro MbITaeTCs BbINIEYUTH €rO.

— ANTI VIRUS.VirusFound.threat=high, npuMeHaeTca K

MalumHe, ecnu Bitdefender He MOXeT HM yAanUTb, HA BbIIEYUTD
3apakeHHble (ansbl, HO 6JIOKMPYET JOCTYM K HUM.

Bbl MoOXeTe n3onupoBaTb 3apaXKeHHble MalUMHbI MyTEM CO34aHUsA
rpynn 6e30MacHOCTU C AUHAMUYECKUM YJIEHCTBOM Ha OCHOBE TEroB
6€30MacHOCTH.

BaxxHo

— Ecnu Bitdefender HailpgeT Ha MalMHe yrposbl C pasfMyHbIMU
YPOBHSIMM CJTOXKHOCTM, TO MPUMEHUT COOTBETCTBYIOLLME METKM.

— Ter 6e3onacHoCTH yaandaeTtca Ha MalluHe TOJIbKO nocne
BbIMNOJIHEHNA NOJIHOIO CKaHNPOBaHUA U ,D,e3MHd)eKLWIVI MallnHbI.

XOTS 9TO U He peKOMEHAYeTCSl, Bbl MOXETE U3MEHUTb eACTBUE Mo
yMonuyaHuo. MOXXHO 3apaTb JOMOJIHUTENbHOE AENCTBUE, KOTOPOe
6yZleT BbIMOJIHEHO B CIly4Yae, €C/iM He YaNnocb BbIMOJIHUTL NEPBOE,
a TaKXXe pasnnyHble AeCTBUS AN KaXKA0MW U3 KaTeropuid. Boibepute
B COOTBETCTBYIOLLMX MEHIO MepBOe U BTOPOE LeNCTBUE, KOTOpble
6yZyT BbIMONMHATLCSA B OTHOLIEHWM BCEX TUMOB OGHAPYXEHHbIX
tanos. [OCTYMHbI CeaytoLwme feACTBUS:
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Jleuntpb
YpanseTr BPeAOHOCHbIM KOA M3 3apaXeHHbix (annos.
PekomeHayeTcs Bcerga gepXxatTb 3TO OeWCTBME B KayecTBe
nepBoro, YTobbl 6bITb B Kypce 3apa)KeHHUs1 pansos.

MepemeleHue ¢haitnoB B KapaHTUH
MepemellaeT 3apaXkeHHble Gannbl U3 UCXOQHOTO PAaCMooXeHUs
B Manky kapaHTuHa. ®ainnbl, NOMeLLeHHbIe B KapaHTWH, He MOTyT
6bITb BbIMOJIHEHbI MM OTKPbITbI; TaKUM 06pa3oM, He BO3HUKaeT
pucK 3apaxkeHus. Bbl MoXxeTe ynpaBnsiTb hannamMm B KapaHTUHe
Ha cTpaHuLe KoHconu Quarantine.

Ypanutb
YnansieT o6Hapy>eHHble parnbl ¢ AUCKa 6e3 NpeaynpexaeHus.
XenatenbHo nsberaTb UCMONb30BaHWeE 3TOMO AEeNCTBUS.

MponycTuTb
Hukaknx peicTBun He 6yAeT NpPeAnpuHSTO B OTHOLLEHUU
ob6HapyXeHHbIXx dannoB. 3T dannbl 6yayT oTobpaxkaTbes
TOMbKO B XXypHasne CKaHUPOBaHMUSI.

— MMepengute Ha BKNagky Lienb, yTo6bl HACTPOWUTb PACMONIOXKEHUS,
KOTOpbl€ Bbl XOTUTE MPOCKAHMPOBATb Ha TpebyeMblX BUPTYasibHbIX
MaLUUHaX.

B pasaene CkaHupoBaHue Lenu Bbli MoXeTe 406aBUTb HOBbIN Gaini nnu
nanky, KotTopble He06X0ANMO NPOBEPUTb:

a. Bbibepute  npeponpeaeneHHoe  MeCTOpacrofiokeHue U3
BbINafaloLLEero MeHH0 UM BBEAUTE KOHKPETHbIE NYTH B KOHKPeTHble
nyTH, KOTOPbIE Bbl XOTUTE NPOCKAHUPOBATb.

b. Ykaxute nyTb K 06beKTy AnAa  CKaHupoBaHuda B noJe
peaakTupoBaHuaA.

. Ecnu Bbl Bbi6panu npepornpefeneHHoe MecTo, HeOH6X0AMMO
KOPPEKTHO 3aBepLunNTb NyTb. Hanpumep, ans ckaHnpoBaHus Bcew
nanku [IporpaMHEEe banssl, [OCTaToO4HO Bbl6paTb

COOTBETCTBYHOLLEE NpegonpenesieHHoe MeCTo U3 Bblnagatrouero
MeHo. [1ns ckaHupoBaHus KOHerTHOﬁ nankn n3 lporpaMHee

darise, HE06X0AMMO 3aBEPLUNTL NYTb, 06aBMB 06PATHYH KOCYHO
yepTy (\) M UMS Nanku.
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« Ecnu Bbl Bbi6pany KOHKpeTHbIe NyTH, BBEAUTE MOJSIHbLIA NyTb K
06beKkTy npoBepku. XenaTenbHO WMCMNOMb30BaTb CUCTEMHblE
nepemeHHble (B onpegeneHHbIX cyvasx), 4Tobbl y6eanTbCs, UTo
nyTb AEACTBUTENEH ANIA BCEX BbIOPaHHbIX BUPTYasibHbIX MaLLUWH.
Ons nonyyeHuns 6onee noapo6bHOM UHGMOPMALMK O CUCTEMHBbIX
nepemMeHHbIX, o6paTuTech K «CUCTEMHbIE MepeMeHHble» (p. 611).

c. HaxmuTe cCOOTBETCTBYIOLLYIO KHOMKY * [106aBUTb.

YT06bI U3MEHUTH CYLLECTBYIOLWMA MYTb, HAXMUTE Ha Hero. YTo6bl
yoanuTb MNarnky M3 CrUCcKa, HaXKMUTE COOTBETCTBYHIOLLYIO KHOMKY &
Ypanutb.

[ns areHTa 6€30MacHOCTN BaM HEO6X0AMMO BBECTU yYeTHble AaHHble
nonb3oBaTens ¢ NpaBaMu YTEHUA/3anMcu ans BblOpPaHHbLIX CETEBbIX
[AVCKOB, YTO6bl UMETb BO3MOXHOCTb MOJSyYNTb JOCTYM U BbINOSIHUTD
TpebyeMble feACTBMA HA 3TUX CETEBbIX ANCKAX.

Haxxmunte Ha paspen UcknioueHusn, ecnm Bbl XOTUTE ,ELO6aBI/ITb
UCKNHo4eHus.

* Exclusions

© Use the exclusicns defined in Policy > Antimalware > Exclusions section

Define custom exclusions for this scan

E K=

3anaHMe NO CKaHMpOBaHUIO BUPTYyaJibHbIX MaLUWH - Onpep,eneHme NCKITHOYEHUI

Bbl MOXXeTe b0 MCNonb30BaTb UCKIHOYEHUS OnpeAeneHHble MOSIMTUKON,
M60 onpefennTb fABHble WUCKJIIOYEHUMA [AnA  Tekywend 3ajauu
CKaHupoBaHus. 3a 6osiee NogpobHON MHDOpMaLMen 06 NCKIIOYEHUSX,
obpaTtutech K «McknoveHus» (p. 312).

7. Haxmute COXpaHMTb, 4YTOObI co3aaThb 3agavdy CKaHUpOBaHUA. lMosBMTCA OKHO
noATBEPXAEHUA.
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Bbl MOXeTe npocMaTpuBaTb M yNpaBnsTh 3agadaMu B pasgene CeTb > 3agaum.
Ona nonydyeHuns 6osiee nogpo6Hon MHdopmaumm, obpatutech K «[lpocMoTp 1
ynpaeJieHve 3agadamm» (p. 223).

Mpumeyanune

YT106bI 3aNNaHMPOBaThL 3afaHne CKaHMPOBaHWA, NepenanTe Ha cTpaHuuy MonuTuky,
BblbepuTe MOSIMTUKY, HAa3HAUYeHHYIO BUPTYalbHbIM MaliMHaMm, u fobaBbTe 3agavy
nNpoBepku B pasaen 3awuta oT BpefoHOCHbIX nporpamm > Mo Tpe6oBaHuto. [Jns
nonyyeHus 6Gonee noppo6HOWM MHpopMaumu, obpaTutech K «CkaHupoBaHWe Mo
3anpocy (On-Demand)» (p. 290).

3ajaum naTyen

PekomeHayeTcs perynspHo npoBepsaTb 06HOBJeHUA MO U NpUMeHATb MX Kak
MOXXHO ckopee. GravityZone aBTOMaTU3MPYeT 3TOT NPOLIECC C MOMOLLbHO NOJIMTUK
6e30MacHOCTH, HO ecni BaM HY>KHO cpasy 06HOBUTb MpPorpaMMHoe o6ecrneyeHne
Ha onpepeneHHbIX BUPTYasbHbIX MallUHaX, BbIMOSHUTE cnefyollme 3ajayun B
cneaylouiemM nopagke:

1. CkaHupoBaHWe naTtya

2. YcTaHoBKa naTya

Tpe6oBaHus K cucteme

« AreHt 6e3onacHocTu [ Moaynem ynpasneHusa ncnpasneHnAMU
yCTaHaB/IMBaeTCA Ha KOHEYHbIX TOYKaxX.

« [1nA ycnewmHoro BbIMOAHEHNA 3ajad CKaHMPOBaHUSA U YCTAaHOBKM KOHEYHble
Toukn Windows fomKHbl COOTBETCTBOBATb cneayrwmMm ycnosuaMm:

— JloBepeHHble KOpHeBble LEeHTpbl cepTudukauum xpaHuT CepTudukar
KopHeBoro LIC DigiCert Assured ID.

— T[lpoMeXXyTouHble LEeHTpbl cepTudMKaLuMM BKJIlOYAEeT B CeOSA LLeHTP
cepTudukauyum nognucaHHoro koga DigiCert SHA2.

— HaKoHeYHbIX ToOYKax ycTaHoBNeHbI ucnpaeneHus ans Windows 7 n Windows
Server 2008 R2, ynoMsiHyTble B aTow cTaTbe Microsoft: PekomeHgaLum no
6e3onacHocTu Microsoft 3033929
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CKaHI/IDOBaHI/Ie naTtya

BMpTyaﬂbele MallnHbI C YCTapeBLlWUM NporpaMMHbIM obecrnevyeHnem YyA3BUMDI
ana atak. PeKOMeH}J,yeTCFl pPerynapHoO npoBepATb U YyCTaHaBJIMBATb O06HOBJIEHUNE
MO Ha KOHEeYHbIX TOYKax. YToObI npoBepuUTb BUPTYaJibHbl€ MaLllWUHbI HA HaJIn4yne
HEYCTaHOBJIEHHbIX MCﬂpaBﬂeHMVIZ

1. Mepengute B paspen CeTb.
2. Bbibepute BupTyanbHbie MaLMUHbI U3 MEHIO BUOB CETEN.

3. Bbibepute xenaembii KOHTENHEP B /IeBOW NaHeNN. Bce KOHeYHble TOUYKU U3
BblIGPAHHOI0 KOHTENHepa 0TO6PasATCS B NpaBoW NaHenu Tabnuubl.

4. BblbepuTe LeneBble KOHEeYHbIe TOUKM

5. Haxmute kHonky ® 3apgauM B BepxHen 4yacTu Tabnuubl U Bblbepute
CkaHupoBaTb ucnpassnieHus. [NoSBUTCA OKHO NOATBEPXAEHNS.

6. HaxmuTte [la uTo6bl NOATBEPAUTDL 3aauy CKAHUPOBaHUSA

Korpa 3apaya 3akaHuuBaeTcs,, GravityZone po6aBnsieT B MHBeHTapb
UCMpaBfeHMIn BCe UCNPaBJIeHNs, HeO6X0AUMbIe A/ Ballero nporpaMmMHoOro
obecnevyeHus. [1ononHUTENbHbIE CBEJIEHUS CM. B pa3ene «/HBeHTapusaums
natua» (p. 214).

Bbl MOXXeTe npocMaTpuBaTb 1 yrpaBnATb 3agadyamMu B pasgene Cetb > 3agaum.
[Onsa nonyyeHua 6onee noapo6Hon uHdopmaumm, obpatutech K «pocMoTp U
ynpasneHue 3agadamu» (p. 223).

Mpumeyanmne
YT06bl 3aniaHMpoBaTb CKaHWPOBaHWE WCMPaBNIEHUN, W3MEHWUTE MOJIMTUKK,
Ha3HayeHHble LiesieBbIM KOHEYHbIM TOYKaM, U HacTpoinTe napaMeTpbl B pasgene
YnpaBneHue ucnpaeneHusimu. [1na nonyyeHus 6onee nogpobHow MHGopmaumu,
obpaTuTech K «YnpasrieHune ucnpaeneHmamm» (p. 363).

YcTaHOBKa naTya

YT06bI YCTAaHOBUTb O4HO UJTN HECKOJIbKO I/ICI'IpGBJ'IEHVII?I Ha ueneBble BUPTYyalibHble
MaLlUUHbI:

1. NMepengute B pasgen CeTb.
2. Bbibepute BupTyanbHbie MaLMUHbI U3 MEHIO BUOB CETEN.

3. Bbi6epute xenaemblil KOHTENHeP B JSIeBON NaHenn. Bce KOHeYHble TOUYKM U3
BbIGPAHHOI0 KOHTEHepa 0TO6pasATCs B NpaBoW NaHenu Tabnuubl.
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HaxkmuTe KHOMKy ® 3aAaun B BEpXHeN YacTu Tabnuubl 1 Bbi6epuTe YCTaHOBUTD
ucnpaeneHus.

MosBUTCSA OKHO HaCTpoOeK. 34ecb Bbl MOXeTe NMPOCMOTPETbL BCE UCNPAaBJIEHUS,
OTCYTCTBYHOLNE Ha LeJieBbIX BUPTYaJsibHbIX MalUUHaX.

Mpu Heo6X0AMMOCTM UCTIONL3YNTE NapaMeTpbl COPTUPOBKM U HUIbTPaLUm B
BEepXHel YacTu Tabnmubl, YTO6bl HANTU KOHKPETHbIE UCTIPABJIEHUS.

Haxmute kHonky |l CTonbubl B BepxHeW npaBOW 4YacTW MaHenun, 4Toobbl
NPOCMOTPEeTb TOJIbKO COOTBETCTBYHLLYH UHPOPMaLUIO.

Bbi6epuTe ncnpaBfieHusl, KOTOPOE Bbl XOTUTE YCTAHOBUTD.

HeKOTOpre ncnpaeneHnAa 3aBUCAT OT APYrux B Takom cny4yae OHuU
aBTOMaTU4YeCKU BbI6MpaK)TCF| O[UH pa3 BMeCTe C UcrnpasJieHUEM.

Mpu HaxkaTum Ha HoMmepa CVE vnnu MpoayKTbl 0TOOPasnTCA NaHesb C JIEBOM
CTOPOHbI. [aHenb COAEPXUT AOMNONHUTENbHYO MHPOPMaLuto, Takyto kKak CVE,
KOTOpble ucrnpasnsieT uCnpaBieHne, Uan NPoAYKTbl, K KOTOPbIM NPUMeEHAeTCA
ucnpaeneHue. Kak TONbKO NpoynTaeTe, HaXXMUTe 3aKpbiTb, YTOObI CKPbIThb
naHesnb.

Bbi6epuTe Mepe3arpy3nTb KOHeUYHble TOYKM NOCJie YCTaHOBKU UCTIPaBJIeHuUs,
ec/im Heo6XoAUMO, YTO6bl Mepes3anyCTUTb KOHeYHble TOYKM cpasy nocne
YCTaAHOBKW UCMNpaBJieHusl, ecnn TpebyeTcsi nepe3arpyska CUCTeMbl. YUTuTe,
4TO 9TO feCTBME MOXKET NpepBaTb CeaHc NoJsib3oBaTess.

LLlenkHuTe YcTaHOBUTD.

3apaya ycTaHOBKM co3faeTcsl BMecTe ¢ Nog3ajadyaMu 4Ns KaXkK[omM Lenesou
BUPTYanbHOW MaLUWHbI.

Bbl MOXeTe NnpocMaTpuBaTb M yNpaBnsTh 3ajadaMu B pasgene CeTb > 3agaum.
Ons nonyuyeHus 6onee noapo6Hon MHpopMaLmK, obpaTutech K «[pocmoTp U
ynpaBneHue 3agadyamm» (p. 223).

MpumeyaHmne

e YTO6bl 3annaHuMpoBaTb YCTAHOBKY WCMPaBleHWUN, W3MEHUTE MOJIMTUKK,
Ha3HayeHHble LeNeBbIM MalUMHAM, M HacTpolTe napaMeTpbl B pasgene
YnpaeneHue ucnpaeneHusasMu. [11s nonyyeHusi 6onee nogpo6HoON MHGopmaLmu,
obpaTutechb K «YnpaeneHue ucrnpaeneHusamm» (p. 363).

o Bbl Takxe MoXeTe YyCTaHOBWUTb MWCMpaBjieHMe CcO CcTpaHuubl WHBeHTapb
McnpaBneHum, HaunHas c onpeaeneHHOro MHTEPECYHOLLEro Bac ucnpasneHus. B
9TOM crnyyae Bbl6epuTe UcnpaBrieHne U3 CNMcKa, HaxXMUTe KHOMKY YCTaHOBUTb
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B BEPXHEN YacTu Tabnmubl U HACTPOMTE NapaMeTpbl YCTaHOBKM UCTPaBEHUS.
[JononHuTenbHble cBefleHUsl CM. B pasgene «YcTaHoBKka natyein» (p. 218).

. [locne ycTaHOBKM WCMpaBfieHUs Mbl pPEKOMEHAYeM OTnpaBuTb 3ajady
CkaHupoBaTb WCMpaBfieHUsI KOHEYHbIM To4ykaM. 3JTOo [edACTBUE OGHOBUT
uHpopmauuio 06 McCnpaBneHuW, COXpaHeHHyto B GravityZone pans Bawmx
ynpaenisieMbIX CeTel.

Bbl MOXeTe yaanuTb UcnpassieHus:
o YpaneHHo, oTnpaBuB 13 GravityZone 3agaya yaaneHuss UCripaBieHun.,

« JlokanbHO Ha MalunHe. B aToM cny4yae Bam HeO6XOAMMO BOMTUB CUCTEMY KaK
adMUHUCTpPATOpP KOHEYHOM TOYKN U 3anyCTUTb AEUNHCTANNATOP BPYYHYHO.

CkaHupoBaHue Exchange

Bbl MOXeTe yaaneHHo ckaHuMpoBaTb 6a3y AaHHbIX cepBepa Exchange, sanycTus
3apayvy Exchange Scan.

[na Toro, yTo6bl cCkaHMpoBaTb 6a3y AaHHbIX Exchange, Heo6xoaMMO BKNHOUMTL
CKaHMpOBaHWe Mo 3arnpocy, yka3as yYeTHble AaHHble agMUHUCTpaTopa Exchange.
[na nonyyenus 6onee nogpo6Hon nHbopMaumm, obpaTuTeck K «CkaHupoBaHue
xpaHunuwia Exchange» (p. 391).

[nsa ckaHMpoBaHus 6asbl faHHbIX cepBepa Exchange:

1. Mepengute B pasgen CeTb.

2. Bblbepute BupTyanbHbie MaLMUHbI U3 MEHIO BU/OB CETEN.

3. B neBon naHenu, BbibepuTe rpynny, coaepxatlyto Hy>XHbi cepep Exchange.
Xenaembili cepBep Bbl MOXeTe BblOpaTh B MPaBON NaHeNu.

Mpumeyanue

Mpwn xenaHuy, Bbl MOXeTe UCMNOSb30BaTb GUALTPbI, YTOObI GbICTPO HaAWUTK

HY>XHbIN cepBep:

o Haxmute wMeHio ®unbTpbl U BblbepuTe cneaylolwme napameTpsbl:
Ynpaensiemblii (Exchange Servers) Ha Bknagke besonacHocTb 1 Bce NyHKTbI
peKypcuBHO Ha Bknaake Fny6uHa.

. Beeaute ums cepsepa unu IP-agpec B HY>XHOM Mofe Moj 3arofnoBKOM
COOTBETCTBYHOLLEro cToN6La.

4. OTmeTbTe dnaxkoM cepep Exchange, 6a3y faHHbIX KOTOPOro Bbl XOTUTE
npoBepUThb.
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5. HaxmuTe KHOMKY 3afaum B BepxHen YacTv Tabauubl U Bbi6epuTe Exchange

Scan. [1osBUTCA OKHO HACTPOEK.

6. HacTpoiTe napameTpbl CKaHUPOBAHUS:

. O6uwee Beegute nogxoasilee uMa 3afaqu.

[na 6onblumx 6a3 fJaHHbIX 3aja4a CKaHMPOBaHUA MOXET 3aHMMAaTb MHOIO
BPEMEHM U MOXET MOBNMUATbL HAa MPOM3BOAUTENILHOCTL cepBepa. B Takux
cnyyvasix, yctaHoBuTe hnaxok OcTaHOBUTE CKAHUPOBAHUE, EC/IN 3TO 3aliMeT
6onblue BpemMeHW, YeM U Bbi6paTb NMOAXOASLLMA UHTEpPBan BPeMEHU B
COOTBETCTBYIOLLEM MEHHO.

. Llenb BbiGepute KoHTeHEPbI U 06BEKTHI, KOTOpPble 6YAYT NPOBEPSATLCS.
Bbl MOXKeTe Bbi6GpaTh AN CKAHUPOBAHUSA: MOYTOBbIE SILLMKM, O6LLME NamnKK
Unu u 1o, 1 gpyroe. KpoMe aneKTPOHHO NOYTbI, Bbl MOXETe BblIGpaTh AJ1s
CKaHMpPOBaHUs Apyrue o6beKThI, Takue, kak KoHTakTbl, 3agaum, PypHuTypa
n Ony6nukoBaTb 3neMeHTbl. Kpome TOro, Bbl MOXeTe YCTaHOBUTb
cnepyoLme orpaHMyeHns Ha COAEPXKMMOe, KOTOpoe 6yZleT NpoBepATLCS:
— ToJIbKO HENPOYMTAHHbIE COOBLLEHNSA
— ToJIbKO 3/IEMEHTHI C BIIOXXEHUSAMMU
— ToJIbKO HOBOE, MOJTyYeHHOE B YKa3aHHbIV MPOMEXYTOK BPeMEHU

Hanpumep, Bbl MoXeTe Bbl6paTb AN CKAHMPOBAHUS TOJIbKO MUCbMA
NMoYTOBbIX MOJIb30BaTENEN, MPUHATBIE 32 MOCHEAHNE CEMb AHEN.

Bbi6epuTe dnaxok UcknioueHus, eCiiv Bbl XOTUTE OMNpeaeSuTb UCKIOYEHNA

npu CKaHWpoBaHUK. YTo6bI co3aaTh UCKIIOUYEHUE, UCNOMb3ynTe Nons 13

3arosfioBKOB Ta6uLbl CleayoLmm 06pa3oM:

a. Bbi6epuTe TUN Peno3nMTOPUA U3 MEHIO.

b. B 3aBACMMOCTM OT TUMa XpaHUNULLA YKaXKUTe 06beKTbl, KOTopble
AOMKHbI 6bITb UCKJTHOYEHbI:

MoyToBbIN AWMK Afpec 3/IeKTPOHHOM NOYThI
O6w,an nanka MNyTb K Nanke, Ha4YMHas C KOPHA KaTanora
Basa paHHbIX NpeHTudukatop 6asbl AaHHbIX

Mpumeyanue

[ns nonyyeHns naeHTudukatopa 6asbl JaHHbIX, UICNOJSIb3YWTE KOMaHAY
o6onoykmn Exchange:

Get-MailboxDatabase | fl name,identity
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Bbl MOXXeTe BBECTM TOJIbKO OfHY KOMaHAy 3a 04uH pas. Ecnivy Bac eCcTb
HECKOJIbKO 06bEKTOB OHOI0 TMNA, Bbl ALO/MKHbI 3aaTb CTOJIbKO npasun,
CKOJIbKO 3J'IEMEHTOB

c. Haxxmunte KHoOnMKy ¢ © [Nob6aBuTb B BerHeM yacTu Tabnuubl, YTO6LI
COXpPaHUTb UCKJTHOYEHNE N [06aBUTbL €ro B CNMCOK.

YTo6bl ypanuTb MpaBWIO  WUCKJIIOYEHWS W3 CMWUCKA, HaXMuUTe

COOTBETCTBYIOLLYIO KHOMKY = Y AanuThb.

. MapameTpbl HacTpoiTe napameTpbl CKaHMPOBAHUS Afsi COOGLLEHUN
3NEKTPOHHON NMOYThI, COOTBETCTBYIOLLMUX NPaBUy:

— Tunbl oTcKaHUpOBaHHbIX (aitnoe Vcrnonb3ynTe 3Ty ONUUIO, YTOGbI
yKa3aTb, Kakue TUMbl hansioB Bbl XOTUTE NPOCKAHUPOBaTh. Bbl MoXeTe
CKaHupoBaTb Bce ¢aisbl (HE3aBUCMMO OT UX PacLUMPEHUs), TOJIbKO
thainbl NPUIOXKEHUNA UK OnpefenieHHble TUMbl GaisioB, KOTopble Bbl
cunTaeTe onacHbiMU. CkaHupoBaHue Bcex ¢ainoB obecrneuynBaet
HaunyyLLYHo 3aLUUTY, B TO BPEMS KaK CKaHUPOBAHWE TOJIbKO MPUIOXEHWUI
pekomeHayeTcs ANif 6bICTPOro CKAHUPOBAHMUS.

MpumeyaHue

dannbl npunoxxeHui 6onee ysi3aBUMbI A5t BUPYCHbIX aTak, Yem apyrue
TMnbl dannoB. [Ons nonydyeHuss 6oniee noapobHon wHdopmauuu,
obpaTtutechb K «TuMbl hanioB NpunoxkeHni» (p. 610).

Ecnu Bbl XOTUTE CKaHUPOBaTb (aitsibl ¢ onpeAesieHHbIMU PACLLMPEHUSIMM,

y Bac ecTb [iBa BapuaHTa:

. [lMonb3oBaTenbckue pacluMpeHus, rae Bbl J0JHKHbI YKasaTb TOJIbKO
Te paclMpeHus], KoTopble 6yayT NPOBEPSATLCS.

« Bce ¢aiinbl, Kpome onpeaeneHHbIX paclUMPEHUit, rae Bbl JOJIXKHbI
BBECTU TOJIbKO T€ paclUMpPeHusi, KoTopble 6yayT NponyLLeHbl Npu
CKaHUpoBaHuUu.

— MakcumanbHbiii pa3mep BnoxxeHus / Tena nucbma (MB). YcTaHoBuTe
3TOT GNaXKoK M BBEAWUTE 3HaUyeHMe B COOTBETCTBYHOLLEM MNOJie, YTO6bI
YCTaHOBUTb MaKCUMasIbHO A0MYCTUMBIN pasMep NpUKpenIeHHOro dgaina
WIN Tena COOBLLLEHMS 3NEKTPOHHOM MNOYTbI, KOTOPble 6yAyT NPOBEPSATLCS.

— MakcumanbHaa rny6uHa apxuBa (ypoBHe#). YcTaHoBUTe (naXok u
Bbl6epuTE MaKCUMabHYHO INy6UHY apxXvMBa U3 COOTBETCTBYIOLLLErO NOJIS.
YeM HuKe YpoBeHb Fy6MHbI, TEM Bbille NPOM3BOAUTENBHOCTb U HUXKE
cTeneHb 3alWMThbl.

— CKaHMpoBaHMe Ha Ha/iMuMe MOTEHUMANbHO  HeXXenaTesNbHbIX
npunoXxeHuin(PUA). YcTaHoBUTe 3TOT (hr1aXkoK, YTO6bI MPOCKaHMPOBaTb
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BO3MOXHOCTb MNPOHMKHOBEHUA BpPE€AOHOCHbIX WJIN HeXXeJlaTeJlbHbIX
I'IpMJ'IO)KeHMﬁ, TaKUX KaK nporpamMmsbl NokKasa peksiaMbl, KOTOpble MOTYT
YCTaHOBUTbCA Ha CUCTeEMaX 6e3 cornacus nosib3oBaTeNsi, U3MeHUTb
nopegeHne pasJsiMyHbIX NporpamMMHbIX NpPOAYKTOB WU CHU3UTDL
npon3BoaAnNTESIbHOCTb CUCTEMDI.

DencTBua Bbl MoxeTe YKa3aTb pasJinyHble aBTOMaTU4ecKkue aencteus
areHTa 6e30nacHoOCTM AN d)aﬁnos, B 3aBUCMMOCTU OT TUNa O6Hap)I)KeHMFI.

Tun o6HapyXeHust aenuT aisibl Ha TPU KaTeropuu:

3apaxeHHbIx (pannoe. Bitdefender onpepenseT painbl Kak 3apaXKeHHble
C NOMOLLbIO Pa3NUYHbIX MEPEAOBbIX MEXAHU3MOB, KOTOPbIE BKJIIOYAIOT
CUrHaTypbl BpefiloHocHoro O, TeXHONOrMM MallUHHOIO 06YYeHUst U
UCKYCCTBEHHOTO uHTennekTa (UN).

Mopo3putenbHble dannbl. 3T Galnbl  onpefeoaroTcs, Kak
noJo3puTeNnibHble C MOMOLLBIO 3BPUCTUYECKOrO aHanmMsa U Apyrux
TexHonorui Bitdefender. Takow noaxon o6ecneuymBaeT BbICOKUIA YPOBEHb
06Hapy)XXeHNs1, HO B HEKOTOPbIX Cly4asix NoJib3oBaTesb O/MKEH 3HaTb
0 cryyasix JIOXHbIX cUrHanoB (4nctble dainbl, onpeaeneHHble Kak
noJo3puTesibHbIe).

He ckaHupyembie ainbl 3Tu Gainbl He MOTYT 6bITb MPOCKaHUPOBaHbI.
9T0 MoryT 6bITh (ainbl 3almiLeHHble NaposieM, 3awndpoBaHHbIe,
nepenakoBaHHbIe U Apyrue.

Ons Kaxporo Tuna o6HapYXXeHWUs,, Bbl MOXETe BblbpaTb AEeACTBUA MO
YMOJIYaHUIO UM OCHOBHbIE U anbTepHATUBHbIE AENCTBUS, €CJIN OCHOBHbIE
He BbIMOJIHAITCS. XOTA 3TO M HE PEKOMEHAYETCSH, MOXHO U3MEHUTb 3TU
[eiCTBUS B COOTBETCTBYHOLLMX MEHI0. BbibepuTte AeiicTBME, KOTOpoe byaeT
NPUHATO:

De3uHduumpoBatb YaanseT BpefOHOCHbIN KOA U3 MHGULMPOBAHHbIX
(hannoB n BOCCTaHaBMBAET UCXOAHbIN awn. B cnyyae onpegeneHHbix
TUMNOB BPEAOHOCHbIX MPOrpaMM JieYeHUe HEBO3MOXXHO, MOCKOJIbKY
OOHapyXeHHbIn  dann  sSBNSieTCS  MOJSIHOCTbHO  BPEAOHOCHbIM.
PekomeHayeTca Bcerga gep)xaTb 370 AEACTBUE B KaYecTBe MepBoro,
4yTO6bI 6bITb B Kypce 3apaXeHHUs ¢hannos. JleyeHne Nogo3pUTENbHbIX
(hannoB HEBO3MOXHO, MOCKOJbKY NpoLieaypa fieYeHns HeLoCTyMHa.
OTKNOHUTb / yaanuTb NucbMo. Ha cepBepax C posiblo NOrpaHUYHOro
TpaHcnopTa (Edge Transport), o6HapyXeHHasi aNieKTPOHHasi noyta 6yaet
OTKJIOHEHa ¢ ownbkon SMTP 550. Bo Bcex Apyrux cny4yasix a/1eKTpoHHas
noyta ypansetrca 6e3 npeaynpexpeHus. XXenaTenbHo WusberaTb
McnoJsib3oBaHWe 3TOro AeNCTBUS.
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— Ypanutb dain Yganset npobneMHbie BIOXKEHUs 6e3 npeaynpexxaeHus.
XenatenbHo usberatb UCNONIb30BAHUE 3TOFO AENCTBUS.

— 3ameHuTb ann. yganset npobnemHble Gannbl u BCTaBsIeT TEKCTOBbIN
(aiin, KoTopbIi yBeAOMISIET NONIb30BATENSA O MPUHATBIX Mepax.

— TepemecTuTb aitn B KapaHTUH. [lepemMell,aeT 06Hapy)XeHHble dhansbl
B KapaHTUH M BCTaBNsieT TEeKCTOBbIN ¢hais, KOTOopbiA yBegoMsieT
nosib3oBaTesisi 0 NPUHATbLIX Mepax. @ainbl, NOMeLLeHHbIe B KApaHTUH,
He MOryT 6bITb BbINOSIHEHbI UIIN OTKPbITbI; TAKUM 06Pa30M, He BOSHUKaeT
pUCK 3apaxkeHus. Bbl MoxeTe ynpaBfsTb GaninamMmy B KapaHTUHe Ha
cTpaHuue KapaHTuH.

Mpumeyanue

MoxkanyncTa, o6paTUTe BHUMaHWe, YTO KapaHTWH Ans cepeepoB Exchange
Tpe6yeT AONOJIHUTENbHOE ANCKOBOE MPOCTPaHCTBO Ha paspene, rae
YCTaHOB/NEH areHT 6e3onacHocTu. Pa3mep KapaHTMHa 3aBUCUT OT
Konn4yecTBa XpaHALWNUXCA 3NEMEHTOB U UX pa3mMepa.

— He npeanpuMHUMaTb HMKaKUX AencTBUM Hukakux genctBui He 6yaeT
npeanpUHSTO B OTHOLLEHUM 06HapYXXeHHbIX hannoB. 3Tn Gannbl 6yayT
0TOOpaXkaTbCsl TOJIbKO B XypHane ckaHupoBaHus. o ymonyaHuto,
3afaun CKaHWpPOBAHMSA HACTPOEHbl UFHOPUPOBATbL MOAO3PUTENbHbIE
dannbl. Bbl MoXeTe M3MEHUTb AEeWCTBUE MO YMOJIYAHMIO, YTO6bI
nepemeLaTb NOAO3PUTENbHbIE halfibl B KAPaAHTUH.

— T[lo yMonyaHuto, Korga noyta COOTBETCTBYET OAHOMY MpaBwly, OHa
o6pabaTbiBaeTCH UCKIIHOUUTENIBHO TONMbKO UMM, 6€3 NPOBEPKU JHOObIX
APYrux ocTaBLUMxca npaBun. Ecnmn Bbl XOTUTe NPOAOIXUTL NPOBEPKY
ApYyrMMu npaBunamu, cHumuTe ¢naxok Ecnu ycnoBua npaBuna
coBnapjaloT, NpeKpaTuTb 06paboTKy ApyrMMu npaBunamMu

7. Haxxmute CoxpaHUTb, UTOObI CO3AaTb 3afa4y CKaHMpoBaHus. MosBUTCS OKHO
noATBEPXAEHUS.

8. Bbl MOXeTe npocMaTpuBaTh U yNpaBnsATh 3agavamu B pasgene CeTb > 3agaum.
[ns nonyyeHun 6onee nogpo6bHoM MHbopMaLuun, obpaTmTech K «[TpocmMoTp 1
ynpasJieHue 3agadyamm» (p. 223).

YcTaHOBUTD

YT06bI 3aLUUTUTB BaLLW BUPTYasbHble MalLUHbI ¢ ToMoLbio Security for Virtualized
Environments, Heo6xo0aMMO yCTaHOBUTb areHToB 6e3onacHocTu Bitdefender Ha
KaXgom u3 Hux. AreHT 6esonacHocTu Bitdefender ynpaBnset sawmton Ha
BMPTYasibHbIX MalMHax. OH Takxke o6LwaeTcsi ¢ Control Center, YyTo6bl IPUHUMATL
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KOMaHAbl agMUHMUCTPaTOpa U OTNPaBAATb pe3ynbTaTbl CBOUX AencTBuiA. MNocne
TOro, KaK Bbl NOAK/OUYNTE areHTa 6e3onacHocTy Bitdefender k ceTu, oH 6ygeT
aBTOMAaTUYECKN 06HApYXXMBaATb He3alLULLEHHbIE BUPTYasibHble MallUHbI B 3TOW
cetTn. 3aTteMm 3awmta Security for Virtualized Environments MoxeT 6bITb
YyCTaHOBJIEHA Ha 3TUX BUPTYalnbHbIX MawwuHax yganeHHo us Control Center.
YnaneHHas ycTaHOBKa BbINONHAeTCS B (GOHOBOM pexume, 6e3 Begoma
nosib3oBaTens.

B “301MpOBaHHbIX CETSAX, KOTOpble HE UMEIOT MPSIMOW CBSI3W C YCTPOWCTBaMU
GravityZone, Bbl MOXeTe YCTaHOBUTb areHTa 6e30MmacHoCTU C ponbtko Pob
peTpaHcnsTopa B aToM cnyyae, cBA3b MexXay yCcTponcTBOM GravityZone v ApyrumMu
areHTamMu 6e3onacHoCcTH 6yAeT OCYLLEeCTBNATLCS Yepes areHTa peTpaHcsauum,
KOTOpbIV Takxe 6yfeT BbICTYNaTb B KAYECTBE JIOKANIbHOro cepBepa 06HOBNEHU
INsi areHToB 6€30MacHOCTH, 3aLLMLLLAOLLMX U30NIMPOBAHHYIO CETb.

MpumeyaHmne
PEKOMEH,D,yeTCFI, YyTOObI BUpTYyanbHadA MalluHa, Ha KOTOpOVI Bbl YCTAHOBUTE areHTa
peTpaHcnAayunu, 6bina BCerpa BKJilo4eHa.

Mpeaynpexpaexue

Mepen ycTaHOBKOW y6eAuTecb, YTO YAalWIM CYLLeCTBYHOLLee MNporpaMMHoOe
obecreyeHve ans 3alWmTbl OT BpefoHocHoro MO 1 6paHaMayap Ha BUPTYyasibHOWM
MalwmwuHe. YcTaHoBKa 3awuTbl Bitdefender BmecTe ¢ ApyruM nporpaMMHbIM
obecnevyeHnem 6e30MacHOCTU MOXET NOBANSTb Ha paboTy U Bbi3BaTb CEPbE3HbIE
npo6nembl ¢ cuctemon. 3awmtHuk Windows n 6paHgmaysp Windows 6yayT
OTKJIIOYEHbI aBTOMATUYECKM, KOTAa HayHeTCA YCTaHOBKa.

Ons ypaneHHon ycTaHoBKM 3awmTbl Security for Virtualized Environments Ha
OZHOM WX HECKOJTbKMX BUPTYanbHbIX MalLUMHaX:

1. NMoaknounTeck u BonguTte B Control Center.

2. Nepengute B pasgen Cetb.

3. Bbibepute BupTyanbHbie MalMUHbI U3 MEHIO BUOB CETEN.

4

BbibepuTe xenaembii KOHTeNHep B neBon naHenu. 06beKTbI, coaepXKalimecs
B BblGpaHHOW rpynne, 6yayT 0To6paXkeHbl B TabnumLe NpaBoi naHenu.

Mpumeyanue
Mpun >xenaHuu, Bbl MOXeTe MPUMEHATb GUILTPbI AJ1S OTOOPaXKEHUA TONbKO
HeynpasnseMblX BUPTyasbHbIX MalUWH. HaxkmMuTe MeHo ®unbTpbl 1 BbibepuTe
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cnepyrowme napameTpbl: HeynpaensieMble Ha BKknagke BesonacHocTb 1 Bce
npeamMeTbl peKypCUBHO Ha BKnaake Mny6uHa.

5. Bbi6epuTe 06beKThI (BUPTYasnbHble MalUWHbI, XOCTbI, KNacTepbl WX rpynnbi),
Ha KOTOPbIX Bbl XOTUTE YCTAHOBUTHL 3aLLUUTY.

6. Haxmute kHonky © 3agaum B BepXHeW 4acTu TabnuLbl M BbiGepuTe YCTaHOBUTD
> BEST.

OTo6pasutcsa mactep yctaHoBkM Install Client.

Install client X
Options

o Now

Scheduled

Automatically reboot (if needed)

1

Credentials Manager

User Password Description Action

o — ®

YctaHoBka Bitdefender Endpoint Security Tools s meHto 3agau

7. B paspene Onuum, HacTponTe BpeMs YyCTaHOBKM:
« Celtyac, UTO6bl HEMEAJIEHHO HauyaTb pa3BepTbiBaHUE.

« 3annaHuMpoBaHO, HAacCTPOUTb WMHTEpBan MOBTOPEHUS pa3BepTbiBaHuA. B
3TOM cny4yae, BblbepuTe >Xenaemblil UHTepBasl BPeMeHM (eedyacHo,
€XeJHEBHO UM eXKeHeleSIbHO) U HAaCTPOMTE ero B COOTBETCTBUU C BaLLMMMU
NnoTpe6bHOCTAMMN.

Mpumeyanmne

Hanpumep, Korga HekoTopble onepauuy TpebyeTcsl BbIMOSIHUTL Ha HY)XHOM
MallMHe nepes YCTaHOBKOW KiveHTa (Hanpumep, yhaneHue [pyroro
nporpamMmHoro o6ecrnedyeHus u nepesarpysku OC), Bbl MOXeTE 3ariiaHupoBaThb
3arnyck 3agauv pa3BepTbiBaHNUA Kaxble 2 yaca. 3agada 6yaeT 3anyckaTbes
Ha KaXx[JoM KOMMbloTepe Kaxable 2 yaca 0 Tex Nop, Noka pasBepTbiBaHue
He 6yAeT 3aBepLUEHO.
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8. Ecnu Bbl X0TUTE, YTOObI 3aaHHble KOHEYHbIE TOYKM nepesanycTtuincb nocne

3aBeplleHNa YCTaHOBKM, Bbi6epute ABTOMaTuueckas nepesarpyska (npu
Heo6XxoauMocCTH) .

B paspnene ,D,Mcnequp Y4YeTHbIX 3apay, YKaXute Yy4YeTHble [OaHHble
aAMUWHUCTPATOpa, HEO6XO,EI,VIMbIe ana yp,aneHHon ayTEHTI/Iq)I/IKaLI,VII/I Ha 3aaHHbIX
KOHeYHbIX To4ykaX. Bbl MoxeTe ,D,O6aBMTb Y4Ye€THble [AaHHble, Ha6paB nMmA
nonb3oBaTesid n naposb, AnA Ka)K,El,OVI Bbl6paHHOl71 OI'IepaLI,I/IOHHOﬁ CUCTEMDI.

BaxxHo

Ona ctaHumin nog Windows 8.1, He06X0A4MMO NPeAOCTaBUTb YYeTHbIE faHHble
BCTPOEHHOW YYeTHOW 3anucu agMUHMCTpaTopa WM  YYEeTHOW 3anucu
aAMUHUCTpaTopa AoMeHa. [11a nofyyeHus noapo6HON MHhopMaLMu CMOTpUTe
3Ty CTaTbto 6a3bl 3HAHWUM

MpumeyaHmne
MpepynpexaatoLee coobLieHne 6yaeT 0To6paxaTbCs 10 TEX MOp, NOKa Bbl He
BblGepuTe Kakue-HUbyib yYeTHble faHHble. ATOT LWar siBnsieTca 06a3aTeNlbHbIM
Ansa ypaneHHow yctaHoBku Bitdefender Endpoint Security Tools Ha KOHeYHbIX
TOuKax

UT06bI 4O6ABUTL HEO6X0ANMbIE yuyeTHbIe AaHHble OC:

a. Beeaute umsa nonbsoBaTena u naposb yquHOﬁ 3anmcum agMUHUCTpaTopa
ana Ka)KAOIZ Bbl6paHHOI;I OI'IepaLU/IOHHOI‘/‘I CUCTEMbI B COOTBETCTBYHOLLUX
Nnos1AX 3aroJloBKOB Ta6J'II/ILLbI. |_|pI/I XXenaHun, Bbl MOXeTe p,06aBMTb onucaHue,
KOTOpOE NOMOXXeT BaM MnpotLle onpenenntb Ka)K,ELbII;I aAKKayHT.

Ecnu BUPTYyaJibHbl€ MallMHbl HaxXogATCA B AOMEHe, AOCTaTO4YHO BBECTU
y4e€THble AaHHble adMUHUCTPATOpPa AOMEHa.

Wcnonb3yiiTe npaBuia umeHoBaHus Windows npu BBofe UMEHU yYETHOM
3anucu:

« [Ona mawuH u3 cnyx6bl katanoroB Active Directory ucnonbsynrte
cnepyoLwuni CUHTaKCUC: username@domain. comM domain\username.

YT06bl 6bITb YBEPEHHbIM, YTO BBEAEHHble yyeTHble AaHHble 6yayT
paboTaTb, fo6aBbTe MX B 060UX BUAAx (username@domain.com U

domain\username).

o [na mawuH u3 pa6oyer rpynnbl JOCTAaTOYHO BBECTU TOJIbKO UMS
nosnb3oBaTens 6e3 MMeHn paboyen rpynnoi.
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b. HaxmuTe kHonky & [lo6aBuTb. YueTHas 3anuck 6yaeT fgobasneHa B CNMCOK

YYE€THbIX AaHHbIX.

Mpumeyanune

YKasaHHble y4yeTHble AaHHble aBTOMAaTU4YE€CKU COXPaHAKOTCA B MeHep,»(epe
YYEeTHbIX JaHHbIX, TaK YTO BaM He NpunaeTcda BBOAUTbL UX B cnep,yrou.mﬁ pas.
ﬂ,ﬂﬂ [OCTyna K AucneTt4yepy y4eTHbIX AaHHbIX, NPOCTO YKaXXUTe Balle nMA
noJib3oBaTesiIA B NpaBOM BEPXHEM Yrly KOHCOJIN.

BaxxHo

Ecnu npenocTaBJieHHbIEe YHYeTHbIE JaHHbIE ABNAKOTCA Hep,eVICTBI/ITeJ'IbeIMVI,
pa3BepTbiBaHME KJIMEHTA Ha COOTBETCTBYHOLWMUX KOHEYHbIX TOYKax He
npousonget. He 3abyabTe 06HOBUTbL yyeTHble AaHHble BBeAeHHou OC B
ancnetyepe yd4eTHbIX AaHHbIX, €C/IM OHN U3SMEHUJTUCb Ha KOHEYHbIX TOYKaX.

c. YcTtaHoBuUTe d)J'Ia)KKM Ha COOTBETCTBYHOLNE aKKAYHTbIl, KOTOPbl€ Bbl XOTUTE

ncnonb3oBaTh.

10. B pa3gene YcTaHOBLMK, BbiGepuTe 06BHEKT, K KOTOPOMY Bbl6paHHble MaLLWHbI
6yayT NoAKNI0YaTbCA AN YCTaHOBKM M OOHOBJIEHUSA KIIMEHTa:

GravityZone Appliance, korga MalnHbI NOAKIOYAOTCS HEMOCPEACTBEHHO
K ycTpoiicTBy GravityZone.

B aToM cnyyae Bbl MOXeTe TaKXe OMnpeaenuTb Mosib30BaTeNIbCKUii
KOMMYHWKaLMOHHbIV cepBep, BBeAS, B Cllydae HeobxoaumocTy, ero IP-agpec
WU UMSA XocTa.

Endpoint Security Relay, ecnn Bbl x0TUTe NOAKMHOYMTL MAaLLMHbI K
KIIMEHTY-peTpaHCNATOpPY, yCTaHOBJIEGHHOMY B Ballei ceTU. Bce MawunHbI ¢
POJIbIO peTpaHCcNsATOpa, O6HapY)KeHHbIe B Ballen ceTu, 6yaAyT 0TO6paXKeHbl
B TabnuLe HUKe. BbibepuTe KOMMNbIOTEP C POJIbHO PETPAHCNIATOPA, KOTOPbIN
Bam HyxeH. MofkJtoYeHHble KOHeYHble TOUYKM 6yayT coobliaTbCs npu
nomowy Control Center Tosibko Yepes BblGPaHHbIA KOMMbIOTEP C POJIbO
peTpaHcnsTopa.

BaHo

— [Npu pasBepTbiBaHUM Yepes areHTa peTpaHCIsATopa, LOKEH ObITb OTKPbIT
7074 nopr.

— Tpu pa3BepTbiBaHUM areHTa yepes Linux Relay foMKHbI BbINOMHATLCS
cnefiytolme ycroBus:
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« Ha koHeyHoW Touke ¢ Relay ponbto fonKeH 6bITb yCTaHOBIEH NaKeT
Samba (smbclient)Bepcumn 4.1.0 unm Bbiwe u ne t binary/command

N5t pa3BepTbiBaHUA areHToB Ha Windows.

Mpumeyanue

net binary/command 06bI4HO ucnosnbayeTcs c
samba-KNMeHTOM W/unu cTaHAapTHbIMM NakeTamu samba. B
HeKoTopbIX AUCTpubyTUBax Linux (Hanpumep Cent0S 7.4) net

command ycTaHaBnnBaeTCs TOJIbKO, Kora yctaHoBneH Samba
Samba suite (Common + Client + Server). Y6eauTecb, 4To Ha
KOHeyYHoW Touke ¢ Relay posibto focTynHa net command.

« LeneBble KoHeuyHble Touyku Windows [omKHbI MMeTb AOCTYyNn K
pecypcamM agMUHUCTPUPOBAHUSA U CETH.

o B ueneBbIx KOHeYHbIX ToYKax Linux n Mac pomkeH 6bITb BKIOYEH
SSH 1 oTkntoYeH 6paHaMayap.

Bbl  [OSMKHbBI Bbl6paTb OAWUH yCTaHOBO'-IHbIl‘/‘I naket Aana TeKylwiero
pasBepTbiBaHMA. Haxxmnte Ha crnmcok WUcnonb3oBaTb nakeT u Bbl6epMTe
YCTaHOBOHHbIVI naker, KOTOprVI BaM HyXeH. Bbl MoxeTe HaWTU 3Jecb Bce
WHCTaNNAUMOHHbIE NaKeTbl, CO34aHHble paHee AnA BaLlen KOMMNaHUW.

|_|pl/l HGO6XOAVIMOCTVI, Bbl MOXeTe€ WU3MEHUTb HEKOTOopble HaCTpOVIKM
Bbl6paHHOFO naketa yCtaHOBKM C NMOMOLUbHK KHOMKA HaCTpOMTb, pagom C
nosem Ucnonb3oBaTb Naker.

HacTpoiku MHCTannsILMOHHOI0 NakeTa NOSABATCS HUXKE U Bbl CMOXETE CAenaTh
HeobXoAuMble K3MeHeHUsi. YTo6bl y3HaTb GoJsiblle O pefaKTUPOBaHUM
WHCTaNNSIUMOHHBIX MaKeToB, 06paTUTECh K PYKOBOACTBY MO YCTaHOBKE
GravityZone.

Mpepynpexpaenue
MoxkanyicTa, o6paTUTe BHUMAHWUE, YTO MOAY/b 6paHaMayap AOCTYMEH TOJIbKO
ONsi noAfepXuBaemblix paboumx ctaHuum Windows.

Ecnu Bbl XOTNTE COXpaHUTb N3MEHEHUSA KaK HOBbIN NakerT, Bbl6epVITe onuyuo
CoxpaHUTb KaK NaKeT, PacrosIoXXeHHYH B HWXXHEMN YacTu crimcka napamMmeTpos
nakeTa, u BBeaAnTe MMA Anda HOBOIo naketa yCtaHOBKW.

Haxxmute COXpaHMTb. MoABUTCA OKHO noaTBepPXAeHu4.
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Y,qaneHme KNNeHTa
[Ons ynaneHHoro yaanenus 3awmtbl Bitdefender:

1.
2.
3.

Mepengute B pasgen CeTb.
Bbi6epuTe BupTyanbHble MalMHbI U3 MEHIO BUOB CETEN.

Bbi6epuTe XenaeMbli KOHTENHEP B NIEBOW NaHesNn. Bce 06beKTbl U3 BbIGPAHHOIO
KOHTeNHepa oTobpaXkatoTca B Tabnvue NpaBomn NaHesnu.

OTMeTbTe (hriaxxkamu BUPTYasibHble MaLLWHbI, Ha KOTOPbIX Bbl XOTUTE YAANUTb
areHTa 6e3onacHocTu Bitdefender.

HaxmuTte kHonky ® 3agaum B BepxHeW YacTy Tabnuubl 1 BbibepuTe YaanuTb
KJIMeHTA.

MosiBuTCA OKHO KOHUrypaLuum, KOTopoe NO3BOJIMT BaM cAieNiaTb crieayroluue
HaCTPOWKMU:

« Bbl MOXeTe Bbl6paTb XpaHeHWe O6BHEKTOB KapaHTMHA Ha KIIMEHTCKOM
MalLluHe.

« [OnawHTerpupoBaHHoN cpeabl vShield, Bbl 4OMKHbI BbI6paTb HEO6X0AUMbIE
yUYeTHble [aHHble ANs KaXKAON MalluHbI, B MPOTUBHOM cJlyyae yhasieHue
He npoun3onaeT. Boibepute Ucnonb3yiiTe yueTHble AaHHbIe A/ UHTErpauum
vShield, 3aTeM HMXe NpoBepbTE BCE COOTBETCTBYIOLLME YYETHbIE flaHHbIe
B TabnuLe aucnetyepa yuyeTHbIX AaHHbIX.

Haxxmute CoxpaHuTb, 4yTO6bI CO3AaTb 3afady. [1oABUTCA OKHO NOATBEPXAEHUS.

Bbl MOXeTe NpocMaTpuBaTh U yNpaBnAThL 3agadyamu B pasgene Cetb > 3agaum.
[ns nonyyeHus 6onee nogpobHon nHdopmaumm, obpaTuTech K «[1pocMoTp 1
ynpasJieHue 3agadyamm» (p. 223).

MpumeyaHmne
Ecnn Bbl xoTute nepeyctaHoBUTb 3aWlnTy, B MNEPBYKHO o4epeb o6A3aTeNlbHO
nepesarpysure KOMMbloTep.

O6HOBNEHUs

Mepuopmnyeckn NpoBepsinTe CTaTyC yrnpaBisieMblX BUPTyasbHbIX MaluH. Ecnu
Bbl 3aMeTUJIM BUPTYasbHYH MallLMHY ¢ Npo6ieMaMu 6e30MacHOCTU, HaXXMUTE Ha
ee uMs, YTo6bl 0TO6pa3nTb okHO MHdopmauua. [ns nonyyeHus 6onee Nogpo6HOM
nHdopMauum, obpaTtuTech K «CtaTyc 6esonacHocTu» (p. 120).
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YcTapeBlIMe K/MEHTbI UK yCTapeBLMe MeXaHU3Mbl 3awWuTbl NpeacTaBnsatoT
I'Ip06ﬂeMbI 6e3onacHocTu. B aTux cny4dasx, Bbl 4OJDKHbI 3aMyCTUTb 06HOBJIEHUE
Ha COOTBETCTBYI-OLLI,eﬁ BVIpTyaJ'IbHOﬁ MalumMHe. 9Ta 3aadya MoXeT 6bITb 3anyuleHa
JIOKaJibHO Ha BMpTyaﬂbHOVI MalluuHe, unu gucTaHumnoHHo ¢ Control Center.

ﬂ,ﬂﬂ yAoaneHHoro O06HOBJIEHUS KJIMEHTA U MeXaHU3MOB 3alKnTbl Ha yrnpassideMbiX
BUPTYalibHbIX MalUNHaX:

1. Mepengute B paspen CeTb.
2. BbibepuTe BupTyanbHbie MaLMUHbI U3 MEHIO BUOB CETEN.

3. BbibepuTe XenaemMbii KOHTENHEp B NIEBOV NaHeNn. Bce 06beKTbI U3 BbIGpaHHOI0O
KOHTeNHepa oTobpaXkatoTca B Tabnuue NpaBomn NaHesnu.

4, OTMeTbTe d)ﬂa)KKaMM BUPTYyaJibHbleé MallUHbI, rae Bbl XOTUTE 3aMyCTUTb
06HOBJIEHUE KITMEHTA.

5. HaxmuTe kHonky ® 3agaun B BepxHen YacTn Tabnmubl U BbibepuTe OBHOBUTD.
MosiBMTCA OKHO HacTpoeK.

6. Bbl MOXeTe 06HOBUTb TONbKO NPOAYKT, TOJIbKO MeXaHU3Mbl 3aLLUThl UK BCE
cpasy.

7. Ona OC Linux u MmaluH, uHTerpupoBaHHbix ¢ vShield, Takxe aBnsieTcs
06a3aTefIbHbIM BbIGpaTb HEOO6X0AMMbIE YYETHbIE flaHHble. [IpoBepbTe OnNuuio
WUcnonb3yitTe yuyeTHble faHHble ans uHTerpauuu Linux n vShieldn, 3atem
Bbl6epuTE COOTBETCTBYIOLME YUYETHblE AaHHble U3 Tabnuubl AucneTyepa
YYETHbIX IaHHbIX, KOTOpPbIE OTO6PaXatoTCsA HUXeE.

8. Haxmnte O6HOBUTDb 4151 3anycka 3agayn. [oaBUTCA OKHO NOATBEPXAEHUS.

Bbl MOXeTe npocMaTpuBaTh U yNpaBnsTb 3agadamMu B pasgene CeTb > 3agaun.
[ns nonyyeHns 6osee nogpo6Hon nHpopmaumm, obpaTutech K «[lpocMoTp U
ynpaBJieHue 3agadyamm» (p. 223).

MepeHacTpoiika KnneHTa

Moaynu 3sawuTbl areHTa 6e30MacHOCTW, POSNU U PEXMUMbl CKAHMPOBAHUSA
U3HayasibHO 3afaHbl B YCTaHOBOYHOM MakeTe. lNocsie Toro Kak Bbl yCTaHOBUU
areHTa 6e30MacHOCTU B Balleil ceTH, Bbl MOXeTe B Jilo60e BpPeMsi U3SMEHUTb
NCXOAHble HaCTPOMKM, OTNpaBuB 3agavy nepeHacTporiku Reconfigure Client k
TpebyeMbIM yrpaBisieMbiM KOHEYHbIM TOYKaM.
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Mpepynpexpaenune
MoxkanyicTa, o6paTUTe BHUMaHUe, YTo 3afa4a Reconfigure Client nepesanucbiBaeT

BCe NMapaMeTpbl YCTAaHOBKM M HW OfHa U3 HaYaslbHbIX HACTPOEK He coxpaHsieTcs. Bo
BPeMsi UCMOJIb30BaHMA 3TOM 3agayn, ybeanTech, YTO NepeHacTPouIM BCe HaCTPOMKU
YCTaHOBKM A1l TpebyeMbIX KOHEYHbIX TOYEK.

YT06bl UBMEHUTL napamMmeTpbl yCTaHOBKU ONA O,D,HOﬁ MNN HECKOJIbKUX BUPTYallbHbIX
MallWuH:

1.
2.

7.

Mepengute B pasgen Cetb.
Bbi6epuTe BupTyanbHble MaliMHbI U3 MEHIO BUOB CETEN.

BbibepuTe XenaeMbli KOHTENHEp B NIEBOV NaHesNn. Bce 06beKTbI U3 BbIGPaHHOIo
KOHTeNHepa oTobpaxkatoTca B Tabnuue npaBomn NaHesnu.

OTmeTbTE d)ﬂa)KKaMVI BUPTYyaJibHbl€é MalWWHbI, AJI7 KOTOPbIX Bbl XOTUTE
N3MEHUTb NapaMeTpbl YCTAaHOBKMW.

Haxmute KHOoMky ® 3agaunm B BepxHeW YacTu Tabnuubl U Bbibepute
MepeHacTPOMTb KIIMEHTA.

B pasgene 06uime, HacTpoWTe BpeMs BbIMNOJIHEHUA 3afauM:
. Ceituac, yTO6bl HEMeaJIEHHO HaYaTb 3agauvy.

« 3annaHupoBaHo, 4TO6bl HACTPOUTbL MHTEPBAN NOBTOPAEMOCTH 3agaun. B
3TOM cny4yae, BblbepuTe >XefaemMblil UHTepBasl BPeMeHM (eedyacHo,
€XXeJIHEBHO UIN eXKeHe1eJIbHO) U HACTPOMNTE ero B COOTBETCTBUU C BaLLIMMM
NoTpebHOCTAMMN.

MpumeyaHmne

Hanpumep, korga apyrve BaXkHble NpoLECcChbl TakxKe LOMKHbI paboTaTb Ha
Bbl6paHHOM MalluuHe, Bbl MOXETe 3anjaHMpoBaThb 3amnyck 3ajayu yepes
KaXable 2 yaca. 3afaya byaeT 3anyckaTbCsl Ha KaXXA0W Bbl6paHHOM MalLuHe
Yyepes Kaxable 2 yaca, Noka He 6yJeT 3aBepLueHa.

HacTponTte Heob6xofouMmble MOAYNWU, POSAN U PEXUMbl CKaHMPOBaHUA ANS
Bbl6paHHON KOHEYHOM TOUKM. [1na nonyyeHusi 6onee nogpobHom nHdhopmawmm,
obpaTuTech K pyKOBOACTBY Mo ycTaHoBKe GravityZone.

Mpepynpexpenune

o byayT ycTaHOBREHbl TONIbKO MOAAEPXXMBAEMble MOAYN AN KaXK[on
ornepaumoHHON CUCTEMBI.

YnpaeneHue ceTeBbIMU 06bEKTaMM 165



Bitdefender Grawt\/Zome

unfollow the traditional

Mo>kanyncTa, o6paTuTe BHUMaHME, YTO MOAYSb 6paHaMayap AOCTYMNeH TOJbKO
ANsi noaaepXuBaemblix paboumx ctaHuun Windows.

« Bitdefender Tools (cTaHmapTHbIA KJMEHT) nNoAAepXWUBAeT TOJbKO
LleHTpann3oBaHHOe CKaHUpoBaHue.

8. Haxxmnte CoxpaHuTb. [10ABUTCA OKHO NOATBEPXKOEHUS.

Bbl MOXKeTe npocMaTpuBaTb M yNpaBnaTb 3agavamu B pasgene CeTb > 3agaum.
[nsa nonyyeHua 6onee nogpo6bHOM MHoOpMaLun, obpaTmTech K «[TpocmMoTp 1
ynpaBJieHue 3agadyamm» (p. 223).

CeteBoe O6HapyeHue

CeteBoe O6HapyXXeHWe MpOUCXOAUT aBTOMATUYECKM TONIbKO areHTamu
6esonacHoctTM ¢ Ponb peTpaHcnaTopa. Ecnum y Bac B ceTu HeT areHTa
peTpaHCcnALmMK, BaM NpUAETCS BPYUHYHO 3amnyckaTb 3a/iauy CeTEBOro 06HapyXXeHus
13 3aLLULL,EHHON KOHEYHOW TOYKHU.

YT06bI 3anyCTuTb 3aga4vy CeTeBoro o6Hapy)KeHm1 B BalLEen CeTu:

BaxHo

Ecnu Bbl ucnonb3yete peTpaHcnaTop Linux Ans o6HapyXeHUs Apyrx KOHEYHbIX
Touek Linux nnm Mac, Bbl oMKHbI IM60 ycTaHOBUTbL Samba Ha LieNieBble KOHEYHbIe
TOYKM, IM60 NpUcoeamHUTLCA K HUM B Active Directory n ucnonssosatbs DHCP. Takum
o6pa3om, NetBIOS 6yaeT aBTOMATUYECKU HACTPOEH Ha HUX.

1. NMepengute B pasgen CeTb.

Bbi6epuTe BupTyanbHble MalLWHbI U3 MEHIO BU OB CETEN.

Bbi6epuTe xXenaemMbli KOHTEWHEP B JIeBOW NaHenn. Bce 06beKTbl U3 BbIGpaHHOIO
KOHTeNHepa oTobpaXkatoTca B Tabnuue NpaBon NaHenu.

4. OTMeTbTe (NaXKoM MallMHY, Ha KOTOPOW Bbl XOTUTE BbINOMHUTL 3ajady
CeTeBOro 06HapyXeHus.

5. Haxxmnte KHOMKy ® 3agauM B BepxHeW YacTu Tabnuubl U Bbibepute
O6Hapy)xeHue ceTu.

6. lNosBuTCA OKHO NoaTBepXxaeHua. Haxkxmute [a.

Bbl MOXeTe npocMaTpuBaTh U yNpaBnsTb 3agadamMu B pasgene CeTb > 3agaun.
[ns nonyyeHns 6osee nogpo6Hon nHpopmaumm, obpaTutech K «[lpocMoTp U
ynpasJieHue 3agadyamm» (p. 223).
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O6HapyxeHue lMpunoxxeHun

YT06bI 06HAPYXXUTb NMPUIOXKEHNS B BalEN CETU:

1. NMepengute B pasgen CeTb.

2. Bblbepute BupTyanbHbie MaLMUHbI U3 MEHIO BU/OB CETEN.

3. BbibepuTe XenaeMblii KOHTEWHEP B IEBOW NaHenu. Bce BUPTYyanbHble MalUUHbI,
13 BbIOpaHHOI0 KOHTENHepPa, 0TO6pasfATCs B Tabnuue npaBon NaHew.

4. BblbepuTe BUpTyasibHble MallWHbI, HA KOTOPbIX Bbl XOTUTE BbIMOJIHUTb
o6Hapy)XeHue NPUNoXeHWUN.

5. Haxmute KHOMKy © 3agaum B BepxHed 4yacTu Tabnuubl U Bblbepute
O6Hapy)XeHue NpUIoXKEeHUN.

MpumeyaHune

Bitdefender Endpoint Security Tools ¢ Mmogynem YnpaBneHus NpunoXXeHnsMu
JOJKeH ObiTb YCTAHOBJIEH W aKTUBMPOBAH Ha Bbl6GpaHHbIX BUPTYasbHbIX
MalluMHax. B npoTuMBHOM cryvae, 3aflaya 6yaeT HeakTuBHA. Korpa Bbi6paHHas
rpynna CoLepXuT U AeNCTBUTENbHbIE, U HeleNCTBUTENIbHbIE 06BEKTbI, 3aiaya
6yZeT OTMpaBJieHa TONbKO AENCTBUTENBbHBIM KOHEYHBIM TOUYKaM.

6. HaxxmuTe [la B OKHe NoATBEPXXAEHUA ANA NMPOAODKEHUSA.

O6Hapy>KeHHble MPUMOXEHNUA U MpoLieccbl 0To6paXkaloTcs Ha cTpaHuue CeTb >
MHBeHTapu3aums NpunoXkeHuid. [ns nonyyeHusi 6onee nogpo6Hon nHdopmaumu,
obpaTtutechb K «MHBeHTapusauusa Mpunoxenui» (p. 208).

Mpumeyanmne

3a,qa\4a 06Hapy)KeHue an‘IO)KEHVIﬁ 3aHMMaeT HEKOTOpPOE BpeMA, B 3aBUCUMOCTHU
OT KoJinyectBa YCTAHOBJIEHHbIX I'IpVIﬂO)l(eHMVI. Bbl MoXxeTe npocMmatTpuBaTtb U
ynpaBnsaTh 3afavyamu B pasgene CeTb > 3agaum. s nonyyeHns 6onee noapo6HoM
nHbopMauum, o6paTuTech K «[1pocMoTp 1 ynpasreHue sagadamm» (p. 223).

[Nepesarpyska MalUuHbI
Bbl MmoXeTe yAaneHHO nepe3arpys3unTb yrnpasJjideMble BUPTYalibHbl€ MaLLUUHDbI.

MpumeyaHmne

MpoBepbTe cTpaHuuy CeTb > 3apgauu nepes, nepesanyckoM oOnpefesieHHbIX
BMPTYanbHbIX MaluH. PaHee co3fiaHHble 3afiaun euie MoryT 6bITb B mpouecce
BbIMOJIHEHUS HA Bbl6GPaHHbIX BUPTYasbHbIX MaLUUHAX.
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1. Mepengute B pasgen CeTb.
BbibepuTe BupTyanbHble MaLLUHbI U3 MEHIO BUOB CETEN.

Bbi6epuTe XenaeMbli KOHTeHep B JIeBOW NaHenn. Bce 06beKTbl U3 BbIGpaHHOMO
KOHTelHepa 0To6paXkatoTCs B TabnmLe NpaBon NaHenu.

4. YcTaHoBuTe (niaXkkm Ha BUPTyasibHbIX MalUMHAX, KOTOpble Bbl XOTWUTE
repesarpysuTb.

5. Haxmute kHonKky © 3agauM B BepxHel 4yacTu Tabnuubl U Bblbepute
Mepesarpy3uTb MaLlUUHY.

6. BblbepuTe onuuMmu nepesarpy3ku No pacnmcaHuio:

. Bbi6epute MNepesanycTuTb ceryac, YTo6bl HEMEAJSIEHHO NepesarpyaunTb
BUPTYasibHble MaLLWHbI.

. Bblbepute BknouuTb nepesarpy3ky M WUCMONb3YNTe MNMONS HUXE, YTOGbI
3annaHMpoBaTb NepesarpysKy B onpefesieHHyo AaTy 1 BpeMmsi.

7. Haxmunte CoxpaHUTb. [10ABUTCA OKHO NOATBEPXAEHUS.

Bbl MOXeTe npocMaTpuBaTh U yNpaBnsaTh 3agavyamu B pasgene CeTb > 3agaum.
[ns nonyyeHus 6onee noapo6Hon nHdopmaumm, obpatTmutechb K [pocMoTp 1
yrnpaBrieHue 3agavyamu.

YcTaHoBKa Security Server

YT06bl ycTaHOBUTL Security Server B Ballen BUPTYyanbHOM cpefe:
1. NMepengute B pasgen CeTb.

2. Bbibepute BupTyanbHbie MaLMUHbI U3 MEHIO BUOB CETEN.

3. MpocMmoTpute nHBeHTapusauyuto Nutanix, VMware unu Citrix n yctaHoBute
(hnaxxkM Ha COOTBETCTBYHOLLMX XOCTax Uinn KoHTenHepax (Nutanix Prism, vCenter
Server, XenServer unu L0JM). Ans 6bicTporo Bbi6opa, Bbl MOXeTe cpasy
Bbl6paTh KopHeBoun koHTelHep (Nutanix, VMware unu Citrix). Bbl cMoxeTe
Bbl6paTb XOCTbl CAMOCTOATENIbHO B MacTepe YCTaHOBKM.

Mpumeyanue
Bbl He MOXeTe Bbl6paTb XOCTbl N3 pa3HbIX Nanok.
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4. HaxmuTe KHOMKY ® 3agauMm B BepxHei YacTu Tabnuubl M BblbepuTe
YcTaHoBuTbSecurity Server B MeHto. OT06pa3nTCA OKHO yCTaHOBKM Security

11.

Server YcTaHOBKa.

Virtual Machines v Filters v

+) Add #) Edit =) Remove Views - Tasks Reports Assign Palicy =)D

@ Virtual Machines { Scan

Exchange Scan
& VMware Inventory Install

Uninstall client
@ Custom Groups

Update client
# Deleted Reconfigure Client

Netuiork Discovery

Restart client

Install Security Eerver

Uninstall Security Send—{REEERen Ty

YcTtaHoBKa Security Server U3 MeHto 3agay

Bce xocTbl, 06Hapy)KeHHble B BbIGPAHHOM KOHTeWHepe, NOSBATCS B CMUCKE.
Bbi6epuTe XOCTbl, HA KOTOPbIX Bbl XOTUTE YCTAHOBUTL aK3eMmisp Security

Server.

Bbi6epuTe napameTpbl KOHbUrypaLmm, KoTopble Bbl XOTUTE UCMOJIb30BaTb.

Ba)xHo

Mcnonb3oBaHue 06LLMxX HAaCTPOEK, MPU pasBepTbIBaHWUMN HECKOMbKUX 3K3EMMJIPOB
Security Server oHOBpeMEeHHO, TpebyeT: 04HO 0bLLee XpaHWUULLLE AJ1st XOCTOB;
Hanmyme cob6CTBEHHbIX IP-agpecoB, HasHauyeHHbIX ¢ noMoLbo DHCP-cepBepa;

HaxoAWUTCA B OOHOM CeTW.

Haxxmute [anee.

YKaxute coOTBETCTBYIOLWME yYyeTHble AaHHble VMware vShield gnsa kaxaoun

MaLuuHbl vCenter.

Beeante nogxoasuiee ums pns Security Server.

Security Server U3 MeH0 YCTaHOBUTb KOHTeWHep.

Bbl6epV|Te pacnonoXxeHne XxpaHunuiia.

YnpaeneHue ceTeBbIMU 06bEKTaMK

. Ona cpeabl VMware, Bbi6epUTe KOHTEHED, B KOTOPbIN Bbl XOTUTE BKJIOUYNUTD
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Bbibepute TMN aucka (provisioning type). PekomeHAayeTcs pasBepHYTb
YCTPOWCTBO Ha "ToncTbIxX” auckax (thick provisioning).

BaxHo

Ecnu Bbl ucnonbayeTe "ToHkue" pucku (thin provisioning) u pauckosoe
MPOCTPaHCTBO B XpaHWNULLLE laHHbIX 3aKOHYMTCS, Security Server 3amoposunTea
W, crefloBaTeNbHO, XOCTbl OCTaHYTCS He3aLMLLEHHbIMMU.

HacTpoiTe pacnpegeneHve naMsiTv U pecypcoB NpoL,eccopa, OCHOBaHHOE Ha
KoapdurLMeHTe KOHCONMAALMN BUPTYaNbHON MallMHbI Ha XocTe. Bbibepute
Hwu3kuit, CpegHuia nnv BbicoKmit, YTOGbI 3arpy3nTb peKOMeHAYeMble MapaMeTpbl
pacrnpefeneHus pecypcoB WM HAacTpPoWKa BPY4YHYlO, 4YTOObl HacTpPOUTb
pacrnpegeneHue pecypcoB BpPyYHYHo.

3apanTe nNaposfib agMUHUCTpaTopa Ana KoHconu Security Server. YcTaHoBKa
napons agMUMHUCTpaTopa nepesanucbiBaeT Naposib o ymondaxuio ("sve”

YcTaHOBUTE YacOBOM MOSIC yCTPOMCTBA.

BbibepuTte TUN KoHbUrypaumm cetu ana cetu Bitdefender. IP-agpec Security
Server He [OJKEH M3MEHSATbCA CO BPEMEHEM, TaK KakK OH WCMoNb3yeTcs
areHTamu Linux gns o6LieHus.

Ecnu Bbl Bbibepute DHCP, y6egutechb, 4To HacTpounu DHCP-cepBep Ha
pesepBupoBaHue IP-agpeca gns yctpoucTtaa.

Ecnn Bbl BblbepuTe cTaTMYECKUW, Bbl AO/MKHblI BBECTU MHbOpMauuio o
IP-agpece, macke nogceTw, wntose n DNS.

Bbi6epute ceTb vShield n BBeanTte yueTHble aaHHbie vShield. Mo ymonuanuto
mMeTKa ans vShield cetn vmservice-vshield-pg.

HaxxmnTe CoxpaHuTb, YTO6bI CO3AaTh 3agauy. [oSABMTCA OKHO NOATBEPXAEHUS.

Ba)xHo

« [MakeTbl Security Server He BK/IOYEHbI MO YMOJIYaHUIO B YCTPOUCTBA
GravityZone. B 3aBUCMMOCTM OT HACTpPOEK, CAENaHHbIX [JaBHbIM
aIMMHUCTPaTOPOM, HEO6XOAMMbIN ANs Ballel cpeabl NakeT Security Server
nu6o 3arpysutcsi npuM  3anycke ycTaHoBku Security Server, nu6o
afiIMMHUCTpaTop 6yAeT yBefoMIeH 06 oLwMbKe NakeTa v yCcTaHOBKa He 6yfieT
3aBeplueHa. Ecnv nakeT oTCyTCTBYET, FMaBHOMY aAMUHUCTPATOPy NpuaeTcs
BPYYHYIO 3arpy3uTb €ro 0 yCTaHOBKM.
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« YctaHoBKka Security Server Ha Nutanix yepe3 yaaneHHyk 3agadyy MoxeT
OKOHUMTbCS Heyfauen, korga knactep Prism Element 3apeructpupoBaH Ha
Prism Central unu no gpyron npuuvHe. B gaHHOM cuTyauum, pekoMeHayeTcs
NpPOM3BECTU PYYHYHO YCTaHOBKY Security Server. 3a nogpo6Houn nHpopmaumen,
obpaTuTech K 3Tol cTaTbe basbl 3HaHUIN.

19. Bbl MOXXeTe NnpocMaTpuBaTh M yNpaBnsaTh 3aia4aMu B pasgerne Cetb > 3agaum.

[ns nonyyeHun 6onee nogpo6bHoM MHbopMaLun, obpaTmuTech K «[TpocmMoTp 1
ynpaeJieHue 3agadyamm» (p. 223).

YnaneHue Security Server
YT06bI yaanutb Security Server:

1.
2.
3.

Mepengute B pasgen CeTb.
Bbi6epuTe BupTyanbHble MaliMHbI U3 MEHIO BUOB CETEN.

BbibepnTe gaTaueHTp uaM narnky, CoOAepXKallyt XOCT, Ha KOTOpoM Security
Server ycTaHOBJIEH.

YcTaHoBUTE CbJ'Ia)KOK B MoJie COOTBETCTBYHKLLEro XoCcTta, Ha KOTOPOM Security
Server yCTaHOBJEH.

HaxxmuTe KHONKy ® 3agaum B BepxHeln YacTu Tabnuubl U BbibepuTe Y aanuTb
Security Server.

BeeanTte yyeTHble gaHHble vShield n HaxxmuTe [la, 4To6bI cO3aaTh 3ajauy.

Bbl MOXeTe npocMaTpuBaTh U yNpaBnsTb 3afadamMu B pasgene CeTb > 3agauu.
[ns nonyyeHun 6onee nogpo6bHoM MHbopMaLuun, obpaTmuTech K «[TpocmMoTp 1
ynpasJieHve 3agadyamm» (p. 223).

O6HoBneHue Security Server
YT06bI 06HOBUTBL Security Server:

1.
2.
3.

Mepengute B pasgen Cetb.
Bbi6eprTe BupTyanbHbie MalMHbI U3 MEHIO BUIOB CETEN.
Bbi6epuTe X0CT, Ha KOTOPOM Security Server ycTaHOBIIEH.

YTo6bl nerye HaTn Security Server, Bbl MOXeTe UCMOSNTb30BaTb MeHI0 OubTpbI
cnepyroLwmUm o6pasom:
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. [lepenpgute Ha BkNagky besonacHocTb M BblbepuTe TosIbko CepBepbl
6e30nacHoOCTH.

. [MepeguTe Ha BKNaaky Fny6uHa v BbiGepuTe Bce npegMeTbl peKypcUBHO.

MpumeyaHune

Ecnu Bbl ucnonb3yeTte MHCTPYMEHT ynpasJjieHUs BUpTyanusaunen, kotopas B
HacTosiLLee BpeMs He uHTerpupoBaHa ¢ Control Center, To Security Server 6ynet
HaxoauTbcs B Custom Groups.

Ona nonyyeHns 6onee noApo6HON wuHbOPMaLUM O NoALEepPXMUBAEMbIX
nnatdopmax BuUpTyanusauuu, obpaTuTecb K PYKOBOACTBY MO YCTaHOBKe
GravityZone.

4. HaxmuTe KHONKy ® 3agaum B BEpXHEN YacTu Tabnumubl M BbibepuTe O6HOBUTD
Security Server.

5. Bbl Bo/MKHbI 6yaeTe NoATBEPAUTL Bally AeNCTBUS, HaXxas [a.

6. Bbl MOXeTe npocMaTpuBaTh U yNpaBnaTh 3agadyamu B pasgese CeTb > 3agaum.
[nsa nonyyeHus 6onee nogpo6HoOM nHbopMaumm, o6paTuTech K «[IpocMoTp U
ynpasJieHue 3agadyamm» (p. 223).

BaxHo

PekomMeHayeTcAa Mcnonb3oBaTh 3TOT MeTOA, YTO6bl 06HOBUTL Security Server ans
NSX, B npoTMBHOM cnyyae Bbl notepsieTe (aisibl KapaHTUHA, COXPaHEHHbIe Ha
YCTPOMNCTBE.

YcTaHoBKa fononHuTenbHoro naketa HVI

Ona 3awuTbl BupTyalibHblX MawuH HVI, BaM Heo6X0AMMO YCTaHOBMUTb
JONOSNHUTENbHbIN NaKeT Ha XocTe. Posb 3TOro NakeTa 3akstoyaeTcs B o6ecneyeHmm
CBA3U MEXAY r'MnepB1M3opoM 1 Security Server, ycTaHOBIIEHHbIM Ha xocTe. [ocne
ycTaHoBKu, HVI 6yaeT 3awuumiiath BUpTYyanbHble MallKHbl, Ha KoTopbix HVI-3awmTa
BKJIFOYEHa B NOJINTUKE.

BaxxHo

o HVI3awmuaet BUpTYyanbHble MalIMHbI UCKITOYUTENIBHO Ha runepBusopax Citrix
Xen.

« BaM He Hy)XHO yaansTh CyLLeCTBYIOLLEro areHTa 6e30MacHOCTU C BUPTYasbHOM
MaLUMHbI.
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YT106bI yCTAHOBUTbL [OMONHUTENbLHBIN NakKeT Ha XOCT:
1. Mepengute Ha cTpaHuly HacTpoiku > O6HOBUTD.

2. Bbi6epute JononHuTenbHbIN nakeT HVI B cnucke KOMMNOHEHTBI U HaXXMUTE
KHOMKY 3arpy3uTb B BEPXHEW YacTu Tabnuubl.

3. Mepengnute Ha cTpaHuyy CeTb M BblbepuTe BupTyanbHble MalluHbI B
nepekstoyaTene o63opa.

4. BblbepuTe CepBep 13 MeH0 Bugbl B neBoi naHenu.

5. Bbibepute ogMH WM HECKONbKO Xen-XO0CTOB B CETEBOM COAEPKMMOM. Bbl
MOXXEeTe Nerko NPOCMOTPETh JOCTYMHbIE XOCTbI, Bbi6paB onuuio Tun > XocTbi
B MeHI0 PUnbTpbI .

6. Haxmute KHOonKy 3agaun B npaBov naHenu v BbibepuTe YcTtaHoBuTb HVI
JononHutenbHblil nakeT. OTKPOETCH OKHO YCTaHOBKM.

7. Bbl MOXeTe 3amnjlaHMpoBaTb 3afladyy YCTaHOBKUW. Bbl MoeTe cpasy xe
3anycTuTb 3aAayvy Nocsie CoOXpaHeHUs 3afaHus Unu B onpeaesieHHoe BpeMs.
B cnyyae ecnv ycTaHoBKa He MOXeT 6bITb 3aBeplleHa B yKasaHHOe BpeMms,
3ajjlaya aBTOMAaTMYeCKM MOBTOPUTCA B COOTBETCTBUM C HACTPOMKaMu
noBsTopeHusa. Hanpumep, ecnu Bbl BbiGpanM HECKOSIbKO XOCTOB U OAUH XOCT
HepoCTYyMNeH B 3anfiaHMpOBaHHOE BpeMS, 3afilaHne 6yAeT 3anylleHo CHOBa B
3aflaHHOe BpeMmsi.

8. XoCT gosKeH nepesarpy3nTbCs, YTOObl MPUMEHUTb U3MEHEHUA U 3aBEPLLUTD
YyCTaHOBKY. ECnn Bbl XOTUTe, UYTO6bl XOCT nNepesarpysunca 6es3 3anpoca,
Bbl6epuTe ABTOMaTUUeCKas nepesarpyska xocta(ecnm Heo6xoaumo).

9. Haxmunte CoxpaHUTb. [109BUTCA OKHO NOATBEPXAEHUS.
Bbl MOXXeTe npocMaTpuBaTh U ynNpaBfsaTh 3agavyamu B pasgene CeTb > 3agauum.

Ypanute gononHuTenbHbin naket HVI

MpumeyaHmne
Mogynb HVI MoxeT 6bITb AOCTYNEH A8 Ballero peleHus GravityZone ¢ 0TAeNbHbIM
JIMLLEH3NOHHBIM KJTHOHOM.

YT06bl yAanuTb JOMNONHUTESNIbHbINA NAKET C XOCTOB:

1. MNepeiante Ha cTpaHuyy CeTb M Bbi6epuTe BupTyanbHble MaliMHbI B
nepeksoyaTene o63opa.
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Bbi6epuTe CepBep 13 MeHI0 Buabl B IeBOI NaHenNu.

BbibepuTe oAMH MM HECKOJIbKO Xen-XxOCTOB B CETEBOM COLEPXXUMOM. Bbl
MOXeTe Nerko NPOCMOTPETb AOCTYMHbIE XOCThI, Bbi6paB onuuto Tun > XocTbl
B MeHI0 PunbTpbl .

HaxmuTe kHOMKy 3agaumn B NpaBoi NaHenu v BbibepuTte YaanuTtb nakeT HVI
Supplemental Pack . OTkpoeTcsi OKHO KOHbUrypavmu.

3aI'IJ'IaHVIDOBaTb, KorgaynasimTb NakeT. Bbl MOXeTe Cpa3y XXe 3anyCcTtutb 3agavy
nocJsie CoXxpaHeHuna 3agaHuAa UM B onpeaesieHHoe BpeMmMA. B cny4yae ecnu
yoaneHne He MOXeT 6bITb 3aBepweHo B YKa3aHHOe BpeMd, 3apada
aBTOMaTU4eCKN NMOBTOPUTCA B COOTBETCTBUAU C HaCTpOIZKaMM NnoOBTOpPEeHUA.
HaanMep, €CJin Bbl Bbl6paﬂl/| HECKOJIbKO XOCTOB U OAUH XOCT HEOOCTYINEH B
3annaHnpoBaHHOE BpeM4d, 3agaHune 6yp,eT 3anyuleHo CHOBa B 3ajaHHOE BPEMHA.

XoCT AomKeH nepesanycTuTbcab YTo6bl 3aBepLUNTD YaaneHne. Ecniv Bbl xoTuTe,
4yTO6bl XOCT nepesarpysunca 6e3 3anpoca, Bbloepute ABTOMaTHYecKas
nepesarpy3ka xocta(ecnu Heo6xo41MMo).

HaxxmuTte CoxpaHuTb. [10BUTCS OKHO NOATBEPXKAEHUSA.
Bbl MOXeTe npocMaTpuBaTh U yNpaBisaTb 3agavyamu B pasgene CeTb > 3agaum.

O6HOBNEHME JoMNoNHUTENbHOro naketa HVI

YT06bI 06GHOBUTL AOMNOSIHUTESbHbIN MaKeT Ha XOCTax:

1.

o > WD

YcTaHoBKa nocnegHero HVIgononHuTenbHOro naketa AOCTYyNHa.

[na nonyyeHus 6onee noapo6HON MHPOpPMaLMK, 0bpaTUTECh K «YCTaHOBKA
JononHuTenbHoro naketa HVI» (p. 172).

Mepengute B pasgen CeTb.

Bbi6epuTe BupTyanbHble MaliMHbI U3 MEHIO BUAOB CETEN.

Bbi6epuTe CepBep 13 MeHto Bugbl B neBor naHenw.

BbibepuTe 04MH UM HECKOJIbKO XeN-XOCTOB B CETEBOM COAEPXXUMOM.

Bbl MOXeTe Nerko NpocMOTPeTb AOCTYMHbIE XOCThI, BbIGpaB onuuto  Tun >
XocTbl B MeHl0 ®unbTpbI .

Haxmute KHOMKy 3agauM B MpaBod naHenu M Bblbepute O6HOBUTH
DononHutenbHbiit nakeT HVI. OTKpoeTcs OKHO KOHUrypauumm.
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3annaHupoBaTb, Korga 06HOBUTb NakeT. Bbl MoXxeTe cpasy e 3anyCTuTb
3aady nocrne coxpaHeHuda safaHua unam B onpeneneHHoe BpeM4.

B cnyuae ecnu 06HOBNIEHNE HE MOXET 6bITb 3aBepLLEHO B YKa3aHHOE BpeMms,
3ajlaya aBTOMaTUYeCKM MOBTOPUTCA B COOTBETCTBUMU C HacTponKamu
noeTopeHusa. Hanpumep, ecnu Bbl Bbl6pany HECKONbKO XOCTOB M OAUH XOCT
HeZOCTYMeH B 3aniaHUpOBaHHOe BpeMsi, 06HOBNeHMe ByAeT 3anyLLeHO CHOBa
B 3aJlaHHOe BpeMms.

Bbi6epeTe ABTOMaTUuYeCKylO nepe3arpy3ky (npu Heo6xogmMocTH), eciv Bbl
XOTWUTE Nepe3anycTuTb HEOBCTY)XXMBAEMbIN XOCT. Bbl flOJXHbI NepesanycTuTb
XOCT BPYYHYHO /il 3anycka 06HOBIEHUN

HaxxmuTte CoxpaHuTb. [10BUTCS OKHO NOATBEPXKAEHUSA.

Bbl Tak xe MOXXeTe NpoBepATb CTaTyC BbINOSIHEHUA 3aaHus Ha CTpaHuue CeTb
> 3agaum.

BBecTu Monb30BaTeIbCKUIA UHCTPYMEHT

MpumeyaHmne
OT1a 3apayva cBsizaHa ¢ Mogynem HVI, KoTopbIt MOXET 6bITb AOCTYMNEH AJ1si BaLlero
peweHna GravityZone C oTAeJibHbIM NIMLEH3NOHHBIM KJTHOYOM.

[na BBoAga NnporpaMMHbIX CpeAcTB B rocTeBble onepaumoHHble CUCTEMbI:

1.
2.
3.

MepenaunTe B pasgen CeTb.
Bbi6epuTe BupTyanbHblie MalMHbI U3 MEHIO BUJ0B CETEN.

Bbibepute Xenaemyto rpynny B fieBOW naHenu. Bce KOHeYHble TOYKM U3
BbIGPaAHHOr0 KOHTeHepa 0To6pasAaTcs B NpaBoy NaHeny Tabnuubl.

YcTaHoBUTE d)ﬂa)KKI/I AnAa uesieBblX KOHEYHbIX TOYeEK.

HaxxmuTe B BepxHel yacTu Tabnuubl KHOMKY © 3agaum v BbibepuTe BBecTn
MHCTPYMEHT nonb3oBaTens [osBUTCSA OKHO KOHGUrypaumm.

B packpbiBatolleMca MEHIO BblbepuTe BCe MHCTPYMEHTbI, KOTOPbIE XOTUTE
BBeCTM. [1151 KaXXA0ro BbI6GpaHHOIO MHCTPYMeHTa 6yaeT oTobpaXkaTbCs pasgen
C HaCTpoMKaMu.

ITU MHCTPYMEHTLI 6bIIM paHee 3arpyXeHbl B GravityZone. Ecnv Bbl He MOXeTe
HaWMTW HYXXHbI UHCTPYMEHT B CMUCKE, NepenanTe B pa3gesn LieHTp ynpaBneHus
MHCTPyMeHTaMu 1 fo6aBbTe ero oTTyga. [na nonydyeHus 6onee noapo6HOM

YnpaeneHue ceTeBbIMU 06bEKTaMM 175



Bitdefender Grawt\/Zome

unfollow the traditional

nHdopMauum, obpaTuTech K «BBoJ MHCTPYMeHTOB nosib3oBatens ¢ HVI» (p.
574).

7. ONnsi KaXXAOro MHCTPYMEHTA, 0TO6PaXKaeMoro B OKHe:

a. ﬂ,ﬂﬂ TOro, YTOObI MPOCMOTPETb N CKPbITb pa3fesl1 UHCTPYMEHTQa, HaXXKMUTe
Ha ero HaseaHue.

b. BBeguTe KOMaHZHYO CTPOKY WHCTPYMEHTa, BMeCTe CO BCEMM
Heo6X0AUMbIMU BXOAHbIMU NapaMeTpaMu, TakUM xe 06pa3oM, Kak 3To
JlenaeTcsi B KOMaHHOW cTpoke. Hanpumep:

bash script.sh <paraml> <param2>

N3 pByx pacKpblBalOWMXCS MEHI0O MOXHO Bbi6paTb [eACTBUe AJs
BOCCTAHOBJIEHUS W WCMpPaBfieHUA Pe3epBHON KOMWM AN CPeacTs
BoccTaHoBneHus Bitdefender.

C. YKaxuTe MecTo, M3 KOToporo Security Server 4o/mkeH co6upaTb KypHasbl:

. CTaHAapTHbIﬁ BbIBOA . YCTaHOBUTE 3TOT d)J'Ia)KOK, 4yTOb6bI 3aNUCbIBaTb
XypHaJibl U3 CTaHAAPTHOIO BbIXOAHOIO KaHasa CBA3WN.

. BbixogHoin daitn. YcTtaHoBUTe 3TOT ¢aXok, 4YTO6blI MosyyaTb
COXpPaHEHHbIN Ha KOHeyHoW Touke dailn xypHana. B atom cnyuae
Heo6X0AMMO yKasaTb MyTb K MECTY, rae Security Server MoXeT HaWTK
taiin. Bol MoXeTe Ucnosib3oBaTb aBCOMOTHbBIN MYTb UKW CUCTEMHbIE
nepeMeHHble.

3[4ecb HaxoauTCA AONOSHMTENbHAs onuusa: YaanuTb rocteeble ¢ainbl
)KypHana nocne ux nepepauun. Boibepute ero, ecnu Bam 6o0nblle He
noTpedytoTca dansibl Ha KOHEYHOW TOYKeE.

8. Ecnu Bbl XO0TUTe NepeHecTu daiis XXypHanoB U3 Security Server B Apyroe MecTo,
Heo6XoANUMO yKasaTb MyTb K MECTYy HasHauyeHWss U y4yeTHble f[aHHble
ayTeHTUdMKaumm.

9. [InA saBepweHUs paboTbl MHCTPYMEHTa MOXeT noTpe6oBaTbCs 6GoSiblue
npeAanosiaraeMoro BPEMEHU UM OH MOXKET NepecTaTb 0TBeYaTb Ha 3anpochl.
Bo usbexaHune c60eB B TaKux cuTyauusix, B pasgene KoHdurypauyus
6e3onacHocTH Bbli6epuTe, Yepes CKOJIbKO 4YacoB Security Server AomKeH
aBTOMaTMYECKM 3aBEePLIMTb NPOLLECC UHCTPYMEHTA.

10. HaxxmuTe CoXpaHUTb.
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CtaTycC 3afiaun MOXHO y3HaTb Ha CTpaHuue 3agaumn. TakxkKe Ans nonyyeHus
ZOMOJIHUTENbHbIX CBEAEHUA MOXXHO NPoBepUTb 0TYeT 0 CTaTyce BBefeHUsA
HVI TpeTbeit CTOPOHbI.

6.3.6. ®opmmpoBaHue 6bICTPbIX OTYETOB

Bbl MOXKeTe Bbl6paTb CO34aHUNE 6bICTPbIX OTYETOB Ha YMNPaBSEMbIX BUPTYasbHbIX
MaLlUMHaX, UICNoJib3ysl cTpaHuuy CeTb:

1. NMepengute B pasgen CeTb.
2. BbibepuTe BupTyanbHbie MaLMUHbI U3 MEHIO BUOB CETEN.

3. BbibepuTe xenaemMbl KOHTEWHEP B JIEBOW NaHenn. Bce BUpTYyanbHbie MaLLMHbI,
13 BbIOpPaHHOI0 KOHTENHepPa, 0TO6pasfATCs B Tabnuue NpaBon NaHeNw.

4. OunbTp coaepXXMMOro BblGpaHHO rpynmnbl AOCTYMNEH TONbKO A5 yNpaBAseMblX
BUPTYasibHbIX MaLLUUH.

5. YcTaHoBUTE CI)J'Ia)KKI/I Ha COOTBETCTBYHOLUUX BUPTYaJIbHbIX MallUHaX, KOTOPbIE
6y}J,yT BKJ1KOY€HbI B OTYET.

6. HaxmuTte kHonky © OTYeT B BEpXHEN YacTu Tabnuubl U BbibepuTe U3 MEHIO
TN oT4yeTa. [na nony4yeHus 6onee nogpobHOM MHGopmauun, obpaTuTech K
«OTYeTbl MO KOMMNbIOTEPAM U BUPTYasibHbIM MallunMHam» (p. 513).

7. HacTtpowte napameTpbl oT4yeTa. [na nonyyeHuss 6onee noapo6HOWM
nHdopMauuu, obpatuTech K«CosaaHue oTyeToB» (p. 534)

8. Haxmute Cospatb. OTUeT 0TOOGpPA3nTCA HeEMeasieHHo. Bpems, Heob6xogumoe
ONA co3aHus 0OTYETOB, MOXET UBMEHATLCSA B 3aBUCUMOCTU OT KOJIMYEeCTBa
BblOpPaHHbIX BUPTYasibHbIX MaLUVH.

6.3.7. HaszHauyeHune NnonuTuK

Bbl MOXeTe ynpaendaTb HaCTp0I7IKaMI/I 6e30MacHOCTU Ha BUPTYalibHbIX MallMHax
C NOMOLLbIO MOJINTUK.

B pasaene CeTb Bbl MOXeTe npocMmaTpuBaTb, USMEHATb U Ha3Ha4YaTb NOJINTUKU
Ansa Kaxkaomn BMpTyaﬂbHOVI MalWWHbI UKW Tpynnbl BUPTYasibHbIX MaLUWUH.

Mpumeyanne
HacTpoiku 6e30MacHOCTM [OCTYMHbl TONbKO ANS ynpaBnsieMblX BUPTYasbHbIX
MaLwwuH. Ina o6neryeHmsa NnpocMoTpa U ynpaBiieHUs HacTpoWKaMu 6e30MacHOCTH,
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Bbl MoOXeTe OTd)I/IJ'IprOBaTb ceTeBoe cojepXumMmoe TOJNIbKO ANnA ynpaBnAaeMblX
BUPTYasibHbIX MaLUUH.

[ns npocMoTpa napamMeTpoB 6€30MaCHOCTU, Ha3HAYEHHbIX BUPTYasilbHON MaLUVHE:

1.
2.
3.

Mepengute B pasgen CeTb.
Bbi6epuTe BupTyanbHble MalMHbI U3 MEHIO BUOB CETEN.

Bbi6epuTte xxenaemblin KOHTENHEP B IEBOW NaHenu. Bce BUpTyasnbHble MallvHb,
13 BbIOPAaHHOI0 KOHTENHEepa, 0TO6pasfaATCs B Tabnuue NnpaBon NaHenNu.

HaxXMuTe Ha UMsi BUPTyasnbHOW MalLMHbI, KOTOpas Bac MHTepecyeT. NosasuTcs
UHDOPMaLMOHHOE OKHO.

Ha Bknagke O6uee, B pasgene MonuTtuka, HAXXKMUTE Ha HasBaHWe TeKyLlen
NOJIMTUKM, YTOObI MPOCMOTPETb €€ HAaCTPOWKMU.

Bbl MO)KeTe U3MeHUTb HacTPOWKKN 6€30NacHOCTM B CJlydae Heo6X0AUMOCTH,
npv ycnoBuW, 4To BNagenew, NofMTUKK MO3BOMU APYIMM MOSb30BaTeNsAM
BHOCUTb B Hee U3MeHeHus. lMNoxanyicta, o6paTuTe BHUMAHUE, YTO Jito6ble
M3MEHEeHUs, KOTopble Bbl BHOCUTE, BAUAET Ha BCe BUPTyasibHble MallWHBbI,
KOTOPbIM HasHayeHa gaHHas MoJIMTUKa.

Ons nonyyenunss 6onee nogpobHon MHPOpMaUMM O HACTPOMKAX MOSUTUK
BUPTYyasbHbIX MalluH, obpaTuTecb K«[lonuTuku 6esonacHocTn (Security
Policies)» (p. 237)

YT0o6bl Ha3HAYUTb NOJNINTUKY BMpTyaﬂbHOVI MallnHe unun rpynne BUPTYyaJibHbIX
MaLlUnH:

1.
2.

MepenaunTe B pasaen CeTb.
Bbi6epuTe BupTyanbHble MalUMHbI U3 MEHIO BUJO0B CETEN.

BbibepuTe xenaeMblil KOHTEWHEP B JIEBOW NaHenn. Bce BUpTyanbHbIe MaLLMHbI,
13 BbIOpPaHHOI0 KOHTENHEPa, 0TO6PasATCs B Tabnuue NpaBor NaHeNw.

OTmeTbTE d))'la)KOK Ha kenaemMoMm ob6bekTe. Bbl MoXeTe Bbl6paTb OAVH Unn
HECKOJIbKO 06BEKTOB OAHOro Tuna, TOJIbKO OA4HOIO YpOBHA.

HaxmuTte kHonky & Ha3HauMTb NONMUTUKY B BEPXHEN YacTu Tabnuubl.
CpenainTe Heo6xoAMMble HAaCTPONKK B OkHe HaszHaueHue NoNUTHKY.

[nsa nonyyeHus 6onee noagpo6Hon nHpopmauumm, obpatutech K «HasHayeHune
nonmMTuK» (p. 241).
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Mpepynpexpaenune

Ons npuMmeHeHUs MOMUTUK C BKJOYeHHbIM Hypervisor Memory Introspection

LeneBbIM MallMHaM MOXET NOTpeboBaTbCA Nepe3arpyaka cpasy nocsie HasHayeHus

NOAUTUKN. MalLMHbI B 3TOM COCTOSIHUM OTMeYeHbl Ha cTpaHuue CeTb C NOMOLLBIO
OXxupaaHue nepesanycka .

6.3.8. Ucnonb3oBaHne MeHegxkep BoccTaHoBneHusi (Recovery Manager)
Ans 3awndpoBaHHbIX TOMOB

Korpa nonb3oBaTenyn KOHEYHbIX TOYEK 3a6bIBAlOT CBOM MNaposin LWKdPOBaHUA U
He MOryT 6o0fblle MnonyyaTb AOCTYN K 3alwudpoBaHHbIM TOMaM Ha CBOMX
KOMMbIOTEpax, Bbl MOXeTe NOMOYb UM, MOJYYMB KIHOUYU BOCCTaHOBJIEHUA CO
cTpaHuubl CeTb.

YT06bI MOYYNTH KI1HOY BOCCTAHOBIEHUS:
1. Mepengute B pasgen CeTb.

2. Haxmute KHOMKY 'Ifx*MeHemKep BOCCTaQHOBJIEHUA Ha NaHeJIn MHCTPYMEHTOB
AeNCTBUI Ha NaHenu cneBa. NosBUTCSA HOBOE OKHO.

3. B pasgene okHa UpaeHTudukaTop BBEAMTE Cleayrolne gaHHble:

a. NpeHTudmkatop Ko4a BOCCTaAHOBNEHUSA 3aWMdPOBAHHOrO TOMa.
NpeHTudukaTop KoYa BOCCTAHOBNIEHMA MpPeAcTaBAsieT CO60M CTPOKY
uncdp 1 6yKB, BOCTYMHbIX B KOHEYHON TOUYKE Ha dKpaHe BOCCTAHOBEHUS
BitLocker.

B Windows ngeHtudmnkatop knroya BOCCTaHOBEHUS NPeACcTaBnseT co6omn
CTPOKY uMpp M 6yKB, OOCTYMHbIX Ha KOHEYHOM TOYKE Ha 3IKpaHe
BoccTaHoBneHusn BitLocker.

KpoMe Toro, Bbl MOXeTe MCrosib3oBaTb napameTp BoccTaHoBneHue Ha
BKNagke 3awmTta B CBefeHMsax O BUPTyalbHbIX MallMHax Ans
aBTOMAaTMYecKoro BBofa naeHTUduMKaTopa Kioya BOCCTAHOBIIEHUSA, AN
KOHeYHbIX Toyek kak Windows Tak n macOS.

b. Maponb Bawen yueTHoM 3anucu GravityZone.

4. Haxmute OTKpbITb . OKHO paclumpsieTcs.
B pasaene UHpopmauumsa o ToMe npegcTaBfieHbl cnegyowme JaHHble:
a. Nmatoma

b. Tun Toma (3arpy304Hbiit UM He 3arpy30YHbIN).
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MMa KoHeuHoW ToYkM (Kak yKa3aHo B MIHBEHTapuU3aLum ceTm)

Kntou BoccTaHoBneHusl. B Windows ko4 BOCCTaHOBJIEHUS - 3TO Maporib,
aBTOMATMYECKU reHepupyembli Npu wudpoBaHum Toma. Ha Mac knoy
BOCCTaHOBJIEHUSA - 3TO MAPOJib YYETHOW 3an1cK Nosb3oBaTes.

5. OTI'IpaBbTe KJ1KOY BOCCTAHOBJIEHUS NOJIb30BaTENIH0 KOHEYHOM TOYKMU.

Mogpo6bHee o wWudpoBaHun n aendpoBke TOMOB C NomoLbto GravityZone cm.
«Wudposanue» (p. 415).

6.3.9. OuncTka JInLeH3NOHHbIX MecT

B Active Directory, cepepe vCenter (6e3 vShield, NSX unu HVI) u cogepxvumom
Xen-cepBepa, Bbl MOXeTe JlerkO OCBO60AMTb JULIEH3UPYEMbIe MEeCTa,
ncnonb3yemble BUPTYabHbIMU MalLMHAMMU, C KOTOPbIX areHT 6e30MacHOCTM 6bi
yAarneH 6e3 3anycka nporpamMMbl AeUHCTaNNALMWMN.

Mocne Toro, Kak Bbl caenaeTte 3To, Bbl6paHHbIe MallWHbI CTaHYT HeYyMNpaBaeMbIMU
B CETEBOM COAEPXKUMOM.

L5t OYNCTKM NULIEH3MPYEMOTO MecTa:
1. Mepengute B pasgen CeTb.

2. Bbl6epnTe KomnbloTepbl M BUpTyanbHble MalUMHbI UV BupTyanbHbie MalLUHbI
M3 MEHI0 BbI6Opa 0TOOGPaXKeHus.

3. Bbibepute Tpebyemyto rpynny B sieBoW naHenu. Bce BUpTyanbHblie MalWHbI
6yayT oTobpaxkaTbCsi B MPaBOW YacTy Tabnuubl.

4. Bbl6epuTe BUPTYanbHYt MaLUWHY, C KOTOPOM Bbl XOTUTE YAANUTb JIULLEH3UIO.
HaXmute KHOMKY = OUNCTUTb NIMLLEH3UIO B BEPXHEN YaCTW TabnuLbl.

6. Haxmunte [la B OKHe NOATBEPXAEHUS ANA NPOAOSIKEHMUS.

6.4. MobunbHble ycTponcTBa

[na ynpaBneHns 6e30nacHOCTbH MO6UIIbHBIX YCTPOWCTB, UCMOJIb3yeMbIX B Ballei
KOMIMaHWK, CHavana Bbl IO/HKHbI CBA3aTb UX C KOHKPETHbIMW NONIb30BaTENIAMM B
Control Center, a 3aTeM yCTaHOBUTb U aKTMBMPOBaTb Nporpammy GravityZone
Mobile Client Ha KaXxa0M U3 HUX.

Mo6usibHble yCTPOMCTBA MOMYT OblTb COOGCTBEHHOCTbIO NPEeanpuUATUS WK
NMYHbIMK. Bbl MOXXeTe yCTaHOBUTb U akTuBMpoBaTh GravityZone Mobile Client Ha
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KaXXJOM MOGMIIbHOM YCTPOWCTBE, a 3aTeM nepefaTbh ero COOTBETCTBYIOLWEMY
nonbsoBatento. llofb3oBaTenyu TakXkKe MOryT YCTAHOBUTb W aKTUBMPOBATb
GravityZone Mobile Client camu, cnegysi WHCTPYKUMSIM, TMOJIyYEHHbIM MO
9J1eKTPOHHOM noyTe. [1ns nonyyeHus 6onee noagpo6Hon MHdopmauum, obpaTutechb
K PYKOBOACTBY Mo ycTaHoBKe GravityZone.

[na npocMoTpa MOGWIbHbLIX YCTPOWCTB MOJSIb30BaTeNeN Moj CBOEW YyYeTHOW
3anucelo, nepengute B pasgen Cetb u BbibepuTe Mo6unbHblie YCTPOMCTBA U3
MeHI0 BUL,0B ceTell. Pasgen CeTb 0TOGpaXkaeT AOCTYrHbIE FPyNrbI Nofib30BaTenen
B JIeBOW MaHenu 1 COOTBETCTBYIOLLUX MOSIb30BaTeNeN U YyCTPONCTBA B NpaBon
naHenw.

EcnuuHTterpaums c Active Directory HacTpoeHa, Bbl MOXeTe 06aBUTb MO6GUIIbHbIE
YCTPOMCTBA K CYLLLECTBYHOLLMM Nosnb3oBaTensm Active Directory. Bbl Takke MoxeTe
co3faBaTb nonb3oBaTenen B [lonb3oBaTenbckue rpynnbl M [06aBNATb UM
MO6WUJIbHbIE YCTPONCTBA.

Bbl MOXeTe NepekntounTb BUA NPaBoW NaHenu no nosib3oBaTenu Uim YcTponucTea
C NoMoLLbo BKaaku Bug ns MmeHto ®unbTpbl, pacnosioXXeHHOro B BEPXHEN YacTu
Tabnuubl. Bug Monb3oBaTenu no3sonsieT ynpaBnasTb nonb3osaTtensamu B Control
Center, po6aBnaTb nonb3oBaTenerd U MOOGMIbHbIE YCTPOMUCTBA, U NPOBEPsiTb
KOJIMYECTBO YCTPOWCTB MO KaXKAoMy Monb3oBaTento. McnonbayinTte Bug
YcTpoitcTBa, YTO6LI 66110 NPOLLE YNPABASTL U MPOBEPSATb MHPOPMALIMIO O KaXKA0M
Mo6unbHoM ycTponcTtBe B Control Center.

Bbl MOXeTe ynpaBnsaTh Nosib3oBaTeNsiMu 1 MoO6UbHbIMMU yCTpocTBamMm B Control
Center crneaytoLmm o6pasoMm:

. [lo6aBneHue HacTpaMBaeMbIX NONb30BaTeNEN

« [o6aBneHne MO6WUIbHbLIX YCTPOUCTB NOJIb30BaTENSAM

« OpraHusauusa HacTpanmBaeMblix Nosib3oBaTesNel B rpynnbl

o ®unbTpaums n nomck Nnonb3oBaTenen u yCTponcTs

« [poBepka cTaTyca u nogpo6HOCTEN 0 NONb30BaTENSAX UM YCTPOMUCTBAX
« 3anyck 3agay Ha MO6GUJIbHbIX YCTPOMCTBAX

« Co3paHue 6bICTPbIX 0TYETOB 0 MOOWITIbHBLIX YCTPOUCTBAX

« [lpoBepka u U3MeHeHMe NapamMeTpPoB 6€30MacCHOCTU YCTPOWUCTB

« CuHxpoHuzaums cogepxxmmoro Control Center c Active Directory

o YpaneHue nonb3oBaTenien U MOOUIbHbIX YCTPOWCTB
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6.4.1. [JobaBneHune HacTpauBaeMblx Nosib3oBaTeneu

Ecnu unTerpauus c Active Directory HacTpoeHa, Bbl MoXeTe f06aBUTb MOGUIIbHbIE
YCTPOMCTBA K CYLLLeCTBYHOLLMM MNosib3oBaTenam Active Directory.

B cutyaumnax 6e3 Active Directory, Bbl OJ/KHbI CHayana co3gatb HacTpauBaeMbIX
nonb3oBaTenein AnA TOro, YTo6bl UMeTb BO3MOXHOCTb MAEHTUPULUPOBATH
BflafesibLeB MO6USIbHbIX YCTPOWCTB.

EcTb aBa cnocoba cosaaHust HacTpanBaeMblx Nosb3oBaTenen. Bol MoXxeTe nnm6o
[06aBUTb UX N0 OgHOMY, N60 MMNopTUpoBaTh (awnn CSV.

YT06bI 06AaBUTHL HAaCTpPaMBaeMoro Nnosb3oBaTens:
1. lMepengute B pasgen CeTb.
2. Bbibepute MobunbHble yCTPOMCTBA U3 MEHIO BUOB CETEN.

3. Haxxmnte Ha MeH0O OunbTpbl B BEpXHEN YacTu Tabnuubl U NepenpguTe Ha
BKNaaky Bug. Yéegutech, uto napameTp MNonb3oBaTenu BbIGPaH.

4. B neou naHenu Bbi6epuTe Monb3oBaTenbCcKue rpynnbi.

5. HaxmuTe kHonky 4 [l06aBMTb Nonb3oBaTeNsi B BepxHeil YacTy TabnuLbl.
MoABUTCA OKHO HAaCTPOEK.

6. YKaxute Heo6xop,|/|Mb|e cBepfeHund o nosib3oBartesne:
. I'Ionxo,qnu.l,ee M4 nonb3oBaTtens (HaanMep, NnoJsIHOEe NMA I'IOJ'Ib30BaTe}'IF|)
. Ap,pec SﬂeKTpOHHOVI MOoYThbl NOJib30OBaTeENA
BaxxHo

o Ybeautecb, UYTO 3TO [JEeNCTBUTENbHbIA aApec SSEeKTPOHHOM MOoYThI.
Monb3oBaTento Mo 3NIEKTPOHHOM MoyTe 6yAeT BbiCNaHA WMHCTPYKUMS MO
YyCTaHOBKE, Koraa Bbl 06aBUTE YCTPOUCTBO.

o« Kaxabin aapec GJ'IEKTpOHHOI‘/'I NOYTbl MOXET 6bITb CBA3aH TOJIbKO C O4HUM
nosib3oBaTesieM.

7. Haxmute OK.
YT106bI MUMNOPTMPOBATbL NOJIb30BaTENEN MOOUIIbHbIX YCTPONCTB:
1. Mepengute B pasgen CeTb.

2. Bbibepute MobunbHbie yCTPOMCTBA U3 MEHIO BUOB CETEN.
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3. Haxmute Ha MeH0 OUNbTPbl B BEPXHEN YacTu Tabnuubl U NepenanTe Ha
BKNnaaky Bug. Yéegutech, uto napameTp Monb3oBaTenu BbiGpaH.

4. B nesovi naHenu Bbi6epute Monb3oBaTenbcKue rpynnbi.
Haxmute UMnopTupoBaTth nonb3oBaTernei. [osBUTCA HOBOE OKHO.

Bbi6epuTe dpain CSV n Haxxmute UmnoptupoBatb. OKHO 3aKpoeTca n Tabnmua
3anosIHMTCA UMNOPTUPOBAHHbBIMU NOJIb30BATENAMMU.

MpumeyaHmne

Ecnn BO3HUKHYT Kakue-nn6o OWwubKKM, MOSIBUTCA COOOLLeHMe M Tabnuua
3aMofIHATCA TONbKO KOPPEKTHbIMKU MoNnb3oBaTenAMU. He KoppeKTHble
nosib3oBaTenu 6yayT NponyLLeHbI.

Mocne aToro Bbl MOXeTe CO34aTh rpynnbl nosibaoBaTenei B Monb3oBaTenbckue
rpynnbl.

MonnTtrka n 3agavn HasHayYeHHble Nosb3oBaTenNto 6yp,eT NMPUMEHATbLCA AJ1A BCeX
yCTpO[/‘ICTB, npuHagnexXxatwnx cCooTBeTCTBYHOLWEMY MNOJIb30BaTENIO.

6.4.2. [lobaBneHne MOOGMNbHbIX YCTPOMCTB NOJIb30BATENSAM

Monb3oBaTesib MOXET UMETb HeorpaHmn4yeHHoe 4ucno MOBUNbHbIX YCTpOIZCTB.
MoXHO AO6aBI/ITb yCTpOI;ICTBG OAHOMY WUNN HECKOJIbKUM MoJib3oBaTeNAM, HO
OJHOBPEMEHHO TOJIbKO O4HO YCTPOIZCTBO KaXX oMy noJib3oBaTesto.

JlobaBneHue yCTPoicTBa 0HOMY NOJIb30BATENIO
YTo6bl 406aBUTbL YCTPOMCTBO ONpeaeneHHOMY Nosb30BaTesto:

1. Mepengute B pasgen CeTb.

2. Bbibepute MobunbHbie ycTPOMCTBA U3 MEHIO BUOB CETEN.

3. Hampute nonbsoBaTtens B rpynne AKTMBHbIN KaTaor unu B MNonb3oBaTenbckue
rpynnbl 1 NOCTaBbTe COOTBETCTBYIOLLMI PaXKoK B NpaBow NaHenu.

MpumeyaHune
Ha Bknagke Bug Ha MNonb3oBaTenu foKeH 6bITb YCTaHOB/IEH COOTBETCTBYHOLLUIA
PunbTpbI.

4. Haxxmute KHomky B [106aBMTb YCTPOMCTBO B BeEpPXHEW 4acTu Tabnuupbl.
[MosBMTCA OKHO HACTPOEK.
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Add device X

Device name: New Device (1)

Auto-configure name

Ownership: Enterprise v

Show activation credentials

D,OﬁaBJ'IEHVIe MOBUSIbHOFO YCTDOVICTBa nonb3oBaTento

5. HacTpoika nogpo6Hon nHdopMaLmm 0 MO6UIIbHbIX YCTPONCTBAX:

a. BeeauTe nopxogsuiee uMsi Ana ycTponcTea.

b. Ucnonb3yiiTe onuno ABTOMaTMYecKasi HACTPOWKA UMEHM, ECJIV Bbl XOTUTE,
yTOObI UMS1 YCTPOMCTBA Ha3Hayanocb aBToMaTuyecku. Npu fobaeneHun
YCTPOWUCTBO MMeeT 0606leHHoe MMs. [locne akTMBauuu YCTPOUCTBY
aBTOMaTuyecku 6yAeT NPUCBOEHO UMSl, OCHOBaHHOe Ha MHdopMauun o
npousBoauTene u MOAeNN yCTPOUCTBA.

c. Bbi6epute TUN BRagenbua ycTpoucTea (NpeanpusaTue wnmM nnyHoe). Bbl
MoXeTe B to6oe BpeMs OTPUAbTPOBaTb MO6MIbHbIE YCTPOMCTBA MO
BragesibLaM 1 ynpaensiTb UMW B COOTBETCTBUM C BalLIMMU NOTPEBHOCTSIMU.

d. Bbibepute onuuto lMokasaTb y4yeTHble AaHHble aKTUBALMM, €C/M Bbl
cobupaeTecb ycTaHoBuUTb GravityZone Mobile Client Ha ycTponcTee
nonbsoBaTens.

6. Haxmute OK, 4T06bI [06aBMTbH YyCTpouMcTBO. [lonb3oBaTento 6yget
He3aMeNUTENIbHO OTMpPaB/IeHO MUCbMO C MHCTPYKUUSIMU MO YCTaHOBKE,
noapobHOCTSIMM MO aKTMBaLUKM M HacTpoWke ycTponcteBa. logpobHOCTU
aKTUBaUMM BKJIOYAKOT MapKep akTMBauuMM U afpec KOMMYHMKALUOHHOIO
cepBepa (1 cooTBeTCcTBYIOWMI QR Code).

7. Ecnwu Bbl Bbl6panu onuuto Moka3aTb yyeTHble AaHHbIe aKTUBALUK, MOSIBUTCS
0KHO MoApo6HOCTM aKTUBALMK, B KOTOPOM OTOOPaXKAETCS YHUKANbHbIN KoY
aKTUBaLMK, apec KOMMYHUKALMOHHOI 0 cepBepa U cooTBeTCTBYoWMIA QR kog
A1 HOBOMO YCTPOWCTBa.
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Activation Details pd

Activation token: 2983761919

Server URL: 192.168.2.144:8443

QR Code

MoApO6HOCTM aKTUBALMM MOBUIBHBIX YCTPOWCTB

Mocne yctaHoBku GravityZone Mobile Client, korga 6yget npegnoxeHo
aKTUBMpPOBATb YCTPOMUCTBO, BBeAUTE MapKep akKTMBauuum W agpec
KOMMYHWUKaLMOHHOIO CepBepa Ui NPOCKaHUpPYNTe NpefocTaBneHHbIn QR koga,

Jlo6aBneHne yCTPOMCTB HECKOMIbKUM M0/Ib30BaTESNISIM
YT106b1 106aBUTH MOBUIIbHbIE YCTPOMCTBA Bbl6paHHbIM NOSIb30BaTENAM M Fpynnam:

1. Mepengute B pasgen CeTb.

2. OnpegenuTe nonb3oBaTesnen UM rpynbl B nankax AKTUBHbIN KaTanor uin B
Monb3oBaTenbckKue rpynnbl U OTMETbTE UX COOTBETCTBYIOLWMMMU pnaKkamu
B NpaBON NaHenu.

Mpumeyanue
Ha Bknapke Bug Ha Nonb3oBaTenu fomkeH 6bITb yCTaHOBJIEH COOTBETCTBYHOLLMN
duUnbTpbI.

3. Haxxmute kHonky E [106aBMTb yCTPOUCTBO B BEPXHEN YacTU Tabnuubl. B aTomM
cny4yae, B OKHe KOHbUrypauum Bbl JOJDKHbI ONpefenvTb TOJbKO BRagenbLa
yCTpOWCTBaA.

YnpaeneHue ceTeBbIMU 06bEKTaMM 185



Bitdefender Grawt\/Zome

unfollow the traditional

Ecnu ecTb nosnb3oBaTenu 6e3 afpecoB 3/IEKTPOHHOW MOYThI, Bbl 6yaeTe
HeMe/1eHHO YBe0MJIeHbl CO06LLEeHNEM 06 3TOM. CNIMCOK COOTBETCTBYIOLLIMX
nonb3oBaresien 6yaet gocTyneH B Yeegomnenue us Control Center.

Mo6WnbHblE YCTPOWUCTBA, CO3[aHHble BPYYHYH, WMMEKT MO YMOYaHUIo
ob6obuieHHoe uma B Control Center. [lMocne akTMBauuMu YCTPOMCTBY
aBTOMaTU4eckn O6yAeT MPUCBOEHO WMS, OCHOBaHHOE Ha WHdbopMauuMu o
nNpovsBoAMTENE U MOAENMN YCTPONCTBA.

4. Haxwmute OK, uT0o6bl 106aBUTbL YCTPOUCTBO. [M0oNb30BaTENtO HE3aMEeANUTENBHO
6yaeT oTrnpaBfieHO MMCbMO C MHCTPYKLUUSAAMU NO YCTaHOBKe, MOAPOGHOCTAMM
no akTUBaLUM M HacCTpoWKe ycTporcTea. logpo6HOCTM aKkTMBaLIMM BKOYAOT
MapKep aKTMBauuuM U aApec  KOMMYHMKALMOHHOro cepeepa (M
cooTBeTCcTBYlOLWMIA QR Code).

Bbl MoxeTe npoBEPUTb KOJINYECTBO YCTDOVICTB, Ha3Ha4Y€HHbIX KaxoMy
noJsib3oBaTesito, B npaBon naHesIn B KOJIOHKE YCTpOﬁCTBa.

6.4.3. OpraHusauusi HacTpauBaeMmbIx Nosib3oBaTeneit B rpynmbl

Bbl MOXeTe NpocMOTpeTb AOCTYMHbIE rPYNMbl NoJib30BaTe el B JIEBOW NaHeNN B
pasgene Network.

Monb3oBaTenn AKTUBHOIO KaTasora CrpynnupoBaHbl B KOHTelHepe AKTUBHbIN
KaTanor. Bbl He MoXeTe peflakTupoBaTb rpynnbl Active Directory. Bl MoxeTe
NpPOCMOTPEeThb M J06aBUTb YCTPOWCTBA COOTBETCTBYHOLMM MONb30BaTENSAM.

Bbl MoXeTe pasmMecTUTb BCceX MoJib3oBaTesiel He M3 AKTUBHOMO KaTtasiora B
Monb3oBaTenbcKue rpynnbl, FAe Bbl MOXETe CO34aTb U OpraHM3oBaTb Fpynbl Mo
BaLLEMY YCMOTpPeHU0. OCHOBHbIM NMPEUMYLLLECTBOM 3TOM BO3MOXHOCTU SIBJISIETCSA
TO, YTO Bbl MOXKETE UCMOJIb30BATh MPYNMNOBbIE MONUTUKM 4SS pELIEHUS PasiINYHbIX
Tpe6oBaHWU 6€30MacHOCTMH.

B Monb3oBaTenbcKue rpynnbl Bbl MOXETE CO3/1aBaTh, YAaNATh, IEPEUMEHOBLIBATH
1 nepemelLath rpynmbl B NPOM3BOJIbHON APEBOBUAHO CTPYKTYpE.

BaxHo
MoxxanyncTta, o6paTuTe BHUMAHWE Ha CreayroLee:

« [pynna MoxeT cofepaTb Kak Nosb3oBaTeNien, Tak U fpyrue rpynnbl.

o [pu BbiGOpe rpynnbl B JIEBOW NaHenu, Bbl MOXeTe MPOCMOTPeTb BCeEX
nosib3oBaTesniel KpOMe TeX, KOTopble HAXOAATCSH B CBOMX nogrpynnax. [ns
NpPoCMOTpa BCeX NoJib3oBaTese, BXOAALLMX B rpynny, U B JOYEPHME NOATPYNMbI,
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HaXMUTe MeHi0 PURbTPbI, PaAcroNoXXeHHOE B BEpXHeW 4yacTu Tabnuubl M
Bbl6epuTe Bce anemMeHTbl peKypcUBHO B pa3aene My6uHa.

CosgaHnue rpynn

YT06bI CO3AaTh MONb30BaTENbCKYIO Ipynny:

1. BbibepuTe NMonb3oBaTenbcKue rpynnbl B JIeBOW NaHeNu.

2. Haxmwute kHonky @ [lo6aBUTb rpynny B BEPXHEN YacTu NTEBOW NaHeN!.

3. BBeguTe noaxogasuiee umsa rpynnbl n Haxmute OK. [NoaBuTca HoBas rpynna
B Monb3oBaTenbckue rpynnbi.

[epeumeHoBaHue rpynn

YT106bI NEpEMMEHOBATL NOJIb30BATESILCKYHO MPyMmny:

1. BbibepuTe rpynny B JIEBOW NaHENMN.

2. HaxxmnTte KHOMKy & PegakTUpoBaTh rpynny B BEPXHEN YacTu NIEBON NaHeNw.
3. BBeauTe HOBOE MMS B COOTBETCTBYHLLLEM MONeE.
4

Haxxmute OK gnis noaTBepXpeHus.

MepemMeLleHne rpynn v nosb3oBaTeseil

Bbl MoXeTe nepemellaTtb rpynmnbl U rnosib3oBaTesiell B l060e pacnosoxeHune
BHYTPU MepapXuun nonb3soBaTenbcKue rpynnbl. YTo6bl NepeMecTuTb rpynny uam
nosib3oBaTeneil, nepeTawuTe Ux U3 TEKYLLLEro MECTOMOJIOXKEHUS B HOBOE.

Mpumeyanune

06beKT, KOTOprVI nepemMeullaeTcd, Hacnepyet napaMeTpbl MNOIUTUK HOBOM
pO,EWITeanKOI;I rpynnbl, ecnn HacnepoBaHWe He 6b110 3anpeweHo unn agpyras
NnosIMTHKa He b6bina HenocpeanCTBEHHO NPUMEHEHA K HEMY.

YpaneHue rpynn

Fpynna He MOXeT 6bITb yAaneHa, eciiu OHa COAEPXKUT MO MEeHbLUE Mepe 0AHOro
nonb3osarens. NlepeMecTUTe BCeX Nosib3oBaTesiei U3 rpynrbl, KOTOPYHO Bbl XOTUTE
yAanuTb, B ApYryto rpynmny. Eciv rpynna BkatoyaeT B ce6s MoArpynnbl, Bbl MOXeTe
Bbl6paTb A5 NepemMeLL,eHns BCe MOArPYnIbl, @ He OTAEeNbHbIX Nosib3oBaTesNeNn.

YT06bI yaanuTb rpynny:
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1. BblbepuTe NycTyto rpynny.

2. HaxmuTte KHonky ® YpanuTb rpynny B BepXHeW 4YacTu JIeBOW naHenu. Bbl
JOJKHbI 6yaeTe NOATBEPAUTL BalLM AeUCTBUSA, Haxas [a.

6.4.4. TpoBepka cTaTyca MOOMbHbIX YCTPOUCTB

Kaxkgoe Mo6usibHoe YCTPOMCTBO MpeACTaBfieHO Ha CTpaHuue CeTW, MKOHKOW
onpefesieHHOro TMMa U COCTOSIHUS.

O6paTtuTech K «TUMbl CETEBLIX 06LEKTOB U cTaTyChbl» (p. 608), YTO6LI NPOCMOTPETh
CMMCOK CO BCEMM AOCTYMHbIMU TUMAMM 3HAYKOB U CTaTYCOB.

Mo6unbHble YCTPOWCTBA MOTYT UMETb ClieAytoLLUe CTaTyCbl YNpaB/eHuUs:

. Ynpaensiemblii (AKTUBHBIN), KOrga YAOBJIETBOPAIOTCA BCE criedylolune
yCNoBUs:

— GravityZone Mobile Client akTuBMpoBaH Ha ycTponcTBe.

— GravityZone Mobile Client cuHxpoHusupoBaH ¢ Control Center B nocnegHune
48 yacos.

. © YnpaBnsemblii (He aKTUBHbDIIA), KOr4a YAOBNETBOPSIOTCA BCE Cliefytolme
ycnoBus:

— GravityZone Mobile Client akTUBUpOBaH Ha yCcTpoWicTBeE.

GravityZone Mobile Client He cuHxpoHusupoBaH ¢ Control Center B
nocnegHwne 48 yacos.

. HeynpaensieMbliii, B ClefiytoLLnUX CUTYaLMSIX:

— GravityZone Mobile Client fo cux nop He yCTaHOBJEH U He aKTMBUPOBAH Ha
MO6USIBHOM YCTPOMCTBE.

— GravityZone Mobile Client 6b151 yaaneH ¢ Mo6uibHOro ycTpoicTaa (ToJIbKo
ans yctponcte Android).

— MDM npoodunb Bitdefender 6bin yaaneH ns yctpoictea (Tonbko ans 10S
YCTPOMICTB).

YT06bI NPOBEPUTL CTATYC YNpaBsieHUs YCTPOUCTBaA:
1. lMepengute B pasgen CeTb.
2. Bbi6epute Mob6unbHble yCTPOUCTBA U3 MEHIO BUA OB CETE.

3. B neBoi naHenu Bbl6epuTe HEOBXOAUMYHO FpyMMy.
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4. Haxmute MeHo ®unbTpbl pacnosfioXXeHHOe B BEpPXHEeW 4YacTu Tabnuubl U
caenanTe creayoLne HaCTPOMKK:

a. MNepenpgute Ha BKNagKy Bug n Boibepute YcTpoucTea.

b. MepeignTe Ha BKNaaky beaonacTHOCTb M BbiGepUTe MHTEPECYHOLIUIA BaC
cTaTyc B pa3gene YnpaeneHue. O4HOBPEMEHHO Bbl MOXeTe Bbl6paTh OANH
WJIM HECKOJIbKO KpUTepueB GpunbTpa.

c. BblTakke MoxeTe BbIGpaTh AJ1s1 IPOCMOTPa BCE B/IOXEHHbIE YCTPOWCTRA,
BbIGpaB COOTBETCTBYHOLLLYO ONLUUIO Ha BKnaake Mny6uHa.

d. Haxmute CoxpaHuUTb.

Bce Mo6UnbHbIE YCTPOMCTBA, COOTBETCTBYHOLLME BbIGPAHHBIM KPUTEPUSIM,
oTo6pa3nATcs B Tabnumue.

Bbl Takxe MoxeTe chopMMpoOBaThL OTYET O COCTOSHUM CUHXPOHU3ALUKN OLHOMO
WSIM HECKOMNBbKNUX MOGUIIbHBIX YCTPOUCTB. [JaHHbIA 0TYET COAEPXUT MNOAPOGHYHO
UHMOPMaLMIO O COCTOSIHUN CUHXPOHM3ALIMM KaXA0ro BbIGPAHHOMO YCTPOWUCTBA,
B TOM uucne gaTy M BpeMsi NOCneaHen CUHXpoHU3auun. [1ns nonyyeHus 6onee
noapo6Hou nHdopmauuu, obpatutechb K«DopmMmrpoBaHue 6bICTPbIX 0TYETOBY (.
204)

6.4.5. CoBMECTUMbIE U HECOBMECTUMble MOBUIIbHbIE YCTPOIUCTBA

Mocne Toro, kak npunoxeHue GravityZone Mobile Client akTuBMpyeTcsi Ha
Mo6unbHOM ycTpoicTBe, Control Center HayHeT MNpoBepsiTb COOTBETCTBUE
YCTPOWCTBA BCEM HEOHXOAUMbIM TpeboBaHMAM. MobuibHble YCTPOUCTBA MOTYT
UMeTb crieflytoline cTaTycbl 6€30MacHOCTU:

. be3 npobnem c 6e3onacHOCTblO, Korga BCe TeXHMYeckue TpeboBaHMS
cob6nogarTcs.

o« C npobnemamm c 6e30macHOCTblO, Korga Mo KpawHen Mepe OfHO U3
HeobxoAMMbIX TpeboBaHMM He ypoBfeTBopeHo. Korgaa ycTponcTBO
HeCoBMECTUMO, MoJib3oBaTeNto 6yaeT MPeasioXKeHO UCMpaBUTb NPOGIeMbI
cooTBeTCTBUSA. lNoNb3oBaTeslb AOMKEH caenatb Tpebyemble U3SMEHEHUS B
TeyeHMe OonpeaeneHHoro nepuofa BPEMEHW, B MPOTUBHOM cliyyae 6yaeT
NpMMeHeHOo AeNUCTBUE AJiI1 HECOBMECTUMbIX YCTPOMCTB, ONpeAeneHHoe B
nonnTuKe 6€30MacHOCTM.

Ona nonyyenusi [ONOMHUTENBHON WMHGbOPMaLMM O HECOBMECTUMOCTU W
KpUTEpUsIX COOTBETCTBMUSA, 06paTuTech K «CoBMecTUMOCTb» (p. 431).
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YTo6bl NPOBEPUTHL CTAaTyC COBMECTUMOCTM YCTPONCTBA:

1.

2.
3.
4

Mepengute B pasgen Cetb.

Bbi6epuTe Mo6unbHble yCTPOWCTBA U3 MEHIO BUOB CETEN.

B neBoit naHenu BbiGepUTe HEOBXOAMMYHO Fpynmny.

Haxmute MeHio PuUnbTpbl pacronoXeHHOe B BEpPXHENW 4YacTu Tabauubl U
caenante cnepyroLmne HaCTPONKK:

a. Mepenpute Ha BKNaaky Bug n BoibepuTe YcTpouncTea.

b. Mepengute Ha BKNagKy besonacHocTb M BbibepuTe MHTEPECYIOLWMIA Bac
cTtatyc B pasgenie Bonpocbl 6e3onacHocTu. OfHOBPEMEHHO Bbl MOXETE
Bbl6paTb OAUH UM HECKOJIbKO KpUTepues GpunbTpa.

c. Bbl Takke MoXeTe BbI6paTb AJ1si NPOCMOTPA BCE BIIOXKEHHbIE YCTPOWUCTBA,
Bbl6paB COOTBETCTBYHOLLYHO ONUMIO Ha BKNagke Fny6uHa.

d. Haxxmute CoxpaHuUTb.

Bce Mo6GUIIbHbBIE YCTPONCTBA, COOTBETCTBYHOLLNE BbIGPAHHBIM KPUTEPUSM,
oTobpasaTcs B TabnumLe.

Bbl MoO)XeTe npoCMOTPEeTb COBMECTUMOCTb YCTPOWCTB MO KaXAoMy

noJsib30BaTesto;

a. Haxmnte MeHio PunbTpbl, pacrnonoXXeHHOe B BEPXHEN YacTu Tabnuubl, 1
BblbepuTe Monb3oBaTenu n3 MeHo Bug. Bce nonb3oBaTenu BbiGpaHHOM
rpynnbl 0To6pasaTca B Tabnuue.

b. MpoBepbTe cTON6EL YCTOMUMBOCTDb, UTOObI YBUAETb CKOJIbKO YCTPONCTB

OT 06LWero KonMyecTBa YCTPOMCTB, MpUHaANeXalwux Mosib30BaTento,
oTBeyaeT TpeboBaHUAM.

Bbl Takke MoxeTe chopMupoBaTb OTYET O COOTBETCTBUM ANA OAHOr0 WU
HECKONIbKMX MOOWUIMbHbIX YCTPOMCTB. [aHHbIA OTYET COAEPXMT MOAPOOGHYHO
nHbopMauuto 0 cobnAEHNN COOTBETCTBUS KaXXbIM BbIGPaHHbIM YCTPONCTBOM,
B TOM 4uCfle U NPUYMHbI HECOOTBETCTBUA. [1na nonyyeHus 6osiee Nogpo6HOM
nHdopmauun, obpatutechb K«PopmupoBaHne 6bICTpbIX 0TYETOB» (p. 204)
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6.4.6. [poBepka nogpo6HON MHPOPMALUM O NONb30BATENSAX U
MOOGWJIbHbIX YCTPOMCTBAX

Bbl MoXKeTe MonyunTb NogpoO6HYH MHGOPMAaLMIO O KaXXAoM Mosb3oBaTene u
MO6UIbHOM yCcTponcTBe B pa3gene CeTb.

MpoBepka noapo6HOM MHGOPMaLMK 0 Nonb3oBaTene

> won -

Mepenpgute B pasgen CeTb.
Bbi6epuTe Mo6bunbHble YCTPOMUCTBA U3 MEHIO BUAOB CETEN.
Bbi6epuTe Hy)XXHYHO Fpynny B IEBOIN NaHeNw.

HaxxmMuTe MeHio ®unbTpbl B BepxHel YyacTu Tabnuubl, NneperanTe Ha BKNagKy
Bua wu Bblbepute [Monb3oBatenun. [na OTOOpPaXeHUS BJIOXEHHbIX
nonb3oBaTesiei, nepenanTe Ha Bknaaky FnyéuHa v Bbi6epuTe Bce KOMMOHEHTDI
peKypcuBHO. HaxxmuTe CoxpaHuTb. Bce nonb3oBaTeny BblIGpaHHOW rpynnbl
0TO6pa3ATcA B Tabnumue.

MpoBepbTe MHPOpMaLMIO, 0TOBpaXaeMyto B CTON6LAX TabuLbl 47151 KaXA0ro
nosnb3oBaTens:

« Wmsa. Nma nonb3oBaTens.

. YcTtpoiicTBa. KosiMuecTBO YyCTPOWCTB, 3aKpensieHHbIX 3a NoJib30BaTeNeM.
Ha)kmuTe Ha HoMep, YTobbI NepenTn K NpocMoTpy Devices n oTobpasntb
TOMbKO COOTBETCTBYIOLME YCTPOUCTBA.

« YcToiumBocTb. OTHOLLEHVE COBMECTUMbIX YCTPOMCTB K 06LLLEMY KONMYECTBY
YCTPOWCTB, 3aKpensieHHbIX 3a Nosib3oBaTeneM. HakMute nepBoe 3HauyeHue,
yTO06bl NEepenTn K MnpocMoTpy YcTpoicTBa M 0TO6pPasUTb TOJIbKO
COBMECTUMbIe YCTPOWCTBA.

HaxxmMnte Ha MMsS MHTepecytowero Bac noJsib3oBaTens. [osIBUTCA OKHO
KoHdUrypauum, rae Bbl MOXXeTe MpocMaTpuMBaTb U pefakTMpoBaTb MMeHa
nosib3oBaTesien N agpeca 3NeKTPOHHON MOYThI.

MpoBepka noapo6HoN nHGopMaLum 06 yCTPoCTBe

1.
2.
3.

Mepengute B pasgen CeTb.
Bbi6epuTe Mo6unbHble yCTPOMUCTBA U3 MEHIO BUAOB CETEN.

Bbi6epuTe Hy>KHyt0 rpynny B JIeBOW NaHesnu.
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4. HaxmuTe MeHio OunbTpbl B BEPXHEN YaCTW TabnuLbl, NepeianTe Ha BKIagKy

Bup n BbiGepuTe YcTpoicTBa. Haxmute CoxpaHuTb. Bce ycTpomncTea,
npuHagnexawme nosib3oBaTesiiM B BblGpaHHOM rpyrnne, oTo6passTca B
Tabnuue.

MpoBepbTe MHGOpPMaLMIO, 0TOOPaXKaeMyHo B CTONIOL,aX TabuLbl A1 KAXXA0ro
YCTPOWCTBA:

« Wmsa. Uma ycTponcTsa.

. [MNonb3oBatenb. ViIMA nonb3oBaTens, BrnajeloLEro COOTBETCTBYHLLUM
YCTPOWCTBOM.

. 0S. OnepaumoHHas cucteMa COOTBETCTBYHOLLLErO YCTPONCTBA.

HaxmuTe Ha HasBaHWe yCTpoWcTBa QAJiIs Mony4vyeHuss 6onee noapobHOM
MHdopmMauun. B nosisueliemMcs okHe MoapobHasa nHpopmauusa o Mo6MNbLHOM
YCTPOMCTBE, Bbl MOXeTe MpoBeEpPUTb Ccrieayllyo  MHbopMaumio,
CcrpynnupoBaHHyto BO BkJ1agkax NpocMmoTtpeTb 1 [letanu:

. O6uwee.
— Wmsa. Umsa ycTponcTBa, ykasaHHoe npu gob6asneHun B Control Center.
— Monb3oBaTtenb. ViMsA BnagenbLa yCTpoOUCTBa.

— Tpynna. PoauTtenbckasi rpynna Mo6UNbHOro yCTPOWCTBA B CETEBOM
COAEPKUMOM.

— 0S. OnepaLyMoHHan cucteMa MobUIbLHOIO YCTPONCTBA.

— MpaBo co6cTBeHHOCTH. Tun BRagenbua MOOGWIIBHOIO YCTPOWCTBA
(npeanpuaTUE UK JIMYHBIR).

. be3onacHocTb.

— Bepcusa knueHTa. Bepcua npunoxeHua GravityZone Mobile Client,
YCTaHOBJIEHHOIO Ha YCTPOWCTBE, onpefesieHHas nocrne perucTpaymn.

— MNonutuka. [lMonnTUKa, Ha3HaYeHHass MOGWSIbHOMY YCTPOWCTBY B
HacTOSALWMN MOMEHT. Ha)KMUTe Ha Ha3BaHWe NOJIMTUKY, YTObbI NepenTh
K COOTBETCTBYHOLLEN cTpaHuue MonuTuka M npoBepuTb HACTPOMNKM
6e30MacHOCTMU.

BaxxHo

Mo YMOJN4aHUKO, TONIbKO MOJib30BaTe b, co3aaBLUnmn NOJINTUKY, MOXeET
N3MeHUTb ee. YTo6bl BHECTU U3MEHEHNS, Bliagenel NnoJIMTUKN A0JDKEH

YnpaeneHue ceTeBbIMU 06bEKTaMM 192



Bitdefender Grawt\/Zome

unfollow the traditional

Bbl6paTh onuuio PaspewnTb ApYruM nosib3oBaTensiM U3MeHsITb 3Ty
NOMIUTUKY Ha CTPaHuLLe NONUTKK B pa3aene Moapo6HocTU. Mi3MeHeHus,
BHECEHHble B MOAUTUKY, 6YAYT BIUSITb HA BCE YCTPOWCTBA, KOTOPbIM
JaHHaa MNonMTMKA HasHauyeHa. [Ons nonyyeHuss 6onee noApo6GHOM
nHdopMauuu, obpaTuTech K «HasHaveHue nonutuk» (p. 205).

— Cratyc nuueHsuu. [lpocMOTp MWHPOPMALMM O JULEH3UU Ans
COOTBETCTBYHOLLLEr0 YCTPOMCTBA.

— Cratyc coorBetrcTBUA. CTaTyc COOTBETCTBMA [JOCTYyNeH Ans
yrnpaBnsieMbIX MOBUbHbIX YCTPOUCTB. MOGUIbHOE YCTPOMCTBO MOXKET
umeTb cTatyc CoBMecTUMbI unn He COBMeCTUMBbIN.

Mpumeyanue

[nsi He COBMEeCTUMbIX MOBUIbHbIX YCTPOMCTB, 0TOOpaXkaeTcsl 3Ha4Y0K
yBegomnenuns ! . Ucnonb3ayiTe 3Ha4YoK NoacKasku, YTo6bl MOCMOTPETb
MPUYNHY HECOOTBETCTBMUS.

Ons nonyyeHuss 6onee noapobHon wuHboOpMauMM O COOTBETCTBUM
MOGUIIbHBIX YCTPOUCTB 06paTuTech K «CoBMecTUMocTb» (p. 431).

— BpepgoHocHas aKTMBHOCTb (3a nocnefHue 24 yaca). Kpatkuit 0630p o
KONIMYeCcTBE  OGHaPY)XEHHbIX  BPEAOHOCHbIX  MporpamMm  Ans
COOTBETCTBYIOLLLErO YCTPONCTBA 3a TEKYLLUNA AEHb.

— 3aMok-naposb. YHUKanbHbIW Naposib, FeHepupyeMblil aBTOMaTUYECKH
Mpu NOAKIIOYEHUN YCTPOMUCTBAE, KOTOPOE UCMOSb3yeTCs A1 yAaIeHHON
6JJOKMPOBKM yCcTpoicTBa (Tosbko Ans yctponcTe Android).

— Craryc wudpoBaHusa. HekoTopble ycTponcTea ¢ Bepcuen Android 3.0
M Bbille MNOAAEePXMBalOT GYHKUMIO WKMdPOBaHNUS YCTPOMCTB. YTO6bI
y3HaTb NOAAEPXXUBAET JIM COOTBETCTBYIOLLEE YCTPOUCTBO (PYHKLUMUIO
wudpoBaHMsa, MNpoBepbTe COCTOSHUE LWKNGPOBAHUA Ha CTpaHuue
noapo6bHon uHdopmaumm o6 yctponctee. Ecnv wndpoBaHue 6bi110
Ha3HayeHO MOJIMTUKON 6e30MacCHOCTM Ha YCTPOWCTBE, Bbl TAKXKE MOXETe
NMPOCMOTPEeTb COCTOSIHME aKTMBaL MU LINGPOBAHMUSI.

« MNoppo6Hasa uHpopmauma 06 akTuBaLUn

— Kopa aKTuBauumn. YHUKanbHbIA MapKep aKTUBaLMKW, Has3HaAYEeHHbI
YCTPOWCTBY.

— ApApec KOMMYHUKaLMOHHOIo cepBepa.
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— QR-Kog. YHUKanbHbI QR-Kog, cofepyxaluuii MapKep akTMBaLIMmM 1 apec
KOMMYHWKaLIMOHHOro cepeepa.

. AnnapaTypa. B aToM pasgene Bbl MOXeTe NPOCMOTPeTb UHhopMaLuio 06
annapaTHbIX XapaKTepucTMKax YCTPOMCTBA, AOCTYMHYK TOJIbKO Ans
ynpaBnsiemMblx  (aKTUBUPOBAHHbLIX)  YCTpOWCTB. MHdopmauusa 06
o6opynoBaHuKN MpoBepsieTcss Kaxgble 12 4acoB U O6HOBNSeTCA Mpwu
BO3HWKHOBEHWUW U3MEHEHW.

BaxHo

3anyck ¢ Android 10, GravityZone Mobile Client He uMeeT focTyna K psgy

HoMmepoB, IMEI, IMSI n MAC agpecam ycTponcTBa. [laHHble orpaHuyeHus

NpUBOASAT K CreAytoLLen CUTYaLuu:

— Ecnn Mo6unbHoe yCTPONCTBO, YXXe ycTaHoBneHHoe GravityZone Mobile
Client, meHsieT ycTapeBLyto Bepcuto Android Ha Android 10, Control Center
6yfeT oTobpaxaTb KOPPEKTHbIE CBeAeHNUs 06 ycTponcTae. [Mpexae yem
NPUCTYNUTb K 0GHOBJIEHUIO Y6eaUTEeCh, YTO Balle ycTporcTBO 3anyckaeT
Bepcuto GravityZone Mobile Client.

— Ecnu GravityZone Mobile Client yctaHaBnvMBaeT Ha ycTpoincTBo Android
10, Control Center 6yieT oTo6paxaTb HETOUYHbIE CBEAEHUSI 06 YCTPONCTBE
B CBSI31 C OrpaHUYeHUEM CO CTOPOHbI ONepPaLYOHHON CUCTEMBI.

. CeTb. B paHHOM pasfgenie Bbl MOXeTe MPOCMOTPEeTb MHbOopMaLUO O
NMOAKJIIOYEHUSIX K CEeTH, [LOCTYMHYH TONbKO Afis  YNpaBAsieMblX
(aKTUBUPOBAHHbIX) YCTPOUCTB.

6.4.7. CopTMpoBKa, punbTpaLms U NOMCK MOBUIbHbBIX YCTPOUCTB

Cozep>Xumoe TabnuL, MOGUITbHbLIX YCTPOMCTB MOXKET 3aHUMAaTb HECKOJIbKO CTPaHULL,
B 3aBUCMMOCTM OT KOJIMYECTBa Mosib3oBaTeNiel UM ycTpoucTB (Bcero no
yMonuaHuto otobpaxaetcss 10 3anucel Ha cTpaHuue). [ins nepeMeLleHns rno
CTpaHULLaM UCMOJIb3yWTe KHOMKM HAaBUraLuMM B HWKHEN YacTu Tabnuubl. YTo6bl
M3MEHNTb KOJIMYECTBO 3anunceil oTobpaXkaeMblx Ha CTpaHuLe, BBEAUTE Jpyroe
3HayeHMe B NMoJie pAAOM C KHOMKaMM HaBUraLmm.

Ecnu 3anvcen cnuwkom MHOro, Bbl MOXeTe UCMoNb30BaTh onuun dhunbTpauum
AN 0TO6paXKeHMs TONTbKO MHTEpecyoLWwmux Bac 06bekToB. Hanpumep, Bbl MOXeTe
HaNTN KOHKPETHOE MOBUIIbHOE YCTPOWCTBO UM BbIGPaTh A MPOCMOTPa TOJIbKO
yrnpaBnsiemMble yCTPOMCTBaA.
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CopTupoBKa nepeyHs MOBUIbHbIX YCTPOUCTB

[nsi cOpTUPOBKM AAHHbIX MO ONpeaesieHHOMY CTON6UY, LESIKHUTE 3arofioBoK
ctonbua. Hanpumep, ecnu Bbl XOTUTE OTCOPTUPOBATb YCTPOMCTBA MO MMEHMH,
HaXXMUTe Ha 3arosloBoK Ums. MNpy NOBTOPHOM HaXKaTWM Ha 3aroJI0BOK, yCTPONCTBa
6yayT oTO6paXxkaTbCsl B 06paTHOM NocnefoBaTeNbHOCTY.

OunbTpaums nepeyHs Mo6UbHbIX YCTPONCTB
1. BblGepuTe Xenaemyto rpynmny U3 JeBoi naHenu.
2. Haxxmute MeHo punbTpbl B MPaBo BEPXHEN YacTW CeTEBON NaHenu.

3. Bbl MOXeTe UCMONb30BaTb CrieAyoLne KpUTepun buibTpaLuu:

« Tun. BbibepuTe TUN 06bLEKTOB, KOTOpble 6yayT oOTo6paxaTbCs
(nonb3oBaTenu/ycTponcTsa 1 nankm).

Type Security Policy View Ownership Depth

Filter by
Users / Devices

Folders

Type: users/devices
View: devices
Depth: recursively

Mo6unbHble ycTpoicTBa - GunbTpauums no Tuny

. bBesonacHocTb. BbiGepute Ans oTo6paxeHUss KOMMbIOTEPbI MO COCTOSIHUIO
ynpasneHus u 6e30NacHOCTY.
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Type Security Policy View Ownership Depth

Management Security Issues
Managed ( Active ) With Security Issues
Managed ( Idle ) Without Security Issues
Unmanaged
View: devices

Depth: racursively

Mo6unbHble ycTpoicTBa - PunbTpaums no 6e3onacHoCcT

« MNonutuka. BbibepuTe WABMOH NOMMUTUKK, KOTOPbIN HY)XXHO (UIbTPOBATb
AN MOGUJIbHbIX YCTPOWCTB, TUM HasHAYeHWst NonuTuku (MPSIMON Unu
Hacrneflyemblil), a TakXke CTaTyC HasHauyeHWUs MOJIMTUKM (aKTMBHbIN,
NPUKNAZHOW UK 0XUAAOLLNIA).

Type Security Policy View Ownership Depth

Template:
Type: Direct
Inherited
Status: Assigned
Pending
View: devices

Depth: racursively

Mo6unbHble ycTponcTBa - DuabTpaums no NoANTUKaMm
« Bua. Bbibepute Monb3oBaTenu Ans oTobpa)keHUs Monb3oBaTesien B

BblbpaHHOM rpynne. BoibepuTe YcTpoMucTBa 4151 0TOOPaXKeHUsA yCTPONCTB
B BblOpaHHOM rpynne.
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Type Security Policy View Ownership Depth

View

Users

© Devices

View: devices
Depth: racursively

Mo6unbHble ycTpoicTBa - DunbTpauums no Bugy

MNpaBo co6cTBeHHOCTH. Bbl MoOXeTe OTOUILTPOBaTb MOGMUMbHbIE
ycTpocTBa no BnagenbuaM, Bbibupass 0TOOpa)KkeHue YCTPOWCTB
npeanpusatusa MpeanpuaTne NM60 NINYHBIX YCTPOMCTB JIMUHbIe. ATpUbYT
Bnagenbua onpegeneH B MNoApPo6HOM MHbOpMaLMM O MOOWIIbHbIX
yCTpoOWncTBax.

Type Security Policy View Ownership Depth

Show
Enterprise
Perscnal

View: devices
Depth: racursively

Mo6unbHble ycTpoiicTBa - GunbTpauus no Bnagensuam

Fny6uHa. Mpu ynpaBneHnM ApeBoBUAHON CTPYKTYPON CETU, MOBUIIbHbIE
YyCTPOMUCTBA M MONb30BaTeNM, pasMelleHHble B MNOArpynnax, He
0TOOpaXxatoTcsi Mpu BbIGOpe KOPHEBOW rpynnbl. BoibepuTe Bce aneMeHTbI
PEKYPCUBHO, YTO6bl NPOCMOTPETb BCE 06BHEKTHI, BXOASALINE B TEKYLLYH
rpynmny, U BCe ee noarpynnbl.
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Type Security Policy View Ownership Depth

Filter by

Items within the selected folders

O All items recursively

View: devices
Depth: racursively

Mo6unbHble ycTpoiicTBa - PunbTpauums no rayéuHe

4. Bbibepute CoxpaHuTb, YTOOblI OTHUNLTPOBAaTb MOOWIIbHbIE YCTPOMCTBA MO
BblOpPaHHbIM KpUTEPUAM.

®unbTp B pasgene CeTb 0CTaeTCs aKTUBHbIM, MOKA Bbl HE BbIMAUTE U3 pa3aena
Win He cobpocuTe punbTp.

Mouck MobUNbHLIX YCTPOUCTB

MpaBas naHenb NpefocTaBnseT UHHOPMALMIO O NOJIb30BaTENSAX U MOBWUIIbHbIX
yCcTpoWcTBax. Bbl MoOXeTe UCNoMb30BaTb KaTEropuW, UMEIOLLMECS B KaXK[OM
cTos6LE, UTO6bI OTHUIILTPOBATL COLEPXKMMOE TabNULbI.

1.
2.

Bbi6epuTe Hy>KHYtO rpyrnny B JIeBOW NaHenu.

Bbibepute Tpebyembiit BUA (MONb30BaTENU WM MOBWIIbHbIE YCTPOWMCTBA),
ncnosib3yst MeHo OUNbTPbI B NPaBoW BepXHeW 06/1acTH MaHeNn CeTu.

Mouck Heo6XoAUMbIX 06HEKTOB OCYLLECTBASIETCS C MOMOLLBbK MOUCKOBbIX
nosien Noj 3arofloBKamMm KaXkoro ctosibua B NpaBow NaHesnu:

BBeguTe MCKOMOeE CJI0BO B COOTBETCTBYHOLLLEM MOJ1e MonucKa.

Hanpumep, Bbi6epute BUA YCTpoUCTBa M BBEAUTE MMA NOJb3oBaTens,
KOTOpOro Bbi UlleTe B noJsie Monb3oBaTenb. B TabnuLe 0To6pasnTCA TOLKO
COOTBETCTBYHOLLEE MOBUIIbHOE YCTPONUCTBO.

BbibepuTe MCKOMbBIN aTpUBYT B COOTBETCTBYIOLLEM PacKpbIBaOLLEMCS
Crnucke.

Hanpumep, Bbibepute Bug YCTpPOUCTBA, HAXXMUTE Ha cnnucok OS v BbibepuTe
Android gns oTo6paxkeHnss ToNbKO MO6GUNBbHbBIX ycTponcTe Android.
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Mpumeyanue
YT06bI 04MCTUTB YCNOBUSA MOMCKA M 0TOOPa3UTb BCE 06BEKTbI, MTOMECTUTE KYpCop
MbILIK B COOTBETCTBYIOLLLEE NOJIE M HAXKMUTE Ha 3HAUYOK *.

6.4.8. 3anyck 3agay Ha MOOUNbHbIX YCTPOUCTBAX

B pazgene CeTb Bbl MOXeTe yaaneHHo 3anyckaTtb psg agMUHUCTPATOPCKUX 3aay
Ha MO6UJIbHBIX YCTpOCTBaX. Bbl MOXeTe BbIMOSHUTL clieAytoLme 3ajauu:

. «3a6nokupoBaTtb» (p. 200)

« «CTepeTb AaHHbIe» (p. 201)
« «CKAHWPOBATb» (p. 202)

« «MecTononoxeHue» (p. 203)

Maobile Devices g Filters (Active) v Welcome, Admin v

¥ @ = €) Reports 0 Add Device &) Add User I Assign policy 7ab Synchronize with Active

Lock Devices Compliance

Unlock

i Mobile Devices

8 Active Directory
Wipe

i3 Custom Groups
Scan

# Grup nou Locate

‘_ user2 2 2/2
L users

a Test

3anyck 3aa4y Ha MOBUIIbHbIX YCTPOMCTB

[ns ypaneHHoro 3anycka 3ajay Ha MO6UIIbHbIX YCTPOMCTBAX AOJIKHbI 6biTh
BbINOJSIHEHbI HEKOTOPbIEe YCNnoBUs. [1na nonydeHus 6onee noapo6Hom nHhopmMaumm,
obpaTuTecb K rnaBe Tpeb6OBaHMI MO YCTAHOBKE PYKOBOACTBA MO YCTaHOBKe
GravityZone.

Bbl MOXeTe co3faBaTb 3afia4u OTAENbHO AJ151 KAXXA0ro MOBUIIbHOMO YCTPOMCTBA,
AN19 KaXKA0ro nosib3oBaTenNs Wian Ans rpynn nonb3oBaTenen. Hanpumep, Bbl MOXeTe
yAaneHHO CKaHWpoBaTb MOOGWJIbHblE YCTPOMCTBA rpynnbl NoJib30BaTesien Ha
Hanunune BpegoHocHoro 0. Bbl TakXXe MOXeTe 3anyCTUTb 3ajady onpeaeneHus
MECTOMOJIOXKEHNA ANsi ONpeAenNeHHOro MO6UIbHOMO YCTPOMUCTBA.

CeTteBoe coaepXxXmmoe MOXKET BKNKYaTb akKTUBHbIE, Hepa60Ta+0Lu,me nnmn
HeynpasJiiemMblie MO6UIbHblE YCTpOVICTBa. [Mocne cospaHus, 3agaya 3anycTurcA
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Cpas3y e Ha aKTUBHbIX MOBWJIbHbIX yCTpPONCTBaX. 15 HepaboTaloLWMX yCTPOUCTB,
3ajava 3anyCcTUTCS, KaK TONbKO OHM CTaHyT OHMalH. 3ajaun He MOXET 6biTb
cosflaHa ANiA HeynpaeAseMblX MO6WIbHbLIX YCTPOWCTB. B aToM cnyyae 6yaeT
oTo6paxaTbCsl yBeAOMJIEHME O TOM, YTO 3afa4a He MOXeT 6bITb Co3faHa.

Bbl MOXeTe npocMaTpuBaTh M yNpasfsaTh 3agavyaMu Ha cTpaHuue CeTb > 3agaum.
Ons nonyuyeHus 6onee noapo6bHon MHbopMaLmu, obpaTutech K «[pocmoTp U
ynpaBneHue 3agadyamm» (p. 223).

3abnokupoBartb

3apayva 6110KMPOBKM cpasy 6710KMpYeT 3KpaH BblGpaHHbIX MOGUIIbHbBIX YCTPOUCTB.
MNoBeneHue 3agaym 6IOKUPOBKK 3aBUCUT OT OMepaLMOHHON CUCTEMbI:

. 3apaya 6nokupoBku gns yctpoiicte Android (7.0 unu HoBee) 6yaeT NpUMeHATb
napoJib, yCTaHOBJEHHbIV B KOHCONMM GravityZone TOIbKO B TOM Cly4ae, ecnu
Ha YyCTPOMCTBE He HacTPOeHa 3allmMTa 6/IOKUPOBKU. B MHOM cnyyae ans 3awmThl
yCTpoWCTBa 6yayT UCMOJIb30BaThCSA CYLLLECTBYHOLLME NapaMeTPbl 6/I0KUPOBKHY
3KpaHa, Takue kak PIN-koa, naposib, 0TneYaToK nanbLa uiam cMapT-6110KMpOBKa.

MpumeyaHune

— T[Maponb pas6noKUPOBKK 3KpaHa, creHepupoBaHHbIn Control Center, MOXHO
YBUAETb B OKHE NogpobHou nHhopMaumum o MoO6UIIbHOM YCTPOMCTBE.

— 3afjava pa3bnokMpoBKK Gonblie HefoCTynHa anst yctponcts Android (7.0
unu Hoeee). BMecTo 3Toro nonb3oBaTenM Mory pas36nokMpoBaTb CBOM
ycTpoiicTBa BpyYHyto. OfHako Bbl foMKHbI 3apaHee y6eanTbesa B TOM, YTO
3TW yCTpoOMCTBa MoAJEpPXMUBAOT OXuAaeMble TPeboBaHUS K CIIOXHOCTU
napons pas6rioKMPOBKM.

— W3-3a TEXHUYECKMX OrpaHUYeHMiA 3aZ1aum 6/TI0KMPOBKU HEAOCTYNHbI Ha Android
11.

. HaiOS, ecnun ycTporcTBO MMeeT 6I0KUPOBKY 3KpaHa C naposieM, yCTPOUCTBO
NonpocCuT ero pas6nokupoBaTb.

YT06bI yaaneHHo 3a610KMpoBaTb MO6GUIbHbIE YCTPONCTBA:!
1. Mepengute B pasgen CeTb.
2. Bbi6epute Mob6unbHble YCTPOUCTBA U3 MEHIO BUOB CETEN.

3. Bbli6epuTe xenaemyto rpynmny B IEBOW NaHESM.
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4. Haxxmute MeHo ®unbTpbl, pacnosioXXeHHOe B BEPXHEN YacTy CETEBON NaHeNu
n Bblbepute Monb3oBaTenu u3 kateropun Bug. Haxkmute CoxpaHuTtb. Bce
nosib3oBaTenu BbiIGpaHHOW rpynnbl 0TO6pas3nTcs B Tabnumue.

5. OTMmeTbTe praxkamu TpebyeMbix Nosib3oBaTenei. Bbl MoXeTe BbI6paTh 04HOI0
W HECKOJIbKMX MOJIb30BaTeNe 0f4HOBPEMEHHO.

6. Haxmute KHOMKy © 3agaum B BepxHeW 4yacTu Tabnuubl U BblbepuTe
3a6nokupoBarb.

7. Bbl pomkHbI 6yaeTe NOATBEPAMTL BaliM gelcTBusl, Haxas [a. CoobuieHune
npovHdopMupyeT Bac, 6blsia I co3gaHa 3agada unm Her.

8. Bbl MOXeTe npocMaTpmuBaTh M yrpaBnATb 3agadyamMu B pasgene Cetb > 3agauu.
[ns nonyyeHun 6onee nogpo6bHoOM MHopMaLuun, obpaTmTech K «[TpocmMoTp 1
ynpaeJieHue 3agadyamm» (p. 223).

CTEpETb JaHHblE

3apgavya CtepeTb BOCCTaHaBNMBAaEeT BblGpaHHble MO6WIbHbIE YCTPOWUCTBA K
3aBOJICKUM YCTaHOBKaM. 3anycTuTe 3Ty 3aady AUCTaHLUMOHHO, YTO6bl CTEpeThb
BCIO KOHUAeHUMaNbHYIO MHPOPMALMIO M MPWUIOXKEHUS, XpaHslMecs Ha
BbIGPaHHbIX MOBUJIbHBIX YCTPOUCTBAX.

Mpeaynpexpaexue

Ucnonb3yiTe 3agayy CTepeTb OCTOPOXHO. [TpoBepbTe BnajesnbLa Ha BbIGpaHHbIX
YCTPOMCTBAX (E€CIIM Bbl XOTUTE UCKJTOUMTb CTUPAHUE JIMYHBIX MOGUIIbHBIX YCTPOUCTB)
M yb6eauTechb, YTO Bbl AEACTBUTENBHO XOTUTE CTepeTb BblGpaHHble YCTPOMCTBA.
Mocne oTnpaeky, 3agayva CTepeTb He MOXET 6bITb OTMEHEHa.

Mpumeyanmne
M3-3a TEXHNYECKUX OrpaHNYeHUi 3aaum 6110KUPOBKM HefoCTyMNHbI Ha Android 11.

YT06bI yAaneHHo cTepeTb MO6WUIbHOE YCTPOUCTBO:

1. lMepengute B pasgen CeTb.

2. Bbibepute MobunbHble yCTPOMCTBA U3 MEHIO BUOB CETEN.
3. BblbepuTte xxenaemyto rpynny B JIeBOW NaHesNMN.
4

HaxxmuTe MeHo @unbTpbl pacrnofioXXeHHOe B BEPXHEN YaCTU CeTEBOWN NaHenu
n BblbepuTe YcTpoucTBa U3 kateropuu Bug. Haxmute CoxpaHutb. Bce
yCTpoWncTBa B BbI6paHHON rpynne otobpassATcsa B Tabnuue.

YnpaeneHue ceTeBbIMU 06bEKTaMM 201




Bitdefender Grawt\/Zome

unfollow the traditional

Mpumeyanue
Bbl Takxe MoxeTe Bbl6paTh Bce aneMeHTbl peKypcuBHO B pasgene Mny6uHa,
yTO6bI TaKXe 0TO6pPa3nTb BCe YCTPONCTBA B NoArpynnax.

YcTaHoBUTE (J1aXKoK Ha COOTBETCTBYIOLLEM YCTPOMCTBE, KOTOPOE Bbl XOTUTE
cTepeTb.

HaxxmuTe KHoMKy ® 3agaum B BepxHen YacTu Tabnuubl 1 Bbibepute CTepeTb.

Bbl fomKHbI 6yaeTe NoATBEpANTD Bawn AencTBuA, HaxkaB [a. CoobLyeHne
npovHdopMupyeT Bac, 6blsia I co3faHa 3agada uam Her.

Bbl MOXXeTe npocMaTpuBaTh U yNpaBnsTb 3agadamMu B pasgene CeTb > 3agaun.
Ins nonyyeHusa 6onee nogpo6bHOM MHoOpMaLun, obpaTmTech K «[TpocmMoTp 1
ynpasneHue 3agadamm» (p. 223).

CKAHMPOBATb

3apava CKaHMpoBaTb NO3BOJISIET NPOBEPUTL BblGpaHHble MOGUJIbHbIE yCTPONCTBA
Ha HanMume BpeoHOCHbIX MporpamMm. MNonb3oBaTesib yCTpocTBa 6yAeT yBeAOMIIEH
0 Nt06bIX 06HaAPYXXEHHbIX BPEAOHOCHbIX NPOrpaMMax u emy 6yaeT npeasioxXeHo
yaanuTb ux. CKaHMpoBaH#ue BbINoJIHAETCA B 06J1aKe, MO3TOMY YCTPOMUCTBO LOJKHO
UMeTb JOCTYN B MHTEpHET.

Mpumeyanmne
[ncTaHLMOHHOE CKaHMpoBaHWe He paboTaeT Ha ycTpoicTBax i0OS (orpaHuyeHue
nnatdopmsl).

YT1obbI yAaneHHOo NpoCKaHupoBaThb MO6UJIbHblE yCTpOﬁCTBaZ

1.

2.
3.
4

MepenguTe B pasgen Cetb.
Bbi6epuTe MobunbHble ycTponMcTBa U3 MEHO BUAOB CETEN.
Bbi6epuTe Xenaemyto rpynny B IEBOWN NaHeNN.

HaxxmuTe MeHo @unbTpbl pacrnofioXXeHHOe B BEPXHEN YaCTU CeTEBOWN NaHenu
n BblbepuTe YcTpoucTBa U3 kateropum Bug. Haxmute CoxpaHutb. Bce
yCTpOWNCTBa B BbI6paHHOW rpynne otobpasaTcsa B Tabnuue.

Mpumevanue
Bbl Takxe MoXeTe Bbi6paTh Bce aneMeHTbl peKypcuBHO B pasgene Mny6uHa,
4YTOObI TaKXKe OT06p63I/1Tb BCe yCTpOﬁCTBa B noarpynnax.
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Y106b1 0TO6pPa3nTL TONbKO Android-ycTporcTBa B BbIGpaHHOM rpynne, nepenaure
K 3aronoBoky cTon6ua OS B npaBov naHenu u BbibepuTe Android us
COOTBETCTBYHOLLEro Crmcka.

YcTaHoBUTE hnaXXKu Ha COOTBETCTBYHOLLMX YCTPOMCTBAX, KOTOPbIE Bbl XOTUTE
NPOCKaHUPOBaTb.

Haxmute KHOMKy ® 3agaun B BepxHeW YacTu Tabnuubl U Bblbepute
CkaHupoBaThb.

Bbl JOMmKHbI 6yaeTe NOATBEpANTb Bawn AencTBus, HaxkaB [a. CoobLieHne
npovHdopMupyeT Bac, 6blsia M co3gaHa 3agada uam Her.

Bbl MOXeTe npocMaTpuBaTh U yNpaBnsTb 3agadamMu B pasgene CeTb > 3agaun.
OTYeT 0 CKaHMpOBaHUM By AeT AOCTYMeH Nnocre 3aBepLUeHnUs 3ajaumn. Haxmute
COOTBETCTBYHLLMIA 3HAYOK & B cTON6ue OTYETHLI, YTOOLI CreHepupoBaThb
ObICTPbIN OTYET.

[na nonyyeHus 6onee nogpobHon nHdopmaumm, obpaTuTech K «[1IpocMoTp 1
ynpasJieHve 3agadyamm» (p. 223).

MecTononoxeHue

3ajlaya MecTOMOMNOXKEHNA OTKPbIBaeT KapTy, NOKasblBaOLWY pacrnofioXXeHue
Bbl6paHHbIX YCTPOMCTB. MOXXHO HaWTU OJHO WU HECKONIbKO YCTPOWCTB
O[HOBPEMEHHO.

YT06bI 3anMyCcTUTb 3ajadvy onpefesieHUs MeCTOMOJIOXKEHNS, COOTBETCTBYHOLLANA
cny>6a LoKHa 6bITb BKJIFOYEHA HA MOBUIIbHBIX YCTPONUCTBAX.

YT106bI HAWTU MOBUIIbHBIE YCTPONCTBA:

1.

2.
3.
4

Mepengute B paspen CeTb.
Bbi6epnTe MobunbHble ycTpoMCTBA U3 MEHIO BU0B CETEN.
Bbi6epuTe Xenaemyto rpynmny B 1IeBOWN NaHeNu.

HaxxmuTe MeHo PunbTpbl pacrofioXXeHHOe B BEPXHEN YaCcTu ceTeBON NaHenu
n BblbepuTe YcTpoucTBa M3 KaTeropum Bup. Haxmute CoxpaHutb. Bce
YyCTpOMWCTBa B BblIGpaHHOW rpyrnne oTobpassATcs B Tabnuue.

MpumeyaHune
Bbl Takke MoxeTe BbibpaTb Bce aneMeHTbl peKypcuBHO B pa3zene Mny6uHa,
YTO6bI TaKXXe 0TO6pa3nTb BCe YCTPONCTBA B NMoArpynnax.
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YcTaHoBUTe h1aXKoK Ha COOTBETCTBYHOLLLEM YCTPOUCTBE, KOTOPOE Bbl XOTUTE
HanTH.

Haxmute KHOoMky ® 3agauum B BepxHed YacTu Tabnuubl U Bbibepute
PacnonouTb.

OTkpoeTcsa okHo PacnonoxkeHue, B KOTOPOM 6yAeT oTobpaxkeHa cneayoLas
uHdopmauus:

. KapTa, nokasbiBatolas MeCTOMONOXEHNE BbIGPAHHBIX MOBUIIbHBIX
ycTpoWcTB. Ecnu ycTpoWCTBO He CUHXPOHM3UPOBAHO, KapTa 6yneT
0TO6paXkaTh ero nocrieiHee U3BECTHOE MECTOMOJIOXKEHME.

. Tabnuua, oTobpaxarowas noApobHyr MHGOPMALUUD O BbIGPAHHbIX
ycTpoicTBax (MMs, nosib3oBaTesnb, JaTa W Bpems nocriegHei
CUMHXpOHM3aLun). [Ons npocMoTpa MECTOMOJSIOXKEHUS OMpeaesieHHOro
yCTpOWCTBa 13 TabnuLbl Ha KapTe, NPOCTO OTMeTbTe ero pnaxkom. Kapta
HeMegseHHO cOKycuMpyeTcs Ha MeCTOMOJSIOXKEHUN COOTBETCTBYHOLLENO
yCTpOMWCTBA.

« Onuusa ABTOO6HOBNEHME aBTOMaTUYECKM OBHOBNSAET MECTOrMOJIOXKEHUS
Bbl6paHHbIX MOOGUIbHbIX YCTPONCTB Kaxable 10 cekyHA,

Bbl MOXeTe npocMaTpuBaTh U yNpaBnsTb 3agadamMu B pasgene CeTb > 3agaun.
[ns nonyyeHns 6osee nogpo6Hon nHpopmaumm, obpaTutech K «[lpocMoTp u
ynpasJieHue 3agadyamm» (p. 223).

6.4.9. DopMupoBaHue HbICTPbIX OTYETOB

Bbl MoOXeTe cospaBaTb MIHOBEHHble OTYeTbl MO MO6MUIIbHbIM YCTpOVICTBaM,
ncnonb3ysa pasgen CeTb:

1.

2
3.
4

Mepengute B pasgen CeTb.
Bbi6epnuTe MobunbHble ycTpoMCTBA U3 MEHIO BUOB CETEN.
BbibepuTe Tpebyemyto rpynny B IEBOM NaHENN.

HaxmuTe MeHo PunbTpbl PacrosioXXeHHOe B BEPXHEN YaCcTU CeTEBOW NaHenu
1 Bbl6epuTe YcTponcTBa U3 kaTeropun Bug. Bbl Takke MoykeTe BbIGpaTb ONLMIO
yrNpaBAseMocTy U3 BkJlagaku besonacHocTb, YTo6bl 0THUILTPOBATL BblGPaHHYHO
rpynny TOSbKO MO ynpasisieMblM ycTpoicTBaM. HaxxmuTe CoxpaHuTb. Bce
YCTPOWNCTBA, COOTBETCTBYIOLLME KpUTEPUSM PUILTPOB B BbIGPAHHON rpynne,
0TO6pa3nATCcA B Tabnumue.
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5. YcTaHoBUTe (NaXKn Ha UHTEPECYIOLMX BaC MOBUIbHbLIX YyCTpOMUCTBaXx. Bbl
MOXXeTe Bbl6paTb 04HO WJIM HECKOJIbKO YCTPONUCTB 0AHOBPEMEHHO.

6. Haxmute kHonky © OTYeT B BepxXHen YacTu Tabnuubl n BbibepuTe U3 MEHIO
TMn oT4yeTa. [1nsa nonyyeHua 6onee nogpobHon nHbopmaumm, obpaTutechb
K«OTYeTbl N0 MO6UIIbHBLIM YcTporcTBam» (p. 532)

7. HacTpowTe napameTpbl oT4yeTa. [lna nonydyeHus 6Gonee noAapo6HON
uHdopMauumn, obpatuTech K«CosaaHune oTyeToB» (p. 534)

8. Haxxmute Co3gatb. OTyeT 0TOOpa3nTCS HemMeasieHHO. Bpems, Heobxogumoe
AN NOArOTOBKU OTYETOB, BapbMpYyeTCA B 3aBMCMMOCTM OT KOJIMYecTBa
BblO6paHHbIX MOBGUIIbHbIX YCTPONCTB.

6.4.10. HaszHayeHune NONUTUK

Bbl MOXeTe ynpaeniATb HaCTpOﬁKaMI/I 6€30MacHOCTM Ha MOBUJTbHbIX yCTpOﬁCTBaX,
MCNoNb3yA MNMoOJIMTUKN.

B pasgene CeTb Bbl MOXeTe NpoCcMaTpuBaTh, USMEHATb U HasHavyaTb MOIMTUKM
NSt MOGUIbHBIX YCTPONCTB MOA CBOEN YYETHOW 3aMUChHO.

Bbl MOXeTe Ha3HauUTb NONUTKKY ANA IPyMnbl, NONb30BaTeNeN UMM KOHKPETHbIX
MOGUIIbHbIX YCTPONCTB.

@ Mpumeyanue

MonuTuka, HasHauyeHHasl Monb3oBaTesNilo, MOBMAWSET Ha BCe YCTPOMUCTBA,
npuHagnexaiwme 3ToOMy noJsib3oBaTento. [na nosyyeHus 6osiee nNogpo6HON
nHbopmMaLum, o6paTuTech K «HasHauyeHve IoKanbHbIX MONTUK» (p. 241).

Ons npocmoTpa napameTpoB 6e30MacHOCTW, Ha3HaAYEHHbIX MOOGWIbHOMY
YyCTpPOWCTBY:

1. lMepengute B pasgen CeTb.

2. Bbibepute MobunbHbie yCTPOMCTBA U3 MEHIO BUOB CETEN.

3. Haxmunte MeHto ®uabTpbl pacrnosioXXeHHOe B BEPXHEN YacTy CeTEeBOM NaHesnm
n BblbepuTe YcTpoucTBa U3 kateropuu Bug. Haxmute CoxpaHutb. Bce
YCTPOWCTBa, NpuUHaAnexalline nonb3oBaTeNaM B BblOpaHHOW Trpynne,
oTO6pasATcA B Tabnuue.

4. HaxMuTe Ha HasBaHWe WHTEepecylllero Bac MOGWILHOrO YCTPOWCTBA.
MosiBMTCS OKHO C Noapo6HON MHbopMaLmen.
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B paspene besonacHocTb Ha cTpaHuue [pocMOTP HaXMuTe Ha WMA
Ha3HaYeHHOW NOSIMTUKK, YTOObI NMOCMOTPETL ee NnapamMeTpbl.

Bbl MOXeTe U3MEeHSITb HAaCTPOWKKN 6e30MacHOCTU MO Mepe HE0H6XOLUMOCTMW.
Mo>xxanyncTa, 06paTuTe BHUMaHWKE, YTO NItoboe MU3MEHEHNE, KOTOPOE Bbl fieNaeTe,
OyLeT MPUMEHATBLCA TAKXKe Ha BCeX APYrnxX YCTPOMCTBAX, Ha KOTOPbIX faHHas
NoNNTUKA aKTUBHA.

[ns nonydyeHus 6onee nogpo6bHon uHdopmaumm, obpaTuTecb K«llonmuTuky
MOGUNbHbBIX YCTPONCTB» (p. 425)

YT06bI HA3HAYUTb NONIUTUKY MOBUNTBHOMY YCTPOUCTBY:

1.

2.
3.
4

Mepenpgute B pasgen CeTb.
BbibepuTe Mo6unbHble YCTPOMCTBA U3 MEHIO BUAOB CETEN.
B neBow naHenu BblbepuTe HEOHXOAUMYIO rpynny.

HaxxmuTe MeHo PunbTpbl pacrnosioXXeHHOe B BEPXHEN YaCcTu ceTeBOW NaHenu
n Bblbepute YcTpouctBa u3 kateropuv Bupg. Haxmute CoxpaHuTb. Bce
YCTPOWNCTBa, MpuHaAnexaline Monb3oBaTeNsaM B BblOpaHHOW rpynne,
0TO6pa3ATcA B Tabnumue.

YcTaHoBUTE B NpaBoy NaHenn GaXxok Ha UHTEPeCYHOLLEM Bac MOGUSIbHOM
YyCTpOWCTBeE.

HaxmuTte kHonky & OnpegenuTb NOIMTUKY B BEPXHEN YacTU TabmLbl.

CoenanTte Heob6xoAuMble HAcTPOWKM B OKHe HasHayeHue nonutuku. [ns
nonyyeHus 6onee noapobHon uHdopmaumu, obpaTtutecb K «HasHayeHue
noKanbHbIX NOAUTUK» (p. 241).

6.4.11. CunxpoHu3aums co cnyxoon katanoros Active Directory

CeTeBoe coAepXUMoe aBTOMAaTUUYECKU CUHXpoHM3upyeTca c Active Directory
yepes MHTepBan BPeEMEHH, 3afaHHbIN B pa3gene KoHdurypauum Control Center.
Bonee noppobHyo uMHbopMauuto cM. B rnaBe GravityZone no ycTaHOBKeE U
HacTpoWKe B pyKOBOACTBE Mo ycTaHoBKe GravityZone

YT06bl BPYYHYIO CUHXPOHW3MPOBATb OTOBpaXkaeMbix Monb3oBaTenen ¢ Active
Directory:

1.
2.

Mepenpgute B pasgen CeTb.
Bbi6epuTe Mo6unbHble yCTPOMUCTBA U3 MEHIO BUAOB CETEN.
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3. HaxmuTte kHonky  CMHXpoHU3upoBaTb ¢ Active Directory B BepxHein yacTu
Tabnuubl.

4. Bbl A0KHbI 6yaeTe NoATBEPAMTL BalliK AeCTBUA, HaXkaB [a.

MpumeyaHune

Ons 6onblunx ceTen co cnyx6on katanoroB Active Directory saBeplueHue
CMHXPOHM3aLMN MOXET 3aHATb 60JbLLIE BPEMEHMU.

6.4.12. Ypanenue nonb3oBatesieil ¥ MOOGUNbHBIX YCTPOUCTB

Korpa ceTteBoe copep)XMmoe oTobpaXkaeT BbIObIBLUMX MOJIb30BaTENIEN WU
MOG6UIIbHbIE YCTPOWCTBA, PEKOMEHAYETCH UX yAaMUTb.

Y naneHne Mo6UNbHbIX YCTPOMCTB U3 CETEBOr0 COLEPXKNUMOTO0

Mpu yganeHun yctporcTea us Control Center:

. GravityZone Mobile Client oTkntouaeTcs, HO He yaanseTcsl U3 yCTPOWCTBaA.

. [Onsa i0S-yctpoinicte MDM-npodunb 6ypeT yaaneH. Ecnu ycTpolcTBo He
NOAKIOYEHO K ceTu MHTepHeT, MDM-npoduib ocTaHeTCs B yCTPOWCTBE, Moka
He CTaHeT AOCTYMHO HOBOE COefIHEHME.

. Bce xypHanbl, cBsizaHHble C yAaneHHbIM YCTPOWCTBOM, 6YAyT NO-NpexHemy
JOCTYMHbI.

. Bawa nuuHast uHpopMauus 1 NpUNoXeHUs He 6yayT 3aTPOHYThI.

@ Mpepynpexaexue
« Bbl He cMOXXeTe BOCCTAHOBUTb yAalieHHble MOGUIIbHbIE YCTpOVICTBa.

o Ecnu Bbl crniyyallHo ypanunu 3a6ioKUMpOBaHHOe YCTPOWCTBO, BaM MpUAETCS
C6pPOCUTb YCTPOMCTBO K 3aBOACKUM YCTaHOBKaM, UYT06bl ero pa36riokMpoBaTh.

YT06bI YAAaNUTb MOOGUIIBHOE YCTPOWUCTBO:
1. Mepengute B pasgen CeTb.
2. Bbi6epute Mob6unbHble YCTPOUCTBA U3 MEHIO BUAOB CETEN.

3. B neBoi naHenu Bbl6epuTe HEOBXOAUMYHO FpynMny.
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4. HaxmuTe MeHio ®unbTpbl PacrosioXKeHHOEe B BEPXHEN YaCTM CETeBOI NaHenu
1 BbibepuTe YcTponcTBa 13 KaTeropum Bug.

Haxmute CoxpaHuTb.

6. YcTaHoBuTe (hN1aXKOK Ha COOTBETCTBYHOLLMX MOBUIBHBIX YCTPOMCTBAX, KOTOpbIe
Bbl XOTUTE YAaUTb.

7. Haxxmute KHOMKy © YaanuTb B BepxHel YyacTu Tabnuubl. Bbl 4omkHbI 6yaeTe
noaTBEPAMTL Balwn AencTeus, Haxas [a.

YpaneHue nonb3oBaTenei M3 CeTeBoro coZiepXumoro

Monb3oBaTenu, CBA3aHHbIE C MOGWIbHLIMU YCTPOWCTBAMU, HE MOMYT 6bITb
ypaneHol. B nepByto ouyepeab, BaM Heo6X0AMMO yAanuTb COOTBETCTBYHOLLME
MOG6UIIbHbIE YCTPOWCTBA.

MpumeyaHmne

Bbl MOXeTe yAanAaTb nonb3oBaTenen Tobko n3 Custom GI’OUDS.
YT106bI yAanuTb Nnosib3oBaTens:
1. Mepengute B pasgen CeTb.
2. Bbibepute MobunbHbie ycTPOMCTBA U3 MEHIO BUOB CETEN.
3. B neBoi naHenu Bbl6epuTe HEO6XOANMYIO FpyNNy.
4

Haxxmnte MeHio @unbTpbl, PacrosioXXeHHOE B BEPXHEN YaCTU CETEBOW MaHENM
1 BbibepuTe Monb3oBaTenu u3 Kateropuun Bup,.

o

Haxxmute CoxpaHUTb.

6. YcTaHoBuTe (hy1aXKoK Ha COOTBETCTBYIOLLLEM NOJSIb30BaTENE, KOTOPOro TpebyeTcs
yaanuThb.

7. Haxmute KHOMKy = YaanuTb B BEpXHeN YyacTu Tabnumubl. Bbl fomkHbl 6yaete
noATBEPAMTL Balu AencTeus, Haxas [Ja.

6.5. UuBeHTapu3auus MNpunoxxeHun

Bbl Mo)XKeTe NMpoOCMOTpeTb BCe MPUIIOXKEHUS, O6HAPY)KEHHbIE B Ballel CeTH, C
nomolLbto 3agauv O6HapyXeHne NpuIoXKeHui B pasgesne MpunoXkeHus v rpynnbl.
Onsa nonydyenns 6onee nogpobHon nHdopMaumm, obpaTutechb K «O6HapyxxeHue
MpunoyxeHuii» (p. 109).
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MprnoXKeHust U Npouecchbl aBToOMaTUYECKN fo06aBAsOTCS B nanky Mpuno)xeHus
M rpynnbl B JIeBOW 60KOBOM NaHesu.

Bbl MOXeTe opraHmsoBaTb NMPUJIOXKEHNA U NPOLIECCDHI B NMOJIb30BaTEJIbCKUE rpynnbl.

Bce npunoxeHusi/npouecchbl BbIbGpaHHOM Nanky 0To6paxatoTcsi B NpaBov NaHesnm
Tabnuubl. Bbl MoXKeTe BbINOSHUTL NMOWUCK MO UMEHW, Bepcumn, nsgaTtento/aBTopy,
O06HOBMBLUEMY, PACMOJIOXKEHMIO U NOJIUTUKE.

[nsi npocMoTpa caMoi akTyanbHOW MHPOPMaLMK, HAXXMUTE KHOMKY © O6HOBUTb
B BepXHen 4yacTu Tabnuubl. [JaHHas GYyHKLMUSE MOXET ObiTb MOJIE3HOWN, eCniv Bbl
ANUTenbHOe BpeMs HaXo4MTeCh Ha CTpaHuLe.

Hame Version Discoverad on Foundon Palicies

MuBeHTapusaums MNpunoxeHun

BaHo

HoBble npunoxeHusi, O6HapyXuBaemble KaxAbll pa3 npu 3anycke 3ajauu
O6Hapy)XeHMe  MNpUNIOXKEHWI, aBTOMaTUUYECKM MOMelaTcs B Manky
PasrpynnupoBaHHbie NnpunoXxeHus. MpoLecchbl, KOTOpble He CBSi3aHbl C KOHKPETHbIMMU
NMPUIIOXKEHUSIMM, MOMeLL, Al TCS B Nanky PasrpynnupoBaHHble NpoLecchl.

Jepe.o Npunoxenun u 'pynn

YT106bI 106aBUTH MOJI30BATENBLCKYIO FPpyNny B fiepeBo MpunoXxeHus u rpynnbi:
1. Bbi6epuTe nanky Bce npunoyxeHus.

HaxxmuTe kHonKy & [lo6aBUTb B BEPXHEN YacTu AepeBa.

BBepguTe nMA B HOBOM OKHe.

Haxmute OK ans cospaHusa HOBOW Fpynmbl.

AR I N

BbibepuTe nanky PasrpynnupoBaHHbie MNpuioXeHus. Bce npunoxeHus,
CrpynnupoBaHHblie B Bbi6paHHOW nanke, oTOO6pasATcs B MNpaBOW MNaHenu
Tabnuybl.

6. BbibepuTe Hy)XXHble MPUIOXEHUS B MpaBol NaHenu Tabnuubl. MepeTawuTe
Bbl6paHHbIe 3/IEMEHTbI U3 NPABOMN NaHENU B XXENaeMyHo MoJib30BaTENbCKYHO
rpynny B JIEBOV NaHenu.
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YT06bI 106aBUTH MNOJIb30BaTENbCKOE NPUNOXKEHUE:

1. BbibepuTe nanky B Bce npunoxxeHus.

HaxxmuTe kHOMKy & [lo6aBUTb B BEPXHEW YacTu epeBa.
BBeguTe M B HOBOM OKHe.

Haxmute OK uT06bI CO3AaTb NOSIb30BATENIbCKOE NPUSIOXKEHHUE.

o > DN

Bbl MoXKeTe 106aBASITb MPOLIECCHI, CBA3AHHbIE C HOBbLIM M0J1b30BaTE/IbCKUMMU
NPUIOXKEHUSIMM U3 Nanku PasrpynnupoBaHHble NpoLecchl Uy U3 Apyrux Nanok,
oTo6paxkaembix B aepeBe MpunoxeHus v rpynnobl. MNocne BbiGopa nanku Bce
npouecchl 0To6paxkaroTcs B NpaBoOM NaHenn Tabnuubl.

6. BblbepuTe HyXHble Mpoueccbl B NpaBoW NaHenu Tabnuubl. MepeTawmTe
BblGpaHHble 3/IeMEHTbI U3 JIEBOW MaHesnu, YTo6bl NepeMecTUTb UX B CMIMCOK
NoJsIb30BaTENbCKUX NMPUNOXKEHUA.

Mpumeyanune

MpunoxxeHne MoXeT 6bITb BKJILOUEHO TOJIbKO B OAHY rpynny.
YT06bl UBMEHUTbL UMSI MANKK UIIN MPUIIOXKEHUS:
1. BbibepuTe 06beKT B AepeBe MpunoXxkeHus U rpynnbi.
2. HaxxmwnTte kHOMKy ) PepakTUpOBaTh B BEPXHEN YacTu AepeBa.
3. UsmeHuTe M1 Ha enaemoe.
4. HaxmuTte OK.

Bbl MOXeTe nepemeLL,aThb rpynnbl U NPUIIOXKEHUS B NFO60E MECTO BHYTPU Mepapxum
Mpuno>keHus u rpynnbl. YTo6bl NepeMecTUTb rpyrny UK NMPUIOXKEHWE, NepeTaLLmTe
€ro U3 TEeKYLLEro MecTOMOJIOXKEHUS B HOBOE.

YT06bl YaanuMTb Mosib30BaTENbCKYHO Nanky WM NpUIoXXeHue, BbiGepuTe ero B
AepeBe MpunoxxeHus U rpynnbl, a 3aTeM HAXXMUTE KHOMKY © Y6paTb B BEpXHe
YyacTu JepeBa.

[lobaBneHne NPUNOXEHUN K NONUTUKAM

Ons po6aBneHuss NpUNoXeHUss UK npouecca K npaBuiy HEMNOCPEACTBEHHO U3
copepxumoro Application:

1. Bbi6epuTe HY)XXHYIO nanky u3 aepeBa Mpunoxxenus u rpynnbl. Cofepxumoe
narku nepeyncneHo B NpaBom NaHenm.
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HaxmuTte kHornky @ [lo06aBUTb B NOAMUTUKY, YTOEbI OTKPbITb OKHO HACTPOEK.

B paspene [puMeHWTb NpaBUIO K 3TUM MOJMTUKaAM BBeauTe UMSA
cylwecTBytolen nonutuku. Mcnonb3yite ¢opmy noucka, 4Tobbl HalTy

NOJSINTUKY MO Ha3BaHUIO UNK BRlagenbLy.
B paspgene fletanu npasuna seeuTe UMa npasuna.

OTMeTbTe hnaXKok BKMoUUTb, YTO6bI aKTUBMPOBATL NPaBUIIO.

Bbl6paHHbI TUM pacrno3HaeTcsl aBTomaTuyecku. [Mpu Heob6XoAUMOCTH,

N3MeHUTEe CyulecTByrouine Kputepum:

« KOHKpeTHbIii npoLiecc uim npouecchl, YTo6bl ONpeaenuTb NPOLECC, 3aMyCK
KOTOPOro paspeLueH Uiu 3anpelleH. Bbl MoXeTe aBTop130BaTh €ro o nyT,
xawy wnu ceptudukaty. Ycnosus BHYTpU MpaBufia CKIafblBatoTCS

normnyeckum AND.

- Ona aBTopusaunm npunoXxXeHma Nno KOHKpPeETHOMY NyTu:

a. Bblbepute MNyTb B cTON6LE TUN. YKAXXNTE MYTb K 06bEKTY. Bbl MOXeETE
yKasaTb a6COMOTHbIA WM OTHOCUTENbHbIM MNyTb K dainy u

MCNosb30oBaTb 3HaKM noacTaHoBKU. CUMBON  3BE3404YKU

*)

COOTBETCTBYET Nto6oMy dainy B aupekTopun. [1BoiiHas 3Be3f04Ka
(**) cooTBeTcTBYET BCeM (ainam M KaTanoram B OnpepesieHHoN
AvpekTopun. BonpocutenbHbi 3HaK (?) COOTBETCTBYET TOJIbKO
ofHOMY cuMmBony. KpoMe Toro, Bbl MoXeTe A06aBWTb ONuUcaHue,

yTO6bI MOMOYb UAEHTUGULMPOBATL NpoLECC.

b. W3BbiNagatoLLero MeHo Bbibepute 0g1H UNM HECKONbKO KOHTEKCTOB
Bbl MOXETe Bbl6paTb NoKanbHbli, CD-ROM, cbeMHbIV unu ceTeBon
OVCK. Bbl MoXeTe 3a6/10KMpPOBaTh BbINOSHEHWE NPUIOXEHUSA CO
CbeMHOro HOCUTESIS NN paspeLLnTb, ECIIM MPUIIOXKEHUE BbIMOJSHAETCSA

JIOKaJ1bHO.

— [Onsa aBTOpU3aUuM MPUIIOXKEHUE Ha OCHOBE X3lla, BbibepuTe Xaw B
cTon6ue Tun 1 BBeANTE 3HaYeHMe Xell-pyHKLUUKU. Kpome TOoro, Bbl MOXeTe

[06aBUTb onuMcaHue, YTobbl NOMOYb UAEHTUPULMPOBATL NpoLiecc.

BaxxHo

[na reHepauuMmn 3HayeHUsl X3lla, CKayaWTe MHCTpyMeHT OTrneyaTok
nanesLa. Ons nonyyeHus 6onee nogpo6HON MHPopmaLmm, obpaTuTech K

«MHCTpYMeHTbI Moay sl YnpaBneHus npunoxeHusamms (p. 613)
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- Jlns aBTOpM3auuM Ha ocHoBe cepTudmkaTa, Bbibepute CepTudukar B
ctonbue Tun 1 BBEAWUTE OoTnedyaTok cepTudmkaTta. Kpome Toro, Bbl
MoXeTe [06aBWUTb OnNucaHWe, YTo6bl MOMOYb WMAEHTUOULUMPOBATL
npouecc.

BaxHo

YT106blI NONMyunTb OTMEeYaToK cepTudMKaTa, cCKayalTe WMHCTPYMEHT
Thumbprint. 1ns nonyyeHus 6onee nogpo6HON MHpOpMaLIMK, 06paTUTECH
K «MIHCTPYMEHTbI MoAynsa YrpaBneHus npunoxxeHmsimm» (p. 613)

Rule name Test

Enabled

Targets

Target: Specific process or processes
Certificate v v @.}
Type Match Description Context Action

Path C:\test\** exe ** wildcard Local 'f%:'
Path Ci\test\testl)*.exe * wildcard Loca '{8'
Path C:\test\test1\exmp?e.exe ? wildcard Loca \ >:<:'
Hash 2abbccddeeffgghh6789 hash description N/R 'f%:'

Certificate zaddggyy1234567890 certificate description N/A '{8'

Mpaeuna npunoxenui (Application Rules)

Haxmute ® [lo6aBUTb, YTO6bI [06aBUTbL NpaBwuio. BHOBb cospaHHoe
npaBwo 6yaeT UMeTb CaMbiii BbICOKUI MpUOPUTET B 3TON NONUTUKE.

MHBeHTapu3auusi NpUIOXKeHUA UK rpynn, YTobbl 406aBUTL rpynny uim
NpuNoXKeHune, o6Hapy)xeHHoe B Balleil ceTu. Bbl MoXeTe npocMaTpuBaTb
MPUNIOXKEHUS, 3anylieHHble B Bawel ceTW, Ha cTpaHuye CeTb
>WHBeHTapu3aLusa NpUIoXKeHUN.

BcTtaBbTe MMeHa I'IpVIJ'IO)KEHVIVI WJIN Ha3BaHUA rpynn B noJjie, pasgesieHHble

3ansaTon. CDYHKLWIH aBTOMaTMN4eCKoro 3arnoJsiHeHunA 0To6pa)KaeT noAcCKa3ku
npu eeoje.
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8. OTMeTbTe dniaxkok BKnlouuTb nognpouecchl, YTo6bl NPUMEHNUTL NPaBUIIO K
NOPOXAEHHbIM A0YEPHIUM MpOLLECCaM.

Mpepynpexaenue
Npu HacTporke NpaBun Ans NpUNoXeHn 6paysepa, peKoMeHAyeTCA OTKIIIOYNTb
3Ty Onumto, YTo6bl NPEfOTBPATUTL YrPo3bl 6€30MacHOCTM!.

9. [lononHUTENbLHO, Bbl TAKXKe MOXETe 3afaTb UCKIOYEHUS ANA npaBuna 3anycka
npouecca. CnoxeHue onepaumﬁ aHaNlorm4yHo onmcaHuio B npeablayLlinx warax.

10. B pa3pene Pa3pelueHus Bbibepute, cnelyet paspeLumnTb UK 3anpeTuTb NpaBuia
AN 3anycka.

11. HaxxmuTe CoxpaHUTb, YTOObI COXPAHUTb U3MEHEHMUS.

[ns yaaneHus npunoXeHusa nam npotecca:

1. BbibepuTe HY>KHYO Nanky 13 aepesa MNpunoXxeHus n rpynnbi.

2. Bbi6epuTte Tpebyemble NpPoLLeCChl U NPUIOXKEHUS B MPaBON NaHEeNM.

3. HaxxmuTte KHOMKy = YaanuTb.

KTo obHOBNSIET
Bbl Jo/mKHbI onpegenuTb, KTO 6yAeT BbINOJHATbL OGHOBJIEHMA MPUIIOXKEHUNA,
KOTOpble 06HapY>KeHb! B BaLLEW CETU.

Mpepynpexaexune
Ecnu Bbl He Ha3HaUYMTe OTBETCTBEHHbIX 32 0GHOBJIEHWE MPUIIOXEHUI, TO 06HOBNST
npunoXxeHus ns "6enoro” cnnucoka 6yfeT 3anpeLLeHo.

YT06bl HA3HAUNTb OOHOBAIOLLMUX:

1. BblbepuTe HyXHyto nanky B Aepese Mpunoxkenua u rpynnbl. Coaepxumoe
nanku 6yaeT nepeyncneHo B NpaBoi NaHesnm.

2. B npaBon naHenu BbibepuTe daitn, KOTOPbIA Bbl XOTUTE WUCMNOMb30BaTb B
KayecTBe 06HOBJAOLLErO.

Haxmute KHOIMKY HasHaunTtb 06HOBJ19IIOLU,VIX

4. Haxmute [a, 4T06bI NOATBEPANTL Bbl6OP. O6HOBASIOWMI ByaeT 0603HaYeH
cneymdUYeckon MKOHKOMN:
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C:\InstallDir\AppCtriTest\AppCtriTestUpdater.exe

O6HOBNAOLLNIA

YT06bl OTMEHNTb O6HOBNAKOLLENO:

1. Bbi6epuTe HyXHYHO Mnanky B fepeBe [punoxenus u rpynnbl. Cofepxumoe
nanku 6yaeT nepeyncneHo B NpaBoi NaHenu.

B npaBon naHesun Bbl6epVITe 06HOBJ'IF|I‘OLL|,eFO, KOTOPOro Bbl XOTUTE yOAJIUTb.

HaxxmuTe KHOMNKY ' OTKJIOHUTb O6HOBNEHME.

4. Haxmute [a gns nogTBepXaeHus.

6.6. MHBeHTapu3auusa naTya

GravityZone BbIsSICHSIeT, Kakue naTtum Tpebytotcs Bawemy 10 nocpeacTBOM 3agauum
CkaHupoBaHue naTyen 1 3aTeM J06aBSieT UX B UHBEHTApb.

Ctpanuua Patch Inventory oTo6paxkaeT Bce o6Hapy)keHHble natuu ansa [0,
YCTaHOBJ/IEHHbIE B KOHEYHbIX TOYKaX M NpegaraeT HeCKOJIbKO AeACTBUIA, KOTopble
Bbl MOXeTe MPeAnpuUHATbL C 3TUMU NaTYaMu.

NcnonbayinTte Patch Inventory korga BaM 310 Heo6x0A4MMO, YTOObI Cpasy e
pasBepHYyTb onpefesieHHble naTyn. 3Ta anbTepHaTMBa NO3BOJSSIET BaM Jierko
pewaTtb HeKOTOpble MNMPo6/seMbl, O KOTOpble BaM WM3BECTHO Hanpumep, Bbl
npoynTanu ctaTbio 06 ysaseumMocTu MO u Bbl 3HaeTe CVE ID. Bbl MOXeTe HanTu
WHBEHTapb AJ1A naTyen, noaxoaawmn CVE 1 3ateM NOCMOTPETh, Kakas KOHeYHas
TOYKa Hy>KAaeTcs B 0OHOBJIEHUMN.

YTo06bl Nnepenitu B Patch Inventory, Bbibepute onuyumto CeTb > Patch Inventory B
OCHOBHOM MeHto Control Center.

CTpaHVILI,a OopraHu3oBaHa B ABYX NaHenax:

. MaHenb cneBa oTo6paxkaeT NpoAyKThbl MO, yCTaHOBNEHHbIE B BalLeN CETH,
CrpynnupoBaHHble NPOAaBLIOM.

. MaHenb cnpaBa oTo6pa)kaeT TabauLy AOCTYMHbIX NaTyen U MHGopMaumio o
HUX.
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Dashboard

Search products jol Refresh 753
Network
¥ pisplay all patches Patch Name KBNu.. CVE  Bullet.. Patchsever.. Category Installed / Pendi... Missing / Install...  Affected Pr...
Patch Inventory
- 7-7ip
Application Inventory Windows6.1-SP1-Windows7-KB.. Q24799 1(QVE(s) MSI1-0.. Gritical Securty 0EP/OEP 16P/0EP 7 Product(s)
& AIMP Devieam
Packages Windows6.1-SP1-Windows7-KE.. Q25054.. 0 CVE(s) MSWU-_. None Non-Security ~ QEP/OEP 1Ep/0EP 6 Product(s)
& AOL Inc
Tasks Windows6.1-SP1-Windows7-KB... Q24881.. 0CVE(s) MSWU-.. None Non-Security ~ OEP/OEP 1EP/OEP 6 Product(s)
- ATET
Policies Windows6.1-Windows7-SP1-KB.. Q24916.. 1CVE(s) MSI1-0.. Important Security 0EP/OEP 169/ 0EP 7 Product(s)
& Acro software N . B B N
Assignment Rules Windows6.1-Windows7-SP1-K... Q25062.. 1CVE(s) MSLI-0.. Important Security 0EP/0EP 169/ 0EP Product(s)

MHBeHTapusauma naTya

Janee Bbl y3HaeTe, KaK UCMoOJSb30BaTb WUHBEHTapb. Bbl MoOXeTe BbINOMHUTL
cnepyrouine 3agavu:

« CM. getanu natyemn

o WckaTb 1 dunbTpoBaTh NaTUM

« WrHopupoBaTb natum

« YcTaHaBnMBaTb NaTuu

« Ypanatb natum

o CospaBaTtb CTaTUCTUKY O NnaTyax

6.6.1. MNonyyeHue cBefeHuiA 0 NaTyax

Tabnuua natyen gaeT UHGopmMaLmio, KOTopas NoMoraeT BamM uaeHTUGMLMpOBaTb

naT4yu, OUEHNTb UX BaXKHOCTb, MPOCMOTPETb CTaTyC UXYCTAaHOBKU U 06beM. Letanu
onncaHbl 34€eCb:

. Wma natya. 310 MMA 3anyckaemMoro dawna, cogepikallero naTu.

« KB Homep. 3TOT HOMep wmaeHTUpMUMpyeT cTaTbto KB, B KoTOpown ecTb
UHpopmauusa 06 ocBob6oXaeHMM NaTya.

« CVE. 310 HoMep CVE, Ha KoTopble ccbinaeTcsa naTy. Haxknumasi Ha HoMep, Bbl
yBugute cnucok CVE IDs.

. ID 6tonnerenu 3710 ID 6ronneTeHsi No 6€30MacHOCTU, BbIMyCKaeMbI NPOAAaBLIOM.
97107 ID cBA3aH C akTyanbHOM CTaTben, KOTopasi ONUCbIBaeT NaTy U faeT getamm
YCTaHOBKM.

« BaxHocTb maTya. 3TOT pPeWTUHr MHbOPMUPYET Bac O BaXKHOCTWM natya B
OTHOLLEHMM yLLep6a, KOTOPbI OH NpeaoTBpaLlaeT.
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. KaTteropus. B 3aBuCMMOCTYM OT TUMa Npo6sieM, KOTOPbIe OHU peLlatoT, NaTyu
rPyNnupyroTCA Ha: NaTyn 6€30MNacHOCTU U MHble. ATO Nosie MHGopMUpyeT Bac
0 TOM, B KaKoW KaTeropum HaxoauTca naty.

. YctaHoBneHo / Oxupaet YCTAHOBKMW. 3TN uyncna nokasbiBalT, CKOJIbKO
KOHEYHbIX TO4YEK YCTaHOBUIN UCNpaBieHNUE N CKOJIbKO OXXnAakoT €ro yCTaHOBKN.
Yucna ccbilaloTCs Ha CMUCOK JaHHbIX KOHEYHbIX TOYEK.

. [ponyweHo / YcTaHOBKaA He yaanacb. 3TU YMcna NokasblBatoT, Ha CKOJIbKUX
KOHEYHbIX TOYKaX He YCTaHOBJIEHO UCMNPaBJIEHNE, a Ha CKOJIbKUX - YyCTaHOBKA
He yaanacb. Yucna cCbiflaloTCA Ha CMMCOK AaHHbIX KOHEYHbIX TOYEK.

. 3aTpoHyTble NPOAYKTbI. ITO KOJIMYECTBO NPOAYKTOB, AN KOTOPbIX BbINYLLEH
naTy. KonnyecTBo cBA3aHO CO CMINCKOM 3TUX NpoaykToB 0.

. Ypansemble. ECiv BaM Hy)XHO OTKaTUTb KakoW-nIM60 naTy, Bbl AO/MKHbI CHavana
y6eanTbCs B TOM, YTO €ro MOXHO YAanuTb. lcnonb3ynte aToT GUNbTp, YTOObI
Y3HaTb, Kakue NaTyv MOXHO yaanuTb (0TKaTuTb). [11s 6obLueit MHGopmaLmm
obpatutech K Uninstall patches.

YT0o6bl HACTPOUTHL AeTanu, 0OTOOPaXKeHHble B TabnnLe:
1. Haxmute kHonky Il KonoHku cnpaBa oT [1aHenb encTBum
2. Bbibepute cTON6LbI, KOTOPbIE Bbl XOTUTE OTOOPA3UTD.

3. Haxmute KHOIMKY BoccTaHOBUTb, YTO6bI BEPHYTbCA K Buay CTOJ'I6L|,OB no
YMOJT4aHUIO.

MNMoka Bbl HAX0AMTECH HA CTPaHuLe, Npouecchl GravityZone, npoTekatowme hoHOM,
MOryT NOBNAMATbL Ha 6a3bl faHHbIX. Y6eguTecb, YTO Bbl MpocMaTpuBaeTe
nocnegHio MHhopMaLmio B Tabnuue, HaXkumMas KHonky © O6HOBUTb B BEPXHEN
yacTu Tabnmubl.

GravityZone npocMaTpuBaeT CMMCOK AOCTYMNHbIX UCNPaBNeHUA W yaanseT Te,
KOTOpble 60blUE HE MPUMEHSIIOTCSI B CBSI3N C TEM, YTO CBA3aHHbIX MPUNOXKEHU
UK KOHEYHbIX TOYeK 6oJblUE He CyLLecTBYeT.

GravityZone TakxXe eXefHEeBHO NpoCMaTpUBaET U yaanseT naTtyum, HefoCTyrMHble
B CMUCKeE, XOTA OHU MOTYT NPUCYTCTBOBATb Ha HEKOTOPbIX KOHEYHbIX TOYKaX.
6.6.2. Mouck u dunbTpaumsa natyen

Mo ymonuaHuto Control Center oTo6paxkaeT Bce JOCTYMNHblE UCNPaBNEHUS ANA
BaLLIero NporpaMMHoro obecnedeHus. GravityZone npegocTaBnsieT BaM HECKONbKO
BapuaHTOB 6bICTPOro NOMCKAa HYXXHbIX BaM UCMPaBJIEHUA.
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dunbTpauumsa naTyeit No NPOAYKTY

1. PacnonoxwuTte npoayKT B IEBON NaHesu.

3TO MOXHO caenaTb, NPOKPYTUB CMUCOK, 4YTOObI HANTU €ro nocTtaBLMKa,
WU BBEOA €ro UMA B MnoJie noncka B BerHEVI YacTu naHesnun.

2. HaxXmuTe Ha MMS MOCTaBLUMKA, YTOObI pa3BePHYTb CMIMCOK U NPOCMOTPETb
€ro NpoAayKThbl.

3. Bbi6epute NpoayKT, YTOObl MPOCMOTPETL AOCTYMNHbIE UCMPABAEHUS, UK
OTMEHUTE BbIOOP, YTOObI CKPbITb €ro UCnpaBfieHUs.

4. MoBTopuTe npefblaywue Warn C APYrUMU  WMHTEPECYHOLWMMIU Bac
NpoAyKTaMu.

Ecnu Bbl XoTUTe CHOBa NMPOCMOTPETb UCMpaBJIEHUA OJIA BCEX MNMPOAYKTOB,
Ha>XMUTE KHOMKY MokasaTb Bce ucnpasJieHud B BerHEVI YyacTu IeBON NaHeNM.

dunbTpayua naTyei no yTunute

McnpaeneHue CTaHOBUTCA HEHY)XXHbIM, €CJM, HAaNpUMEP, OHO caMo uNKu 6osee
HOBasl BEPCUA Y)XXe pasBEPHYTbl B KOHEYHOW TOYKe. [10CKOJSIbKY MHBEHTapb
MOXET B KaKO-TO MOMEHT COAepXKaTh Takue naTum, GravityZone nossonser
BaM UX UTHOPUPOBATb. BbiGeprTe 9TU UCNpaBNiEHNs, @ 3aTEM HAXXMUTE KHOMKY
WrHopupoBaTb UCNipaBneHuss B BEPXHEN YacTy TabnuLbl.

Control Center oTo6parkaeT nponyLeHHble NaTyu B ApPYyroM Buae. Haxmurte
KHOMKY Ynpaensembii / Mponyw,eHHbIN cripaBa oT [laHenyM MHCTPYMEHTOB
[encTBUI, YTOObI NEPEKOYATLCS MeXAy NpefAcTaBNeHUSIMU:

o ®-YTOO6DI yBUAETb NponyuweHHble ncnpaBneHna.

e ©-yT06bI YBMAETL yrpaB/iseMble UCNPaBeHNS.

dunbTpayua ucnpaeneHui No AeTansam

MCHO}'Ib3yI7ITe BO3MOXXHOCTU NOUCKa AndA d)VIJ'IpraLl,VIM MCﬂpaBﬂeHMﬁ no
onpepeneHHbIM KpUutepuam ninm nocne u3BeCTHbIX ,quane|7|. Beegute ycnosua
NMOUCKa B noJia noncka s BerHeI;I 4acTtu Ta6ﬂML|bI MCﬂpaBﬂeHMﬁ. CoBnapatowime
ncnpaeneHua OTO6pa)KaI'OTCF| B Ta6n|/|ue no Mepe BBoja uin nocne Bbl60pa.

OumncTKa nons noucka cépacbiBaeT MOUCK.
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6.6.3. UIrHopupoBaHue ucnpaBneHumn

Bo3MOXXHO, BaM npuageTca UCKIKYNTb HEKOTOpPbIE UCNpaB/ieHNA U3 MHBEHTaApA
MCﬂpaBﬂeHMﬁ, €CNn Bbl HE nnaHupyeTe yCtaHaBJ/iuBaTb UX Ha CBOU KOHEYHbIE
TOYKHU, C NOMOLLbKO KOMaHAbl MrHOpMpOBaTb ucnpaesieHus.

NrHopupyemoe ucripaBneHne 6yAeT WUCKIIIOYEHO M3 3ajay aBTOMaTUYecKoro
UCMNpaBJIEHUS U OTYETOB O UCMPABSIEHUN U He ByAEeT CUMTATLCHA OTCYTCTBYHOLLUM
UCMNpaBJIEHUEM.

YT06bI MTHOPMPOBATL UCMPABEHNE:

1.

HA CTpaHuue MHBeHTapb ucnpaBneHuﬁ Bbl6epI/ITe OAHO WJN HeCKOJIbKO
MCﬂpaBﬂeHMﬁ, KOTOpble Bbl XOTUTE UTHOPUPOBATDb.

Haxxmute KHOMKy % MrHopupoBaTh NaTuM B BEPXHEW YacTy TabnuLbl.

MosiBUTCA OKHO KOHGUrypauuu, rae Bbl MOXeTe NMPOCMOTPEeTb CBeAEHUs O
Bbl6paHHbIX UCTIPABJIEHUSIX, @ TaKXKe No6ble NOAYMHEHHbIE UCTIPABIIEHNS.

HaxxmuTe UrHopupoBaTb. VicnpasrieHne 6yaeT yaaneHo us cnucka uHBeHTaps
ncnpasJfieHUN.

Bbl MO)eTe HaWTW MpOnyLUleHHble WUCMpaBleHnss B oTAenbHoOM dopmaTe u
BbIMOSIHUTb AENCTBUS Haf, HUMMU:

Ha)xMuTe KHoMKy % MoKa3aTb NponyLLeHHble UCIPaBeHUs B NPaBoy BEpPXHe
yacTu Ta6bauubl. Bbl yBUANTE CNINCOK BCEX NMPOMYLLEHHbIX UCMPABIIEHU.

Bbl MoXeTe MosilyunTb 6onblue MHdopmauum 06 oTAENIbHOM MPOMYLLEHHOM
UCMpaBJIEHNM, CTeHEPUPOBAB CTaTUCTUYECKUI OTUET UCTIpaBieHUiA. BoibepuTe
HY>XHO€ BaM WCMpaBieHne U HaXXMUTE KHOMKY © CTaTUCTUKa UCNpaBieHUi B
BepxHel YacTu Tabnuubl. JononHuTesbHble CBefleHNsl CM. B pasgenie «CosfaHue
CTaTUCTUKM UCTIpaBieHuin» (p. 222)

UT06bI BOCCTaHOBVITb nponyLweHHble ncnpaBneHus, Bbl6epI/ITe UX N HAXXMUTe
KHOMKY & BOCCTaHOBMTb UcnpaBJsieHUs B BerHEI/I 4yacTu TaGJ'IVILl,bI

MosiBUTCA OKHO KOHGUrypauuu, rae Bbl MOXKeTe NMPOCMOTPeTb NOAPOGHYHO
MHbOpMaLUIO 0 BbI6paHHbIX UCTIpaB/IEHUSAX.

Haxmute KHOMKY BoccTaHOBUTDb YTO6bI OoTnpaBUTb UCNpaBJieHNE B UHBEHTAPb.

6.6.4. YcTaHOBKa naTyeu

YT106bl yCTAHOBUTb UCMPABSIEHUS U3 MHBEHTAapS:

YnpaeneHue ceTeBbIMU 06bEKTaMM 218



Bitdefender Grawt\/Zome

unfollow the traditional

1. Mepengute B pasgen CeTb> MHBeHTapb UCNpaB/ieHUA.

2. HampuTe ncnpasneHus, KOTOpble Bbl XOTUTe YCTaHOBUTb. Ecnn Heob6xoammo,
oThUNBLTPYNTE UX ANA ObICTPOro Noucka

3. Bbl6epuTte UcnpaBneHUst U HAXXMUTE KHOMKY ' YCTaHOBUTb B BEPXHEN YacTu
Tabnuupl. MoABUTCA OKHO KOHGUrypauuu, rae Bbl MOXeTe peflakTMpoBaTb
JeTanu yCTaHOBKU UCTIPaBEHNS.

Bbl yBnaute Bbl6paHHbIe ucnpasJieHUA BMeCTe C no6biMuU noag4YMHEeHHbIMU
nucnpaseHUAMM.

Bbi6epuTe LieneByto rpynny KOHEYHbIX TOYEK.

Mpu Heo6X0AUMOCTHU Nepesarpy3uTe KOHeYHble TOYKMN Nocsie YyCTaHOBKM
natya. 3Ta onuusa nepesanycTuT KOHeYHble TOUYKM Cpasy Mocsie yCTaHOBKM
ucnpassieHnin, ecivu NoTpebyeTcs nepesarpyska CUCTEMbI. YUTUTE, YTO 3TO
AeNCTBME MOXET NpepBaTh CeaHC Mosib3oBaTens.

Ecnu atoT napamMeTp OTKJ/IKOYEH, 3TO O3Ha4aeT, 4yTo, eCqn Tpe6yeTcs|
nepesarpyska CUCTeMbl Ha LUeneBbiX KOHEYHbIX TOYKaX, OHU 6yp,yT
OTO6pa)KaTb 3HA4YO0K COCTOAHUA OXXMaarulero nepesanycka B ceTeBOM
MHBEHTapusayum GravityZone. B aTom cnyyae BaM AOCTYnNHbI criegytouime
BapUaHTbl:

- OTI'IpaBVITb 3agady I'Iepe3arpy3v|Tb KOMMNbloTep O>XKnaarouwmm KOHEYHbIM
TOYKaM nepe3anycka B noboe BpemMa MO Bawemy Bbl60py.
[ononHuTenbHbIE CBEAEHNSA CM. B paspene <<Hepe3arpy3Ka MallUHbI»

(p. 108).

— HacTpouTb aKTMBHYK MOJSIUTUKY, YTOGbI YyBEAOMWUTbL MOJSIb30BaTENS
KOHEYHOW TOYKMN O HEO6XOAMMOCTU Nepesarpysku. [lna aToro nepengute
K aKTUBHOW NOJINTUKE Ha LIeNIEBOM KOHEYHOMN TOUKE, NepenanTe B pa3gen
O6bwme > YBegomneHus M BKIOUUTE MNapaMeTp YBepomneHue o
nepesanycke KOHeYHOW TOYKKU. B aToM cnyyae nonb3oBaTenb 6yaeT
nofyyaTb BCM/biBalOWEe OKHO KaXAbl pas, Korga Tpebyetcs
nepesanyck U3-3a U3MeHEHWW, BHECEHHbIX YKa3aHHbIMU KOMMOHEHTaMM
GravityZone (B QHaHHOM cnyyae, YnpaBrieHMEe WCMpaBJieHUAAMM).
BcnnbiBatowlee OKHO MNpefocTaBnsieT BO3MOXHOCTb  OTJIOXKUTb
nepesarpysky. Ecnu nonb3oBaTefnb BblOMpPAeT OTIOXWUTb, TO
yBeAOMJIEHMA Nepes3arpyskun 6yayT Nepuoamnyecky MosBASATbLCA Ha
3KpaHe [0 Tex Nop Noka nosib3oBaTesib He Nepe3arpysnT CUCTEMY, U
nokKa He NcteyeT HazHaYeHHOe afMUHUCTPATOPOM KOMMAaHUN BPeEMS.
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[ononuuTenbHble cBefleHMs CM. B pasgene «YBegoMJIeHME O
rnepesanycke KOHeYHOM Toukm» (p. 261).

4. UlenkHuTe YCTaHOBUTD.

3apava ycTaHOBKM CO3[aeTcsl BMECTE C NoA3agadyamMu sl Kaxaon Leneson
KOHEYHOM TOYKMU.

MpumeyaHmne

o Bbl TakXke MoXeTe yCTaHOBUTb UCMpaBiieHne co CTpaHuLlbl CeTb, HauMHasa ¢
onpefesieHHbIX KOHEYHbIX TOYeK, KOTOPbIMWU Bbl XOTUTE ynpaeBnaTb. B aTom
cllyyae Bbl6epuTe KOHEUHbIE TOUKM U3 MHBEHTapM3aLmm ceTu, Haxxmute © 3agaun
Ha)XMUTe B BEPXHEW YacTu Tabnumubl U BbiGepuTe YcTaHOBKA UCNpaBfieHui. [1ns
nony4yeHus 6onee noppobHon uHdGopmMauum, obpaTuTech K «YCcTaHOBKa natya»

(p. 90).

o [locne ycTaHOBKM WCMpaBfieHUs Mbl pPEKOMEeHAyeM OTnpaBuTb 3ajady
CkaHupoBaTb WCMpaBfieHUsI KOHEYHbIM To4ykaM. IJTOo [edACTBUME OGHOBUT
uHpopmaumio 06 MCnpaBneHuW, COXpaHeHHyio B GravityZone pans Bawmx
ynpaesisieMbIX CeTel.

6.6.5. YaaneHue natyen

Bo3MOXHO, BaM NpuaeTca yaanuTb UCMpPaB/IEHUs, KOTOpble Bbi3Banu c6ou B
pa6oTe KOHeYHbIX TouyeKk. GravityZone npepocTaBnseT QyHKUMUIO OTKaTa AnA
UCNpaB/ieHU, YCTAHOBNIEHHbIX B Balled CeTW, KOTopas BOCCTaHaBnMBaeT
nporpaMMHoe o6ecriedeHne A0 ero NpeablAyLLEro COCTOSHUSA Nepes NPUMeEHEHNEM
ucnpasneHus.

@DyHKUMA ypaneHns  [OCTyNHa TONMbKO AN CMEHHbIX  UCNpaBieHUN.
MHBeHTapu3auua ucnpaBneHun GravityZone BkoyaeT B ceba cTonbel
Ypansiemble, rae Bbl MoXeTe (QUIbLTPOBATb WCMPaBiEHUS MO CTENEHU WX
yAansieMocTu.

MpumeyaHmne

ATpUGYT CbEMHOCTU 3aBUCUT OT TOrO, KaKUM 06pasoM UCTpaBeHune 6b1J10 BbINyLLLEHO
NPOn3BOAMTENEM WU OT U3MEHEHWUN, BHECEHHbIX UCMpaBfieHneM B NporpaMMHoe
obecrneyeHve. [ns McnpaBneHUN, KOTOPble HEBO3MOXHO yAanuMTb, BaM MOXET
noHagobutbest nepeyctaHoBuTb MM0.

YT06bI yAannTb UcnpaBJieHUe:

1. MNepengute B pasgen CeTb> MHBEHTapb UCNpaBieHUM.
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2. BbibepuTte ucnpaBneHue, KOTOpOe Bbl XOTUTE yaanuTb. [Ons noucka
onpeAeneHHoro ncnpaeneHns McnosibaynTe GUnbTpbl, 4OCTYMNHbIE B CTONOLAX,
Hanpumep Homep KB wnn CVE. Mcnonb3ynTe KONOHKY YaansieMble YTOGbI
0TO6Pa3nTb TONbKO Te UCMPAaBJIEHUS, KOTOPbIE MOXHO YAaNUTb.

MpumeyaHue
Bbl MoXxeTe yAaJlnTb OAHOBPEMEHHO TOJIbKO OAHO UcCnpaBJieHne Ans OJJ,HOVI
KOHEYHOW TOUKN USTU HECKOJTbKUX cpasy.

3. Haxmute kHonky ® YpanuTb B BepxHel 4acTu Tabnuupl. MOABUTCA OKHO
KOH(Urypauum, B KOTOpOM Bbl MOXETe peAakTupoBaTb AeTann 3ajauu
yganeHus.

HaseaHue 3agaum:. Bbl MoXXeTe USMEHUTb UMS 0 YMOMYAHUIO A1 3a4aUn
yAaneHus WcnpaenieHusi, ecnu xoTuTe. Takum o6pasoMm, Bbl Jerye
onpefenuTe 3afady Ha cTpaHuue 3ajaum .

[ o6aBuTb NaTy B CNMCOK NpPONyL,eHHbIX NaT4yeir. 06bIYHO BaM 60JibLLe He
NoHaZo6MUTCS UCMpaBeHne, KOTOPOE Bbl XOTUTE YAaNUTb. ITOT NapaMeTp
aBTOMaTMyecku fo6aBnaeT UcrnpaBeHne B CIMCOK UTHOPUPYeMbIX NOChe
yAaneHusa ucnpaeseHus.

an H806XOAMMOCTM nepesarpy3ute KOHe4YHbleé TOYKU nocne yaaneHua
nartya. 9Ta onuua nepes3anyCTtuT KOHeYHble TOYKK Cpa3y nocne yaaseHus
ncnpaeneHud, ecnu I'IOTpE6yETCﬂ nepesarpy3ka CUCTeMbI. YuyTuTe, UTO 37O
AeﬁCTBMe MOXeT npepeaTb CeaHC NOJib30BaTeENA.

Ecnu aTOT mapameTp OTKJIOYEH, 3TO O3HAuYaeT, uYTo, ecnu TpebyeTcs
nepesarpyska CUCTEMbl Ha LENEBbIX KOHEYHbIX TOYKaX, OHM 6ynyT
0TO6paXKaTb ' 3HAYOK COCTOSIHUS OXUAAMLLErO Nepesanycka B CETEBOW
nHBeHTapu3auuu GravityZone. B aToM criyyae BaM AOCTYNMHbI cregytolme
BapWaHTbI:

— OTnpaBuTb 3agauyy MNepe3arpy3auTb KOMMNbIOTEP OXXUAAOLLMM KOHEYHbIM
TOYKaM nepesanycka B J60e BpemMsa MO BaleMy BblI6opy.
[ononHuTenbHble cBeAeHUs CM. B pasgene «[lepesarpyska MallnHbI»

(p. 108).

— HacTpouTb aKTUBHYI MOJIUTUKY, YTOObI yBEAOMWUTbL MOJIb30BaTENS
KOHEYHOW TOYKMN O HEO6XOANMOCTU Nepesarpysku. [1na aToro nepengute
K aKTUBHOW NOJINTUKE Ha LIeNIeBOM KOHEYHOWN TOUKE, NepenauTe B pa3gen
O6bwme > YBegomneHus M BKOUUTE NapaMeTp YBepomneHue o
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nepesanycke KOHEYHOW TOYKU. B aTOM cniyyae nonb3oBaTesb 6ygert
noslyyaTb BCMJ/IbIBAlOWEE OKHO KaXAbld pas, Koraa TpebyeTca
nepesanycK 13-3a U3MeHeHWUIN, BHECEHHbIX YKa3aHHbIMW KOMMOHEHTaMM
GravityZone (B AaHHOM cnydyae, YnpaBfieHME UCMpaBIeHUSIMM).
BcnnbiBatowee OKHO MPeAaoCTaBAsieT BO3MOXHOCTb  OTJIOXKWUTb
nepesarpysky. EcnuM nonb3oBaTeNlb  BbIGUPAeT  OT/IOXUTb, TO
yBefOMJ/IeHUsi Mnepesarpysku 6yayT MepuoAMyYecKu MOsBAATLCA Ha
aKpaHe [0 Tex Nnop noka nosb3oBaTeslb He Nepe3arpysuT CUCTEMY, UK
noka He UcTeyeT HasHaYeHHoe afiMUHUCTPATOPOM KOMMaHUN BpeMsi.

[ononHuTenbHble cBeAeHUss CM. B pasfene «YBeLOMIEHME O
nepesanycke KOHeYHOM ToYkm» (p. 261).

. B Ta6m4u,e Llenn oTkaTa Bbl6epI/ITe KOHEeYHbl€ TOYKHN, Ha KOTOPbIX Bbl XOTUTE
yAannTb ncnpasieHue.

Bbl MOXeTe BbI6paTb OAHY UM HECKONIbKO KOHEYHbIX TOYEK B BalLel ceTu.
Wcnonb3ayiTe focTynHble GUAbTPbl, YTOObI HANTU KOHEYHYHO TOUKY, KOTOPYHO
Bbl XOTUTE.

Mpumeyanmne
B Ta6m/|ue 0T06pa)KaIOTCF| TOJIbKO T€ KOHEeYHble TOYKHU, rae yctaHoBNiEHO
Bbl6paHHoe ncnpasneHue.

4. Haxmute MopTBepanTb. 3agava YaaneHue ucnpaeneHuin bygeT co3gaHa u
OTNpaBJieHa Ha LeneBble KOHEYHbIE TOYKMU.

OTueT YpaneHue ucnpaBfieHUss aBTOMATUYECKM CO3[aeTcs ANA KaXK[oM
3aBepLUEHHOW 3ajaum yaaneHus ucrpaesieHus, NpeaocTaBnsAs cBegeHns o6
UCMpPaBNIEHUN, KOHEYHbIX TOUYKAX Ha3HAYEHUSI U COCTOAHWUM 3afaun yaaseHus
ucnpassieHus.

Mpumeyanne

Mocne yaaneHua ncnpaeiieHUA Mbl peKoMeHAyeM 0TNPaBJIATb Ha LieJieBble KOHEeYHble
TOYKM 3agady CkaHupoBaTb UCrpaBieHns. 3To AeUcTBMe 06HOBUT HbOpMaLUIo
06 ucnpaeneHnn, coxpaHeHHyto B GravityZone ansi Balimx ynpaBnsieMblX CeTen.

6.6.6. Co3gaHune CTaTUCTMKK MCNpaBeHuiA

Ecnv BaM HyXXHbl NOAPOGHOCTM O COCTOSIHUM OMPEAENIEHHOro UCTIPaBNeHUs st
BCEX KOHEYHbIX TOYEK, UCMONb3YyNTe PyHKUMIO CTaTUCTUKA UCTIPABIEHUI, KOTopast
reHepupyeT MrHOBEHHbIV OTYET AJ1s1 BbIGPAHHOIO UCTIPABJIEHUS:
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1. Ha cTpaHuue UHBeHTapb McnpaBneHus Bbi6epuTe Hy>KHOEe BaM UCnpaBrieHne
13 NpaBoii MaHesnu.

2. HaxmwnTte kHOMKy © CTaTMCTUKA MCNIpPaBNeHUN B BEPXHEN YacTu Tabnuubl.

OT06pa)K36TCF| OT4yeT O CTaTUCTUKE VICI'Ip&BJ'IEHVIVI, I'Ipe,EI,OCTaBJ'IFl}OLLI,VIl‘/'I
pas3nnyHble cBegeHUA O COCTOAHUN MCHpaBﬂeHMVI, B TOM 4UcCne:

. prrosaﬂ AunarpamMMa, nMokKasbiBawouwiad MpoueHTHoe COoOoTHOoLleHune
YCTaAHOBJ1IEHHOI 0, HeyAa4yHOro, OTCYTCTBYIOLLEro U oXKnaaroulero CoCTtoaHuA
ncnpasneHna ana KoOHe4YHbIX TOYEK, COOGLLI,VIBUJVIX O ncnpasneHunu.

. Tabnuua, oTpaxkarowas cnegyroLyro nHhopmaymto;

— Wmsa, nonHoe gomeHHoe uMs, IP 1 OC Kax10/ KOHEYHOW TOUKM, KOTopas
coobwuna 06 ncnpaBieHUN.

— TlocnepHsas npoBepka: BpeMs, Korga MWcCMpaBieHMe MpoBepssiochb
nocnegHun pas Ha KOHEYHOW TOUKeE.

— CraTyc ucnpaBneHUs: YCTaHOBJIEH, He BbIMOJIHEH, OTCYTCTBYET WM
UrHopupyeTcs.

MpumeyaHmne
q)yHKLl,VIOHaHbHOCTb CTaTUCTUKU VICI'IpaBJ'IeHVIVI [OCTYyNHa KakK ana ynpasndaemblix,
TaK 1 ANst UTHOPUPYEMBbIX UCTPaBIIEHNN.

6.7. [lpocMoTp 1 ynpasneHue 3agavyamu

CtpaHuya CeTb > 3agaum NO3BONSeT MPOCMaTpuMBaTb M YNpaBnATb BCEMMU
3ajlayamu, KOTopble Bbl CO3AasMN.

lMocne Toro Kak Bbl co3ganu 3ajavy XxoTsa 6bl nna oaHOro ceTe.soro 06beKTa, Bbl
MOXXeTe NPpOCMOTPETb €€ B Ta6rw|u,e 3aaad.

Bbl MOXeTe BbINOMHUTL cneayroline 3agaum B pasgerne Cetb > 3agaum:

« [lpoBepuTb cTaTyC 3agauu

« [lpocMoTpeTb OoTYeThbl 3aga4

« [lepesanyctntb 3agauu

« OcTaHoBUTb 3afaum ckaHupoBaHus Exchange
« Ypanutb 3apaumn
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6.7.1. [lpoBepuUTb CTATyC 3ajauu

Ka)i(ﬂ,blﬁ pas, Korga Bbl co3gaete 3agavy aJjid ogHoro njian HeCKOJIbKUX CeTeBbIX
06BHEKTOB, Bbl MOXeETe NnpoBeEpPUTb XOA4 BbINOJIHEHMA 3adaydn U MnonyyuTb
yBeaoMIIeHNA, Korga npoucxonoaT OLUNOKMN.

MNepenpgute B pasgen Cetb > 3apgaum v NpoBepbTe KOJIOHKY CTaTyc AN1S1 KaXXaom
WHTepecyoLen Bac 3agayn. Bel MoxxeTe npoBepuTb CTaTyC OCHOBHOM 3agauu, a
TaKXXe NonyymTb NoApPOOHYH0 MHOPMAaLMIO O KaXkKaol noagsagave.

Dashboard Refesh

Network Name Task type Status Start period Company Reports

Packages

Tasks Quick Scan 2015-10-19 Scan Pending (0/ 1) 19 Oct 2015, 14:12:24 PA2 EU-ABS

Policies

Assignation Rules

CTpaHuua 3agav

. TpoBepka cTaTyca OCHOBHOI 3afauu.

OcHOBHasi 3afilaya OTHOCUTCS K AeCTBUSIM, 3aryLLEHHbIM Ha CETEBbLIX 06bEKTaX
(HanpuMep, yCTaHOBKA KIMEHTA WUIIM CKaHUPOBAHWE) U COLLEPXKUT ONpefieneHHoe
KONMYeCTBO NoA3azad, o 0HOM /1S KaXKA0ro BbIGPAHHOMO CETEBOI0 06bEKTA.
Hanpumep, ocHOBHaa 3apaya YCTaHOBKM KIIMEHTA, CO3A4aHHasA [/l BOCbMU
KOMMbIOTEPOB, COLEPXUT BOCeMb noA3aaad. Lindpbl B ckobkax nokasbiBatoT
COOTHOLLEHME 3aBepLUEHHbIX 3afiay K o6Liemy konuuyecTBy. Hanpumep, (2/8)
03HAvaeT, YTo JiBE U3 BOCbMM NMOA3aAay 3aKOHYEHbI.

CTaTyc OCHOBHOW 3af,a4yM MOXET ObITb CleAyHLUM:

— B cTagum oXKngaHus, Korga H1 oflHa U3 nopsajad elle He Havanacb unm
Korga JIMMUT KONM4YecTBa OHOBPEMEHHbIX pa3BepTbiBaHUA MPEBbILLEH.
MakcumManbHoe KOJIMYeCTBO OJHOBPEMEHHbIX pasBepTbiBaHUN MOXHO
yCTaHOBUTb B MeHi0 HacTpoiku. [1ns nonyyeHuss 6osiee nogpo6HOM
Hdopmauum, obpaTuTeChb K PyKOBOACTBY Mo ycTaHoBKe GravityZone.

— BbinonHaeTcs, Korga Bce nojsajayun BbinosHAoTcAs. OcHOBHaA 3apada
OyaeT HaxoauTcsa co cTaTycoM "BbinonHaeTcs” noka nocnefHsAs nogsagava
He 6yZeT BbIMOJIHEHA.

— 3aBeplueHa, Korga Bce nogsagaun (yaayHo unv HeyaadyHo) 3aBeplueHbl. B
cnyvae HeyJayHoro BbIMOJIHEHUSA noasapad, oTo6pasutcs
npeaynpexgatowmmi CUMBOJI.

. [lpoBepka cTtaTyca noasafauv.
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MepenanTe K MHTEpecyloLei Bac 3afayvye U HAXXMUTE Ha CCbISIKY B KOJIOHKE
CraTtyc, 4T06bl OTKPbITb OKHO CTaTyc. Bbl MOXeTe NpPOoCMOTPETb CMUCOK
CeTeBblX 06bLEKTOB C 3anyWeHHOW [NlaBHOM 3ajayen M cTaTyc
COOTBETCTBYIOWMX Nof3agad. CtaTyc nogsagauym MoXeT 6biTb CNEAYHOLNM:

— BbInonHseTcs, ecnv noAasagava eule BbIMoJIHAeTCS.

ansa Exchange, Bbl TAKXXe MOXXeTe NPOCMOTPETb CTaTyC 3aBepLUEHNA 3aaauy
CKaHUpoOBaHMA Mno 3anpocy.

— 3aBeplueHa, ecniv noasajava yCnewHo 3aBepLleHa.

— OupaHue, eciM BbIMOSIHEHME MOA3afayn elle He HavyaTo. 9TO MOXeT
CNyYUTCS B CNEAYIOLLNX CUTYaLUAX:

. MNopsapaya oxuaaeTt ouepeau.

o CywectByeT npobnema nogknoyeHus wmexay Control Center wu
BblGpPaHHbIM CETEBbIM 0OBHEKTOM.

. Bbl6paHHOe ycTpoicTBO He pa6oTaeT (odnaiiH, B cliyyae ¢ MOGUIIbHbIMU
ycTpoiicTBamu). 3ajava 3anycTuTca Ha BbIGpaHHOM YCTPOWCTBE, Kak
TONIbKO OHO CTaAHET OHJIalH.

- I'IpOBaneHa, ecqin noasagadya He MOXET 6bITb 3anyweHa wuianm oOHa
OCTaHOBJIeHa U3-3a OLUMOBOK, TaKUX Kak HEBEPHbIe y4Ye€THbIE€ AaHHblIE OJIA
aYTEHTI/ICI)I/IKaLWII/I N HeEXBATKa NaMATHU.

— OcTaHOBKa, Korga CKaHMpoBaHMe Mo 3anpocy 3aHnMaeT CJINLIKOM MHOro
BpeMeHU U Bbl peLlnin ero oCTaHOBUTD.

[ns npocMoTpa cBeAeHMI 0 Kaxaow nogsagaye, Bbibepute ee U NpoeepbTe
pa3gen MoApo6HOCTU B HUXKHEN YacTu Tabnumubl.
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Moapo6Hasa uHdopmauus o ctaTycax 3agad

Bbl CMOXeTe NoNyuYnTb CriefyHoLLyro MHHOPMaLMIO:
— [atau Bpewms, korfa 3aaya 6bina 3anyLieHa.
— [atau Bpems, Kora 3ajaya 6bina 3aBeplUeHa.

— OnucaHue BCTPeYaroLLMXCS OLIMOOK.

6.7.2. [lpocMOTp OTYETOB 3ajay

Ha cTpaHuue CeTb > 3apaum y Bac eCTb BO3MOXHOCTb MPOCMOTPETb OTYETbI
3a/lay 6bICTPOro CKaHUPOBAHUSI.

1. Mepengute Ha cTpaHuuy CeTb > 3agaum.

2. Bblbepute HY>XHbI CETEBOWN 06EKT U3 MEHIO BUAOB CETEN.

3. YcTaHoBuTe (hN1aXkoK Ha MHTepecytoLleln Bac 3agaye CKaHMPOBaHUS.
4

HaxxmMuTe COOTBETCTBYIOLLYIO KHOMKY © B KonoHke OT4yeTbl. [loXAauTechb
oTo6paxkeHus oTyeta. [ns nonyyeHus 6onee noppobHoM wuHdopmauumu,
obpaTuTtechb K «/cnonbsoBaHue otyeToB» (p. 512).

6.7.3. MNepe3anyck 3agay

Mo pasnnyHbIM NpU4YnHaM 3ajaynm yCTaHOBKU KJITMEHTA, yaaneHna nunm 06HOB/EHMS
MOryT 6bITb He 3aBepLUeHbl. B Taknx cnydasx, Bbl MOXXeTe nepe3anyCcTtutb 3TU
3ajlaym BMeCTO Cco3adaHuA HOBbIX, BbINMOJIHUB cneayrowue waru:

1. Mepengute Ha cTpaHuuy CeTb > 3agaum.

YnpaeneHue ceTeBbIMU 06bEKTaMM 226



Bitdefender Grawt\/Zome

unfollow the traditional

Bbib6epuTe HY)KHbIA CETeBOM 06bEKT U3 MEHIO BUA,0B CETEN.
YcTaHoBuTE (bna)KKM Ha TpebyeMblX He3aBepLUEHHbIX 3ajjayax.

4. Haxmute kHonky © [lepe3anyck B BepxHen yacTu Tabnuubl. BbibpaHHble
3agauv 6yayT nepesanym,eHbl M UX cTaTyc uameHuTcs Ha NoBTOpeHue.

MpumeyaHmne

D,ﬂﬂ 3apa4y C HeECKOJIbKUMU noa3apavyamMu, 3agavda I'Iepe3anycx CTaHeT AO0CTYyMNHa
TOJIbKO TOraa, Korga Bce noasapayu 6yp,yT 3aBeplleHbl, a nepe3anyLleHbl 6yp,yT
TOJIbKO He3aBepLUeHHble NoA3agayn.

6.7.4. OcTaHoBKa 3aAay ckaHupoBaHus Exchange

CKaHI/IpOBaHI/Ie XpaHunuuia Exchange MOXXeT 3aHMMaTb AJINTEJIbHOE BPEMA. Ecnn
Nno Kakum-nnéo NPpUYNHaM Bbl XOTUTE OCTAHOBUTb 3aa4y CKaHUpOBaHUA Exchange
no 3anpocy, BbINOJIHUTE cCneayroLline waru:

1. Mepengute Ha cTpaHuuly CeTb > 3agaum.

2. Bbi6epute HyXHbIV BUA, CETU U3 MEHIO BU0B CETEN.

3. HaxmuTe Ha ccbinky B KOSTOHKe CTaTyc, YTo6bl OTKPbITb OKHO CTaTyc 3agaum.
4

YcTaHoBUTE d)]'la)KOK Ha COOTBETCTBYHLWNUX OT/IOXKEHHbIX UNN 3anyLleHHbIX
nojsagavax, KOTOpre Bbl XOTUTE OCTAHOBUTb.

5. HaxXmute KHOMKY ® OCTaHOBUTb 3afauyn B BepxHel 4yacTu Tabnuubl. Bbl
JOJIKHbI 6yaeTe nop,TBepp,MTb BallLK AeicTBuMA, Haxas [la.

Mpumeyanune
Bbl Takke MOXeTe 0CTaHOBUTb CKaHMpOBaHWe xpaHuuuia Exchange no 3anpocy
u3 o6nacTtu cobbiTui Bitdefender Endpoint Security Tools.

6.7.5. YpaneHnue 3apav

GravityZone aBTOMaTM4ecKku ypansieT oXupawliue 3afayn yepes fBa AHA U
3aBeplwaeT 3agaudu 4vepes 30 gHen. Ecnm y Bac no-npexxHeMy MHOro 3afjad,
pekoMeHAyeTCsl yAanuTb 3ajaudu, KOoTopble BaM 60Siblle HEe HYXHbl, YTOObI
npegoTBpaTUTb 3aCOpPeHME CrMCKa.

1. Mepengute Ha cTpaHuyy CeTb > 3agaum.
2. BbibepuTe Hy)>XHbI CETeBOM 06bEKT U3 MEHIO BUA,0B CETEN.
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3. YcTaHoBuTe d)ﬂa)KOK Ha COOTBETCTBYI-OLLI,el‘/‘I 3ajaye, KOTOpyr Bbl XOTUTE
yoannTb.

4. HakMuTe KHOMKY © Y aanuTb B BEpXHEN YacTu Tabnuubl. Bbl JomKHbI 6yaeTe
noATBepAMTb Baluu AeicTBUs, Haxkas [a.

Mpepynpexpaenue

YpaneHue OTNOXEHHOTO 3a/laHUs], TaKXKe OTMEHUT U CaMO 3afjaHue.

Ecnu 3agiaya B npoLiecce BbINOSIHEHWUS, €€ YA aneHne OTMEHUT U BCe Nof3azauy,
HaxoAsLLMECs B PEXMME 0XuZaHus. Bce 3aBepLueHHble NOA3afauv OTMEHEHbI
6bITb HEe MOTYT.

6.8. YaaneHne KOHeUYHbIX TOYEK U3 CETEBOr0 COLEePXXUMOro

MHBeHTapVI3aL|,I/IH ceTn BKJIKOYaeT, Mno YyMON4YaHuUko, narky YaaneHHble,
npegHa3Ha4YeHHY AJ1d XpaHeHUA KOHEYHbIX TOYEK, KOTOPbIMU Bbl 6onblie He
XOTUTE ynpaBnATb.

JencteBue YganuTb nMeeT cnegytoLime nocneacTBus:

. Korpa HeynpaBnsiemble KOHEYHble TOUYKU YAANAKTCS, OHU NepeMeLLatoTCs
HernocpeACTBEHHO B Narnky YaaneHHble.

« Korpa ynpaBnsemble KOHEYHblE TOYKN YA aNneHbl:
— 3apava yaaneHus KnvMeHTa cosfjaHa
— JIMLEH3MOHHOE MECTO 0CBOGOXAEHO
— KoHeYHble TOYKM NepeMeLLeHbl B Nanky YaaneHHble
YT06bl YAaNUTb KOHEYHbIE TOYKU U3 MHBEHTapU3aL MK CETH:
1. NMepengute B pasgen CeTb.
2. Bbibepute Tpebyembii BUL CETU U3 MEHIO BUOB CETEN.
3. Bbibepute Monb3oBaTenbckue rpynnbl B N1€BON MaHenu. Bce AOCTYMHbIX
KOHeYHble TOYKM B 3TOW rpynne oto6pasATca B TabnuLe npaBo NaHesnu.

MpumeyaHune
Bbl MOXeTe yAanATb TOJIbKO KOHEYHbIE TOYKH, 0To6pa)KaeM ble B Custom Groups,
KOTOpbIe 6bININ 06HApYXXeHbI 3a NpefenamMu o601 MHTErpUPOBaHHON CETEBOW

UHGPACTPYKTYpbI.
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4. YcTaHoBMTe B NpaBoi NaHen hnaxxok HanpoTUB KOHEYHOW TOUYKU, KOTOPYHO
XOTUTE YAanuTb.

5. HaxmuTe KHOMKy & YAaanuTb B BepxHelt yacTu Tabnuubl. Bbl 4omkHbI 6yeTe
noATBepAMTb Baluu AeicTBUs, Haxkas [a.

Ecnu yAaneHHaAa KOHe4YHad TOYKa ynpaBJidAeTCH, 3ajava YpanuTb KNUeHT 6y,El,ET
co3fgaHa Ha CTpaHuue 3apaum, a areHT 6e30MnacHoOCTH 6yp,ET yaaneH uns3
KOHEYHOM TOYKM, OCBO60)Kﬂ,aF| OHO JIMUEH3NOHHOE MECTO.

6. KoHeuyHas Touka rnepemelleHa B nanky YaaneHHble.

Bbl MoXkeTe B nito6oe BpeMSs NepeMecTUTb KOHEYHbIe TOYKU U3 Nnanku Y aaneHHble
B NMonb3oBaTesnbcKkue rpynnbl , NCNoNb3yA NepeTackuBaHue.

@ Mpumeyanue
« Ecnu BbI xoTute HaBcerga UCKM4YUTb onpenesieHHbleé KOHeYHble TOYKU U3
ynpaBneHus, Bbl AOJDKHbI COXPaHUTb UX B Nanke yAaJ'IEHHble.

« EcnuBbl yganuTe KOHeYHble TOYKM U3 Nanku Y AaneHHble, OHW 6YAyT NOSIHOCTbIO
ynaneHbl n3 6asbl faHHbIX GravityZone. TeM He MeHee UCKJTIOUYEHHbIE KOHEYHbIe
TOUKMU, KOTOPbIE HAaxoAsATCA B ceTu, 6yayT 06HapyXXeHbl NpU criepytolLel 3ajaye
06HapYXXeHUs1 CETU, U OHM ByZyT 0TO6paXaTbCs B MHBEHTApU3aLMKU CETH Kak
HOBble KOHEYHbIe TOYKU.

6.9. HacTpoiika napaMeTpoB ceTu

Ha cTpaHuue HacTpoiiku > HacTpoiiku ceTu Bbl MOXeTe HacTPOUTb NapameTpsl
WHBEHTap13aLum CETH, TAKME KaK: COXpaHeHue GuNbTPOB, COXpaHEHUE NOCNeHErO
NMPOCMOTPEHHOIO MECTOMOJIOXKEHUS, CO3JIaHME U yNPaBIieHUe 3ar1aHUPOBaHHbIMU
npaBuiaMu yaneHusi HeMCNosb3yeMbiX BUPTYasibHbIX MaLUUH.

HacTpoiiku o6beguHeHbl B criegytoLume pasgernbl:
« HacTpoliku uHBeHTapusaLum cetu

o ABTOHOMHOE yfasieHne MalluuH

6.9.1. HacTpoiikn uHBeHTapu3aLum cetun
B pasaene HacTpoliku MHBeHTapu3aLum ceTu JOCTYMNHbI CllieAytoLwme napameTpbl:

o CoxpaHuTb pUNbTPbl UHBEHTaPU3aLUU ceTn. YCTaHOBUTE 3TOT (h/1aXKOK, YTOObI
COXpaHuTb Bawu GunbTpbl Ha cTpaHuLe CeTb Mexay ceaHcamu Control Center.
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« 3anoMHUTb NocnegHee NPOCMOTPEHHOE MECTOMOJIOXKEHUE B UHBEHTapu3aLum
cetn (Network Inventory), noka s He Bbiily U3 CUCTEMbI. YCTaHOBUTE 3TOT
bnaXKoK, 4To6bl COXpaHWUTbL Moc/ieaHee MEeCTOMOJIOXKEHNE, K KOTOPOMY Bbl
o6palianucb Npu BbiXxoge CO CTpaHuubl CeTb. MecTononoxeHue Mexay
CECCUSIMMU He COXpaHsieTCs.

. MWsberaitTe pybnupoBaHus KNOHUPOBAHHbIX KOHEYHbIX TOYeK. BbibepuTe 3Ty
onuuIo, YTO6bI BKJIKOYMTb HOBbLIN TUM ceTeBbiX 06beKTOB B GravityZone,
Ha3blBaeMbIX 30/10TbIMM 06pa3oM. TakuM 06pas3oM, Bbl MOXKETE passimyaTtb
UCXOAHble KOHEYHble TOYKM OT MX KJIOHOB. [lanee He06X0AMMO MOMETUTb
KaXKAyH KOHEYHYIO TOYKY, KOTOPYHO Bbl KIIOHUPYETE, CReayrowmm 06pa3om:;

1. TMepengute B pasgen CeTb.
2. Bbi6epuTe KOHEYHYO TOUKY, KOTOPYHO Bbl XOTUTE KIIOHUPOBATb.

3. B KOHTEKCTHOM MeHto BblbepuTe MoMeTuTb Kak 30n0Toe n3o6bparkeHue.

6.9.2. ABTOHOMHOE yjaneHme MaLimH

B pasgene OuncTka aBTOHOMHbIX KOMMbIOTEPOB Bbl MOXeTe 3arJilaHMpoBaTb
npaBusia aBToMaTU4eCKOro yaasieHUAa HEUCMNoJib3yeMbiX BUPTYasibHbIX MalLWH N3
MHBEHTapu3aunm ceTun.

Tasks Offline machines cleanup

Risk Management Configure rules to automatically delete unused virtual machines from the Network Inventory and clear their license seats.

Policies + Add e

Assignment Rules Rule name Offine for WMachines name Location Deleted(last 24h State
Reports

Quarantine

Rule 3 66 days Custom Groups 0 machines O
Accounts

Rule 4 78 days Custom Groups 0 machines
User Actiity v P

System Status
Configuration

HacTpoiiku - HacTpoiku ceTu - ABTOHOMHOE Y anieHue MalunH
CospaHue npaBun
ﬂ,J'IFI co3faHuaA npasuna yganeHus:

1. B pasgene ABTOHOMHas y6opKa MaLUMH HAXKMUTE KHOMKY Jlo6aBuTb NpaBuo.

2. Ha cTpaHuue KoHdurypauuu:
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a. Beegute umsa npasuna.

b. Bb|6ep|/|Te 4yac ond exxegHeBHOro yaaneHua.

c. OnpepenuTe KpUTEPUU YAANEHUS:

KonnyecTBo gHel, B TeUeHNe KOTOPbIX MaLUUHbI 6bliM OTKIIOYEHbI (OT
1 go 90).

LLIa6bnoH MMEHM, KOTOPbIN MOXET NPUMEHATLCA K OAHOW BUPTYasibHOM
MalLMHE UM K HECKONIbKUM BUPTYanbHbIM MaLlUMHaM.

Hanpumep, ucnonbsyinte machine 1 , 4To6bl yAanuTb MalluHy C
3TUM MMeHeM. JIn6o pobaBbTe machine * , 4yTObbI yAanuTb BCe
MalLLWHbI, UMS KOTOPbIX HaYMHaeTCs ¢ machine

970 none 4YyBCTBUTENIbHO K PErucTpy v npuHMMaeT TOJIbKO OYKBbI,

undpbl 1 cneumanbHble CMMBOJbI 3Be3a04Ka (*), nogyepkuBaHue () u
peduc (-). IMa He MOXXET HauMHATLCA CO 3BE3[0YKM (¥).

d. Bbl6€pI/ITe uenesble rpynnbl KOHEYHbIX TOYEK B MHBeHTapMSBLWIVI cety,rpe
NMPUMEHUTDL MNMpaBUJIO.

3. Haxxmute CoxpaHuUTb.

MpocMoTp ¥ ynpaBneHue npaBunammu

B paspene Hactpoiikmn ceTn > O4ncTKa aBTOHOMHbIX KOMMNbIOTEPOB OTO6PaXKatoTCs
BCe CO3faHHble BaMu NpaBuna. BeigeneHHas Tabnvua cofep>XUT CReayroLLyo
uHbopmMaumio:

msa npasuna.

KonnuyecTtBo gHen, npoweawmnx ¢ Tex nop, Kak MallnHbl OTKNHOYUJTUCD.

LLIa6noHbl UMEH MaLLWH.

PacnonoxeHue B MHBEHTapu3auunm ceTun.

KonnyecTtBo yAaneHHbIX MallnH 3a nocnegHune 24 yaca.

CocTofiHME: BKJTHOYEHO, OTKJIOYEHO MK HeAeVICTBMTeﬂbHO.

MpumeyaHune

I'Ipanu'lo ABndeTcA He}J,eVICTBVITeJ'IbeIM, ecnuuenu 6oblle He ﬂeVICTBVITeﬂbeI
no onpepaesieHHbIM NMPpUYNHaM. Hanpmmep, BUpTYyasbHbl€ MaLlLUUHbI 6b1n yaoaneHbl
nnny Bac 60JblUe HET K HUM AocTyna.
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BHOBb CO3/1aHHOE NPaBKJIO BKJTKOYEHO MO YMOJYaHUIo. Bbl MoXeTe B Nito60e Bpems
BKJIlOYaTb W OTK/OYATb MpaBuia, UCMoJb3ya nepeknovatens «Bkn/Bbikn» B
cTosnbLie CocTosiHue.

Mpu Heo6X0AMMOCTM MCNONb3YyNTe NnapameTpbl COPTUPOBKU U GUNbTpaLun B
BepXHel YacTu Tabnuubl, YTO6bl HANTU KOHKPETHbLIE NPaBUna.

YT106bI UI3MEHUTL NPABUIIO:

1. HaxmuTe Ha HasBaHue nNpasuna.

2. Ha cTpaHuue KoHGUrypauuv pepakTupynte getanu npasuna.

3. Haxmute CoxpaHUTb.

YT06bI YAAaNUTb OAHO UM HECKOJIbKO MpaBui:

1. Wcnonb3aynTe dnaxku, 4Tobbl BbIGPaTb OAHO UM HECKOMBbKO MpaBuil.

2. Haxmute KHOMKY YAanuTb B BEPXHEN YacTu Tabnuubl.

6.10. KoHdurypauusa HacTpoek Security Server

Security Server ucnonb3yeT CBON MexaHWU3M K3LUMPOBaHWUA ANA AeayrnaMKauum
CKaHUpPOBaHWUS NPOTUB 3/I0BPelHbIX AeACTBUIN, ONTUMU3UPYSA AaHHbIA NpoLecc.
ONTUMKU3aALMA CKaHUPOBaHWA NpeAHa3HauyeHa ANa pasfenieHus Kala ¢ Apyrum
Security Server

CoBMeCTHOe WCMOoJIb30BaHMe Kalla paboTaeT TOJIbKO MeXAYy OAHOTUMHbIMM
Security Servers. Hanpumep,Security Server MynbTtunnatdopma 6yaeT pa3genaTb
K3l nuwb ¢ Security Server MynbTunnatdopmoit n He ¢ Security Server anst NSX.

OcyuiecTBneHue pasfeneHuns KaLwa:
1. Mepengute k KoHdurypauum > Security Server HaCTPOMKMN CTPaHULLbl
2. Select the Security Server Cache Sharing check box.
3. BblbepeTe AnanasoH pasgesieHus:
. [JocTtynHo ans Security Server

PekoMeHAayeTCcsa UCMoMb30BaTb AaHHYH GYHKLMIO, ecnv BceSecurity Server
HaxoAATCA B OHON CETMU.

. Security Server gocTyneH B cnucke 3agau.
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Mcnonb3yiTe faHHyo GyHKUMIO, Koraa Security Server pacnpocTpaHsieTcs
Ha psg paboT B ceTW, U paspeneHne Kalla MOXET Crnoco6CcTBOBaATb
60/1bLLIOMY 06beMy Tpaduka.

4. Tlpn orpaHuyeHun auanasoHa cosganTte rpynny Security Server BbibepeTe
Security Server n3 packpbliBatoLerocsi cnmcka n Haxxmurte Add.

JnweSecurity Serverns Tabnuubl 6yfeT 3aHUMATbCH pasfefieHueM CBOEro
KaLwa.

MpumeyaHune
Security Server pgnsi NSX-T u NSX-V o6MeHa AaHHbIX K3lla TONbKO B OAHOM
cepBepe vCenter.

5. HaxmuTte CoxpaHUTb.

6.11. ducnetyep yyeTHbix AaHHbIX (Credentials Manager)

OucneTyep y4yeTHbIX AAHHbIX MOMOXET BaM OMpefeNiMTb YYeTHble AaHHble,
Heo6xoauMble AJisi AOCTyNa K UMetowmnmcesa pecypcam vCenter Server, a Takxe
ANs yAaneHHoW ayTeHTUGUKALMM B Pa3MYHbIX OnepaLMoHHbIX CUCTEMaxX Ballei
ceTu.

YT1obbI OTKPbITb AUCNeT4Yep y4YeTHbIX AaHHbIX, HAXXMUTE Ha UMA NOJIb30OBaTeNIA B
npaBoOM BEPXHEM Yyrny CTpaHulbl N Bbl6epI/ITe ﬂucnequp Y4YeTHbIX AaHHbIX.

Welcome, Admin

My Account b
Credentials Manager -“
Logout

MeHto aucnertyepa y4eTHbIX AaHHbIX

OkHO ﬂucnewep Y4YEeTHbIX AaHHbIX COAEPXUT ABE BKJIAAKU!
. OI'IepaLWIOHHaFI cucrtema

. BupTtyanbHas cpena
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6.11.1. OnepayunoHHas cuctema

Ha Bknagke Operating System, Bbl MOXXeTe ynpaBJiATb YY€THbIMU OaHHbIMU
agMUHUCTpPAaTOpa, HeO6XO,EI,I/IMbIMVI ana yAaﬂeHHOIZ ayTEHTMq)VIKaLLI/IM BO BpemMsA
YCTaAHOBKMU, OTNpaBkKu 3agad and KOMNbOTEPOB N BUPTYaJibHbIX MalUUH B Ballien
CceTu.

YT06bI £,06aBUTb HAGOP YYETHbIX faHHbIX:

Bitdefender

GravityZone Welcome, admin v

Dashboard

Operating System  Virtual Environment

Network
Credentials
Packages
Tasks
Policies . .
User Password Description Action

Assignation Rules =
9 wmin e ®
Reports

Quarantine

[ucneTyep yyeTHbIx faHHbIx (Credentials Manager)

1. BBeguTe UMSA Nosib3oBaTess U NapoJsib yLIETHOVI 3anncn agMnHUCTpaTopa ana
KaXka,oMm Tpe6yeM017| OI'IepaLI,VIOHHOﬁ CUCTEMbI B COOTBETCTBYHOLWMUX NMONAX B
BerHeVI yacTu Hag, 3aroJ/IoBKOM Tabnuupl. [Mpn xenaHuu, Bbl MOXeTe [06aBUTb
onncaHue, KOTopoe NoMoXXKeT BaM MNpotLle onpenenntb KaXkabIn akkayHT. Ecnu
KOMMbKOTEPbI HAaXoAATCA B AOMEHEe, AOCTAaTOYHO BBECTU yYeTHble AaHHble
adMUHUCTpaTOopa AOMEHa.

Wcnonb3ayiiTe npaBuna nmeHoBaHua Windows npu BBoAe MMEHU y4YeTHOM
3anucu:

« [Ona mawuH u3 cnyxébl kaTanoroB Active Directory ucnonbsyinte
ClefyoLWNA CUHTAKCUC: username@domain.com U domain\username.

Y106bI 6bITH YBE€PEHHbIM, YTO BBEJ€HHbI€ Y4YE€THbIE flJaHHbIE 6y}1yT pa6OTaTb,
nob6aBbTe nx B obounx Buaax (username@domain .com n

domain\username).

« [nAa MawuH n“3 paboyen rpynnbl JOCTAaTOYHO BBECTU TOJIbKO WUMS
nonb3oBaTensi 6e3 MMeHU paboyen rpynnbl.
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2. Haxmute kHonky @ [lo6aBUTb B BepxHeW 4yacTu Tabnuubl. HoBbin Habop
YYeTHbIX AaHHbIX 6yAeT f06aBfieH B Tabnmuy.

Mpumevanue

Ecnv Bbl He ykasanu yyeTHble faHHble, BaM 6yAeT HE06X0ANMO BBECTM UX MpK
3anycke 3ajjauM YCTaAHOBKWU. YKasaHHble YYeTHble [aHHble aBTOMaTU4YecKu
COXPaHAITCSA B AUCNETYEPE YYETHbIX AaHHbIX, TaK YTO BaM He NpuaeTcs BBOAUTb
WX B CregyroLLmmi pas.

6.11.2. BuptyanbHas cpepa

Ha Bknagke Virtual Environment Bbl MOXeTe ynpaenAaTb Y4€THbIMU AaHHBbIMW ONA
AOCTYNMHbIX BUPTYalibHbIX CEPBEPHbIX CUCTEM.

[nsa poctyna K BUpTYyanbHon MHGpacTpyKType, MHTerpupoBaHHow ¢ Control Center,
Bbl JO/MKHbI YKa3aTb CBOU YYETHbIE laHHble 4151 KaXXA0MN [OCTYMHOW cepBEpHON
cuctemsbl. Control Center ucnonb3yeT BallmM yUYeTHbIE aHHbIe 4715l MOAKITHOYEHUS
K BUPTyanbHON MHPPaCTPYKTYpe, 0TOBpaXkasi TOJIbKO Te PeCYpChbl, K KOTOPbIM Y
Bac ecTb A0CTYn (3agaeTcs Ha BUPTYaslbHOM CepBepe).

YTo6bl 3afaTb Y4yeTHble JaHHble, Heo6xoAuWMble AN MNOAKIIOYEHUA K
BMPTYyaslbHOMY CepBepy:
1. Bbi6epuTe cepBep U3 COOTBETCTBYHOLLENO MEHHO.

Mpumeyanue
Ecnu meHto HeAOCTYNHO, 3HaYUT UHTEerpauua ele He 6blna BbIMNOSIHEHA UK BCe
HeO6X0,E|,MMbIe y4yeTHble AaHHble Y)Xe HAaCTPOEHbI.

2. BBeguTe MMsA nosib3oBaTesis, Naposib U NOAX0oAsALLEee on1caHue.

3. HaxmuTte kHonky & [lo6aBUTb. HOBbIN HAG0OP y4eTHbIX AaHHbIX 6yAeT fobaBneH
B Tabnmyy.

@ Mpumeyanue

Ecnun Bbl He HaCTpPOWJIN y4YeTHble AaHHble B AaucneT4yepe y4eTHbIX AaHHbIX, BaM
6y,qu HeO6XO,D,VIMO BBECTU UX, Koraa Bbl 6yp,eTe NbITaTbCA NPOCMOTPETL PECYPChbI
no6oit BUPTYanns3oBaHHOW CepBepHOW CUCTeMbl. EAMHOXAbI BBeAA Ballu
y4yeTHble AaHHble, OHU 6yﬂ,yT COXpaHeHbl B BalWleM MeHeaXXepe Y4YeTHbIX AaHHbIX
M BaM He nNpuaetca BBOANTbL UX NOBTOPHO B p,eanelhu.leM.
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Ba)xHo
Bcsikui pas, korga Bbl MU3MeHsieTe CBOW Naposib Nosib3oBaTeNsi BUPTyanbHOMoO
cepBepa, He 336yane TakKXXe 06HOBUTb ero B auncnetyepe y4eTHbIX AaHHbIX.

6.11.3. YaaneHue yyeTHbIX aHHbIX U3 JucreTyepa YYeTHbIX JaHHbIX
YT106bI YAanUTb yCTapeBLNe y4eTHble AaHHble N3 Aucnetyepa y4eTHbIX AaHHbIX:

1. HaxmuTe Ha CTpOKY Tabnuubl, coaepxallyr ydyeTHble AaHHble, KOTOPbl€e Bbl
XOTUTEe yaannTb.

2. Haxmute KHoMKy © YaanuTb C NpaBoi CTOPOHbI COOTBETCTBYIOLLEN CTPOKM
Tabnmubl. BbibpaHHbIN akkayHT 6yaeT yaaneH.
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7. NOJIMTUKN BE3OMACHOCTW (SECURITY POLICIES)

Mocne yctaHoBkY, 3awmTta Bitdefender MoxkeT 6bITb HacTpoeHa M ynpaBnATbLCA
n3 Control Center ¢ noMoLbl0 NONNTUK Be3onacHocTu. MonuTuka onpepensiet
napameTpbl 6€30MacHOCTM, KOTOPbIE AOMKHbI MPUMEHATLCA K ONpeAeneHHbIM
06BbEKTaM CETEBOM0 COAEPXMMOTO (KOMMbIOTEPbI, BUPTYalibHble MaLUWHbI WX
MOG6UJIbHbIE YCTPOWCTRA).

Cpasy e nocrne ycTaHOBKM, 06beKTaM MHBEHTapM3aLuumn ceTu NpucBanBaroTCs
NOJIMTUKM MO YMOJIYAHUIO, KOTOpble MpeABapuUTeNibHO CKOH(UrypupoBaHbl C
pPEKOMEHA,0BaHHBbIMWN HAaCTpOMKaMu 3awmThl. [pu ycnoBun, 4To MHTErpauus ¢
NSX BKkntoUYeHa, M0 YMOMYaHUIO AOCTYMHO eLle TPU NOSIUTUKN 6E30NAaCHOCTU ANA
NSX, no ofgHOW st KaXKA0ro ypoBHSi 6e30NaCHOCTU: peKOMeHAYEMbIN, HOPMasbHbIN
W WHTEHCMBHbIA. 3TW npaBuna NpeaBapuUTENbHO CKOHGUIypupoBaHbl C
peKoMeHAyeMbIMU MapaMeTpamMu 3aLnTbl. Bbl HE MOXXeTe USMEHUTb NN yAanuTb
NOJSINTUKM MO YMOJTYAHMUIO.

Bbl MOXeTe co3faTb CTOJIbKO MOJSIMTUK, CKONbKO BaM HY>XHO, Ha OCHOBE€ TpE6OBaHVIVI
6€30MacHOCTH A4J1A KaXAoro Tvna ynpaBnaemMmoro 06beKTa CeTu.

BoT TO, UTO Bam HY>XHO 3HaTb O NMOJINTUKAX:

« [llonnutukn cospatoTcs Ha cTpaHuue MOAUTUKM M Ha3HA4alTCHA CeTEBbIM
o6bekTam B pasgene CeTb.

« [lonnTukM MoOryT HacnegoBaTb HEKOTOpble HAaCTPOWKM MoAyJien U3 ApYyrux
NOJSINTUK.

« Bbl MOXeTe HacTpoWUTb HasHaYeHWe MOJIMTUK AJIA KOHEUYHbIX TOYEK TaKUM
06pasoM, YTO MOJIUTMKA CMOXET NMPUMEHSTLCA TOJNIbKO NMPU onpefesieHHbIX
YCJIOBUSAX - HA OCHOBaHWM MECTOMOJIOXEHUS UMM 3allefLlero nofb3oBaTersi.
TaknM 06pa3oM, KOHeUYHast TOUKA MOXKET MMEeTb 60J1blUe HasHaYaeMbIX NOSIUTUK.

« KOHeuHble TOYKM MOTYT UMETb OAHY aKTUBHYIO MOJSIUTUKY OJIHOBPEMEHHO.

« BblI MOXeTe HazHauYUTb MOJIMTUKY OTAE/bHbIM KOHEYHbIM TOUYKaM WK rpyrnam
KOHEYHbIX ToYeK. [p1 HasHaYeHUN NMONIMTUKM TaKXKe AOMKHbI 6bITb ONpefAesieHbl
napamMeTpbl HacNefoBaHWA NOUTMKK. [0 YMONYaHUIO KaXkas KOHeYHas Touka
HacneflyeT NoJIMTUKY pOAUTENBbCKOW FPYNMbl.

o [MonnTukn oTnpaBnAlTCA 06beKTaM CeTM cpasy Mocie UX CO3AaHUS UMK
Moaudukaumu. HacTpoiku 6yayT NpuMeHeHbl K 06beKTaM CETU MeHee, YeM
3a MUHYTY (MpW YCNOBUK, YTO OHM OHMAlH). ECnM 06bEKT CETU He OHNaiH,
HaCTPOMNKM 6yayT NPUMEHEHbI KaK TOJIbKO OH CTaHeT OHJIaiiH.

« [MonnTuka NpUMeHsIeTCA TONbKO K YCTAaHOBJIEHHBIM MOAY/IAM 3alUUTbI.

« Ctpanuua MonnuTukm oTobpaxkaeT TOJIbKO CreaytoLliue BUabl NOJIMTUK:
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— TonUTUKM, CO3AaHHbIE BaMW.

- [pyrve nonutuky (Hanpumep, NOAUTUKM NO YMOSTYAHUIO UMW LLAGOHBI,
CO3AaHHble APYrMMU NoJb30BaTesNIAMM), KOTOPbIe Ha3HAYaTCA KOHEYHbIM
TOYKaM Mog Ballen Y4eTHOMN 3anucbHo.

. Bbl He MoxeTe peaakTMpoBaTb MOJIMTUKK, CO3AaHHble  APYrUMM
nonb3oBaTenaMm (ecnv BnagaenbLibl NOJIMTUK HE MO3BOJISAKOT 3TOMO B HACTPOMKAX
NOSIMTUKK), HO Bbl MOXETe OTMEHWUTb WX, Ha3HauMB TpebyeMbliM 06bekTaM
VHYIO MOJINTUKY.

MpepynpexpaeHune

Tonbko nogaepXxueaemblie MoAynn NOJIMTUK 6y/.'|,yT NMPUMEHATLCA K TpeﬁyEMbIM
KOHEeYHbIM TOYKaM.

ﬂo>Kany|71CTa, 06paTVITe BHUMaHUe, 4TO TOJIbKO MOAYJIb 3alUTbl OT BPE€AOHOCHbIX
nporpamMm noanep>XxmBaetca cepBepHbIMU onepaynoHHbIMU CUCTEMaMN.

7.1. YnpaBneHue nonuTuKamm

Bbl MOXeTe npocMaTpuBaTb U ynpaBJiATb NOJINTUKaMU Ha CTpaHuue Monutukm.

Bitdefender

2 v .
e Computers and Virtual Machines Welcome, Admin

Dashboard Add (&) Clone P %) Set as default (=) Delete Refresh
Network Policy name Created by Modified on Targets Applied Pending

Packages

Tasks Default policy (default) adnin L 194452
Policies
Reports

Quarantine

CTpaHuua nonnTuk

KaXkgbIln TUN KOHEYHOW TOYKN UMEET onpeeneHHblie napaMeTpbl NOAUTUK. ns
yrnpaBfieHUsa NONUTUKAMMU, Bbl LOMKHbI CHayana BblopaTb TUM KOHEYHOW TOYKU
(KomnbloTepbl 1 BUPTYasibHble MalWUHbI UM Mo6unbHble yCTPOWUCTBA) U3 MEHHO
BUOOB cCeTeln.

CyuwiecTBylowue NonnTUKN 0To6pasaTcs B Tabnmue. Mo KaXaon NosMTuke Bbl
MOXXeTe NMOCMOTpPETh!

« WNmMsa nonntuku.
. [Monb3oBaTtens, KOTOPbIA cO34aN NOJINTUKY.

. ,EI,aTy 1 BpeM4d nocrnegHero usMeHeHns noJInTUKK.

Monutukm 6e3onacHocTy (Security Policies) 238



Bitdefender Grawt\/Zome

unfollow the traditional

o KonunyecTtBo 061LEKTOB, KOTOpPbIM HasHayeHa noanTuka.*

o KonunyecTBo ycTpONCTB, Ha KOTOPLIX MONIMTMKA 6bisla MPUMeEHeHa / B poLecce
BbIMOJIHEHUA. ¥

Onsa nonutuk ¢ BKAOYeHHbIM MoayneM NSX, gocTynHa JonofHUTenbHasi
nHbopmMauus:

« Wmsa nonutuku NSX ncnonbsyetcs ansa naeHTudmkaumm nonutuku Bitdefender
B VMware VSphere.

« BuaumocTb NOAUTUKKM B KOHCONM yNpaB/ieHus No3BonsieT BaM GuUnbTpoBaTb
nonmTuky ans NSX. Takum o6pa3om, eciiv NoSIMTUKM JToKanbHble BUHbI TONbKO
BBitdefender Control Center, To nonutukn MobanbHble TakXe BUAHbI U B
VMware NSX.

OTu peTanu cKpbITbl MO YMOJTYaHUIO.
[Ona petanbHOW HACTPOMKU MOSIMTUKK, OTOBpaxaeMown B TabnmLe:

1. HaxmuTe kHonky |l KonoHku cnpaBa oT [NaHenb AencTBum

2. Bbibepute cTON6LbI, KOTOPbIE Bbl XOTUTE OTOOPA3UTh.

3. Haxmwnte kHonky BoccTaHOBUTb, UTOObl BEpHYTbCS K Buay CTON6LOB MO
yMonyaHuio.

* [pu HaxxaTum Ha umbpy NpousonaeT nepeHanpasneHue Ha cTpaHuuy Network,
roe Bbl MOXETe MPOCMOTPETb COOTBETCTBYIOLLNE KOHEYHbIE TOUKU. Bam 6yneT
npeasioXeHo BbIGpaTh BUA ceTU. ITO AeACTBUE co3facT GUIbTP C NMOMOLLbIO
KpPUTEPUEB MOJIMTUKM.

Bbl MOXeTe CopTupoBaTb AOCTYMHbIE NOJINTUKN, @ TaKXKe OCYLLECTBNIATb NOUCK
OI'IpEﬂ,EJ'IEHHOVI NOJINTUKK, NCNONb3YA AOCTYMHbIE KPUTEPUN.

7.1.1. Co3paHue NonuTUK

Bbl MoxeTe cospaBaTb MOMAUTUKU NU60 NyTeM [06GaBNEHUS HOBOW Wu
Ly6npoBaHus (KNOHUPOBAHUS) CYLLLECTBYHOLLLEN MOJNIMTUKH.

[nsa cospaHust NoNAMTUKNM 6€30NacHOCTHU:

1. Mepengute Ha cTpaHuuy MonuTukm.

2. Bbibepute Tpebyembii TUM KOHEYHOM TOUYKM N3 MEHIO BUOB CETEN.
3. BbibepuTe cnocob co3gaHust NoANTUKN:

« J06aBUTb HOBYIO MOJIUTUKY.
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— HaxXmuTe KHoMnKy * [l06aBUTb B BEpXHEN YacTy Tabnmubl. ITa KOMaHaa
CO34aeT HOBYHO MOJIMTUKY, HAUMHASA C LIABIOHA MOSIMTUKU MO YMOSHAHUIO,

. KonupoBatb cyuwiecTByloLLME NONUTUKK.
a. YcTaHoBUTe (hriaXKoK Ha NMOIUTUKE, KOTOPYHO Bbl XOTUTE NPOAY6IMpPoBaTh.
b. HaxmwuTe kHonky @ KonupoBaTb B BepXHel 4acTu Tabnuubl.

HacTpoiTe napamMeTpbl MOAWMTUKW. [N nonydvyeHuss 6osiee noapo6HoOM
MHdopMaLuK, obpaTUTECH K:

o «[MONUTUKN KOMMBIOTEPOB U BUPTYasbHbIX MaLuH» (p. 254)
o «[MOAUTUKN MOBUNBHBIX YCTPONCTB» (p. 425)

Haxmute COXpaHMTb, YTOObI Cc0o34aTb NOJIMTUKY N BEPHYTbCA K CMNCKY NOJINTUK.

Mpu onpepeneHun MNOAUTUKU OIS Ucnonb3oBaHusas B VMware NSX, nomumo
HaCTPOVKM NapaMeTPOoB 3alLMTbl OT BPeAOHOCHbIX NporpaMm B GravityZone Control
Center, Takxe He06X0ANMMO co3aaTh NOMTUKY B NSX, TeM caMbIM fjaB ey MOHATb
ncnonb3oBaTb NONMTUKM GravityZone B KayecTBe Npodus cny>ébl. [1ns cosaaHns
nonutukm 6esonacHocTn NSX:

1.
2.

Bonaute B Be6-kMeHT vSphere.

Mepenante Ha BKkNagky CeTb & be3sonacHocTb > CepBucHbii KomnosuTtop >
Monutukm 6e3onacHOCTM.

HaxkmuTe Ha KHoMKy Co3gaThb NOIMTUKY 6€30MacHOCTU B BEPXHEN YacTu NaHeu
MHCTPYMEHTOB Tabnuubl NOAMTUK. [10ABUTCS OKHO KOHDUrypaumm.

BBepguTe nMA NONUTUKN N HAXKMUTe KHOMKY [anee.
[Mpu >xenaHuu Bbl MOXeTe Takxe [06aBUTb KpaTKoe onncaHume.

HaxxmuTe kHonKy [lo6aBMTb rocTeBYIO CNy)XX6Y camoaHanu3sa B BEpPXHEN YacTu
Tabnuubl. OTKpoeTcs OKHO KOH(Urypauum cnyxo6bl Guest Introspection.

BBeguTe UMs 1 onnucaHune Cryx6bl.

OcTaBbTe BbiOpaHHOE AeCTBME MO YMOYaHUIO, YTO6bI No3BonnTb Bitdefender
NPUMEHNTb NPoduIIb CNYXO6bI K rpynne 6e30MacHOCTMU.

M3 meHio HasBaHue cepBuca Bbi6epute Bitdefender.

N3 MeHo CepBUCHbIN npodunb BbibepuUTe CYLLECTBYIOLLYIO MONUTUKY
GravityZone.

10. OcTaBbTe 3Ha4Ye€HUA MO YMOJI4aHUKO B onNumnax CocTosiHMe " anHyAMTe.ﬂbHO.
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Mpumeyanue
Ona nonyyeHuss OOMOSIHUTENbHOM WMHGOpPMaUMM O MapameTpax MOJIMTUKK
6e3onacHocTH, obpaTuTeck K gokymeHTauum no VMware NSX.

11. HaxkmuTe OK, 4T06bI 06aBUTbL CNYX6Y.

12. Haxkumante [lanee 0 NOCNeAHEroO LWara, a 3aTeM HaXXKMUTE KHOMKY 3aBepLUmnTb.

7.1.2. HazHayeHune NONUTUK

KoHeYHbIM TOYKaM nepBoHa4vaJibHO Ha3Ha4YeHa NoJINTUKa Nno yMoJ14aHUto. Mocne
TOro, Kak Bbl cosaain HeO6XO,E|,MMy}0 NMOJINTUKY Ha CTpaHuue Policies, Bbl MOXeTe
Ha3Ha4YnUTb ee KOHeYHbIM TOYKaM.

MNpouecc HasHayeHWs NOAMTMKM 3aBUCUT OT PasfiMUHbIX Cpef C KOTOPbIMM
uHTerpupoBaH GravityZone. [1nsl HEKOTOPbIX MHTErpUPOBaHHbIX Cpefl, TakuX Kak
VMware NSX, nonutuky ocTynHbl 3a npegenamu GravityZone Control Center. OHu
TakKXe OTHOCATCA K BHELUHUM MOJSIMTUKAM.

Ha3sHayeHune noKanbHbIX NOAUTUK
Bbl MOXKeTe HasHauuTb JIOKalbHYH MOJINTUKY OABYMA cnocob6amu:

. HasHauyeHve Ha ocHOBe yCTPONCTBA, 03HAYAET PYYHOM BbIGOP KOHEYHbIX TOYEK,
KOTOPbIM Bbl HasHauuWTe MONMUTMKY. ITW MOJUTUKU TaKXKe U3BECTHbI, Kak
MOSIMTUKU YCTPOMUCTB.

. HasHayeHme Ha ocHOBe npaBus, O3Ha4yaeT, YTO MOJMTUKA Ha3HayaeTcs
ynpaBfiieMon KOHEYHOW TOYKE, CETEBbIE HACTPONKM KOTOPOWN COOTBETCTBYHOT
3afaHHbIM YCNOBUAM CYLLECTBYHOLLErO NpaBusia NPUCBOEHUS.

@ Mpumeyanue

« Bbl MOXeTe HasHauYuTb TOJIbKO T€ MOJINTUKM, KOTOpble 6binn CO3[4aHbl BaMW.
YT06bl HA3HAYUTb NOJINTUKY, CO3AAHHYIO APYIM MOoJib30BaTeNeM, Bbl AOJDKHbI
€e CHa4dana KJIOHUpoBaTb B pasaene Monutukm.

o Ha BUpTyanbHbIX MalUMHaX, 3alMLLEeHHbIX TObKo HVI, Bbl MOXeTe Ha3HavyaTb
TONbKO MOJSIMTUKM YCTPOMCTB. Ecnm Ha HMX Takxke ycTtaHoBrneH Bitdefender
Endpoint Security Tools, Bbl Tak)Xe MOXeTe HasHayaTb MONIMTUKU Ha OCHOBE
npasuJI, B TaKOM CJlyyae areHT 6e30MacHOCTM yrpaBsieT akTUBaLMe NOIUTUKH.
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Mpumeyanmne
Mogaynb HVI MoXeT 6bITb AOCTYNEH ANA Ballero peweHnst GravityZone ¢
OTAENbHbIM JIMLEH3NOHHBIM KIHOYOM.

HasHaueHue NonuTUK ycTpoicTB

B GravityZone MOXXHO Ha3Ha4yaTb NOJIMTUKN HECKONBbKUMU cnocobamMu:
« HasHauutb NOJINTUKY HENOCPeACTBEHHO Ha LeJlb.

« HasHauutb NONNTUKY pOD,VITeJ'IbCKOI‘/II rpynnbl Yepes3 HacnegoBaHue.
. anIHyn,VITeJ'IbHOG HacneagoBaHue NMNOJIMTUKN.

Mo yMonuaHuio Kaxkas KOHeYyHas To4Ka UM rpynmna KOHEeYHbIX TOYeK HacneayeT
MOSIMTUKY POAMTENbCKOW rpynnbl. ECnv Bbl U3BMEHUTE NONUTUKY POAUTENbCKON
rpynnbl, 6yAyT 3aTPOHYTbI BCE MOTOMKMW 3TOMN FPYNMbl, KPOME TeX, Y KOTOPbIX eCTb
NpUHYAUTENbHas MONIUTHKA.

YT06bI HA3HAYNTb NOSIMTUKY YCTPOUCTBA:
1. lMepengute B pasgen CeTb.
2. Bbi6epute HyXXHbIV BUA, CETU U3 MEHIO BU0B CETEN.

3. BbibepuTe LieneBble KOHEYHbIE TOUYKU Bbl MOXKeTe BbIGpaTh 0AHY ST HECKOJIbKO
KOHEYHbIX TOUYEK WU FPYrM KOHEYHbIX TOYEK.

s uenei HacnefoBaHUA Bbl HE MOXETE USMEHUTb NOJIMTUKY KOPHEBOWA FpynMbl
no ymonyauuto. Hanpumep, KomnbloTepbl 1 BUpTYanbHble MalUWHbI BCerga
6yAayT UMeTb HasHayeHHYo MONAUTUKY N0 YMONYaHUIO.

4. HakMuTe KHoMKy & HasHauMTb MOJIMTUKY B BEPXHEN YacTu paboyen o6nacTy
Unu Bbi6epuTe NapameTp Ha3HAYMTb MOSIMTUKY B KOHTEKCTHOM MEHIO.

CTpaHVILl,a HasHauyeHue NoNNTUKKN OTOGpB)K&ETCFlZ
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Policy Assignment X
Options

© Assign the following policy template Default policy

Inherit from above

Force policy inheritance for objects
Targets

Entity Policy Inherited from

Computers and Groups Default policy admin

Page 1 of 1 20 M 1items

HasHauyeHue NonnTuK

5. TMpoBepbTe TabnuLy € LieNIeBbIMU KOHEYHBIMWU TOYKaMW. 111 KaXK 4,01 KOHEYHOM
TOYKM Bbl MOXETe MPOCMOTPETb:

« HasHauyeHHada nonuTuka.

. PopauTenbckas rpynna, oT KOTOPOA LiesieBon 06beKT HacneayeT NoTHKY.

Ecnu rpynna npMMeHSAeT NosIMTUKY, Bbl MOXKETE LLENIKHYTh Ha €€ MMS, UTOO6bI
NpPOCMOTpPeTh CTpaHuLy HasHauyeHMe NOAMTMKK C 3TOW FPynnoi B KauecTBe
Lenu.

. CTaTyC NCMOJIHEHMUA.

LaHHbIN CTaTyC NoKasblBaeT, NPUHY>XXAAEeT iU AlaHHadA rpynna HacnegoBaHue
NOJINTUK AO0YEPHUM TrpynnamMm, nM6o cama siBnsieTcs I'IpVIHy»(,D,GEMOVI.

O6paTuTe BHUMaHWe Ha LeNnn C MNPUHYAUTENbHOW MnonmMTukon (ctaTtyc
MpuHyaUTenbHO ). [laHHble NONIMTUKM 3aMeHUTb HeNlb3s. B Takom cryyae
oTo6paxkaeTcs npefynpexaeHue.

6. Bcnydyae npeaynpexpaeHus HAXXMUTE Ha CCbINKY UCKNIOUNTb 3TU LieNn, YTOo6bI
NPOAOIIKUTD.
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7. Bbl6epMTe OAWH N3 AOCTYNHbIX BapnaHTOB Ha3Ha4YeHNA NOJINTUKK!

. HasHaubTe CHEAYIOI.I.I,Mﬁ WA6MOH MOJIMTUKKU- HA3HAUUTb KOHKPETHYIO
NOJINTUKY HENOCPeACTBEHHO KOHEYHbIM TOYKaM.

. Hacnepoeatb no y6biBaHMIO - MCMONb30BaTh MOSUTUKY POAUTENLCKOM
rpynnbi.

8. Ecnu Bbl pewnnin Ha3Ha4nuTb LA6IOH NOSINTUKM:
a. Bb|6ep|/|Te NOJINTUKY U3 BbiNagaroLwero cnucka.

b. Bbi6epute MpuUHyauTEnbHOe HacnefoBaHME NOIMTUK [OYEPHUM Fpynnam
, YTO6bI OBUTLCS CReayoLLero:

« HasHauybTe nonMTuky BCceM noToMKam LesieBbIX rpynnm, 6e3 UCKJII0YEHUS.
. 3anpeTv|Te U3MEHATb €ro n3 pyrmx MecT B nepapxuu.

B HoBoM Tabnuue npeAcTaBIEHO PEKYPCUMBHOE OTO6GpaXeHue BCEX
3aTPOHYThIX KOHEYHbIX TOYEK M UX FPYIM, a TAKXKE MOJIMTUKU, KOTOopble 6yayT
3aMeHeHbI.

9. Haxmute 3aBepwmTb, 4YTOObl COXPaHUTb U MNPUMEHUTb M3MeHeHus. B
NPOTUBHOM cilyyae HaxxmuTe Hasag wim OTMeHa , YTOObl BEPHYTbCS Ha

npeabIAayLLyo CTpaHuLy.

Mpu 3aBepLUeHUM, NONUTUKU CPasy >Ke HanpaBAslOTCS K KOHEYHbIM TOYKaM.
HacTpoiku Ha KOHeYHbIX TOYKax BCTYNalT B CUly MeHee YeM 3a MUHYTY (npu
YCNOBUW, YTO OHM OHNaMlH). Ecnn KoHeyHasn Touka He B CeTW, HaCTPOMKKU ByayT
NMPUMEHEeHbI, KaK TONbKO OHa NOSIBUTCA B CETH.

ans NnpoBepKN ycnewHoro npuMeHeHna NoNIMTUKN:

1. Ha cTpaHuue CeTb LWENKHUTE UMSI MHTEPECYIOLLENA BAC KOHEYHOWN TOUKM.
Control Center oTo6pasuT okHo UHpopmauus.

2. MpoBepbTe pasgen MonuTuka, YTo6bl NPOCMOTPETH CTATYC TEKYLLEN MOSIUTUKM.
HomkHo oTo6paxaTbces Kak MpuMeHeHo.

[pyron cnoco6 NpoBepuTb CTaTyC Ha3HaYeHUs - U3 AeTasnein NoSINTUKM:
1. Mepengute Ha cTpaHuly MonuTukm.
2. HanmpuTe nonnuTuKy, KOTOPYIO Bbl HA3HaYWUN.

B cTon6ue AktuBHa/lpumeHeHa/OXXupgaeTr Bbl MOXETe MPOCMOTPETb
KONMYECTBO KOHEYHbIX TOYEK AN KaXKA0ro u3 Tpex ctaTycos.
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3. HaxmuTe Ha no6yto undpy, 4To6bl NPOCMOTPETH CMUCOK KOHEYHbIX TOYEK C
COOTBETCTBYIOLLMM CTaTyCOM Ha cTpaHuLe CeTb.

Ha3HayeHue NonUTUK Ha OCHOBE npasun

Ctpanuvua MonuTuku > NpaBuna Ha3HavYeHUs No3BOJISIET BaM 3a4aTb MOJIMTUKY
Mo Nnosib30BaTesH0 U MECTOMOJIOXKEHNIO. HanpuMep, Bbl MOXeTe NPUMEHATL 6oJiee
cTporve npasuna ¢anpeosna, Korga rnonb3oBaTeNiM MOAKIHYAOTCA K CETU
NHTepHeT M13-3a NpefesioB KOMMaHMU WK Bbl MOXETe BKJIOUUTbL YMpaBieHue
Be6-4OCTYNOM AN Mofb3oBaTesield, KOTopble He BXOAAT B rpynny
aMUHUCTPATOpPOB.

Y10 Bam HY>XHO 3HaTb O NpaBunax Ha3Ha4YeHUA NOJINTUK:

« KoHeyHble TOuYKM MOryT WMEeTb TOJIbKO OAHY aKTUBHYKO MNOJINTUKY
OAHOBPEMEHHO.

. [puMeHsiemas nonuTMKa NepesanuuieT YCTAaHOBJIEHHYIO HA KOHEYHOW TOYKe
MOSIUTUKY YCTPOWCTBA.

. Ecnu Hu ogHO 13 npaBun Ha3HaYeHNs He MPUMEHUMO, Torfa 6yfeT HasHavyeHa
MonMTMKa yCTponcTBa.

. [paBunaynopagoyeHbl u 06pabaTbiBalOTCA N0 MPUOPUTETAM, 1 UMEET CaMbli
BbICOKMI MpuopuTeT. Bbl MOXKeTe UMeTb HECKOJIbKO MpaBwui Aas OfHOro
o6bekTa. B aToM cnyyae 6yaeT NpUMEHATLCSA MepBOEe MPaBWIIO, KOTOpoe
COOTBETCTBYET aKTUBHbIM HACTpPOMKaM COeAUMHEHUS Ha onpepenieHHOW
KOHEYHOWN TOouKe.

Hanpumep, ecnu KoHeYHasi TO4Ka COOTBETCTBYET NOJIb30BaTENIbCKOMY MPaBuUily
C NPUOPUTETOM 4, a NPaBUIO0 MECTOHAXOXAEHUSI UMEET NpUOpUTET 3, byaeT
NMPUMEHEHO MPAaBUIIO MECTOHAXOXAEHMSI.

Mpeaynpexpaexue

Y6ep,VITer, Kakue napameTpbl Bbl cUuTaeTe YyBCTBUTEJIbHbIMU - UCKITHOYEHUS,
coefuHeHNda nnu geTtalsbHble HaCTpOVIKVI MPOKCH - Mpu co3gaHnUn Npasu.

J'Iquuwe NPpaKTUKNU peKoOMeHAYT UCNoNb3oBaTb HacsieaoBaHUe NMOJINTUK, YyTOb6bI
COXpPaHATb KpUTUYeCKUe napameTpbl MOJIUTUK yCTpOﬁCTB TaKXXe B MOJINTUKax,
Ha3Ha4YaeMbIX NpaBuUiamMm.

[na cospaHna HoBoro npaswuna:
1. Mepengute Ha cTpaHuuy MpaBuna Ha3HauyeHus .

2. Haxmwute kHonky & [lo6aBUTb B BEPXHEN YacTu TabnumLbl.
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3. Bbibepute TUN npaBuna:
« [lpaBnno mectoHaxoxaeHusi
« [lpaBuno ans nonb3oBaTesns
« [lpaBuno Teros
4. HacTpouTe Hy>XHble MapaMeTpbl NpaBuna.

5. Haxmute CoxpaHUTb, UTOObl COXPaHUTb U3MEHEHUSA N MPUMEHUTL NPaBUO
NOJIMTUKM NS BbIOPAHHbIX KOHEYHbIX TOYEK.

YT06bl MU3MEHUTb NapaMeTPbl CYLLLECTBYHOLLErO NpaBua:

1. Ha cTpaHuue [MpaBuna HasHayeHMA HauWauTe MpaBwIo, KOTOpoe Bac
MHTepecyeT U HaXKMUTe Ha Hero AJ1s pefakTupoBaHus.

HacTpoWiTe Hy)Hble MapamMeTpbl NpaBuna.

Haxmute COXpaHMTb, 4YTOObI NMPUMEHUTb USMEHEHUA N 3aKPbITb OKHO. YT106bI
BbIATU U3 OKHa 6e3 COXpaHeHus M3MEHEHWNN, HAXKMUTE KHOIKY OTMeHUTD.

Ecnu Bbl 601bLLIE HE XOTUTE UCTONb30BaThb NPaBUIIO, BbIGEPUTE MPABUIIO U HAXXMUTE
KHOMKY © YpganuTb B BepxHeM 4acTu Tabnuubl. Bam 6yaer npeasoxKeHo
noATBEPAUTb CBOM AENCTBUA, HaXKaTueM KHonku Aa.

YT06bI 6bITb YBEPEHHbIM, YTO OTOGPAXKaeTCSs aKTyasnbHasa MHPOpMaLUUs, HAXXMUTe
KHOMKY © O6HOBUTb B BEPXHEN YacTu Tabnuubl.
HacTpolika npaBu MeCTONOMOXEHNSs

MecToHaxoXaeHne ceTeBOro CerMeHTa onpeaensieTcsa 0 gHUM UM HECKONTbKUMMU
ceTeBbIMU MapaMeTpamu, TakuMu Kak ucnonb3yembiv wio3, DNS-cepsep ans
paspewenns URL-agpecoB wnn nogcetb IP-agpecoB. Hanpumep, Bbl MoXeTe
onpeaennMTb MecTOMOJIOXEHNE MO CETU KOMMaHUW, Habopy CepBepPOB OTAenNa.

B KOHUrypaunoHHOM OKHe npaBuna, BbIMoJIHUTE clefytolue AencTBuUs:
1. BBeauTe noaxopsiiee UMA U oNMcaHWe NpaBusia, KOTOPoOe XOTUTE Co3aaTb.

2. YcTaHoBuUTE NpUOpPUTET NpaBuna. I'Ipanma OTCOPTUPOBAaHbI NO NMpnopuTeTamMm,
npasuJio C NPUOPUTETOM 1 nMeeT HauBbICLLUUN npuopuTeT. O)J,VIHaKOBbIVI
NMPUOPUTET HE MOXET 6bITb YCTAHOBJIEH ABaX<Abl.

3. Bbl6epVITe NOJINTUKY, ONA KOTOpOVI Bbl CO34aeTe npaBunJio Ha3HaA4YeHUA.

4. 3apainTe MeCTOMOJIOXEHNS, MO KOTOPbIM NMPUMEHSAETCS NpaBuUIIo.
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a. Bbl6epVITe TN ceTeBbiX HACTPOEK U3 MEHKO B BerHEﬁ yacTu Tabnuybl
MeCTopaCHOHO)KeHM[/‘I. LocTynHbl cnegyrouine Tunbl:

Ounana3soH IP / IP-agpecoB YkaxuTe |IP-agpeca ceTu wnu nogceten. Ons
noaceten ucnonb3ynte popmat CIDR.

Hanpumep: 10.10.0.12um 10.10.0.0/16
Appec wntosa IP-apgpec wntosa
Agnpec cepepa WINS IP-appec cepsepa WINS

BaxHo
9TOT NapameTp He MPUMEHSIeTCSA B CUCTEMAX
Linux n Mac.
Anpec cepBepa DNS IP-appec cepepa DNS
DHCP-cyddukc DNS-umsa 6€3 MMeHU xocTa AJi KOHKPETHOro
noakntovyeHmsa DNS coeauHeHnsa DHCP

Hanpumep: hg. company.biz
KoHeyHast Touka MoXeT WmMsA xocTa.

paspeLuarb MeHa XoCToB Hanpumep: fileserv.company.biz

KoHeyHas Touka moxxeT [a/Het
NoaKMIUNTBLCA K
GravityZone

Tun cetn BecnpoeopgHoe/Ethernet-coeguHeHmne

Mpu BblGOpE 6eCnNpoOBOAHOIO0 COeANHEHWS, Bbl
Takxe MoXKeTe [06aBUTb ceTeBOM
unpeHTndukartop SSID.

BaxxHo

3TOT NapaMeTp He MPUMEHAETCS B CUCTeMaXx
Linux n Mac.

Mma xocTa MmMa xocTa
For example: cmp.bitdefender.com
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BaxHo

Bbl  TakkKe  MOXeTe  WCMO/b30BaTb
NoACTaHOBOYHble CMMBOJbI. 3Be3gouka (*)
3aMeHSIeT HOJIb UM 6oJiee CUMBOJIOB, @ 3HaK
Bonpoca (?) 3aMeHsieT POBHO OAWUH CUMBOJI.
[MpumMepsl:

Tun

*.bitdefender.com

cmp.bitdefend??.com

b. BBepuTe 3HauyeHue Ans BbiI6paHHOro Tuna. Tam, rae aTo NPUMEHUMO, Bbl
MO)KeTe BBECTM HECKOJIbKO 3HaUYeHWUI B BbleJIEHHOM MoJie, pa3fefieHHbIX
TOYKOMI ¢ 3ansTou (;) n 6e3 AonoNHUTENbHbIX NPo6enioB. Hanpumep, korga
BblBBOAMTE 10.10.0.0/16;192.168.0.0/24,npaBuno 6yaeT oTHoCUTCA
K KOHeYHbIM TouYKaM c IP-agpecamu, COOTBETCTBYHOLLMMU JTIHO6OM N3 3TUX
nopceTen.

Mpepynpexpaexune

Bbl MOXXeTe ucrnonb3oBaTb TOJIbKO OAWH TUN ceTeBbIX HACTPOEK ANA KaXXaoro
U3 npasun MeCcTopacnosioXXeHua. Hanpwmep, ecqin  Bbl ,qo6an|n|/|
MecTornono)xeHnme ¢ nomolubto IP/network prefix, Bbl He MoxeTe
MCMoNb30BaTh 3TY XK€ HAaCTPOWKY ellle pa3 B 3TOM Xe NnpaBure.

c. Haxxmute KHoMky © [lo6aBMTb B BEPXHEN YacTW Tabnuubl.

CeTeBble HACTPONKN KOHEYHbIX TOYEK A0/MKHbI MOMHOCTBIO COOTBETCTBOBATL
BCEM YCJIOBUSIM, 3afaHHbIM NpPWU OMpeAeneHnn MEeCTOMOJIOXKEHUS, YTOObI
npaBuio NpUMEHWNOCb K HUM. Hanpumep, ana unaeHTudumkaumm odrcHOM
JIOKaNbHOWM CeTU MOXXHO 3aJaTb W03, TUN ceTn u cepeep DNS; kpome Toro,
npv Ao6aBfieHMM NOACETH, Bbl CMOXKETE ONpeaenvTb OTAeN B TOKaNIbHOM CETH
KOMMNaHuu.
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Location Rule X

Locations

IP/Metwork prefic . +

Type Value Actions
IP{Network prefix 10.10.0.0/16;152. 168.0.0/24 X

Gateway address 10.10.0.1;152.168.0.1 X

I'Ipan'lo MeCTONOoN0XeHNA

HaxmuTe nosie 3HaueHue 418 pefakTUPOBaHNA CYLLLECTBYHOLLMUX KPUTEPUEB,
a 3aTeM HaXXMUTe KHOMKY BoiiTy, YTO6bl COXPaHUTb U3MEHEHMUSI.

YT06bl yOanuTb MECTOMOJIOXKEHNE, BblGepUTe €ro U HaXMuTe KHOMKy &
Ypanutb.

5. Bbl MOXeTe UCKITOYUTb OMnpeaeneHHble MeCTOMONOXEHMA U3 NpaBul. YTobbI
co3aTb UCKIKOYEHWNE AJ1st ONpeAenNeHHOro MeCcTOMOSOXKEHUS, KOTOpoe 6yaeT
WCKJIFOYEHO U3 NpaBuna:

a. OTmeTbTe yek-60Kkc UcknioueHus B TabnmLe MeCTOMOSTOXEHUMN.

b. BbibepuTe TN ceTeBbiX HAaCTPOEK B MEHIO B BEPXHEW YacTu Tabnuubl
UCKITKOYeHU. NS noyyeHus 6onee nogpo6HoM nHdopmaLmm o napameTpax,
noxxanymcra, o6paTuTechb K«HacTpolika npaBui MecTomnonoxeHus» (p. 246).

c. BBeauTe 3HauyeHue ANnsa Bbli6paHHOro TUMa. Bbl MOXeTe BBECTU HECKOJIbKO
3Ha4YeHWUi B BbIAENIEHHOM MoJle, pa3desieHHbIX TOUKoW ¢ 3anaToi () 6e3
JONOJIHUTESIbHbIX NPO6ENoB.

d. Haxmute kHonky © [lo6aBUTb B BEPXHEN YacTU TabnmLbl.

CeTeBble HaCTPOMKUN KOHEYHbIX TOYEK AO/MKHbI MOJIHOCTLIO COOTBETCTBOBATh
BCEM YC/IOBUSIM, NPeAYCMOTPEHHbLIM B TabJIMLLE UCKITHOYEHNI, YTOGbI UCKITHOUNTD
npuMeHeHue.

HaxmuTte none 3HayeHue ansg peaakTupoBaHua CyweCcTBYOLWNX KPUTEPUEB,
a 3aTeM HaXXMUTe KHOMKY BorTy, 4yTObbI COXPaHUTb USMEHEHUA.

YT06bl YAANUTb UCKIIIOYEHUE, HAXXMUTE KHOMKY & YAanuTb B NpaBoii YacTu
Tabnuubl.

6. Haxmute COXpaHMTb, 4yTObbI COXpaHUTb NpaBuJ1Io Ha3HA4YeHUA U NPUMEHUTDb
ero.
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[Mocne cospaHus npaBuna pacnosioXXeHNs OHO aBTOMaTUYeCKU NPUMEHUTCA
KO BCEM ynpaByigieMblM KOHEYHbIM TOYKaM.

HaCTDOVIKa npaswiia gng nojib3oBartena

BaxHo
« Bbl MoXeTe co3aaTb npaBunia Ajis nonb3oBaTenen, TObKO eCNK BbIMOJIHEHA
uHTerpauus c Active Directory.

o Bbl MoxeTe co3gaTb NpaBwuna ANA nofib3oBaTtesnied TONbKO AN rpynn u
nonb3oBatenei u3 Active Directory. MpaBuna, oCHOBaHHble Ha rpynnax Active
Directory, He NnogAepXuBaroTcsa B cuctemax Linux.

B KoHbMrypaumMoHHOM OKHe NpaBuna, BbIMOJIHUTE crieaytowme AencTBus:
1. BBeauTe nogxopsiiee UMA U onNncaHue NpaBuna, KOTopoe XoTUTe cosfaTb.

2. YcTaHoBKa npuopuTeTa. I'Ipanma OTCOPTUPOBAHbI NO NpuopuTeTaMm, NnpaBuJio
C NpUoOpUTETOM 1 UMeeT HauBbICLLWIA npuopuTeT. OAMHaKOBbIﬁ NMPUOPUTET He
MOXeT 6bITb YCTaHOBJIEH ABaXXAbl.

3. Bbl6epVITe NOJINTUKY, ANA KOTOpOI;I Bbl CO34a€eTe npaBunJio Ha3Ha4YeHUA.

4. B pasgene Targets, BbibepuTe TpebyeMbix MONb30BaTeNe W rpynmbl
6e30NacHOCTU, K KOTOPbIM Bbl XOTUTE MPUMEHUTb MPaBUIO MOSIMTUKU. Bbl
MoXXeTe YBUAETb TO, YTO Bbibpanu, B Tabnuue crnpasa.

5. Haxmute CoxpaHuTb.

lMocne cosgaHus, npasuo gis nosib3oBaTteneun NpUMEHAETCA KynpaBsideMbIM
KOHEYHbIM TOYKaM Npu BXxoAe nosib3oBaTesia B CUICTEMY.

HacTpoiika npaBun Teros

BaxxHo

Bbl MOXeTe co3faBaTb NpaBusia TEMOB, TOJIbKO €CNU AOCTYMNHA MHTerpauus ¢ Amazon
EC2 wnun Microsoft Azure.

Bbl MoXeTe ncnonb3oBaTh Teru, onpefesieHHble B 06nayHbIX MHPpacTPyKTypax,
4TO6bl HA3HAYUTb KOHKPETHYO NONUTUKY GravityZone ansa Balwmx BUPTYasNbHbIX
MalluWH, pa3MeLleHHbIX B 065ake. Bce BUpTYasibHble MalUWHbI, UMeEOLLME Teru,
yKasaHHble B npaBune Tera, 6yayT NpUMeHATbCA C MNONIMTUKON, YCTaHOBNEHHOM
npaBuIOM.
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Mpumeyanmne
B cooTBeTCTBUM C 06/1a4HOM MHGMPACTPYKTYPON Bbl MOXETe Oonpenenntb Teru
BUPTYasibHOM MalLUWHbI ClliefyowmM 06pa3oMm:

« [lna Amazon EC2: Ha Bknagke Teru ak3emnnsipa EC2.

« [na Microsoft Azure: B pasgene 0630p BUPTYanbHOW MaLUUHbI.

[MpaBuno Tera MOXeT cofepXXaTb OAMH WUSIN HECKOJIbKO Teros. YT1o6bl co3paThb
npaBuno Tera:

1. BBeauTe noaxopsiiee UMA U oNncaHue NpaBusia, KOTOPoOe XOTUTE Co3aaTb.

2. YcTaHoBuUTE NpUOpPUTET NpaBuna. I'Ipanma OTCOPTUPOBAaHbI NO NMpunopuTeTamMm,
npasuJio C NPUOPUTETOM 1 nMeeT HauBbICLLUUN npuopuTeT. O)J,VIHaKOBbII;I
NMPUOPUTET HE MOXXET 6bITb YCTaHOBJIEH ABaX<Abl.

3. Bbi6epute NOAMTUKY, AJIA KOTOPOW Bbl CO3AaeTe NPaBwUIIo Tera.
4. B T1abnuuy Ter gob6aBbTe OAMH UM HECKOJIBKO TETOB.

Ter coCTOMT M3 YyBCTBUTESbHOM K PErUCTPY Napbl Kioy-3HadeHue. YbeanTech,
YTO BBOAMTE TETU, KOTOPbIe OnpefeneHbl B Balleil 0651a4HON MHbPaCTPYKType.
ByayT 3apeiicTBOBaHbI TOSIbKO AENCTBUTENbHbIE Napbl KNHOY-3HAYEHME.

YTo6bl OOABUTL TET:
a. B none Kniwou Tera BBeanTe nMs Kitouya.
b. B none 3HayeHue Tera BBeAUTE UMSA 3HAYEHUS.

c. HaxmuTte kHonky @ [106aBUTb B BEpPXHEN YacTu Tabnuubl.

Ha3sHauyeHue nonutuk NSX

B NSX nonmtukn 6e3onacHOCTU HasHavatoTcs rpynnamM 6esonacHocTu. pynna
6e30MacHOCTU MOXeT coAepXaTb pasfiMyHble 06bekTbl vCenter, Takue Kak
JaTa-LUeHTpbl, KnacTepbl U BUPTYyasbHble MaLUWHbI.

YT106bI HA3HAUUTbL NOUTUKY 6€30MacHOCTM ANA rpynnbl 6e30NacHOCTY:
1. Bomnpute B Be6-knmeHT vSphere.

2. Mepenpute B CeTb & Be3onacHocTb > CepBUCHDBIN KOMMO3UTOP N HAXXMUTE Ha
BKnagKy Fpynnbl 6e3onacHocTM.

3. CospainTe CTOJNIbKO rpynn 6e30MacHOCTU CKOJIbKO TpebyeTcsl. [1na nonyyeHus
JOMOJIHUTENIbHOW MHdOopMaLMKM o6paTUTech K fokymMeHTauun VMware.
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Bbl MOXeTe cosfaBaTb AUHaMU4YecKkue rpynnol 6€30MacHOCTHN, OCHOBaHHbIE
Ha Terax 6e3onacHocTU. Takum o6pa30M, Bbl CMOXXeTe crpynnmpoBaTtb BCe
06Ha|I)Y)KeHHbIe 3apa>XeHHble BUpTyaJsibHble MallWUHbI.

LLlenkHuTe npaBoOM KHOMKOW MbIWwK Mo Tpebyemoun rpynne 6e30MacHOCTU U
HaxmuTe NPUMEHUTb NONNTUKY.

Bbi6epuTe NpUMeHsIEMYIO MONUTUKY U HaxkMuTe OK.

7.1.3. U3MeHeHune HacTpoeK NOJINTUKK

MapaMeTpbl NOIMTUKN MOXHO HAaCTPOUTb U3HAYasIbHO Npu ee co3gaHum. Mosxe
Bbl MOXETEe UBMEHUTb UX MO Mepe HeEO6XOAUMOCTH B Nto60e yao6HOE BpeMS.

Mpumeyvanne
Mo yMonyaHuto, TONbKO NoJib30BaTesb, CO3A4aBLUNIA NOSIMTUKY, MOXXET USMEHUTH ee.
YT06bI BHECTM M3MEHEHUSA, BNlaAeneL, NoNIMTUKM JOJIKeH Bbi6paTh onuuio Paspelumntb
APYrMM Nosnib3oBaTensiM U3MEHATb 3Ty NOAIMTUKY Ha CTPaHULE NONUTUK B pa3gese
Mogpo6HocTK.

YT06bl USMEHUTbL HACTPOMKM CYLLECTBYHOLLEN MONIUTUKM:

1.
2.
3.

MepenguTte Ha cTpaHuuy MonuTukw.
Bbi6epuTe TpebyeMbii TUM KOHEYHOM TOYKWN U3 MEHIO BUAOB CETEN.

Hanpgute B cnncke HeO6XOJJ,MMYPO NOJINTUKY N HAXXMUTE OJ1A pefAaKTUpoBaHUA
Ha ee nmsa.

HacTpoiTe Heob6xoauMMble napameTpbl NOAUTUKW. [ns nonydyeHus 6onee
noapo6Hon uHGopmauum, obpaTuTecs K:

o «[TONIMTUKM KOMMBIOTEPOB U BUPTYasibHbIX MaluH» (p. 254)
o «[MOIMTUKN MOBUNBHBIX YCTPOUCTB» (p. 425)
Haxmute CoxpaHUTb.

MonuTukKM oTNpaBaATCs 06bEKTaM CeTU Cpasy Xe Nocsie USBMeHEHUs 06 EKTOB,
KOTOPbIM OHW Ha3Ha4eHbl, WU Mocne W3MeHEHUs MapamMeTpoB MONMUTUK.
HacTpoiiku 6yayT NpMMeHeHbl K 06beKTaM CETU MeHee YeM 3a MUHYTY (Npu
YCJIOBUW, YTO OHM OHNalH). ECnun 06beKT CeTU He OHNaiiH, HaCTPOWKK 6yayT
NMpUMEHeHbI KaK TONIbKO OH CTaHET OHJIaWiH.
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7.1.4. U3MeHeHne UMeH NONUTUK

MONMUTUKM  LOJSDKHbI UMETb MOAXOASLME MMEHa, yTo6bl BbI WU ﬂ,perI;I
aaMUWHUCTPATOpP MOIn nux 6bICTp0 nnpocTo VI[J,EHTVI(:I)VILLVIpOBaTb.

YT06bI NEpEUMEHOBATL MONNTUKY:

1. Mepengute Ha cTpaHuly MonuTukm.

Bbi6epuTe TpebyeMbi TUM KOHEYHOM TOYKWN U3 MEHIO BUAOB CETEN.
HaxXmMuTe Ha UMs NONNTUKK. OTKPOETCS CTpaHuLa NOMUTUKMN.

BeeauTte HOBOE NMS MOJINTUKM.

o M 0N

Haxmute CoxpaHuUTb.

MpumeyaHmne

NMsa NonuTUKKM AOMKHO 6biTb YHWKaNbHbIM. Bbl fO/MKHBI NpUcBanBaTh pasHble
MMEHa A9 Ka)k40M HOBOM MOJIMTUKN.

71.1.5. YpaneHue nonuTuk

Ecnu nonutrka Bam 6oniblie He HY)XXHa, yaanuTte ee. Mocne yaaneHusi NoamTukuy,
06beKTaM CeTH, K KOTOpbIM OHa NpuUMeHsiniacb, 6yfeT Ha3HauyeHa MoJIMTHKA
poauTenbckol rpynnbl. ECnu HUKakas apyrasi nonMtuka He 6yaeT NpUMeHeHa,
06beKTY 6yfileT HazHayeHa NonMTMKa No ymMmonyaHuto. MNpu yganeHny noIMTUKKY ¢
pasgenamu, yHacnefoBaHHbIMM OT APYTUX MONUTUK, HACTPOMKM yHaceoBaHHbIX
pa3fenoB BEpHYTCSH K JOUYEPHUM.

MpumeyaHmne
Mo ymMon4aHuio, TONbKO MoJIb30BaTeb, CO3/aBLUNI NONMTUKY, MOXET €€ yaNnuTb.
YT06bI BHECTU UMEHEHWS, BNaZeNeL, MoIMTUKM JOKeH BbiGpaTh onumio PaspelumnTb
APYrUM nosib3oBaTensiM U3MeHSAITb 3Ty NONIMTUKY Ha CTPaHULE NONIMTUK B pasjene
Moppo6HocTw.

[ns Toro, YTo6bl UMETb BO3MOXHOCTb yaanuTb nonntuky NSX ns GravityZone
Control Center, Bbl LOMKHbI Y6eAMTbCA, YTO NOSIMTUKA He UcnonbayeTcs. [MoaTomy,
HasHaybTe BbI6paHHOW rpynmne aApyrov npoduib 6e3onacHocTU. [ns nonyyeHus
6onee nogpo6Hon MHbopmaLmK, obpaTuTech K «HasHaueHue nonutuk NSX» (p.
251).

YTo6bl yAaNMTb NONUTUKY:

1. TMepengute Ha cTpaHuuy MonuTuky.
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BbibepuTe Tpebyembii TUM KOHEYHOM TOUYKM N3 MEHIO BUOOB CETEN.
YcTaHoBUTE (h1aXoK Ha NOSIMTUKE, KOTOPYH HEO6X0AMMO YaanuTb.

4. HaxXmuTe KHOMKy © YaanuTb B BeEpXHel 4yacTu Tabnuubl. Bbl 4oKHbI 6yaeTe
NnoATBepAMTb BalliM AeicTBUA, HaXkaB [a.

7.2. [oNUTUKKN KOMNbIOTEPOB U BUPTYasibHbIX MaLUKUH

MapamMeTpbl NOAUTUKN MOXKHO HAaCTPOUTb M3HAYasIbHO Npu ee cosgaHuu. Nosxe
Bbl MOXXeTe USMEHUTb UX NO Mepe Heob6xoAMMOCTM B Ntoboe y,£|,06HOE BpemMA.

YT106bI HACTPOUTHL NapamMeTpPbl NOAUTUKK:

1. Mepengute Ha cTpaHuly MonuTukm.

2. BbibepuTe KOMNbIOTEPbI M BUPTYasibHble MALIMHbI U3 MEHIO BULOB CETEN.
3. Haxmute Ha ums nonnTukn. OTKpoeTcs CTpaHULa HaCTPONKN MOSIUTUKMN.
4

HacTponTe HeobxoauMble NapamMeTpbl NOANTUKM. HAacTPONKKU pacrnonoXXeHbl
B cnefyroLwmx pasgenax:

o OcHOBHbIe

« HVI

o 3awwuTa o1 BpegoHocHoro 10
. Sandbox Analyzer

. bpaHgmayap

« 3awuTtacetun

« YnpaBneHue ucripaBiieHUAMuU
« KoHTponb npunoxeHun

« KoHTponb ycTponcTs

. PeTpaHcnaTop

. 3awwuta Exchange

. LudposaHue

o NSX

o 3alwuTa XxpaHunuuwa

o WNHumpgeHTblI Sensor

Ons nepemeLlieHnd no pasgenam I/ICﬂOJ'Ib3yl7ITe MEHI0 B JIEBOM YacTu CTpaHuLbl.

5. Haxmute CoxpaHUTb, YTOObl COXPaHWTb W3MEHEHUS U MPUMEHUTb UX HA
BbIGPaHHbIX KOMMblOTepax. YTo6bl MOKMHYTb CTpaHULy MonuTuK 6e3
COXpaHeHUs USMEHEHUI, HAXKMUTE OTMEHUTD.
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Mpumeyanmne
YT106bI y3HaTb 0 paboTaTe C NOIMTUKAMU, 06paTUTECH K «YripaBfieHne NonuTuKamm»
(p. 238).

7.2.1. OCHOBHble

unfollow the traditional

O6Lwue HaCTPOMKM NOMOTYT BaM YNpaBAsiTb HACTPOMKaMM MOJIb30BaTENbCKOro
UHTepdeiica, NaposbHOM 3aLMTON, HAaCTPOMKAaMM MPOKCU-CEPBEPA, HACTPONKaMM
NpUBWUIErMPOBaHHbIX MOJIb30BaTeNen, napaMmeTpamMu CBSAA3W U OGHOBNEHUI Ans

onpefesieHHbIX KOHEYHbIX TOYeK.
HacTpoiiku o6beguHeHbI B criegytoLume pasgenbl:

« [Moapo6Has nHdopmaums
« YBegomneHus

« HacTtponku

« KoMMyHuKaumm

« O6HOBnEHMA

Moapo6Hasa uHpopmaums

CtpaHuua MoapobHOCTU coaepXXUT obLine cBefeHUs 0 NONIMTUKE:
« HasBaHue nonuTukun

. |_|OJ'Ib3OBaTe}'Ib, KOTOprVI cos3pan noJIuTUKy

. [laTa u Bpems, Korga nonmMTuka 6bisia co3gaHa

. [Jatawu BpemMsa nocnegHero USMeHeHud nNoJIMTUKn

Welcome, Admin v

£ General - Policy Details

Details Name: * Default policy (1)

Notfications Allow other users to change this policy

Settings
History
‘Communication

Created by Admin
Update fested by

) Created on
@ Antimaware +

Modified on

Monntukmn KOMMNbKOTEPOB 1 BUPTYaJibHbIX MaLlLUUH

Bbl MOXeTe nepenMeHoBaTb NOJNUTUKY, BBeAA HOBOE NMA B COOTBETCTBYHOLLEM
none n Ha>kaB KHOMKY COXpaHMTb B HM)KHEN YacTu CTpaHuLbl. MOANTUKM [OSHKHbI
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MMeTb MOAXOASALME UMEHA, YTO6bI Bbl UM APYrol agMUHUCTPATOP MOMIN MX
6bICTPO M NPOCTO MAEHTUDMUMPOBATS.

Mpumeyanune
Mo yMonyaHuto, TONbKO NoJib30BaTesb, CO3A4aBLUNIA NOSIMTUKY, MOXXET USMEHUTH ee.
YT06bI BHECTM M3MEHEHUSA, BNlageneL, NoSIMTUKM JOJIKeH Bbl6paThb onuuio Paspeluntb
APYrMM Nosib30BaTeNsiM U3MEHATb 3Ty NMOMIMTUKY Ha CTPaHULE NONUTUK B pa3gese
Mogpo6HocTH.

MpaBuna HacnepoBaHUs

Bbl MoXeTe 3apaTh pa3fgesbl, KOTopble 6yayT HacnefoBaTb NapamMeTpbl APYrux
nonuTUK. YTo6bI 3TO CcaenaThb:

1. BblbepuTe Moayfnb W pasgen, Ana KoToporo TpebyeTcss BKJOYMTH
HacnegoBaHue. Bce pasgenbl 6yayT HacnenoBaTh NapamMeTpbl, 3a UCKITIOUYEHNEM
O6w,ee > NMNogpobHOCTN.

2. Bbl6epVITe MHTepecyPOU.lMVI BacC pasaen noJIMTUKKU, AJid KOToporo Bbl XOoTUTE
BKJTIO4YNTb HacriegoBaHUeE.

3. Haxmwute kHonky @ [lo6aBUTb B BEPXHEN YacTu TabnumLbl.

Ecnu ncxooHas nonuTuKa yaansieTcs, yHacneAcTBaHHble TOUKU M HACTPOWKM
pasfenioB BEPHYTCSH K JOYEPHUM HACTpPOMKaM.

YHacnefoBaHHble pasfesibl He MOryT AOMOJIHUTENBHO Hacne4oBaTbCs APYrMMM
nonnTUKaMu. PaccMoTpuUM crielytoLLmin npumep:

MonuTtuka A HacnegyeT HAaCTPOWNKU pa3aena 3augmTa oT BpeAOHOCHbIX MPOrpamMm
> Mo Tpe6oBaHuio oT nonutukn b. Monutruka B yxe He cMoXeT HacnegoBaTb
HacTpoWKM pasgena 3awuTa oT BpefOHOCHbIX nporpamm > Mo Tpe6oBaHMIO OT
NONUTUKK A.

MHpopMMpoBaTb O TEXHMUYECKOW NOAAEPKKE

Bbl MOXeTe HaCTPOUTb KOHTAKTHYO MHMOPMaLMIO U UHGhOPMaLIMIO O TEXHUYECKOM
noaAep)KKe, Kotopas 6ydeT AOCTYNHa B areHTe 6esonacHocTu B pasgene O
nporpamme, 3anoJiHWB COOTBETCTBYHOLLME MOJIS.

YT06bl HACTPOUTL afpec 3JIEKTPOHHOW NOYTbl B OKHe O nporpaMmme, 4Tobbl OH
OTKPbIBas NPUJIOXKEHNE 3NIEKTPOHHOM NOYTbI MO YMOJIYAHWNIO HAa KOHEYHOW TOUKE,
Heo6xoAMMO [,06aBUTb €ro B Mnosie ¢ NoMeTkon "mailto:"9nekTpoHHasa nouyTa.
Mpumep:mailto: name@domain.com.
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lMonb3oBaTeNb CMOXET NONYYUTb AaHHYHO MH(bOpMaLI,MI-O n3 areHTa 6e30MacHoCTH,

Ha)XxaB MpaByIo KHOMKY MbIlK Ha 3Hauke B Bitdefender B cuctemMHoM Tpee u
Bbli6paB pasgen O nporpamme.

YBegomneHus

B aTOM pasgene Bbl MOXeTe HAaCTPOUTbL NapamMeTpsl OTO6pa)KEHI/IFI MHTep¢e|7|ca
nonb3oBaTenss areHTa 6esonacHocTu Bitdefender B AOCTYNMHOM U UHTYUTUBHO
NMOHATHOM BUAe.

Bcero nunib 0AHMM LLENTYKOM MbILLW Bbl MOXKETE BKJTHOUUTb U BbIKITHOUYUTD TUMbI
YBep,OMﬂeHMIZ, OCTaBuUB TOJIbKO Te, KOTOpPbIE [J,el‘/’ICTBI/ITeJ'IbHO UMEKT 3Ha4yeHune
ana Bac. Kpome TOro, Ha TOM Xe CTpaHuue, Bbl nony4yaerte NOJNHbIN KOHTPOJIb Ha[,
BNANMOCTbIO np06neM KOHEYHbIX TOYEK.

General Enable Silent Mode

Detais Showicon in notification area

Notifications Display notification pop-ups

Display alert pop-ups
Settings

Communication Status Alerts Settings

Update Custom: Administrator-defined notification settings
-Enable All
Status alerts inform the user about the existing security issues in the selected categories (for example, when firewall is disabled or when a system
O -Custom restart is required to finish installing an update).
When issues are dstected:
Frewal ~Disable Al - The endpoint client's console shows a waming message and changes its status color based on the severity of the issue
- The Bitdefender icon in the Windows notification area also changes its color and indicates existing issues on mause over

Antmalware

Content Control

Technical Support Information
Device Control

Website: * hitp://ent: bitdefender. htrel

Relay
MonuTukm - HacTponku oTobpaxeHus

. "be3 onoBeLLeHui". YcTaHOBUTE (NaXKoOK, YTOObI BKIIKOUNTb UMK BbIKTHOYUTb
pexxum "Bes onoeeleHunit” (Silent Mode). Pexxnm "Bes onoBel,eHnin” paspaboTaH
yTO6bl 3anpeTuTb BMeLIaTeNIbCTBO MOJib30BaTeslel B AEWACTBUS areHTa
6esonacHocTu. [lpu BKIOYeHUM pexuma "Bes onoselleHUn" BHOCATCS
cneayouine M3MeHeH s B KOHGUIrypaLumio NoIMTUKK:

— Onuumn TMokasaTb 3Ha4oK B o6nacTu yeepomseHun, OTob6paxkaTb
BCn/blBalowme yBegomneHus 1 OTobpakaTb BCM/bIBalOWMEe OKHA C
npeaynpeXxaeHussMu B 3TOM pasgerie 6yayT OTKIHOYEeHbI.

— Ecnm ypoeeHb 3awuThl hapeosia yctaHoBseH B MpaBuna u Bonpocbl v
MpaBuna, nsBecTHble (aitnibl U BONPOCHI PEXUM, TO OH By eT U3SMEHEH Ha
Ha6op npaBun, nssectHble ¢ainibl U paspeLweHns. B npoTnBHOM cnyyae,
HaCTPOWMKWN YPOBHSA 3aLUMUTbl OCTAHYTCSH HEM3MEHHbIMMU.
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OTob6parkaTb 3HAYOK B 061aCTH yBeAOMJIEHUIA. BbiGepuTe 3Ty onuumto, YTobbl

nokasaTb 3Hauok B Bitdefender B 06nacTu yBenomneHuit (Takxe U3BeCTHOIA
KaK CUCTEeMHbIV Tper). 3Ha4YOK MHDOPMUPYET NoNib3oBaTenel 0 COCTOSAHUM UX
3aWNTbl, U3MEHSIA CBOW BHELWHWA BUA M oTobGpaxas COOTBETCTBYHOLME
BCM/bIBaoLWne yBegomMrneHns. Kpome Toro, nosib3oBaTenn MOryT LUeSIKHYTb
npaBoW KHOMKOM MbIWK AN 6bICTPOro OTKPbITUSI TNMaBHOMO OKHA areHTa
6e3onacHocTH Unu okHa O nporpamme.

OTo6paxaTtb BCN/biBalOLWue npeaynpeXxaeHus. Monb3oBaTenu
MHGOPMUPYIOTCS  4Yepe3 BCM/bIBalOlLMe YBEAOMJSIEHUA O CO6bITUAX
6e30MacHOCTH, KOTopble TPe6YIOT OTBETHbIX AENCTBUA. ECNN Bbl yCTaHOBUIIU
- He oTo6paxaTb BCMJ/IbiBalOLINE YBeAOMJIEHUsl, TO areHT 6e30MacHoCTU
aBTOMaTU4YecKu npearnpuMeT peKoMeH0BaHHble AeACTBUA. BennbiBarowye
npeaynpeXxaeHus reHepupyoTcs B CIIeAYOWMX CUTYaLUSX:

— Ecnu HacTpoitku darpBona TpebyroT 3anpocuTb AeNCTBUSA NONb30BaTeNs
LS HEM3BECTHBIX MPOrpamMmM, TPe6yroLLMX AOCTYM K CETU UK B IHTEpHeT.

— Ecnu  PacwupeHHoe ynpaBneHve yrposamu/Cuctema 06HapyXeHus
BTop>keHun (Advanced Threat Control / Intrusion Detection System)
BKJIOUEHbI, KaXAbli pa3, Korga o6HapyXXeHO MOTeHUManbHO onacHoe
MPUITOXKEHUSI.

— Ecnu ckaHupoBaHue yCTPOMCTB BKIIHOYEHO, KaXXAbIW pas, KorAa BHeLHee
YCTPOMUCTBO XpaHeHuUs MoAKJoyaeTcss K KoMMbioTepy. Bbl MoxeTe
HacTpOUTb JaHHble MapaMeTpbl B pasfefie 3awuta OT BPEfOHOCHBIX
nporpamm > Mo Tpe6oBaHMIo.

OTo6paXkaTb BCNMblBalOULME YBE[OMIEHUA. B oTnMuMe OT BCMJIbIBAOLLMX
npeaynpexaeHui, BCribiBaroLLme yBeAoMIeHUa MHGOPMUPYIOT Nosib3oBaTenei
0 pa3fIMyHbIX CO6bITUAX 6e30nacHOCTU. BennbiBatowme ysegomMeHus 6yayT
aBTOMaTMYECKM UCYe3aTb B TeYEHUE HECKOJIbKUX CEKYHA 6e3 BMeluaTenbCcTBa
nonb3oBaTens.

Bbi6epute OTO6paXkaTh BCN/IbIBalOLLLUE YBEAOMIIEHUS], 3aTEM HAXXMUTE CChIJIKY
Moka3aTb MoAynbHble HACTPOMNKM, UTOObI BbIOpaTb COObITUS, KOTOPble ByayT
oTobpaxkaTbcs Nofib3oBaTensiM. ECTb Tpu TuNa BCNblBatoLWmMX yBe0MMEHNN,
B 3aBUCMMOCTU OT CEPbe3HOCTUN COObITUI:

— Info. Monb3oBaTtenu WHPOPMUPYIOTCS O CYLLECTBEHHbIX COBbLITUSX
6e3BpeaHbIX Ans 6e3onacHocTU. Hampumep, o MpUNIOXEHUW, KOTopoe
noaKtounNock K cetu MHTepHer.
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— Huskuii. TMonbsoBaTenn WUHOOPMUPYIOTCA O BaXHbIX COBbITUSX
6e30MacHOCTH, KOTOpble MOTYT NoTpe6oBaTh BMelLaTebCcTBa. Hanpumep,
CkaHupoBaHue On-Access 06HapyXuso yrposy u dann 6bin yaaneH uim
MoMeLLeH B KapaHTUH.

— KpuTuuHblil. 3TM  BCnAbiBawOWMe  yBefOMMEHUS  UHOOPMUPYIOT
nosib3oBatenen 06 OMacHbIX CUTyauusiX, Hanpumep, CKaHUpoBaHue
On-Access 06HapYXWIo Yyrposy, Ho AeNCTBUE NMOIMTUKM MO YMONMYAHUIO -
He npeanpuHumaTth AeicTBUIA (He NpeanpuHnMaTh eNCTBUI), B pesysibTaTte
BpeAoHOCHasi MporpaMma no-npeXxxHeMy nNpucyTCTBYEeT Ha KOHEYHOM TOUKE,
UnK nNpoLiecc 06HOBMEHUS He MOXET 6bITb 3aBepLLEH.

YcTaHoBUTE COOTBETCTByPOU.I,VIVI d))'la)KOK, CBS13@aHHbIN C Ha6paHHbIM UMEHEM,
ond TakKoro poga BCMbiBakOWMUX yBe)J,OMﬂeHMVI BO BCex MoAyndax
OOHOBPEMEHHO. YcTaHoBUTE CI)J'Ia)KKVI, CBfAA3aHHble C OTAEJIbHbIMN MOAYJIAMMN,
ONA BKITKOYEHUA NN OTKNHYEHUA KOHKPETHDbIX yBep,OMJ'IEHVII‘/'I.

Hanpumep, nocne Bbi6opa ¢naxkos, cBs3aHHbix ¢ Sandbox Analyzer,
Bitdefender Endpoint Security Tools nHbopMupyeT nosib3oBaTeNsi 0 TOM, YTO
(dhann oTnpaBnseTcs Ha NOBeAEHYECKUIA aHanuns.

Cnucok MO[J,YJ'IEI‘/‘I MOXXeT BapbnpoBaTbCA B 3aBUCUMOCTU OT Ballien JINLIEH3UN.

BuaumocTb Npo6yeM KOHeYHbIX TOYeK. B 3TOM cryyae nosib3oBaTeNn pelaroT
CaMOCTOATENbHO, KOrja WX KOHEeYHOoe YCTPOWCTBO MMeeT Npo6nemMbl C
KoHbUrypaumen 6e30nacHoCTH UM MpU ApYyrux yrposax 6e30macHoCcTH, Ha
OCHOBe MpefynpeXxaeHnin o cocTosiHuM. Hanpumep, nonb3oBatenn MoryT
BUOETb, KOTAa BO3HUKAKOT MNpo6sieMbl, CBA3aHHble C WX 3aWuTon oT
BpefoHocHOro N0, HanpruMep: OTK/IOYEHWE MOAYSi CKaHUPOBaHWA UK Koraa
MoJSIHOE CKaHMPOBaHWe CUCTEMbI 3anyLLeHo. [Mofib3oBaTeN MHPOPMUPYLOTCS
0 COCTOSIHWM UX 3alUThI B ABYX CIy4YasXx:

— lpoBepbTe 06nacTb YBEAOMJIEHUIA [TABHOIO OKHa, KOTOpas oTo6paxaeT
COOTBETCTBYIOLINE COOBLIEHUS O COCTOSIHUM, U MEHSIeT CBOW LBeT B
3aBMCMMOCTU OT Cepbe3HOCTM Mnpobsiem 6esonacHocTu. MNosb3oBaTenu
UMET BO3MOXHOCTb NMpocMaTpuBaTh BO3HMKaloLLMe NpobnemMbl 6onee
noApo6Ho, Ha)kaB COOTBETCTBYIOLLYHO KHOTKY.

MpoBepbTe MkoHKy B Bitdefender B cucTeMHOM Tpee, KoTopasi MeHsieT
CBOW BHELUHWUI BUJ, NPV O6HapPY>XeHUW NPo6GIIeM.

AreHTbl 6e3onacHocTy Bitdefender ucnonbsytoT cnegytoume LLBETOBbIE CXEMbI
B 06/1aCTN YBEAOMJIEHUI:
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3eneHas: NpobsieM He 06HAPYXEHO.

XenTtasa: KoHeyHoe yCTpPOWCTBO MMeET He3HauyuTeslbHble Mpo6ieMsl,
B/IMAOLLME Ha 6e30NacHOCTb. [ToNb3oBaTeNN MOTYT He NpepbiBaTh CBO
TeKyLLY paboTy AN pelleHns Takux npobnem.

KpacHasi: KoHeuyHoe YyCTpPOMUCTBO MWMeeT KpPUTUYECKYID Mpo6remy,
Tpe6yHoLLyt0 HEMeIEHHOW peaKLumM Nonb3oBaTens.

BbibepuTe BugumocTb Npo6seM KOHEYHOW TOYKM, 3aTEM HaXXMUTE CCbISIKY
MokasaTb MogynbHble HACTPONKHK, YTOGbI HACTPOUTL OMOBELLEHWNS O COCTOSHUM,
oTo6paxkaeMble B MHTepdence areHToB Bitdefender.

[na kaxgoro Moayns Bbl MOXeTe Bbl6paTb 0T06pa)KeHMe YBEAOMﬂeHMﬁ KaK
npep,ynpe»(p,eHMﬁ, KaK KpUTuU4eckKux I'IpOGJ'IEM, WM He NokasbiBaTb BOO6LLE.
Hwxe npuBefeHbl BO3MOXHble BapuaHTbl:

O6uyee. MpeaynpexaeHne 0 COCTOSIHUM FeHepUpyeTCs KaXKabli pas npu
Heo6Xo0ANMMOCTHU Nepesarnycka CUCTeMbl BO BPeMs WU NOCHE YCTaHOBKM
NPoAYyKTa, a TakxXe, Koraa areHT 6e30MacHOCTU He MOXET NMOAKNHUNTLCA
K o6nayHomy cepBucy Bitdefender.

3au.|,uTa OT BpPe€AOHOCHbIX nporpamMm. I'Ipep,ynpe)i():leHMM O COCTOsAHME
reHepupyeTcd B cneayrowmnx ciydaax:

« CkaHupoBaHMe Nno 3anpocy BKIIKOYEHO, HO CIIULLIKOM MHOTO JIOKasbHbIX
hainoB NponyLeHo.

. MMpowso onpegeneHHoe KOMUYECTBO [AHEA C MOMEHTa MOCNefHero
MOJIHOIO CKAHMPOBAaHMSA CUCTEMbI, BbIMOJSIHEHHOIO Ha KOMIMbIOTEpe.

Bbl MOXeTe 3afaTb, Kak 0T06pa)KaTb onoeelieHna n 3agaTb KOJIMHECTBO
OHen ans npeapynpexgeHua nocne nocnegHero NOJIHOro CKaHMpoBaHUA
CUCTEMDI.

. [N 3aBepLIeHns NpoLiecca neveHns TpebyeTcs nepesarpyska CUCTEMDI.

3aBepuueHue. MpeaynpexaeHns 0 COCTOAHUM FreHepupyeTcs, Koraa Moayib
(hanpBona OTKIIOYEH.

KoHTponb npuno)keHuii. 3TOT cTaTyc NpeayrnpexzaeHus reHepupyeTcs,
Korpa mMozynb YNpaBfieHUsi NPUIIoXeHAMIU MoanbuumpyeTcs.

YnpaeneHue KOHTeHTOM. [TpeaynpeXxaeHnss 0 COCTOSIHUWN FreHepupyeTcs,
Koraa MoAysb KOHTEHTHON GUNbTPaLMN OTKITHOYUEH.
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— 06HOBUTDb. NpefynpexAeHns 0 COCTOSHUM reHepupyeTcs KaXAblii pas,
Korpa TpebyeTcs nepesarpyska CUCTEMbI AJ15 3aBEPLLIEHNUSA 06HOBIIEHUI.

YBefioMneHWe O nepe3anycke KOHEYHOM TOUKM. ITa onuus oTobpaxaeT
npegsynpexxaeHue o nepesanycke Ha KOHEYHOW TOYKe KaxAbli pas, Korga
TpebyeTcs nepesarpyska CUCTEMbI U3-32 UBMEHEHUI, BHECEHHbIX B KOHEYHYHO
TOuKy MoaynsiMu GravityZone, BbIGpaHHbIMU B MOAY/bHbIX HACTPOKaXx.

MpumeyaHue
KoHeyHble TOYKMWY, Tpe6y+ou.u4e nepesarpyskm CUCTeéMbl, UMEKOT onpep,eneHHbuZ
3HayJokK cocTosAHusA (') B uHBeHTape GravityZone.

Bbl MOXeTe AOMONIHUTENBHO HACTPOUTb OMOBELLEHNA O Nepesanycke, HaXKan
MokasaTb MoAy NbHble HACTPOMKKU. [OCTYNHbI CnegyoLue onuuu:

— Mepe3sanyck - Bbibepute 3TOT napameTp, 4YTOObl aKTUBMPOBATb
yBEe[IOMJIEHUS O Nepe3anycke 06HOBMIEHUS areHTa.

— YnpaeneHnue natyamu - Boi6epute 3TOT NapameTp, YTo6bl akTUBUPOBaTb
yBelOMJIEHUS O Nepesanycke YCTaHOBKU naTyeil.

Mpumeyanue

Bbl Tak)Xe MoXxeTe YCTaHOBUTb OrpaHn4yeHne Ha CKOJIbKO 4acoB NoJsib3oBaTeslb
MOXEeT OTNIOXUTb nepe3anyck. ﬂ,ﬂﬂ 3TOoro Bbl6epI/1Te ABTOMaTUYECKUIA
nepe3anyck MalluHbl nocne n BBeAnTe 3Ha4YeHne oT 1 Ao 46.

MpepynpexaeHune o nepesanycke TpebyeT oT Nosb3oBaTeNsa Bbi6opa 0fHOMo
13 criefyowmx 4eNCTBUN;

— nMMepesarpy3uTb ceityac. B 3TOM cnyyae cucTema nepesanycTuTCs
aBTOMaTUYECKM.

— OTnoXutb nepesarpys3ky. B atom cny4dyae ysegomiieHue O nepesanycke
6yp,eT nepnoagnyeckn noABNATbCA A0 TeX MOp, NOKa MnoJsib3oBaTeslb He
nepe3anyctut CUCTtemMy uam rnoka He I'IpOVIJJ,ET BpemMd, yCTaHOBJIEHHOE
AAMUWHUCTPATOPOM KOMMaHUN.

HacTponku

B naHHOM pasfene Bbl MOXETE USMEHUTb CleAYyHoLLME HAaCTPONKM:
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HaCTpOﬁKa napons. YT06bI npenoTBpaTuTb AeUHCTaNAUUKO 3alnTbl C
KOMMbKOTEPOB MOJib30OBaTeESIAMU C NMpaBaMn aAMUHUCTPATOPA, Bbl A0JIKHbI
YCTaHOBUTb NapoJib.

I'Iaponb AenHcTannauum oojnKeH 6bITb 3ajaH [o npouecca yCtaHOBKU, NYyTEM
HaCTDOVIKM MHCTaNNALMOHHOro naketa. Ecnu Bbl 3TO caenanu, TO HaXXKMuUTe
COXpaHMTb HaCTpOﬁKM YCTaHOBKM, YTO6bI COXpPaHUTb TeKyLLl,VII;I naposib.

YT06bl YCTAHOBUTbL Maposib WM U3MEHUTb TEKYLMWA Maposb, BblbepuTe
BKAOYMTb Naposnb 1 BBEAUTE Xenaemblil Naposb. YTo6bl CHATb NapOJSbHYHO
3awWmTy, BbibepuTe OTKIIOYMTD Naposb.

HacTpoiika npokcu

Ecnu Bawa ceTb HaxoAUTCS 3a NPOKCU-CEPBEPOM, BaM HEOOGXOAUMO 3ajaTb

HaCTPOMKN MPOKCKU, KOTOpble MO3BOJNIAT BalMM KOHEYHbIM YCTpPOMCTBaM

COeAVHATLCA C KOMMNOHEHTaMu pelleHus GravityZone. B aTom cnyyae Bam

HeobxoanMMo paspewnTb onuuio KoHdurypaumsa npokcu M 3anosiHUTL

TpebyeMble NapaMeTpbl.

— CepBep - BBeguTe IP-agpec npokcu-cepeepa

— MopT-BBEANTE NOPT, UCNOJSIL3YEMbIN ANS NOAKITHOYEHUS K TPOKCU-CEpPBEPY.

— WmMmsa nonb3oBatensa - BBeAWTe UMSA MNoJib3oBaTeNs, pacrno3HaBaemMoe
NPOKCU-CEPBEPOM.

— Maponb - BBEAUTE KOPPEKTHbIN NapoJib yKasaHHOro Nosib3oBaTensl.

anBMnerMpOBaHHblﬁ nosib3oBaTesib

Mopaynb NpuUBUNErMPOBaHHbIX NONb30BaTesIel pa3peLllaeT npefocTaB/ieHne
aIMVHUCTPATOPCKUX NPaB A5l YPOBHSA KOHEYHbIX YCTPOWCTB, YTO MNO3BONAET
nosnib30BaTesNisiIM KOHEYHbIX YCTPOMUCTB MMETb AOCTYn U MoguduumpoBaTb
HaCTPONKM MOSIUTUK Yepes NOKaSibHYH KOHCOJIb MOCPeACTBOM MHTepdelica
Bitdefender Endpoint Security Tools.

Ecnu Bbl XOTUTe paspewnTb KOHEYHbIM YCTPOMUCTBAM paboTaTb C NpaBamu
NpUBMErMpoBaHHbIX NoNb3oBaTenei, As1sl Hayana BaM Heo6X0AUMO BKIIHOUNUTb
JaHHbIA MOAyNb B cCOCTaB areHTa 6€30MacHOCTW, YCTaHaB/IMBAEMOro Ha
Bbl6paHHOM KOHEYHOM YCTpoMncTBe. [locne aToro Bam He06X04MMO HaCTPOUTb
napameTpbl NPUBUIErMPOBAHHbIX NOJIb30BaTeNEeN B MOSIMTUKE, TPUMEHSIEMON
K 9TUM KOHEYHbIM TOUYKaM:

Ba)xHo
Moaynb NpuBUIErMPOBaHHbIX NONb30BaTeNen OCTYMNEH TONbKO AJ1 CepBEPOB
1 pabounx cTaHuum, paboTarowmx nog ynpasneHmem Windows.
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1. PaspewuTtb onuuio Power User.
2. 3apaTtb naposib NpUBUIErMPoOBaHHOIO NONb30BaTesNS B MOse HUXe.

Monb3oBaTenyu, MbiTAlOWMUECS  NOAyYUTb  JOCTYN K  PeXumy
MpUBUIErMPOBAHHBIX MNOJ/Ib30BaTESIEN HA TOKaJIbHOM KOHEYHOM YCTPOWCTBE,
JLOJKHbI 6yAyT BBECTU 3afaHHbIV Naporib.

ana A0CTyna K pexxnumy npnBuJiermpoBaHHbIX nonb3oBaTesnien, Nonb3oBaTenu

[OJDKHbI HaXkaTb MPaBOW KHOMKOM MbIIM Ha 3HA4yoK B Bitdefender B
CUCTEMHOM Tpee U BblbpaTb Monb3oBaTesNb U3 KOHTEKCTHOIO MeHto. lNocne
BBOJla Naposisi B OKHE BX0Ja, KOHCOMb 6yAeT oTobpa)kaTb NPUMEHsieMble B
HacToslLee BpeMsi NapaMeTpbl NOSIMTUKY, KOTOPbIe NoJIb30BaTeslb KOHEYHOI0
YCTPOMCTBA CMOXET NPOCMOTPETb UM MOAUDULMPOBAaTb.

Mpumeyanue

Tonbko HekoTOpble dYHKLUKN 6€30NacHOCTM MOryT 6bITb AOCTYMNHbI IOKaNbHO
C MOMOLLbI KOHCOMM NPUBUNIENMPOBaHHbIX MOJSib30BaTeslel, Kacatoumecs
MoAynel 3aLUTbl OT BpeAOHOCHbIX NporpaMM (Antimalware), hanpsona (Firewall),
KoHTpons cogepxumoro (Content Control) u ynpaenenus yctpoiicteom (Device
Control).

UT06bl BEPHYTb M3MEHEHUS, CAeSlaHHble B PeXvMe MPUBUIErMPOBAHHOMO
nonb3oBaTesisi:

— Ortkponte B Control Center wa6noH NoANTUKN, Ha3HAYEHHON KOHEYHOM
TOYKe, C MpaBaMWu MPUBWIErMPOBAHHOIO MOJMIb30BATENSA M HaXMUTE
CoxpaHutb. B 3TOM cnyyae oOpurMHanbHble HacTponku 6yayT
nepernpuMeHeHbl K LiesIeBOM KOHEYHOU TOYKeE.

— [lpumeHunTe HOBYHO NOJNINTUKY KOHeYHOoM TO4YKe C npaBamMm
npuBuierMpoBaHHOrro noJsib3oBaTenA.

— 3angute JlIoKaNbHO Ha KOHeyHoe yCTpOVICTBO, OTKpOVITe KOHCOJ1b
NPUBMUIErMPOBAHHOIO NOMb30BaTenNs U HaXXMUTe CUHXPOHU3NPOBATb.

YT06bI 6bICTPO HAWTW KOHEYHbIE TOYKM C MOAMPULMPOBAHHOW NONMUTUKOW B
peXXume NpUBUIErMPOBaHHOIO NOJIb30BaTENS:

— B paspgene CeTb HaxmMuTe MeH0 OunbTpbl M Bbli6epUTe OMNUUIO
OTpenaKkTUPOBAHO NoJsib3oBaTesnieM Ha Bkagke Monuuka.

— B pasgene CeTb HakMUTe Ha MHTEpPeCYytoLlee BaC KOHEYHOE YCTPOMCTBO
ans otobpaxeHus okHa UHdopmauma. Ecnm nonntuka 6bina uUsMeHeHa B
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pexvMe MNpPUBUNETMPOBAHHOIO TMoMb30BaTeNs, yBefoMSeHWe 6yaeT
oTo6paxaTbcs B pasgene O6wee > Monutuka.

BaxHo

Mo,uynb npuBuUiIErMpoBaHHOro nosb3oBaTtena cneyuasibHO pa3pa60TaH anda
YCTpaHEeHMUA HenoJslagok, 4TO no3BondAeT aAMUHUCTPATOPy CeTu Jierko
npocMaTpuBaTb U USMEHATb NapaMeTPbl NOJIMTUK Ha JTIOKAJIbHOM KOMMNbHOTEPE.
HasHauyeHue npaB AocCTtyna nNpuBUNErMpoOBaHHOIoO nonb3oBaTesid APYrum
nonb3oBaTenidsM B KOMNaHUU A0JDKHO 6bITb OrpaHn4yeHo ynoJIHOMOY€HHbIM
nepcoHasiom, yTOb6bI rapaHTuUpoBaTb, 4YTO NOJINTUKK 6e30MacHOCTHU Bceraa
NPUMEHAJIUCb Ha BCEX KOHEYHbIX TOYKaX CETU KOMMaHUMN.

« [apameTpbl

B aTOM pasgene Bbl MOXeTe 3agaTh criefytolime napameTpsbl:

Ypanatb cTapble cobbiTusa (AHM). AreHT 6e3onacHocTu Bitdefender Beget
NoApPO6GHbIN >KypHan CcoObITMK, KacaloWMXCAa ero AeATeNbHOCTU Ha
KOMMbIOTEPE (B TOM YMCNie KOMMbIOTEPHON aKTUBHOCTU, KOHTPOJIMPYEMOW
MoZyNeM ynpaBsieHUA KOHTEHTOM). [0 yMol4aHuIo, U3 XXypHana yaanstoTca
cobbiTva cTapwe 30 aHel. Ecnu Bbl XOTUTE U3MEHUTb 3TOT UHTEpPBan,
Bbl6epuTe APYrov BapMaHT U3 MEHIO.

OTnpaBnATb oTyeThbl 0 cb6oax B Bitdefender. Bbibepute aT0T napametp,
yTo6bl OTYETbI O COOSIX areHTa 6e30MacHOCTU OTNPaBAsANIUCL B
naéopatoputo Bitdefender pgna aHanusa. OT4yeTbl MOMOrYT HaWWUM
WHXXEHepaM BbISICHUTb, YTO BbI3Basio MPo6sieMy U MNpefoTBpPaTUTb ee
NMOBTOPHOE BO3HUKHOBEHME. HMKakas nepcoHanbHas uHdopMauus He 6yaeT
oTnpaBneHa.

OTnpaBbTe Noao03puTeNbHble UcNoNHAeMble (aiinbl ANa aHanusa. Beibepute
3TOT MapaMeTp, YTo6bl OTNPABUTL (haisibl, KOTOPbIE KaXXyTCH HEHAAEXXHbIMM
UM UMeLOT Nofo3puTeNibHoe noBefeHue, B Bitdefender Labs gns aHanusa.

OTnpaBbTe oT4yeT 0 HapylweHum namaTu HVI B Bitdefender. Mo ymonyanuto
HVI oTnpaBnsieT aHOHUMHYO MHOPMaLIMIO 06 06HAPY)KEHHbIX HAPYLUEHUSIX
Ha o6nayHble cepBepbl Bitdefender ansa nanbHenllero ncnonb3oBaHUs B
CTaTMCTMKE M NOBbILLEHNSI CKOPOCTU 0BHAPYXXEHUSI NPOAYKTA. TOT iaxkok
MOXXHO CHSITb, €CNN He TpebyeTcsl 0TNPaBAATb NOA06HYO MHOPMaLUIO U3
BalLewn ceTu.
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Mpumeyanmne
Mogaynb HVI MoxeT 6bITb AOCTYNeH Afsi Bawero pewenns GravityZone ¢
OTAENbHbIM JIMLEH3NOHHbBIM KITHOYOM.

KoMMyHuKaLum

B oaTom pasaene  Bbl MOXXeTe  Ha3Ha4unTtb OoAHYy Wn HEeCKOJ1IbKO
MalUnH-peTpaHCNATOpPOB Ana Tpe6yeMb|x KOHEYHbIX TO4YEeK, a 3aTeM HaAaCTpPOUTb
NMPOKCU-cepBep AJid CBA3UN MexXay 3STUMN KOHEYHbIMU TOUYKaMU U GravityZone.

Ha3HauyeHue KOMMYHWKaLWOHHbIX NapaMeTpoB KOHEYHOM TOUKe

Korza HeCcKoJIbKO KOMMYHUKALIMOHHbIX CEPBEPOB YCTaHABIIMBAETCS HA YCTPOWCTBO
GravityZone, Bbl MOXeTe Has3HaYMTb BblGPAHHbIM KOMMbLIOTEPAM OAWH WU
HECKOJIbKO KOMMYHUKALMOHHbIX CEPBEPOB C MOMOLLbIO MONMUTUKK. [OCTYMHbIE
KOHEYHble  TOYKU-PETPAHCASATOPbI, KOTOPble BbLICTYNAlOT B  KayecTBe
KOMMYHWKALMOHHbIX CEPBEPOB, TaKXe 6yayT YUTEHbI.

YT06bl HA3HAYUTb KOMMYHUKaLMOHHbIE CepBepbl Bbl6paHHbIM KOMMNbKOTEpPaM:

1. B okHe Ha3zHayeHue CBSI3M KOHEYHOM TOYKU, HaXXMUTe Ha none Uma. Moasutca
CMUCOK 0B6HAPY>KEHHbIX KOMMYHUKALMOHHbIX CEPBEPOB.

2. Bbibepute 06bEKT.
General Endpoint Communication Assignment

Detais

Notifications Priority  Name » Custom Name/TP Actions

Settings 1 aravityzone.bitdefender.com

Communication
Update Page | 1 of1 20 v titems
Antimalware Proxy settings
Firewal
O Keep installation settings
Content Control Use proxy
Do not use

Device Control

=5y Bitdefender Cloud Services

Monntunku KOMMNbKOTEPOB U BUPTYyasibHbIX MaLUWUH - HaCTpOVIKVI KOMMYHUKaLUUOHHbIX NapaMeTpoB

3. HaxmuTte kHOMKy & [lo6aBMTb B BepXHen YacTu Tabnumubl.
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KOMMYHMKaLUUOHHbIW cepBep f[o6aBUTCS K Cnucky. Bce BbiGpaHHble
KoMnbloTepbl 6yayT obwatbcs ¢ Control Center 4epes yKasaHHbIN
KOMMYHMWKaLMOHHbIV cepBep.

4. BbINnonHUTE Te Xe AeVICTBMﬂ, YTOOGbI p,06aBMTb HECKOJIbKO KOMMYHUKaUNOHHbIX
cepBepoB, Npu UX Hann4ynu.

5. Bbl MOXeTe HacTpouTb MPUOPUTET WCMOJIb30BaHWA KOMMYHUKALMOHHbIX
CEepBEepOB, C MOMOLLLLHO CTPENIOK BBEPX M BHU3, JOCTYMHbIX CMIpaBa 0T KaXA0ro
o6bekTa. CBSI3b BbIGPAHHbLIX KOMMbIOTEPOB 6YAET OCYLLEeCTBNATLCS yepes
06bEKT, pa3MeLLeHHbIN BBepXy crnucky. Korga cBsisb ¢ 3TUM 06bEKTOM ByaeT
noTepsiHa, UCMOJIb30BaTbCS BYAET CeAyHOLMA 06BEKT CMIUCKA.

6. Ons ypaneHns ogHOro o6bekTa U3 CNmucka HaXXMUTE Ha COOTBETCTBYHOLLYHO
KHOMKy ® YaanuTb B NpaBon YacTu Tabnuupbl.

CBsi3b MeXJy KOHEYHOW TOUKOIA M peTpaHcnaTopoM / GravityZone

B aTom pasgene Bbl MOXeTe HAaCTPOUTb MPOKCU-CEPBEP ANS CBA3N Mexay
eNlaeMbIMU  KOHEYHbIMM  TOYKAMM M Ha3HAYeHHbIMW  MaluMHaMU-
peTpaHCAATOpaMu UM MeXay Tpe6yeMbIMU KOHEYHbIMU TOYKaMU U YCTPONCTBOM
GravityZone (ecnv peTpaHciATop He 6bl1 Ha3HAYeH):

« CoXpaHMTb HacCTPOWKM YCTAHOBKM, YTO6bl WCMONb30BaTb MNapameTpbl
NnpoKcu-cepeepa, onpefieNieHHble B yCTaHOBOYHOM NakeTe.

. WUcnonbzoBaTb nNpokcH, onpepeneHHbI B 06lLeM pa3gene, 4To6bl
Mcrnosb3oBaTb MapaMeTpbl MPOKCU-CEpBepa, OnpefeneHHble B TeKyLien
nonntuke B pasgene O6uiee > HacTpoinkm.

. He ucnonb3oBatb, Koraa LeneBbie KOHEYHbIE TOYKU HE B3aUMOLENCTBYIOT C
ornpezeneHHbIMU KOMMOHeHTamu GravityZone yepes Npokcu-cepeep.

CeAa3b MeXay KOHeYHbIMU TOYKaMU u 06nayHbIMK cepBucamMmu

B aTOM paspene Bbl MOXeTe HaCTPOUTb MPOKCU-CEPBEP AN CBA3U Mexay
HY)XHbIMW KOHeuYHbIMKM Toukamu u Bitdefender Cloud Services (Tpebyetca
noAKtoYeHne K UHTepHeTy):

« CoXxpaHMTb HacCTpPOWKM YCTAHOBKM, YTO6bl WCMONb30BaTb MNapameTpbl
NnpoKcu-cepBepa, onpefieNieHHble B yCTaHOBOYHOM NakeTe.

. Wcnonb3oBaTb nNpokcH, onpepeneHHbI B o06lLeM pasgene, 4To6bI
Mcrnosb3oBaTb MapaMeTpbl MPOKCU-CEpBepa, OnpefeneHHble B TeKyLLen
nonnTuke B pasgene O6uiee > HacTponkm.
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. He ucnonb3oBatb, KOraa LiefieBble KOHEYHbIE TOYKM HE B3aUMOAENCTBYIOT C
onpeaeneHHbIMKU KOMMNoHeHTaMu GravityZone yepes Npokcu-cepeep.

O6HOBNEHUs

O6HOBNEHUA SABNAIOTCS O4YeHb BaXXHOM AeTanbi, KoTopasi no3BonseT
npoTMBOAENCTBOBaTL HOBENLWMM yrpo3am. Bitdefender ny6nmkyeT Bce 06HoBNEHUS
NpoAyKTa U MeXaHW3MOB 3alLmMTbl Yepes cepBepsbl Bitdefender B HTepHeTe. Bce
06HOBIEHNA 3aWMPPOBaHbI M UMEIOT LUPPOBYHO NOANUCH, YTOObI UX HENb3S 6bI0
noagenatb. Korga AoCTynHO HOBOe 06HOBIEHUe, areHT 6e3onacHocTu Bitdefender
nposepsieT UMPPOBYH NOANUCH OGHOBIIEHUA AJ1st ay TEHTUPUKALMMN U COAEPXKUMOE
naketa gns obecrieyeHUsi LLeNIOCTHOCTU. 3aTeM Kaxabii ¢ann o6HoBneHus
aHann3npyeTCs, U ero Bepcusi NPoBepsieTCsl Ha COOTBETCTBUE YCTaHOBIEHHOW.
Bonee HoBble annbl 3arpy>KaroTcs JIOKarbHO U MPOBEPSIFOTCS HA COOTBETCTBUE
x3wy MD5, yTo6bl y6eanTbCs, YTO OHU He U3MEHEHbBI. B 3ToOM pa3gene Bbl MOXeTe
HacTpouTb areHT 6e3onacHocTu Bitdefender M napameTpbl 06HOBNEHUS

MeXaHU3MOB 3alUThbl.

Dashboard Genea Product Update

MoAUTUKM KOMMbIOTEPOB U BUPTYasibHbIX MaLUUH - MapamMeTpbl 06HOBMEHUI

. O6HoBneHue npopykTa. AreHT 6e3onacHocTu Bitdefender aBTOoMaTuueckm
NMpOBEPSIET, 3arpy)XXaeT U yCTaHaBNMBAET OGHOBIEHUS KaXKbI Yac (HaCTPOMKK
no yMonyaHuto). ABTOMaTUYecKoe OGHOBJIEHUE BbIMOSIHAETCS B (POHOBOM
pexume.

— Bo3o6HoBneHne. YTo6bl W3MEHUTH MNEPUOANYHOCTb ABTOMATUYECKUX
OOHOBMEHWU, BblbepuUTe APYryt0 OMUMIO M3 MEHKD W HacTpouTe ee B
COOTBETCTBMU C BalUMMU NOTPEGHOCTAMM B MOCHEAYHOLLUX MOSAX.
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— OTnoXuTtb nepesarpy3Ky. HekoTopble OGHOBMEHUS AN YCTAHOBKM U
KOPPEeKTHON paboTbl TpebytoT nepesarpysku cuctembl. 10 yMonyaHuto
npoaykT 6ygeTr npojo/mkaTb paboTaTb CO CTapbiMu dannamu [o
nepesanycka KoOMMboTepa, Noce Yero 6yayT NPUMEHeHbI caMble nocnegHne
06HOBNEHUSl. YBefoMiieHMe B MoJib30BaTesIbCKOM UHTepdeince 6yget
npeanaratb Monb3oBaTeslo Nepesarpy3nTb CUCTEMY BCAKMI pas, Korga
3Toro noTpebyeTt o6HOBMEHNE. PeKoOMeHAyeTCs OCTaBUTb 3TOT NapameTp
BKJIIOYEHHbIM. B npoTMBHOM cnyyae cucteMa aBTOMaTUYECKM
nepesarpysuTcsi rocfie  YCTaHOBKM  HEO6X0AMMOro  OGHOBMEHMUS.
Monb3oBaTenu 6yayT yBeLOMJIEHbI O HEOGXOAMMOCTM COXPaHUTb CBOKO
paboTy, HO Nepesarpy3ka He MOXeT 6blTb OTMEHEHa.

— Ecnu Bbl Bbi6epeTe OTJIOXKEHHYIO Mepe3arpysky, Bbl MOXETe YCTaHOBUTb
yao6Hoe BpeMsi, Korga KOMMbHOTEpPbl, B Cllyyae Heo6XxoauMocTH, 6yayT
nepesarpyaTbCsi aBTOMaTMYecku. Takov BapuaHT 60JibLUe NOAXOANUT AJ1s
cepBepoB. Bbibepute Mpu Heo6X0AUMOCTH Nepe3arpy3ute KOMMbiOTep
nocrie yCTaHOBKN 06HOBMNEHUI. U YKaXnTe yao6Hoe BpeMs nepesarpysku
(exkegHeBHO UNK eXXeHefesIbHO B OMNpefeneHHbIN AeHb, B onpefeneHHoe
BPEMS CYTOK).

— [ns 60nbLIero KOHTPOJNA Hag USMEHEHNEM KOHPUrypaLum u 06HOBJIEHUEM
NPOMEXYTOYHOro npoLecca Bbl MoXKeTe HaCTPOUTb TyULLNA areHT Ha Balunx
ycTpomncTBax Linux ansi BbinonHeHUs 06HoBNeHU Moayns siapa EDR yepes
O6HOBNEHMe NPoAYKTa.

Ecnu BkntoyeH ¢pnaxok O6HOBNEeHUe NPOAYKTA :

« Ecnu Bbl BktounTe dnaxxok 06HoBMTHL Moaynu Linux EDR ¢ nomoLwybio
o6HoBNeHnsas npopykrta, To GravityZone O6HOBUT Bepcuu sigpa C
nomoubto O6HOBNEHUS MPOAYKTa.

. Ecnu Bbl ocTaBuTe 3Ty onuuio OTKIOYEHHOW, Bepcuu sigpa 6yayT
06HoBIEHbI ¢ noMoLbto Security Content Update.

Mpumeyvanne

Ecnu Bbl Bkntounte dnaxok O6HoBUTb mMoaynm Linux EDR ¢ nomouybio
06HOBNIEHMA NPOAYKTA, HO OTKOYKUTe NapaMmeTp O6HOBNeHUe NPOAYKTa,
mMoaynu Linux EDR o6HOBNATbCA He 6yayT.

. O6HoBNeHne MexaHU3MoOB 3awmTbl. K MexaHnsMam 3aluTbl OTHOCATCS
CTaTu4yeCckne U aguMHamMmyeckme Mepbl npepoTBpalleHna yrpos, Takume Kak
OBWXKKU CKaHUpoBaHUA, MoJesin MaluMHHOIo o6yl-|eva, 3BpUCTUYECKue
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MeTOAbl, NpaBwuna, CUrHaTypbl M YepHble CNUCKW. AreHT 6e30macHoOCTU
Bitdefender aBTomaTuuecku npoBepsieT, 3arpyxaeT W YycTaHaB/IMBaeT
06HOBJIEHUSI MEXaHM3MOB 3aLUMUTbI KaXKAbli Yac (HaCTPOMKM MO YMOJSTHAHMIO).
ABTOMaTU4eckoe O6GHOBJEHME BbIMOSIHAETCA B (GOHOBOM pexume. YTobbl
U3MEHUTb NepUOANYHOCTb aBTOMATUYECKMX 06HOBIIEHUN, BbIGEpUTE APYryHo
OMUMIO U3 MEHIO M HAaCTPOWTe ee B COOTBETCTBUU C BaLLUMMMU MOTPEGHOCTAMMU
B MOC/IeAYHOLMX NONSX.

. Pacnono)eHune o6HoBneHui. [1o ymonyaHuto, areHTbl 6e3onacHocTu Bitdefender
O6HOBNAIOTCA C JIOKaNbHOro cepBepa o6HoBneHun GravityZone. [Jo6aButb
MCTOYHMK OGHOBJIEHUI MOXHO MYTEM Bbl6Opa MpeaBapuTesibHO 3afaHHbIX
pecypcoB B BbiNajatoLLeM MeHHO UM nyTeM BBoAa |IP-agpeca unv uMeHn xocta
OQHOMO MMM HECKOJIbKUX CepBepoB 06HOBJIEHMI B Ballleil ceTU. HacTponTe ux
NPUOPUTET, UCNOJIb3YA KHOMKM BBEPX M BHU3, 0TOBpaXkaeMble Npu HaBeaeHum
MblILwK. Ecnn nepBbIf UICTOYHUK OGHOBNIEHU HEL,OCTYMNEH, 6yAeT NCNOoJb30BaH
cnepyoLmn B CNIUCKE U Tak garnee.

YT06bI HACTPOUTL JIOKANbHbIN afpec ANt 06HOBNIEHUN:

1. BBenuTe agpec cepepa 06HOBMEHWI B Nose [lo6aBUTb NoKaLmio. [loCTyMHbI
crepyoLme BO3MOXHOCTU:

— Bbi6op npepgonpeneneHHOro UCTOYHUKA:

« cepBepbl-peTpaHcnaTopbl KOHeYHasa Touka 6yp,eT aBTOMaTU4eCKuU
noagknr4vaTbCA K HasHa4YeHHbIM CepBepaM-peTpaHCIATOpPaM.

MpepynpexpaeHune

CepBepbl peTpaHCAAUMM He MNOoAAEepPXMBAKOTCHA B YyCTapeBLUMX
onepaunoHHbIX cucTemax. ns nogpo6Hon MHGopmaLmm obpaTuTech
B ['na no yctaHoBke.

MpumeyaHmne

Bbl MOXeTe NpPoBepUTb Ha3HaYeHHbIE CepBepbI-peTPaHCATOPbI B
okHe Information. 3a 6onee nogpo6HON MHbopMaLumel obpaTuTech
K MpocMOTp cBeAeHuii 0 KOMMbIOTEpe

« JloKkanbHbIN cepBep 06HOBNEHUN

— BeeauTte IP-agpec unn nma xocta O[HOIO UM HECKOJIBKUX CEPBEPOB
O6HOBNEHU B Ballen ceTW. Mcnonb3ymte OAWH U3 CnegyroLmxX
BapMaHTOB CMHTaKcuca:
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o« update server ip:port
« update server name:port

Mo ymonuaHuto ucnonbayetcs nopt 7074.

®naxok MpumeHsaTb cepeepbl Bitdefender B kauecTBe pesepBHoro
MECTONOJIOXKEHUSI YCTAHOBJIEH MO YMONYaHuo. EcCnuM MCTOYHMKM
O06HOBJIEHUI HE[,OCTYMHbI, BYAET UCNONb30BaTbCS PE3EPBHbIV BapUaHT.

Mpepynpexpaexune

OTkntoYeHune pe3epBHOro MUCTOYHMKaA OCTaHOBUT aBTOMaTU4eCKoe
O6HOBJ'IeHVIe, 4YTO npuBepeT K o6pa30|3aHmo yFl3BVIMOCTeVI B Balleun CeTH,
€CJIN YKa3aHHbl€ NCTOYHUKN 06HOBNEHUN OKaXyTCA HeAOCTYNHbI.

Ecnm knneHTCKMe KOMMNbIOTEPbLI NOAKIOYAOTCS K JIOKaNbHOMY cepBepy
06HOBJIEHUI Yepes NpoKcu-cepeep, Bbibepnte Mcnonb3oBaTb NPOKCH.

Haxmunte KHomnKy © [lo6aBUTb B BepXHeln YacTu Tabnumubl.

UcnonbayinTe cTpenkn © BBepx / &) BHM3 B KOJIOHKe [leMcTBUE, YTOObI
YCTaHOBUTb NPUOPUTET UCMOSIb30BaHWUSI UCTOYHUKOB O6GHOBJIEHUI. Ecnu
nepBbii MCTOYHUK OOHOBJSIEHWWA HeJoCTyneH, OyAeT MWCMNoJib30BaH
CliefyIoLLNIA B CMIMCKe M Tak ganee.

YTo6b! YAanuTb narky U3 CrMcKa, HaXXMUTE COOTBETCTBYHLLYIO KHOMKY X
Yaanutb. Bbl MoXeTe yaanuTb UCTOYHUK OGHOBJIEHWI MO yMOn4YaHuio (He
pekomeHayeTcs).

. [MocnepoBaTenbHocTb O6HOBNEHUI . Bbl MOXeTe 3aaaTh nocnefoBaTeIbHOCTb
06HOBJIEHW NPOAYKTOB MO 04Yepeam, C MOMOLLbHO NopsiaKa 06HOBNEHNUS:

MepaneHHoe o6HOBREeHWe MaluWHbI C NOAUTUKOW MeAJIEHHOr0 06HOBNIEHUS
6ynyT nonyyaTb 06HOBJIEHUSI B 60siee MO3AHUI CPOK, B 3aBUCUMOCTU OT
FOTOBHOCTU KOHEYHbIX TOYeK C 6bICTPbIM OGHOBNEHMEM. ITO
JornosiHuTeNnbHasi Mepa MpefoCTOPOXHOCTUM B Mpouecce O6HOBNEHUS.
[JaHHble HacTPONKM NPUHATHI MO YMONYAHUIO.

BbicTpoe o6HOBNeHne MallMHblI C MOJIMTUKON ObICTPOro O6HOBMEHMS
nonyyaT HOBeNLWNE AOCTYMNHblIe OGHOBNEHUS B NepBYO ouepeb. [laHHble
napameTpbl PEKOMeHAYITCA AN HEKPUTUYHbBIX MALUWH, UCMOSIb3YEMbIX B
LesATeNIbHOCTU KOMNaHUM.
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Ba)xHo

— MarsnoBeposiTHO, HO B Cily4yae BO3HWKHOBEHUS Mpo6nemM C 6bICTPbIM
06HOB/EHMEM Y MaLUVH C onpeaeNieHHbIMU KOH(UrypauusMm, To oHu 6yayT
UcnpaBsieHbl eLe A0 BbIX0Aa MeAJSIeHHbIX 06HOBIEHMWIA.

— BEST for Windows Legacy He nopgpepXuBaeT MoCTaHOBKY. YcTapeBluue
KOHEYHble TOYKM B MPOMEXYTOYHOM MECTOMOJNIOKEHUN [OSDKHbI 6bITh
nepeMeLleHbl B MPOU3BOACTBEHHOE MECTOMOJOXKEHME.

1.2.2. HVI

Mpumeyanune

HVI o6ecneurBaeT 3awmTy BUPTYyaNbHbIX MalIWH TONbKO Ha runepsusopax Citrix
Xen.

Mogaynb HVI MoXeT 6bITb JOCTYNEH AN Ballero peleHus GravityZone ¢ oTAeIbHbIM
JINLEH3NOHHbBIM KJTHO4YOM.

Hypervisor Memory Introspection 3awu,aeT BUpTyasibHble MaLLUMHbI OT NepefoBbIX
Yrpo3, OT KOTOPbIX CUrHaTypHble ABWXKW He CMOCO6Hbl 3awuTuTb. OHa
obecrneymBaeT B peasibHOM MaclUTabe BpeMeHW 06HapyXXeHMe aTak, C MOMOLLbLO
MOHUTOPMHIa MPOLECCOB 3a MnpefenamMu rocTeBOM OMEpPaLMOHHON CUCTEMBbI.
MexaHW3M 3alunTbl BKIOYAET B Ce6s1 HECKOJIbKO BapMaHTOB GJIOKMPOBKU aTak
Mo Mepe UX NOABEHUSA U HEMEAJIEHHOIO YCTPaHEeHUS Yrpo3bl.

Cnenys npuHuuMny pasfefnieHus naMAaTu onepauumoHHbiX cuctem, HVI Takke
BKJItOYaeT B ce6s ABa MOAYJIA 3alUNTbI, OpraHM30BaHHble B COOTBETCTBYHOLME
KaTeropuu:

. [lpocTpaHCcTBO rosib30BaTesNss, agpecauus HOPMasibHbIX  MPOLECCOB
NoJsIb30BaTENbCKUX NMPUNOXKEHUA.

. [lpocTpaHcTBO Agpa, agpecauus, 3ape3epBupoBaHHas nog npoueccobl aapa
onepawMOHHON CUCTEMDI.

Kpome Toro, nonutuka HVI npegycmaTpuBaeT fBe QYHKLUM, KOTOpbIE MOMOTyT
BaM ynpaensiTb 6e30MacHOCTbIO U MOAAEPXKUBATL 3aLUULLEHHbIE BUPTYasbHble
MaLUWHbI:

« VcknioyeHus ans npocMoTpa n ynpaBsiieHna npouyeccamMmu, MCKNHYEHHbIMU U3
CKaHnpoBaHuA.
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« WHcTpymMeHTbI nonb3oBaTtensa Ana BBoA4a UHCTPYMEHTOB, Heo6XxoANMbIX Ans
OI'IepaTMBHOﬁ n cyp,e6H0171 9KCNepTu3bl B rocteBbiX onepaunoHHbIX CUCTEMAX.

[MpocTpaHcTBO NonNb3oBaTens

B aTOM pazgene MOXKHO HaCTPOUTL MapamMeTpbl 3aLLMTbl MPOLLECCOB, 3anyLLeHHbIX
B NPOCTPaHCTBE NaMsATH Nonb3oBaTess.

V|CI'IO}'Ib3yI7ITe (bJ'Ia)KOK CamoaHanu3 naMsT1 Nnosib3oBaTesIbCKoOro NMPOCTPAHCTBA,
YTO6bI BKIIKOYUTb UM OTKIIKOYNUTb 3auunTy.

q)yHKLWIOHaJ'IbHOCTb 9TOro Moaynis OCHOBbIBAeTCA Ha NMpaBunax, 4To No3BoJideT
HaCTpOUTb 3aluuUTy OTAEJIbHO AN pa3HbIX rpynn rnpoueccos. Kpome TOro, Bbl
MOXXeTe Bbl6paTb c60p AONOJIHUTEJIbHbIX AaHHbIX OJ1A 3KCNEPTHOro aHann3a.

« [lpaBuna nonb3oBaTeNbCKOro NPocTpaHCcTBa

o JaHHble And 3KCrNepTHOro aHajansa

lpaBuna nonb30BaTeNbCKOro NPOCTPaHCTBa

MoZyrnb nocTaBnsieTcs c HA6OPOM NpefoNpPeaesieHHbIX NMPaBuWIT, KOTOPbIE KacalTcs
Haubonee YysI3BUMbIX MPWIOXeEHWA. Tabnuua B 3TOM pasfene COAEPXUT
CYLLECTBYIOLLME NPaBuWIIa, MPeAOCTaBNsAs BaXHYH MHGHOPMAaLUIO O KaXAoM U3
HUX:

« WmsanpaBuna

« [lpoueccebl, K KOTOPbIM MPUMEHSIETCSI TPaBUIIO

« Pexxnm MoHuTOpuHra

o [lenctBue, KOTOpoe 60KUPYET 06HAPY)KEHHYHO aTaKy
« [OeicTBUS NO yaaneHnto yrposbl

Bbl Tak)Xe MOXeTe co3[aTb CANCOK MN0JIb30BaTENbCKNUX npasun onAa npoueccos,
KOTOpPbI€ Bbl XOTUTE KOHTPOJIMPOBATb. ,D,J'Iﬂ co34aHnd HOBOro npasuna:

1. HaxmuTe kHonky * [l06aBUTb B BEpXHEeW 4yacTu Tabnuubl. 3To aencTBue
OTKPbIBAaeT OKHO HAaCTPOMKM NMpasBwuil.

2. HacTpoWTe Moaynb, UCronb3ys criefytowue napaMeTpbl NpaBuia:

. Wmsa npaeuna. Beeante nMs, nof KOTOpbIM NpaBusio 6yeT oTobpaxaTtbcs
B Tabnuue npaeuin. Hanpumep, Ana Takux NpPoLLeccoB, Kak firefox.exe

WM chrome . exe, Bbl MOXETe Ha3BaTb NPaBWUJ10 Bpay3epHL.
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Mpoueccbl. BBeanTe MMeHa MNpoOLECCOB, KOTOpble Bbl CO6UpaeTech
MOHUTOPUTb, Pas3fenss X TOUKOM ¢ 3ansTon ().

Pexxum MoHuTOpuHra. [ns ObICTPOM HaCTPOWKM, BbibepuTe YpOBEHb
6e30NacHOCTM, KOTOPbIN HawuyylwuM 06pa3oM COOTBETCTBYET BalUUMM
notpe6HocTsIM (MHTeHCUBHbIA, HopManbHbIi UM PekoMeHAyeMblid).
Mcnonb3ynTe onvcaHue cripaBa oOT LUKasbl, YTOObI BbibpaTb HEO6X0AMMbIA
YPOBEHb.

Bbl MOXeTe HacTpouTb MapameTpbl Mofynsi 6osee feTasibHO, BbiGpaB

ypoBeHb 3awwuThl Monb3oBaTesnb 1 3a4,aB OAUH UM HECKOJBKO CIIEAYHOLLMX

BapWaHTOB:

— Xyku O6yayT yCTHOBJEHbl Ha KpuTudeckue 6ubnuotekun DLLs.
O6Hapy»xeHue DLL "MHbeKuuin", KoTopblie 3arpykatoT Bpe4OHOCHbIV KO,
B BbI3bIBAOLLMIA UX MpoLiecc.

— MonbiTkN pacnakoBku / pewnppoBaHUsi B OCHOBHOM UCMNOJIHAEMOM
daine O6HapyxmBaTb MOMNbITKA AeWwMdPOBKM KoAAa B OCHOBHbIX
UCMONHSeMbIX MpoLeccax M 3aluuaTbh Mpoueccbl OT WM3MeHeHUs
BPeAOHOCHbIMU MHCTPYKLUSIMU.

— WHocTpaHHble 3anucy BHYTPM LieNIeBoro npowecca 3alluTta oT BHeipeHus
KoJla B 3alLULLEHHbI npoLecc.

— 3kcnnoutbl. O6Hapy)XeHWe NoJo3pPUTENBHOrO MOBeAEHUs NMpoLecca,
BbI3BAHHOIO MOMbITKON MCMOJIb30BAHUSA OLUMOKK, OGHApPY>XXeHHON B
npeabigyLwmx yassMMocTax. Micnonb3ynTe 3Ty ONUUIO, €C/IN Bbl XOTUTE
KOHTPONMPOBaTb BbIMOJIHEHWE KOAA M3 AMHAMUYECKOM NaMsiTU WK
CTeKa 3aLULLLEHHbIX NPUIIOXKEHUN.

— Mopkntouenne WinSock.. bnok nepexeaTa ceTeBbIx 6ubnuotek (DLL),
ucnosib3yeMbix  OMepaLMoOHHOM  CUCTeMOK,  obecreymBaroLLmX
KOMMYyHMKaLmmn 3Byka no TCP/IP.

OencTeua. ECTb HeCKOJIbKO [1eACTBUI, KOTOPbIE Bbl MOXETe MPUMEHUTb
npu obHapyXeHun yrpos. Kaxzaoe AencTBUe, B CBOK oyepelb, MMeeT
HeCKOJIbKO BO3MOXHbIX BapUaHTOB WM BTOPUYHBIX AeNCcTBUIA. VX onucaHue
NpUBeAEHO HUXE:

— OcHOBHOe fieicTBUe. ITO HEMEJIEHHOe IeNCTBUE, KOTOPOE Bbl MOXeTe
NpeanpuHSTbL NpU O6HAPYXXEHWWM aTaKu Ha FOCTEBOM MallWHe, 4YTo
Nno3BosisieT 3a6J10KMpoBaTh ee. [LoCTyMNHbI CreaytoLLMe ONLMU:
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:XypHan. TonbKo 3anucaTtb cobbiTUe B 6a3y AaHHbIX. B 3TOM cnyyae
Bbl MOMTyYMTE TOJIbKO YBEAOMIIEHUE (EC/TN OHO HACTPOEHO) 1 ByaeTe
UMeTb BO3MOXXHOCTb MPOCMOTPETb 3TOT MHUMAEHT B oTyeTe HVI
DeaTenbHOCTb.

OTKNOHUTb. OTKJIOHEHME JO6bIX MOMbITOK YrPo3, U3MEHSIoLWMX
KaKowm-nmbo npouecc.

BbIKNIOYMTb MalIMHY. BbIK/IHOUEHWE BUPTYasibHOM MallWHbI, Ha
KOTOPOM 3anylileH LieSIeBOM NpoLiecc.

BaxxHo

PeKOMeHﬂyeTCH CHa4dana yCTaHOBUTb OCHOBHO€ ,EI,eVICTBVIe B )KypHan.
V|CI'IOJ'Ib3yl7|Te NOJINTUKY B Te€4eHue onpeneneHHoro nepunoga BpeMeHu
YTOObI y6eﬂ,VITbCF|, 4YTO BCe pa60TaeT B COOTBETCTBUU C OXXNAaHUAMU
[Mocne 3Toro Bbl MOXeTe Bbl6paTb no6oe ,Elel7|CTBVIe, KOTOpOE Bbl XOTUTE
npeanpuHATL B Ciy4dae, eCciin 3ad)VIKCV|pOBaHO HapyweHne namMaTu.

HeiicTBune no ncnpaeneHnio. B 3aBUCUMOCTM OT BbI6paHHbIX HACTPOEK,
Security Server BcTpauBaeT UHCTPYMEHT UCMpaB/ieHUs1 Ha rocTeBon
onepaLyoHHON cucTemMe. WMHCTPYMEHT aBTOMaTMYeCKM HauyuHaet
CKaHWpOBaHMWe Ha Hannume BpelOHOCHbIX MPOrpaMM 1 Npu 06HapYXXeHUK
Yrpo3bl, OH OCYLL,ECTBNAET BbIGpaHHOe AecTBMe. [loCTyMHbI creaytoLime
onuuu:

OesnHduuupoBatb. YaanaeT BpefOHOCHbIN KO U3 3apaXXeHHbIX
(daiinoB. PekoMeHayeTcs Bcerfa Aep>xath 3TO ieiCTBME B KaUecTBe
nepBoro, YTo6bl 6bITh B Kypce 3apa)keHHUs hainos.

Ypanutb. YpanaeT o6HapyXeHHble dawnbl ¢ aucka 6e3
npeaynpexaeHus. XXenatenbHo u3beratb MCMONb30BaHUE 3TOMO
JencTBus.

UrHopupoBaTtb. IHCTPYMEHT UCNpaBneHns O6HapY>XMBAET Y TOJNbKO
coobLaeT 06 06HapyXXeHHbIX dhannax.

HeT. HCTpYMEHT ucnpaBneHus He 6yaeT BHeApATCA B FOCTEBYHO
OMepaLMOHHYO CUCTEMY.

Mpumeyanue
3aKprTVIe WHCTPYMEHTa npmeefeT K ero ygaleHuo U3 CUCTeMbl U He

OCTaBUT HUKAKUX cNefoB MNpebdblBaHUSA B FOCTEBOM OMNepaLuoHHON
cucTeme.
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[OeiicTBue no ucnpaeneHuio pesepBHON Konuu. Korga pencrsue
UCNpaB/ieHNs BbIXOAMT U3 CTPOS, Bbl MOXKETE BblGpaTh APYron MexaHnu3m
UCnpaB/ieHns U3 AOCTYMHbIX BapMaHTOB.

3. Haxmute CoxpaHUTb.

lMocne co3gaHna Bbl MOXeTe UBMEHUTb npasuio B noboe BpemMA. |_|pl/l HaXXaTun
Ha UMA npaBuna OTKPOETCA OKHO ero HaCTpOIZKM.

GravityZone Takxxe No3BoJIAET 6bICTPO HACTPOUTb NapaMeTpbl MOBeEeHUS MOAYIIS
camMoaHasM3a NaMsaTu Npu 06HAPYXXEHUSIX, USMEHWUB OHOBPEMEHHO HECKOJIbKO
npaswn. YTo6bl BbiGpaTh HECKOJIbKO NMPaBwil C 0ANHAKOBbLIMU AENCTBUAMM:

1. Bbl6epuTe NpaBuna, KOTOPble Bbl XOTUTE NUSMEHUTD.

2. HaxmwnTte kHOMKy [lencTBUe U UCNpaBNieHNEe B BEPXHEN YacTu Tabnumubl.
3. BbibepuTe Hy)XHbIM NapaMeTp ANs KaXKaoro A4encTeus.
4

Haxmute COXpaHMTb. HoBble ﬂeVICTBMﬂ BCTYNAT B CWUJ1y Nocne CoXpaHeHus
MOJINTUKKN, NPU YCNOBUN, YTO LeJieBbl€ MallUHbl HAXOOATCA B CETWU.

YT106bI YAanuTb OQHO UIIM HECKOJbKO NPaBWil U3 CMXCKa, BblIbepuTe UX, a 3aTeM
HaXXMUTe KHoMnKy © YaanuTb B BEpXHEN YacTu Tabnumubl.

[aHHbI€ AJ17 9KCNEPTHOro aHanunsa

YctaHoBuTe Qnaxok CobbiTMA c60 NpuNoXeHUA nog Tabnuuend npaBun
TEeppUTOpPMM NOJIb30BaTeNs, YTO6bI BKIOUNTL CO60p NoAapo6bHon nHpopmaumu,
KOrAa NpunoXeHUs 3aBepLuatoTCs.

Bbl MOXeTe NMpocMoTpeTb 3Ty MHGOPMaLUIO B 0TYeTe 06 akTUBHOCTM HVI v HalnTu
MPUYUHY, MO KOTOPOMN MPUISIOKEHUE 3aBepLUMIIO CBOK paboTy. Bbl MoxeTe
NPOCMOTPETb 3Ty MHOpPMaLMIO B oTYeTe 06 aKTUBHOCTU HVI 1 HAWTU NpUYKHY,
Mo KOTOPOW NPUJIOXKEHUE 3aBEPLUMIIO CBOHO paboTy.

AnpecHoe nNpocTpaHCTBO afpa

HVI sawmw,aeT KroYeBble 351IeMeHTbI OnepaLl,MOHHOVI CUCTEMbI, TaKne Kak:

« KpuTuueckne pgpanBepbl Afpa M CBSI3aHHble C HUMWU 06bEKTLI, BKJIOYas
onepauun 6bICTPOro BBoAa/BbIBOJa, CBA3aHHbIE C OCHOBHbIMU ApaiBepamu
Aanpa.
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. CeTeBble gpanBepbl, U3MeHeHWe KOTOPbIX NO3BOMMUM0 6bl BpeaoHocHoMy 10
nepexsaTtbiBaTb TPahuK U BHeAPSTb BPeAOHOCHblE KOMMOHEHTbI B MOTOK
Tpaduka.

. 06pa3s agpa onepauMoOHHON CUCTEMbI, BKJIloYas crefylollee: pasaen Koaa,
pasfen AaHHbIX U pa3aen ToNbKo ANA YTeHus, B ToM uucre Import Address
Table (IAT), Export Address Table (EAT) u pecypcbl.

B aTtom pasgene MOXHO HacCcTpOUTb NapamMeTpbl 3aWUTbl AOJIA NpoueCcCcoB,
3anyCKaeMblIX B NPOCTPaHCTBE NamMATn aapa.

NcnonbayiiTe hnaxok CamoaHanus namMATH NPOCTPAHCTBA AAPA, YTOObI BKJIOUNTD
WSIN BbIK/TIIOYNTD 3aLLUUTY.

[Ona 6bICTPON HACTPOWKU, BbiGepnTe ypoBeHb 6€30MaCcCHOCTH, KOTOpPbIN Jyylle
BCEro COOTBETCTBYET BaWMM NOTPE6HOCTSIM (MHTEeHCUBHbIN, HopManbHbIn nnu
PekoMeHAyeMbIi). Vicrnofib3yinTe onucaHue cnpasa OT LWKarbl, YTO6bl BbI6GpaTh
Heo6X0ANMbIV YPOBEHb.

Bbl MOXeTe HACTpPOUTb nNapaMeTpbl MOAYIA 6onee AeTalbHo, Bbl6paB YPOBEHb
3awuTbl Monb3oBaTenb 1 3a4aB OWH UM HECKOJIbKO cneayrowmnx BapnaHToOB:

« KoHTponb peructpoB . KoHTposb pernctpos (CR) (peructpoB npoueccopa),
KOHTPONIMPYIOT o0O6LLee MoBeAeHME MNpoLeccopa WM Apyrux uudpoBbIx
YCTPOWNCTB. BbibepuTe 3Ty onuuio Aisi OOHapY>XXEeHUs MOMbITOK 3arpysku
HeZOoMNyCTUMbIX 3HAYEHWI B onpefenieHHble PerncTpbl.

« TunoBble perucTpbl. 3T Jilo6ble PErNCTPbI, OTHOCALIMECS K KOHTPOSIMPYEMbIM
peructpam B Habope KoMaHg x86, ucrnosibayeMble st 0TNaAKu, TPACCUPOBKU
BbIMOJIHEHMS NPOrPaMMbl, MOHUTOPUHIa NPOU3BOAMTENBHOCTM KOMMblOTEpa
1 BKJTHOUEHUSA onpedeneHHbIX hyHKLUIA LeHTpanbHOro npowueccopa. Beibepute
3Ty ONUMIO AN 06HAPY>KEHUS MOMbITOK U3MEHEHUSA 3TUX PETUCTPOB.

. IDT/GDT LienocTHocTb. [nob6anbHas Tabnuua AeCKpUNTOPOB Mnn Tabnuua
aeckpuntopoB npepbiBaHuii (IDT/GDT) ucnonb3ytoTca MpoLEecCopoM aJis
onpezenieHnsi NPaBUIbHOrO OTBETa Ha NpepbiBaHNs U UCKITHOYeHUs. Bbibepute
3TOT NapaMeTp, YTo6bl 06HAPY)XMTb NIFOObIE MOMNbITKA U3MEHEHMUSA 3TUX TabnuL,.

. 3awmra gpaiiBepoB oT BPeAOHOCHbIX NporpaMm. BuibepuTte aT0T napameTp,
YTO06bl O6HAPY)XMTb MNOMbITKU W3MEHEHUS ApavBepa, WUCNOJIb3YeMOro
NpPoOrpaMMon-aHTUBUPYCOM.

. 3awuTta ppaiiBepoB Xen. BbibepuTe 3TOT napameTp, YTO6bl 06HAPYXUTb
NnonbITKN U3MeHeHUA apanBepoB runepeunsopa Citrix XenServer.
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EcTb HECKOMNbKO AEACTBUIM, KOTOPbIE Bbl MOXETE NPEANPUHATL NMPY 06HAPYXKEHNUN
yrpos. Kaxkgoe fAeilcTBue, B CBOK oO4yepefdb, UMEET HECKOJIbKO BO3MOXHbIX
BapUaHTOB WJIM BTOPUYHbIX AENCTBMIA. X OnMcaHne NPUBEAEHO HUXKE:

MepBuuHoOe AelicTBME.

DKypHan. Tonbko 3anucaTtb cobbiTue B 6a3y AaHHbIX. B 3ToM cnyyae Bbl
noslyynTe TOJIbKO YBeAOMIIeHUE (€CNU OHO HAaCTPOEHO) U ByJeTe UMeTb
BO3MOXHOCTb MPOCMOTPETb 3TOT MHUMAEHT B oTyeTe WMHTpocnekuus
namsTu.

OTKNOHUTb. OTKITIOHEHME NHOBbIX MOMNbITOK yrpos, UsMeHALWnX Kakon-nnéo
npouecc.

BbIK/MIOYMTb MALIMHY. BbliKtoYeHMe BUPTYasbHOW MalLMWHbI, HA KOTOPOW
3anyLeH LeneBon npouecc.

Ba)xHo

PekomMeHayeTcA cHauyana YCTaHOBUTb OCHOBHOe peiicTBue B YKypHan.
Ncnonb3yiTe NOSIMTUKY B TeYeHWe onpesesieHHOro nepuoaa BpeMeHU YTobbl
y6eauTbCsl, UTo BCe paGoTaeT B COOTBETCTBUM C OXXUAaHUsIMK [Nocne 3Toro Bbl
MoOXXeTe BblbpaTb J1lo60e AeNCTBUE, KOTOPOE Bbl XOTUTE NPEANPUHATL B Cllyyae,
ecnn 3aMKCMPOBaHO HapyLUeHWe NaMSTU.

[JeiicTBue ncnpaenexus.

OesnHuumpoBaTtb. YaanaeT BpeOHOCHbIN KO U3 3apaXkeHHbIX (haisios.
PekomMeHayeTcs Bcerga gep)Katb 3To IeACTBUE B KAYECTBE NEPBOTo, YTO6bI
6bITb B Kypce 3apa)xeHHus (hannos.

Ypanutb. Ypanset o6HapyXXeHHble Gainnbl ¢ gucka 6e3 npefynpexaeHus.
XenaTenbHo nsberaTb UCMONIb30BaHME 3TOro AENCTBUSA.

UrHopupoBaTb. WHCTPYMEHT UcnpaBfieHUsi O6HapYXXMBaeT U TOJIbKO
coobLaeT 06 06Hapy>XeHHbIX annax.

HeT. WHCTpyMeHT wucnpaBneHus He 6yaeT BHEAPATCA B TOCTEBYHO
OMepaLMOHHYHO CUCTEMY.

ﬂeﬁCTBMe no ucnpaesieHnio pesepBHoﬁ Konuu. Korga p,eﬁcmme ncnpaeneHus
BbIXOOUT U3 CTPOA, Bbl MOXETE Bbl6paTb ,El,perVI MexXaHU3M ncnpasyieHna n3
OOCTYMHbIX BapUaHTOB.

KpoMe Toro, Bbl MOXeTe cobupaTb MHbOpMaLuio, KoTopasi 060raTuUT gaHHble, AN
3KCMepTHOM oueHku. YctaHoBuTe dnaxkn CobbiTua cbéoa OC u CobbiTus

Monutukm 6e3onacHocTy (Security Policies) 277




Bitdefender Grawt\/Zome

unfollow the traditional

ApaiBepoB, YTOoObI BKJIIOUNTL c60p MHMOpMaLmM 0 C605IX FOCTEBOM OnepaLMOHHOM
CUCTEMbl WU COBbLITUAX, TFEHEPUPYEMbIX AOMONHUTENbHBIMUA  MOAYNAMM
3arpy>keHHbiMu OnepaunoHHON CUCTEMON. 3TU COBbLITUS, NpeALecTBOBaBLUNE
WHUMAEHTY, MOMOIYT CIKCMEPTHOM OLLeHKE YCKOPUTb O6GHYJIEHNE KOPEHHOW NMPUYMHBI
HanageHwusl.

9T cobbITUSA arpernpyroTcda B oT4eTe O AE€ATEJIbHOCTHU HVIno WHUNOEHTY, KOTOprI;I
npuBesn K HUM.

NcknoyeHus

GravityZone pgonyckaeT WUCKOYeHUe NpoLeccoB M3 ckaHupoBaHus HVI, nytem
MCMnonb30BaHWsA 0TYETOB 3a6M0KMpOBaHHbIX NpunoxxeHuit v flericteus HVI. Pasgen
McknioueHuns cobmpaeT BCe 3TN NPOLEeCChl U3 yKa3aHHbIX OTYETOB M OTO6paXkaeT
nx B BUAe Tabnuubl.

0 NnpuynHe UCKJTIKO4YEeHUA npouecca MOXXHO y3HaTb B KOMMEHTapUn.

Ecnu Bbl UBMeHUTE peLleHne B OTHOLLEHUU UCKITFOUYEHHOIO NpoLecca, HaXXMuTe B
BepxHeW YacTu Tabnumubl KHOMKY YAanuTb, B faNbHelilleM 3TOT npouecc 6yaeT
BKJ/IHOUYEH B CKaHMPOBaHWe.

MoJib30BaTEJIbCKUE UHCTPYMEHTDI

B aTomMm paspgene MOXHO HacTpouTb CpefcTBa BBOAA Ha LefieBble rocTeBble
onepawlyMoHHble cucTembl. Nepes NPUMEHEHNEM 3TUX UHCTPYMEHTOB HEO6X0AMMO
3arpysuTb Mx Ha GravityZone. [ns nony4yeHus 6onee nogpo6bHoM nHGopmauum,
ob6paTuTech K «<BBOg MHCTPYMeHTOB nosib3oBaTens ¢ HVI» (p. 574).

[lns HacTpovku BBOAA:

1. YcTtaHoBuTe ¢naxxok AKTMBUPOBaTb BBOJ, YTOObI BK/THOUUTb MW OTKIIHOYUTD
3Ty PYHKLMIO.

2. Onsa po6aBneHWs HOBOro MHCTPYMEHTA HaXXMUTe B BEPXHel YacTu Tabnumubl
KHOMKy & [l06aBUTb M0ABUTCSA OKHO KOH(Urypauumm.

3. U3 packpbiBatoLLerocs cnucka BbibepuTe HEO6X0AMMbIN MHCTPYMEHT BbibepuTe
MHCTPYMEHT.

STUMHCTPYMEHTbI 6b1M paHee 3arpy)keHbl B GravityZone. Ecnm Bbl He MoXeTe
HaUTW HY>KHbIA MHCTPYMEHT B CNIUCKe, NepenauTe B pasgen LleHTp ynpaBneHus
MHCTpPyMeHTaMu 1 fob6aBbTe ero oTTyga. [ns nonyyeHus 6onee nogpo6HOM
nHdopMauum, obpaTuTech K «BBoJ MHCTPYMeEHTOB nosibsoBatens ¢ HVI» (p.
574).
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4. Bpa3sgene OnucaHue MHCTpPYMeHTa BBeAUTeE NpejnosaraeMoe UCnosib3oBaHue
WHCTPYMEHTa Wiun gpyrme ceegeHna, KotTopble MOTryT OKa3aTbCA NOJIE3HbIMMW.

5. BBeguTe KOMaHAHYO CTPOKY MHCTPYMEHTA, BMECTe CO BCEMMU HEO6X0AMMbIMM
BXOAHbIMU MapaMeTpamMm, TaknM xe 06pa3omMm, Kak 3TO AieNlaeTcs B KOMaHAHOM
cTpoke. Hanpumep:

bash script.sh <paraml> <param2>

N3 pByX pacKpbiBalOWMXCA MEHIO MOXHO Bbl6paTb AelcTBue AnA
BOCCTAHOBJIEHUA W  WCMpPaB/ieHUA pesepBHOW KOMMM ANA  CPeAcTB
BoccTaHoBneHus Bitdefender.

6. YKaxute MecTo, U3 KoToporo Security Server 4o/mKeH cobupaThb KypHarsbl:

. CTaHAapTHbIﬁ BbIBOJA, . YCTaHOBUTE 3TOT d)]'la)KOK, YyT06bl 3anUCbiBaTb
XXYpPHaJibl N3 CTaHAAPTHOIO BbIXOAHOIO KaHasla CBA3WU.

. BbixogHoM daiin. YcTaHOBUTE 3TOT (hi1aXKoK, YTO6bI MOSTy4aTb COXPaAHEHHbIN
Ha KOHeyYHoW Touke (ann xypHana. B aToM cnyyae He06X0AMMO yKasaTb
nyTe K MecTy, rae Security Server MoXeT HaWTu Qann. Bbl MoxeTte
MCnosib30BaTb abCONOTHBIN MYThb UM CUCTEMHbIE NEPEMEHHbIE.

34ech ecTb ABa J0MNONIHUTENbHbIX BapuaHTa:

a. Ypanatb ¢aiinbl XXypHana c rocTeBoro KoMnbloTepa nocsie ux nepegaym.
BbibepuTe aTOT napameTp, ecnun hansbl Ha KOHEYHOWN TOUYKe 6oJblie He
HY>XHbI.

b. nepepaTb XypHanbl B. UT06bl NepeMecTUTb (ain XXypHanos us Security
Server B gpyroe MecTo, BblbepuTe 3TOT napameTp. B aTom cnyyae
Heo6X0AUMO YKasaTb MyTb K MECTY HasHaYeHUs U YYETHbIM AaHHbIM
ayTeHTUduKaLmu.

7. BblbepuTe crnocob 3anycka MHCTpyMeHTa. 15 Bbi6opa AOCTYMHbI criegytoLme
napameTpbil:

. [MNocne o6Hapy)XeHUsi HapyLUeHUsl Ha rocTeBOW BUPTYasibHOM MalLUHe.
MHCTpYMeHT BBOAUTCSA Cpasy, Kor[a Ha BUpTyasibHOW MalunHe o6Hapy»XeHa
yrposa.

. Mo cneunanbHomy pacnucanuio. Vicnonb3ayiiTe napaMeTpbl NIaHUPOBAHUS
LS HACTPOMKU pacnucaHusa BBoJA MHCTPyMeHTa. Bbl MoXeTe 3anyckaTb
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MWHCTPYMEHT KaXAbleé HeCKOJIbKO 4acoB, OHeN Wnu Hepesnb, HaunHasi C
yKa3aHHOVI AaTbl U BPEMEHN.

06paT|/|Te BHUMaHMe, YTO BUPTYyaJibHad MallnHa AOJDKHa 6bITb BKJIOYEHA
B TO BPpeEMA, KOTOPOE yKa3aHO B paCrnncaHun. 3aI'IJ'IaHVIpOBaHHOG BBeJeHune
MHCTPYMEHTa He 6yp,eT BbIMNOJIHEHO, €Clin yCTpOI;ICTBO BbIKJTOYEHO WJIN
NMPUOCTaHOBJIEHO. B Taknx CUTyauuax peKoMeHayeTcA yCTaHOBUTb CbJ'Ia)KOK
Ecnu 3annaHupoeaHHOe BpeMsd BBoAa nponyuieHo, BbIMOJIHUTb 3agaydy Kak
MOXXHO CKopee.

. [ns 3aBeplieHUsi paboTbl UHCTPYMEHTA MOXET NoTpe6oBaThbCs Goblue
npeanosiaraeMoro BpEMEHU Uiiv OH MOXKET NepecTaTh 0TBeYaTb Ha 3amnpochl.
Bo usbexaHune c60eB B Takux cutyauusx, B pasgene KoHdurypauus
6e3onacHOCTU BbiGepUTe, Yepes CKOJbKO YacoB Security Server fosixeH
aBTOMATMYECKU 3aBEPLUNTb NPOLLECC MHCTPYMEHTA.

« Haxmunte CoxpaHuTb. MHCTPYMeHT 6yaeT fo6aBreH B Tabnumuy.

Bbl MOXeTe 106aBUTb CTONIbKO UHCTPYMEHTOB, CKOJIbKO BaM He06X0AMMO, creays
YNOMSAHYTbIM BblLLE LUAraMm.

7.2.3. 3awmTa ot BpeoHocHoro 10

Mpumeyanune

[aHHbI Moaynb AOCTYNeH ans:

« Windows ans pa6ounx cTaHuui
« Windows ans cepepos

« Linux
« 0OCMAK

Mo,qynb 3alunTbl OT BPEAOHOCHOIo MO obecneuynBaeTt 3alUnUTy CUCTEMDI OT BCEX
TUMNOB BPEAOHOCHbIX YIrpo3 (BI/IpyCOB, BUPYCOB-TPOAHOB, LULMAOHCKUX N PEKJTaMHbIX
nporpamMmm, pyTkutoB u1 I'Ip) 3awuTa genuTca Ha TPU KaTeropuu:

. CKaHVIpOBaHVIe npu agocrtyne: npegorepawiaeT NPOHUKHOBEHUE HOBbIX Yrpo3
B CUCTEMY.

« [lpoBepka npu BbIMOJIHEHWM: MPOAKTUBHO 3aLLMLLLAET OT Yrpo3, aBTOMaTUYECKN
ob6HapyXuBaeT M 65lokMpyeT 6e3daitfioBble aTaku Npu npeasapuUTesibHOM
BbIMOJIHEHUW.

Monutukm 6e3onacHocTy (Security Policies) 280




\/Zoﬁg

s

Bitdefeer : ravit

unfollow the traditional

« CkaHupoBaHue no Tpe6OBaHVII-OZ no3BosIA€T pacno3HaBaTb W yAanATb
BpeAOHOCHbIE NporpamMmbl, y>ke NpuCcyTcTeyrouine B CUCTEME.

B cnyuyae o6HapyXeHust BUMpyca WU ApPYrux BPeAOHOCHbIX NPOrpamMm areHT
6e3onacHocTu Bitdefender nonbiTaeTca aBTOMaTUYECKU YAANUTbL BPELOHOCHbIN
KOA M3 3apa)eHHoro ¢anna u Bocco3faTb UCXOAHbIM (ann. 3Ta onepauusa
HasbiBaeTcA "neyeHune". Painbl, KOTOPbIE He YA aeTCA Bbl/IEYNTb, MepeMelLLaoTCs
B Manky KapaHTMHa ANA WUCKOYEeHWUs pacnpocTpaHeHuss Bupyca. Bupyc,
N30NMPOBaHHbIN B KapaHTUHE, He MOXKET NPUYUHUTb HUKAKOr0 BpeAa, Tak Kak ero
Heslb3sl 3aMyCTUTb UK OTKPbITh ANA YTEHUS.

Ecnu ckaHupoBaHue onpegeneHHbix ¢hannos unu Tunos (aioB BbIMONHATL He
TpebyeTcsi, OMbITHbIE MOJIb3OBATENN MOFYT HACTPOWUTb UCKITIIOYEHUS MpU
CKaHVPOBaHUU.

HacTpoiiku o6beguHeHbl B criegytoLume pasgenbl:

« CkanupoBaHue npu gocTtyne (On-Access)

« [lpu BbINnONHEHUN

« CkaHupoBaHue no 3anpocy (On-Demand)

« O6Hapy)eHue runepsusopa

« Advanced Anti-Exploit

« HacTtponku

« CepBepbl 6e3onacHocTH (Security Servers)

CkanupoBaHue npu goctyne (On-Access)

B aToM pa3spgene Bbl MOXeTe HaCTPOUTb KOMMNOHEHTbI, KOTOpble o6ecrneynBatoT
3aWuTy Npu goctyne K dhaitny unuv NpuioXKeHuto:

« CkaHupoBaHue npu gocTyne
« CpepncTBO OT BbIMOraTesnen
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< content Gontrol

7 Devie Control

MonuTukm - HacTtponku npu goctyne

CkaHupoBaHue npu gocTyne

CKaHUpOBaHuWe Npu JoCTyne NpefoTBpaLLaeT MPOHUKHOBEHUE B CUCTEMY HOBbIX
yrpo3 BpefOHOCHbIX MPOrpaMM MyTeM CKaHWPOBaHUSI JIOKAJIbHbIX U CETEeBbIX
dannoB, ecnu oHU AOCTYNHbI (OTKPbITbI, MepeMeLLEeHbl, CKOMUPOBaHbl WK
BbIMOJIHAIOTCS), 3arpy30YHbIX CEKTOPOB W MOTEHUUANbHO HeXenaTesnbHbIX
npunoxenun (PUA).

Mpumeyanmne
9Ta pyHKUMS UMeeT onpepieNieHHble OFpaHUMYEHNst B CUCTEMaX Ha OocHoBe Linux.
MoppobHee cM. naBy TpeboBaHui B PykoBoacTBe no yctaHoBke GravityZone.

YT06bl HACTPOUTL CKaHUPOBAHUE NPU JOCTYMeE K hannam:

1. YcTtaHoBUTE d))'la)KOK, UYTOObI BKIIHOUYUTb UM OTKJTIOUNUTb CKaHUpoBaHue.

Mpegynpexaeune
Ecnu Bbl oTKounTe CKaHupoBaHuWe npu AocCTyne, KOHeYHble TOYKKU 6y}J,yT
YyA3BUMbI 414 BPeAOHOCHbIX NporpamMm.

2. Bbibepute ans 6bICTPOM HAaCTPOMKM YpoBEHb 6€30MacHOCTU, KOTOPbIN Jlyylle
BCEro COOTBETCTBYET BalMM NOTPe6HOCTAM (MHTEHCUBHbIW, HOPMasibHbIV UK
pekoMeHAyeMbii). cnonbayiTe onucaHune crnpasa oT WKasbl, YTo6bl Bbi6paTh
HeO6X0ANMbIV YPOBEHb.

3. Bbl MOXeTe 6onee fgeTalbHO HaCTPOUTb NapaMeTpbl CKaHMPOBaHUS, BbiGpaB
ypoBeHb 3awuThbl Monb3oBaTenb U HaXxxaB Ha ccbiiiky HacTpoitku. MossuTtcs
OKHO HacTpolKu CKaHMpOBaHUA NpU AOCTYMNe, COAEepXKalllee HEeCKOsbKo
BapuaHTOB, OpraHM30BaHHbIX B ABYX BKnagkKax - O6uiee u PaclumpeHHble.

Onuun Bknaaku 06uiee onucaHbl HUXeE:
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Pacnono)xeHue ¢ainos. Vicnonb3ynTe AaHHYO HAaCTPOMNKY, YTO6bI 3agaTb
TUNbl (ainoB, KoTopble Bbl XOTUTE MpocKaHupoBaTb. [lapamMeTpbl
CKaHMpPOBaHUS MOXXHO HACTPOUTb OTAENIbHO ANsl NOKasbHbIX ¢aninoB
(coxpaHeHHbIX Ha JOKaslbHOW KOHEYHOWN TOYKE) WS ceTeBbix (aisioB
(xpaHsilMXCA HaA ceTeBbIX pecypcax). Ecnm sawuta oT BpeaoHOCHbIX
nporpaMM YCTaHOBJIEHA Ha BCEX KOMMblOTEpax B CeTW, Bbl MOXeTe
OTKJIHOUMTb CKaHUpoOBaHUe ceTeBbIX HalnioB, YTO6bI PasrpysnTb CeTb.

Bbl MOXeTe yka3aTb areHTy 6e30MacHOCTU NPOCKaHUPOBaTh BCE AOCTYMHbIE
thaiinbl (HeE3aBMCUMO OT UX PaCLLUMPEHUI), TONBKO (aitsibl MPUNOXKEHUN UK
cneundmryeckue paclumpeHms hannos, KOTopble Bbl CYMTaETe NOTEHLMUANBHO
onacHbiMu. Hawnbonee KayecTBeHHas 3awuTa obecneuynBaeTcs
NMoCcpeiCTBOM CKaHMPOBaHUS BCeX OTKpbIBaeMbix ¢annoB, OAHaKO
CKaHMpOBaHWe TOJNIbKO TMpUJIOXKEHMn obecrneymMBaeT OMTUMalbHYIO
NPOM3BOAUTENIbHOCTb CUCTEMDI.

MpumeyaHmne

dannbl npunoxeHui 6onee yassMMbl AJ1 BUPYCHbIX aTak, YeM Apyrue Tunbl
¢dannoB. Ons nonyyeHus 6onee nofpobHon uHdopmMauuu, obpatuTech K
«Tunbl GannioB npunoxeHuis (p. 610).

Ecnu Bbl XoTUTe NpockaHWpoBaTb TOJIbKO (dannbl co crneyndnyeckumm
paclwuvpeHnsiMy, Bbl6epute B MeHto Monb3oBaTenbcKkue pacluMpeHust U
3aTeM BBeUTe XenaeMble pacluMpeHus B peaakTUpyeMomM noJsie, Haxumas
BoriTy MOC/E KaXA0ro pacluMpeHus.

MpumeyaHmne

B cucTtemMax Ha ocHoBe Linux pacwupeHusi ¢hannoB 4YyBCTBUTENbHbI K
perucTpy, a Gannbl C OAUHAKOBbIM UMEHEM, HO C APYrMM paclUMpeHueMm
cyMTaloTCA pasnYHbiMU 06bekTaMu. Hanpumep, file.txtufile.TXT

- pasHble dannbl.

[nsi noBbllWeHNA NPOM3BOAUTENBbHOCTU CUCTEMbI Bbl MOXeTe TaKxke
WUCKNIOUYNTb U3 CKaHupoBaHua 6onblune dannbl. Bbibepute dnaxok
Maximum size (MB) 1 ykaxxuTe orpaHudyeHue no pasmepy ¢arnnos, Kotopble
6ynyT npoBepATbcs. Mcrnonb3ynTe 3Ty OMNUMKO aKKypaTHO, TaK Kak
BPeAOHOCHbIe NPOorpamMMbl MOTYT TakXXe 3aTPOHYTb U 60Mblune dansbl.
CKAHUPOBATbD. BbibepuTe cooTBeTCTBYHOLWME (PRaxKK, YTOObI BKIIHOYUTD
HY>XHble NapaMeTpbl CKaHUPOBaHMKS.
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Tonbko HOBble WU U3MeHeHHble ¢ainnbl. CKaHMpya TONIbKO HOBbIE U
M3MeHeHHble Qannbl, MOXHO 3HaYuTeNnbHO MOBbLICUTbL 06LLee
ObICTPOAENCTBME CUCTEMbI C  MUHUMAJIbHbIMW  MOTEPSIMA B
6e30nacHoCTM.

3arpy3ouHbie ceKTopbl. [lpoBepKa 3arpy304HbIX CEKTOPOB CUCTEMDI.
OTOT CEeKTOp >KEeCTKOro pAucKa COLEPXWUT KOMMNbIOTEPHbIN KOA,
Heo6XxoANMbIN AN1s 3anycKa npoLlecca 3arpysku. 3apa)xeHue BUpycom
3arpy304yHOro CekTopa MOXET MpUBECTU K TOMY, YTO AUCK CTaHeT
HeJ0CTYMNEH U Bbl HE CMOXETE 3arpysnTb CUCTEMY M NOSYYUTb JOCTYN
K CBOMM [AaHHbIM.

CKaHMpOBaHMe Ha HanvMuue KJaBMATYpHbIX LUNUOHOB. Kewnorrepsbl
(knaBMaTypHble NepexBaTUYMKK) 3aNMCbIBalOT TO, YTO Bbl HAbMpaeTe Ha
KnaBumaType W OTMPaBNAKT OTYETbl Xakepam 4epe3 WHTeEpHeT. B
YKpaZeHHbIX faHHbIX XaKep MOXKeT HanTU INYHYHO MHPOPMaLIUIO, TaKyHO
Kak Homepa 6aHKOBCKUX CYETOB M Maposn, U UCMOJIb30BaTb €€ B JIMYHbIX
uensx.

CkaHMpOBaHMe Ha HanuuMe NoTeHLManbHO HeXXenaTesIbHbIX NPUIIoXKEHUi
(PUA). TlloTeHuManbHO HexenatefibHble npunoxenua (PUA) aTo
nporpaMmbl, KOTOpbie MOTYT 6bITb HeXenaTenbHbiMK Ana MK, a uHorga
M MNOCTaBASATbCSI B KOMIMJIEKTE C MpOrpaMMHbIM ob6ecrneyeHnem
6ecnnaTtHoro. Takue nporpamMmbl MOryT O6biTb YCTaHOBJIEHbl 6e3
cornacua (Take Ha3blBalOTCA PeKSlaMHbIMK) WM BKIOYEHbI MO
YMONYaHUIO B KOMIUIEKT 9KCMPECC-yCTaHOBKM (KakK AOMOJIHEHME).
MoTeHuManbHoe BO3eNCTBME 3TUX NPOrpaMM 3akitoyaeTcs B Nokase
BCN/bIBAlOWMX  OKOH, YCTaHOBKE  HeXenaTeflbHblX  naHenewn
WHCTPYMEHTOB B 6pay3epe M0 yMONYaHUIO UM paboTe HEeCKOJIbKUX
npoweccoB B POHOBOM PeEXNME, YTO 3aMeaNaeT NPoM3BOANTENbHOCTb
KOMMblOTEpa.

ApxuBbl. BbibepuTe 3Ty OMUMIO, €cnuM Bbl XOTUTE BKJIOYUTH
CKaHupoBaHwue npu gocTyne K hannam apxmeos. CKaHMpoBaHNe apXnBoB
— MeAJieHHbIN npoLlecc, 3aHMMatowmin 60MbloN 06beM CUCTEMHbIX
pecypcoB. IMEHHO MO3TOMY He peKOMeHAyeTCsl BbIMNOSHATL Takoe
CKaHMPOBaHWE B peXunMe peanbHOro BpeMeHU. ApXuBbI, cogepxxaiime
HULMpPOBaHHbIe hainbl, He NPeaCcTaBNAT HENOCPEeACTBEHHOW Yrpo3bl
6e30nacHOCTM cucTemMbl. BpegoHOCHbIE NporpaMMbl MOTYT NOBUATb
Ha CUCTEMY TOJIbKO €C/M 3apaXKeHHbIW (pann n3BneyeH n3 apxmea u
6y[eT UCMOJIHEH NPY BbIKFOYEHHOW 3aLLMTe B peasibHOM BPEMEHM.
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Ecnu Bbl pewmvnu ucnonb3oBaTb AaHHYH OMUMI0, BaM HE06X04MMO

HacTpPOUTb criegytolme napaMmeTpbl ONTUMU3aALUUK;

« MakcumanbHbiii pasmep apxusa (MbB). Bbl MoxeTe ycTaHOBUTb
MaKCuMarsbHO 40NyCTUMbIV pa3Mep apXMBOB, KOTOPble HE06X0AUMO
CKaHMpoBaHUpoBaTb. [TocTaBbTe hylaXXOK B COOTBETCTBYHOLLEM MNosie
¥ BBEAMTE MaKCMMallbHblii pasmep apxuea (B Mb).

. MakcumanbHas rnyébuHa  apxuBa (ypoBHM). OTmeTbTE
COOTBETCTBYHOLMNIA (NIAXXOK U BblGEPUTE B MEHO MAKCUMMAJIbHYHO
rnyéuHy apxuBa. [ns nydwen nponsBoaMTeENbHOCTUM Bblbepute
HaMMeHbllee 3HayeHue, A1 MaKCUManbHOM 3awWuTbl Bblbepute
Hanbonbllee 3Ha4YeHue.

— OtnoxeHHoe CkaHupoBaHue. OT/I0)XEHHOEe CKaHMpOBaHME MOBbIWAeT

NPON3BOAMUTENBbHOCTb CUCTEMBI MPU BbIMOSIHEHWMM OMepauun gocTyna

K dhbannam. Hanpumep, cucTeMHble pecypcbl He 3aAenCTBYOTCS, Korga

KonupyroTcs 6oJblune Gansbl. 3Ta onuusa BKIKOYEHA MO0 YMOJTYAHUIO.

« CkaHupoBaHmMe. B 3aBucMmocTuM OT Tuna o6HapyXeHHoro danna
aBTOMAaTUYECKM BbIMNOJIHAOTCSA crnegytowne oencTBus:

[JeiicTBue no ymMonuaHuio pnsa 3apa)keHHbix ¢ainnos. Bitdefender

onpegensieT ¢ainbl KakK 3apa)KeHHble C MNOMOLbK PassiMyHbIX

nepeoBbIX MEXaHU3MOB, KOTOpbIe BKJIHOUYAKOT CUrHATYpbl BPeAOHOCHOIro

MO, TeEXHONOrMN MALUIMHHOIO 06YYEHUSI U UICKYCCTBEHHOMO MHTesNeKTa

(MN). AreHT 6e3onacHocTy Bitdefender MmoxxeT yaanuTb BpeaOHOCHbLIN

Ko M3 3apaxeHHoro (anna v BoccosdaTb UCXOAHbIN dann. dTa

onepaumsa N3BecTHa Kak JieueHue.

Mo yMoOnyaHWo, €ecnuM 3apaXKeHHbl Gain  o6HapYXXeH, areHT
6e3onacHocTu Bitdefender aBToMaTU4YeCKU NOMNbITAETCA BbIJIEYNTD €TO.
Ecnu ¢dain He ynaeTcs BbiNeUNTb, OH MEpPEMELLLAeTCA B KapaHTUH B
uensax npeaoTBpalleHUs pacnpocTpaHeHus Bupyca. Bbl MoxeTte
M3MEHUTb 3TOT PEeKOMEHAYEMbIN MOTOK B COOTBETCTBUU C BalUUMMU
NOTPEOGHOCTAMM.

BaxHo

B cnyyae onpefeneHHbIX TUMOB BPEAOHOCHbIX MPOrpaMM JeyeHue
HEBO3MOXHO, MOCKOJIbKY 06HapyXeHHbI daiin ABASeTC NOSHOCTbIO
BpPeAOHOCHbLIM. B Takux cnyvasix BbINOSHAETCS yAaneHne 3apaXKeHHoro
¢danna ¢ gucka.

— JleiicTBMe no yMonuaHuw pAnsa nojo3puTenbHbiX ¢annoB. [ns
o6Hapy>xeHnsi nopo3puTenbHbix ¢annos Bitdefender wcnonbsyer
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9BpPUCTMYECKUIA aHanu3 W Apyrue TexHosoruu . Takol noaxon
o6ecrneyvBaeT BbICOKUIA YPOBEHb OGHAPYXKEHUS, HO B HEKOTOPbIX ClyYasXx
nosib3oBaTesNb AO/HKEH 3HATb O C/yYasiX JIOKHbIX CUrHaNoB (YMCTble
dannbl,  onpefeneHHble  Kak  MNOAO3puTesibHble).  JleyeHue
NoAo03pUTENbHbIX QaitfioB HEBO3MOXXHO, MOCKOJIbKY MpoLieAypa JledeHns
HeLoCTymMHa.

Ecnu o6HapyXeH nofospuTenbHbIn ¢aiin, AocTyn nosib3oBaTenen K
aTomy dainy 6nokupyeTcsl, Bo U3bexaHue noTeHunanbHon MHheKUUu.

XoTsi 9TO U He peKoMeHAyeTcCsl, Bbl MOXeTe M3MEeHUTb AeNcTBue no
ymMon4yaHuto. MoXXHO onpefenuTb ABa BUAa AEUCTBUM ANA KaXAoro Tuna
dhanno.. JocTynHbI creaytoLine AencTBus:

3anpetutb goctyn
3anpeTuTb AOCTYN K 06HapY>XeHHbIM (annam.

BaxHo

,D,J'Iﬂ KOHeYHbIX Toyek MAC npuMeHAaeTca onuua nepemMelieHna B
kapaHTuH (MepeiiTU Ha KapaHTUH), a He 3arnpeTa gocTtyna (3anpeTuTb
AocTyn).

Neuntb
YnansieT BpeJOHOCHbIV KOJ, U3 3apaXeHHbIX (hannos. PekoMeHayeTcs
Bcerfa fepxaTb 3TO AeACTBME B KaYyecTBe NepBoro, Ytobbl 6bITh B
Kypce 3apa)xeHHUs hainos.

Ypanutb
YnanseT o6HapyXeHHble dainbl ¢ gucka 6e3 npepynpexpeHust.
XenaTtenbHo nsberatb UCMONb30BaHME 3TOr0 AENCTBUS.

MepemeleHue ¢aitnioB B KapaHTUH
MNepeMelyaeT 3apakeHHble Ghaitfibl U3 UCXOAHOro PacrosioXXeHUs B
nanky KapaHTuHa. ®ainbl, NOMeLLEeHHble B KapaHTUH, He MOTYT 6bITb
BbIMOJIHEHbI WJIM OTKPbITbl; TAaKUM 06pa3oM, He BO3HWKAET PUCK
3apakeHus. Bbl MoxeTe ynpaBnsTb (haiinaMu B KapaHTUHE Ha CTPaHuLEe
KoHconm Quarantine.

He npegnpMHUMaTb HUKaKNX AeNCTBUM
CucTema ToNbKo coobLLaeT, Korga 3apa)keHHble pannbl 06HapyXeHbI
Bitdefender.
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Bknagka [lononHuTenbHble HaCTPOMKKU NpeaHa3HayeHa A4S CKaHUPOBaHMSA
npu gocTtyne Ha Linux-mawumHax. Mcnonb3ayinTe Gpiaxkok, YTo6bl BKIYUTL UK
OTKJIHOUUTD €ro.

B ﬂpl/lBe,D,eHHOVI HUXxXe Ta6m4ue Bbl MOXXETE€ HAaCTPOUTb KaTasiorun Linux, KOTOpble
Bbl XOTUTE CKaHUPOBAaTb. Mo YMOJI4HaHUKO e€CTb MATb 38|'|I/|C€I7I, Kaxxaaa u3
KOTOPbIX COOTBETCTBYET oOrnpenesieHHOMY MeECTOIMOJIOXEHNK B KOHEYHbIX
ToYyKax: /home, / bin, /sbin, /usr, /etc.

[o6aBuTb 60NbLLEe 3arNncen:

« 3anuwmTe No6oe UMs NoJSib30BaTENbCKONO MECTOMOJI0XKEHUS B MOJIe NoMcKa
B BerHEVI 4yacTu Ta6J'IVIL|,bI.

. BbibepuTe npegonpenenieHHble KaTasiorm u3 crmucka, 0To6paxxaemoro npu
Ha)aTuu CTPEeJIKM B MPaBOM KOHLIe MoJiA noucka.

HaxxmuTe KHomnKy @ [lo6aBUTb , YTOGbI COXPaAHUTL MECTOMOJI0XKeHWe B Tabnuue
M KHOMKY ® YaanuTb , YTOObI yganuTb ero.

CpeacTBO OT BbIMOraTene

CpenctBo OT BbiMoOratesnen MMMYHU3UPYET BallM MalUWHbI NPOTUB U3BECTHbIX
BbIMoraTenen, 6nokupys npouecc WnhpoBaHUs, faxe ecyivi KOMMNbIoTepP 3apaXkeH.
Ncnonbsynte ¢naxok, 4YTOoObl BKAYUTb WM BbIKIKOYATL CPeAcTBO OT
BbIMOraTtenem.

®yHKUMA 60pbObl C BbIMOraTensaMu No yMOMYaHUIO OTKIIKOYEeHa. JlabopaTopus
Bitdefender  aHanusupyet noeefeHue LLUMPOKO pacnpocTpaHeHHbIX
nporpaMm-BbiMoraTefie, a AN YCTPaHeHWst HOBEMWMUX Yrpo3 C KaXAbiM
06HOBIEHNEM MEXaHU3MOB 3aLLUTbI MOCTABJISIOTCSA HOBbIE CUTHATYpbI.

Mpepynpexpenune

,U,J'Iﬂ 60NbLUErO NOBbILLIEHUSA 3aWunTbl OT BbIMOFaTeneﬁ, nponsnﬂme OCTOPOXXHOCTb
B OTHOLWUEHUU HeXXenaTesNlbHbIX UKW NOA03PUTESIbHbIX BJIOXXEHUI U y6ep,MTer, 4yTo
BCe MeXaHU3Mbl 3alUTbl O6GHOBIEHBI.

Mpumeyanune

BakuuHa oT BbIMoraTenen gocTtynHa avwb npu Bitdefender Endpoint Security Tools
ana Windows.
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anI BbIMOJIHEHUN

B aTOM pasgene Bbl MOXeTe HaCTPOUTb 3allnTy OT BPeAOHOCHbIX NPOLIECCOB,
Korga oHu BbinosiHAOTCA. OH oxBaTbiBaeT cnepywouine 3alluTHbIE CJIOU:

. 06nayHoe o6HapyKeHue yrpo3s
« PacwmpeHHbIit kKoHTposb yrpos (Advanced Threat Control)
o 3awmuTa oT 6e3dannoBbIx aTakK

« CMsAryeHune nocneacTBumn BoiMoraTesnen

© General
Advanced Threat Control
Antimalware

Default action for infected applications: | Disinfect
On-Access

Normal - Recommended for most systems
On-Execute - Aggressive ”

“This option willset the detection rate of Bitdefender Advanced Threat Control to medium, showing alerts that may include some faise positives (clean applications detected as malicious).
On-Demand O -Nomal

Advanced Anti-Exploit Permissive

Settings

Security Servers. Fileless Attack Protection

MonuTUKKM - HacTpoWKM NPU BbIMOSIHEHUN
PacwmpeHHbIn KoHTponb yrpo3 (Advanced Threat Control)

MpumeyaHmne
JaHHbI MOAYNb AOCTYNEH ANS:

o Windows gnst pa6ounx ctaHumi
o Windows gns cepsepoB
« 0OCMAK

Bitdefender Advanced Threat Control - 3To TexHonormss nNPoOaKTUBHOIO
06Hapy>KeHUs1, KOTopasi UCMONb3YET pacLUMpPeHHbIe 3BPUCTUYECKUE METOAbI AJiA
06Hapy>KEHNUSI HOBbIX MNOTEHLMUAJIbHBIX YIPO3 B PEXUME peasibHOro BPEMEHM.

Advanced Threat Control 6ecnpepbIBHO OTCNEXUBAET NPUIIOXKEHMS, 3aMyLLEeHHbIe
Ha KOMMbOTEpE, Ha NpeaMeT NMPU3HAKOB BPEAOHOCHbIX AencTBui. [Ons Bcex
BbllLenepeyncneHHbiX AeNcTBUA NpUCBanBaeTCs onpeneneHHbIn 6ann n ans
Ka)k[oro npowecca noAcUYMTbIBaeTCs 06LWMUA PeNTUHT. Mpu 4OCTUXKEHMUM 06LLUM
pPeNTUHIOM npoLecca 3aaHHOrO0 MOPOroBOro 3HauyeHus, NpoLecc cuyuTaeTcs
BPEeAOHOCHbIM.
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Advanced Threat Control 6ygeT aBTOMaTM4YecKM nNbiTaTbCs BbUIEUYNUTb
06Hapy>XeHHbI Gann. Ecnu neyeHune He yganocwk, Advanced Threat Control ynanut
AaHHbI dhann.

Mpumeyanune

ﬂepe,u BbIMOJIHEHNEM p,eVICTBVIVI no JseyeHuro, Konud d)al?ma oTnpaBndaAeTca B
KapaHTUH, TaK 4YTO Bbl CMOXeTe MNo3>XXe BOCCTAaHOBUTb ,D,aHHbIVI cbaﬁn B Cliyyae
NNOXXHOIo CpaﬁaTbIBaHMﬂ. 3710 p,eﬁCTsme MOXET 6bITb HaCTpPO€eHO C NOMOLbIO onunn
Ckonupyinte (aitnbl Ha KapaHTMH nepep NpUMeHeHUeM Ae3UHGULUPYIoLLEro
AeﬁCTBMﬂ., KOTOpaa AOCTYyNHa Ha BKJlagke 3au.w|Ta OT BPeAOHOCHbIX NporpaMmm >
HachoﬁKM napamMeTpoB NOJINTUKN. dTa onuua BKKOYEHa no ymosi4aHuo B LwabnoHax
NMOJINTUK.

Onsa HacTponku Advanced Threat Control:

1.

YcTaHoBUTE 3TOT (PNaXKok, YTo6bl BKIKOUYMTL Unn oTKNtounTb Advanced Threat
Control .

Mpepynpexpenne
Ecnu BbI Bbikntounte Advanced Threat Control, koMnbloTepbl CTaHyT ySI3BUMBI
Ons HensBecTHOro BpegoHocHoro MM0.

Mo yMonuyaHuio, UCNoNb3yeTcs AEeACTBUE NeYeHuss Ans UHOULMPOBaAHHbIX
npunoxeHuw, o6HapyxeHHbIx Advanced Threat Control . Bbl MOXeTe 3aaThb
Apyrue AencTBUsS MO YMOJTYaHUIO, UCMONb3Ysi AOCTYMNHOE MEHIO!

. BﬂOKMpOBaTb 4YTO6bl OTKa3aTb B A0CTyne K 3apa>XeHHOMY MNMPUJIOXKEHUIO.

+ He npeanpuHumaTb p[eMCTBUK, TONbKO COO06LLATL O 3apaXkeHHbIX
NpUNoXeHnsix, obHapy>xxeHHbIx Bitdefender.

BbibepuTe ypoBeHb 6€30MacHOCTM, KOTOPbIA HaulyylwnM 06pasoMm

COOTBETCTBYET BalKUM noTpe6HoCcTAM (ArpeccuBHbIit, O6bIYHbIA WK

Pa3spelunTenbHbIit). Vicnonb3ayiiTe onMcaHne crnpasa OT WKaslbl, YTO6bI BbIGPAThb

HEOo6X0AUMbIN YPOBEHb.

MpumeyaHme

Mpu ycTaHoBKe 605ee BbICOKOro ypoBHS 3awuTbl Advanced Threat Control 6yaet
Tpe6oBaTb MeHbLLE MPU3HAKOB BPEAOHOCHOTO NOBEAEHUS AJ1 OTMETKM NpoLiecca
KaK BPefJOHOCHOr 0. B pesyfibTaTe 3TOro yBesIMUUTCS KONMYECTBO NPUSTOXKEHWIA,
NPW3HaHHbIX BPEAOHOCHbLIMU, PU 3TOM, TaKXXe NMOBbICUTCS BEPOSITHOCTb JIOXKHbIX
cpabaTtbiBaHuii (6e30nacHble NPUIOXKEHUSI 0TMEYATCA KaK BPeOHOCHbIE).
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HacTosiTenbHO pekoMeHAyeTcA c034aTb MpaBWia MCKIKYEHWWA ANsi 4acTo
MCMOJIb3YEeMbIX UJIM U3BECTHbIX MPUNOXEHWHN, C LieNbHo MPeA0TBPALLEHUS IOXKHbIX
cpabaTbiBaHuil (OWMGOYHOE pacrno3HaBaHWE [ONYCTUMbIX MPUIIOXKEHUN).
MepenpguTe Ha BKNagKy 3aliuta oT BPeAOHOCHbIX NMporpaMm > HacTponku u
HacTponTe nNpaBwia UCKIOYEHUS MPOLECCOB AN AOBEPEHHbIX NPUNOXEHUI
(ATC/IDS).

Custom Exclusions

mport

Type Files, folders, extensions or processes Modules Action

Process v | ATC/IDS

0On-access

ATC/IDS

MoAMTMKM KOMNBIOTEPOB U BUPTYasibHbIX MaLLKH - UckntoueHne npoueccos ATC/IDS

3awwuTa ot 6e3ainoBbix aTak

Mpumeyanne
[aHHbI MOAYyNb AOCTYNEH ANs:

« Windows ansi paboumnx cTaHUui
« Windows ans cepsepoB

3awmTa oT 6e3dannoBbiXx aTak OOHapY>XMBaeT U OGNOKMPYeT BPEAOHOCHblEe
6e3dannoBble NporpamMmmMbl Npu NpegBapuTeNIbHOM BbINOJSIHEHUK, B TOM 4yuche
3aBepliaeT paboTy PowerShell, 3anyckatoLero BpeJOHOCHYH KOMaHAHYH CTPOKY,
6110KNpYyeT BPeAOHOCHbIN Tpaduk, aHanmsupyeT 6ydep namsaTn Ao BHeAPEHUS
KoAa u 65I0KMpYyeT NpoL,ecc BHeAPEHUS KoAa.

CkaHupoBaHue no 3anpocy (On-Demand)

B aToM pasgene Bbl MOXeTe A06aBUTb M HACTPOUTL 3a4aun NPOBEPKM 3aLUUTDI
OT BpefioHocHoro M0, KoTopble 6yayT peryisapHo paboTaTb Ha onpefesieHHbIX
KOMIMbOTEpPAX, B COOTBETCTBUM C YCTAHOBJIEHHbLIM rpaduKom.
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General Scan Tasks

Antimalware

on-Access

Task Name Task Type Repeat Interval First Run
On-Demand

Weekly scan Quick scan 1 wesk(s) 05/03/2015 08:00

Settings
Security Servers
Firewall

FCIR G Device Scanning

Device Contral CD/DVD media

USB storage devices

By Mapped network drives

Exchange Protection Do not scan devices with stored data more than (MB)

MoNUTMKN KOMMNbIOTEPOB U BUPTYasibHbIX MalUWH - 3aa4u CKaHMPOBaHUSA Mo 3anpocy
CkaHnpoBaHue NponsBoauTCS B GOHOBOM pPeXnUMe, HeE3aBUCMMO OT TOro BOLLES
nonb3oBaTeslb B CUCTEMY UJTU HET.

XoTa 3T0 M He o6na3aTeslbHO, pekoMeHAyeTCcs 3anfaHMpoBaTb MOJIHOE
CKaHUpoBaHWe CUCTEMbI eXeHefeNbHO Ha BCeX KOHeYHbIX Toukax. PerynsipHoe
CKaHMPOBaHWe KOHEYHbIX TOYEK SIBJIIETCS aKTUBHOM Mepoii 6e30MacHOCTH, KoTopast
MOXXET MOMOYb O6HAPYXUTb M 6/1I0KUPOBaTb BPeAOHOCHbIE MPOrpaMMbl, KOTopble
MO 060ATU PYHKLUM 3aLNUTLI B peasibHOM BPEMEHU.

Kpome Toro, Bbl TakXe MOXXeTe HaCTPOUTb perynspHoe CKaHMpOBaHWE BHELLHUX
CbEMHbIX HOCUTESEN.
YnpaBneHue 3aga4yaMm CKaHUPOBaHUS

MaHenb 3agay ckaHWpoBaHMA MHGOPMUPYET Bac O CYLLECTBYHOLIUX 3agayax,
NnpefocTaBsisis BaXKHYH MHPOPMALMIO O KaXKA0M U3 HUX:

« Wmsa n TMN 3apaun.

. Pacnucanue perynsapHo BbinonHsAeMbix 3agay (MOBTOPAKOLWMXCS).

. Bpems nepBoro 3anycka sagauu.

Bbl MoXeTe 806aBUTb M HACTPOUTL CReaytoLLMe TUMbI 3aia4 CKaHUPOBaHUS:

. bbicTpoe ckaHupoBaHue ucronb3yeT 065a4HOe CKaHMpoBaHWe Afis
06Hapy>XeHUs BPEAOHOCHbIX MPOrpamMM, 3anyLleHHbIX B cucteme. boicTpoe
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CKaHupoBaHue 3aHUMaeT, Kak NpaBuIio, MeHee MUHYTbI. bbicTpoe ckaHupoBaHue
NUCNoNb3yeT NINWb HE3HAYUTEJIbHYHO YaCTb CUCTEMHDbIX pecypcCoB, B oT/inyne
OT npouecca CTaHAapPTHOro aHTUBUPYCHOIo CKaHUpoBaHUA.

Bitdefender aBTOMaT4eCKM NepexoanT K 06€3BPEXMBAHUIO, ECIIM OGHAPYXXEHbI
BpeLOHOCHbIe NPorpaMMbl UK PYTKUTbI. ECin no kakon-nn6o npuunHe dann
HeNb3si BbIIEYNUTD, OH NEPEMELLLAeTCS B KapaHTUH. 3TOT TUM CKaHUPOBaHUS
UrHOPUPYeT Nogo3puTenbHble Gannbl.

BbicTpoe ckaHupoBaHue (Quick Scan) - 3agaya NpoBepPKM MO YMOJYaHUIO C
npeaycTaHOBMEHHbIMU OMUMAMU, KOTOPble HE MOFyT 6biTb U3MEHEHbI. Bbl
MoXkeTe [06aBUTb TOJIBKO OAHY 3afady 6bICTPOro CKaHMPOBaHWUSA At 04HON
NOJINTUKMN.

MonHoe ckaHnpoBaHue (Full Scan) - npoBepsaeT BCe KOHEYHbIE TOYKM MO BCEM
TUNaM BPEeLOHOCHbIX MPOrpaMM, YrpoXarowmx 6e30MnacHOCTM, Takux Kak
BUPYCbI, MPOrpaMMbI-LLNUOHBI, peknamMHoe 0, pyTKUTbI n gpyrue.

Bitdefender aBTomMaTnyecku nbiTaeTcsl 06e3BpeEXMUBATL (halsibl, 0BHAPYXKEHHbIE
BPeAoOHOCHbIMU nporpamMmamMu. Ecnu BpefloHOCHas nmporpaMma He MOXeT
6bITb ylaneHa, oHa NepeMeLLBeTCA B KAPAHTUH, Fie OHa He MOXET HaBpeAnUTb.
MoposputenbHbie dhansbl UrHopupyroTcs. Ecnm Bbl X0TUTE NPUHATL Mepbl U B
OTHOLLUEHWUM NOA03pUTENbHbIX hansioB, UM €CSIM Bbl XOTUTE BbINOMHUTL Apyrue
JeNCTBMA MO yMONYaHUIO ANs 3apaxKeHHbix ¢dannos, BbibepuTe BapuaHT
«3arnyck nonb3oBaTeNbCKOro CKaHUPOBaHUSA».

MonHoe CKaHunpoBaHue - 3apava npoBepkKu no ymMoJ4aHuUw C
npenyctaHoB/IEHHbIMU OMUUAMMU, KOTOPbIE HE MOTYT 6bITb U3MeHeHbI. Bbl
MoXeTe p,OéaBVITb TOJIbKO OA4HY 3apayy MNnoJsIHoro CKaHunpoBsaHuda ansa O)J,HOI;I
MOJINTUKN.

Monb3oBaTenbckoe ckaHupoBaHue (Custom Scan) - nNosBossieT BbiGMpPaThb
pacrnosioXXeHne O6GBLEKTOB AN CKAHMPOBAHUS UM HACTPOUTb NapameTpbl
CKaHMpOBaHwus.

CeteBoe ckaHupoBaHue (Network Scan) - 3To Tun MOJIb30BATENbLCKOro
CKaHMPOBaHMS1, KOTOPbIN MOXET 6bITb HA3HAaYeH OAHOMN YNPaBSIEMON KOHEYHOM
TOYKe AJ19 CKaHUPOBaHUA CeTeBbIX ANCKOB, 3a4aB ornpefeneHHblie HACTPOMKHU
napamMeTpoB CKaHMPOBaHWUSA M yKa3aB onpefesieHHble 061acTuh, KoTopble 6yayT
npoBepsTbes. [n1a areHTa 6€30MacHOCTU BaM HEOOGXOAUMO BBECTU YUYETHbIE
JaHHble NoNb30BaTesNa C NpaBaMy YTEHWUA/3anncuy AN BbIGPaHHbIX CETEBbIX
AWNCKOB, 4YTOObl MMeTb BO3MOXHOCTb MOJIYYUTb AOCTYN W BbINOJAHUTD
TpebyeMble AENCTBUSA HA 3TUX CETEBbIX AMUCKaX.
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3ajaya NoBTOPSHOLLLErOCS CETEBOIr0 CKAHMPOBaHWA 6yAeT OTNpaBsieHa TONbKO
BblOPaHHOW CKaHUPYHOLLLEN KOHEYHOM ToUKe. Ecnn BbibpaHHast KOHeYHas Touka
HefoCTYNHa, 6yAyT NPUMeHeHbI MapaMeTpbl JIOKaJIbHOro CKaHMPOBaHMUS.

Mpumevanue
CO3JJ,aBaTb 3ajayn CKaHMpoBaHUA CETU MOXXHO TOJIbKO B NOJINTUKE, KOTOPad
YXXe nNpumMeHdeTca K KOHEYHOWM TOuYKe, VICI'IOJ1b3yeMOI7I B Ka4yeCTBe CKaHepa.

Kpome 3agay ckaHMpoBaHuA o yMOJTHaHUKO (KOTOpre Bbl HE MOXXeTe yaalnTb
nin D,y6J'IVIpOBaTb), Bbl MO)XeTe Cc034aTb CTOJIbKO MMOJib30BaTeJ/IbCKUX 3apad
CKaHUpoBaHUA U 3aflay CKaHUPOBaHNA CEeTU, CKOJIbKO Bbl XOTUTE.

YT0o6bl CO3paTb U HAaCTPOUTbL HOBble MOJSIb30BaTENIbCKME 3afaun UM 3ajauu
CKaHUPOBaHMA CeTU, HAXKMUTE KHOMNKY & J[lo6aBMTb B NpaBoOn YacTu Tabnumubl.
YT06bl UISMEHNTbL MapaMeTpbl CYLLECTBYIOLLLEN 3a[,a4M CKAHUPOBAHUSA, LLENIKHUTE
Ha uMMs 3ToM 3agaun. O6bpaTuTecb K criegyrolen Teme, 4YTobbl Yy3HaTb, Kak
HacTpouTb NapameTpbl 3agay.

YT06bl YAanuTb 3ajaydy U3 CNuUCKa, BbibepuTe 3agadyy M HaXMUTE KHOMKY ©
YAanuTb B NpaBoW YacTu Tabnuubl.

HacTpoika 3ajay CKaHUpoBaHus

HacTpoiiku 3agay ckaHMpoBaHUs PacronoXeHbl B TpeX BKNagKax:

. 06uwee: MMA 3aaum 1 rpadmK BbINOJHEHNUS.

. Onuuu: BbIGOpP nNpodUNA CKaHUMPOBaHWA Afs 6bICTPoON  KoHbUrypauum
napamMeTpoB M HacTpoVika MnapamMeTpoB MNPOBEPKM MOb30BaTENIbCKOro
CKaHUpOBaHus.

. LUenb: BoiGOp dainioB 1 nanok, KoTopble 6yAyT NPOBepATLCA U HACTpoWiKa
UCKJTIOYEHWIN CKaHMPOBaHWS.

Onuuu, oT NepBoI A0 NocneaHen BKNaaAKu, onnucaHbl ganee:
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Edit task

General  Options  Target

Details

Task Name: My Task

S
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Run the task with low priority

Shut down computer when scan is finished
Scheduler
Start date and time 09/14/2016 |+ 13 - 38 v
Recurrence

© Schedule task to run once every - 1 dayls)

Run task every Sun | Mon | Tue | Wed Thu |Fi |Sat
If scheduled run time is missed, run task as soon as possible
“

[MonUTUKM KOMMBLIOTEPOB 1 BUPTYyasibHbIX MalLUWH - 06LIJ,VIe HaCTpOVIKVI 3ajay CKaHMpoBaHUA No 3anpocy

Moapo6HocTH. BbibepuTe noaxoasiiee UMA 3agade, KOTOPOe NMOMOXeT BaM
nerye onpenenuTb ee HasHaudeHue. MNpu BbIGOpPE UMEHN 3agaun, YUUTbIBaNTe
ee Ha3HayeHne N BO3MOXHbIe napaMeTpbl CKaAHUPOBaHUA.

Mo ymonyaHuto, 3afjaum NpoBePKU 3anyCcKaroTCs C HAMMEHbLLMM NPUOPUTETOM.
TakuMm o6pa3om, Bitdefender nossonsieT Apyrum nporpaMmm paboTaTb 6bICTpee,
HO yBeNNMYMBAET BPEMS, HEOHX0ANMOE ANA 3aBepPLLEHMSA NpoLiecca NPoOBEPKMU.
Ucnonbayite ¢dnakok 3anycTute 3agavy C HU3KMM NMPUOPUTETOM, YTOObI
3anpeTuTb UK PaspeLLnTb faHHYH0 QYHKLMIO.

MpumeyaHune
9T1a onuus npuMeHnmMa Tosbko K Bitdefender Endpoint Security Tools 1 Endpoint
Security (ycTapeBLIWI areHT)

OTmeTbTe (hnaxxok BbiK/louuTe KOMMbIOTEP NOC/ie 3aBepLUeHNSI CKAaHMPOBaHMUS,
YTO6bl BbIK/IIOYMTL MALLUMHY, €C/iM Bbl He co6MpaeTecb MCMoJib3oBaThb ee
HeKoTopoe Bpemsi.

Mpumeyvanune
9dT1a onuus npumeHuma Kk Bitdefender Endpoint Security Tools, Endpoint Security
(ycTapeBLuui areHT) n Endpoint Security for Mac.
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Mpoeepka no pacnucaHuio. VcronbayiiTe napameTpbl MaaHUPOBaHUA ANS
HaCTPOWVKM pacrnmcaHuin CKaHMpoBaHUI. Bbl MOXeTe yCTaHOBUTb BpeMsi 3anycka
3aja4u CKaHMPOBaHUA KaXXble HECKOJIbKO YacoB, AHEN UK HefleNb, HaunHasn
C YKa3aHHOI AaTbl U BPEMEHMU.

KOHeYHble TOYKN AOMKHbI ObITb BKJIHOUYEHbI MO rpad)MKy. 3aI'IﬂaHVIpOBaHHaF|
3ajjavya CKaHUpoBaHUA He 6yp.eT BbIMOJIHATCA eC/in MallHa BbIKJ1KOY€EHa,
HaxoO4UTCA B peXxXnme FVI6epHaL|,VII/I 1NN B CnALLeM pexxume. B Takux cutyauudx,
npoBsepka 6yp,eT OTNI0OXKEHa A0 cneayrulero pasa.

MpumeyaHue

MpoBepka Mo pacnucaHuio 6yaeT paboTaTb Ha BbIGPaHHbIX KOHEUHbIX TOUKaX C
yYeTOM MECTHOrO BpeMeHW. Hanmpumep, ecnu 3annaHupoBaHa 3afava
CKaHMpOoBaHUs, KOTopas A0JKHa HayaTbes B 6:00, U KOHeYHas TOYKa HaXoauTCs
B Apyrom Yacosom nosice ¢ Control Center, 3agiaya cCkaHUPOBaHWUA HaYHETCS B
6:00 (Mo BpeMeHM KOHEYHOW TOYKM).

Mpu >xenaHuun Bbl MOXETE yKasaTb, YTO MPOUCXOAMUT, KOraa 3agayda NnpoBepKu
He MOXXET 6bITb 3anyLLeHa B 3anjlaHMpoBaHHOe BpeMs (KOHeYHasi Touka 6blnia
OTKJItOYEHa unu oTKNtoYeHa). McnonbayinTe napameTp Ecnu 3annaHnpoBaHHoe
BpeMsl BbINOJIHEHUS NPONYLLEHO, 3anycTUTe 3afadvy Kak MOXXHO cKopee B
COOTBETCTBUM C BAlLUMMU NOTPEGHOCTAMM:

— Ecnu Bbl oOcTaBuTe 9T0T d)J'Ia)KOK BbIKJIO4YEHHbIM, 3a4a4a NPoBepPKHU 6y,qu
BbIMOJIHATLCA CHOBa B CJ'Ie,EI,YI-OIJJ,Mﬁ 3aﬂﬂaHMp0BaHHbIVI MOMEHT BPEMEHMN.

— Korga Bbl Bbi6UpaeTe onuuio, Bbl 3anyckaeTe CKaHUpOBaHMWE Kak MOXHO
ckopee. YTo6bl HaCTPOUTL ONTUMANbHOE BPEMSI BbIMOIHEHUS CKAHUPOBAHUS
1 He 6eCroKOUTb NoNb3oBaTesls B paboyee BpeMs, BbibepuTe MponycTuThb,
ecnu cnepylolee 3annaHUpoBaHHOe CKaHWpOBaHWe [O/MKHO HayaTbes
MeHee YeM yepes, 3aTeM YKaXnTe UHTepBari, KOTOPbIN Bbl XOTUTE.

MapameTpbl ckaHMpoBaHUsl. BbibepuTe ypoBeHb 6€30MacHOCTM, KOTOPbIN
nydlie BCEro CcoOTBeTCTBYeT BawMM noTpe6HocTsIM  (MHTEHCUBHBIN,
HopmanbHbii unu PekomeHayemeiin). icnonb3ayinTe onvcaHue cripaBa oT LUKarlbl,
4YT06bI BbIGpaTh HEOOXOANMbBIN YPOBEHb.

B 3aBMCUMMOCTY OT BbIGpaHHOMO Npodussi, TapaMeTpbl CKaHMPOBaHWS B pasgese
HacTpoitku 6yayT ckoHdUrypupoBaHbl aBTOMaTUYECKU. TEM He MeHee, Npu
YKENaHMK, Bbl MOXETe HacTpPoUTb UX 6onee geTasibHO. YTo6bl caenaTb 3To,
oTMeTbTe (raxkkoM onuuto Monb3oBaTenb M 3aTeM nepeianTe B pasgen
HacTtpoiku.
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Scan task
General Options Target

Scan options

Custom - Administrator-defined settings
- Aggressive

- Normal
- Permissive

© - Custom

+ Settings

3agauv CKaHMpoBaHNA KOMMNbOTEPOB - HaCTpOﬁKa NoNb30BaTEJ/IbCKOro pexxmma

Tunbl aitnos. Vicnonb3ayinTe faHHY HaCTPOMKY, YTO6bI 3afaTb TUMbI (hansos,
KOTOpble Bbl XOTUTE MPOCKaHWpPOBaTb. Bbl MoO)eTe yKasaTb areHTy
6e30MacHOCTU NPOCKaHNpoBaTb Bee (haitsibl (He3aBMCMMO OT UX pacLUMPEHUN),
TOJIbKO halnbl NPUNOXeHUN nnu crneuundudeckmne Tunbl Gannos, KOTopbIe Bbl
cunTaeTe noTeHUManbHO onacHbiMW. [pu ckaHMpoBaHuM Bcex (aisios
obecneymBaeTcs oNTUMasbHas 3almTa. CKaHUpPYs TONbKO NPUSIOXKEHNS], MOXHO
MOBbICUTb CKOPOCTb CKaHUPOBaHWS.

@ Mpumevanue

daiinbl NpuUnoXeHnin 6onee ys3BUMbI 419 BUPYCHbIX aTak, YeM Apyrue Tunbl
dannos. Jns nonyyeHmn 6osiee Nnogpo6HoM MHbopMaLmm, 06paTUTeCh K « TUrbl
dannos npunoxenui» (p. 610).

Ecnn Bbl xoTute NMPOCKaHMpoBaTb TOJIbKO d)a|7|nb| Cco Cl'IeLWId)VILIeCKMMI/I
pacwunpeHnamu, BblﬁepI/ITe B MeHto lNonb3oBaTenbckue pacliupeHma n 3atemMm
BBeAUTE XXeJlaeMble paclUMpeHnNa B peJaKTUpyeMoM none, HaxkumMmasi Bortu
nocJie KaXkaoro pacwupeHus.

ApxuBbl. ApxuBbI, cogepxalime nHbuumMpoBaHHble ainbl, He NpeacTaBnaoT
HernocpeacTBEHHON Yyrpo3bl 6€30MacHOCTM CUCTEMbI. BpeloHOCHbIE MporpaMmbl
MOTYT MOBJIUATb Ha CUCTEMY TOJIbKO €CJIM 3apaXkeHHbI dhain nsBnevyeH us
apxvBa 1 6yaeT UCMOMNHEH MpU BbIKJIHOYEHHON 3aWMTe B peasibHOM BpeMeHMU.
TeM He MeHee, peKOMeHAyeTCcs WCMosib3oBaTb ITOT MapameTp Aans
06HapYXXeHUS U yaaneHus BCeX Yrpos, faxke TeX, KOTopble He NpeAcTaBnsaloT
co601 HenocpeaCTBEHHOM ONACHOCTU 4151 CUCTEMBI.

Monutukm 6e3onacHocTy (Security Policies) 296




Bitdefender Grawt\/Zome

unfollow the traditional

Mpumeyanue
CkaHupoBaHue alsioB, cXaTblX B apxuB, YyBennYMBaeT obliee Bpems
CKaHWpOBaHMUA 1 3aHMMaeT 60JbLUMA 06BEM CUCTEMHbIX PeCYpCOB.

- CKaHMpOBaHMe BHYTPU apXuBOB. Bbl6epVITe 9Ty onuuto, eCnn Bbl XOTUTE

NPoOBEPUTb 3aapXUBUPOBaHHbIE d)a|7|nb| Ha Hanndne BpPEAOHOCHbIX
nporpamMm. Ecnn BbI pewunnn ucnosib3oBatb AaHHyHO onuyuko, BaM
HEO6XO,D,VIMO HaCTpoOuUTb cneayrowmne napamMeTpbl ONTUMU3aunu:

o OrpaHuueHne pasmepa apxuea (M6). Bbl MoXeTe YyCTaHOBUTb
MaKCUMasibHO [OMyCTUMbIA pasMep apxvMBOB AN CKaHUMPOBaHWUS.
MocTaBbTe @naxok B COOTBETCTBYKLEM [MoJsle M BBeAUTE
MaKcuMarbHbI pasMep apxvea (B MB).

. MakcumanbHas rny6uHa apxuea (ypoBHU). OTMeTbTe COOTBETCTBYHOLLMIA
(hnaxxok u BblbepuTe B MEHO MakKCUMMasnbHYyto rnybuHy apxusa. [ns
nyyllen NpoM3BOAUTENILHOCTU BblGEPUTE HAMMEHbLLIEE 3HAYEHWE, AJ1s
MaKCUMarbHON 3alUUTbl BbiGepUTe HaubonblLee 3HaYEHHUE.

CKaHMpoBaTb apXMBbl AJIEKTPOHHOM MOUTbI. BbiGepuTe JaHHYIO OMLMIO
€CJIM XOTUTE paspeLlnTb NPOBEPKY MOUYTOBBIX COOBLLEHMI U NMOYTOBbIX 633,
BKtoYas Takue popmatbl dannor kak .eml, .msg, .pst, .dbx, .mbx, .tbb n
apyrue.

Mpumeyanmne
I'Ipou,ecc CKaHUpoBaHMA NOYTOBbIX apXuMBOB ABNAETCA AOOCTATOYHO
pecypcoeMKnM 1 MOXXeT NoBJINATb Ha Npon3BOoANUTEJIbHOCTb CUCTEMBDI.

Pa3Hoe. BbibepuTe cOOTBETCTBYHOWME (DNAXKW, YTOObI BKIHOUUTL HYXHblE
napamMeTpbl CKaHUPOBaHMS.

— CKaHupoBaHMe 3arpy304HbIX CEKTOPOB. [IpoBepKa 3arpy304HbIX CEKTOPOB

CUCTEMbI. TOT CEKTOP XKECTKOro AUCKa COAEpPXXUT KOMMbHOTEPHbIN Kog,
Heo6XxoAUMbIN ANA 3anycka npouecca 3arpysku. 3apaKeHue BUPYCOM
3arpy3so4yHoOro cekTopa MOXET MPUMBECTM K TOMY, YTO [AWUCK CTaHeT
HeZOoCTYMNeH U Bbl HE CMOXKETEe 3arpy3nuTb CUCTEMY M MOJYYNTb JOCTYMN K
CBOWM JaHHbIM.

CkaHupoBaHue peecTpa. Bbibepute 3TOT napameTp AN CKaHUPOBaHUS
Kntoyer peectpa. Peectp Windows — 3T0 6a3a flaHHbIX, B KOTOPOW XpaHATCS
HaCTPOWKM U NapamMeTpbl KOHGUrypaLum anst KOMMOHEHTOB OrNepaLoHHON
cuctembl Windows 1 yCTaHOBNEHHbIX MPUIIOXKEHMWA.
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CKaHMpoBaHMe Ha HanuumMe PYTKUTOB. BbibGepuTe 3TOT napameTp Ans
CKaHUPOBaHWA Ha HanMume PyTKUTOB U 06EKTOB, CKPbITbIX C MOMOLLbIO
TaKoro NporpaMMHoro o6ecneyeHus.

CKaHMPOBaHMe Ha Hann4yume KnaBuaTypHbIX LUMUOHOB. Bb|6ep|/|Te AaHHYO
onuuro 4N CKaHMpoBaHUA CUCTEMbI Ha Hann4dune KJjiaBnaTypHbIX LUMUOHOB.

CkaHupoBaTb ob6wMe ceTeBble pecypcbl. 3Ta ONUUS CKaHUpyeT
NOAKJIOUYEHHbIE CeTEBbIE AUCKM.

[ns 6bICTPOro CKaHMPOBaHUS 3Ta ONLMA OTKJIFOYEHa Mo yMonYaHuto. [1na
MOJSIHOrO CKaHMPOBaAHWUS OMUMA aKTUBMpPOBaHa MO ymon4vaHuto. [ns
CKaHMpOoBaHUSA No BbIGOPY NoNb30BaTeNs, €CNU Bbl YCTAHOBUTE YPOBEHb
6esonacHocTM WHTeHcuBHbIW/HopMmanbHbii, napameTp CkaHWpoBaHue
o6LMX ceTeBbIX PecypcoB BKJOYaeTcs aBToMaTuyecku. Ecnn Bbl
YyCTaHOBUTE YypoBeHb 6e3onacHocTu PeKkomeHgyemblW, napamMmeTp
CkaHupoBaHMe 06LLUX CeTeBbIX PpecypcoB aBTOMATUYECKM OTKIOYaeTCs.

CkaHupoBaHue namATU. BbibepuTe 3TOT napameTp A4S CKaHUPOBaHUS
nporpamm, 3anyLeHHbIX B CUCTEMHON NaMATH.

CkaHupoBaHue ¢ainos cookie. BbibepuTe 3Ty onuuio ANsi CKaHMPoOBaHMS
dannoe cookie, coxpaHeHHbIx 6pay3epamMu Ha KOHEYHbIX TOYKaX.

CKaHMpOBaHWe TONbKO HOBbIX/U3MEHeHHbIX (ainoB. CKaHUpys TOJIbKO
HOBble M U3MeHeHHble (aisibl, MOXHO 3HAUUTENbHO MOBLICUTL ObLLee
6bICTPOAENCTBME CUCTEMbI C MUHUMANbHBIMU NMOTEPSAMMU B 6€30MacCHOCTM.

CkaHMpoBaHMe Ha Haiyne NoTeHLManbHO HeXXenaTesbHbIX MPUIIOXKEHUN
(PUA). MoTeHLManbHo HexenaTenbHble npunoxexusi (PUA) 3To nporpaMmel,
KOTOpble MOryT 6bITb HeXenaTenbHbiMK Ana MK, a nHorga n noctaBnATbCA
B KOMMMEeKTe C MnporpaMMHbIM obecneyeHunem 6ecnnaTHoro. Takue
nporpamMmbl MOTYT 6bITb YCTAHOBJEHbI 63 cornacus (Takxxe HasbIBalOTCS
peKnamHbIMM) WM BKJIKOYEHbl MO YMOJIYaHWIO B KOMMJEKT
9KCNpecc-yCcTaHoBKM (Kak AonofiHeHue). MoTeHuManbHoe BO3LeNCTBUE
3TUX MporpaMM 3akstovaeTcs B NokKase BCMJblBalOLWMX OKOH, yCTaHOBKe
HeXkenaTenbHbIX NaHeslen MHCTPYMEHTOB B 6paysepe No yMOSYaHUIo unu
paboTe HeCKONbKUX MpoLeccoB B (DOHOBOM peEXWMe, YTO 3amepnseT
NPOU3BOANTENIbHOCTb KOMMNbIOTEPA.

OeiicTBuA. B 3aBUCMMOCTM OT TUNa O6HAPYXXEHHOro ¢aina aBToOMaTUYeCKU
BbIMOJIHAOTCA CNeayloLwme feNcTBUA:
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— [eiicTBMe MO YyMONuYaHMIO ANA 3apaXkeHHbix ¢ainoB. Bitdefender

onpegensieT Gansibl Kak 3apaXK€HHble C MOMOLLbIO PasINYHbIX NepesoBbIX
MeXaHU3MOB, KOTOpble BK/OYAKT CcuUrHatypbl BpegoHocHoro 10,
TEXHOMOrMM MAaLUMHHOIO 06YYEHUSI U UCKYCCTBEHHOIO MHTennekta (UN).
AreHT 6€30NacHOCTM MOXET YAaIMTb BPeAOHOCHbIV KO U3 3apaXK€HHOro
(darnanBoccosaaTb UCXodHbIN arn. ITa onepaunsi U3BBECTHA KaK JleYeHue.

Ecnu 3apakeHHbIV aitsi 06HapYXXeH, areHT 6e30nacHoCTM 6yAET NbiTaTbCs
BbIJIEYNTb €ro aBTOMaTUyecku. Ecnu daitn He yaaeTca BblIEYUTb, OH
nepemMeLlaeTcs B KapaHTUH B LiENSX NpeAoTBPaLlL,eHNs pacnpocTpaHeHus
BUpYcCa.

BaxHo

B cnyyae onpefeneHHbiX TWUMOB BPEeAOHOCHbIX MPOrpaMM JeyeHue
HEBO3MOXHO, TMOCKOJIbKY O6Hapy>XeHHbI Gain ABASEeTCH MOJIHOCTbIO
BPEAOHOCHbIM. B Takux cnyvasix BbIMOJHSIETCA yAaneHue 3apaXXeHHoro
¢danna c gucka.

[JelicTBKe N0 yMONYaHUIO AN NOA03PUTENbHBIX hannoB. 1151 06Hapy>XeHus
noaospuTenbHbIX hainos Bitdefender ncnonbayeT 9BpucTUUECKUiA aHanNn3
n apyrve TexHonoruu . Takoi noaxon o6ecrneuynmBaeT BbICOKUIA YPOBEHb
06HapY)XeHUsI, HO B HEKOTOPbIX Clyyasix Nosib30BaTesb AO/MKEH 3HATb O
Cny4yasx JnOXHbIX CWUrHanoB (4nctble ¢ainbl, OnpefeNeHHble Kak
nofo3sputesibHble). JleyeHne nofo3pUTESbHbIX (DaltioB HEBO3MOXHO,
MOCKOJIbKY NnpoLiefypa feyeHns HeoCcTynHa.

Mo yMonuyaHuio, 3ajauvM CKaHUMPOBaHWA HACTPOEHbl WIrHOPUPOBATH
nopo3puTenbHble hainbl. Bbl MOXeTe USMEHUTb AENCTBUE MO YMOMYAHUIO,
yTO6bI MEepeMeLLaTh Nofo3pUTENbHbIe (hainbl B KapaHTUH. MNoMeLleHHble
B KapaHTUWH ¢ainbl oTNpaBnsoTCs Ha aHanu3a B nabopatoputo Bitdefender
Ha perynsipHoi ocHoBe. Ecnu Hannuue BpefoHocHoro N0 nogTBep>XAeHo,
BbIMycKaeTCs CUrHaTypa, KoTopas No3BOMUT ero YAanuThb.

[leiicTBME MO YMONYAHUIO ANS PYTKUTOB. PyTKUThI NPeLCTaBsioT co60M
cneuuanuMa3npoBaHHOE MpOrpaMMHoe obecrneyeHue, UCMob3yeMoe [Ans
TOro, YTo6bl CKPbITb (haisbl onepaunoHHoW cuctembl. OHAKO, PYTKUTbI
4acTo UCMOJb3YHTCS, YTO6bI CKPbITh BPEL,OHOCHbIE NMPOrpaMMbl, IN60 As
COKPbITUSI MPUCYTCTBUSA 3/I0YMbILLJIEHHWKA B CUCTEME.

O6Hapy)XeHHble PyTKUTbI U CKpbITble (Gaitsibl 0 YMOMYaHUIO UTHOPUPYHOTCS.
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XOTS1 3T0 1 HE pEKOMEHAYETCS, Bbl MOXXETE U3MEHUTb AeCTBUE MO YMONUYaHMIO.
MOXXHO 3apaTb AONOJIHUTESIbHOE [eiCTBUE, KOTOpoe 6yAeT BbINOSHEHO B
Cnyyae, eCnin He YAanoch BbIMOSHUTbL NEPBOE, a TaKXKe pasfinyHble AeACTBuUS
NS KaXKAoM U3 kateropuin. Boibepnte B COOTBETCTBYIOLWMX MEHIO NepBoe U
BTOpOe AENCTBUE, KOTOpble BYAYT BbIMNOSHATLCS B OTHOLIEHWM BCEX TUMOB
06Hapy)XeHHbIX dhannoB. [LocTynHbl cnegylowme aencTBus:

He npeanpuHUMaTb HUKAKUX [EeUCTBUA
Hukakux gencTeum He 6yaeT NpeanpuUHATO B OTHOLLEHUM OBHapYXXeHHbIX
dannos. 3Tu dannbl 6yayT oTob6pakaTbCA TOMbKO B )KypHane
CKaHMpOBaHwuS.

Neuntb
Ypoanset BpeAdOHOCHbI KOA U3 3apakeHHbIXx (ainnoB. PekoMeHayeTcs
BCerga fepxaTb 3TO AelNCTBMe B KauecTBe NepBoro, YtTobbl 6biThb B Kypce
3apaxeHHus (hannos.

Ypanutb
YnansieT o6HapyeHHble dannbl C Jgucka 6e3 npeaynpexaeHus.
YXenatenbHo nsberatb UCMONb30BaHME 3TOr0 AeNCTBUS.

MepemeLleHne ¢aitNioB B KapaHTUH
MepeMelaeT 3apaXkeHHble (haisibl U3 UCXOLHOIO PACMOSIOXKEHUSA B MarKy
KapaHTuHa. ®aisibl, NOMELLEHHbIE B KAPAHTUH, HE MOTYT 6bITb BbIMOJIHEHbI
WM OTKPbITbI; TAaKUM 06pa3oM, He BO3HUKAET PUCK 3apaXKeHUsi. Bbl MoxeTe
ynpaensaTh (haifiaMu B KapaHTUHE Ha CTpaHuLe KoHconu Quarantine.

CkaHupoBaHue 06beKTOB. [106aBbTe B CMMCOK Bce 0651acTW, KOTopble Bbl
XOTUTE NMPOCKAHMPOBAaTb, Ha BbIGPAHHbIX KOMMbIOTEPAX.

YT106bI f,06aBUTb HOBbIW hann unm nanky aas CKaHMPOBaHUSA:

1. BblbepuTe npeaonpefeneHHoe MecTopacrnosioXXeHne M3 BbiNafatoLLero
MEHIO UM BBEAUTE KOHKPETHbIE MYTU B KOHKPETHbIe MyTHU, KOTOpbIe Bbl
XOTUTE NPOCKaHNPOBaTh.

2. YKaxuTe nyTb K O6'beKTy OJ14 CKaHMpOBaHUA B MoJ1e peaakTUupoBaHuA.

— Ecnu Bbl BbiGpanu npegonpeaesnieHHoe MecTo, HE06X04MMO KOPPEKTHO
3aBepwuUTb NyTb. Hanpumep, ANS CKaHWPOBaHUS BCEN Marnku
[IporpamHEle  Qainsel, [OCTATOYHO Bb|6paTb cooTBeTCTBYHOLLEE
npeponpegeneHHoe MecTo U3 BbiNaAakoL,ero MeHo. 1511 CKaHMpoBaHuA
KOHKPETHOM Narnku 13 MipoTpamubie  daiism, HEO6X0AMMO 3aBEPLUNTD
nyTb, 4o6aBMB 06paTHYIO Kocyto YyepTy (\) M MMA nanku.
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— Ecnv Bbl Bbi6pany KOHKpeTHbIe NyTH, BBEAMTE MOJIHbIA Ny Tb K 06beKTy
npoBepKu. XXenaTeslbHO UCMOJIb30BaTb CUCTEMHbIE MepeMeHHble (B
COOTBETCTBYIOLIMX CJlyyasx), YTo6bl 6biTb YBEPEHHbIM, YTO MyTb
AENCTBUTENEH AN BCEX HYXKHbIX KOMMbHOTEPOB.

3. HaxxmMuTe COOTBETCTBYHOLLYIO KHOMKY * J[106aBUTb.

YT06bl U3MEHUTb CYLLECTBYIOLWMIA NyThb, HAXXMUTE Ha Hero. YTobbl yaanuTb
narky 13 cnucka, HaBeguTe Kypcop Ha 3Ty narky 1 HaXXMUTE COOTBETCTBYHOLLYHO
KHOMKY = YaanuThb.

. [na areHTa 6e30nMacHOCTM BaM HEO6XOAMMO BBECTU YYETHblE [AaHHble
NnoNib3oBaTess C NpaBaMu YTEHWUS/3anucuy A BbIGPaHHbIX CETEBbIX AUCKOB,
4yTO6bl MMETb BO3MOXHOCTb MOJIYYNTb AOCTYM W BbINOJIHUTE Tpebyemble
JeNCTBUA Ha 3TUX CeTeBbIX AMUCKaX.

« WUcknioueHus. Bbl MoXeTe UCNob30BaTh MO0 UCKITHOYEHUS, ONPeaeNieHHble
B pasfesie 3auimTa oT BPeAOHOCHbIX NporpaMm > UCKIIOYEHUs HbIHELLHEN
NoSIMTUKK, NGO Bbl MOXKeTe 3afaTb MONb30BaTeNIbCKME UCKIHOYEHUS ANA
TeKyLLEero 3afaHns ckaHupoBaHusi. 3a 6onee Nogpo6HON UHPopMaumen o6
UCKJTIOYeHUAX, obpaTutech K «McknoueHns» (p. 312).

CKaHupoBaHuWe yCTPOMCTB

Bbl MOXeTe HacTpouTb areHT 6€30NacHOCTU Ha aBTOMaTU4eckoe o6HapyXeHue
N CKaHMpOBaHMe BHELLIHMX YCTPOUCTB XpPaHEeHUS AaHHbIX NPY UX MNOAKIIHOYEHUN K
KOHeYHOW Touke. O6Hapy>XeHHble YCTPONCTBA OTHOCSTCS K OAHOMN U3 CNeAyoLmx
KaTeropum:

. CD/DVD

. 3anomuHarowme yctponctea USB, Takne Kak (Nalw-HOCUTENN U BHELUHME
XKECTKME ANCKHU

. YcTpoicTea c 60siee onpefeneHHbIM KONIMYECTBOM XPaHUMbIX AaHHbIX.

CKaHMpoBaHWe YCTPOMCTB aBTOMAaTUYECKW MOMbITAeTCA BbIeYNTb (ainbl,
06HapY’>KEHHbIE KaK 3apaXXeHHbIE UM NePeMecTUT UX B KapaHTUWH, eCiv NieyeHune
HEeBO3MOXHO. O6paTUTE BHUMAHWE, YTO HEKOTOpbIe YCTPOWCTBA, Takune kak CD/DVD,
npegHasHayeHbl TONMbKO ANIA 4YTeHWUA. Hukakue [eNcTBUA He MOryT O6biTb
NpeanpuHATLI ANA 3apaXkeHHbIX (aitnos, coaepXallMxca B TaKon noaaepike
XpaHunuia.
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Mpumeyanmne
Bo BpeMsi cCKaHMpOBaHWA YCTPOWCTBA NOb30BaTeSlb MOXeT MoJslyyaTb AOCTYN K
No6bIM AaHHbIM 3TOr0 YCTPOWUCTRA.

Ecnu BcnnbiBatowme npeaynpexneHus BKIOYeHbl B pasgesnie OCHOBHble>
YBefomneHusi, To BMECTO aBTOMAaTMYECKOro 3anycka, y nosib3oBatens oyget
3anpolleHo [JOelNCcTBME Ha CKaHMpOBaHWE WM  OTMEHY CKaHMpOBaHUS
06HapY>XEHHOro yCTPOUCTBA.

lNpw 3anycke CKaHMPOBAHWUS YCTPOWUCTBA:

. BcnnbiBatowee yBegomnernve nHhopmMupyeT Nonb3oBaTeNs 0 CKAHMPOBaHUN
YCTPOWCTBA, MpU YC/IOBMM, YTO BCMJIblBaOLLNE YBEAOMSIEHNA BKJIHOYEHbI B
paspene OCHOBHbIe > YBefOMJIEHUS.

lMocne 3aBeplUeHNA 3aayn CKaHUMPOBaHUSA, NONb3oBaTeslb LOJHKEH NPOBEpPUTb
06Hapy)KeHHbIe yrpos3bl, €eCJqin TakoBble UMEKTCA.

Bbibepute onuuio CKaHMpOBaHMe YCTPOWCTBA AJiA TOro, UTOObI BKIIOYUTb
aBTOMATMYecKoe O6HApYXXeHWEe U CKaHWpOBaHWe YCTPOWCTB XpaHeHUsi. YTobbl
HacTPOMTb NPOBEPKY YCTPONCTB UHANBUAYANBHO AJIS KaX40ro Tuna yCTponcTBa,
UCMoNb3yinTe cnefytolme napameTpsbil:

« Hocutenn CD/DVD
. 3anomwuHatowme yctpoiictea USB

. He ckaHupyiTe ycTpoOMCTBa C coOXpaHeHHbIMU fJaHHbIMM 6Gonee(MB).
WcnonbayiiTe 3Ty onuuio, YTo6bl aBTOMaTUYECKM NPONYCKaTb CKaHUPOBaHWe
06HapPY>XEHHOr 0 YCTPOWCTBA, ECIIM KONMYECTBO XPaHUMbIX JJaHHbIX NPEBbICUT
yKasaHHbll 06beM. BBeauTe B COOTBETCTBYIOLLEM MOJSiIe OFpaHUYEHue Mo
pa3mepy (B Mera6anTax). Honb 03Ha4yaeT, YTO OrpaHUYeHUs No pasMepy He
npeaycMOTpPeHbI.

O6Hapy»eHue runepen3sopa

MpumeyaHmne
JaHHbI MOZYNb AOCTYNEH ANS:

o Windows gnsi pa6ounx ctaHumi
« Windows gnsa cepsepoB
o Linux
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HyperDetect po6aBnseT [OMNOMHUTENbHbIW YPOBEHb 6e30MacHOCTU K
CYLLLECTBYIOLLMM TEXHOJOTMSAM CKaHWpOBaHUS (CKaHMpOBaHWe Mpu AOCTYMe, Mo
Tpe6oBaHWUIO M cKaHupoBaHue Tpaduka) ana 60pbbbl C HOBbLIM MOKOJIEHUEM
KMOepyrpos, BK/HOYass BMpYCbl [ANA  aTak Ha O06beKTbl KPUTUYECKOM
uHobpacTpykTypbl (APT). Hyper Detect pacwwupseT mMoaynu 3awuTtbl OT
BPEeAOHOCHbIX MPOrpaMM U KOHTEHTa C MOMOLLbH MOLLHBIX 3BPUCTUYECKUX
nporpaMm Ha OCHOBE UCKYCCTBEHHOIO MHTEJIEKTa U MaLUMHHOIO 06y4YeHus.

Bnarogaps cBoei crnoco6HOCTH NPOrHO3MPOBaTh LiefieHanpaBJieHHble aTaku U
o6HapyXuBaTb CaMble CJIOXHble BpeAoHOCHble MporpaMMmbl Ha 3Tane
npeaBapuTeNibHOro ucnonHeHusi, HyperDetect o6Hapy>KMBaeT yrpo3bl HAMHOIO
6biCTpee, YeM TEeXHOJIOrUKW, OCHOBaAHHble Ha CUrHaType WU MNoBeAeHYECKOM
pexume.

YT106bI HacTpouTb HyperDetect:
1. YctaHoBuTe pnaxok HyperDetect, 4To6bl BKIHOUNTD MM BbIKIKOUYUTE MOAY/b.

2. BbibepuTe, OT KaKoro Tumna yrpo3 Bbl XOTUTE 3alMUTUTbL CBOK ceTb. [1o
YMOJIYaHUIO 3allMTa BKIIKOYEHa AJ1si BCEX TUMOB Yrpo3: LiefieHanpaBieHHbIX
aTak, nofospuTenbHbiX GannoB W ceTeBOro Tpaduka, 3SKCMNIOUTOB,
BUPYCOB-BbIMOraTenen uiam ycrnoBHo BpefoHocHoro M0 .

MpumeyaHue
[ns aBpucTukn cetesoro Tpadmka Tpebyercs BkIOUNTE KOHTpONb KOHTEHTa
> CkaHupoBaHue TpadukKa .

3. HacTpoiTe ypoBeHb 3aWuTbl OT Yrpo3 BblGpaHHbIX TUMOB.

McnonbayiTe rnaBHbI NepeksitoyaTesb B BEPXHENR 4acTyu CMCKa yrpos, YTobbl
Bbl6paTb YHWKasbHbIA YPOBEHb 3alMTbl AN BCEX TUMOB O6GbLEKTOB, UK
Bbl6epUTEe MHAMBUAYASIbHbIE YPOBHM AJ1S1 TOYHOW HACTPONKU 3aLUMTbI.

YcTaHOBKa Moy st Ha OnpeaesieHHOM YPOBHE NpUBEAET K TOMY, UTO AecTBUS
6yLyT NPVHSATLI HA 3TOM YpPOBHe. Hanpumep, eciiv yCTaHOBEHO 3HayeHue
HopManbHbIii ypoBeHb , MOAyNb OGHapPYXXWBAeT W CLEPXMUBAET Yrposbl,
nogxoasiume nog napametp PekomeHAayemblii ypoBeHb U HopManbHbIi
YPOBeHb , HO He MIHTEHCUBHDI YPOBEHb.

3awuTa yBenmunBaeTcs OT ypoBHS PekoMeHayeMblit 10 MHTEHCUBHDI.

MmeiiTe B BUAY, YTO MHTEHCUBHbLIA YpOBEHb 3alUMUTbl MOXET MPUBECTU K
NOXHbIM cpabaTblBaHUAM, B TO BpeMA Kak PekoMeHAyeMblit ypoBeHb MOXeET
noABeprHyTb Bally CeTb HEKOTOpbIM yrposam. PekomeHpyeTca cHavana
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YCTaHOBUTb YpOBE€Hb 3allNUTbl HA MaKCUMYM, a 3aTe€M MNMOCTENEHHO CHMXAaTb
€ro B Ciny4yae MHOXXeCTBa JIOXKHbIX Cpa6aTbIBaHMﬁ, NnoKa Bbl HE AOCTUITHETE
onTuMMarsnbHoro 6anaHca.

MpumeyaHue

Bcsikuin pas, Koraa Bbl BKIOYAETE 3aLMTY AN TUNA YrPo3, 415 UX 0GHAPYXKEHUS
aBTOMaTWYECKU YCTaHaB/MBAETCS 3HayeHWe Mo YyMonyaHuto (ypoBeHb
HopmanbHbIit ).

4. Bpaspene [encTBusa HacTponTe peakuuto HyperDetect Ha o6Hapy>eHHoe M0.
Wcnonb3ynTe napameTpbl PacKpbIBalOWErocsi MEHH, YTO6bl YCTaHOBMUTb
AencTBue, KOTOpoe HEOHXOANMO NPEANPUHSITE B ClTyYae 06HapY>XXeHUS yrpos:

. [nsa dannos: 3anpeTuTb AOCTYn, 06e3BpEXNBaHME, yaaneHue, KapaHTWH
WM NpPocTo oTyeT o dhanne.

.« [na certeBoro Tpaduka: 6n0KMpOBaTb WAM MPOCTO COO6WATb O
noJo3puUTeNbHOM Tpaduke.

5. YctaHoBuTe d)ﬂa)KOK PaCI.UVIpVITb OTYETHOCTb Ha 6o0nee BbICOKUX YPOBHAX
PAAOM C paCKpbiBakOWLUMCA MEHIO, €CNN Bbl XOTUTE NpoCMaTpuBaThb Yyrpo3bl,
O6Hapy)KeHHbIe Ha 60siee BbICOKUX YPOBHAX 3alLUThbI, YHEM YCTAHOBJIEHHDbIE.

Ecnu BbI He YBEPEHDbI B TeKYLLl,eI‘/'I KOHCI)I/IpraLMI/I, Bbl MOXXeETE J1IerKO BOCCTAaHOBUTb
nepBoHa4valibHble HaCTpOVIKM, HaXXaB KHOMKY CﬁpOCMTb no yMoJ14aHUIO B HUXXHEN
4acTu CTpaHuubl.

Advanced Anti-Exploit

Mpumeyanne
[aHHbI MOAYNb AOCTYNEH ANs:

« Windows ans pa6ounx cTaHuui

Advanced Anti-Exploit - akTuBHasi TexHonorns ans o6Hapy>KeHus 3KCMJIOMTOB B
peanbHOM BpeMeHW. OCHOBaHHaa Ha MalUMHHOM, OHa 3alMLLAET OT U3BECTHbIX
N HEM3BECTHbIX 3KCMNJIOUTOB, BKtoUasi 6e3dansioBbie aTaku.

UT06bl aKTMBUPOBATb 3alUUTY OT OKCMJIOMTOB, OTMETbTE rasfiouky HamnpoTuB
Advanced Anti-Exploit.

Advanced Anti-Exploit n3HayanbHO HacCTpOeH Ha 3anycK C PeKOMeHAYyeMbIMU
napamMeTpamu. Bbl MOXXeTe HaCTPOUTb 3aLLUTY NO-APYroMy, ECJIM 3TO HEO6X0AUMO.
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[na BoccTaHOBNEHUA M3HaYasbHbIX HAaCTPOEK, HAXXMUTE Ha CCbIJIKY HaCTpOVIKM
no yMOJTHaHUIO B npaBoﬁ 4acCTu 3arosioBka paspgena.

HacTtponku aHTU-akcnnonTa B GravityZone pacnpepeneHsl No TpeM pasgenam:
. O6wwecucTeMHble 06HapYy)XeHus

MeTopAbl 3aWMTbl OT 3KCMIOWTOB B 9TOM pasfenie 0TC/eXUBAOT CUCTEMHbIe
NpoLecchbl, KOTOpPble ABNAKTCS 06bEKTaMU SKCIJIONTOB.

[na nonyyeHuss JONOSHUTENbHOW UHGOPMaLUM O AOCTYMNHbIX METOAAX U O
TOM, KaK HacTpoOWUTb WX MapameTpbl, CM. «HacTpoika 06LLecucTeEMHOro
cMaryenus» (p. 305).

. ﬂpenonpen,eneHHble npunoXxeHus

Mogaynb Advanced Anti-Exploit npeaBapuTenbHO HacCTpPOEH CO CMMCKOM
pacnpocTpaHeHHbIX NpUNoXeHun, Takux kak Microsoft Office, Adobe Reader
unu Flash Player, koTopble Haubonee noaBepXeHbl 3KCMJIONTaM.

[ns nonyyeHua AoMNOSHUTENbHOW MHPOPMaLUN O JOCTYMHbIX METOAax U O
TOM, KaK HacTpouTb ux napameTpbl, cM. «HacTporika Application-Specific
Techniques» (p. 306).

« JononHuTenbHble NpuUNoXXeHus

B atom pas3fgene Bbl MOXeTe A06aBVITb MU HaCTpOUTb 3aluTy Ana apyrux
I'IpVIJ'IO)KeHVIl‘/'I Ha Ball Bbl60p.

[ns nonyyeHus onosIHUTENbHOW MHPOPMaLUN O AOCTYMHbIX METoZax U o
TOM, KaK HacTpouTb uXx napameTpbl, cM. «HacTtpouka Application-Specific
Techniques» (p. 306).

Bbl MoXeTe pa3BepHyTb UK CBEPHYTb NO6OW pasfen, HakaB ero 3arosioBoK.
Takum o06pa3oM, Bbl 6bICTPO MepeigeTe K MnapameTpam, KOTOpble XOoTuTe
HacTpOUTb.

HacTpoiika 061ecUCTEMHOr0 CMSAIrYeHust

B naHHOM pasaene npucyTCTBYHOT crieayrowme onumn:

MoebiweHue npae MpepoTBpaLLaeT NPoOLECChI, HANPaB/IEHHbIE HA NMOJTyYeHue
HEeCaHKLMOHWPOBAHHbLIX TMpUBWIIErMA W JocTyna K
pecypcam.
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3awuTa npouecca
LSASS

[enctBne no ymon4yaHuio: 3aBepLuaeT npouecc

3awmwaer npouecc LSASS 0T yTeukum cekpeTHOM
uHdopMaLuuy, TakoW Kak XeluM Maponen U HacTPOMKM
6e3onacHoOCTW.

OevictBne no ymonyanuo: brnokmpyet npouecc

9TV MeToAbl 3aLLUTbI OT 3KCMIOATOB BKJTIHOYEHbBI MO YMOYaHMIO. YTO6ObI OTKIIIOUNTL
nto6oi 3 MeToA0B, CHAMUTE (iaXok.

lMpu xenaHun Bbl MOXETE U3MEHUTL JAeNCTBUE, NPeAnpUHUMaEMOoe aBTOMAaTUUYECKU
npu o6HapyXeHun. BoibepuTe aencTBrE, LOCTYNHOE B COOTBETCTBYHOLLEM MEHHO:

. 3aBepLMTb NPOLLECC: HEMEJIEHHO 3aBepLUaeT aKCIyaTUpyeMmbli npouecc.

. bBnokupoBaTtb npouecc: npegoTepalLaeT 4OCTYN BPeAOHOCHOro rnpouecca K
HeNOoBEPEHHbIM pecypcam.

. Tonbko oTueT: GravityZone coobuiaeT o cobbiTun 6e3 Kakux-nmb6o AencTBUM
Mo CMArYEeHUo NOCNeACTBUIN. Bl MOXXeTe NPOCMOTPETh NOAPOGHOCTM COBLITUSA
B yBegomneHum Advanced Anti-Exploit, a Takxe B oTyeTax "3absoKMpoBaHHble
npunoxenus" n "Ayaut 6esonacHocTu”.

Hactpoiika Application-Specific Techniques

byab TO npeponpepeneHHble WAW AOMOSIHUTESIbHbIE MPUTOXEHWUS, BCE OHM
NCNOJIb3YOT OAMH U TOT XXe Habop MeTOA0B 3aLUTbl OT 3KCMIONTOB. Bbl MOXKeTe
HaWTU ONUCcaHue 3Jechb:

S

ROP Emulation

ROP Stack Pivot

O6Hapy>XuBaeT MOMbITKU CAenaTb CTPaHWULbl MaMsATH
JaHHbIX  WUCMONHSIEMbIMY,  UCMOJIb3YtOLIMEe  MeTonA
BO3BPaTHO-OPUEHTUPOBAHHOIO NporpammupoBaHus (ROP).

Lencteue no YMOJTHaHUIO! 3aBepLnTb npouecc

O6HapyXuBaeT nMoOMbITKM MepexBaTa MOTOKa KopAa,
ucnonbsywwmux  Metogq ROP, nytem npoBepku
MEeCTOMOMOXEHUS CTeKa.

Lencteue no YMOJTHaHUIO! 3aBepLmnTb npouecc
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ROP lllegal Call

ROP Stack Misaligned

ROP Return To Stack

ROP cpenaTtb cTek
WUCNOJIHAEMbIM

Flash Generic

Flash Payload

VBScript Generic

BbinonHeHue
Shellcode

BuénnoTteka 3arpysku
Wwenn-Koga
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O6Hapy>xmBaeT MOMbITKM MNepexBaTa MOTOKa KopAa,
ucnonbsyrowmx metoa ROP,nyTemM npoBepkn MHULMaTOPOB
Bbl30Ba YYBCTBUTENIbHbIX CUCTEMHbIX (QYHKLWNA.

[eicTBMe Mo yMonuyaHuio: 3aBepLInTh NpoLiecc

O6HapyXuBaeT  NOMbITKK noBpexaeHnss  CTeka,
ucnonbsywwmux Metogq ROP, nytem npoBepku
BblpaBHNBaHUS aApecoB CTeKa.

[eicTBKe Mo YMOIYaHUIo: 3aBepLUnNTb NpoLEecc

O6Hapy>xuBaet NonbITKK BbINOJSIHEHMUSA Koaa
HenocpeACTBEHHO B CTeKe, ucnonbayowmx metog ROP,
nyTem NpoBepKU AnanasoHa ajpecoB Bo3BparTa.

[LeicTBure Mo yMOJTYaHUIO: 3aBepLUNTb NPOoLEecc

O6HapyXMBaeT  MOMbITKM  MOBPEXAEHUSA  CTeKa,
ucnonbaytowmx metog ROP, nyTem npoBepku 3almTbl
CTpaHu1LbI CTeKa.

LenctBne No ymonyaHuio: 3aBepLUmnTb NpoLecc
O6Hapy>xunBaeT nonbITKK akcnnyaTauum Flash Player.
[evicTBue MO yMoONYaHuUio: 3aBepLUnNTb NpoLecc

O6HapyXuBaeT NonbITKW BbINOJIHEHNSI BPeA,OHOCHOMO Koaa
Bo Flash Player nytem ckaHupoBaHusi o6bekToB Flash B
namsaTu.

LenctBne No ymon4yaHuio: 3aBepLumnTb NpoLecc
O6Hapy>XnBaeT NonbITKK Ucnonb3oBaHus VBScript.
Lencteue No ymon4yaHuio: 3aBepLumnTb NpoLecc

O6Hapy>XvBaeT NOMbITKY CO3/1aHUsi HOBbIX MPOLLECCOB UK
3arpy3ku (aitnos, UCMOMb3YHLWUX LESN-KOA,

[evicTBue No yMonyaHuio: 3aBepLunTb NpoLecc

06Hapy)KVIBGET NnonbITKU BbIMOJIHEHUA KOa MO CETEBLIM
nyTAaAM, UCNONb3YHOLWUX LWWes-KoAa.

[eicTBME N0 yMONUYaHuio: 3aBepLIMTb NpoLiecc
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O6Hapy>kmBaeT NomnbITKN 06x0Aa NpoBepku 6€30MacHOCTH
I8 CO3[aHNA HOBbIX MPOLLECCOB.

[eicTBre No yMonuyaHuio: 3aBepLumnTh NpoLecc

Shellcode EAF (Export O6Hapy>XvuBaeT NornbITKW NoJlyYeHUsi BPeAOHOCHLIM KOZOM

Address Filtering)

Shellcode Thread

Anti-Meterpreter

Co3paHue npouecca
ycTapeno

JOCTyna K YyBCTBUTENIbHbIM CUCTEMHbIM (YHKUNSM U3
akcnopTta DLL.

[eicTBue Mo yMosIYaHUo: 3aBepLUnTb NPoLEecc

O6HapyXuBaeT NomnbITKM BHeAPEHUS BPeAOHOCHOMo Kofa
nyTeM NpoBePKU BHOBb CO34aHHbIX NOTOKOB.

[eicTBMe Mo YMONTYaHUIO: 3aBepLUNTb NPoLEecc

O6Hapy>XunBaeT MomnbITKM co3aaHnst 06paTHOM 060J104KM
nyTeM CKaHUPOBaHWS CTPaHWL, UCMONHAEMONM NaMATH.

[enctBne No ymon4yaHuio: 3aBepLUmnTb NpoLecc

06Hapy)KVIBaeT NnonbITKKU CO3aHNA HOBbIX MpoueccoB C
ncnonb3oBaHNUEM yCTapeBLIUX METOA0B.

[JeicTBre No yMonyaHuto: 3aBepLunTb NPoLece

CospaHue gouepHero brokupyet cosfaHue no6oro po4yepHero npouecca.

npouecca

Lenctene No ymon4yaHuio: 3aBepLumnTb NpoLecc

Enforce Windows DEP O6ecneuvBaeT npefoTBpalLeHNE BbINOSIHEHUS AaHHbIX

MpuHyauTenbHoe
nepemeLyeHune
mogyneii (ASLR)

HoBble 3KcnonThbI

(DEP) pnsa 6510KMPOBKY BbIMOMHEHMS KOAA Ha CTpaHMLax
JaHHbIX.

Mo ymonuaHuto: OTKIH0YEHO

MpeaoTepalLaeT 3arpysky Koaa B npeAckasyemMble MecTa
nyTeM rnepeMelLeHna Moaynei naMmaTu.

Mo ymonuaHuto: BknoyeHo

3almuiaeT oT JIo6bIX HOBbIX BO3HMKAMOLWMX YIPo3 WM
3KCMJIONTOB. BbiCTpble 06HOBMIEHUS UCMOJIb3YHOTCS AJ1s
3TOM KaTeropuu, npexgae 4yeM MoryT 6bITb cienaHbl 6onee
BCeO6BbEMJTIOLLNE USMEHEHUSA.

Mo ymonyaHuio: BknroyeHo
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YTo6bl OTCNEXUBATb APYrMe NPUNOXKEHUS, KOOME NPeaonpeaeneHHbIX, HAXMUTe
KHOMKY [106aBUTb NPUIOXKEeHNe, PACroNIOXKEHHYHO BBEPXY M BHWU3Y CTPaHULIbI.

YT06bI HaCTpPpOUTb NapaMeTpbl 3alnUThbl OT 9KCMJIONTOB OJ1A NPUNOXEeHUA:

ansa CyweCcTByrOLUX I'IpVIJ'IO)KEHVIl‘/'I, HaXXMUTE Ha Ha3BaHUe MNMpPUJIO>KEHUA. ansa
HOBbIX I'IpVIJ'IO)KEHVIVI Ha>XMuUTe KHOMKY ﬂ06aBVITb.

Ha HoBOM cTpaHuue oToGpaXkatoTcsl BCE METOAbl U WUX HACTPOWKK Ans
BbI6PAaHHOI 0 MPUSTOXKEHUS.

Ba)xHo

ByabTe OCTOPOXHbI NpU A06aBNEHUN HOBbIX MPUSIOXKEHWI AN MOHUTOPUHTa.
Bitdefender He MOXeT rapaHTUpoBaTb COBMECTUMOCTbH C JI06bIM MPUISIOXKEHUEM.
TakuMm 06pa3oM, PeKOMeHAyeTCA CcHayana npoTecTUpoBaTb (YHKLUMIO Ha
HECKOJIbKMX HEKPUTUYHbIX KOHEYHbIX TOUKAX, a 3aTeM pa3BepHYTh ee B CeTH.

Mpu po6aBneH HOBOFO NPUNIOXEHUS BBEAWUTE €r0 UMSI M UMEHA ero NPOLLECCOB
B COOTBeTCTBYHOLME Nonsi. icnonbayiiTe TouKy ¢ 3anaTow (}) Ana pasgeneHus
NpoLieccos.

Ecnn Heo6x0aMMO 6bICTPO NPOBEPUTL OMNMUCaAHME METOAA, HAXKMUTE Ha CTPESIKY
PSZAOM C ero HasBaHUEM.

Mpy Heo6XOAMMOCTU YCTAHOBUTE WAWU CHUMUTE (NAXKKM WUCMOSIb3YeMbIX
MEeTO/I0B.

|/|CI'IOJ'Ib3yVITE onuuio Bee, ecnu XoTuTe BblAENUTb BCE METOAbI pa3om.

Ecnu HeO6X0}J,VIMO, N3MEHUTE aBTOMAaTU4eCKoe )J,e[/'ICTBMe npu 06Hapy)+(eva|.
Bbl6epVITe AeﬁCTBMe, [OCTYyNHOE B COOTBETCTBYHOLLEM MEHIO!

. 3aBepLIJVITb npouecc: HeMeJIeHHO 3aBepLUaeT aKCnJlyaTupyem bIl npoktecc.

« Tonbko oTyeT: GravityZone coobLiaeT 0 CobbITUN 6€3 KaKMX-NIMOO0 feNCTBUMN
Mo CMArYeHuto nocneacTeuin. Moapo6Hble CBEAEHUSA 0 COBbITUM MOXHO
npocMoTpeThb B yBegomneHun Advanced Anti-Exploit 1 B oTueTax.

Mo ymonyaHuio Bce MeToAbl 415 npegonpeaesieHHbIX NPUI0XKeHUN HaCTPOEHbI
ANA CMArYeHusa NpobnieMbl, a ANA A0NOSIHUTENbHbLIX MPUIOXEHUN - MPOCTO
coo6LW,aTb 0 CO6bITUN.

Ans 6bICTPON CMEHbI AENCTBUS, NPUMEHAEMOr0 KO BCEM METOAAaM 3alunTbl
cpasy, BblibepuTe AeCTBUE U3 MEHIO, COOTBETCTBYHOLL,EE BapuaHTy Bee.
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HaxxmMuTe kHonky Ha3zapg B BepXHel YacTu CTpaHuULbl AJ1sl TOro, YToObl BEpHYTbCSA
K 06 MM HacTporkam Moaynsa Anti-Exploit.

HacTponku

B aToMm paspene Bbl MOXeTe HAacTpPOMTb MapaMeTpbl KapaHTMHa M npaBwna
UCKIHOYEHUIN 411 CKaHUPOBaHWSL.

« V3MeHeHMe HacTpoeK KapaHTUHa

« HacTponka ncknouyeHnm ckaHnpoBaHus

KapaHTuH

Bbl MOXeTe HacTpouTb creayowme napameTpbl gjis ¢hainyioB B KapaHTUHE Ha
KOHEYHbIX TOYKax:

« Ypanutb dainbl, yeit cpok 6onee (gHel).. 1o ymonyaHuto, haiinbl B KapaHTUHE
cTapuwe 30 gHeln aBTOMATUYECKN YaanstoTcs. ECnv Bbl XOTUTE UBMEHUTb 3TOT
WHTepBarn, BbibepuTe ApYror BapuaHT U3 MeHIO.

. OTnpaBuTb nomelLeHHble B KapaHTUH ¢ainbl Bitdefender JlabopaTopum
KaXkable (4acbl). o ymMonuyaHuto dannbl U3 KapaHTMHA aBTOMaTUYeCKM
oTnpaBnsaTcs B nabopatopum Bitdefender kaxpgbii 4yac. Bbl MoxeTe
oTpefaKTUpOBaTb UHTEPBAJ BpeMeEHW OTNPaBKU (ainos us kapaHTuHa (oguH
yac no ymonyaxuio). CneymanucTbl no Bupycam Bitdefender npoaHanuaunpytoT
obpasubl dawnos. Ecnu Hanuume BpepoHocHoro [0 nopTBepXAeHO,
BbIMyCKaeTCA CUrHaTypa, KoTopas NMo3BOJIUT €ro yaanuThb.

. HOBTOPHO CKaHupoBaTb ¢a|7|nb| U3 KapaHTUHa nocne 06HOBNIEHUS MEXaHU3MOB
3aluThbl. Bbl6epVITe AaHHYKO onuuko AJsid aBTOMaTU4YeCKOro CKaHMpoBaHua
d)aﬁnoa KapaHTMHa nocnse Kaxaoro O6GHOBJIEHUSI MEXaHU3MOB 3alNThbI.
OunLEeHHble (bal;lflbl aBTOMaTU4eCKN BO3BpaLLakoTCA Ha CBOE€ MECTO.

. Ckonupyute ¢ainbl Ha KapaHTUH Nepep NPUMEHEHNEM Ae3uHpULMpyIoLLLero
AeicTeusa. BoibepuTe 3Ty onuumto, YTO6bI NPEAOTBPATUTL NOTEPHO AaHHbIX B
Cny4yae JIOXHbIX cpabaTbiBaHUA U KOMUPOBaTb KaXKAblA MHOULMPOBAHHbIN
(aiin B KapaHTUHe Nepes nedyeHneM. MNocne 3Toro Bbl CMOXeTe BOCCTAHOBUTb
3/l0poBble (anbl U3 KapaHTUHA Ha cTpaHuue KapaHTuH.

. PaspewmTb nonb3oBaTensim BbiNONHATH JeHCTBUSA B JIOKAJIbHOM KapaHTUHe.
9TOT napamMeTp ynpasnsieT AeNCTBUSAMU, KOTOPbIE NMONb30BaTENIM KOHEYHON
TOYKM MOTYT NPeAnpUHATHL B JIOKaNbHbIX Gainax, moMeLLEeHHbIX Ha KapaHTUH,
¢ noMowbio uHTepdeica Bitdefender Endpoint Security Tools. Mo ymonyaHuto
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nokanbHble MoJIb30BaTeNN MOFYT BOCCTaHaBAMBaTb WM ypanaTb Qannsl,
NMoMeLLEeHHbIe Ha KapaHTUH, C MOMOLLbIO NapaMeTpoB, OCTYNHbIX B Bitdefender
Endpoint Security Tools. OTkOYMB 3Ty ONUMIO, NONb30BaTENN 60Jblle He
6yayT uMeTb gocTyna u3 uHTepdeica Bitdefender Endpoint Security Tools k
KHOMKam AencTBuI ¢ hannamMm Ha KapaHTUHe.

LleHTpanu30BaHHbIi KapaHTUH

Ecnu dannbl, NoOMelLeHHble HA KapaHTUH M3 KOHEYHbIX To4YeK, Heo6XoAMMO
COXpaHUTb  ANA  [ajibHeMWero  aHanusa,  UCnosib3ynTe  mapameTp
LieHTpann3oBaHHbI KapaHTUH, KOTOPbIN OTNPaBAsSieT apXMBUPOBAHHYIO KOMUIO
Ka)x[,0ro JIoKasnbHoro caina, NoMeLLeHHOro Ha KapaHTUWH, B 06LLMIA CETEBOM pecypc.

Mocne BKNKOYEHNS 9TOro NapamMeTpa Kaxabiv dhann, NoMeLLeHHbIW Ha KapaHTUH
U3 ynpaB/isieMblX KOHEYHbIX TOYEK, KOMMPYETCA M YyNaKOBbIBAETCSA B 3aLLULLLEHHbIN
naponem ZIP-apxuB Ha ykKasaHHOe pacnonoxeHwe B ceTn. UMeHeM apxuBa
ABnsieTcsa xaw (aina, NOMeLLLEHHOro B KapaHTUH.

BaxHo
MakcumanbHbIn pazmep apxua coctasnseT 100 Mb. Ecnu apxus npeBbiwaeT 100
MB, oH He 6yfeT coxpaHeH B 06LLeli ceTeBON narke.

YT06bI HAaCTpOUTb nNnapaMeTpbl LEHTPAJIM30BAHHOIO KapaHTWUHa, 3anoJIHUTe
cnepgywouwime nongd:

. [MMaponb apxuBa: BBeguTe MNaposib Ana apxuBa (GannoB, NMOMELLEHHbIX B
KapaHTuH. Maponb [JO/MKeH cofep)aTb, N0 KpalHen Mepe, OAWH CUMBON
BEPXHEro perncTpa, No KpanHen Mepe, 0gHY CTPOYHYO BYKBY W, MO KpanlHen
Mepe, ofgHYy umdpy unam cneuuanbHbii cumBon. [MogTBepanTe Naposb B
crnegyroLLeM nose.

. 06wuin NyTb: BBEAMTE CETEBOM NYTb, B KOTOPOM OYAYT XPaHUTbLCS apXMBbI
(Hanpumep, \\computer\folder).

o Wmsa nonbsoBaTens u naposib, HeO6XoAUMbIE AN NOAKIIHOUYEHUSA K CETEBOM
nanke. Moaaep>xuBaemble hopmMaTthbl AN UMEHM NoJSIb30BaTeNs:
— username@domain

— domain\username

— VMg noJsib30BaTEJIA.

Ons KoppekTHOM paboTbl LIEHTPaNM30BaHHOIO KapaHTWHA yb6eauTecb, 4TO
BbIMOJIHEHbI ClleyoLLMe YCIOBUS:
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o Obuee pacnonoxXeHne AOCTYMNHO B CETWU.

« KoHeuHble TOUKU UMEIOT NOAKIIIOYEHUE K CETEBOMY pecypcy.

« YyeTHble faHHble ANs BbINOJIHEHUA BXO4a SABMAOTCA AEIZCTBMTeﬂbeIMM n
npenocTassIAKT A0CTYN K 3anNncn Ha CeETEBOM pecypce.

. HaceTeBoM pecypce AOCTAaTOYHO MeCTa Ha AUCKeE.

MpumeyaHmne
LleHTpan13oBaHHbIN KapaHTWH He MPUMEHSIETCSH K KapaHTUHY NOYTOBbIX CEPBEPOB.

Bitdefender
GravityZone

Dashboard 3 General Quarantine
Network o
Antimaiware Delete files older than (days): 30
Application Inventory
On-Access Submit quarantined files to Bitdefender Labs every (hours) 1
Packages ST Rescan quarantine after malware signatures updates
Tasks Copy files to quarantine before applying the disinfect action
Settings
. Allow users to take actions on local quarantine
Policies
Security Servers
Assignment Rules o ot Centralized Quarantine
Reports
= Content Control Archive password: ssssssssss
Quarantine
|& Application Control Confirm password: sssssssass
Accounts,
Share Path: computer\folder
¥ Device Control Veomputerl
User Activity

Share Username: | dumaln\used

Relay
Conﬂguratiom Share Password: sssssssses

LleHTpanu3oBaHHbIN KapaHTUH

Ecnuny Bac ecTb nokanbHbIn ak3emnnap Sandbox Analyzer, HacTpoeHHbIN B pa3aene
Sandbox Analyzer> [laTyMK KOHEYHOMU TOYKM , Bbl MOXETE YCTAaHOBUTb (hnaXKoK
ABTOMaTMYeCKM OTNpaBnATb 3neMeHTbl U3 KapaHTuHa B Sandbox Analyzer .
O6paTMTe BHMMaHWe, 4YTO MpPeACTaB/iEHHble 3JIEMEHTbl [AOJKHbI UMeTb
MaKcuManbHbIn pasmep 50 Mb.

UcknioyeHus

AreHT 6e3onacHocTu Bitdefender MoOXeT WCKOUMTL U3  CKaAHMPOBaAHUSA
onpefenieHHble TUMNbl 06bHEKTOB. WCKIOYEHUS MPU CKAHWPOBAHUU [OJDKHbI
Ucnonb3oBaTbCsl B 0CO6bIX Cryyasix UaM npu pekoMeHpaaumsx Microsoft nnm
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Bitdefender. YT06bl nNpocMoOTpeTb OGHOBMEHHbLIA CMUCOK  WUCKITOUYEHUN,
pekomeHgoBaHHbIN Microsoft, noxanyicTta, o6paTutech K aToil cTaTbe article.

B aToM pasgene Bbl MOXeTe HacTPOWUTb MCMOJIb30OBaHME pPa3fiMyHbIX TUMOB
UCKJIHOYeHU areHToM 6e3onacHocTu Bitdefender.

« BcTpoeHHble UCKNIOYEHUSA, KOTOPbIE M0 YMOMYaHMIO AOCTYMHbI U BKJIKOYEHbI
B areHTe 6e3onacHocTu Bitdefender.

Bbl  MoXeTe  OTKIHOUYUTb BCTPO€EHHblIE WUCKJIKOYEHUA, e€eCZin  XOoTuTe
NMPOCKaHnpoBaTb BCe TUMbI 06DbEKTOB, HO 3TOT BapuaHT 6y,qu 3Ha4ynTEeNIbHO
BNNATb Ha NPON3BOAUTENIbHOCTb MallNHbI 1 YBENUYUT BpeMA CKaHUPOBaHUA.

. BblTakxe MoxeTe 3aaThb Monb3oBaTenbcKue UCKITIOUYEHUS 7151 COGCTBEHHbIX
NPUSIOXKEHWUM UMW CNeLUanbHO HACTPOEHHbIX YTUANT, B COOTBETCTBUM C BaLLMMMU
TpeboBaHUAMMN.

[Monb3oBaTeNbCKME UCKITKOYEHNS CKaHUPpOBaHUA NPUMEHAKOTCA K OAHOMY UNTU
HECKOJIbKUM cnefyrouimum MeToaaMm:

— CkaHupoBaHue npu JocTyne

— CkaHupoBaHue no TpeboBaHuUIo

— PacwwupeHHbI koHTponb yrpo3 (Advanced Threat Control)
— 3awwuTa oT 6e3dannoBbix aTak

BaxHo

— [MpuHannumm TectoBoro daina EICAR, KOTOpbI NeproanYeCcKn UICNONb3yeTcst
AN TEeCTUPOBaHUS 3alWmTbl OT BPEAOHOCHbIX MPOrpamM, Heo6XoAuMO
UCKJIIOUNTB €ro U3 CKaHMpOBaHWA Npu JoCTyne.

— Ecnu Bbl ncnonbsyete VMware Horizon View 7 u AppStacks AppStacks,
noXxanymcra, 03HakoMbTecb ¢ [lokymeHT VMware .

0N UCKNOYEHUS ONpeAeNieHHbIX 3/IEMEHTOB M3 CKaHMPOBaHWA, OTMeTbTe
ranouyky Monb3oBaTenbcKue UCKIOYEHNs U ao6aBbTe MpaBuia B Tabnuuy
CHU3Y.
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Quarantine

e
Delete files older than (days): 30

Submit quarantined files to Bitdefender Labs every (hours) | 1

on-Demand Rescan quarantine after mahware signatures updates

Settings

Copy files to quarantine before applying the disinfect action

Security Servers Builtin Exclusions

Firewall

Custom Exclusions

Content Control

mport

Device Control

Relay

Type Files, folders, extensions or processes Hodules Action

File . «| Al

Exchange Protection

Monntunku KOMMbHOTEPOB 1 BUPTYaJibHbIX MaLUWUH - [Monb3oBaTeNbCKNe UCKKYEHUS

YT106bI ,06aBUTb NOJIb30BATESIbCKOE MPaBUIIO UCKITHOUYEHUI:

1.

Bbl6epVITe TUMN NCKNHOYEHNUA U3 MEHIO!

dain: ToNbKOo yKasaHHbIN Gann

MNanka: Bce ¢ainbl U Npoueccbl BHYTPU yKasaHHOW Namnku u Bcex
nognarnokx.

PaclumpeHue: BCe 3JIEMEHTbI C YKa3aHHbIM pacLUMPeHNEM
Mpouecc: o601 06bEKT LOCTYMHbIA AaHHOMY UCKITHOYEHHOMY MPOLLECCY.
Xaw ¢aitna: hann c ykazaHHbIM X3LIeM

Xaw CepTudmkara: Bce NpuioXXeHns ¢ ykaszaHHbIM XalleM cepTupukaTta
(oTneyaTkoMm)

Ha3sBaHue yrposbl; 1to60V 3JIEMEHT C UMeHeM 06Hapy>XeHNs (HeLOCTYMHO
ANS ONepaumoHHbIX cucTeM Linux)

KomMaHpgHas cTpoKa: yKasaHHasi KoMaHaHas cTpoka (A0CTYMHO TOJIbKO
ANA onepaunoHHbIX cuctem Windows)

Mpepynpexpaexune

B 6e3areHTHoi cpege VMware , uHTerpupoBaHHoi ¢ VSHIELD, Bbl MoXeTe
MCKII0YaTb TOMBbKO Manku u paclwmperus. YctaHoBuB Bitdefender Tools Ha
BMPTYasbHbIX MaLLUHAX, Bbl TAKXKE CMOXETE UCKI0YaTb haisibl M MPOLecchbl.
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Bo Bpems npouecca ycTaHOBKM, NpY HacTpoMKe nakeTa, BaM He06XoAUMO
OTMEeTUTb COOTBETCTBYOWMI hnaxok Pa3BepTbiBaHUe KOHEYHOWU TOUYKM C
nomouwybio vShield npu o6HapyxeHuu cpegbl VMware, UHTerpmpoBaHHoOMN ¢
vShield [1na nonyyeHus fononHUTENbHOM MHbOpMaLmmn o6paTuTech K pasaeny
Co3paaHue MHCTaNNALMOHHbIX NakeToB PykoBoACTBa MO yCTaHOBKe.

2. 3anoJiHnTe MHhOpPMaLMIO AIA YKa3aHHOMO TUMa UCKJTOYEHNS:
daiin, Manka wnu MNMpouecc

Beeaute nyTb K 3JIEMEHTY, UCKIK4YaeMOMY U3 CKaHUpOBaHUA. ns
HanucaHunAa nyTn Bbl MOXXeTe BOCMNOJIb30BaTbCA HECKOJIbKUMU cnocob6amu:

— YkasaTb NyTb fIBHO.
Hanpumep: C: emp
YT106bl p06aBUTL WUckNtoyeHne B ¢dopmate UNC, wucnonbsynte
CrnefyroLINA CUHTaKCHUC:
\\hostName\shareName\filePath

\\IPaddress\shareName\filePath

- MCHOHbSyVITe CUCTEeMHble nNepeMeHHble, AO0CTYNHbIe U3 BbiNnagarolwero
MEHI0.

Ina vcknodeHns npouecca HeobX0AMMO Takxe f[06aBUTb UMSA
ncnosiHaemMoro Qawna NpUIoXeHus.

Hanpumep:
$ProgramFiles% - UCKJtOYaeT nanky Program Files

$WINDIR%\system32 — ucktodaeT nanky system32 B nanke Windows

MpumeyaHmne

)XenatenbHO WCNOMb30BaTb CUCTEMHbIE nepemMeHHbIe (rne 3TO
BO3MOXHO), YTO6bI MyTb 6bl1 AEACTBUTESNIbHLIM /11 BCEX BblGPaHHbIX
KOMMNbIOTEPOB.

- MCHOﬂbSyVITe noacTaHOBOYHbI€ CUMBOJIbI.

3Besfouka (*) 3aMeHsieT HeonpefesieHHOe KOJIMYECTBO CUMMBOJIOB.
BonpocuTenbHbIii 3HaK (?) 3aMeHsIeT TOJIbKO OAMH CUMBOJL. Bbl MOXeTe
UCMOJIb30BaTb HECKOJIbKO BOMPOCUTENIbHbLIX 3HAKOB, YTOObI 3aAaTb
no6yto BO3MOXHYIO KOMOGMHAUUIO W3 OMNpefeneHHOro KOoNMM4yecTBa
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CUMBOJIOB. Hanpumep, ??? 3aMeHseT JIHo6YH KOMGMHALIMIO, COCTOALLYHO
U3 Tpex CUMBOJIOB.

Hanpumep:
UckntoueHns dhannos:
C:\Test\* - ucknovaet Bce dannbl 3 nankm Test

C:\Test\*.png - UcknoyaeT Bce PNG dainbl ns nanku Test

MckntoyeHune nanok:
C:\Test\* - UCK/IHOYAET BCeE NManku n3 nanku Test

UckntoyeHusa npouecca:

C:\Program Files\WindowsApps\Microsoft.Not??.exe =—
UckntoyaeT BCce npoueccbl Microsoft Notes

MpumeyaHmne
McknroyeHus npoueccoB He nogaep>XneBaroT NOACTAaHOBOYHbIE CUMBOJIbI B
onepayuoHHbIX CUCTEMaX Linux.

PacwumpeHue
YKaxute o4HO UM HECKOJIbKO pacluMpeHni GansoB Anst UCKITOYEHNUS N3

CKaHMpOBaHUA, pasfennB MX TOYKOM C 3anaTor ";". MoXHO BBOAUTL
paclumpeHnus ¢ unmn 6e3 Touyku. Hanpumep, BBeguTe txt, YTO6bI UCKIHOUYNTD

TekcToBble Gansbl.

Mpumeyanmne

B cuctemax Ha ocHoBe Linux pacwmpeHus $ainnoB 4yBCTBUTENbHbI K
peructpy, a daiinbl ¢ 04MHAKOBbIM UMEHEM, HO C APYrMM pacluMpeHueM
cunTaroTCs pasnnyHbiMM o6bekTaMu. Hanpumep, file.txtu file . TXT

- pasHble pannbl.

Xaw ¢aina, Xaw ceptudukara, Mma yrposbl unu KomaHgHas cTpoka

BeeguTe xaw caiina, oTneyaTtok cepTudukarta (xaw), ToYHoe HasBaHue
Yrpo3bl U KOMaHAHYO CTPOKY B 3aBMCMMOCTM OT MpaBuia UCKIOYEHMsI.
Bbl MOXKeTe UCNOoJIb30BaTb OAMH 3/IEMEHT A1 UCKIHOYEHMS.

Bbi6epute MeToAbl CKaHMPOBaHWSA, K KOTOpbIM npaBwuno 6yget
NPUMEHATLCA. HekoTopble UCKIYEHUSE MOTYT 6bITb aKTyaslbHbl TOJIbKO
ANA CKaHUPOBaHWA Mpu A0CTYMNe, HEKOTOPbIe TOMbKO AJIA CKaHUPOBaHUSA
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no 3anpocy, HekoTopble Tonbko Anss ATC/IDS,a apyrve MoryT 6biTb
pPeKoMeHA0BaHbl AN1A BCEX TPeX Moaynen.

4. Tpu Heo6Xx0AUMOCTM HaXXMUTe KHonky lMokasaTb 3amevaHus, 4TO6bI
[06aBUTb 3aMeTKY O NpaBuie B cTosi6el, 3amevaHus.

5. HaxmuTe kHonky & [106aBUTD.
HoBoe npaBuno 6yaeTt fo6aBneHo B CNUCOK.

YT06bl yAANUTb NPaBUIO U3 CMIUCKA, HAXXMUTE COOTBETCTBYIOLLYIO KHOMKY &
Ypanuto.

BaxxHo

MoxanyncTa, 06paTUTe BHUMAHUE, YTO UCKITHOUYEHUS CKaHUPOBaHWSA MO 3anpocy
HE 6yayT npuvMeHATbCA K KOHTEKCTHOMY CKaHUpoBaHMIo. KOHTeKcTHoe
CKaHMpOBaHWe 3anyCcKaeTCsl NMPU HaXKaTUU NPaBoi KHOMKW MbILLKW Ha daiie unm
nanke u Bbi6ope CkaHupoBath ¢ Bitdefender Endpoint Security Tools.

NMMOpT 1 9KCTOPT UCKIIOYEHMUIA

Ecnu Bbl HaMepeHbl UCNoJib30BaTb npaBsuna WCKJTIOUYEHUI B OPYrux noJsIMTUKax,
Bbl MOXXETe UX 3KCNopTUpoBaTb 1 UMMOPTUPOBATD.

YT06bI 9KCMOPTMPOBATb NOJIb30BATESIbCKUE UCKITHOYEHUS:
1. HaxmuTe IKCNopT B BEpPXHEN YaCTM TabuLbl UCKITHOYEHUN.

2. CoxpaHuTte dann CSV Ha Bawem KoMnbloTepe. B 3aBUCMMOCTM OT HAcTpoek
Bawlero 6paysepa, Gain MoOXeT aBTOMaTU4YeCKU 3arpy3uTcs Win Bam 6ypet
npeaJsoXXeHO COXPaHUTb €ro B onpefeneHHoe MecTo.

Kaxpgas cTpoka B ¢danne CSV cooTBeTCTBYeT OLHOMY MpaBwuily C MOASMMU B
crepyoLiem rnopsake:

<exclusion type>, <object to be excluded>, <modules>

JocTynHble 3HauyeHus ans nonew B panne CSV:

Tun ucknioyeHms:
1, ANs UcknodeHun dhannos

2, A1 UCKJTFOYEHUIM Nanok

3, 4N UCKJTKOYEHWUI pacLUMpeHUi
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4, ANA UCKNHOYEHUI NpoLieccoB

5, AN UCKNoYeHnH xewa davna

6, AN UCKITOYEHUI Xella cepTuduKaTa
7, ANA UCKNHOYEHUIA NO UMEHW YTrPo3bl
8, AN UCKIIFOYEHUA KOMaHAHOWM CTPOKU

UckniovyaeMblii 06beKT:
MyTb unn pacwmpenune danna

Mopaynu:
1, NS CKaHMPOBaHUSA MO 3anpocy

2, ANA CKaHUPOBaHUA Npu AocTyne
3, NS BCex Moaynen

4, pna ATC/IDS

Hanpumep, hann CSV, cogepxxaliuin UCKITIOYEHUS, MOXKET BbITNSAETb CeAyHLNM
06pasoMm:

1,"d:\\temp",1
1,%WinDir%, 3
4,"SWINDIR%\\system32", 4

MpumeyaHmne
Myt Windows [o/mKHbI MMeTb ABOWHOM o6paTHbii crnew (\). Hanpumep,
$WinDir$\\System32\\LogFiles.

YT06bI MNOPTUPOBATL NOJNIb30BaTENbCKME UCKITHOYEHWS:

1. HaxmuTe UmnopT. OTKpoeTcsa okHo Import Policy Exclusions.

2. Haxmwute [lo6aBuTb 1 3aTeM BblbepuTe dann CSV.

3. Haxmwnte CoxpaHuTb. Tabnumua 3anonHAeTCs KOPPEKTHbIMU NpaBunamu. Ecnm
dain  CSV  comepXWT HeKOPpPeKTHble MpaBuia, npeaynpexaeHue
npouHdopMUpyeT Bac 0 COOTBETCTBYHOLLMX HOMepax CTPOK.
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CepBsepbl 6e3onacHocTy (Security Server)
B OaHHOM pa3jeJsie Bbl MOXXeTe HaCTPOUTb:
o HasHaueHue Security Server

« CneumanbHble HacTpomnku Security Server

General Security Server Assignment
Antimalware

S Priority Security Server ® Custom Server Name/IP Actions

on-Demand

Settings

Security Servers

i Page 0 of 0 20 - items

Firewal

Limit the level of concurrent on-demand scans load  Low

Content Control
Use SSL

D Control
evice Control Communication between Security Servers and GravityZone

Relay. 1O Keep installation settings

Exchange Protection Use proxy defined in the General section

Do not use proxy

MonuTukm - KomnbloTepbl 1 BUpTYyanbHble MalnHbI - 3awwmTa oT BpegoHocHoro 10 - Cepepebl
6e30MacHOCTH

Ha3sHaueHue Security Server

Bbl MOXeTe HazHauMTb OZIMH WM HECKOJTbKO Security Server LeneBbiM KOHEYHbIM
TOYKaM U YyCTaHOBUTb NMPUOPUTET, C KOTOPLIM KOHEYHbIE TOYKU 6YAYT BbiGUpaThb
Security Server nnsi oTNpaBKyW 3aNpOCOB CKaHUPOBAHUS.

MpumeyaHmne
PEKOMEHp,yETCﬂ ncnosb3oBaTb Security Servers ANnAa CKaHMpoBaHNA BUPTYyaJibHbIX
MaLWWH nnm KOMnNbrOTEPOB C OrpaHUYEHHbIMU peCcypCaMi.

YT106bI Ha3HAUNTL Security Server LieneBbIM KOHEYHbIM TOYKaM, flob6aBbTe Security
Servers, KOTopble Bbl XOTUTE UCNoNb30oBaTh, B Tabnuuy HasHayeHue Security
Server, BbINOSIHUB criegytoLLme AeNCTBUS:

1. HaxmuTe Ha BbinagatoLLmii cnmcok Security Server v Bbi6epuTe Security Server.

2. Ecnu Security Server HaxoguTcs B DMZ unu 3a cepeepom NAT, BBeguTe FQDN
unu IP-appec cepsepa NAT B nose lNonb3oBaTenbcKkoe ums cepsepa/ IP-agpec.
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Ba)xHo

Y6enuTtecsh, YTo Nnepeagpecauusi NOpToB NpaBuUibHO HacTpoeHa Ha cepeepe NAT,
4yTO6bI TPAa(UK OT KOHEUYHbIX TOYEK MOT foX0ANUTb A0 Security Server. Mogpo6Hee
0 nopTax cM. KoMmMyHUMKaLMoHHble nopThl GravityZonebasa 3HaHWM.

HaxxmuTe kHonky & [lo6aBUTb B CTONOLE [leucTeus.
Security Server [,06aBUTCS B CMUCOK.

MoBTOpUTE NpeablAyLMe Wwaru, 4Tobbl 406aBUTb Apyrue Security Servers, eciu
OHU AOCTYMHbI UM HEO6XOANMbI.

YT06bI yCTAHOBUTL NpUopUTET Security Servers:

1.

Wcnonb3ayiiTe CTPenku BBEPX U BHU3, AOCTYMHbIe B CTON6LE [leicTBus, YTO6bI
YBENUUNUTbL UK YMEHBLUUTL NPUOPUTET Kaxgoro Security Server.

Mpv HasHayeHUM 6oNbLLIEro KonnyecTBa Security Servers, HaXoASILLMIACSA CBEPXY
6yneT MMeTb HanbosbLLIMI NpUopuTeT K ByaeT BblbpaH nepebiM. Ecnn aToT
Security Server HeOCTyNeH UK NeperpyXeH, BbioupaeTcs cneayowun Security
Server. Tpaduk ckaHMpOBaHUS NepeHanpaBseTca Ha NepBbln AOCTYMNHbIN U
MMetoLLLMIA NnoaxoasLyto 3arpysky Security Server.

BbibepuTe CHayana nogknounTbes K Security Server, ycTaHOBJIEHHOMY Ha
TOM )Xe (PM3NYECKOM XOCTe, eC/iM OH JO0CTYMNeH, He3aBMCMMO OT Ha3Ha4YeHHOr o
npuoputeTa /N8 PaBHOMEPHOro pacrpefeneHnss KOHEYHbIX To4veK U
onTUMM3auum 3aaepxxkn. Ecnv gaHHbin Security Server HegocTyneH, To Security
Server u3 cnvcka 6yaeT Bbl6paH B NopsaKe npuopuTeTa.

Ba)xHo
9ToT NapamMeTp paboTaeT ToNbKo ¢ Security Server Multi-Platform u Tonbko ecnu
GravityZone uHTerpupoBaHa c BUpTyanM3MpoBaHHOW CPeaoW.

YT06bl yaanutb Security Server U3 cnncka, HaXXMUTe COOTBETCTBYHOLLYHO KHOMKY
® YpanuTb B cTON6LE [lencTBuUA.

HacTtpoiiku Security Server

Mpn HasHavyeHn NONUTUKN [Jis Security Servers Bbl MOXeTe HacTpOUTb
cneayrwouime napamMeTpbl:

OrpaHM‘-WITb KONMN4eCcTBO OAHOBPEMEHHbIX NMPOBEPOK No TPEGOBaHIMO.
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3anyck HecKOJIbKMX 3ajay CKaHWpOBaHMS MO 3anpocy Ha BUPTYyasbHbIX
MallMHaX, WCMOMb3YIOWMX OAHO XPaHWIWLLE AaHHbIX, MOXeT co3aaTb
CKaHUpoBaHWe BpPeAOoHOCHbLIX MporpamMM. YTo6bl NMpPeaoTBpaTUTL 3TO U
paspeLnTb 0AHOBPEMEHHOE BbINOSIHEHWE TOJbKO ONPEeAEeIeHHOro KoiMyecTsa
3ajay CKaHMPOBaHWA:

1.

Bbi6epuTe napameTp OrpaHUUMTb KONIMYECTBO O4HOBPEMEHHDbIX NPOBEPOK
no Tpe6oBaHuIo.

Bb|6ep|/|Te YPOBEHb pa3peLlleHHbIX OAHOBPEMEHHbIX 3a4a4 CKaHMpOoBaHUA
B BbiNagatoL,eM MeHK0. Bbl MoXeTe Bbl6paTb npep,onpe,qeneHHblﬁ YPOBEHb
W BBECTU NOJ1Ib30BaTEJIbCKOE 3HA4YEHUE.

Cbopmyna Aona  HaxoXaeHua MakKCuMalsibHOro KoJindectBa 3ajad
CKaHMpoBaHuA AN KaXkaoro npeaonpeneneHHoro ypoBHA:N = a x MAX (b

; vCPUs - 1),rpe:
— N = MaKCuMaJibHOe KOJIn4eCcTBO 3aa4 CKaHnpoBaHUA

— a = KO3PhULUMUEHT YMHOXEHMS, UMEIOLLUA Cleaytolimne 3HadyeHms: 1 -
ansa Huskoro; 2 - pna CpegHero; 4 - ansa Boicokoro

— MAX (b;vCPU-1) = ¢YyHKUMS, KOTOpas BO3BpallaeT MaKcuManbHoe
KONMYECTBO C/IOTOB CKaHWPOBaHMs, LOCTYMNHbIX Ha Security Server.

— Db = KONN4YeCcTBO C/IOTOB A/ CKaHNMPOBaHWA NO TpeboBaHUO, KOTOpoe
No YMOJIYaHUIO paBHO 4.

— vCPUs = KOJIMYECTBO BUPTYasbHbIX MPOL,ECCOPOB, BblAeneHHbIXxSecurity
Server

Hanpumep:

Onsa  Security Server ¢ 12 npoueccopamu U BbICOKMM ypOBHEM

OLHOBPEMEHHbIX CKAHUPOBAaHUN, Mbl UMEEM:

N =4 x MAX(4 ; 12-1) = 4 x 11 = 44 ogHOBpPEMEHHbIX 3apay

CKaHMpOBaHUA No 3anpocy.

« BknouuTtb NnpaBuna npueasku gna Security Server Multi-Platform

Bbi6epuTe noBefeHne Security Server npy nepexofe B PeXUM 06CNy>XUBaHUS:

Ecnu BktoyeHo, Security Server ocTaeTcA MpMBA3aHHbIM K XOCTY M
GravityZone oTkstoyaeT ero. o okoH4YaHuto o6cnyxuBaHus, GravityZone
aBTOMaTW4ecku nepesanyckaet Security Server.
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[aHHoe noBegeHne yCTaHOBJIEHO MO YMOJIYaHUIO.

— EcnuoTkntoueHo, Security Server nepexoauT K ApyromMy XocTy v NpoaosikaeT
paboTy. B naHHOM cnyyae, ums Security Server uamensietcs B Control Center
ANS1 yKasaHWUs CTaporo xocTa. MIAMeHeHHOe NMSA CoXpaHsieTcst 4o Tex nop,
noka Security Server He BO3BpaTUTCS K NepBOHavyasibHOMY XOCTY.

lNpu JOCTAaTOYHOM KONMYECTBE PECYPCOB, Security Server MoXeTe nepenTy
Ha XOCT C ApYrvM yCTaHOBJIeHHbIM Security Server.

BaxHo
9Ta onuus He fedcTBYeT, ecnn Security Server Takxxe ucnosnbayetcs HVI.

Ucnonb3oBatb SSL

AKTUBUPYITE 3TY HYHKLMIO ANs LM POBaHUS MOAKIIFOUYEHNUS MEXAY LieneBbIMU
KOHEYHbIMMW TOYKAMM U YKa3aHHbIMMW YCTponcTBaMu Security Server.

Mo ymonyaHwuto, GravityZone ucnonb3yeT camonognucaHHblie cepTudukaTbl
6e3onacHocTM. Bbl Mo)eTe W3MEHUTb WX CBOMMM COB6CTBEHHbIMM
ceptudukatamm B Hactpoiika > Ceptudukartbl Ha cTpaHuue Control Center.
IOns nonyyeHuss pononHuTenbHouM wuHbopMauuMnm cM. rnaBy «HacTporika
napameTpoB Control Center» B PykoBogCTBE N0 yCTaHOBKE.

Cesasb Mexay Security Servers u GravityZone

BbibepuTe oAMH M3 [OCTYMHbIX BapWMaHTOB, YTOObl 3ajaTb MapameTpbl
NpoKcK-cepBepa AJ1si CBA3M MeXAy BblopaHHbIMU MalLuMHamu Security Server
n GravityZone:

- COXpaHMTb HaCTPOﬁKM YCTaHOBKM, 4YTO6bl UCMONb30BaTb napamMeTpbl
NMPOKCU-CepBepa, ornpegesieHHble B YCTaHOBOYHOM MakeTe.

— Wcnonb3oBaTb NPOKCKH, oOnpepeNieHHbIW B o6wieM pasgene, 4YToObI
Ucrnonb3oBaTb NMapamMeTpbl NPOKCU-CepBepa, onpefeSieHHble B TEKYLLEN
nonuTuke B paspaene O6uiee > HacTpoiku.

— He ucnonb3oBaTb NpOKCU-cepBep, KOraa LiesieBble KOHEUYHble TOUYKM He
B3aMMOAENCTBYIOT C onpeaeneHHbIMU KomnoHeHTamu Bitdefender yepes
NnpoKcu-cepeep.
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7.2.4. Sandbox Analyzer

Mpumeyanune
[aHHbI MOZYyNb AOCTYNEH ANs:

« Windows ans pa6ounx cTaHuui
« Windows ansa cepepos

Sandbox Analyzer o6ecneyvMBaeT MOLHbIA YPOBEHb 3aLUUTbI OT PaCLUMPEHHbIX
Yrpo3, BbIMOJIHAS aBTOMATUYECKUA BCECTOPOHHMI aHanus nofo3pUTesNibHbIX
(hannoB, KOTopble eLle He NognucaHbl MexaHM3MaMm 3aLnTbl OT BPEAOHOCHbIX
nporpamm Bitdefender.

B aTOM pasgferne Bbl MOXeTe HAaCTPOUTL creaytoLee:
« [llopayva yepes gaTUYMK KOHEYHON TOUYKM

« [lopayva yepes gaTumKk ceTu

« [logayva 4vepes gatumk ICAP

« HacTtpowikn Sandbox Manager

B HacTpoWikax NONUTMKM Bbl TAKXKE MOXXETe HaCTPOUTb aBTOMATUYECKYHO OTNPaBKY
U3 LEeHTpasM30BaHHOro KapaHTuHa. [JonofHuTenbHble CBElEHNS CM. B pasjene
«LleHTpanu3oBaHHbIN kKapaHTuH» (p. 311).

Moapo6Hee o pyyHoi nogauve cM. «Manual Submission» (p. 563). Mogpo6Hee o
nepenadve yepes API cM. B rnaBax Sandbox u Sandbox Portal B GravityZone API
Guide (On-Premises) .

JlaT4nK KOHEYHON TOUKM

Bitdefender Endpoint Security Tools MOXeT BbICTynaTb B KayeCcTBe AaTumKa nogauu
ans Sandbox Analyzer ¢ koHeuHbIx Touek Windows.
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£ General B A ic sample submission from d endpoil

@ Antimalware

Sandbox Analyzer Analysis Mode

Endpoint Sensor

om Firewal

© Monitaring

= Content Control Blocking

¥ Device Control

-3} Relay

Remediation Actions

E3 Exchange Protection

Default action: Report Only

Fallback action Quarantine

Monutukm > Sandbox Analyzer > [laT4nK KOHEYHOW TOYKM

YT106bl HACTPOUTb AaBTOMATMYECKYHO OTMPABKY Yepes AaTunMK KOHEYHOW TOYKM:

1. B pasaene HacTpoiku nogknoyeHnsa BbliGepuTe OAUH U3 BApUaAHTOB:

Ucnonb3oBatb ob6nako Sandbox Analyzer - gaTumk KOHEUYHOW TOYKM
oTnpaBuT o6pasubl B 3k3emnnsAp Sandbox Analyzer, pasmelyeHHbIN
Bitdefender, B 3aBMCcMMOCTM OT Bawlero permoxa.

Wcnonb3oBaTb IoKanbHbIi 3k3emnnsp Sandbox Analyzer- faTumK KOHEYHOW
TOUKM OTNpaBuUT o6pasubl B ak3emnnsap Sandbox Analyzer On-Premises.
BbibepuTe npeanouyTuTenbHbln ak3emnnap Sandbox Analyzer u3
BbliNafaroLLero MeHto.

Ecnu y Bac ecTb ceTb 3a NMPOKCU-CEPBEPOM UIIM GpaHaMay3pOM, Bbl MOXeTe
HacTpouTb NPOKCY ANiA nofakntoyeHus k Sandbox Analyzer, ycTaHoBUMB hnaxok
Mcnonb3yiTe HaCTPOMKU NPOKCHU.

Bbl

OOJDKHbI 3aMONHUTL CriegytoLime nons:

CepBep - IP-agpec npokcu-cepsepa.

MopT - NopT, MCNONIb3YyeMbIN ANS1 NOAKIIHOUYEHUS K MPOKCU-CEPBEPY.

MmMsa nonbxoBaTenst UM Nosib3oBaTess, 0ONo3HaBaeMoe NPOKCU-CepBePOM.

I'Iaponb - KOppeKTHbI[/‘I napoJib YKa3aHHOro nosib3oBaTtens.
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2. Bbi6epute ABTOMaTHYecKas oTnpaBKa (aiifioB C ynpaBnsieMbiX KOHEYHbIX
ToueK, YTO6bl BKIHOYMTbL aBTOMATUUYECKYIO Nepefayy Noao3puTesibHbIX Gpainnos
B Sandbox Analyzer.

BaxHo

« Sandbox Analyzer Tpe6yeT ckaHuMpoBaHue npu foctyne. YéeauTechb, YTO
BKJIIOYEH MOZYNb AHTUBUpYCHas 3auiuTa > CKaHMpoBaHuUe No JocTyny.

« Sandbox Analyzer ucnonb3ayeT Te e LUenM W UCKIYEHUs, KOTopble
ornpepfeneHbl B AHTUBUPYCHaA 3almTa > CKaHupoBaHue npu goctyne. [1pu
HacTpoike Sandbox Analyzer BHUMaTenbHO MPOCMOTPUTE MapamMeTpbl
CKaHMpOBaHWUs Npu JOCTYyne.

« UYT06bl NpeaoTBpaTUTL JIOXKHbIE cpabaTbiBaHWsA (HeNpaBUIbHOE 06HapYXKeHUe
3aKOHHbIX MPWUIOXEHWIN), Bbl MOXeTe HAacCTPOUTb UCKIIHOUYEHUSI MO UMEHU
danna, pacwupenus, pasmepy danna u nytn K danny. Ona nonyyeHus
ZOMOSIHUTENIbHOW MHGbOPMaLMK O CKaHUPOBaHUK MO AOCTYNY CM.«3alliuTa
oT BpegoHocHoro MO0» (p. 280).

« [pepen 3arpysku ans no6oro ¢daiina unu apxusa coctaensiet 50 Mb.

3. Bbibepute Pexxum aHanusa . [lOCTynNHbI ABe ONUUK:

« MoHuTopuHr. Monb3oBaTenb MOXeT NONy4YMTb AOCTYN K daisly BO BpeMs
aHanusa 6e3onacHoW cpefbl, HO eMy He PEKOMEHAYETCA BbIMONHATL ero
[l0 Nony4YeHusi pesynbTaTa aHanusa.

. bBnokupoBka. [onb3oBaTeNnb He MOXET BbIMONHUTE GaKn, Noka pesynbTaT
aHanusa He 6yfeT BO3BpaLLeH B KOHEYHYI TOYKY M3 Knactepa Sandbox
Analyzer yepes noptan Sandbox Analyzer.

4. YkaxuTe [leiAicTBMSI N0 BOCCTaHOBMEHUIO . OHU 6epyTcsl BO BHUMaHWe Korga
Sandbox Analyzer o6HapyxvBaeT yrposy. [11s KaXKA0oro pexxmma aHanusa Bam
npefoCcTaBseTCs ABOMHAsA HACTPOWKa, COCTOALAs U3 OLHOrO AENCTBUSA MO
YMOMUYaHUIO U OfHOro pesepBHoro gencteusa. Sandbox Analyzer cHauyana
BbIMOJIHAET AEUCTBUE MO YMONMYaHUIO, @ 3aTeM BO3BPALLLAETCS, eCNU NepBoe
He MOXeT 6bITb BbIMOSIHEHO.

Mpn NepBoM JOCTYMeE K 3TOMY pasfey AOCTYMHbI CeAyroLImne HaCTPOMKW:
Mpumeyanmne

Haunyyiwum peweHmem 6yeT NpeanpuHATb AeACTBUS MO UCTIPABIIEHUIO B 3TOW
KOHdUrypauum.
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« B pexxume MOHMUTOPUHr [elCTBMEM MO YMONYaHUIO siBNieTcs TONbKO
oTyeT, Npy 3TOM aBapUHOE AeNCTBUE OTKJTHOUEHO.

« B pexume Bnokupoeka AelNCTBMEM MO YMONYaHUIO iBNiAeTCS KapaHTuH
, PV 3TOM aBapUNHbIM AEeNCTBUEM ABNSETCA AeCTBUE YAaNUTD.

Sandbox Analyzer npefiocTaBnsieT Bam c/ieAytoLLMe AeACTBUA MO UCTIPABJIEHUIO:

. O6esBpegutb. [aHHOEe pelcTBMe yhanseT BPeAOHOCHbIN Koh U3
3apaXkeHHbIx (ansios.

« Ypanutb. [laHHOE fecTBME NONTHOCTLIO yYaansieT o6Hapy>XeHHbI (ainn ¢
JucKa.

o KapaHTuH. [laHHOe pencTBMe nepemellaeT 3apa)keHHble Gannbl K13
NCXOOHOr0 pPacrnonoXeHus B nanky KapaHTuHa. Paisbl, NOMeELLEeHHbIe B
KapaHTWH, He MOTYT 6bITb BbIMO/IHEHbI UM OTKPbIThI; TAKUM 06pa3oM, He
BO3HMKAET PUCK 3apaXkeHus. Bbl MOXeTe ynpaBnsiTb parnamm B KapaHTUHe
Ha cTpaHuue KapaHTuH Ha Control Center.

« Tonbko oT4yeT. Sandbox Analyzer aHanuaupyeT TONbKO OGHAPYXXEHHblE
yrpo3bl 6e3 Kaknx-nmbo apyrux 4encTeum.

MpumeyaHue
B 3aBucuMocCTuM OT AeVICTBMFl no yMOJI14aHUIO pe3epBHOEe ,El,el;ICTBVIe MOXeT 6bITb
HeoCTYMHO.

5. Kak cTaHpapTHble, TaKk W pesepBHble [JEeACTBUA MO WUCMPaB/IEHUIO
yCTaHaBNNBalOTCA B peXKMM TONbKO OTYeT.

6. B pasgene MNpepaBaputenbHasa ¢puNbTpaLUsA KOHTEHTA HaCTPOWUTE YpPOBEHb
3alUMTbl OT NOTEeHUMaNbHbIX Yrpos. [aTunk KOHEYHON TOYKM UMeeT BCTPOEHHbIV
MexaHu3M GpunbTpaLmmn CoaepXMMoro, KOTOpbIV onpeaenseT Heo6XoANMOCTb
npoBepku nogo3putensHoro panna B Sandbox Analyzer.

Mopaep>XMBaemble TUMbl O6HEKTOB: MPUIIOXEHMUSA, LOKYMEHTbI, CLieHapuu,
apXMBbI, 3NIEKTPOHHbIE NMCbMa. [15 NoNy4YeHUs 40NoSIHUMTEeNIbHOM MHpopMaLmm
0 NnoAgepXXnBaeMblx TUNax 06bLEKTOB cM. «Tunbl Pannoe MNogaepxneaemble
MpepBapuTenbHon PunbTpaumen KoHTeHTa npu ABToMaTtudeckon OTrnpaBke»
(p. 615).

Wcnonb3yiiTe rnaBHbIV NepeknioyaTesib B BEPXHEN YAaCTM CNMCKA Yrpos, YTo6bl
BbI6paTh YHWUKasbHbIA YPOBEHb 3aLUWUTbl A BCEX TUMOB OGBHEKTOB, WM
Bbl6epUTE UHANBUAYASIbHbIE YPOBHW AN TOYHON HACTPOMKM 3aLLUTBI.
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YcTaHOBKa MOgynsa Ha ornpegesieHHOM YpOBHe npueefeT K onpegeneHHomMy
KOJIM4YeCTBY OTMNpaBJIEHHbIX 06pa3LI,OBZ

. Paspewumbii. [JaTuMk KOHEYHOW TOYKM aBTOMATU4YECKUM OTMpaBnsieT
Sandbox Analyzer Tonbko 06bekTbl C Hanbonbluen BEPOATHOCTbIO
BPeAOHOCHOCTM U UTHOPUPYET OCTalbHble 06bEKTHI.

« O6blyHbIA. [JaTuMK KOHEYHOMW TOYKM HaxoAuT 6anaHc Mexay
OTMNpaBJ/IEHHbIMU U UTHOPUPYEMbIMU 06bEKTaMM 1 oTnpasnseT B Sandbox
Analyzer o6a 06bekTa C 60nblieil U C MEHbLUEN BEpPOSTHOCTHIO ObiTh
BPEAOHOCHbIMMU.

« ArpeccuBHbIA. [JaTuMK KOHe4yHOM Toukm nepegaet Sandbox Analyzer
NMPaKTUYECKM BCE 06EKTbI, HE3aBUCKMO OT UX MOTEHLMAIIbHOIO pUCKa.

B oTaenIbHOM NoJie Bbl MOXETE ONpeAenuTb UCKITHOUEHMS A7 TUMOB 06HbEKTOB,
KOTOpble Bbl He X0TUTe oTnpaensaTb B Sandbox Analyzer.

Bbl Takke MOXeTe ornpefennTb OrpaHUYEHUs Mo pasmepy OTnpaBeHHbIX
06bEKTOB, YCTaHOBMB COOTBETCTBYHOLMA (naxok v BBeas Tpebyemble
3HayveHus ot 1 Kb go 50 Mb.

7. B pasgene [MMpopunb peToHauunm HACTPOWTE YPOBEHb CJIOXXHOCTM
NMoBeAEeHYECKOro aHanu3a, BAWUAS Ha MPOMYCcKHy crnoco6HocTb Sandbox
Analyzer. Hanpumep, ecnu ycTaHOBeHO 3HauyeHWe Bbicokoe, Sandbox Analyzer
6yZeT BbINOMHATL 60/1€e TOYHbIV aHaIN3 Ha MEHbLLEM KONMYecTBe 06pasLoB
3a TOT XXe UHTepBaJl, YeM Ha CpepiHee unu Huskoe.

Sandbox Analyzer nogaepxuBaeT lokasibHYt0 0TNpaBKy (haisioB Yepes KOHeYHble
TOYKU C POJSIbIO PeTpPaHCAALUN, KOTOpble MOTYT MOAKMHYATLCA K PasfIMyHbIM
agpecaMm nopTana Sandbox Analyzer B 3aBUCMMOCTM OT BalLEro peruvoHa.
MNMoapo6Hee 0 HacTporKax KOHGUrypauun peTpaHcnsaTopa cM. «PeTpaHcnsaTop»
(p. 379).

MpumeyaHmne
Mpokcu-cepBep, HaCTPOEHHbIM B HacTpolkax coefuHeHuss Sandbox Analyzer,
nepeonpesenuT Jtobble KOHEYHbIE TOUYKU C POJIbIO PETPAHCSLUN.

CeTeBoM JaTumK

B aToM pasgfene Bbl MOXeTe HaCTPOMTb aBTOMAaTUYECKYHO OTNPaBKy 06pasLioB
ceTteBoro Tpaguka B Sandbox Analyzer yepes gaTunk ceTn. ITOT MoAyJb TpebyeT
pa3BepTbiBaHWs M HACTPONKN BUPTYanbHOro yCTPOMCTBa CeTEBOMN 6€30MaCHOCTU
¢ nomolbto Sandbox Analyzer On-Premises
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ona HaCTpOﬁKM aBTOMaTUYECKOM OTnpaBKu 4epes AaTyuK ceTu:

1.

YcTaHoBuTe dnaxkok Automatic samples submission from network sensor ,
yTO6bl BK/IHOYNTb aBTOMATMYECKYI OTMNpaBKy NoAo3puTeNbHbIX (ainos B
Sandbox Analyzer.

B pasgene lMpepBapuTenbHas (unbTpauus KOHTEHTa HaCTPOMTE YPOBEHb
3alMTbl OT NOTeHUMasbHbIX Yrpo3. B paTuMk ceTu BCTPOEH MeXaHUsMm
GunbTpauuMn  COAEPXMMOro, KOTOpbIN  onpefpensieT  Heo6X0AMMOCTb
JeToHMpoBaHus nogosputensHoro garna B Sandbox Analyzer.

MoaaepXuBaemMble TUMbl O6bEKTOB: MPUIIOXKEHUSA, LOKYMEHTbI, CLEHapuu,
apXuBbl, 3IEKTPOHHbIE NUCbMA. [115 MonyyYeHns A0NoNHNTENbHON MHbopMaLmm
0 NoAfepXvuBaeMbIX TUNax 06bEKTOB CM. «Turnbl Painos Moaaepxmeaemble
MpeaBaputensHoi GunbTpauueit KoHTeHTa npu ABToMaTuyeckoin OTnpaBKe»
(p. 615).

McnonbayiTe rnaBHbI NepeksitoyaTesb B BEPXHER 4acTyu CnMcKa yrpos, YTobbl
Bbl6paTb YHWKasbHbIA YPOBEHb 3alMTbl AN BCEX TUMOB O6GbLEKTOB, UK
Bbl6epUTe MHAMBUAYASIbHbIE YPOBHM AJ1S1 TOYHOWM HACTPONKU 3aLUMTbI.

YcTaHoBKa MoAyna Ha onpegeneHHoM ypoBHeE npueefeT K onpenesieHHoOMy
KOJIM4YeCTBY OTMNpPaBJIEHHbIX O6pa3L|,OB:

. Paspewmmsiii. [laTuuk ceTu aBToMaTuyeckm otrnpasnset Sandbox Analyzer
TOJIbKO O6BEKTHI, KOTOPblE C HauBosbLIe BEPOATHOCTbIO MOFYT 6bITb
BPEA,OHOCHBIMU U UTHOPUPYET OCTallbHblE 06BEKTHI.

« O6blyHbIA. [laTuMK ceTU HaxoguT 6anaHc Mexay OTNpaBfieHHbIMU U
NPOUrHOpPUpPOBaHHbIMKN 06beKkTamMu U oTnpaenseT B Sandbox Analyzer Te,
KOTOpble MOry 6biTb BPEJOHOCHBIMU B 60JIbLLEN UM B MEHbLLEN CTEMNEHMU.

« ArpeccuBHbIi. [laTumnk cetn nepegaet Sandbox Analyzer npakTuyeckm Bce
06beKTbI, HE3aBUCUMO OT MX MOTEHLMANBbHOIO pUCKa.

B oTAenbHOM nosie Bbl MOXETE ONpeAesiMTb UCKITFOYEHUS AN TUMOB 06HEKTOB,
KoTopble Bbl He X0TWUTe oTnpaensaTb B Sandbox Analyzer.

Bbl TakXke MoxeTe onpefenuTb OrpaHUYeHUs No pasmepy OTMpPaBfEHHbIX
06bEKTOB, YCTAaHOBMB COOTBETCTBYHOLWMA ¢naxok v BBeas Tpebyemble
3HayeHus ot 1 Kb go 50 MB.

B pa3gene HacTpoiku nogxnouyeHus Bbi6epuTe NpeanoyYTUTENbHbIN 9K3eMMsp
Sandbox Analyzer gns oTnpaBKu CETEBOro COAEPXKMMOTO.
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Ecnu y Bac ecTb ceTb 3a NPOKCU-CEPBEPOM USIM BpaHAMaAy3pOM, Bbl MOXKeTe
HaCTpPOUTb MPOKCK Ans noakntoveHus kK Sandbox Analyzer, ycTaHoBuMB hriaXkok
Ucnonb3yitTe HACTPONKM NPOKCH.

Bbl AOMKHBI 3aN0IHUTL CriegytoLune nons:

. CepBep - IP-agpec npokcu-cepsepa.

« [TopT - nopT, Ucnonb3yemblin 4N NOAKIIHOYEHMUA K NPOKCU-CepBepy.

« Wmsa nonbxoeaTens Ms Nosb3oBaTesisl, 0No3HaBaeMoe NPOKCU-CEPBEPOM.
« Maponb - KOppeKTHbIN Naposib YKas3aHHOro Nonb3oBaTens.

4. B paspgene TMpodunb peToHauunm HaCTPOWTE YPOBEHb CJIOXHOCTU
NnoBeEHYECKOro aHanumsa, BMSS Ha MPOMYCKHYK cnocobHocTb Sandbox
Analyzer. Hanpumep, ecnu yctaHoBeHO 3HadeHue Bbicokoe, Sandbox Analyzer
6yneT BbINONHATL 6051ee TOYHbIN aHann3 Ha MeHbLLEeM KoJinyecTBe 06pasLioB
3a TOT XKe UHTepBaJ, YeM Ha CpegHee unn Huskoe.

JaTtumnk ICAP

B aTOM paspgene Bbl MOXeTe HAaCTPOUTb aBTOMaTMYeCKyto oTrnpaBky B Sandbox
Analyzer yepes gatumk ICAP.

Mpumeyanune

Ina Sandbox Analyzer Tpe6yeTcs Security Server, HaCTPO€HHbIV AJ151 CKAaHWPOBaHUSA
ycTponicTB ceTeBoro xpaHunuwa (NAS), wucnonbaywowmx npotokon ICAP.
Moapo6HOCTM CM. B«3aluTa xpaHunuuia» (p. 420)

1. YcTtaHoBuTe hnaxkok Automatic samples submissions from ICAP sensor, 4To6bl
BKJIHOYNTb aBTOMATMYECKYHO OTNPaBKy Nofo3puTesbHbIX dainnos B Sandbox
Analyzer.

2. B paspene MpepBaputenbHaa ¢unbTpaLua KOHTEHTa HAcTpoOWTe YpOBEHb
3aWmMTbl OT MOTEHUManbHbIX Yrpo3. B paTumk ceTu BCTPOEH MeXaHWu3Mm
bunbTpauMn  coaepXuMoro, KOTOpbIM  onpejensieT  Heo6XoAUMOCTb
LeTOHUpoBaHMA nogo3puTenbHoro daina B Sandbox Analyzer.

MoppepxxmBaemble TUMbl OGBEKTOB: MPUOXEHUS, AOKYMEHTbI, CLeHapuu,
apXuBbl, 3N1EKTPOHHbIE NUCbMa. N5 NoslyYeHWs 4ONOSIHUTENbHOW MHbopMaLmm
0 noAAepXvBaeMbIxX TUNax 06beKTOB CM. «Tunbl ®annos MNogaepxmBaemble
MNpeaBapuTenbHon GunbTpaumen KoHteHTa npn ABToMaTnyeckon OTrnpaBke»

(p. 615).
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McnonbayiTe rnaBHbI NepeksitoyaTesb B BEPXHENR YacTyu CMCKa yrpos, YTobbl
Bbl6paTb YHWKasbHbIA YPOBEHb 3alMTbl AN BCEX TUMOB O6GbLEKTOB, UK
BblGepUTE MHAMBUAYASIbHbIE YPOBHM AJ1S1 TOYHOWM HACTPONKU 3aLUMTbI.

YcTaHoBKa MoAayna Ha onpeaesieHHoOM ypoBHeE npueefeT K onpenesieHHoOMy
KOJIM4YEeCTBY OTMNpPaBJIEHHbIX 06pa3L|,OB:

. Paspewmmbiii. JaTunk ICAP aBToMaTnyeckun otTnpaenseT Sandbox Analyzer
TOJIbKO O6BEKTHI, KOTOPblE C HaubosbLIe BEPOATHOCTbIO MOTYT 6bITb
3/10HaMepPEHHbIMY U UTHOPUPYET OCTalIbHblE 06BEKTbI.

« 06blyHbIA. [laTumk ICAP HaxoauT 6anaHc Mexay OTnpaBiieHHbIMU U
NpourHopupoBaHHbIMKN 06bekTaMu 1 oTrnpasnsieT B Sandbox Analyzer o6a
06beKTA, KOTOpble C 60JIbLIEN U C MEHbLUEN BEPOATHOCTHH MOTYT 6bIThb
BPEAOHOCHbIM.

« ArpeccuBHbii. [laTunk ICAP nepepaet Sandbox Analyzer npakTuyecku Bce
06beKTbI, He3aBUCUMO OT MX MOTEHLMANBbHOIO pUCKa.

B oTAenbHOM Nosie Bbl MOXETE ONpeAesiMTb UCKITFOYEHNUS AN TUMOB 06HEKTOB,
KoTopble Bbl He XOTWUTe oTnpaensaTb B Sandbox Analyzer.

Bbl TakXke MoxeTe onpeaenuTb OrpaHUYeHUs No pasmepy OTMpPaBfEHHbIX
06bEKTOB, YCTAaHOBMB COOTBETCTBYHOLMA (naxok M BBeas Tpebyemble
3HayeHus ot 1 Kb go 50 MB.

B pa3gene HacTpoiku nogxnoueHus Bbi6epuTe NpeanoyYTUTENbHbIN 3K3eMMSp
Sandbox Analyzer gns oTnpaBKu CETEBOro COAEPKMMOTO.

Ecnu y Bac ecTb ceTb 3a NPOKCU-CEPBEPOM USIM BpaHAMAY3pOM, Bbl MOXeTe
HaCTpPOUTb MPOKCK ANsA noakntoveHus kK Sandbox Analyzer, ycTaHoBMB hriaXkok
Ucnonb3yitTe HAaCTPONKMN NPOKCH.

Bbl AOJDKHBI 3aN0IHUTL CregytoLme Nons:

. CepBep - IP-agpec npokcu-cepsepa.

« TMopT - nopT, MCnonb3yeMblil AN NOAKIIHOYEHMS K NPOKCU-CEPBEPY.

« Wmsa nonbxoBaTtens Ms Nosb3oBaTesisi, 0No3HaBaeMOe NPOKCU-CEPBEPOM.
. [Maponb - KOPPEKTHbIV NapoJib yKa3aHHOro Nonb30oBaTensl.

B paspene TMpodunb peToHauum HacTPoOWTe YPOBEHb CJIOXHOCTU
NnoBeJEHYECKOr0 aHanus3a, BIMSS Ha MPOMYCKHYK cnocobHocTb Sandbox
Analyzer. Hanpumep, ecnu yctaHoBeHO 3HadeHue Bbicokoe, Sandbox Analyzer

Monutukm 6e3onacHocTy (Security Policies) 330




S

BltdefenderGrawt\/Zome

unfollow the traditional

6yp,eT BbINOJSIHATL 60J1ee TOUHbIN aHaNn3 Ha MeHbLUEM KOJInYyecTBe o6pa3u03
3a TOT XXe uHTepBas, 4eM Ha CpegHee nnv Huskoe.

Sandbox Manager

B aTOM pa3spese Bbl HacTpauBaeTe XpaHeHWe JaHHbIX Afsl BalUX 3K3eMMNisapoB
Sandbox Analyzer:

o YcTtaHoBuTe ¢naxok Paspewutb Sandbox Analyzer, 4yT06bl COXpaHuTb
oTnpaesneHHble 06 beKTbl . ITOT NapaMeTp NO3BOSIAET UCMOMNb30BaTb NapaMeTp
lMoBTOpPHO OTNPaBUTL Ha aHaNM3 B 06/1aCTW KapTo4YeK oTnpaBKu MHTepdenca
oTuyeTHocTM Sandbox Analyzer.

o YKaXuTe, Kakoe KOJIMYEeCTBO AHEN Bbl XO0TUTe, 4To6bl Sandbox Analyzer
COXpaHsNl OTYEeTbl W OTMApPaBiieHHble O0O6BLEKTbI B XPaHWIMLWLE [aHHbIX.
MakcrManbHOe KONIMYECTBO AaHHbIX, KOTOPOE Bbl MOXXETEe BBECTU, COCTABNAET
730. Mo ucTeyeHnn 3afaHHOro Nepuoa BCe faHHble 6yayT yaaneHsbl.

General Sandbox Manager
Antimalware

Allow Sandbox Analyzer to keep submitted objects
Sandbox Analyzer

Endpoint Sensor Keep reports and submitted objects for (days): 1 E

Network Sensor n Information

ICAP Sensor Enter a number between 1 and 730. Sandbox Analyzer data older than the

specified number of days will be automatically deleted
Sandbox Manager

Firewal
Monutukm > Sandbox Analyzer > Sandbox Manager
7.2.5. bpangmayap

MpumeyaHmne
970T Moaynb pgoctyneH ans Windows gnsi pabounx cTaHuum.

BpaHamayap cnyXut ansa 3awmTbl KOHEYHbIX TOYeK OT NOMbITOK YCTaHOBJIEHUS
HeCaHKUUWOHUPOBAHHbIX BXOAALWMNX N UCXoaAawmnx COeAVHEeHNN.

®yHKLMOHANbHOCTL 6paHMayapa OCHOBaHa Ha ceTeBbIx npodunax. MNpodpunu
OCHOBAaHbI Ha YPOBHSIX JOBEPUS, KOTOPbIE JOMKHbI 6bITb ONpefeneHbl AN KaXAoM
ceTu.
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BpaHaMayap O6HapyXvBaeT Kax[oe HOBOe MOAK/IOYEHNE, CpaBHUBAeT
HpopMaLmio aganTtepa ¢ MHhopMaLnen CyL,ecTBYOLWUX Npodunen u npumMeHsieT
nogxoaswmn npobwnb. Ons nonydyeHuss 6onee nogpo6bHou MHboOpMauun o
npumeHeHumn npodunen, obpaTutechb K «HacTpoiku cetun» (p. 335).

BaxHo
Mopaynb danpsona AOCTYNeH TONbKO ANA NOAAEPXUBAEMbIX paboynx CTaHUum
Windows.

HacTpoiiku o6beguHeHbl B criegytoLune pasgerbl:

« OcHoBHble
« HacTtponkun
« [lpaBuna

OcHOBHbIe

B aToM pasgene MOXHO BKJIOYATL UM OTKNOUMTL (anpson Bitdefender u
HacTpouTb obLiMe NnapamMeTpbl.

General Firewall

Antimalware Block port scans

Frewal Allow Intemet Connection Sharing (ICS)

Monitor Wi-Fi connections
General

Log verbosity level Low
Settings

Rulks Intrusion Detection System (IDS)
Content Control
Device Control

Reiay

MoNUTUKM KOMMbIOTEPOB W BUPTYasibHbIX MaLLKH - OCHOBHbIe HAaCTPOMKM GaiipBona

. bpaHgmayap. UcnonbsyiiTe ¢naxok, YTo6bl BKIKOYUYUATbL WIM BbIKJIOUYUTD
6paHaMayap.

Mpepynpexpenne
Ecnu Bbl oTKMHOUNTE 6paHaMayap, KOMNbIOTEPbI 6yAyT YI3BUMbI K CETEBLIM U
MHTepHeT-aTakam.

. B.ﬂOKMpOBaTb CKaHupoBaHue nNOpPTOB. CKaHVIpOBaHVIe nopTtoB 4acTto
UCMNOJNIb3yeTCA XakepaMu Ond O6Hapy)KEHI/IF| OTKPbITbIX MOPTOB Ha BalleM
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KoMnbloTepe. OHM MOTYT MPOHWKHYTb B Ball KOMMbIOTEP, €ClU HanayT
YA3BUMbIN U MEHEee 3aLLMLLEHHbIV NOPT.

Pa3spewumTb ucnonb3oBaHne obuiero goctyna Kk MHTepHet (ICS). Bbibepute
3Ty onuuto, YTo6bI paspelnTb hanpeoy nponyckaTb Tpaduk obLLero AocTyna
K CeTU UHTepHeTa.

MpumeyaHue
dTa onuma aBTOMaTU4eCKM He pa3pellaeT COBMECTHbIN [OoCTyn K VlHTepHeT Ha
cucTemMax nonb3oBaTenen.

OTtcnexusaTtb Wi-Fi nogkniouenus. AreHT 6e3onacHocTu Bitdefender moxeT
coo06LLaTb Nosib3oBaTesNAM, NoAKOUYEeHHbIM K ceTun Wi-Fi, 0 nogkntoueHnn kK
ceTV HOBOro KoMmnbtoTepa. [1N17 0TO6paXeHUst TaKUX yBeJOMJIEHWI Ha aKpaHe
nonb3oBaTesis, BbibepuTe 3Ty ONLMIO.

YpoBeHb geTanusauumn coobueHuin. AreHT 6e3onacHocTu Bitdefender Beper
XXYpHan Cco6bITMK, KacalwLlMXCss WUCMonb3oBaHMs Moaynsa danpeona
(BKIHOYEHME/BBIKITOYEHME, 6IOKMPOBKA Tpatuka, MU3MeHeHWe NapamMeTpoB)
UM  reHepupyeTcsl O6HaPYXeHHbIMWU [aHHbIM MOAYNEM [eACTBUAMM
(ckaHMpoBaHWe MOPTOB, GJIOKMPOBKA MOMbITOK COeAMHEHUA Unn Tpaduka
cornacHo npaeunam). BoibepuTe onuuto us YpoBeHb AeTann3alum XXypHana,
4yT06bI YKa3aTb, KaKyt MHMOPMaLMIO AO/MKEH HAKaNIMBATb XXYpHall.

Cuctema O6Hapy)XeHMsi BTOpXeHun. CuctemMa OOGHapyXXeHUS BTOPXEHWUW
npoBepsieT Bally CUCTEMY Ha Mogo3puTesibHble aencTeust (K Mpumepy,
HeaBTOpPU3MpOBaHHas NonbiTKa M3MeHUTb hainbl Bitdefender, DLL-uHbekuum,
MonbITKW Kensorrepa u ap.)

MpumeyaHue
MapameTpbl NOAUTUKM CUCTEMbI O6HapPYXeHUst BTopxeHuit (IDS) npumeHsioTcs
ToNbko K Endpoint Security (ycTapeBweMy areHTy 6e3onacHoOCTM). AreHT
Bitdefender Endpoint Security Tools uHTerpupyeT BO3MOXHOCTWU CUCTEMDbI
06HapYXXeHUs1 BTOPXXEHWI Ha OoCHOBe xocTa B cBoi Moaysb Advanced Threat
Control (ATC).

HacTpoika cuctemMbl 06HapPY>KEHNUSI BTOPXKEHUN:

1. Wcnonb3ynte KHONKY-(GAaXok, YTO6bl BKITHOUYUTb UN BbIKITHOYUTb CUCTEMY
06Hapy>XeHUs1 BTOPXKEHUMN.
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2. BbibepuTe ypoBeHb 6€30MacHOCTU, KOTOPbIN flyylle BCEro COOTBETCTBYET
BaLLMM NoTpe6HOCTAM (MIHTEHCMBHbIN, HopMarnbHbIV UM PeKoMeHaYeMbIN).
UcnonbaynTe onucaHue cnpaea oT LWKaJslbl, YTOo6bl Bbi6paTb HEO6X0ANMbIN
YPOBEHb.

YT106bI NpeaoTBpaTUTb cpabaTbiBaHUE CUCTEMbI OOHAPYXEHUS BTOPXXEHUN
Ha [eNcTBUS [OOBEPEHHbIX MpunoXxeHuin, pobaebTe ATC/IDS npaBuno
MCKJIIOYEHUA Mpouecca JAJI9 3TOro NpuioXeHuss B pasgene 3augura oT
BpeAOHOCHbIX NporpaMM > HacTpoiiku > Monb3oBaTenbCcKue UCKITIOYEHUS .

BaxHo
Cuctema O6HapyXXeHWUs BTOPXEHWN AOCTYMHA TONbKO AN KnueHToB Endpoint
Security.

HacTponku

QaﬁpBon aBTOMaTU4YeCKU NPUMEHUT HOAXOAﬂUﬂAﬁ ﬂp0¢Mﬂb,OCHOBaHHHﬁ Ha
YpOBHE OoBepwus. Bbl MmoxeTe YCTaHOBUTb pa3jinvyHble ypOBHU [oBepuAa and
CeTeBHXCOEHMHeHMﬁB3aBMCMMOCTMOTapXMTﬂﬂyprCETMMﬂMTMﬂaaAaﬂTepa
ncnonb3yrwuieroca ana yCtaHoBJIEHUA CETEBOro COGAMHEHMH.|4aﬂpMMep,eCﬂM
BHYTPpU CeTHU Ballie KoMnaHum CyleCTBYHKOT NnoaceTu, Bbl MOXeETe YCTaHOBUTDb
ypOBeHbﬂOBepMHI(KaXAOﬁﬂOACQTW

HacTpoiiku pacnonoxeHbl B cieytowmx pasgaenax:

« Cetn

o ApanTepbl

General
Antimalware
Firewal
General
Settings
Rules
Content Control
Device Control

Relay

Monutunkm -

Networks

Hame Type

Adapters
Type Network Type
‘Wired Home / Office

Wireless Public

HacTpoviku dainpsona
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HacTpoiiku ceTun

Ecnu Bbl X0TUTE, YTO6bLI harpBON NMPUMEHSN pasfiMuyHble NPohUn ANa pasHbixX
CErMEHTOB CeTU Balleil KOMMaHWW, Bbl AO/MKHbI YKasaTb yNpaBiseMble CETU B
pa3gene Networks. 3anonHute nons B Tabnuue CeTH, Kak ONMCaHO HUXKE:

Mms. BBeguTe UMs, No KOTOPOMY Bbl CMOXETe pacrno3HaBaThb CETb B CMIMCKeE.
Tun. BbibepuTe M3 MeHto TUN Npoduis, HasHayaeMblil CETHU.

AreHT 6e3onacHocTu Bitdefender aBToMaTnuecku npuMeHsIeT OANH U3 YeTbIpex
ceTeBbIX Npodunen Ana Kaxaoro o6Hapy>XeHHOro CeTEBOro COeANHEHNUs Ha
KOHEYHOM TOYKe, YTO6bl YCTAaHOBUTb OCHOBHble MapameTpbl GuabTpauum
Tpaduka. Tunbl npodunen:

— be3onacHas. ceTb HagexHasi ceTb, B KOTopon dhanpBos OTK/OYaeTcs Ha
onpeaeneHHbIX aganTtepax.
— JOomawsnn/O¢ucHas ceTb ,U,OMaLIJHﬂﬂ unm oducHass cetb, B KOTOPOW
n_n

paspeluaeTcs Becb Tpapuk "B" M "M3" KOMMNLIOTEPOB B JIOKAJIbHOMN CETH, a
ocTanbHon Tpaduk punbTpyeTCs.

— O06uwecTBeHHas CeTb Becb Tpaduk punbTpyeTcs.

— He6esonacHasa. HeHafexHas ceTb, B KOTOPOW 6JI0KMPYETCS BECb CETEBOM
Tpaduk 1 AocTyn B MHTEpHET Yepes COOTBETCTBYIOLLMIA aganTep.

UpeHTudukauyumsa. Boibepute M3 MEHO CNOCOb, Yepe3 KOTOpbIA ceTb byaeT
naeHTudmUMpoBaHa areHToM 6esonacHocTu Bitdefender. CeTu MoryT 6biTb
onpepaeneHbl TpeMs cnocob6amu: DNS, Lntox n CeTb.

— DNS: ngeHTUdGUUMpyeT BCE KOHEYHbIE TOYKM, UCMONb3YS yKa3aHHbIA DNS.

— Gateway: Vlﬂ,eHTVICI)VILl,MpyeT BC€ KOHEeYHble TOYKU CBA3aHHble 4epes
yKa3aHHbI[/‘I LLJTHO3.

— Network: I/I,D,eHTI/Id)I/ILWIpyeT BC€ KOHEeYHble TOYKN N3 YKa3aHHOIo CerMeHTa
CeTu, onpeaeneHHbIX No X ceTeBOMYy agpecy.

MAC. Ncnonb3ynTe 3To none, 4To6bl ykazaTb MAC-agpec DNS-cepBepa nnm
W03a, pasfensiolulero ceTu, B 3aBUCUMOCTM OT BbIGOPAHHOIO MeToAa
naeHTudmKaumm.

Bbl  pomkHbl BBecTM MAC-agpec B LecTHaauaTepuyHoMm dopmare,
pasgeneHHbIn gedurcom (-) unm geoetounem (:). Hanprumep, o6a gaHHbIX agpeca
6ynyT AeACTBUTENbHbI 00-50-56-84-32-2b U 00:50:56:84:32:2b.
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IP. Ucnonb3ynte 3TO none, 4Tobbl yKasaTb KOHKpeTHble IP-agpeca B ceTw.
®opmart IP-agpeca 3aBucuT 0T cnocoba naeHTuduKaumm:

— Cetb. BBegute HoMmep ceTu B popmate CIDR. Hanpumep, 192.168.1.0/24,
roe 192.168.1.0 9To agpec ceTM u /24 3TO Macka CeTu.

— LWmo3s. BeeguTe IP-agpec wntosa.
— DNS. Beegute IP-agpec DNS-cepBepa.

Mocne Toro Kak Bbl 3afany XapakTEPUCTUKN CETH, HAXXMUTE KHoMKy [l06aBUTb B
npaBou YacTu Tabnmubl, YTO6bI 4O6ABUTL €€ B CIUCOK.

HacTponku agantepos

Ecnu 6ygeT o6HapyxeHa ceTb, KOTopass OTCYTCTBYeT B crucke CeTu, areHT
6e3onacHocTy Bitdefender onpegennt Tun ceteBoro agantepa v NPUMEHUT K HEMY
COOTBETCTBYHOLLUIA MPOPUIIb NOAKITHOUYEHUS.

Mons B Tabnuue Agantepbl 0603HaYalOT cnegyroLlee:

Tun. OTo6paXkaeT TUN ceTeBbIX afanTepoB. AreHT 6e3onacHocTu Bitdefender
MOXXeT 06Hapy>XMBaTb TP NpeaonpeseneHHbIX TUNa aganTepoB: MPOBOAHO
(Wired), 6ecnipoeogHoii (Wireless) 1 BupTyanbHbiit (Virtual - BupTyanbHas
yacTHas ceTb).

Tun cetn. OnucbiBaeT Npodunb CEeTH, Ha3HAUYEHHbI onpefesieHHOMY TuUMy
afanTtepa. CeTeBble NPpodUIN oNMcaHbl B pasfene HacTpoek ceTu. Haxas Ha
TUMN CETU, Bbl CMOXETE UBMEHUTb HAaCTPOWKM.

Ecnu Bbl BbI6epuTe Let Windows decide, To gnst nto6oro HoBoro nogko4eHus
K CeTu, 06HapYyXXEHHOro Nocne NPUMeEHEHUs MOJIMTUKK, areHT 6e30MacHOCTU
Bitdefender npumeHuT npodunb danpBona, OCHOBaHHbLIN Ha CceTeBOM
knaccudumkauumn Windows, He obpalasi BHUMaHWA Ha HACTPONKM U3 pa3aena
ApanTtepbl.

Ecnu o6Hapy)eHue, ocHoBaHHOe Ha ynpasneHumn ceTamu Windows, gacT céon,
O6yneT MpuMeHeHa MomMbITKa OCHOBHOIO O6HapyeHusi. O6wuin npodunb
MCNONb3YyeTCs, KOraa HasHayeH ceTeBov Npousib O6LLeCTBEHHbIN M HACTPOMKM
BUAMMOCTU YCTaAHOBJIEHbI B COCTOSIHWE BKIlOUEH.

Korpa KoHeyHasa Touka, nogkoyeHHas B Active Directory, nogkntoyaercs K
JOMeHy, Ansa npoduna 6paHamayapa aBTOMATMYeCKM YyCcTaHaB/IMBaeTcs
3HayeHue [lom/oduc, a ana napaMeTpoB CKPbITHOCTU - YAaneHHbli. Ecnu
KOMMbIOTEP He B IOMEHE, TO 3TO YCJIOBUE HE MPUMEHUMO.
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O6Hapy)keHne. CKpbiBaeT KOMMbIOTEP OT BPEfOHOCHOr0O

NporpaMMHOro O6ecrneyeHnss M XakepoB B ceTu unum B WHTepHeTe. Mpu
Heo6X0AMMOCTM HacTPOWTE BUAUMOCTb KOMMbIOTEPA B CETU ANS KaXAoro
Tuna aganTepa, BbiI6paB OAMH U3 CReayHLWUX NapaMeTpoB:

— [a. no60o1 YenoBeK U3 JIOKanbHON CETU U MHTepHEeTa MOXET NPoBepsThb
1 06HapyXXMBATb KOMMNbIOTEP.

— Her. KOMMNbKOTEP HEBUOUM KaK U3 JIOKaNbHOW CeTU, Tak U U3 VlHTepHeTa.

— YpaneHHblii. KOMMbOTEp He MOXET 6bITb O6HAPYXXeH U3 ceTn UHTepHeT.
JTto60i xxenaroLuii B JIOKasIbHON CETM CMOXKET NPOMUHIOBaTb U 06HAPYXUTh
KOMMbHOTEP.

MpaBuna

B aTOM pa3gene Bbl MOXeTe HAaCTPOMTb NpaBuia fOCTyna NPUIOXEHUA K CETU U
ana Tpaduka gaHHbIX, HasHayaembix ¢ariposioMm. 06paTUTe BHUMAaHWE, YTO
uMerolLMecs napameTpbl MPUMEHSAIOTCS ToNbKo K JlomawHuin/O¢UCHbIN 1
06LLecTBEHHbIN NPohusM.

(OcHOBHblE
3alwmTa OT Bpe/IoHOCH
Sandbox Analyzer
Bparamaysp (Firewall)
OctosHble
Hacrpoiiku
Npasuna
Network Protection

KoHTpOns npwrioxesii

HacTpouku

YpoBeHs JalLTs MpiMennTs Npasno AnA WIBECTHBIX Gaiinos 1 paspewnTs +

Co30aTh MHTEHCHBHbIE NpaBANa
CoapaTb npasuna AnA NPUNOKEHWH, 3a6MoKNPOBaHHSIX IDS
MOHUTOPHHI NPOLECCA HIMEHEHNI

TTponyckaTh NOANMCAHHBIE NPOUECCH!

Npasuna

[obasuTs 3KcnopTHpoBaTh Uninop

Npuo...  Wms Tun npasuna  Cers Mporokon Paspeuet...

MoNUTUKM KOMMbIOTEPOB 1 BUPTYasbHbIX MalLWH - HacTpoiika Npasun daiipsona

HacTponku

Bbl MOXKeTe HacTpPOUTb CreaytoLLne napameTpbl:

« YpoBeHb 3aWwUThl. BbiGpaHHbIN ypoBeHb 3aLMUTbI ONpeaensieT oruky NpUHATUS
pelieHnn hanpBoIOM, UCMOSb3YyEMYIO, KOrAa NPUIIOXKEHUA BblAatoT 3anpochbl
Ha pgocTyn K ceTu u UHTepHeT-ycnyraM. JOCTYnHbl CnegytoLme onumm:
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MpUMeHNTbL NPaBUIO U paspeLnTb
MpumMmeHseT cyllecTBylowMe npasuna dapsona U aBTOMaTUYECKM
paspeLuaeT BCe ApYyrue NnonbITKU CoeANHEHMIA. [1N5 KaXK A0 HOBOM NOMbITKM
coefIMHeHUs co3faeTcs NpaBuIIo U Ao6aBnseTcs K Habopy.

MpUMeHUTb NpaBUJIO U CNIPOCUTD
MNpuMeHsieT cyllecTBylolWMe npaBuna ¢anpBona W 3sanpawmBaeT Yy
nonb3oBaTeNiss AeNCTBUSA A/ BCEX APYrUX MOMbITOK MOAKIIOYEHMS.
Mpepynpexparoliee OKHO C Nogpo6HoM MHBOpMauned O HEM3BECTHOMU
nonbITKe NoAKJloYeHNs 6yieT 0TO6paXKeHO Ha aKpaHe nonb3oBaTtens. Ans
KaXxaoW HOBOW NOMbITKM COeANUHEHNS CO3aeTCsl NPaBuIo U fo6aBnsieTcs
K Habopy.

MpyUMeHUTb NpaBUmO U 3aNpeTUTb
MpuMeHsieT cyuwiecTByloWwMe npaBuna ¢anpeosia M aBTOMaTUYECKU
3anpeLaeT BCe Apyrue nonbIiTKM coeanHeHUs. [1ns KaXka0n HOBOW NOMbITKM
COefMHEeHNs co3gaeTca NpaBuIo U fobaenaeTcs K Habopy.

MpuMeHUTb NpaBuIo AN N3BECTHbIX (alsIoB U pa3peLunTb
MNpumeHsieT cywecTBylowme npaBuna Qanpeosia, aBTOMaTUYECKU
paspellaeT  MOMbITKM  MOAKMHOYEHUSl, CHENaHHble  U3BECTHbIMMU
NPUIOXEHUSIMU, U aBTOMATUYECKUN pa3peLlaeT BCe ApYyrve HEU3BECTHbIe
MOMbITKN MOAKIIOYEHUA. [NnA Kaxkgoh HOBOW MOMbITKU coefuHEeHUs
cosfaeTcs NpaBuiio u gobaBnsieTca K Habopy.

MpuMeHUTbL NpaBwUIoO ANA N3BECTHbIX (GalIoB U CNPOCUTDb

MpuMeHsieT cywecTBylollMe npaBuna QanpsBona, aBTOMaTUYECKU
paspellaeT  MOMbITKW  MOAK/IOYEHUA, CleNaHHble  U3BECTHbIMU
NMPUIOXEHUSIMU, U 3anpaluMBaeT y NoJib3oBaTeNsl AEACTBUS ANA BCEX
APYrMX HEU3BECTHbIX NMOMbITOK NOoAKYeHUs. MNpegynpexaatoLLee OKHO
c noapo6HOM HOpMaLMe 0 HEeM3BECTHOW NOMbITKE NOAKIHOYEHUS ByaeT
0TO6paXkeHo Ha aKpaHe nosib3oBaTena. [Ona Kaxao HOBOW MOMbITKU
coeAnHeHNs1 co3paeTcs NPaBuUo U fo6aBnsieTcs K Habopy.

MpuMeHUTbL NpaBuUIo ANA U3BECTHbIX GaityIoB 1 3anpeTUTb
MpuMeHsieT cywecTBylolMe npaBuna ¢anpsBona, aBTOMaTUYECKU
paspellaeT  MOMbITKW  MOAK/IOYEHUA, CleNaHHble  U3BECTHbIMU
NPUIOXEHUSIMU, U aBTOMATUUYECKM 3arpeLLaeT Bce Apyrme HeM3BeCTHble
NonbITKN MNOAKMoYeHMA. [nA KaXgoh HOBOW MOMbITKU COeAUHEHUS
cosfaeTcsa npaBuiio u gobaeBnsieTca K Habopy.
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Mpumeyanue
MN3BecTHble dainbl NpeAcTaBnsoT co6om 60sbLLYH 6a3y 6€30MacHbIX, HAAEXHbIX
NMPUIOXKEHNI, KOTOpas COCTaBNSAETCA U MOCTOSHHO NoaaepXuBaeTcsa Bitdefender.

Co3paTb UHTEHCUBHbIe NpaBuna. Npu BbiGope AaHHOro napamMeTpa danpson
€03[4acT Nnpasuiia ana KaXAoro NpoLecca, KOTopbii OTKPbIBAET NMPUIIOXEHUS,
3arnpaluuBatoLLne AOCTYN K ceTu unu B MIHTepHeT.

Co3gaTtb npaBuna Ansa NpuUnoXXeHui, 3abnokuposaHHblx IDS. MNpu Bbi6GoOpe
AaHHoM onuun hanpBo aBTOMaTUUYeCKM co3aaeT npaBuio OTKasaTb KaXK bl
pas, Korga cuctemMa o6Hapy>XXeHUs1 BTOPXKEHWUI 6NOKUPYET NPUITOXKEHUE.

MOHUTOPUHI npouecca U3MeHeHUW. Bbibepute 3Ty OMNUUIO €Crn XOoTUTe
NpoBePSATb KaXXA0e W3MEHUBLUEECA MPUSIOXKEHME, KOTOpoe nMblTaeTcs
NOAKMOUNTLCS K IHTepHET, BOMNOSIHUTENbHBIM NMPaBUIOM, KOHTPOSIMPYHOLLUM
ero goctyn B MHTepHeT. Ecnm npuno)xeHue 6b1J10 USMEHEHO, HOBOE NMPaBUJIIO
6yneT co3aHO B COOTBETCTBMU C CYLLLECTBYHOLLMM YPOBHEM 3aLLMUTbI.

@ Mpumeyanue

Kak npaBuno, USMeHeHUA B NMpUNOXXeHNA BHOCATCA NOCpPeACTBOM 06HOBMIEHUN.
OAHaKo CYLLeCTBYET PUCK TOro, YTO MPUNIOXKEHUA MOTYT 6biTb W3MEHEHDI
BpPeAOHOCHbIMU NporpaMmMamMu C Lenko 3apaxKeHnq JIokaJZlbHOro komnbrotepa n
OCTaJlbHbIX KOMMbOTEPOB B CETH.

MpunoxeHus ¢ uMbpoBOM MOANNCHIO CUMTAIOTCA HAAEXHbBIMU U UMELOT 6oJiee
BbICOKYIO CTerneHb 6e30MacHOCTU. Bbl Mo)eTe Bbi6paTb WrHopupoBaTb
noAnucaHHble nMpoueccbl, aBTOMAaTMYEeCKM MO3BONAA  U3MEHEHHbIM
NoAnNMcaHHbIM NPUIIOXEHUAM MOAKIIOYEHUS K CETU MHTEpHET.

MpaBuna

B Tabnuue npaBu nepeumcrieHbl cyLecTBYOLWME NpaBusia hanpBosia, cogepxalipe
BaXXKHY0 MHPOPMaLUIO 0 KaXKA0M U3 HUX:

MimMs npaBuna unu NpuioXXeHnsi, K KOTOPOMY OHO OTHOCUTCSI.
MpoToKon, K KOTOPOMY NPUMEHSIETCS MPaBUIIO.

[HencTBure npaBuna (paspewumnTb UK 3anpeTuTb NaKeTbl).
[leiicTBUS, KOTOpPbIE Bbl MOXETE BbINOMHATbL HAZ NPaBUIIOM.

MpuopuTteT npasun.
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@ Mpumeyanue

CywecTByloT npaBuna ¢danpBona OAHO3HAYHO Has3HayaemMble MOSIMTUKOMN.
[ononHuTenbHble NpaBuia MoryT 6biTb CKOHPUIYPUPOBaHbI A1 KOMMbIOTEPOB B
pesynbTaTe NpMMeHeHUs napamMeTpoB darnpeona.

CywecTByeT pag npasun dapeosa no yMonyaHuto, No3BOJISIIOLLNA OCTAaTOYHO
NPOCTO pa3peLLnTb UK 3anpeTUTb MONYNsPHbIE TUMbI TPaduka. Boibepute HyXXHYHO
onuuio n3 meHro Pa3spelueHue.

Bxopsawme ICMP/ICMPv6
PaspewmnTte unu sanpetute coobueHns ICMP/ICMPv6. CoobuieHusa ICMP
4acTo UCMONb3YHTCA XaKepaMn Al NPOBeAeHUs aTak Ha KOMMbOTEPHble
ceTu. Mo yMonuyaHuio 3TOT TUN Tpaduka paspelLeH.

Bxogsuime NogKiloueHus K yganeHHomy pa6bouyemMy ctony
PaspelunTe unv sanpeTute Apyrum KOMMboTepam NogKIIOUEHUS K yaaneHHOMY
paboyemy cTosy. Mo yMonYaHUIo 3TOT TMN TpadurKa paspeLleH.

OTnpaBKa co06LL,eHNIA 31eKTPOHHOWU NOYTbI
Pa3spelunTe nnm 3anpeTnte oTNpaBKy 371eKTPOHHbIX coobueHuin no SMTP. Mo
YMOJYaHUIO 3TOT TUM Tpaduka paspeLLeH.

Be6-npocmoTp HTTP
PaspelwmnTe nnu 3anpetuTe Be6-npocMoTp no npotokony HTTP. Mo ymonyaHuto
9TOT TMN TpadurKa paspeLleH.

CeTeBas nevyatb
PaspelunTe unu 3anpeTuTe OCTYN K NPUHTEpPaM B APYroN JIOKaSIbHON CeTMW.
Mo ymonuyaHuio aToT TUN Tpaduka 3anpeLLeH.

Tpaduk nposogHuka Windows no npotokony HTTP/FTP
Paspewmute nnu 3anpetute tpadmk HTTP n FTP nus Windows Explorer. Mo
YMOIYaHUIO 3TOT TUM Tpaduka 3anpeLLeH.

Kpome npaBun no ymonyaHuio, Bbl MOXeTe co3AaTh AOMOJIHUTESNbHbIE NpaBua
dhanpBona gns Apyrux NpUIoXeHUN, YCTaHOBJIEHHbIX HA KOHEYHbIX TOYKax. ITu
HaCTPOMKM NpefHa3HayYeHbl AN afMUHUCTPATOPOB C XOPOLUMM YPOBHEM 3HAHMSA
ceTen.

YT06bl CO3aTb U HACTPOUTbL HOBOE MPABUIIO, HAXMUTE KHOMNKY & [lo6aBUTb B
BepxHeW yvacTu Tabnuubl. O6paTuTecb K 3TOW TemMe [ANA  MoJyYyeHus
JOMNOJIHUTESIbHON MH(OpMaL UK.
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YT06bI yAanuTb NPaBMIIO U3 CNIUCKA, BbIGEPUTE €ro M HAXKMUTE KHOMNKY & YaanuTb
B BEPXHeW YacTu Tabnumubl.

Mpumeyanune
Bbl He MOXeTe YAannUTb U USMEHUTbL NpaBuia cbaleBona Nno yMOn4aHuto.

HacTpoika nonb3oBaTenbCKuX NpaBun

Bbl MOXKeTe HacTpouTb ABa TUNa npasun panpeona:

lMpaBuna, ocHoBaHHblIe Ha MPUOXKEHUAX. Takue npasuia NPUMEHSATCA K
KOHKpPEeTHOMY nporpamMmMHoOMYy ob6ecneyvyeHuto, HaWJ,EHHOMy Ha KJIMEHTCKUX
KOMMblOTEPAXxX.

I'IpaBMna, OCHOBAaHHbI € Ha NoAKIIOYEHUsX. Takune npaBuiia pacrnpoCcTpaHAKTCA
Ha ntobble NPpUNoOXeHna wunn CJ'Iy)K6bI, KOTOpPbleé WUCNOJIb3YKOT CeTeBble
NoAKHOYEHNA.

YT06bI CO3AaTb U HACTPOUTHL HOBOE MPaBWIO, HAXXMUTE KHONKY & [lo6aBUTb B
BepxXHen YacTu Tabnuubl 1 BbibepuTe HYXHbIW TUM MpaBuia U3 MeH. YTobbl
0TpefaKTUpPOBaThb CyLLECTBYOLLEe NPABUIIO, LLEJIKHATE Ha UMS NpaBuna.

[ocTynHa HacTpoKKa criefyowmx napameTpoB:

Wmsa npaBuna. BeeanTe UMs, Nog KOTOpbIM NpaBuo 6yaeT oTo6paxaTbCa B
Tabnuue npaBun (Hanpumep, UMSA MPUSIOXKEHUS, K KOTOPOMY MpUMeHSeTCcs
JlaHHOEe MpaBuJIo).

MyTb npunoXxeHus (TONbKO A1 MPABUSI, OCHOBAHHbIX Ha NPUTOXKEHUSIX). Bbl
LOJDKHbI YKa3aTb NyTb K UCMONHSIEMOMY (dainly NPUNoXKeHUs Ha TpebyeMbix
KOMMbloTepax.

- Bb|6ep|/|Te M3 MEeHI0 NnpeponpeneneHHoe MeCcTtopacnosioXxeHne U saBepLunTe
nyTb No Mepe HeO6XOAMMOCTM. HaanMep, npunoXxeHne yctaHoBJIEHO B
nanke lporpaMmMuele darisiel, BblOepUTe $ProgramFiles$% M 3aBeplnTe

nyTb, 4O6aBUB 06paTHYHO KOcyto Y4epTy (\) M MMA Nanku NpUIoXKEHUs.

— BBepguTe NONHbIN NYTb B NoJie pefakTMpoBaHus. XXenaTenbHO UCMONb30BaTb
CUCTEMHblE MepeMeHHble (B COOTBETCTBYHOLWMX Cryvasix), YTobbl 6biTb
YBEPEHHbIM, YTO MYTb AENCTBUTENEH AJIA BCEX HYXXHbIX KOMMbIOTEPOB.

KomaHgHas cTpoKa (ToNbKO ANS NPaBWIl, OCHOBaHHbIX Ha NMPUIIOXKEHUAX). Ecnu
Bbl XOTUTE, YTOObI MPaBWMO MPUMEHSNOCE TONMbKO KOrAa YKasaHHoe
NPWIoXKeHWe 3anyLLLEeHO ONpefesieHHON KOMaHA oM B MHTepdence KoMaHAHOM
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cTpokn Windows, BBeauTe COOTBETCTBYIOLLYIO KOMaHAy B none Beoja. B
NPOTUBHOM CJlyyae OCTaBbTe 3TO MOoJie MYCThIM.

. Mpunoxenune MD5 (ToNbKO ANA NPaBUIT, OCHOBaHHbIX Ha NPUNOXeHUsX). Ecnun
Bbl XOTWUTE, 4YTO6bl MpPaBWMO TMPOBEPSSIO LIEJIOCTHOCTb JaHHbIX (dainoB
MPUJIOXKEHUN, OCHOBaAHHYO Ha ux MD5 xaw-koae, BBeauTe €ro B none
penakTMpoBaHuA. B NpoTMBHOM cnyyae ocTaBbTe 3TO MoJsie NyCTbIM.

. JlokanbHblli agpec. YKaxXuTte flokanbHbi IP-agpec n nopT, K KOTOpoMy 6yaeT
NPUMeHATLCA NpaBuno. Ecnny Bac HECKOSbKO CeTeBbIX afanTepoB, Bbl MOXeTe
CHATb (naxok JIlo6oK M BBeCTU onpeneneHHbl IP-agpec. AHanornyHo ans
GbUnNbTpaLMn CoegUHEHUA NO KOHKPETHOMY NOPTY WM AuManasoHy MopToB,
cHuMUTe Gnaxok Jllo6ou 1 BBeAUTE HYyXXHble NOPT WM AnanasoH NOpPTOB B
COOTBETCTBYHOLLEM MOSe.

. YpaneHHbIl agpec. YKaxuTe yaaneHHbliin IP-agpec 1 nopT, K KoTopomy 6yaeT
NpUMeHSTbCS NpaBuio. YTo6bl oTdhunbTpoBaTh TpahuK K U OT KOHKPETHOMO
KOMMblOTepa, CHUMUTe dnaxok Jlioboi 1 BBeguTe ero IP-agpec.

o [puMeHNTb 3TO MpPaBUNO TOJNBKO AJIA HEMOCPEACTBEHHO MOAKJIIOYEHHbIX
KOMMNbIOTepoB. Bbl MoXxeTe punbTpoBaTb f0CTYN Ha ocHoBe MAC-agpecos.

« [TpoTokon. BeibepuTe IP-NpoTOKON, K KOTOPOMY ByAeT NPUMEHATLCSA NPaBUIIO.

— Ecnu Bbl x0TUTe, YTO6bLI MPaBMIIO MPUMEHANIOCH KO BCEM NPOTOKOMaM,
BblbepuTe Jlto6oMn.

— Ecnu Bbl X0TUTE NpUMeHUTb nNpaBuiio K TCP, Bbibepute TCP.

— Ecnu Bbl x0TUTE NpuMeHnTb Npasuio k UDP, Bbi6epuTe UDP.

— Ecnu Bbl x0TUTe, 4TOObI MpaBMIIO MPUMEHSNIOCH K ONpeaeneHHOMY
NpPOTOKONY, BbIGEPUTE 3TOT NPOTOKON U3 MeHI0 [ipyroe.

MpumeyaHmne

Ounana3oHbl |P-agpecoB BblAenslOTCS AAMMHUCTPaUMEN aApPEeCHOro
npocTpaHcTBa MHTepHeT (IANA). MonHbIN CNUCOK BblaeneHHbIX IP-agpecos
M OXHDO HaunTtTwu H a CTpaHwMULUe
http://www.iana.org/assignments/protocol-numbers.

. HanpaBneHue. BblbepuTe HanpasneHue Tpaduka, K KoOTopoMmy 6yaeT
NPUMEHSATbLCA NPaBUIIO.
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Ucx. MpaBuno 6yaeT MPUMEHATLCHA TONbKO K WUCXOASILLEMY
TpaduKy.

Bxoasawui MpaBuno NpUMeHAETCA TONMbKO KO BXoAsLweMy Tpaduky.

0O6a MpaBuno 6yaeT MNpPUMEHSIETCA U K BXOASLLEMY, U K

ucxogawemy Tpauky.

Bepcus IP. Bbi6epute Bepcuto IP (Hanp., IPv4, IPv6 unu any), K koTopoi 6yaeT
NMPUMEHSITbCS NPaBUIIo.

CeTb. BbibepuTe TMN ceTu, AN KOTOPOro 6yAeT HasHauyeHo NpaBuIo.

Pa3spelueHue. BbibepuTe 0AHO U3 AOCTYMHbIX pa3peLlleHnii:

opisvelomeame |

PaspewmTb YKasaHHOMY NpuioXeHuto 6yaeT paspelleH AoCTyn B
ceTb/VIHTepHeT Npu onpeaeneHHbIX 06CToATENbCTBAX.

3anpetutb YKasaHHOMY  MPUJIOXKEHUIO 6yp,eT 3anpeuieH pgocTtyn B
ceTb/WHTepHEeT npu onpepeneHHbIX 06CTOATENLCTBAX.

Ha)kmuTe CoxpaHuTb, YTO6bI 06aBUTbL NPaBUIIO.

Ona npaeun, KoTopble Bbl CO3A4anu, MCHOﬂbSyVITe CTpenku B npaBoﬁ 4acTum
Tabnuubl, YTO6bI YCTaHOBUTb Kaxaomy npuoputer. Npasuso ¢ 601ee BbICOKUM
npuopuTeTomM 6yp,eT HaXoAuUTbCA B CMUCKeE Bbllle.

MpaBuna umnopTta u akcnopTa

Bbl MOXKeTe 3KCNopTUpPOBaTb U MMNOPTUPOBATHL MpaBuna 6paHamMayapa, YToobl
UCMoNb30BaTb UX B APYrMX MOJIMTUKAX UM KOMMaHUsIX. YTo6bl SKCNOPTUPOBaTb
npaeuna:

1.
2.

HaxxmMuTe AKCNopT B BEpXHEN YacTu TabnuLbl NpaBui.

CoxpaHuTe dain CSV Ha BaleM KomnbioTepe. B 3aBMCUMOCTH OT HACTpoeK
Ballero 6payaepa, daitn MoXeT aBTOMaTUYECKM 3arpysuTcs Uu Bam byaet
NpeasioXKeHo COXPaHUTb ero B onpeaesieHHoe MecTo.
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o Kaxpaa ctpoka B CSV-daine cooTBeTCTBYeT OAHOMY MpaBuiy U uUMeeT

HECKOJIbKO MoJien.

« MecTo npaBun 6paHgmayapa B daine CSV onpegenseT ux npuopuTeT. Bbl MoxeTe
N3MEeHUTb NPUOPUTET NpaBua, Nepemellas BClo CTPOKY.

ona Ha6opa npasusi N0 YMON4aHUIKO Bbl MOXeTe U3MEHUTb TOJIbKO crieayruime

9JIEMEHTbI:

. TMpuopuTeT. YcTaHOBUTE NPUOPUTET NpaBusa B NHO60M XKenlaeMoM Nopsiake,

nepemeLllas cTpoky CSV.

. Paspel.uel-wle. M3MeHUTe none set.Permission, ncnoJsib3yAa AOCTYNHblE

paspelueHus:
— 1 ana PaspewmTb
— 2 3a 3anpeTuTtb

JTto6ble apyrue KOPPEKTUPOBKU UTHOPUPYHOTCA NPU UMMOPTE.

Ona nonb3oBaTenbCKUX MpaBus
HacTpanBakoTCAa cneayrouinmm o6pa30M:

6paHoMayapa BCe 3HayeHusi nonew

ruleType

THUII

details.name

details.applictionPath

details.commandLine

Monutukm 6e3onacHocTy (Security Policies)

Twvn npaBuna:
1 ans MNpaBuna npunoXxeHui
2 ans Mpaeuna nogKnOYeHUn

3HayeHue gns 3TOro nons He
aBnseTcsa o6s3aTeNlbHbIM.

Umsa npasuna

MyTb Nnpuno>xexus (TonbKo ANs
MpaBwWJi,  OCHOBAaHHbIX  Ha
MPUSTOXKEHUSIX)

KomaHgHaa cTpoka (TosbKo
NS MpaBWi, OCHOBaHHbIX Ha
MPUITOXKEHUSIX)
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details.applicationMd5

settings.protocol

settings.customProtocol

settings.direction

settings.ipVersion

settings.localAddress.any

Monutukm 6e3onacHocTy (Security Policies)

Mpuno>xeHne MD5 (ToNbKO Ansi
npaBwi, OCHOBaHHbIX  Ha
MPUIIOXKEHUSIX)

MpoTokon
1 ansa Jlio6oro
2 pna TCP
3 ana UDP
4 nna Apyroro

TpebyeTcsi TONMbKO B TOM
cnydyae, ecnv ansa lNpoTtokona
YCTaHOBJIEHO 3HaYeHue [pyroi.

Ona KOHKPETHbIX 3Ha4YeHuw,
paccMoTpuUTe 3Ty CTpaHuLly.
3HaueHunsa 0, 4, 6, 41, 61, 63, 68,
99, 114, 124, 34-37, 141-143
He noaAep>XXuBaroTcs.

HanpaBneHue:

1 pna O6a

2 ansa Bxoaswue
3 ans Ucxopawme
IP-Bepcus:

1 ansa Jlio6oro

2 ana IPv4

3 ana IPv6

JlokanbHbIW aapec yCTaHOBEH
Ha JTro60M.

1 ana MNpaBunbHOro

0 mnm nyctoM pns
HenpaBunbHOro
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settings.localAddress.ipMask

settings.remoteAddress.portRange

settings.directlyConnected.enable

settings.directlyConnected.remoteMac

permission.home

permission.public

permission.setPermission

YT06bI UMMNOPTMPOBATL NpaBuUna:

JloKanbHbIW agpec yCTaHOBJIEH
Ha IP wnu IP/Mask

YpaneHHblt apgpec  uMeeT
3HayeHue MopT unu guanasoH
nopToB

anMEHHTb npaBuo TONbKO K
KOMMNbOTEPaM C nNpaAMbIM
noaKn4YeHneMm.

1 onsa BKAKOYEH
0 gnsa nycT nnm oTKIOYeEH

MpuMeHATb NpaBUNO TONbKO K
KOMMblOTEpaM C MpAMbIM
nopknioyeHnem ¢ GunbTPoM
MAC-appec.

CeTb, K KOTOPOM NpUMeHseTCA
npaswno: fom/Oduc:

1 gnsa MpaBunbHOro

0 n4ansa nycTou mnu
HenpaBWIbHOM

CeTb, K KOTOPOW NpUMeHsIeTcH
npasuno, ABnAeTcH
06LLeA0CTYNMHOM:

1 ana MNpaBuabHOro

0 pna nyctom unu
HernpaBWJIbHOM

JocTyrnHble paspeLleHus:
1 ana PaspewunTtb
2 3a 3anpeTuTb

1. HaxxmuTe UMNopT B BepxHel YacTun Tabnuubl NpaBui.
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3. Haxmute COXpaHMTb. Ta6m4ua 3anoJIHAETCA KOPPEKTHbIMU NpaBuiaMun.

7.2.6. 3awuTa cetu

Ncnonb3ynTe pasgen «3awuTa CeTU», YTOObl HACTPOUTL NapameTpbl hUbTpaLum
COAEePXXMMOr0, 3alMTbI AlaHHbIX A1 AENCTBUM NOJSIb30BaTENEN, BKIIKOYAs MPOCMOTP
Be6-CTpaHuL, MNOYTOBbLIX U MPOrpaMMHbIX MPUIIOXKEHUI, a TaKXKe 0O6HapyXeHue
METOL0B CeTEBbIX aTak, KOTOPbIE NbITAlOTCA MNONYYUTb JOCTYN K ONpesesieHHbIM
KOHEYHbIM TOYKaM. Bbl MOXeTe OrpaHuYMTb WM paspewnTb Be6-gocTyn U
ncrnonb3oBaHue NpPUIoXKEHUN, HaCTPOUTb NapaMeTpbl CKaHMpoBaHUs Tpaduka,

aHTVId)VILUVIHF M npasuna 3alnTbl AaHHbIX.

MoxanyicTa, o6paTuTe BHUMaHWeE, YTO HAaCTPOEHHbIE MapaMeTpbl yrpaBneHus
KOHTEHTOM 6yAyT NPUMEHATHLCA KO BCEM MOJSIb30BaTENSAM, KOTOPbIE BOLIM Ha

pa6ouune cTaHUnW.

HacTpoiku o6beguHeHbI B criegytolle pasgeribl:

« OcHoBHbIe

o KOHTpOJSIb KOHTEHTA
. Be6-3awumTa

. CEeTeBble aTaKku

MpumeyaHmne

« Mopaynb KoHTeHT KoHTpONA AocTyneH gns:
— Windows ansa pa6ouynx cTaHuui
- 0OC MAK

« Mogaynb Network Attack Defense gocTtyneH ans:

— Windows pgnsi pabounx cTaHuumm

BaxxHo

Ina macOS Content Control ucnonb3syeT paclumpeHue sigpa. YcTaHOBKa pacLuMpeHus
Aapa TpebyeT Bawero noaTeepxaeHus Ha macOS High Sierra (10.13.x). Cuctema
yBeAOMJISIET MoSIb30BaTeNsA 0 TOM, YTO paclumpeHme cuctemol ot Bitdefender 661510
3abnokmpoBaHo. [onb3oBaTesNb MOXET pa3peLunTb 3TO B HacTpolkax besonacHocTb
M KoHpMAEHUMaNbHOCTD . [oKa Nosib3oBaTeslb He YTBEPAUT paclUMpeHne CUCTEMbI
Bitdefender, atoT Moaynb He 6yaeT paboTaTb, a NONb30BaTENbCKUMI UHTepdenc
Endpoint Security for Mac nokaxeT KpuTUYecKyro Npo6nemMy, 3anpallimBatoLLyto

yTBepXaeHue.
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YT06bl UCKNHOYMTL BMELLATENLCTBO MONIb30BaTess, Bbl MOXeTe nNpeaBapuUTenbHO
yTBeEpAUTb paclumpeHme sapa Bitdefender, 3aHecs ero B 6enbiil CMMCOK C MOMOLLbIO
WHCTPYMEHTa ynpaBJieHnst MOGUIIbHbIMU YCTpocTBaMu. MNoapo6Hee o paclumpeHmsix
sinpa Bitdefender cMm. aTy cTaTbio 6a3bl 3HAHUI .

OCHOBHbIe

Ha aToll cTpaHuLe Bbl MOXeTe HaCTPOUTb Takune NapamMeTpbl, Kak BKJIOYEHWUE UK
OTKJItoYeHMe QYHKLUA U HACTPOUTb UCKITHOYEHNS.

HacTpoiiku o6beguHeHbI B criegytoliue pasgerbl:

O6uwme HaCTPOWKKU
Fno6asibHble UCKITHOYEHUS

General Network Protection
Antimalware

Firewal General Settings
Network Protection Scan SSL

General Show browsr toolbar (lagacy)
BRG] Browser Search Advisor (legacy)
‘Web Protection Global Exclusions
Network Attacks

Patch Management

Device Control

Relay

Monnutunkmn KOMMNbOTEPOB U BUPTYaJibHbIX MaLUWUH - 3awmTa ceTn - O6u.|,ee

06LMe HaCTPOIiKK

CkaHupoBaTb SSL. Bbibepute 3Ty onuuto, eCiin Bbl XOTUTE, YTOObI Be6-Tpadmk
SSL (Secure Sockets Layer) npoBepsinca 3alWMTHbIMWM MOAYNAMM areHTa
6e3onacHocTu Bitdefender.

Moka3aTb nNaHenb MHCTPYMEHTOB 6paysepa (cTtapasa Bepcus). [laHesb
Bitdefender uHdbopMupyeT nonb3oBaTened O PeUTUHre 6e30MacHOCTU
Be6-CTpaHML, KOTOPble OHU NPOCMOTpatoT. MaHesb UHCTpyMeHTOB Bitdefender
OT/IMYaeTcs OT CTaHAAPTHOWM NaHenn MHCTPYMeHTOB 6pay3epa. B 6paysepe

NoSBNSIETCS TONbKO HEGOMbLION 3HaUYoK ¥ B BEPXHEN YacTu Kaxkaou
Be6-cTpaHuLbl. Ha)kaTue Ha 3HAYOK OTKPbIBAET NaHeslb MUHCTPYMEHTOB.
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B 3aBucKMMOCTM OT TOro, Kak Bitdefender knaccudbuuympyeT Be6-cTpaHuLy, oaHa
13 crnegyowmx oLeHOK oTobpaXkaeTcs B JIEBOW YacTW NaHeNu:

— CoobLeHune "This page is not safe”(cTpaHuua He6e3onacHa) nosiBnaeTcA
Ha KpacHOM ¢oHe.

— Coob6ueHune "Caution is advised” (TpebyeTcs 0CTOP)KHOCTb) MNOSABNSAETCA Ha
OpaHXXeBOM (OoHe.

— CoobueHne "This page is safe” (cTpaHuMua 6e3onacHa) nosBAsieTCsA Ha
3efieHoM (oHe.

MpumeyaHune
— Otaonuusa HegocTynHa ana macOS.

— 9ta onuus ypaneHa us Windows, HauMHasi ¢ HOBbIX ycTaHOBOK Bitdefender
Endpoint Security Tools Bepcuu 6. 6. 5. 82.

MouckoBoi coBeTHUK 6pay3epa (ycTapeBwwui). [MouckoBoii COBETHUK
oueHuBaeT pesynbTaTbl NOUCKOBbLIX cucTeM Google, Bing 1 Yahoo!, a Takxe
ccblikm u3 Facebook n Twitter, noMecTuB 3HaYOK Nepes KaXkabiM pe3ysibTaTOM.
Mcnonb3ayeMble 3HAYKM U UX 3HAYEHME:

O 3Ty Be6-CTpaHuULy nocellaTb He crneayer.

[laHHas Be6-CTpaHMLA MOXET cofepXaTb OnacHyi WHdopmaumio.
Co6ntofainTe 0CTOPOXKHOCTb, €C/IN Bbl PeLINTE ee MOCETUTD.

9Ta cTpaHuLa 6esonacHa Ans NoCeL,eHuns.

Mpumevanue
— Ortaonuusa HegocTynHa ana macOS.

— 9ta onuusa ypaneHa u3 Windows, HauMHasi ¢ HOBbIX ycTaHOBOK Bitdefender
Endpoint Security Tools Bepcun 6. 6. 5. 82.

[no6anbHble UCKITHOYEHMS

Bbl Mo)keTe MponycTuUTb OnpeaerneHHbl TpaduK Npu MPOBEpPKE Ha Haimuue
BPEAOHOCHbIX MPOrpamMm, Noka BK/IHOUEHbl MapaMeTpbl 3alLuTa ceTu.

Mpumeyanmne
9TW UCKItoYeHUs NpuMeHstoTcs K CKaHupoBaHuio Tpaduka v AHTUdULWIMHIY B
pasgene Be6-zawuta, 1 Network Attack Defense B paspgene CeTeBble aTakwu.
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UcknoyeHusn 3awutbl faHHbIX HacTpauBarTCa OTAeNbHO, B pasgene KoHTponb
KOHTEHTa.

YT06bI onpenesinTb UCKJIKOYEHUeE:

1. Bbl6epuTE TUN UCKITIOYEHUS U3 MEHIO.

2. B3aBMCUMMOCTM OT TUMa UCKJTIOYEHUSA, 3aaiiTe CoalepXXuMoe Tpaduka, KoTopoe
6yAeT UCKJIFOYEHO U3 CKaHWPOBaHUS, cnefyroLmnM o6pasom:

. IP/mask. Beegute IP-agpec nnu IP-mMacky, Ans KOTOpPoW Bbl He XOTUTE
CKaHMpoBaTb BXOASLMI U UCXOASALWMI TpaduK, BKNKOYasA MeTOAbl CETEBOM
aTaku.

« URL. VckniouyaeT M3 ckaHMpoBaHUs ykasaHHble Be6-agpeca. O6patute
BHMMaHMe, 4To UCKIOYeHUA Ha ocHoBe URL npuMeHATCA No-pasHOMY
nna coeguHeHnn HTTP n HTTPS, Kak onucaHo HUXKe.

Bbl MOXeTe onpeaenuTh UCKIItoYeHKe Ha ocHoBe URL criegytoLym o6pasom:

- BBepaute onpefesieHHbIN URL, Takom KakK
www.example.com/example.html

. B cnyuyae c HTTP-coeguHeHnsimu, Tonbko KoHKpeTHbIn URL 6yaer
NCKJTIOYEH U3 npoLiecca CKaHMpoBaHUS.

« [Ona HTTPS-coeanHeHuin, fobaBneHne KoHkpeTHoro URL ucknoumT
Lenbln AOMEH U ntobble ero cyb6aomeHbl. CnepoBaTenbHO, B 3TOM
cllyyae Bbl MOXeTe yKa3daTb JOMEH, KOTOPbIW cnefyeT UCKIHUYUTb
N3 CKaHMpOBaHUS.

— Wcnonb3syinTe NOoACTAHOBOYHbIE 3HAKW ANs onpefesieHns LWabnoHoB
Be6-agpecoB (Tosnbko ans HTTP-coeanHeHN).

BaxHo
UckntouyeHnss ¢ NOACTAHOBOYHbIMU 3HAKaMM He paboTaloT Ans
coeanHeHnn HTTPS.

MO>XHO MCMOMIb30BaTh CriefytoLine NoacTaHOBOYHbIE CUMBOJIbI:
. 3Be3gouka (*) 3ameHsIeT HOMb UK 60Jlee CUMBOJIOB.

. 3Hak Bonpoca (?) 3aMeHsieT POBHO OAMH CUMMBOJ. Bbl MoxeTe

MCNoJsib30BaTb HECKOMbKO BOMPOCUTESIbHbIX 3HAKOB, YTO6bI 3aJaTb
N6y BO3MOXHYH KOMOUHALMIO U3 OnpeaeneHHOro KoimyecTea
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CMMBOJIOB. Hanpumep, 22 ? 3aMeHUT o6y KOM6MHALIMIO POBHO U3
Tpex CUMBOJIOB.

B cnepytowen Tabnuue Bbl MOXeTe HaWTU HECKOJIbKO NpUMepoB
CMHTaKcuca ansa ykasaHusa se6-agpecos (URLS).

CuHTakcuc MpUMeHUMOCTb UCKJTIOUEHUIN

www . example* Jlto6on URL HaumHalowWmmncs ¢ www.example
BHE 3aBMCMMOCTW OT AOMEHHOIO PaCLLUMPEHNS.
UckntoueHne He 6OyaeT nNpUMEHSTbCA K

nogaoMeHaM ykasaHHoOro Be6-canTa, Hanpumep,
subdomain.example.com.

*example.com Jro6on URL 3aKaHuMBarLWMHCS Ha
example . com, BKNOYas UX Cy6A0MEHbI.

*example.com* Jlto6or URL, KOTOpPbIN COAEPXUT yKasaHHYHO
CTPOKY.

*, com Jllobon  Be6-calT, MUMeEWUA  [OMEHHoe

pacwmpeHue .com, BKIOYask UX CYy6OOMEHDI.

MCI'IOJ'Ib3yl71Te 9TOT CUHTaKCWUC, 4yTObbI
UCKNHOYUTb U3 CKaHUPOBaHUA Uesible JOMEHDI
BEPXHEro ypoBHA.

www.example?.com Jlto6on Be6-agpec, HauyMHarLWmncs c
www.example?.com, rge ? 3aMeHAeT OAUH
nobon cumMBON. 3TO MOryT 6biTb CaWTbl:
www.examplel.comWIN www.exampleA.com

v ap.

Mpumeyanmne
Bbl MoXeTe ncnonb3oBaTb oTHOCALWMecA K npoTtokony URL.

. Application. VckntoyaeT M3 CKaHMPOBaHUSA YyKa3aHHbIA MNPOLLECC WM
npunoXxenune. YTobbl ONpeaenuMTb WCKIYEHUS MPU  CKaAHMPOBaHWUU
NPUNOXEHUN;

Monutukm 6e3onacHocTy (Security Policies) 351



BltdefenderGrawt\/Zone

unfollow the traditional

BBeguTe nonHbIM NyTb K NpunoXxeHuto. Hanpumep, C:\Program
Files\Internet Explorer\iexplore.exe

Ucnonb3yiTe nepeMeHHble cpefibl, YTOObI ONPeAenUTb TOYHbIN MYTh K
NPUIIOXKEHUIO. Hanpumep: $programfiles$\Internet
Explorer\iexplore.exe

Ucnonb3ynte Macky, u4To6bl YyKasaTb JiloOGble  MPUIOXKEHUS,
COOTBETCTBYHOLLME OMnpeeneHHOMY WabioHy uMeHu. Hanpumep:

« C*.exe COOTBETCTBYET BCEM MPUIOXEHUSAM, Ha4YMHaKoLWMMes ¢ "c”

(chrome.exe).

COCTOMUT U3 WLecTn cCMMBOJ10B (chrome.exe, safari.exe u T.ﬂ,.).
e ["c]*.exe COOTBETCTBYET BCEM MPUNOXKEHUAM, KDOME TEX, KOTOPbIE

Ha4YMUHaAKTCAC C.
. [“ci]*.exe COOTBETCTBYET BCEM MNPUNOXKEHUAM, KpOMe TeX,

KOTOpPbl€ HAYMHAKOTCA C C UIn i"

3. Haxmwute kHonky © [lo6aBUTb B BEPXHEN YacTK Tabnuubl.

YT06bl yAanuMTb O6bEKT M3 CMUCKA, HAXMWUTE COOTBETCTBYHOLLYH KHOMKY &

Ypanutb.

KOHTpOﬂbKOHTEHTa

HaCTpOVIKM KOHTeHT KOHTpOJ'IFI OopraHu3oBaHbl B cliegyrouime pasgesbl:

YnpaBneHue Be6-40CTYNOM
Application Blacklisting
3almTa gaHHbIX
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General Web Access Control Settings

Antimalware
Allow - Web access is allowed

Firewal -Block
This option allows all browser access to web pages, excluding the pages defined in Exceptions.

- Schedule
O - Allow

Network Protection
General
Content Control Application Blacklisting
Web Protection
Network Attacks

Patch Management

Device Control

Relay

YnpaBnenue Be6-A0CTynom

YHpaBneHme Be6-}J,OCTyI'IOM Nno3BONIAET pa3pewnTb Uin 3arnpeTnuTb Beﬁ-p,OCTyl'I
noJib3oBaTesidM UJIN NpUnoXeHndam B onpenenieHHblie UHTEPBasibl BpEMEHUN.

Be6-cTpaHuubl, 3a610KMpOBaHHbIe MOAYJIEM YNpaBiieHNs Be6-A0CTYNOM, He 6yayT
oTob6paxaTtbcsl B 6paysepe. BMecTo aToro 6yaet otobpaxaTbcsi Be6-CcTpaHuua
Mo yMonuyaHuo, coobliatollasi Mosib3oBaTeNto O TOM, YTO 3anpaluMBaemas
Be6-cTpaHuLa 6bina 3aboKMpoBaHa Moy ieM yrnpaBiieHUsl BE6-A0CTYMNOM.

NcnonbaynTe nepekstodaTenb, YTO6bl BKIKOUUTL MK BbiktounTb Web Access
Control.

Y Bac eCcTb TpM BO3MOXHbIX BapuaHTa:
. Bbi6epute Pa3pewmTb, YTO6bI BCErAa NPeAoCTaBATb AOCTYN B UHTEPHET.
. Bbi6epute bniokupoBaTtb, YTO6bI BCErga sanpewartb JOCTYN B UHTEPHET.

« Bblbeputb 3annaHupoBaTb, YTO6bl BBECTM BPEMEHHble OrpaHWYeHUs Ha
BE6-A0CTYMN N0 NOAPOBGHOMY pacnucaHuio.

Ecnu Bbl BbiGepeTe paspewmnTb UK 3anpeTuTb Be6-40CTYN, MOXHO HacTPOUTb
UCKIIOYEHNA B 9TUX AEUCTBUAX ANA LeNblX Be6-KaTeropuil UM TONbKO ANA
onpeaeneHHbix Be6-agpecoB. HaxmuTe HacTponku, 4To6bl HACTPOUTL pacnucaHme
Be6-40CTYyNa U UCKIIKOYEHUS, ClieayHoLLMM 06pa3oM:

MpoBepka Nno pacnucaHuio
YTo6bl OrpaHMuYUTb AOCTYN K ceTu MIHTepHEeT B onpefeneHHoe BpeMs AHSA
eXeHeaesbHO:

1. Bb|6ep|/|Te N3 CETKMN BpEMEHHbIE MHTEPBAJIbI, B TEHEHNE KOTOPbLIX Bbl XOTUTE
3anpeTnTb 4OoCTyn B MHTepHET.
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MO>HO LLLESTYKOM MbIlUM OTMETUTb OTAESIbHbIE KINETKU WM HaxaTb W
paclmpuTb ee, YTo6bl 3agaThb 6osiee ANMTENbHbIN Nepuoa. HaxMuTe eue
pas Ha K/eTKy, YT06bl USMEHUTb BbIGOP.

UT06bI co3aaTb HOBbIN MHTEepBaJl, HaXMuTte Pa3peu1uTb BCEM WIN
BHOKMpOBaTb BCe, B 3aBUCMMOCTU OT TUMa OorpaHn4yeHund, KOTopoe Bbl
XOTUTE peann3oBaTb.

2. Haxmunte CoxpaHUTb.

MpumeyaHmne
AreHT 6e3onacHocTu Bitdefender 6yaeT 06HOBAATLCA KaXK bl Yac HE3aBUCMMO
OT 6/10KUPOBKM Be6-A0CTYNA.

KaTeropuu
Be6-bunbTp no kaTeropmam aTo AMHaMuyeckas hubTpaums oocTynak cantam
Ha OCHOBe WX coaepXXuMmoro. Bbl MoxeTe ucrnonb3oBaTb Be6-PunbTp no
KaTeropvam Ansi Co3paHus UCKITKOYEHWUI B BblIGpaHHbIX AEeNCTBUAX yripaB/ieHuUs
Be6-gocTynom (Allow unu Block) ansa uenbix Be6-kaTeropuii (Takux Kak urpbil,
KOHTEHT AN B3POCJIbIX UJIM OHNANH CETH).

YT106bI HACTPOUTHL BEG-PUNBLTP MO KaTErOPUSM:
1. Bktounte GunbTp Be6-KaTeropui.

2. [na 6bICTPON HACTPOWKW, BbIGEPUTE OAWH M3 NpeayCTaHOBJIEHHbIX
npotpunein (MHTeHcuBHbIW, HopmanbHbIi uAM  PeKoMeHAyeMbli).
Ncnonb3yinTe onncaHue cnpasa OT LWKaJbl, YTO6bI BbI6paTh HEO6X0AMMbI
ypoBeHb. Bbl MOXKeTe NpoCMOTpPeTb NpeaonpeaesieHHble AeNCTBUA s
[OCTYrHbIX Be6-KaTeropuid, packpblis pasaesn MNpaBuna ceTu, pasmeLLeHHbIN
HUXe.

3. Ecnu napameTpbl N0 YMOJIYaHUIO BaM He NOAXOASAT, Bbl MOXETe co3aaTh
Nnosib30BaTeNIbCKUI GUNbTP:

a. Bbi6epute Monb3oBaTens.
b. HaxmuTe MpaBuna cetn, YTobbl pacKpbITb COOTBETCTBYHOLLUIA pasaern.

c. Hanaure kaTteroputo, KoTopas BaM HY>KHa, B CITIUCKE U BbIOEPUTE HYXXHOE
AencTBue M3 MeHto. [ononHUTENbHY0 MHbOpPMaLMIo O AOCTYMHbIX
KaTeropusax Be6-camToB cM. B aTol cTaTbe 6a3bl 3HaHWN .
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4. BblbepuTe BapuaHT O6paboTaTb Beb6-KaTeropum Kak UCK/OYeHUs Ans
Be6-AocTyna, ecniv Bbl XOTUTE UTHOPUPOBATb CYLL,ECTBYOLLME HACTPONKM
Be6-40CTYyNa M NPUMEHATL TOJIbKO PUNbTP BeG-KaTeropumm.

5. CoobLeHre No yMoN4aHuto, oTobpaXkaemMoe s nonb3oBaTens,fgaet 4oCTyn
K OrFpaHW4YeHHbIM Beb-caMTaM, TaKXe COLEPXWUT KaTeropuro, KOTOpPOu
COOTBETCTBYET COAepXXUMoe Beb-canTa. CHUMuTe pnaxxok MokasbiBaTb
noapo6Hbie OnoBeLLeHUs Ha KJIMEeHTe , eC/in Bbl XOTUTE CKPbITb 3Ty
MHdOpPMaLUIO OT NoJib30BaTeNS.

MpumeyaHue
STa onuusa HegocTynHa aAns macOS.

6. Haxxmute CoxpaHuTb.

@ Mpumeyanue
o PaspeleHne PaspelunTb o151 yKasaHHbIX Be6-KaTeropuii Takxke 6ygeT yu4TeHo
BO BpeMsi 6/TOKUPOBKM BEG-A0CTYNa MOAYIEM YNpaBiieHus1.

« PaspeweHne Paspewmtb pa60TaeT TOJIbKO TOrga, kKorga 886-,D,OCTYI'I
3anpeLeH Moaynem ynpasJieHus, B TO BpeMA Kak pa3pelleHme BbnokupoBaTb
pa60TaeT TOJIbKO TOrga, KkKorga BE6-JJ,OCTyI'I pas3peLueH.

o Bbl MoxeTe nepeonpegenvTb paspelleHuss KaTeropuin Ansi OTAeSbHbIX
Be6-afpecoB, A06aBUB MX C MPOTUBOMOSIOXHLIMM pa3peLLeHnsiMu B KOHTponb
Be6-pocTyna > HacTtpoiku > Uckniouenus. Hanpumep, ecnu Be6-agpec
3a6/10KMpoBaH BEG-PUILTPOM KaTeropum, MOXXHO A06aBUTb BEG-MPaBUIIO
LNs 9TOro agpeca c paspelueHveM PaspelunTs.

UcknioueHus
Bbl Takke MoXeTe 3agaTb Beb6-NMpaBuia rno 6JI0KMPOBKE UM pa3peLleHuto
onpegeneHHbIX Be6-afpecoB, NepeornpenesiveB CyLEeCcTBYHOLNE HAaCTPONKU
Moayns ynpaeneHuss Be6-gocTynoMm. Hanpumep, nonb3oBaTenu cmoryT
noJlyynTb JOCTYN K OnpeAeneHHon Be6-CTpaHuLe, Aaxe ecnu Be6-6pay3unHr
3a6J10KMpOBaH MoAyseM ynpaBfieHUs Be6-40CTYNOM.

YT06bI CO3aaThb BEG-NPaBMIO:
1. BknrounTte onumio Ucnonb3oBaTb UCKITIOUYEHUSA.

2. BBeauTe agpec, KOTOPbIN Bbl XOTUTE paspellnTb UK 3anpeTuTb B none
Be6-apgpec.
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3. Bbibepute Pa3pewmntb nnv bnokupoeaTtb 13 MeHio PaspelueHue.

4. HaxmMuTe Ha KHOMKY ® [lo6aBMTb B NMpaBoi yacTu Tabnuubl, YTOObLI
[06aBUTb agpec B CMIUCOK UCKJTKOYEHW.

5. HaxmuTte CoxpaHUTb.

YT06bl U3MEHUTb BEG-NPABUIIO:

1. HaxxmuTe Be6-afipec, KOTOPbIN Bbl XOTUTE OTpeAaKTUpOBaTh.
2. UsmenuTe cywecTeytowmm URL.

3. Haxmute CoxpaHUTb.

UT06bl yaanuTb Be6-MpaBuiio, HaXMWUTe COOTBETCTBYHOLLYI KHOMKy &
Ypanutb.

Application Blacklisting

B aTOM pasgene Bbl MOXXETE HACTPOMUTb "YepHbIN” CMUCOK NPUIIOXKEHUI, KOTOPbIN
NMOMOXeT BaM NOSIHOCTbHO 3a6/TOKUPOBATb UM OFPaHWMYMTb AOCTYN NONb30BaTenen
K MPUII0XXEHNAM Ha CBOUX KOMMbtoTepax. Takum 06pa3oM MOXXHO 3a6J10KMPOBaTh
Urpbl, MyJibTUMeANa U NporpaMMbl 06MeHa MIHOBEHHbIMMW COOBLLLEHNUAMMU, @ TaKXKe
Apyrve KaTeropmm nporpaMmMHoOro o6ecrneyeHns u BPeAOHOCHbIX MPOrpaMm.

YT160bI HACTPOUTL "YepHbINA" CMUCOK NPUTOXKEHUIA:

1. BknrounTe onuuto YepHblil CIUCOK NPUIOXKEHUNA.

2. YKaXuTe NpuUioxXeHusl, K KOTOPbIM Bbl XOTUTE OrpaHU4nUTb JocTyn. YTo6bbl
OrpaHMYnUTb JOCTYMN K MPUIOXKEHUIO:
a. HaxmuTte kHonky @ [l06aBUTb B BepxHel YacTu Tabnuubl. [MosSIBUTCS OKHO

KOHUrypauum.

b. Bbl fOMKHbI yKasaTb MyTb K WUCMOSIHAeMoOMY (ainy NpunoXeHus Ha

TpebyeMbix KoMmnbtloTepax. CywecTByeT ABa cnocoba caenaTb 3TO:

. BblbepuTe M3 MeHI0 NpefonpeaeneHHoe MeCTOMNOSIOXEHUE U 3aBEPLUNTE
nyTb MO Mepe HeobxoAMMOCTWU. Hanpumep, B[AsS NPUIOXEHUS,
YCTaAHOBMIEHHOrO B Manke IlporpaMMHEe  Oaiinn, Bbléepute
$ProgramFiles M 3aBepwmnTe NyTh, 4OO6ABMB 06paTHYIO KOCYHO YepTy
(\) M MIMS ManKu NPUNOXeHUs.

. BBeguTe nonHbIN nNyTb B Nosie pepakTMpoBaHus. XXenaTenbHo
UCMOMb30BaTb CUCTEMHbIE NepeMeHHble (Fae 3TO BO3MOXHO), YTO6bI
nyTb 6bl1 AENCTBUTENbHBIM AN151 BCEX BblIOPaHHbIX KOMMbIOTEPOB.
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c. MnanmpoBWMK pocTyna. ExeHefenbHoe pacnucaHue pocTyna K

NPUIIOXKEHUSIM B OonpefesieHHOe BpeMsi AHS:

. Bbi6epute U3 CETKM BPEMEHHbIE MHTEPBAsbl, B TEYEHUE KOTOPbLIX Bbl
XOTUTE, YTOObI AOCTYN K MPUIIOXKEHUIO 6bin 3a6M0KMpoBaH. MOXHO
LLLEeSTYKOM MbILLN OTMETUTb OTAENbHbIE KIETKM UM HaXKaTb U pacLUMpUTb
ee, YToO6bl 3aaTb 6onee ANMTeNbHbIN Nepuog. Haxmute ele pas Ha
KNeTKY, YTO6bl U3MEHUTL BbI6OP.

o UYT06bI CO3aaTb HOBbIN OT6OP, HakMuTe PaspelwmTb Bce WM
BnokupoeaTb BCe, B 3aBUCUMOCTU OT TUMa OFPaHUYEHUS], KOTOPOE Bbl
XOTUTE peannsoBaTthb.

« Haxmute CoxpaHuTb. HoBoe npaBuno 6yfeT f06aBeHO B CMUCOK.

YT06bI yAanuTb NPaBUIIO U3 CNUCKA, BbIGEPUTE €ro M HAXKMUTE KHOMKY & Y AanuTb
B BEPXHEN YacTu Tabnumubl. YTo6bl 0TpeAaKTMpOBaTb CYLLECTBYIOLLEE NPABUIIO,
LLEeNKHWUTE Ha Hero, YTo6bl OTKPbITb OKHO HAaCTPOEK.

3auuTa JaHHbIX

3almTa OaHHbIX NpefoTBpallaeT  HEeCaHKUMOHMPOBAHHOE pasrialleHune
KOHpUAEeHUMaNbHbIX [OaHHbIX, OCHOBbIBAasiCb Ha oOnpefesnieHHbIX MpaBuax,
3aaHHbIX aIMUHUCTPATOPOM.

Mpumeyanmne
[laHHbI KOMNOHEHT HegocTyneH anst macOS.

Bbl MoXeTe cosfaTb nNpaBwna ANA 3alUuUTbl JHO60M 4YacTWM JIMYHOM WK
KOH(pUaeHUManbHo MHPopMaL MK, TaKOW Kak:

. [llepcoHanbHas nHdhopMauusa 3aka3umka
« Ha3sBaHus 1 KntoueBble geTanu, paspabaTbiBaeMbIX MPOAYKTOB U TEXHOJOMUIA
« KoHTakTHasa uHdopmMaLms pykoBoguTenen KoMnaHum

3awmuwaemas uHdopMauuss MoXeT BK/OYaTb MMeHa, HoMepa TenedoHOB,
KpeauTHble KapTbl M MHPopMaLMo 0 6aHKOBCKUX cUeTax, agpeca 3/1eKTPOHHOM
noyTbl U Tak ganee.

Ha ocHoBaHWM npaBui 3aluTbl AaHHbIX, KOTopble Bbl co3pgaeTe, Bitdefender
Endpoint Security Tools ckaHupyeT Be6 1 ncxoasawmin Tpapuk 3/1eKTPOHHOM NOYTbI
LN KOHKPETHbIX CUMBOJIbHBIX CTPOK (Hanpumep, HoMep KpeauTHOM KapTbl). Ecnu
6yneT HalaeHo coBMafeHne, COOTBETCTBYoLLLAaA Be6-CTpaHuLa unu coobLieHne
3JIEKTPOHHON MOYTbl 3a6NOKMpPYeTCs, 4TO6bl MpefoTBPaTUTb OTMNPaBKY
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3aMLLaeMBbIX AaHHbIX. [Tonb3oBaTesb 6yaeT HEMeAJIEHHO OMOBELLEH O AENCTBUSIX,
npeanpuHaTbiX Bitdefender Endpoint Security Tools, yepe3s Be6-cTpaHuUy C
npeaynpeXxaeHnemM Uim coobLLeHNEM 3NEKTPOHHOM NOYTbI.

YT06bI HAaCTPOUTb 3alUUTY AaHHbIX:

1. OTMmeTbTE COOTBETCTByPOLI.I,VIVI CI)J'Ia)KOK, UYTOObI BKIIHOUYUTb 3alunTy OAaHHbIX.

2. CospaiTe npaBuna 3awWmTbl A1 BCceX KOHGUAeHUMaNbHbIX JlaHHbIX, KOTOpble
HeobXxoANMO 3alnNTUTL. YTo6bl co3aaTb NpaBUIIO:

a.

e.

HaxkmuTe KHomnky & [106aBUTb B BEpXHeN YacTu Tabnuubl. MosiBUTCS OKHO
KOHUrypauum.

Beegute nMsa, nod KOTopbIM MpaBuiio 6yaeT oTobpaxkaTbcs B Tabnuue
npaewsn. BbibepuTte noaxoasilee UMs, 4To6bl Bbl N APYroi aAMUHUCTPATOP
MOTr JIerko onpeAenuTb HasHayeHne aToro npasuna.

Bb|6epv|Te TUN AaHHbIX, KOTOPbl€ Bbl XOTUTE 3alLUUTUTD.

BBeauTe paHHble, KOTOpble Bbl XOTUTE 3aWUTUTL (Hanpumep, Homep
TenedoHa nNpefCTaBUTENS KOMMaHUKU, WM BHYTPEHHEE MMSI HOBOIO
NPOAYKTa, HaJ KOTOPbIM paboTaeT KOMMaHus). ATO MOXET 6bITb ntobas
KOMBMHauUusa cno., uudp Unn CTPok, COCTOSLLMX U3 BYKBEHHO-LMDPOBLIX
¥ creyuanbHbIX CUMBOJIOB (HanpumMep, @, # unu $) NpuHUMaeTcs.

BBeguTe No MeHbLIen Mepe NATb CUMBOJIOB AJf1sl TOFO, YTO6bI M36eXxaTb
OLLIMBOYHOM BJIOKMPOBKM COOBLLLEHNI 3NIEKTPOHHOM NOYThI M BEG-CTPaHUL,

BaHo

[aHHble 6yayT XpaHuTbCs B 3awnMdpoBaHHOM BUAE Ha 3aliuuiaemMblx
KOHEYHbIX TOYKaXx, HO 3Ty MHOPMAaLIMIO MOXHO ByAeT yBUAETb MNOA BanM
akkayHToM B Control Center. s fononHuTeNnbHoM 6€30MacHOCTU He BBOAUTE
NoJHble JaHHble, KOTOPbIE Bbl XOTUTE 3aLUTUTb. B 3TOM cnyyae, Bbl LOMKHbI
o4YnMcTUTHL onuuto CoBnageHune LenbixX CNoB.

HactponTe Tpebyemble napaMeTpbl CKaHUPOBaHUA Tpaduka.

. Beb6 ckaHupoBaHue (HTTP traffic) - ckaHupyeT HTTP (Be6) Tpaduk u
610KMpYET UCXOASLLME AaHHble, KOTOPblE COOTBETCTBYHOT AaHHbIM
npaBuam.
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. Email ckanupoeanue (SMTP traffic) - ckaHnpyeT SMTP (nouTta) Tpaduk
1 61TOKMPYET UCXOAALLME COOBLLEHUS IEKTPOHHOI NMOYTbI, CoAepXXalume
JaHHble NpaBuJI.

Bbl MoxeTe BblﬁpaTbZ NMPUMEHATb TMpaBWJI0O TOJIbKO B CJly4dae €CJin
cosnageHune np0M30|7|p,eT no BCeMy CI10BY LIEJIMKOM UJTN XKe eCnn coBnageHmne
r|p0|/|3017|p,eT MO HaXoXAeHno NCKOMOM CTPOKMW.

Haxmute CoxpaHutb. HoBOE NpaBuo 6yaeT A06aBNEHO B CMMCOK.

3. HacTpoiiTe ucknioveHus B NpaBuax 3alluTbl AaHHbIX TaK, YTO6bI NOSIb30BaTENU
MOI/IM OTNPaBNATh 3aliulllaeMble AaHHble paspelleHHbIM Be6-cahTaM U
nonydyatensam. icknroyeHns MoryT 6bITb MPUMEHEHbI B No6anbHOM MacluTabe
(ansa Bcex NpaBuil) UK TONBKO AN ONpeAesieHHbIX npaBui. YTobbl 406aBUTb
UCKJItOYEHME:

a.

b.

®

HaxxmuTe kHonky & [106aBUTb B BepxXHel yacTu Tabnuubl. MosiBUTCS OKHO
KOHUrypauum.

BeeguTte Be6-afpec unu agpec S5eKTPOHHOM MOYTbl MOSb30BATENEN,
KOTOPbIM pa3peLleHo pacKpbiBaTb 3alMLLaeEMble AaHHbIE.

Bbi6epuTe TMN UcKtoueHns (Be6-afpec Um agpec aNeKTPOHHON NoYTbI).
W3 Ta6nuubl NMpaeuna, BbiGepuTe Npaesuio(a) 3almnTbl AAaHHbIX, A1 KOTOPOro
9TO UCKJIIOYEHUE criefyeT NPUMEHSATD.

HaxxmuTe CoxpaHuTb. HoBOe MpaBuiio UCKIIKOYEHUIN ByfeT fo06aB/eHO B
CMUCOK.

Mpumeyanmne
Ecnu nucbmo, copepkallee 6M0KMpyeMble AaHHble, afpecoBaHO HECKOJIbKUM
nonyyartenam, Ana KoTopbix 6b1nn onpepeneHbl NCKNKOYEHUA, OHU ero nosy4yar.

YT06bl yAanuTb NPaBUIo UM UCKITKOYEHMUS U3 CMIMCKA, HAXKMUTE COOTBETCTBYHOLLYHO
KHOMKy & Yganutb B NpaBoi YacTu Tabnmupl.

Beb6-3awuTa

Ha aTton CTpaHuue HaCTpOVIKM OopraHusoBaHbl B cnegyrouimne pasgeibl:

e AHTUGUWNHT
. CkaHupoBaHue Beb-Tpaduka
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General Antiphishing

BT A Protection against fraud

Firewal Pratection against phishing

Net
“ Web Traffic Scan

General
Web (HTTP traffic)

Content Control Incoming emails (POP3)

\Web Protection Outgaing emails (SMTP)

Network Attacks
Monutukmn KOMMNbKOTEPOB U BUPTYaJibHbIX MaLUWUH - 3aUJ,MTa ceTun - Be6-3aUJ,MTa

AHTUOULWINHT

3awmTa oT (uUWwMHra aBTOMaTUYECKM O6SIOKMPYEeT M3BECTHble (ULLIMHIOBblE
Be6-CTpaHuMLbl, YTOOblI MOJIb3OBATESIM CyYalHO He PacKpblUIM YaCTHYH WU
KOHpUAEeHUMANbHYO MHPOPMALMIO UHTEPHET-MOLLIEHHUKAM. [pu 3TOM BMecTo
(UWMHroBbIX BEG-CTPaHNL, 0OTOBpaXkaeTcs ocoban CTpaHuLa NpeaynpexneHus B
6paysepe, 4Tobbl COOOLWMTb MONb30BATENIO, YTO 3anpolleHHan Beb-cTpaHuua
onacHa.

Bbi6epuTe AHTU-DULIMHF, YTO6bI aKTUBMPOBATb aHTUGOULLMHIOBYHO 3aLUTY. Bbl
MOXXeTe AOMOJSIHUTENbHO HAacTPOUTb aHTUMMULIMHE, C MOMOLLbIO ClEeAYHLLMUX
napameTpoB:

. 3au1,wra OT MOLLUEeHHn4YyecTBa. Bbl6epVITe ATy Onuyunro eCsin Bbl XOTUTE PaCLUNPUTDb
3awunTy OoT Apyrux emaos MmoweHHn4yecTBa, noOMMMo d)VILIJI/IHFa. Hanpmmep, oT
Be6-canToB, npeacrtaBnAarOLWKUX noaaesibHble KOMMaHuu, KOTOpble
HenocpeaCcTBEHHO He 3anpaliunBakoT KOHd)M‘El,eHLI,I/IaJ'leyIO VIHd)OpMaLI,IMO, HO
BMECTO 3TOIro NbITakOTCA NPeEACTAaBUTLCA B Ka4eCTBE 3aKOHHbIX npep,anﬂTMﬁ
N nonyynTb I'Ipl/l6b|ﬂb, o6MaHbIBas J'II-O,ELGI;I B A€e/10BbIX OTHOLLWEHUAX C HUMU.

o 3awmta oT ¢uwmHra. Wcnonbsyinte 3Ty onuuio, 4YTOob6bl 3aWUTUTH
nonb3oBaTesiel OT NOMNbITOK QULLIMHra.

Ecnu nermtnmMHasn Be6-CTpaHI/IL|,a HEKOPPEKTHO onpenendeTcd Kak CI)I/ILIJI/IHFOBaﬂ
n 6J'IOKI/IpyeTC$|, Bbl MOXeTe )J,O6aBI/ITb ee B 6eflblil CrIMCOK, YTO6bl NO3BOJIUTh
noJjib3oBaTtenidM OOCTyN K Hen. Cnucok OOJDKEH coepiXaTb TOJIbKO Be6-calThl,
KOTOPbIM Bbl MOJIHOCTbLHO AOBeEpPAeETE.

ana ynpaBneHna NCKJIi4YeHnamMun Mmoayns aHTVICbVIUJVIHFaZ
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1. MNepengute B pasgen O6wme HACTPOMKM U HaXMuUTe KHoMKy FnobanbHble
UCKJIIOYEHUS.

2. BeepuTe Be6G-agpec v HAXXMUTE KHOMKY @ [l06aBUTbD.

Ecnn Bbl XOTUTE UCKITHOUNTL BECb CalT, HaNnuMnTe NMs OOMeHa, Hanpumep,
http://www.website.com, @ €eCnM Bbl XOTUTE WUCKJOYNTb TOJIbKO

BeO6-CTpaHuLy, HanuLINMTe TOYHbIW Be6-apec 3TON CTpaHuULbl.

MpumeyaHue
CuMBoONbI LWAGIOHOB He NPUMeHsItoTCS Npy ykasaHuu URL.

3. YT06bl yaanuTb UCKITHOYEHMWE U3 CMIUCKA, HAXXMUTE COOTBETCTBYHOLLYHO KHOMKY
=Y pnanuTb.

4. Haxmute CoxpaHUTb.

CkaHupoBaHue Beb-Tpaduka

Bxogsume coobLieHns anekTpoHHou noytbl (POP3) n Be6-Tpaduk npoBepsitoTcs
B peXumMe peasbHOr0 BPEMEHW, 4YTO6bI MNpPeaoTBPaTUTb MNPOHUKHOBEHUE
BpenoHocHoro MO B KoHeYHYo Touky. Mcxoasuwme nucbma (SMTP) npoeepsitoTcs
Ansi NpefoTBpaLL,eHUs 3apaXeHWs BpeAOHOCHbIMY MPOrpaMMamMm ApYrnx KOHEYHbIX
Toyek. CkaHMpoBaHWe Beb-Tpaduka MOXET HECKOJNbKO 3amMediMTb paboTy B
NHTepHeT, 04HAaKO TaKoe CKaHMPOBaHWNe NO3BOJISIET 6JIOKMPOBAThb BPeOHOCHbIE
nporpaMmbl, KOTOpble MPOHWKAIOT B Ball KOMMbOTEp M3 MHTepHeT, BKtOYas
CKpbITble 3arpy3Ku.

Mpn o6Hapy>XKeHWM 3apa)eHHOW 3NEKTPOHHOW MOYTbl, OHA aBTOMaTUYECKM
3aMeHAeTCsl  CTaHAapTHbIM  MUCbMOM,  MH(POPMUPYHOLLMM  MoslyyaTess
OPWUIrMHaNbHOrO 3apa)K€HHOro nucbMa. Ecnnm Be6-cTpaHuua CcopepXuT uim
pacnpocTpaHsieT BpeOHOCHbIE MPOrpaMMbl, OHa aBTOMaTUYECKUN 6JIOKMpYeTCS.
Mpn aTom 6yaeT oTo6paxkeHa cheuuasibHasi cTpaHuua npeaynpexaeHus,
uHdopmMupytoLas nonb3oBaTeNis 0 TOM, YTO 3anpalinmBaemMasi Be6-CTpaHuLa
onacHa.

MOXHO OTKJIHOUMTb CKaHUPOBAHMWE 3JIEKTPOHHOMN NOYThl U Be6-Tpaduka, YToObI
YBEJIMYNTb MPOU3BOANTENBHOCTb CUCTEMBI (He pekoMeHayeTcs). [JaHHoe fecTBue
He 6yZileT NpefCTaBNATb CYLLLECTBEHHOM Yrpo3bl A0 TeX Nop, NoKa CKaHWpoBaHue
npu [OCTYMe NoKanbHbIX GainiioB 0CTAETCSA BKIHOYEHHBIM.
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Mpumeyanmne
MapameTpbl Bxoasume coobweHus n Ucxoasawme coobLLeHna HegoCTYNHbI Ajis
macOS.

CETEBbIE aTaKH

Network Attack Defense npegocTtaBnsieT ypoBeHb 6€30MacHOCTH, OCHOBaHHbIN Ha
TexHonoruu Bitdefender, koTopas obHapyXvMBaeT M nNpegnpuHUMaeT AencTBus
NMPOTUB CeTEBbIX aTak, MpeAHa3HaYeHHbIX AJ1A MNOJSyYeHUss JOCTYNa K KOHEYHbIM
TOYKaM, C MOMOLLbIO CNeLmasnbHbIX MeTOA0B, TAKMX Kak: aTaku MeTo0M nepe6opa,
ceTeBble "aKCMIonTbI" M NporpaMMbl AJ151 KpaXku napoJsiei.

General Network Attack Defense
Antimalware

Firewal Attack Techniques

Network Protection Initial Access Block

<]

General Credential Access Block

<]

Content Control Discovery Block

a

Web Protection Lateral Movement Block

<]

Network Attacks Crimeware Block

Patch Management
g Reset to Default

Device Control

Monntukmn KOMMNbKOTEPOB U BUPTYaJibHbIX MaLUUH - 3awmTa ceTu - CeTeBble aTaku

Yto6bl HacTpouTb Network Attack Defense:
1. YcTtaHoBute dpnaxxok Network Attack Defense , uTo6bl BKIHOYMTL MOAY/Ib.

2. YcTaHoBMTe COOTBETCTBYHOLME BIaXKKK, YTOObI BKIIHOUNTD 3aLLUUTY OT KaXKa,0M
KaTeropum ceTeBbiXx aTak. MeToAbl ceTeBbIX aTtak CrpynnMpoBaHbl B
COOTBETCTBUU C AaHHbIMKU MITRE ATT&CK, ocHOBaHHbIMU Ha CrlefyroLEeM:

. HauvanbHbIi AocTyn - 3/I0yMbIWIEHHWK TONy4YaeT JOCTYNn B CeTb
pa3fMuHbIMK crioco6aMu, B TOM 4ucile YA3BUMOCTU O06LLEeAO0CTYMHbIX
Be6-cepBepoB. Hanpumep: aKCIUIOWTbI AN packpbiTUa MHGOpMaLuK,
3KCMMONTbl SQL-MHBEKLMIA, BEKTOPbLI 3apaxeHUsl MOCPeACTBOM CKpbITOW
3arpysKu.

. ﬂOCTyn K YY4€THbIM AAaHHbIM - 3JI0YMbIWNEHHUK KpadeT Takne y4YeTHble
JAaHHble, KaK UMeHa nonb3oBaTenen n naponm, 4yTObbI noJlyynTb AOCTYMN K
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cuctemaM. Hanpumep: aTaku MeToAoM nepe6opa, IKCMIOUTHI
HeCaHKLIMOHMPOBaHHOM ayTeHTU(hUKAaLMKW, NPOrpaMMbl 4J1 KpaXky naposiei.

. O6Hapy)xeHue - nocne MPOHUKHOBEHUSI 3JI0YMbILIEHHUK MbiTaeTcs
nonyunTb MHMOPMAaLMIO O CUCTEMAx M BHYTPEHHEN ceTw, npexae 4yem
pelwunTb, YTO AenaTthb Aasblue. Hanpumep: aKCnnonThl BbixoAa B hansoByto
CcUCTeMy cepBepa, IKCMIONTbI Bbixofa B dannosyto cuctemy HTTP.

. BokoBoe fBUYXEHMe - 3MT0YMbILLIIEHHUK UCCNeAyeT CeTb, 4acTo NepeMeLLLasiCb
MO HECKOJIbKUM CUCTEMAM, YTO6bI HANTU OCHOBHYHO Liefb. 3110YMbILLIIEHHUK
MOXEeT UCMOoJIb30BaTh CrielnasnbHbie UHCTPYMEHTbI 1A JOCTUXEHUS LIESN.
Hanpumep: aKcniomtbl C WCMNONb30BaHUEM KOMaHAHbIX WHBEKLMNA,
akcnnontebl Shellshock, akcnnoTel ¢ ABONHBIM pacLUMPEHUEM.

o MolweHHnyeckoe MO - aTa KaTeropuna BKIHO4YaeT B cebs METOobl,
npegHa3Ha4eHHble and aBToMaTtu3aymm KVI6EpI'IDECTyﬂHOCTI/I. HaanMep,
MeTOo bl MOLLEHHNYECTBa: A4epHble 9KCMJIONTHI, pas3nnyHble BpeOAOHOCHbIE
nporpamMmbl, Takme Kak TPOAHbI U 60Thl.

3. Bbi6epute [eicTBUSA, KOTOPble Bbl XOTUTE MPEAMNPUHATbL MPOTUB KaXXAoW
KaTeropmMm MeToA0B CETEBOMN aTaKu, U3 CNeAyOLWUX BapuaHTOB:

a. bnokupoeka - Network Attack Defense ocTaHaBnMBaeT MOMbITKY aTaku
nocre o6Hapy>XeHus.

b. Tonbko oTueT- Network Attack Defense uHpopmupyeT Bac 0 06HapyXKeHHOM
MonbITKe aTaku, HO He NbITaeTCsl OCTaHOBUTD ee.

Bbl MOXXeTe nerko BOCCTaHOBUTb nepBoHa4valibHble HaCTpOIZKM, Ha)XXaB KHOMKY
BoccTaHoBneHue HacCTpoeK no ymona4yaHuvio B HUXHEeN YacTu CTpaHuubl.

I'Iop,po6Ha$| I/IHd)OpMaLl,I/IFI O nonbITKax ceTeBbiXaTak AOCTYNHa B OT4YETE O CETEBbIX
MHUNOEHTaX U B YBE4OMJIEHUN O CeTEBbIX MHUMOEHTAaX.

7.2.7. YnpaBneHue ucnpasJieHUAMM

Mpumeyanme
[aHHbI MOAYNb AOCTYNeH ANs:

o Windows ans pa6ounx cTtaHuun
« Windows gns cepeepoB

Moaynb ynpaBneHWs UcnpaBfieHUSIMU OCBOGOXAeT Bac OT Heo6XOoAMMOCTU
O6HOBNATbH KOHEYHbIE TOUYKM C MOMOLLbIO MoceAHNX 06HOBJIEHUI MPOrpaMMHOro
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obecrneyeHuns, aBTOMaTMYECKM pacnpeaenss U ycTaHaBAMBas UCnpassieHns ans
LUMPOKOro CreKTpa NpoAyKTOB.

Mpumeyanune
Bbl MOXXeTe NpoBepUTb CMUCOK NMOAAEPKMBAEMbIX MOCTABLUKOB M NPOAYKTOB B
9TOW cTaTbe 6a3bl 3HAHUN .

9TOT pasgen MoJIMTUKM COAEPXWUT MnapamMeTpbl A  aBTOMaTUYecKoro
pasBepTbiBaHWUA UcnpaBneHnid. CHavyana Bbl 6ygeTe HacTpauMBaTb, KakK naTyu
3arpy>katoTcsl B KOHeYHble TOUKU, a 3aTEM KaKUe naTyu ycTaHaBAMBaTh M Korga.

HacTpoiika napameTpoB 3arpy3ku UCnpaB/eHus

B npouecce pacnpocTpaHEHUs WCMpPaBNeHWA UCMONb3YHOTCA CepBepbl
K3LIMPOBaHWS UCMpaBNeHU Ans onTUMKU3auum ceTeBoro Tpaduka. KoHeuHble
TOYKM MOAKIIYAOTCA K 3TUM CepBepaM M 3arpyXaroT UCMNpaBiieHus yepes
NOKasibHyl0 ceTb. [Nl BbICOKOW AOCTYMHOCTM MCMpaBJieHUi pPEKOMEeHAyeTCS
ncnonb3oBaTb 60/1€e OJHOro cepBepa.

UT06bl HasHaAUMTb CepBepbl KALUMPOBAHUS UCMPABIIEHU LeNeBbIM KOHEUYHbIM
TOYKaM:

1. B pasgene MapameTpbl 3arpy3Ku UCMPABNEHUI LLENKHUTE MoJie B BEPXHEN
yacTu Tabnuubl. [oABUTCA CNUCOK OOGHAPYXXEHHbIX CEPBEPOB KELUMPOBAHUSA
naTyen.

Ecnm cnucok nycT, BaM HYXXHO YCTaHOBWUTb POJib CEPBEP KeLMpOBaHMWSA
MCnpaBfieHU Ha pene B Balle ceTw. ns nogpo6Hon nHdhopmMaumm obpatuTech
B 'MA no ycTaHoBKe.

Bbi6epuTe cepBep M3 cnucka.
HaxxmuTe kHonky & [l06aBUTb.

4. Ecnn HeobxoauMo, NOBTOpPUTE Npeablaylime warn 4tobbl 4o6aBUTb apyrve
cepBepbl.

5. Ucnonb3syiiTe cTpesiku BBEPX U BHM3 C NPaBOW CTOPOHbI Tabnuubl, YTOObI
YCTAHOBUTb NpUOpPUTET cepBepa. [pUopUTET YMEHbLIAETCS CBEPXY BHU3 MO
CrUCKY.

KoHeyHas Touyka 3anpalivMBaeT WUCMpaBiieHWe Yy HasHauyeHHbIX CEepBEPOB B
nopsaake npuoputeta. KoHeyHas Touka 3arpy)xaeT UcnpasJieHne C cepBepa,
rae OHO HaxoAuT ero nepBbIiM. CepBep, Ha KOTOPOM OTCYTCTBYET 3anpoLleHHoe
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ncrnpasJieHne, aBTOMaTUYECKWN 3arpy3nT ero oT NMocTaBLLLMKa, YTO6bI cAenaTh
€ro AOCTYMHbIM AnsA 6yAyLLMX 3aMpoCoB.

YT0o6bl yOanuTb HEHYXHble CepBepbl, HAXXMUTE COOTBETCTBYHLLYH KHOMKY
©YpanuTb B NpaBouv YacTu Tabnuupl.

Bb|6ep|/|Te napamMeTp Ucnonb3oBaTb Be6-caTbl NMOCTaBLLUKOB B KayecTBe
3anacHOro Mecrta Aana 3arpys3ku McnpaBneHuﬁ , UTO6bI y6e}J,VITbCF|, 4YTO Balln
KOHEYHbI€ TOYKM NOJIy4HaroT ncnpaesneHmnd nporpaMMHoOro obecnevyeHns B cny4yae
HEeAOCTYNHOCTU CepBEPOB KaWnMpoBaHUA MCHpaBﬂeHMVI.

HaCTDOﬁKa M YCTaHOBKa CKaHMpOBaHUA MCI'IpaBJ'IEHMﬁ
GravityZone BbIMNMOJIHAET pa3BepPTbiBaHMe UCnpassieHUe B ABa HeE3aBUCUMbIX 3Tana:

1. OueHka Mo 3anpocy Yepes KOHCOJb YNPaB/eHNs KOHEYHbIE TOYKM CKAHUPYHOT
OTCYTCTBYHOLLME UCMIPABJIEHNS U COOBLLAIOT O HUX.

2. YctaHoBKa KOHCOMb OTMNpaBUT areHTaM CNUCOK UCTMpPaB/iIeHUI, KOTOpbIie Bbl
XOTUTe ycTaHOBUTb. KOHeYHasa Touka 3arpy)xaeT McnpasfieHUs C cepBepa
K3LWIMpPOBaHNA UCMPaB/IEHMI, @ 3aTEM YCTaHaBNMBaET UX.

Monutuka npegocTaBnaeT napamMeTpbl AJS aBTOMaTU3auumM 3TUX MNpPoLEeccoB,
YaCTUYHO MM NOJTHOCTLHO, YTOGbI OHU nepnognyecku sanyckaancCb B COOTBETCTBUN
C nNpeanoyTuTesibHbIM pacnmcaHnem.

YT06bI HACTPOUTHL aBTOMAaTUYECKOE CKaHUPOBaHUE UCTIPABIIEHWIA:
1. Bbi6epuTe Gnakok ABTOMaTUUYECKOE CKaHUPOBaHUEe UCTIPABMEHUA.

2. UcnonbayiiTe napamMeTpbl MJaHUPOBAHUS [Nl HACTPOMKU MOBTOPEHUSA
CKaHMpOBaHWA. Bbl MOXeTe HAcTPOUTb CKaHUPOBAaHWE €XELHEBHO WU B
orpefenieHHble AHWU HELLENW, B ONPefeSIeHHOE BPEMS.

3. Bbibepute  UHTennekTyanbHoe CKaHUPOBaHME MNpU YCTAaHOBKE HOBOFO
NpunoXXeHus/nporpaMmmbl, YTo6bl ONpPeaenunTb, KOrga HoOBOE NPUIIoXKeHNe 6b110
YCTaHOBJIEHO HAa KOHEYHOW TOYKE U KaKue natym JOCTYMHbI 41S Hero.

YT06bl HACTPOUTHL aBTOMAaTUYECKYHO YCTAaHOBKY UCTPaBREeHUI:

1. YcTtaHOoBUTE d)ﬂa)KOK YcTaHOBUTb MCMpaBneHUs aBTOMaTUYECKU mnocne
CKaHUpoBaHUA .

2. BbibepuTe, Kakue UCMpaBneHus crefyeT YCTaHOBUTbL: 6€30MacHOCTH, UHble
Wnn Bce cpasy.
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3. Wcnonb3ayiTe napaMeTpbl NIaHUPOBaAHUA AN HACTPONKU BPEMEHM 3anycka

3aga4y ycTaHoBKW. Bbl MOXeTe HacTpouUTb CKaHMpOBaHWe cpasy mnochne
3aBeplleHna CKaHupoBaHuUA MCI'IpaBJ'IEHVIﬁ, eXxxegHeBHO nnu B onpeneneHHble
OHW Hepenwn, B ornpepgenieHHoe BpeMA. Mbl pekoMeHayeM ycTaHaBnmMBaTb
ncnpaeneHuna 6e3onacHoCTH Ccpasy nocne ux O6Hapy)KeHMF|.

Mo YMOJI4aHUIO BCe NPOAYKTbl UMEKOT NpPaBO Ha UCMpaB/1eHUA. Ecnu Bbl X0TUTE
aBTOMaTUYECKN OBHOBUTb TOJIbKO Ha60p NPOAYKTOB, KOTOpPbI€ Bbl CHUTAETE
Ba>XHbIMU AN1A Ballero 6u3Heca, BbINONHUTE cnepaywouime AeﬁCTBMﬂZ

a. BblbepuTte pnaxkok Ocobblit NOCTABLLUK U NPOAYKT.

b. HaxmuTe none MocraBumk B BepxHel YacTu Tabnuubl. OTO6pasnTCsi CIMCOK
BCEX NOAJEPXMBAEMbIX MOCTABLLUKOB.

c. lMpokpyTuTe CNMCOK ¥ BbiGepuTe NOCTaBLIMKA AJsl MPOAYKTOB, KOTOpble
Bbl XOTUTE UCMIPABUTb.

d. HaxmuTe none MpoayKT B BepxHen YyacTn Tabnuupbl. OTob6pa3nTcsi CNUCoK
BCeX NPoAYKTOB Bbl6PaHHOIr0 NoCTaBLMKa.

e. BbibepuTe BCce NpOAYKTbI, KOTOPbIE Bbl XOTUTE UCMPaBUTD.
Ha)kmuTe KHONKy & [lo6aBUTb.
g. lMoBTOpUTE NpeablayLLMe LWarv 418 0CTaBLUNXCA NOCTaBLLNKOB U NPOAYKTOB.

Ecnvu Bbl 3a6binn 106aBUTL NPOAYKT WKW XOTUTE yAaluTb ero, Hanaute
nocTaBLUMKa B Tabnmue, ABaXAbl WesikHWUTe nosie MpoaykTbl U BbIGEpUTE
WM OTMEHNTe BbI6Op NPOAYKTa B CMUCKE.

YT06bI yAannTb NoctaBLWWKa U BCG ero npoAyKThl, HanguTe ero B Tabnuue u
Ha)XMUTe COOTBETCTBEHHO KHOMKY = YaanuTb B npaBow yacTu Tabnuubl.

Mo pPas3nMyHbIM NpUYNHaAM KOHEYHAA TOYKa MOXeT ObITb OTKJIHOYEHA, Korga
Ha3Ha4yeHa yCTaHOBKa UcnpaBJieHUA. Bb|6ep|/|Te napamMeTp Ecnu nponyuieHo,
3anycTuTe KaKk MOXXHO CKOopee, 4YTObbI YCTaHOBUTb UCNpaBJieHUA cpasy nocne
TOro, Kak KOHe4YHaa ToO4YKa BEPHETCA B 0ﬂepaTVIBHbII7I pPeXnMm.

HeKOTOpre ncnpaeneHuna Tp66YI'OT nepesarpysku CuCtemMbl nocrie yCTaHOBKW.
Ecnn Bbl x0TUTe cpenaTb 3To BPYUYHYIO, Bbl6epI/ITe napamMeTp OTNOXuUTb
nepes3anyck.

BaxxHo
D,ﬂﬂ yCI'IELLIHOVI OUEHKN U YCTAaHOBKM Ha KOHEYHbIX TOYKax Windows HeO6XO,D,V|MO
y6€p,I/ITbCF|, 4YTO BbINONIHEHbI Cneayoune Tpe6OBaHVIF|Z
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o JloBepeHHble KOpHeBbIe LieHTPbl cepTudukauumn xpaHuT CepTudukaT KOpHEBOro
LLC DigiCert Assured ID.

o [poMeXxyTouHble LieHTpbl cepTUdUKaLUM BKIIOYAET B Ce651 LLeHTp cepTudmMKaumum
noanucaHHoro koga DigiCert SHA2.

o Ha KoHeyYHbIXx TOYKax ycTaHoBMeHbl ucnpasnexnus gns Windows 7 n Windows
Server 2008 R2, ynomsiHyTble B 3Tow cTaTbe Microsoft: PekomeHgauuu no
6e3onacHocTu Microsoft 3033929

7.2.8. KOHTpOnb NpUN0XeHUn

Mpumeyanune
[aHHbI MOZYNb AOCTYNEH ANS:

« Windows ans pabounx cTaHuui
« Windows ansa cepepos

Mogaynb KOHTposb NpunoXxeHui o6aBnseT ewe oMH YPOBEHb 3aLUThbI OT BCEX
BMAOB BPeAOHOCHbIX Yrpo3 (BbIMOraTenel, aTak HyNleBOro AHs, 3KCrJIONTOB Ha
CTOPOHHUE NPUNOXEHUS, TPOAHOB, LUMUOHCKMX MPOrpaMM, pyTKUTOB, PEKIIaMHOIo
MO u . [1.) 6nokMpoBaHue 3anycka HeaBTOPM30BaHHbIX MPUJIOXKEHUI U NPOLLECCOB.
YnpaBneHve MpuUNoXeHUAMU YMEHbLUAET TOBEPXHOCTb aTakh, KOTOpYH
BpPeAoHOCHbIe MPOorpamMMbl MOTYT YCUITEHHO UCMOMNb30BaTh A/l BO3AENCTBUSA Ha
KOHEYHYIO TOYKYy, MpefoTBpallaeT YCTAaHOBKY W BbINOJSIHEHUE KaKUX-TM6O
HeXxenaTenbHbIX, HEHaAEXHbIX U BPeAOHOCHbIX MPUNOXKEHW.

YnpaBneHue NpunoXxxeHnsamMmu obecneymBaeTt rubkoe Co6M0AeHNE NOIUTUK, KOTOpble
nosBonAlT dopmupoBaTb "6enbid” CNUCOK MPUSTIOXEHUA U YNpaBAsTb
pa3speLLeHns MU Ha UX OBHOBIEHNS.
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General Application Control

nin Test Mode

Firenal Process Start Rules

Content Control

Priority Rule Name Status Targets Permission

Device Contra

Relay

Exchange Protection

KOHTPOJb NPUNOXeHUi

BaxxHo

o YT06bI BKOUNTL KOHTPONDb NPUA0XKEHUI 415 BALLMX TEKYLLMX YCTAaHOBMIEHHbIX
KJIMEHTOB, 3anycTuTe 3agauy MNepekoHpurypuposaTb KMeHTa. [locne ycTaHOBKM
MOAYJIA Bbl MOXETe NMPOCMOTPETb ero cTatyc B okHe MHdopmauus.

o YnpaBrieHWe NPUNOXEHUAMU CUIIBHO BIUSIET HA PEXUM MPUBUIENMPOBAHHOIO
nonb3oBaTensi nocne O6HOBJIEHUA MpwunoXxeHus. Hanpumep, korga "6enbin”
CMUCOK NPUIIOXeEHUIA 0GHOBUTCS, KOHEYHas! Touka 6yaeT NpeacTaBnsTb HOBYHO
uHdopmauumto. GravityZone O6HOBMSET NpaBwuna C HOBbIMW 3HAYEHUSIMU U
NOBTOPHO OTMPABISET MOJIUTUKY.

Bbl fo/KHBI 3anycTuTb 3apadyy O6Hapy)KeHue NpUIOXKEHUM AJisi MpocMoTpa
3anyLLeHHbIX MPUJIOXKEHMI N MPOLLECCOB B Balwlen ceTu. [1ns nonyyeHus 6onee
noapo6Hon nHdopmauumm, obpatutech K «O6HapykeHue MpunoxeHun» (p. 109).
3aTeM, Bbl MOXeTe onpeaenvTb nNpaBuna YnpasieHUs NPUNoXeHUMM.

YHpaBneHme npunoXxeHnamu pa60TaeT B ABYX peXumMax:

TecToBbIN peXXuM. YrnpaBfieHUe MPUNOXKEHUSIMU TONbKO OBHApPYXXMBAET U
coobLaeT nHhopmaumio npunoxeHusim B Control Center, B pesynbTaTe 4yero
OHV NpoAoSIKalT paboTaTb Kak 06bIYHO. Bbl MOXeTe HaCTPOUTb U NPOBEPUTL
CBOW MpaBwufia M NOAUTUKKU ANs "6enoro” cnucka, Ho NPUIOXeHUs He 6yayT
3a6/10KMPOBaAHBI.

Pexxum npousBopcTBa. YMpaBfieHWe MPUSIOKEHUSIMU  GNOKUPYET Bce
HensBeCTHble NpunoXxeHus. Mpouecckl onepaunoHHon cucteMbl Microsoft u
npoueccbl Bitdefender BkntoyeHbl B "6Genbl” CAMCOK MO YMOJIYaHUIO.
MpunoxeHusM, ykasaHHbIM B "6e10M” cnucke, 6yaeT paspelueH 3anyck. Ons
06HOBJIEHNST "6enoro” cnucka MpPUIOXKEHUHA, HEO6XOAUMO OMNPeaennTb, KTO
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MMeeT NPaBo 06HOBNATL CMIUCOK NMPUIIOXKEHMUI. ITO cneunduyeckme npoLecchl,
KOTOPbIM pa3peLleHo U3MEHSITb CYLLLECTBYHOLLME NPUOXKEHUS. [11s nosyyeHus
6onee nogpo6bHoM MHGopmMaLmm, 06paTuTeck K «IHBeHTapu3aums MNpuioXxxeHnin»
(p. 208).

MpepynpexpaeHune

e YTO6bl y6eaAnNTLCS B TOM, UTO JIETMTUMHbIE NMPUJIOXKEHUSI He OrpaHUYMBaEeTCS
MoZynem YnpaenieHnUs NpUoXXeHUsiMK, Bbl BOJKHbI 3aMyCTUTb MOAYJIb, B NepPBYHO
ouyepeab, B TECTOBOM pexume. TakuM 06pasoM, Bbl CMOXeTe y6eaAnUTbCS, YT
npaBvna v NOAUTUKK ANa "6enoro” cnucka sagaHbl NpaBuIIbHO.

o [poueccbl, KoTOpble paBoTanu NpW NeEPeKSIoYeHUU Moayns YnpaBneHus
NPUITOXKEHUAMM B PEXMM PeXXuM nNponsBoACcTBa, 6yayT 3a610KMPOBaHbI Nocre
cnepyroLLero nepesarnycka.

[ina ynpaBneHusi pa3peLleHnsaMr Ha 3anycK NpUIoXeHui:
1. OTMeTbTe pnaxkom KOHTPOsb NpUnoXeHun, 4yTo6bl BKITIOYUTL S3TOT MOAYIIb.

2. WcnonbayinTe dnakok 3anycTUTb B TECTOBOM peXXume [Jisi BKJIHOYEHUSA UK
BbIK/IFOYEHUS TECTOBOIO pexmMma.

@ Mpumevanue

« B TecToBOM pexume Bbl 6yaeTe YBeJOMIEHbI, KOTrAa MOAyb YripaBieHus!
MPUIOXKEHUAMM 3a6NOKUPYET OMNpefieneHHOe NpUSIoXeHne. s nonyyeHus
60nee noapo6HoN MHbopMaLIMK, 06paTUTECh K «TUTbl yBEAOMIIEHU» (p. 576).

« 3abnokupoBaHHOe NpUIOXKEHUe YBeAOMJIEHUA 6yayT oTobpaxkaTbCcs B
0o6nacT yBefOMJIEHMN MNPU OGHApPYXXEHUU HOBbIX MPUIIOXKEHUA U NpU
6JI0KMPOBKE NPUNOXEHWUI U3 "4epHoro” cnucka.

3. OnpepgeneHune npaBui 3anycka npotecca.

MpaBuno 3anycka npolecca

Moaynb YnpaBneHUss MpUIOXKeHWAMU MO3BONSIeT BaM BPYYHYH paspeliaTb
onpegesieHHble NMPUSIOXEHNSA U NMPOLLECCHI, OCHOBbIBAACH Ha X3LLe UCTIONTHAEMbIX
dhannos, oTneyaTke cepTudmKaTa 1 NyTU NPUNOXEHUs. Bbl Takke MoXeTe 3agaTb
UCKIHOYEHMS 4N1sl NpaBuit:
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Mpumeyanmne
YT06bl NONYYNTb COBCTBEHHbIE 3HAaUYEHWUS X3l UCMOJTHAeMoro daina u oTneyaTok
cepTudurKaTa Ucnonb3yntTe«/IHCTpyMeHTbl Moayns YnpaBieHus npuioxXeHnsamm»

(p. 613)

Tabnuua MpaBuna 3anycka npouecca MHOOPMUPYET Bac O CYLLECTBYHOLLMX
npaBunax, NpefocTaBIAs BaXHY UHDOpMaLUIO:

. [Mpuvoputer npaBun. lpaBuno c 6onee BbICOKUM MNpUOpPUTETOM 6yaeT
HaxoAMTbCS B CMUCKE BhbILLE.

. Wmsanpasuna m ctaTtyc.

« [punoxeHnss n paspelleHne Ha ux 3anyck. Bblbop npepctaBnsieT cob6om
onpefenieHHoe KOMMYECTBO YCNIOBUI, KOTOPble AO0JIKHbI BbIMOSHATLCS ANS
NpVYMeHeHns npaBuna.

YTo6bl co3gaTh NpaBuso sanycka npouecca:

1. HaxxmuTe KHonKy © [lo6aBMTb B BEpXHEWN YyacTu Tabnuubl, YTOObI OTKPbITb
OKHO KOHpUrypaumm.

2. B paspene Obuwee BBeguTe UMa npaeuna.
3. OTMmeTbTe (paxkok BKnounuTb, YTO6bI aKTUBUPOBATL NPaBUIIO.
4. B paspene 3agaum yKaxxuTe HasHauyeHue npasuna:

« KOHKpeTHbIi1 npouecc unu npowecchbl, YTo6bl onpeaennTb NPoLEeCC, 3anycK
KOTOPOro paspeLleH unu 3anpetLleH. Bol MoXXeTe aBTOpu3oBaTh ero no nyTy,
XaWy unu cepTudukaTty. YCnoBuss BHYTpM MpaBwuia CKIagblBatoTCs
nornyeckum AND.

- Onsa aBTopu3auun NnpnnoXXeHns no KOHKpPETHOMY NyTU:

a. Bbi6epute MyTb B cTON6LE THUN. YKaXNTE NYyTb K 06bEKTY. Bbl MOXXKETE
yKasaTb abCONIOTHLIN WM OTHOCUTENbHbLIM NYyTb K danny u
UCroNb3oBaTb 3HaKM MNOACTaHOBKU. CumBoN 3Be3fouku (*)
COOTBETCTBYET JII060MY (hanny B AupekTopuun. [IBonHas 3Be3fouka
(**) cooTBeTcTBYET BCeM (ainam M KaTanoram B ornpepesieHHoMn
AVpeKTopun. BonpocutenbHbI 3HaK (?) COOTBETCTBYET TOJIbKO
opfHOMY cumBony. Kpome Toro, Bbl MOXeTe f06aBUTb OMuMcaHue,
YyTO6bI MOMOYb MAEHTUDMLMPOBATb NPoLIECC.

b. W3 BbInagarowero meHto Boi6epute oAUH MU HECKOJIbKO KOHTEKCTOB
Bbl MOXeTe Bbl6paTb slokanbHbln, CD-ROM, cbeMHbIV unu ceTeBom
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auck. Bbl MmoxeTte 3a6HOKMpOBaTb BbIMOJIHEHUE MPUJIOXKEHNA CO
CbEeMHOIo HOCUTENA UIN Pa3pPELLNUTb, ECITN NPUNTOXKEHUE BbIMNOJTHAETCA
JIOKaJbHO.

- Onsa aBTopusaumn npusioxxeHme Ha OCHOBE X3lla, Bbl6epI/ITe Xaw B
CTOJ16LI,e Tvn v BBeguTE 3HaYeHue XeLIJ-d)yHKLLI/II/I. KpOMe TOro, Bbl MOXeTe
}J,O6aBI/ITb onucaHue, YTobbl MOMOYb I/I,D,eHTI/Id)I/IL[VIDOBaTb npouecc.

BaxxHo

[na reHepauun 3HayeHUsl X3lla, CKayaWTe MHCTPYMeHT OTrnevyaTok
nansua. Ons nonyyeHus 6onee noapo6HON MHGopMaLmm, ob6paTuTech K
«MIHCTpYMeHTbI Moaynst YnpaBneHust npunoxeHuamm» (p. 613)

— [ns aBTOpU3auumn Ha ocHoBe cepTudukaTta, Bbibepute Ceptudukar B
ctonébue Tun n BBeaMTe oTnevyaTok cepTudukata. Kpome TOro, Bbl
MOXXeTe [06aBUTb OnucaHue, 4YTobbl MOMOYb WAEHTUdUUMPOBATb
npouecc.

BaxHo

YT106bI NONyunTb OTMEYaToK cepTudMKaTa, cCKayamTe MHCTPYMEHT
Thumbprint. 1ns nonyyeHus 6onee noapo6HON MHOpMaLMK, 06paTUTECH
K «MIHCTPYMEHTbI MoAyna YrpasneHusa npunoxxeHmsamm» (p. 613)
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Rule name Test

Enabled

Targets

Target: Spedific process or processes
Certificate v N G‘:‘
Type Match Description Context Action

Path Ci\test\** exe ** wildcard Loca ! %:'
Path Ci\test\testl)*.exs * wildcard Loca '{8'
Path C:\test\testlexmp?e.exe ? wildcard Loca \ >:<:'
Hash zabbccddesffgghh6789 hash description N/R '%:'

Certificate zaddggyy1234567890 certificate description N/R '{8'

Mpaeuna npunoxenui (Application Rules)

Haxmunte @ [106aBUTb, 4TOObI O6ABUTL NPaBUIIO.

. MHBeHTapu3auusa npunoXkeHun wam rpynn, 4tTobbl AO06ABUTL FPynny uam
npunoxeHune, obHapy>xeHHoe B Ballen ceTu. Bbl MOXxeTe npocmaTtpuBaTb
NPWIOXEHNs, 3anylleHHble B Bawen ceTn, Ha cTpaHuue CeTtb
>AHBeHTapu3auua npunoXkeHuu. [lns nonyveHuss 6onee noapobHoOM
nHdopmauuu, obpaTutech K «/HBeHTapusauus MpunoxeHunin» (p. 208).

BcTaBbTe MMeHa NPUIOXKEHUI UM Ha3BaHWUs TPYNN B MoJe, pa3geseHHblie
3anaTon. DyHKLMSA aBTOMATUYECKOr 0 3aM0JIHEHWUSI OTOOPaXKAET NOACKA3KM
npv BBOJIE.

5. OTMeTbTe hnaxok BknouuTb nognpouecchbl, YTO6bl NPUMEHUTL NPaBUO K
NOPOXAEHHbIM A0YEPHMM MpoLeccam.

Mpepynpexpenne
Mpu HacTpolike NpaBun 4ns NpUIoXeHU 6paysepa, peKoMeHAYyeTCs OTKIIIOUNTD
3Ty onumto, YTo6bl NPefOTBPATUTL YrPo3bl 6€30MacHOCT!.

6. [JonosHUTENbHO, Bbl TaKXXe MOXeTe 3afiaTb UCKIIKOYEHMS AN npasuna 3anycka
npouecca. CnoxeHue onepaumﬁ aHaJIOrM4yHoO onncaHMKo B nNpeabiaywinx warax.
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7. Bpaspene Pa3pelueHus Bbi6epuTe, CieayeT paspeLunTb MM 3anpeTuTs Npasusa
ANA 3anycka.

8. Haxmute CoxpaHuTb, YTOObI COXPAHUTb U3MEHEHUS.

[ns pegakTMpoBaHuUs CyLLLeCTBYOLLLEro npasuna:

1. HaXMmuTe Ha HasBaHWe NpaBWa, YTOObl OTKPbITb OKHO KOHhUIypauum.

2. 3apanTe HOBble 3HAYEHMA AN ONUMI, KOTOPbIE Bbl XOTUTE UBMEHUTD.

3. Haxmute CoxpaHuTb, YTOObl COXPAHUTb U3MEHEHUS.

[nsa Toro, YTo6bl yCTAaHOBUTbL MPUOPUTET NpaBwuna:

1. OTMeTbTe Pna)KkoM HY>KHOE NnpaBuIo.

2. UcnonbaynTte KHOMKN ANsi 3a4aHUA NPUOPUTETOB B NMPaBOM YacTu Tabnmubi:

. Haxmute kHomky © BBepx, 4TO6bl MOAHATbL MPUOPUTET BbIGPAHHONO
npaeuna.

« HaxmunTte KHOMKy & BHU3, 4TOObI MOHU3UTL €€ NPUOPUTET.

Bbl MOXeTe yAannTb OAHO WU HECKOJ1IbKO NpaBuJ1 OAHOBPEMEHHO. Bce, uTo Bam
HY>XXHO caenaTtb, 3TO:

1. Bbl6epuTe NpaBuna, KOTopble Bbl XOTUTE YAANUTD.

2. HaxmuTte kHoMKy © YpanuTb B BepxHel yacTu Tabnuubl. Mocne ypaneHus
NMpaBuUJIoO Heslb3si BOCCTAHOBUTb.

7.2.9. KoHTponb ycTponcTs

MpumeyaHmne
JaHHbI MOAYNb AOCTYNEH ANS:

o Windows gnsi pa6ounx ctaHumi
o Windows gns cepsepoB
« 0OCMAK

Mogay”nb ynpaBfieHusi ycTPONCTBaMU NO3BONSIET MPEAOTBPATUTL YTEUKN AAHHbIX
U NMPOHUKHOBEHWE BpeAoHOCHOTO M0 yepes BHELLIHWE YCTPOWCTRA, NOAKIIHOYaeMble
K KOHEYHbIM TOYKaM, MPUMEHSIA C MOMOLLBIO MOJSIMTUK NpaBuna 6110KMPOBOK U
UCKJTIOYEHWH], 4711 LUMPOKOTO CrieKTpa TUMOB YCTPOUCTB.
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BaxHo

Ons macOS KoHTponb yCTPOWCTB MCNONb3yeT paclumpeHve agpa. YCcTaHoBKa
pacwmpeHnus agpa TpebyeT noaTBEpXKAEHMS nosib3oBaTtens Ha macOS High Sierra
(10.13.x). Cuctema yBepoMnisieT Nosib3oBaTeNst O TOM, YTO pacLUMpeHne CUCTEMbI
oT Bitdefender 6bino 3abnokuposaHo. lNosib3oBaTeslb MOXET paspelnTb 3TO B
HacTpoinkax bBesonacHocTb U KoHpUAeHUManbHOCTb . [1oka Mosib3oBaTenb He
yTBEPAUT paclumpeHmne cuctemMsbl Bitdefender, aToT Mogynb He 6ypeT paboTaTh, a
nonb3oBaTenbckuin nHTepdenc Endpoint Security for Mac nokaxket Kputuyeckyto
npo6semy, 3anpallnBatoLLyo YTBEPXAEHNE.

YT06bl CKTHOUYNTL BMELLATENBCTBO NONb30BaTENSs, Bbl MOXeTe NpeaBapuTesibHO
yTBEPAUTL paclimpenue sapa Bitdefender, 3aHecs ero B 6esibiit CMIMCOK C MOMOLLbIO
MHCTPYMeEHTa yrnpaBJsieHUs MOBUSIbHbIMUW YCTPOMUCTBaMU. [oapobHee 0 pacLluMpeHunsix
appa Bitdefender cm. 2Ty cTaTbio 6a3bl 3HAHWUN .

[ns ncnonb3oBaHWa MoAyns ynpaBieHUs yCTPONCTBaMU, HEO6X0AMMO CHavana
BKJIOUMTb €ro B areHT 6e30MnacHOCTH, yCTaHaBNMBaEMbIN Ha BbIGPaAHHbIX KOHEYHbIX
TOYKax, 3aTeM BKJILOUUTb OnLMio KOHTpOonb yCcTpoicTBa B MOSIMTUKE, IPUMEHSEMOiA
K 9TUM KOHEYHbIM ToYKaM. [Toce 3Toro, Kax bl pas Nnpu NOAKOYEHWUN BHELLHETO
YCTPOWUCTBA K YyMNpaBfisiEMOW KOHEYHOM TOYKe, areHT 6esonacHocTu 6yaer
0TNpaBnsATb MHHOPMaLMIO 06 3TOM cobbITuM B Control Center, B TOM uncne 06
UMEHU YCTPONCTBA, KNnacce, ID, paTte 1 BpeMeHU NOAKIIOYEHUS.

B cnepytouwen Tabnuue Bbl MOXeTe HAWTU TUMbl YCTPOWUCTB, KOTOpble
noaaepxwusatotca KoHTponem yctponcte B cucteMax Windows 1 macOS:

S T

ApanTepbi Bluetooth

YcTtponcTtBa CD-ROM X X

JnCcKoBble HAKOMUTENN Ha TMOKMX X [aHHble OTCYTCTBYIOT

auckax

IEEE 1284.4 X

IEEE 1394 X

YcTponcTBa 06paboTKM N306paXKeHUin X X

Moaembli X CeTeBble apanTtepbl,
ynpaBfisieMbie U3-Noj
CUCTEMBI

JIeHTOYHbIe HaKoNUTENU X [aHHble OTCYTCTBYIOT
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MopTaTtuBHble Windows-ycTponctBa X

MopTbl COM/LPT X LPT k nocnepoBaTesnibHbIM
nopTam NogaepXxvmBaeTtcs

SCSI Raid X

MpuHTepbI X Moppep>xmBaeT TOMLKO
NOKanbHO NOAK/OYEHHbIe
npuHTEpbI

CeTeBoM apanTep X x (Bktoyas kimoun Wi-Fi)

BecnpoBogHble ceTeBble aganTepbl X X

BHyTpeHHMWe yCcTpoUCTBa XpaHEHUS X

nHbopmMauum

BHellHee yCcTPOMCTBO XpaHeHus X X

nHbopmMauum

MpumeyaHmne

« B mac0S, ecnu g onpefesneHHoro Knacca ycTporucTs Bbi6paHo Monb3oBaTtenb
paspelleHne, 6yayT MPUMEHATLCA TOJMbKO paspelleHusi, HacTpoeHHble AJs
nogkarteropuu fipyroe.

« Device Control paspelwaeTt unu 3anpewiaet goctyn K agantepy Bluetooth Ha
cucteMHoMm ypoBHe B Windows #u macOS B COOTBETCTBMU C MOSIMTUKOM.
B0O3MOXHOCTb YyCTaHOBKU KOHKPETHOIO UCKIHOUEHUS IS KX 400 COMNpsiXXeHHOro
YCTpOMCTBA OTCYTCTBYET.

Moaynb ynpaBfieHUss YCTPOMCTBAMWU MO3BONSeT YMNPaBAsATb paspelleHnsMu
crnepyroLwmm o6pasom:

« CospgaHve npaBun paspeLleHnm

« CospaHue npaBun UCKIHOYEHUN

lpaBuna

Pasgen TpaBuna nos3BosiseT co3faBaTb paspeweHns  ansg YCTPOﬁCTB,
noaknro4vyaeMbliX K KOHEYHbIM TOYKaM.

YT06bI 3a4aTb pa3peweHna onpegesieHHbiM Tunam YCTpOIZCTBZ

Monutukm 6e3onacHocTy (Security Policies) 375




Bitdefender Grawt\/Zome

wn -~

unfollow the traditional

MepenguTte B YnpaBneHue ycTpoicTeBoM > lMpaBuna.

Ha)xxmMuTe Ha HasBaHWe yCTPONCTBA B NpeACTaBIeHHON Tabnuue.

BbibepuTe oAnH TUN pas3peLleHns U3 AOCTYMHbIX BapuaHToB. MNoxanyncTa,
obpaTuTe BHUMaHWUe, YTO JOCTYMHO MHOXXECTBO pa3peLleHnit, KOTopble MOTyT
BapbMpOBaTbCA B 3aBUCMMOCTU OT TUMa yCTPOMCTBA:

Pa3pelueHHoe: yCTPONCTBO MOXHO UCMONb30BaTb Ha KOHEYHOW TOUKE.
BnokupoBaHHoe: YCTPONCTBO HE MOXET 6bITb UCMOJIb30BAHO HA KOHEYHOM
Toyke. B 3TOM cnyyae, Kakablil pa3s, Koraa ycTpoucTBO NoAkoyaeTcs K
KOHEYHOW TOYKe, areHT 6€30MNacHOCTM NOKaXeT YBELOMIIEHUE O TOM, UTO
9TO YCTPOWUCTBO 3a6/IOKMPOBAHO.

BaxHo

MoakntoyeHHble yCTPOMCTBA, paHee 3a610KMPOBaHHbIe, He pa36iokmpyoTcs
aBTOMaTU4YeCKN nNyTeM U3MEHEHUA paspelleHna Ha Pa3pemeHo
MNonb3oBaTenb [OOJDKEH nNepe3arpysnTtb CUCTEMY UM MOBTOPHO NOAKMHOYUTD
yCTpOVICTBO, YyT06bl UMETb BO3MOXHOCTb UCMNOJMIb30BaTh €ro.

TonbKo YTeHne: MOXeT 6bITb UCMOSIb30BaHA TOJIbKO PYHKLMSA YTEHUSA Ha
JaHHOM yCTpOWCTBeE.

Monb3oBaTenb: NO3BOJISIET CO3[aBaTb pa3Hble pa3peLleHus s KaXxaoro
ThNa UcnosibdyemMoro rnopTa, Takux kak Firewire, ISA Plug & Play, PCl,
PCMCIA, USB, T.4. B aTom cny4ae, oTobpa)kaeTcsi CIMCOK KOMMOHEHTOB,
JOCTYNHbIX AN Bbl6paHHOrO YCTPOMCTBA, U Bbl MOXETe YCTaHOBWUTb
)XeslaeMble paspelleHns ANsl KaXXA0ro KOMMOHEHTa.

Hanpumep, anst BHELWHMX HaKonNUTenemn Bbl MOXeTe 3ab/I0KMPOBaTh TOJIbKO
noptbl USB 1 N03BOMTL NCNOIb30BaTh BCe OCTasIbHbIE NOPTHI.
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External Storage Rule

Permissicn: * Custom

Description: * External Storage
Custom Permissions

Firewire: Allowed

ISA Plug & Play: | Allowed

PCI: Allowed
PCMCIA: Allowed
scsl Allowed
SD Card Allowed

USB: Blocked

Other Allowed

- -

[MoNNTUKM KOMMBIOTEPOB U BUPTYaJibHbIX MaLUWH - YnpasneHue ychOFICTBaMVI - [paBuna

WcknoyeHuns

Mocne ycTaHOBKM NpaBwi pa3peLlleHnin ANis pasHbIX TUMOB YCTPOWNCTB, Bbl MOXETe
UCKIIIOYMTb onpeiesieHHble YCTPOMUCTBA UM TUMbl YCTPOMCTB M3 3TUX NpaBuJl.

Bbl MOXeTe 3a4aTb UCKJIKOYEeHUA onda yCTpOﬁCTBZ

. Mo ID ycTtpoicTBa (Mnu annapaTHoro ID), Ans 0603HAYEHNSA OMNpefeneHHbIX
YCTPOWNCTB, KOTOPbIe Bbl XOTUTE UCKITHOYUTD.

« Mo ID mogenu (unu PID), nns onpefeneHuss AvanasoHa YCTPOWCTE,
NponsBeAeHHbIX O HUM MPOU3BOANTESEM.

YT06bI CO3AaTb NpaBWiIa UCKIIKOYEHWUI AJ1S1 YCTPONCTB:

1. Mepengute B YnpaeneHne ycTponcTeBoM > UckntoueHus.

2. BkmouunTte onuyuto UcknioueHus.

3. HaxxmwuTte kHOMKy © [l06aBMTb B BEPXHEN YaCcTK TabnuLbl.
4

BbibepuTe cnocob, KOTOpbIN Bbl XOTUTE UCMOMb30BaTb AN Aob6aBneHus
UCKJTHOYEHUI:

. pr‘-IHyIO. B atom cny4yae, Bbl OJDKHbI BBECTU VIAeHTMCI)VIKaTOp Kaxxaoro
yCTpOVICTBa unu ID npoaykTa, KOTOprI;I Bbl XOTUTE UCKJTHOUNTDb, eCJZin 'y BacC
€CTb nojg DYKOVI CMUCOK COOTBETCTBYHOLLUX VI}J,eHTI/ICI)VIKaTOpOBZ
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Bbi6epute TUN ncktodeHus (no ID mogenu unum no ID ycTpoicTea).

B none UcknioueHus, BBegmTe naeHTUGMKATOPbI, KOTOPbIE Bbl XOTUTE
UCKNIOYUTD.

B none OnucaHue BBeANTE UMSA, KOTOPOE NOMOXET BaM onpeaenuTb
YCTPOWUCTBO UM Habop YCTPOWNCTB.

Bbi6epuTe TUN paspelleHns AnsA ykasaHHbIX ycTpoicTs ( PaspelueHo
unn 3ab0KMPOBaHO ).

Haxxmute CoxpaHUTb.

Mpumeyanune
MoxHo BPYYHYKO HACTpPOUTb WUCKIOYEHUA MOACTAHOBOYHbLIX 3HAKOB Ha
OCHoOBe VI,EI,eHTMd)VIKaTOpa yCTpOVICTBa, ncnonb3ysa CUHTaKcuc

nomcraHoBouHele 3Hakyu: deviceID . MUcnonb3yinte 3HaK Bonpoca

(?), 4TO6bI 3aMEHUTBL OAUH CUMBOJI, U 3BE3[,0UKY (*), 4TO6bI 3aMeHUTb Nto6oe
KOJIMYECTBO CUMBOJIOBB MIOeHTUOUKATOPE yCTpOMCcTBa .Hanpumep,

ana TlomcraHoBOuHEle 3HakM:PCI\VEN 8086* BCe YCTPOWCTBA,
cofepxatiue cTpoky PCI\VEN 8086 B cBoux ID 6yayT UCKOYEHbI N3
npasu NOSIMTUKN.

. C obHapy)XeHHOro yctpoiictBa. B aToM cny4yae, Bbl MOXeTe Bbi6paTb
naeHTUGUKATOpPbl YCTPOMUCTB WM  UAeHTUIUKATOPbl Mopenen Ass
UCKJTOUYEHMSI U3 CMCKa BCeX 06HapYXEHHbIX YCTPONCTB B Ballen cetu (B
OTHOLUEHMU TOJIbKO YNPaBisieMbIX KOHEYHbIX TOYEK):

a.
b.

Bbi6epuTe TMN uckntodeHus (no ID moaenu unm no ID ycTponcTBa).

B Tabnuue UcknioueHus BbibepuTe MaeHTUPUKATOP, KOTOPbIN Bbl XOTUTE

UCKITHOUNTD:

— OnsaupeHtudurkaTopos ycTponcTs (Hardware ID), BbiGepuTe Kaxgoe
YCTPOMWCTBO, KOTOPOE HEO6XOANMO UCKJTIOUYUTL U3 CIINCKA.

- OnaugeHtudukatopos mogeneit (PID), BbiGeprTe 0QHO YCTPOUCTRO,
YTO6bI UCKITIOUYNTL BCE YCTPONCTBA, MMetoLLme ToT Xe ID mogenu.

B none OnucaHue BBeAMTE UMS, KOTOPOE MOMOXET BaM ONpeaesnTb

YCTPOWNCTBO MM HAbOp YCTPOUCTB.

Bbi6epuTe TMN paspelleHus Ans yKasaHHbIX ycTpoicTs ( PaspelueHo

unm 3absoKMpOBaHo ).

HaxXmute CoxpaHUTb.
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Ba)xHo

o YCTpPONCTBa, Y)Xe NOoAKIHUYEHbIe K KOHEYHbIM TOYKaM, 6yayT O6HapY>KeHbl
Bitdefender Endpoint Security Tools Tonbko nocne nepesanycka
COOTBETCTBYHLLMX KOHEUYHbIX TOYEK.

« [NoakntoyeHHble yCTPONCTBA, paHee 3a6/I0KMPOBaHHbIE, He pa3t/ioKUpyLoTCs
aBTOMATMYeCKM MyTeM YCTAaHOBKM pa3spelleHnss Ha  PaspelueHo
Monb3oBaTesb AO/MKEH Nepe3arpy3nTb CUCTEMY UIIM MOBTOPHO NOAKIIOUNTD
YCTPOWCTBO, YTOGbI MMeTb BO3MOXHOCTb UCMOJIb30BaTh €ro.

Bce nckntoyeHHble ycTponcTBa nosiBsitcs B Tabnuue Exclusions.

YT06bI YAANUTb UCKITHOYEHME:

1. BblbepuTe ero B Tabnuue.

2. Haxxmnte KHOMKY @ YaanuTb B BEpXHEW YacTun Tabnumubl.
Exclusions

Add Refresh

Rule type Exception Description Permission

Allowed

Device ID EV.. WebCam

Product ID 8192 AMD Ethermet Adapters

Page | 1 | of1 0 . 2items

MoANTUKN KOMMbLIOTEPOB U BUPTYaJibHbIX MaLUUH - YnpasneHune yCTpOVICTBaMVI - Uckntoyenuns

7.2.10. PetpancnaTtop

Mpumeyanmne
JaHHbI MOAYNb AOCTYNEH ANS:

« Windows gnst paéounx ctaHumi
« Windows gns cepsepoB
o Linux

B aToM pasgene Bbl MOXKeTe 3aaTb HACTPOMKM CBA3W M OOHOBIIEHUI ANS KOHEYHbIX

TOYEK C poJiblo peTpaHcnAaTopa.
HacTpoiiku o6beguHeHbl B criegytolne pasgernbl:
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o KoMMyHuKaumm

« O6HoBNEHUs

KoMMyHuKaLum

Bknagka CBfisb COAEpPXWUT HACTPOMKWM MPOKCU-CepBepa ANIA CBSASU Mexay
peTpaHcnsATopamMu 1 KomrnoHeHTaMu GravityZone.

Mpu Heo6X0AMMOCTH, Bbl MOXETE CaMOCTOSITENIbHO HACTPOUTb CBSI3b MeXAy
BbIGPaHHbIMU KOHEYHBIMU TOUYKAMU-PETPAHCISTOPaMU U 0611a4HbIM CEPBUCOM
Bitdefender/GravityZone, ucnonbays cnegytouime napameTpbi:

. COXpaHMTb HaCTPOﬁKM YCTaHOBKM, 4YTO6bl UCMOSb30BaTb napamMeTpbl
NMPOKCHU-cepBepa, onpegesieHHbie B YCTaHOBOYHOM NakeTe.

. MWcnonbsoBaTb npoKcu, onpegeneHHbli B o6wem pasgene, 4TOObI
ucrnosb3oBaTb NapameTpbl MPOKCU-CepBepa, OnpefeSieHHble B TeKYLULEN
nonutuke B pasgene O6uiee > HacTpoikm.

« He ucnonb3oBatb, KOrga KOHEUYHbIE TOYKM HE CBSI3bIBAIOTCS C KOHKPETHbIMM
koMnoHeHTamu Bitdefender uepes npokcu-cepsep.

O6HOoBNEHUs

9TOT pa3fesi No3BosISieT HACTPOUTL NapaMeTPbl 0GHOBEHUI A1 KOHEYHbIX TOYEK
C poJiblo peTpaHcnsaTopa:

. B pasgene O6HoBneHue Bbl MOXETe HACTPOUTL ClieaytoLLMe NapameTpbi:
— WHTepBan BpeMeHU NpoBepKK PETPAHCIATOPOM HanMuna 06HOBIIEHUNA.

— PacnonoyeHue nanku Ha peTpaHCsaTope, KyAa 06HOBIEHMS MPOAYKTa U
CUrHaTyp 6yAyT 3arpy>atbCsl M 3epKanmpoBaTbCs. ECnv Bbl XOTUTe 3a4aThb
KOHKPETHYHO Narnky 3arpy3Ku, BBEAUTE €€ MOJHbIV MyTb B COOTBETCTBYHOLLEM
nosne.

BaxHo
PekomeHpayeTcsi 3afaTb CrieyuanbHyto nanky Assi o6HOBNEHMIA MPOAYKTa U
curHaTtyp. Us6erainte Bbi6opa Narku, Cogepxallen CUCTEMY WUIM NUYHbIE
dannbl.

. Onpepenutb nonb3oBaTenbCkoe MeCcTO O06HOoBNeHUs. 1o yMonyaHuio,
OGHOBNEHNSI ANA areHTOB-PeTPaHCASTOPOB pacronaraloTcsi Ha JIoKasibHOM
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cepeepe o6HOBNeHMI GravityZone. Bbl MoXeTe ykasaTb Apyrme UCTOYHUKU
06HOBIEHUI, yKa3aB IP-agpec Unn MMsA OQHOTO MJIM HECKOJSIbKUX CEPBEPOB
O6HOBJIEHU B CETU, @ 3aTEM HACTPOUTb MPUOPUTETbI UX UCMONb30BaAHMSA
KHOMKaMu BBEPX Y BHU3, 0TO6paXkaeMble Npu HaBeAeHUN Mbilwn. Ecnv nepBblit
UCTOYHMK O6HOBNEHMIA HEAOCTYNEH, 6yAeT UCMONb30BaH CeAyHLWMI B CIUCKE
U Tak panee.

YT106bI 3aaTb NoJ1Ib30BaTEJIbCKOE MECTOPACIMNOJI0XeHUe 06HOBJIEHUI:

1.
2.

BknrounTte onuyuio OnpeAEJWITb nosib3oBaTesNibCKue MecTa 06HOBIEHUS.

BeseguTe agpec HOBOro cepsepa 06HOBIEHUN B None [J06aBMTb NIoKaLuIo.
Mcnonb3yiTe oanH U3 CNeAyHOLLINX BapuaHTOB CUHTaKCKCa:
— update server ip:port

— update server name:port
Mo ymonuaHuto ucnonbayetcs nopt 7074.

Ecnu KoHeYHasi TOYKa-peTpaHCAATOp O6LaeTcs C JIoKaNbHbIM CEPBEPOM
O06HOBNEHUI 4Yepes MpOKcU-cepBep, BbibGepuTe Mcnonb3oBaTb NPOKCM.
HacTpoiiku npokcu-cepBepa, 3afaHHble B pasgene 06uee > Hactpoiiky,
6yayT YUTEHbI.

HaxxmuTe KHoMKy & [lo6aBUTb B BEPXHEN YacTu Tabnuubl.

Mcnonb3yiTe cTpenkn @ Beepx / & BHWU3 B KOJIOHKe [leicTBUe, YTOOLI
YCTaHOBUTb MPUOPUTET UCMOJIb30OBAHUSA UCTOYHUKOB O6HOBNEHWUIA. Ecnu
nepBbll  UCTOYHMK OGHOBJIEHWI HegocTyneH, 6yaeT WCMoNb30BaH
crnefyoLwmii B CUCKe U Tak Janee.

YTo6bl YAanuTb Narky U3 Crnucka, HaKMUTe COOTBETCTBYHLLYIO KHOMKY &
Yaanutb. Bbl MoXeTe yaanuTb UCTOYHMK OGHOBJIEHMI MO yMon4YaHuio (He
pekomeHayeTcs).

7.2.11. 3awmTa Exchange

MpumeyaHmne
970T Mogynb poctyneH ans Windows gnsi cepeepos.

Security for Exchange nocTtaBnsieTcsl ¢ 04eHb MrMEKMMU HAacTPOMKaMu, KOTopble
Mo3BONSIOT 3aluTuTh cepBepbl Microsoft Exchange oT Takux yrpos, kak
BpeAOHOCHbIe NporpamMMel, cnam U duwuHr. 3awmTa Exchange, yctaHoBneHHasn
Ha BalleM NMoYTOBOM cepBepe, M03BOJIAET BaM Takxe GuUnbTpoBaTb COOBLLEHMS,
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coaepxauime BNOXeHUA, Unn ecsin cogep>xXaHnue nncemM CUMTaeTca onacHbIM, B
COOTBETCTBMUM C NOJSIMTUKAMN 6€30MaCHOCTM Balle KOMMNaHNW.

YT06bl COXpaHWTb HOPMarbHY MNPOU3BOAMTENBHOCTL CepBepa, Tpaduk
9NEKTPOHHON MouYThbl obpabaTbiBaeTcs ¢unbTpamu Security for Exchange B
cnepyoL,eM nopsigke:

1. ®unbTpauus cnama

2. YnpaBneHue KOHTEHTOM > PUnbTpaLusa KOHTEHTa
3. YnpaBneHue KOHTEHTOM > GUNbTpaLus BAOXEHUI
4. dunbTpauns BpeOHOCHbIX NMPOrpamMMm

HacTpowku Security for Exchange opraHvMsoBaHbl B ciefyroLmnx pa3genax:

« OcHoBHbIe

« 3awwmTa oT BpegoHocHoro 10
« AHTUCnaM

« KOHTpOJSIb KOHTEHTA

OcHOBHbIe

B aTOM pasgfesne Bbl MOXeTe cO34aBaTh U YNPaBAsTb FpynnaMu yYeTHbIX 3anmceit
3JIEKTPOHHON MOYTHI, ONpeaensiTb CPOK XPaHEHWs OGBLEKTOB B KapaHTUHE U
6JI0KMPOBAThL OMnpepesneHHbIX OTNpPaBUTENEN.

['pynnbl nonb3oBaTeneil

Control Center no3BosisieT cozaaBaThb rpynbl NOSb30BaTeNen, A1 KOTOPbIX MOTYT
NPUMEHSITLCA PasfiyHble MONIMTUKU CKaHMPOBaHWsA U bunbTpauun. Hanpumep,
Bbl MOXETe C03/1aTb COOTBETCTBYIOLLYIO MOSIUTUKY ana UT-oTaena, oTaena npoaax
Unu ana MeHeyKepoB Ballen KOMMaHUu.

prnnbl nonb3oBaTenemn co3aarTCA rno6asbHO, He3aBUCMMO OT MONUTUK UMK
nonb3oBaTesen, KOTOpPbIE UX co3anun.

Onsa 6onee nerkoro ynpaeneHusi rpynnamu, Control Center aBTOMaTuyecku
UMnopTupyeT rpynnbl nosnib3oBatenen 3 Windows Active Directory.

YT06bI CO3aTb NOJIb30BaTENbCKYHO FPyNmy:

1. HaxmuTe kHonky & [106aBUTb B BepxHeln YacTu Tabnuubl. 0To6pasmTCst OKHO
nozapo6How nHhopmauum.

2. BBeauTe uMMsa Tpynnbl, €e ONUCaHWe U ajpeca SNEeKTPOHHOW MOYThbI
nosib3oBaTesien.
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Mpumeyanue

e [ns 60NbLIOrO0 KOJNMYECTBA afpecoB 3JIEKTPOHHOW MOYTbI, Bbl MOXeTe
CKOMUpPOBaTb U BCTaBUTb CMUCOK U3 TEKCTOBOrO thaiina.

« [lonycTuMble pasgenutenu: Npo6en, 3ansTas, Touyka ¢ 3ansiToi u BBoA.

3. Haxmute CoxpaHUTb.

lMonb3oBaTenbckme rpynnbl OOCTYMHbI AON1A pefakKTupoBaHUA. Haxmute Ha
Ha3BaHWe rpynnbl, 4YTOObI OTKPbITb OKHO HACTpOEK, rge Bbl MOXeTe€ USMEHUTb
OaHHbIe O rpynne ujian oTpeaakTnposaTb CMUCOK nonb3oBaTeNen.

YT06bl yaanuTb MoJsIb30BaTENbCKY FPYMMNy W3 Cnucka, Bblbepute rpynny u
HaXXMuUTe KHoMnky © YaanuTb B BEpXHeW YacTu Tabnuubl.

Mpumeyanmne
Bbl He MOXeTe pefakTUpoBaTb UM yaansaTb rpynnbl Active Directory.

HacTponku

. Ypanutb nomelleHHble Ha KapaHTUH ¢aiinbl, Yell cpok 6onblue yeM (gHei).
Mo ymonuaHuto, ¢ainnbl B KapaHTUHe cTapwe 30 AHen ypansalTcs
aBTOMaTUyecku. [1na Toro, YTo6bl USMEHUTL NEPUOS, BBEAUTE HOBOE 3HAUYEHUE
B COOTBETCTBYHOLLEM MOJE.

. UYepHbiit cnucok nogknoveHuii Ecnv aTa onums BkItoYeHa, cepeep Exchange
OTKJIOHSIET BCE MMUCbMAa U3 YEPHOIO CNNCKa OTNpaBuTENeN.

YT106bI CO3AATH YEPHbIN CNNCOK:

1. HaxmuTe Ha ccbiniky PefgakTMpoBaTb 3/1ieMeHTbl B YePHOM CrucKe.

2. BBepuTe apgpec 3NeKTPOHHOM MOYTbI, KOTOPbIN Bbl XOTUTE 3a6JI0KMPOBATh.
Mpu pepakTUpoOBaHUM CrMCKa Bbl TakKXe MOXeTe WCMonb3oBaTb
crneunanbHblie CUMBOJIbI, YTOObI 3aaTh AOMEH UK WAa6OoH ANa afpecoB
BXOASILLLEN SNEKTPOHHOW MOYThI:

— 3Be3poyka (*) 3aMeHseT HoMb, 0AUH UK 6oJiee CUMBOJIOB.
— BonpocuTenbHbii 3HaK (?) 3aMeHAET 0AWH JI060i CUMBOJI.

Hanpumep, ecnum BBecTU *@boohouse.com, BCE agpeca 3J1eKTPOHHOM
NnoYThbl U3 JOMeHa boohouse . com 6yAYyT 3a6IOKUPOBaHbI.
3. Haxxmunte CoxpaHUTb.

Monutukm 6e3onacHocTy (Security Policies) 383



Bitdefender Grawt\/Zome

unfollow the traditional

MpoBepka IP-agpeca gomeHa (AHTUCTYUHT)

Wcnonb3ayinTe aToT GUNbTP, YTOOLI NPEAOTBPATUTL NOAMEHY CllaMepaMu aapecoB
3NEKTPOHHON MOYTbI oTNpaBuTeneit (CnyhuHr) U NPUHATAE 3NTIEKTPOHHOMN MOYThI
Kak fJoBepeHHOW. Bbl MoxeTe ykasaTb IP-agpeca, KoTopbiM Bbl paspeluaeTe
OTMPaBKYy 3/1EKTPOHHOMN MOYThI B BaLLW NMOYTOBbIE AOMEHbI, U, PU HEO6XOAMMOCTH,
LPYrUX U3BECTHbIX MOYTOBbIX JOMEHOB. ECiiM nosBUTCA COOBLLEHNE OT OLHOMO
U3 NepeymncrieHHbIX JOMEHOB, Ho |IP-aipec oTNpaBuTesNst He COBNAAET HU C OLHUM
13 3ajaHHbIX IP-agpecoB, anekTpoHHas noyTa 6yeT OTKJIOHeHa.

MpepynpexpaeHune

He ucnonb3yiite aTOT GUNLTP, ECNN Bbl UICNOJIb3YETE CMAPT-XOCT, YCNYry NOYTOBOM
GUAbTPaLMN UM GUILTPYHOLLWN LLIKO3 SNIEKTPOHHON MOYTLI Nepe BalMM CEPBEPOM
Exchange.

BaxxHo

o ®unbTp NpoBepseT TONbKO NOYTOBbIE MOAKIOYEHUSA, HE NPOLLeALLNe NPOBEPKY
NOASIMHHOCTM.

. ﬂyqu.me NPaKTUKN:

PekomeHayeTcA Mcnonb3oBaTh aTOT GUILTP TONIbKO Ha cepBepax Exchange,
KOTOpble HeMmocpeaCcTBEHHO UcnosbaytoTcs B HTepHeT. Hanpumep, ecnn y
Bac ecTb o6a cepBepa Edge Transport u Hub Transport, HacTpoiTe aTOT
¢dunbTp TONbKO Ha cepBepax Edge.

[o6aBbTe B Ball CNMCOK JOMEHOB BCce BHYTpPeHHUe IP-agpeca, KoTopble MoryT
oTnpaBnATL NOYTYy Mo SMTP, He npoxoAs NPOBEPKY NOASIMHHOCTU COeAUHEHUS.
970 MOryT 6bITb aBTOMAaTU3UMPOBaAHHbIE CUCTEMbI OMOBELLEHUS, CETEBOE
o60opyaoBaHuWe, TaKoe KakK MPUHTEpbI U T.4,.

Ha cepBepax Exchange, ucnonbsyouwmx Database Availability Groups, Takxe
Jo6aBbTe B CNUCOK IoMeHOB |IP-agpeca Bcex cepBepoB ¢ posibio Hub Transport
n Mailbox.

ByabTe 0CTOPOXHbI Npy Ao6aBNeHUn B paspelleHHble |[P-apecoB BHELLHMX
NOYTOBbIX AOMEHOB, KOTOPbIE HE HAXOASATCSA NoA BalluUM yripasneHueMm. Ecnv
Bbl He 6yieTe aKTyannusnpoBaTb CNUCOK IP-afipecoB, COOBLLEHUS NIEKTPOHHO
NOYTbI U3 HEKOTOPbIX JOMEHOB MOTYT 6bITb OTKJIOHEHbI. ECNiK Bbl UCMONb3yeTe
pesepBHbI MX-cepBep, Bbl JOJIXHbI 406aBUTb A1 BCEX BHELLHMX NOYTOBbIX
ZomeHoB ero IP-agpec, ¢ KoToporo pesepBHbIii MX-cepBep nepeagpecyeT
CO006LLLEeHUs 3NIEKTPOHHOM MOYTbI Ha Ball OCHOBHOM NMOYTOBbIW cepBep.
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YT106bI HACTPOUTL GUILTPALIMIO aHTUCTYDUHI A, BbINOSIHUTE AEACTBUS, ONUCAHHbIE

HWXe:

1. Haxmute Ha dnaxok Domain IP Check (Antispoofing), 4To6bl BKNHOUMTL
bunbTp.

2. Haxmute kHonky @ [lo06aBUTb B BEpXHEN YacTu Tabnuupl. [10SABUTCS OKHO
KOHpUrypauumm.

3. BBegute pomeH BHEKTpOHHOVI Nno4YTbl B COOTBETCTBYHOLLEM TOJ1E.

4. YKaxuTe guanasoH goBepeHHbIx IP-agpecoBs, KoTopblie 6yayT MCMO/Ib30BaTbCS
AN paHee yKa3aHHOro AoMeHa, ucnonbays popmat CIDR (IP/macka ceTwm).

5. HaxmuTe kHonky @ J[lo6aBUTb B BEpXHen YyacTu Tabnuubl. IP-agpeca 6yayT
[o6aBneHbl B Tabnumuy.

6. YT06bI yganuTb Avana3oH IP-agpecoB u3 cnucka, HaXXMUTe COOTBETCTBYHOLLYHO
KHOMKY ' YaanuTb B NpaBoN YacTu Tabnuubl.

7. Haxmwnte CoxpaHuTb. [lomeH 6yaeT fo6aBneH K punbTpy.

YT06bI yAanMTb JOMEH 3JIeKTPOHHOM NoYTbI M3 GUIIbTPa, BoiGepUTe ero B Tabnuue
aHTUCNy(dUHra 1 HaXXMUTE KHOMKY © YaanuTb B BEPXHEN YacTu Tabnmupbl.

3awmTta ot BpegoHocHoro 10

Mogayfb 3aWuTbl OT BPEAOHOCHbLIX MPorpamMM 3aluuliaeT Mo4YToBble cepBepa
Exchange oT Bcex BUAOB BpeAoOHOCHbLIX Yrpo3 (BUPYCOB, TPOAHOB, LUMUOHCKUX
nporpamm, pyTKMTOB, pekiiamHoro MO, u T.4.), NyTeM 06HapyXXeHUsl 3apaXKeHHbIX
WK NOA03PUTESIbHBIX O6BEKTOB, MOMbITKAMU UX NIEYEHUS UK MYTEM U30NALUM
MHOULMPOBaAHHbIX 06 bEKTOB, B COOTBETCTBUU C 3afaHHbIMU LEeACTBUSAMM.

CkaHvpoBaHWe Ha MpegMeT BPeAOHOCHbIX MPOrpamMM BbIMOJIHAETCH Ha ABYX
YPOBHSIX:

o TpaHCNOpPTHbIN yPOBEHb
o XpaHunuuwe Exchange
CKaHMpoBaHWe Ha TPAHCMOPTHOM YPOBHe

Bitdefender Endpoint Security Tools MHTerpmpyeTcsi ¢ NOYTOBLIMU TPAHCMOPTHBIMMU
areHTaMu st CKaHMpOBaHMA BCEro NoyYToBOro Tpaduka.

Mo ymMonyaHuio, CKaHUpPOBaHWE TPaHCMOPTHOIO YPOBHSA BKIOYeHO. Bitdefender
Endpoint Security Tools punbTpyeT TpadmK 3N1eKTPOHHOM NOYTLI, U, eCNK TpebyeTcs,
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UHpopMUpPYeET nosib3oBaTeNEN O MPUHATLIX Mepax, A06aBNSAs TEKCT B Teso
COO06LEHNS 3JIEKTPOHHOM MOYThI.

WNcnonb3yiTe ¢naxok AHTUBMPYCHas ¢unbTpauusi, YTo6bl OTKIKOYUTL WK
MOBTOPHO BKIIOUYUTB 3TY YHKLMIO.

YT06bl HACTPOUTH TEKCT YBEAOMIEHUS, HAXKMUTE Ha cCblIKy HacTpoiku. [locTynHbI
cnepyoLme onuuu:

« [106aBMTb HMXXHUI KONTOHTUTYN B OTCKaHUPOBaHHbIe NUcbMa. BbibepuTte aTOT
dbnaxok, 4Tobbl [06aBUTb COO6LLEHME B KOHLIE OTCKAHUPOBAHHbIX MUCEM.
YT06bI USMEHUTb TEKCT MO YMOJIYaHUIO, BBEAUTE Balle COO6LLEHNE B TEKCTOBOM
nose HUxe.

. 3aMeHa TekcTa. [lnAa nuceM, BJIOXKEHUS KOTOPbIX OblIM yAaneHbl WM
nepemMeLleHbl B KapaHTWH, MOXXeT 6bITb BNOXeH (pann-yBegomnerme. YTobbl
M3MEHUTb TEKCT YBeAOMJIEHUS MO YMONYaHUIO, BBEAUTE Ballle COOOLLEHNE B
COOTBETCTBYHOLLLEe TEKCTOBOE MoJIe.

OunbTpauus BpenoHocHoro MO ocHoBaHa Ha npaBunax. Kaxpgoe coobLieHue,
AOCTaBJIeEHHOE NMO4YTOBOMY CepBepy, NpoBepAeTCA Ha COOTBETCTBUE NpaBuiaM
(bVIJ'IpraLI,VIM B nopAaanke nx npuopuTeTa, Noka He 6yp,eT HaWAeHO COOTBETCTBUE
npasuiny. 3aTeM MNo4YTOBOE coobuieHne o6pa6aTb|BaeTc;| B COOTBETCTBUU C
OeNCTBUAMM, 3aaHHbIMU 3TUM npaBuJioM.

YnpaeneHue npaBunamu punbTpauum

Bbl Mo)XKeTe NMpOCMOTPeTb BCe CYLLECTBYHLME NpaBuia B Tabnuue BMeCTe C
nHpopmaumnen o6 Mx npuopuTeTax, ctatycax u chepax pencTteus. lNpasuna
OTCOPTUPOBaHbI MO NMPUOPUTETHOCTM U NepBOe NpaBuio 061afaeT HaMBbICLLUM
NMPUOPUTETOM.

Jlro6an antimalware-nonuTuka umeet npaBswuo Nno ymon4yaHUO, KOTopoe CTaHOBUTCA
aKTUBHbIM, KaK TOJIbKO BKJIFOHaeTCA d)MJ'IpraLl,Mﬂ BpepoHocHoro 0. YTo Bbl
AOOJDKHbI 3HaTb O NpaBuie no yMoJi4aHUHo:

. OTO NpaBWO HeMb3s CKOMUPOBATb, YAANUTb UIN OTKITOUYNTD.
« Bbl MOXeTe N3MeHUTb TOJIbKO NapaMeTpbl CKaHUPOBaHWUA U OEeNCTBUS.
. [puvoputeT y npaBuna no yMosi4aHuo BCerga caMbliil HUSKUA.

CospaHue npasun
CywecTByoT AiBa BapuaHTa co3gaHua npaBun GunbTpauum:
o HayHuTe c HacTpoek no ymonanmo BbIMOJIHNB Cleaytolne oencTBuUS:
1. HaxmuTte kHonky & [lo6aBUTb B BEpPXHEW YacTu Tabnuubl, YTOObI
OTKPbITb OKHO KOHd)Mrypau,MM.
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2. HacTtpoiTe napameTpbl npaBuia. [as nonyyeHus noppoGHOM
MHbOpMaLUM OTHOCUTENBHO oMM, 06paTUTECh K OMNLMAM MpaBul.

3. HaxxmuTe CoxpaHuTb. [paBuno 6yaeT oTobpaXKeHo nepebIM B TabnumLe.

« WcnonbayinTe KNOH NONIb30BATESIbCKOro MNpaBuna B KayecTBe LabMIoHa,

BbIMOJIHUB CNeaytoLLne feACTBUS:

1. BblbepuTte u3 Tabnuubl Tpebyemoe npaBuo.

2. HaxmuTe KHOMKY @ CKONMpOBaTb B BEPXHEN YacTu TabnuLbl, YTO6bI
OTKPbITb OKHO KOHDUrypauumm.

3. HacTtpoiTe napameTpbl npaBwna B COOTBETCTBMM C BalUMU
noTpebHOCTAMMN.

4. HaxmuTe CoxpaHuTb. [TpaBuno 6yaeT oTo6paXkeHo nepebIM B TabnumLe.

PepakTupoBaHue npaeun
[na peaakTUpOBaHUA CYLLLECTBYIOLLErO NpaBua:
1. HaxXmuTe Ha HasBaHWe NpaBuna, YTo6bl OTKPbITb OKHO KOHGUrypaLuu.
2. 3apaiTe HOBble 3HAYEHUA NS OMNLUMI, KOTOPbIe Bbl XOTUTE U3MEHUTD.
3. Haxmute CoxpaHuTb. MI3amMeHeHWs BCTYNSAT B CUJy MOCNE COXPaHEHUS
MOSNIUTUKM.

YcTaHoBKa NpUOpUTETOB NpaBui
YT06bI IBMEHUTHL NPUOPUTET NPaBUII:
1. BblbepuTe NpaBuio, KOTOpPoe ByAeT NnepeMeLLaTbCs.
2. UcnonbaynTte KHOMKKU = BBepx win @ BHU3 B BepxHen YyacTu Tabnumubl,
4YTO6bl YBENNYUTb UM YMEHBLLUNTb NPUOPUTET NpaBuna.

YaaneHue npasun
Bbl MOXeTe yaanuTb 0fHO UM HECKOJTIbKO MOJIb30BaTENIbCKUX NpaBus cpasy.
Bce, uTO BaM HY>XHO caenaTb, 3TO:
1. OTMeTbTe naxkamu npaBuna, KoTopble 6yayT yaaneHsbl.
2. HaxmwuTe KHOMKy © YaanuTb B BepxHel YyacTu Tabnuubl. lNocne yaaneHns
NpaBwWIIo HeNb3 BOCCTaHOBUTD.

Onuum npasun
JocTynHbl cnegytolwme onumu:

« OcHoBHoe. B 3TOM pasaene Bbl 40JDKHbI 3a4aTb UMA ANA npasunia, UHa4ve Bbl
He CMO)XXeTe COXPaHUTb ero. Bb|6ep|/|Te (b)'la)KOK AKTHUBEH, eC/IN XOTUTE, YTObbI
npaBuJio BCTYNWUJI0 B CUJTY NMOCSI€ COXPaHEHNA NOJIUTUKN.

. O6nactb AeﬁCTBMﬂ npaeuna Bbl MoXxeTe OrpaHnynTb NpuUMEHeHue npasun
TOJIbKO K OI'IpE,El,GJ'lGHHOI;I noarpynne nucem, 3agaB cnegyrouine napamMmeTpbl:
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— TpumeHnTb K (HanpaeneHue). BoibepuTe HanpaBsieHe MOYTOBOro Tpaduka,

K KOTOpoMY 6yfieT NPUMEHATLCSA NPaBuo.

OTnpaBuTenun. Bl MoXkeTe MPUMEHATL NpaBuia AN 1l060ro oTNpaBUTeNs
WNK TONbKO AJ151 oNpefeNieHHbIX oTnpaBuTenen. [ns onpegeneHHoro cnmcka
OTNpaBUTENEN HAXXMUTE KHOMKY CnewuanbHble 1 BbIGepUTe HYXXHbIe Fpynmbl
n3 Tabnuubl cneea. MpocMoTpuTe BbiGpaHHbIEe FPynnbl B Tabnvue crpasa.
MonyyaTenb Bbl MOXeTe NPUMEHSITb NpaBuna Aisi l60oro nosyyaTens unm
TONbKO AJ1si onpefeNieHHbIX nosiyyatenen. [ns onpefesieHHOro crnucka
nonyyaTtesiei HaXMUTe KHOMKy CnevlunanbHble U BbIGEpUTE HYXXHbIE Fpynnbl
u3 Tabnuuybl cneea. Bbl MoXeTe MPOCMOTPETb BblGpaHHble Fpynnbl B
Tabnuue cnpaea.

MpaBuIo NPUMEHSETCS €Cn XOTsi 6bl OAMH MoNlyYaTeslb COOTBETCTBYHOT
BaleMy Bbi6opy. Ecnv Bbl XOTUTE MPUMEHSITL MPABUJIO TOJILKO B TOM
CnyJae, eCnvi BCe NOJTyYaTeNIn HaxoAsTCs B BbIGpaHHbIX rpynnax, BbiGepute
Bbi6paTb BCcex nonyyarene.

MpumeyaHmne
Ap,peca B nonsax Cc n Bee TakxKe cunmtaroTcs B KayecTBe nonyaneneVl.

BaxxHo
Mpaewuna, OCHOBAHHbIE Ha MOJIb30BATENLCKUX FPyMnax, MPUMEHSATCS TOJIbKO
K cepBepaM c ponsimu Hub Transport u Mailbox.

MapaMeTpbl HacTpoiTe napamMeTpbl CKaHUPOBaHUS Afsi  COOBLLEHUN
3NEeKTPOHHOW NOYThI, COOTBETCTBYIOLLMUX NpaBuny:
— Tunbl 0TCKaHUPOBaHHbIX (halinoB McnonbayiiTe 3Ty ONuuo, YTo6bl yKasaTb,

Kakue Tunbl pannos Bbl XOTUTE MPOCKaHUPOBAaTb. Bbl MOXeTe ckaHMpoBaTb
Bce ¢ansibl (HeE3aBUCUMO OT UX PACLUMPEHUS), TONBKO Gaisibl MPUSIOKEHU
unu onpegeneHHble TUMbl GannoB, KOTOpble Bbl CYMTAETe OMaCHbIMMU.
CkaHupoBaHue Bcex hannos obecrieymBaeT HauyuLLYHO 3aLLNUTY, B TO BPEMS
KaK CKaHWpoBaHWe TOJIbKO MPUJIOXKEHUA pekoMeHAayeTcsa ans 6biCTPoro
CKaHMpOBaHwUS.

Mpumeyanune

dawnbl NpunoxeHui 6onee ya3BMMbl 47181 BAPYCHbIX aTak, YeM Apyrue Tunbl
davinoB. Ons nonyyeHuss 6onee nNoapo6HOM MHopMaLmMK, obpaTUTECh K
«Tunbl dannos npunoxenuin» (p. 610).
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Ecnu Bbl XO0TWUTe cKkaHWpoBaThb Gawsibl C onpefesieHHbIMU pacLUMPEHUAMM,
y Bac ecTb [Ba BapuaHTa:
. [lNonb3soBaTenbckue pacluMpeHus, rae Bbl OMKHbI YKasaTb TONbKO Te
pacLluMpeHus, KoTopble 6yayT NPOBEPATbLCS.
« Bce ¢aitnbl, Kpome onpegeneHHbIX pacLUMpeHUi, rae Bbl AOMKHbI BBECTU
TOJIbKO Te pacLUMpPeHnst, KOTOpble 6y Ay T NPOMyLLEHbI NPYU CKaHUPOBaHUM.
MakcumanbHbIi pasmep BnoXxeHus / Tena nucbma (MB). YcTaHoBUTE 3TOT
(bna>xok v BBeANTE 3HaYeHMe B COOTBETCTBYHOLLLEM M0J1E, YTOObI yCTaHOBUTb
MaKCUManbHO AOMYyCTUMbIN pa3mep npuKpensieHHoro ¢anna wnn Tena
COOO6LLEHNSI 3NEKTPOHHON NOYTbI, KOTOPbIe BYAYT NPOBEPSTLCS.
MakcumanbHas rny6uHa apxuea (ypoBHe#). YcTaHoBUTE (riaxok wu
BblbepuTe MakCMMasnbHY0 rNybuHy apxuBa M3 COOTBETCTBYHOLLErO MO,
YeM HUXe ypoBeHb My6UHbI, TEM Bbille MPOU3BOAUTENBHOCTb U HUXE
CTeneHb 3almThl.
CKaHuMpoBaHMe Ha  HanAuuMe  MOTEHUMANbHO  HeXenaTesNbHbIX
npunoxXxeHu(PUA). YcTaHoBUTe 3TOT haXKoK, YTo6bl MPOCKAHMPOBAaThb
BO3MOXHOCTb MPOHUKHOBEHUSA BPEAOHOCHbIX WAM HeXenaTeslbHbIX
NPWIOXEHUW, TaKUX KaK MporpaMmbl Nnokasa pekfiaMbl, KOTOpble MOryT
YCTaHOBUTbCA Ha cucTeMax 6e3 corfacus nonb3oBaTens, U3MeHWUTb
noBefeHne pasfiMyHbIX MNPOrpaMMHbLIX  MPOAYKTOB U CHU3UTL
NPon3BOAUTENIbHOCTb CUCTEMBI.

[JeiicTBuA Bbl MOXeTe yKasaTb pasfiniHble aBTOMaTUYeCKMe IeNCTBUS areHTa
6e3onacHocTy gns Gannos, B 3aBUCUMOCTM OT TUMA 0BHapYXKeHUS.

Tun o6HapyXeHus fenuT aisibl Ha TpU KaTeropum:

3apaxxeHHbix ¢annos. Bitdefender onpeaenset dannbl Kak 3apa)KkeHHble
C MOMOLLbI PasfINYHbIX NEPEfOBbIX MEXaHU3MOB, KOTOpble BKJIHOYAIOT
cuUrHatypbl BpepoHocHoro [10, TeXHONOrMM MalUMHHOIO O6YyYeHus U
UCKycCTBEHHOrO uHTennekta (UN).

Mopo3putenbHble ainbl. 3TU Haiinbl oNpeeositoTCS, Kak MOJ03pUTESNbHbIE
C MOMOLLbIO 3BPUCTUYECKOrO aHannsa u apyrux texHonorun Bitdefender.
Takow nopxop obecneynmBaeT BbICOKUN YPOBEHb OGHapYXeHus, HO B
HeKOTOpbIX CllydanXx Monb3oBaTeNb AO/MKEH 3HATb O CAy4YasiX JIOXKHbIX
curHanoB (YncTble dainbl, onpegeneHHble Kak NOA03PUTESIbHbIE).

He ckaHupyemble ¢ainbl 3Tu daiinbl He MOryT 6bITb MPOCKAHMPOBAHbI.
9To MoryT 6biTb (aisbl 3aWULeHHble MaponeM, 3awndpoBaHHbIe,
nepenakoBaHHbIe U Apyrue.

Ona kaxpgoro Tuna o6HapyXeHWs, Bbl MoOXKeTe Bbl6paTb [eicTBUA MO
YMOJIYaHUIO UJIM OCHOBHbIE U aNlbTepHATUBHbIE AeACTBUS, €CJIN OCHOBHbIE He
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BbIMOJSIHATCA. XOTSA 3TO U HE PEKOMEHAYETCS, MOXHO U3MEHUTb 3TN AENCTBUSA
B COOTBETCTBYIOLLMX MEHI0. Bbi6epute AeicTeue, KOTopoe ByAET NPUHATO:

Oe3unduuympoBatb Ypansetr BpefoOHOCHbIN KoA M3 WMHOULMPOBAHHbIX
dannoe 1 BoccTaHaBnMBaeT UCXOAHbIA Gann. B cnyyae onpepeneHHbIX
TUMOB BPEAOHOCHbIX MNPOrpaMM JieYeHne HEBO3MOXHO, MOCKOJbKY
06Hapy>XeHHbIN hann ABNSETCA NOSIHOCTbIO BpeA,OHOCHbIM. PekoMeHayeTcs
Bcerga fep)aTb 3TO AeMCTBME B KayecTBe NepBoro, YTobbl 6bITb B Kypce
3apaxeHHus (annos. JleyeHne Nofo3pUTeENbHBIX (ansioB HEBO3MOXXHO,
NMOCKOMbKY npoueaypa fe4yeHns HeLoCTyrMHa.

OTkNoHUTb / ypanuTb nucbMo. Ha cepBepax C poJiblo MOrpaHNUYHOro
TpaHcnopTa (Edge Transport), o6Hapy>KeHHas 3NeKTpoHHanA noyta 6ygeT
OTKJIOHeHa ¢ owmnbkon SMTP 550. Bo Bcex apyrux crnydyasx afieKTpoHHas
noyta ypansetrca 6e3 npeaynpexaeHus. JXKenaTenbHo wu3beraTb
MCcnoJsib30BaHMe 3TOro AeNCTBUS.

Ypanutb dann Ypanset npobneMHbie BIOXeEHUS 6e3 npeaynpexaeHus.
XenatenbHo n3beraTb UCMONb30BaHWE 3TOMO AENCTBUS.

3ameHuTb dain. yaanset npobnemHble Gansnbl U BCTaBASET TEKCTOBbLIN
dhann, KOTopbIn yBeAOMAAET NOJIb30BaTESSI O NPUHATBLIX Mepax.
MepemecTuTb (haitn B KapaHTUH. [lepemellaeT obHapy>XeHHble dhannbl B
KapaHTMH W BCTaBNsieT TeKCTOBbIN dann, KoTopbliM yBegoMnsieT
nonb3oBaTenNsi 0 NPUHATBLIX Mepax. ®aisbl, MOMELLEHHbIE B KapaHTUH, He
MOTYT 6bITb BbIMOMHEHbI UM OTKPbITbI; TaKUM 06pa3oM, He BO3HMKAET
pucK 3apakeHusi. Bbl MoxeTe ynpaBnsitb (annamu B KapaHTUHE Ha
cTpaHuue KapaHTuH.

Mpumeyanune

MoxkanyincTa, o6paTuTe BHUMaHUe, YTO KapaHTUH ans cepBepoB Exchange
TpebyeT [O0MNOSIHUTENbHOE [AUCKOBOE MNPOCTPAHCTBO Ha pasfene, rae
YCTaHOBJIEH areHT 6e30MacHoOCTM. Pa3Mep KapaHTUHa 3aBUCUT OT KONM4yecTBa
XpaHALWUXCA 3JIEMEHTOB U UX pasMepa.

He npegnpuHuMaTbh HUKaKuX feicTBUiA Hukakux pencteuin He 6ypet
NpeanpuHATO B OTHOLUEHMN OBHAPYXXeHHbIX dannos. 3Tn dannbl 6yayT
0TO6paXKaTbCH TOMBKO B XXypHane ckaHMpoBaHusi. 1o ymonyaHuio, 3agaun
CKaHMPOBaHWUA HAaCTPOEHbI UTHOPUPOBATL MOAO3pUTENbHbIE (altsibl. Bbl
MOXEeTe W3MEHWUTb [JeilCTBME MO YMOMYaHuoo, 4TOo6bl nepemellaTb
nopo3putenbHble hainbl B KApaHTUH.

Mo ymonuaHuio, Korga nouyta COOTBETCTBYET OAHOMY MNpaBwily, OHa
06pabaTblBaETCS UCKITIOUNTESIbHO TOJIbKO MM, 6€3 MPOBEPKU NMOBBLIX APYrMX
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OCTaBLUMXCA NpaBu. ECin Bbl XOTUTE NPOAOIKUTL NPOBEPKY APYrUMU
npasunamy, cHumuTe dnaxok Ecnu ycnoeus npaBuna coBnagaior,
npekpaTUTb 06paboTKy APYrUMMU NpaBUNamMm

UcknioueHus

Ecnu Bbl x0TWUTe, YTO6bl OnpefeneHHbin TpahuK 3MEeKTPOHHOW MOoYTbl 6bin
npourHopupoBaH no6bIMK MNpaBunamu GunbTpauuu, Bbl MOXeTe 3agaTb
UCKJTIOYEHMSI U3 CKaHMPOBaHUs. YTo6bl cO34aTh UCKITHOYEHME:

1. PackponTe pasgen WUcknouyeHus pns npaBun 3aliuTbl OT BPEeAOHOCHbIX
nporpamMm.

2. Haxxmute kHonky © Jlo6aBUTb B 3TOM pasfesie Ha NaHean MHCTPYMEHTOB,
KOTOpasi OTKpPbIBAaeT OKHO KOHUrypauuu.

3. HacTtponTte napameTpbl UCKOYEHMSA. [1na nonyyeHus nogpobHom nHpopmauum
OTHOCUTENIbHO OMLMI, 06paTUTECH K OMNLMAM NpaBul.

4. Haxmute CoXpaHUTb.

CkaHupoBaHue xpaHunuwa Exchange

3awwmTa Exchange ncnonbsyet cnyx6y Exchange Web Services (EWS) komnaHum
Microsoft, UTo6bl cCKaHMPOBaTb NOYTOBbIE ALMKM Exchange 1 6a3bl AaHHbIX 06X
nanok. Bbl MoXeTe HacTpouTb MOAY/b 3aWuTbl OT BpefdoHocHoro MO ans
perynspHoro sanycka 3agay CKaHMpOBaHWUS MO 3aMnpocy HYXHbIX 6a3 AaHHbIX, B
COOTBETCTBMU C 3aJlaHHbIM rpaduKom.

MpumeyaHmne

o CkaHupoBaHMe Mo 3anpocy AOCTYMHO TOJIbKO AN cepBepoB Exchange, Ha
KOTOPbIX YCTaHOBJIEHA POJib CepBepa NoyToBbIX Alwmkos (Mailbox).

o [MoxanyicTa, 06paTUTe BHUMaHWE, YTO CKAHUPOBAHME Mo 3arnpocy yBennuMBaeT
noTpe6neHne pecypcoB U, B 3aBUCUMOCTM OT OMNUUIA CKaHUPOBAHUSA M uucna
NpoBepsieMbIX 0O6bEKTOB, MOXET 3aHUMaTb 3HAUUTESIbHOE BPEMS.

CkaHvpoBaHue No 3anpocy TpebyeT yYeTHOW 3anucu agMuUHMCTpaTopa cepBepa
Exchange (yyeTHol 3anucu cnyo6bl), YyTo6bI NOAMEHSTL NoSb3oBaTeneit Exchange
W oSt NoJlyYeHust JOCTyna K LieneBbiM 06beKTaM, A1l CKaHMPOBaHUS MOYTOBbIX
ALMKOB M 06LLMX ManokK nosib3oBaTeneil. PekoMeHayeTcsl co3faTh OTAESbHYHO
YYeTHYI0 3anuchb st 3TON Lienu.

YuyeTHas 3anucb aamuHucTpatopa Exchange pomkHa cooTBeTcTBOBaTH
crneayowmum Tpe6oBaHNAM:

Monutukm 6e3onacHocTy (Security Policies) 391




Bitdefender Grawt\/Zome

unfollow the traditional

. Ona aBnsetcsa uneHom rpynnbl Organization Management (Exchange 2016,
2013 1 2010)

. OHa aBnsieTcs uneHom rpynnel Exchange Organization Administrators (Exchange
2007)

« OHa uMeeT BblfeNleHHbIV NMOYTOBbIN ALLKK.

BkJloueHne CKaHMpPOoBaHUs Mo 3anpocy

1. B pa3gene CKaHMpoBaTb 3afjauyM HaXMWUTEe Ha CCbUIKY Jl06aBUTb yuyeTHble
AaHHbIe.

2. BBeauTe UMs Nonb3oBaTeNA U NAPOSib YYETHOW 3aMUCK CITYXKObI.

3. Ecnv anekTpoHHas MoyTa OT/IMYaeTcs OT UMeHM NoNb30BaTensi, He06X0AUMO
TaKXe yKasaTb afipec 3/1IeKTPOHHOMN NOYTbl YYETHOMN 3annUcK CRyX6bi.

4. Beepute agpec (URL) Exchange Web Services (EWS) ecnv aBToo6HapyXeHue
Exchange He paboTaer.

MpumeyaHmne

« MMsa nonb3oBaTensa AOMKHO BKOYATh UMSt OMEHa, HanpuMep, user@domain
wm domain\user.

o He 3abyabTe 06HOBNATL yyeTHble faHHble B Control Center ecnvm oHu 6binu
U3MEHEHbI.

YnpaBneHue 3apadyamMu CKaHMpPOBaHUA

B Tabnuue 3agay cKkaHMpOoBaHWUA 0TO6paXkatoTCs BCE 3arniaHNpPOBaHHbIe 3a4a4n
1 npepocTaBnseTca MHGopMaLus 06 nx HazHaueHUM U NePUOANYHOCTH.

[ns cospaHus 3apaum ckaHMpoBaHus xpaHunuuia Exchange:

1. B pasgene CKaHMpOBaTb 3ajauM, HaXXMUTE KHOMKy & [l06aBUTb B BEpPXHEN
YyacTu Tabnmubl, YTO6bI OTKPbITb OKHO KOH(Urypauum.

2. HacTtpownTte napameTpbl 3agayu, Kak ONuMcaHo B CleaytoLLeM pasgerne.

3. Haxxmwnute CoxpaHuTb. 3apaya 6yaeT fobasreHa B CMIUCOK U OHa BCTYMUT B
Cuny cpasy nocrie CoxpaHeHMs NOSIMTUKMN.

Bbl MOXKeTe 0TpeaakTMpoBaTh 3agauy B Jilo60e BPeMs, HaXKaB Ha UMsI 3a[jaun.

YT06bI yaanuTb 3af,ady M3 CMCKa, Bbi6epuTe ero u HaXXMnUTe KHOMKy © Yaanutb
B BEPXHEW YacTu Tabnumubl.

MapameTpbl 3agaun CKaHUPOBAHUA
3agaun MMetoT pAg napaMeTpoB, ONMcaHne KOTOPbIX Bbl MOXETE HalTU HUXe:
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O6Lee BeeguTe nogxoasilee MMs 3agadn.

Mpumeyanue
Bbl MOXXETE NPOCMOTPETL UMS 3alaun BO BpeMeHHoM Lwkane Bitdefender Endpoint
Security Tools.

MnaHupoBLKMK. Mcnonb3yinTe napameTpbl MIaHUPOBAHUS ANl HACTPOMKM
pacnucaHus CKaHMpoBaHUsi. Bbl MOXeTe yCTaHOBUTb BPEMSI 3aMycKa 3agayu
CKaHUPOBaHUSA Ka)KAble HECKONbKO 4acoB, AHEN WM Hepdenb, HauuHasa C
yKasaHHOW AaTtbl M BpeMeHu. [1151 601bLUNX 633 AaHHbIX 3afa4a CKaHUPOBaHMUSA
MOXXeT 3aHMMaTb MHOIO BPEMEHW U MOXKET MOBJIMATH Ha MPOU3BOAUTESIBHOCTb
cepBepa. B Takux cryyasx Bbl MOXKeTe HAaCTPOUTb 3aadyy OCTaHOBKM Nocse
onpefiesIeHHOro BpeMeHU paboTbl.

Lienb Bbi6epnTe KOHTENHEPBI M 06BbEKTLI, KOTOpPble 6yAYT NPOBepPATLCS. Bbl
MOXeTe Bbl6paTb A/ CKAHUPOBAHUS: MOYTOBbIE SALLMKM, O6LLME NANKK UK U
TO, U apyroe. Kpome 31eKTPOHHOW MOYTbl, Bbl MOXeTe BblbpaTb Ans
CKaHMPOBaHUsA Apyrue 06bekTbl, Takune, kak KoHTakTbl, 3agaun, PypHUTYpa 1
Ony6nukoBaTb 3nieMeHTbl. Kpome Toro, Bbl MOXETE YCTaHOBUTL cliefytolme
OrpaHNYEeHNst Ha COZlePXXUMOE, KOTOPOE 6yaeT NPOBEPSATLCS:

— ToNbKO HeNpoYMTaHHble COO6LLEHMS

— TOonNbKO 3N1€MEHTbI C B/IOYXKEHUSAMMU

— TonbKo HOBOE, NOJIyYEHHOE B YKa3aHHbI MPOMEXYTOK BPpEMEHHU

Hanpumep, Bbl MOXKeTe Bbl6paTb AJ11 CKAaHUPOBAHMS TOJIbKO NMMCbMa NOYTOBbIX
nonb3oBaTesnien, NPUHATbIE 3a NOCNefHUE CEMb AHEN.

Bbi6epute dnakok UCKOUEHUs, eClin Bbl XOTUTE ONPeAeNuTL UCKITIoYEHNS

Mpu CKaHWpoBaHUW. YTo6bl CO3A4aTb MCKIOYEHWE, UCMOJSIb3yWTe Mons U3

3aro/IoBKOB TabnuLbl CriegyoLmmM o6pasom:

1. Bbi6epuTe TUM PENO3UTOPUS U3 MEHIO.

2. B 3aBMCHMOCTM OT TUMA XPAHUIULLLA YKAXKMTE 06BEKThI, KOTOPbIE JOJIKHbI
6bITb UCKJTOYEHbI:

MoyToBbIN AWWNK ALpec 371eKTPOHHOM NOYThI
O6LLas nanka MyTb K Narnke, HaYMHan ¢ KOPHs KaTasora
Bbasa gaHHbIX NpeHTndukaTop 6asbl AaHHbIX
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Mpumeyanmne

Onsa nonyyeHuss naeHTudukaTopa 6asbl AaHHbIX, UCMONb3YNTe KOMaHAY
060s104KkM Exchange:

Get-MailboxDatabase | fl name,identity

Bbl MOXXeTe BBECTM TOJIbKO OfHY KOMaHAy 3a oAuH pas. Ecnu y Bac ecTb
HeCKoNbKo 06bEKTOB OAHOMO TUNA, Bbl AOJKHbI 3aA4aTh CTONBKO Npaswus,
CKOJIbKO 3/1IEMEHTOB.

3. Haxmute kHonKy © [lo06aBUTb B BEpXHEW YacTu TabnuLbl, YTOObI COXPaHUTb
UCKNtoYeHne 1 06aBUTb €ro B CMIUCOK.

YT06bI yAanuTb NPaBUIIO UCKITFOYEHUS U3 CMIUCKA, HAXKMUTE COOTBETCTBYHOLLLYHO

KHOMKY = YaanuTb.

. [Mapametpbl HacTpoiTe napamMeTpbl CKaHUMPOBaHUA ANA  COO6LLEHUN
9/IEKTPOHHOMN MOYTbl, COOTBETCTBYHOLLUX NPaBUIy:

— Tunbl 0TCKaHMPOBaHHbIX anno. Mcnosb3yiiTe 3Ty ONLUIO, YTOObLI yKa3aTb,
Kakwue Tunbl hainoB Bbl XOTUTE NPOCKaHMPOBAaTb. Bbl MOXeTe CKaHUpOoBaThb
Bce ¢ansibl (HE3aBUCUMO OT UX PACLLMPEHUS), TONBKO (aisibl MPUSIOKEHU
Unu onpefienieHHble TuMbl GannoB, KOTOPblE Bbl CYUTAETE OMACHbIMM.
CkaHupoBaHue Bcex (hainoB o6ecrneunBaeT HauyyLLyHo 3allmMTy, B TO BpEMS
KaK CKaHupoBaHWe TOJNIbKO MPUIIOXEHUA peKkoMeHAayeTcsa Ansa 6bICTPoro
CKaHMpOBaHuUA.

MpumeyaHmne

dannbl npunoxeHui 6onee yassMMbl AJ1S BUPYCHbIX aTak, YeM Apyrue Tunbl
¢dannos. Ons nonyyeHus 6onee nofpobHon uHdopmMauuu, obpatuTech K
«Tunbl GannioB npunoxeHuis (p. 610).

Ecnu Bbl x0TUTe ckaHUpoBaTb dawnnbl C onpeaeNieHHbIMU PacLUMPEHUSMU,
y Bac ecTb fiBa BapuaHTa:
. [lNonb3oBaTenbckue paclIUPeHUs, rae Bbl JO/MKHbI yKa3aTb TONbLKO Te
paclumpeHus, Kotopble 6yayT NpoBepsATLCS.
« Bce ¢aitnbl, Kpome onpegeneHHbIX pacLUMPEHWiA, rae Bbl AOSTKHbI BBECTU
TOJIbKO Te pacLUMpeHns, KOTopble 6yayT NPonyLLeHbl NPY CKAHUPOBaHUN.
— MakcumanbHbIii pa3Mep BnoxxeHus / Tena nucbma (MB). YcTaHoBUTE 3TOT
dbnaxok 1 BBeAMTE 3HaYeHNe B COOTBETCTBYHOLLEM MNOJe, YTOObI YCTAHOBUTL
MaKCMManbHO JONyCTUMbIN pa3Mep npukpenneHHoro danna nnm Tena
C006LLeHNS 3NIEKTPOHHOW MOYThI, KOTOPble 6yAyT NPOBEPATHLCS.
— MakcumanbHas my6uHa apxuea (ypoBHen). YcTaHoBUTE (riaXkok U
Bbl6epuTe MakCUManbHyto rnybuHy apxuBa U3 COOTBETCTBYHOLLErO MONs.
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YeM HmXe ypoBeHb Fy6uHbI, TEM Bbille NPOU3BOAUTENIBHOCTb U HUXKE
CTeneHb 3alUuThI.

— CKaHupoBaHue Ha Hanuyme NoTeHUUaNbHO He)XenaTeNbHbIX
npunoXxeHu(PUA). YcTaHoBUTe 3TOT aXKoK, YTo6bl MPOCKAHMPOBATb
BO3MOXHOCTb MPOHMKHOBEHUSA BPEAOHOCHbIX WAN  HeXenaTenbHbIX
NPUIIOXKEHUN, TaKNX KakK NMporpaMMmbl Nnokasa peksaMbl, KOTOpble MOryT
YCTaHOBUTLCS Ha cucTeMax 6e3 corniacusi nonb3oBaTtesis, U3MEeHUTb
noBefeHne  pasiMyHbIX  MNPOrpaMMHbIX  MPOAYKTOB U CHU3UTb
NPOM3BOAUTESIbHOCTb CUCTEMDI.

o JeitcTBus Bbl MOXeTe yKasaTb pasfiMyHble aBTOMaTHUYeCKMe AeNCTBUS areHTa
6e3onacHocTu gns Gannos, B 3aBUCUMOCTM OT TUMA 0BHapY>KeHUS.

Tun o6HapyXeHUst AennuT hanbl Ha TPYU KaTeropum:

— 3apaxeHHbIx (painos. Bitdefender onpepenset dannbl kak 3apaXxeHHble
C MOMOLLBI PasNYHbIX NEPEfOBbIX MEXaHU3MOB, KOTOpble BKJIHOYAIOT
cuUrHatypbl BpepoHocHoro [10, TEeXHONOrMM MalUMHHOIO O6YyYeHus |
UCKycCTBEHHOrO uHTennekTa (UN).

— MNopo3putenbHble dainbl. 3T harnbl ONpefeosoTCA, Kak NoL03pUTENbHbIE
C MOMOLLbIO 3BPUCTUYECKOrO aHannsa u apyrux texHonorun Bitdefender.
Takow nopxop obecneynmBaeT BbICOKUN YPOBEHb OGHAapYXeHWs, HO B
HeKOTOpbIX Clly4YanX Monb30oBaTeNlb AO/MKEH 3HATb O CAy4YasiX JIOKHbIX
curHanoB (YncTble dainbl, onpegeneHHble Kak NOA03PUTESIbHbIE).

— He ckaHupyemble dainbl 3Tu danbl He MOryT 6bITb NPOCKAHUMPOBAHbI.
9To MoryT 6biTb (aisbl 3alWuLeHHble MaponeM, 3awndpoBaHHbIe,
nepenakoBaHHbIe U Apyrue.

Ons Kaxpgoro Tuna o6HapY)XeHWsi, Bbl MOXeTe Bbl6paTb AEeWCTBUSA MO

YMOYaHUIO UM OCHOBHbIE U anbTepPHATUBHbIE AENCTBMS, €C/IN OCHOBHbIE He

BbIMOMHSAOTCA. XOTA 3TO U HE PEKOMEHAYETCS, MOXXHO U3MEHUTb 3T fleNCTBUSA

B COOTBETCTBYIOLLMX MEHIO. BbibepnTe fencTBume, KOTopoe 6yaeT NPUHATO:

— JdesuHduumpoBaTb Yaansaet BPefoOHOCHbIN KoA U3 MHGULMPOBAHHbIX
(dannoB 1 BocCTaHaBAMBAET UCXOAHbIV Gann. B cnyyae onpeaeneHHbIx
TUNOB BPEAOHOCHbIX MNPOrpaMM JieyeHWe HEBO3MOXHO, MOCKOJbKY
06HapYy>XeHHbIN hann ABNseTCA NOSIHOCTLIO BpeAoHOCHbIM. PekoMeHayeTcs
Bcerga aep)xaTb 9T0 eNCTBUE B KaYeCcTBe NepBoro, YTobbl 6bITb B Kypce
3apaxkeHHus dannos. JleyeHne Nofo3pUTENbHbIX GanioB HEBO3MOXHO,
NMOCKONbKY Nnpoueaypa eYeHns HeJoCTyrnHa.

— OTKNOHUTDB/ yAanuTb aNEeKTPOHHYIO NOYTY INIEKTPOHHAA NoYTa yaanseTcs
6e3 npepynpexaeHus. >XenaTenbHo wusberatb WCMONb30BaHWE 3TOrO
nencTeuA.
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Ypanutb dann YpanseT npobnemHbie BIOXeHUS 6e3 npeaynpexneHus.
XenaTenbHo usberatb UCNOJSIb3OBAHME 3TOMO AEACTBMUSI.

3ameHuTb dain. yaanset npobnemHble Gansnbl U BCTaBASET TEKCTOBbLIN
(hann, KoTopbI yBeOMASIET NOJIb30BATESISI O MPUHSITLIX Mepax.
MepemecTuTb (hain B KapaHTUH. [lepemelaeT obHapy)XeHHble dhannbl B
KapaHTMH W BCTaBNsieT TeKCTOBbIN dain, KoTopbliM yBegoMnseT
nonb3oBaTenNst 0 NPUHATbLIX Mepax. ®aisbl, NOMeLLEHHbIE B KapaHTUH, He
MOTYT 6biTb BbINONHEHbI UAN OTKPbITbI; TaKUM 06pasoM, He BO3HUKaeT
pUCK 3apakeHusi. Bbl MoxxeTe ynpaBnsiTb ¢ainamu B KapaHTUHe Ha
cTpaHuue KapaHTuH.

Mpumeyanune

MoxkanyincTa, o6paTuTe BHUMaHUe, YTO KapaHTUH ans cepBepoB Exchange
TpeﬁyET AONOJIHUTENbHOE [AUCKOBOE MNPOCTPAaHCTBO Ha paspene, rae
YCTaHOBJIEH areHT 6e30MacHoOCTM. Pa3Mep KapaHTUHa 3aBUCUT OT KONM4yecTBa
M pasmepa XpaHALWMXCH NUCeM.

He npeanpuvHuMMaTb HUKAKMX AEeMCTBMA HUKaKuX OeNCTBUMA He oOypaeT
NpeanpuHATO B OTHOLUEHMN OBHAPYXXeHHbIX dannos. 3Tn dannbl 6yayT
0TO6paXkaTbCsl TOJIbKO B YKYpHasie CKaHUpoBaHus. Mo ymMoi4aHuio, 3aaum
CKaHUPOBaHWUSI HACTPOEHbl UTHOPUPOBATb NOA03pUTENbHbIE (aisibl. Bbl
MOXETe W3MEHUTb [OeNCTBUE MO YMOSYaHuio, 4YTO6bl MepeMeLLaThb
nofosputesibHble haisibl B KapaHTUH.

Mo yMonuyaHuio, Korga nouyta COOTBETCTBYET OAHOMY MNpPaBWily, OHa
ob6pabaTblBaeTCs UCKIIHOYNTENBHO TOJIbKO MM, 6€3 NPOBEPKM JIHO6bIX 4pYruX
OCTaBLUMXCS NpaBwi. Ecny Bbl XOTUTE MPOAO/IKUTb NMPOBEPKY APYrMMM
npaBunamy, cHumuTe ¢naxok Ecnum ycnoeus npaBuna coBnagator,
npeKkpaTUTb 06paboTKy APYruMMu NpaBunamMm

AHTUCNam

Mop,ynb aHTUCnama npepgnaraet HeCKOJIbKO 3alUTHbIX CJI0€B NMPOTUB CramMa u
CI)I/ILIJI/IHFa, MCcnonb3yA KOM6I/IHaL|,I/IVI Pa3IMYHbIX d)l/lﬂprOB N MeXaHW3MOB, YTO6bI
onpenennTb ABNAKOTCA I MUCbMa ClaMOM WUJTU HET.

MpumeyaHmne

o AHTUCnaM-dUNbTPaUMsa AOCTYMHa ANS:
— Exchange Server 2016/2013 c ponamu Edge Transport nnv Mailbox
— Exchange Server 2010/2007 ¢ ponsimu Edge Transport unu Hub Transport
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« Ecnn y Bac ectb o6e ponu Edge m Hub B Bawen ctpyktype Exchange,
pekoMeHZyeTCs BKIOUUTb aHTUCNaM-buibTpauuio Ha cepeepe ¢ ponbto Edge
Transport.

®dunbTpauns cnamMa aBTOMAaTMYECKM BKJIOYEHA AN BXOASILLMX COOBGLLEHWUI
3N1eKTPOHHOM NoYTbl. Ucnonbayite pnaxok AHTUCNaMoBas punbTpaums, YTobbl
OTKJTHOUMTb MJIM MOBTOPHO BKJILOUUTb 3TY GYHKLMIO.

AnTuCnam-punbTpbI

dNeKTPOHHas NoYTa NpoBepsAeTCA Ha COOTBETCTBME NpaBunaM punbTpaLum cnamMa
Ha OCHOBe rpynn oTnpaBUTeNein W nosyyaTtesnen, B NOPALAKe MPUOPUTETA, A0
coBMajeHUsA npaBuia. 3aTeM 3JIeKTPOHHAA nouyTa o6pa6aTbiBaeTcs B
COOTBETCTBMM C NapamMeTpamMu MpaBui U [OeicTBUA MPUMEHAIOTCA Hag
06HapyXXeHHbIM CMaMOM.

HeKOTODbIe aHTVICﬂaM-CI)VIJ'IprbI HaCTpanBarOTCA U Bbl MOXKETE KOHTPOJZIMPOBAaTb
uX ncrnosibaoBaHne. CNUCoK JONOSIHUTENbHbIX CI)I/IJ'IprOBZ

o Charset Filter. MHorme cnam-nucbMa HanucaHbl Ha KUPWIMLE WK
nepornndpamu. OUNbTP KOAUPOBKM onpepensieT nofobHble COO6LLEHUS U
OoTMeyvaeT nx kak SPAM.

. Sexually Explicit Tagged Content. Cnam, KOTOpbI COAePXUT UHDOpPMaLMLO
ceKCyanbHOro  xapakTepa, 6yaeT  cogepXaTb  npegynpexnaeHue
SEXUALLY-EXPLICIT: B cTpoke TeMbl. 3TOT ¢ubTp 06HapyXMBaeT NUCbMa,
nomMeyeHHble Kak SEXUALLY-EXPLICIT: B cTpoke TeMbl, 1 NOMeYaeT MX Kak
crnam.

o URL Filter. MNpakTuyeckn Bce cnam-coobLIEHUS cofep)XaT CCbIJIKM Ha
pasnuyHble pecypcbl. Kak npaBuio, 3T pecypcbl copepxaT elle 6onblie
peknamMbl U npegnaratoT BO3MOXHOCTb KynuTb Bewu. MIHorga oHM Takxe
ncnosb3yTcs ans GULLIKHra.

Bitdefender umeeT 6a3y AaHHbIX NoAo6HbIX ccbinok. GunbTp URL-agpeca
CBepsieT KaXKAyH CCbIIKY B COOBLLEHUSIX 3NIEKTPOHHON NOYThI C 3TON 6a30M
ZaHHbIX. Ecnn 06Hapy)XeHo coBnageHue, CoobLLEHNE MOMeYaeTCsa Kak cnam.

« Realtime Blackhole List (RBL). 3T0T punbTp No3BOSSIET NPOBEPSATHL NOYTOBLIN
cepBep oTnpaBuTensa Ha CTOpoHHMX RBL-cepBepax. ®unbTp ucnonbsyet
npoTtokon DNSBL u cepeepbl RBL gnsi dunbTpauum cnama Ha OCHOBE penyTaumm
NOYTOBbIX CEPBEPOB OTMNpaBUTENIEN cnama.

Aapec NoYTOBOro cepBepa U3BJIEKAETCA U3 3arosyloBKa 3/1eKTPOHHOM NoYThbl U
NnpoBepsAeTCcA ero A0CTOBEPHOCTb. ECNv agpec NpuHaaNieXXnT YacTHOMY KJlaccy
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(10.0.0.0, 172.16.0.0 pmo 172.31.0.0 wmm 192.168.0.0 po
192.168.255.0), OH UTHOpUpYeTCH.

lMpoBepka DNS BbinosHseTcA B JoMeHe d.c.b.a.rbl.example.com, rge
d.c.b.a 3T0o obpaTHbIN IP-agpec cepBepa u rbl .example.com 3TO CEPBEP
RBL. Ecnn DNS-cepBep oTBevaeT, UTO AOMEH SIBNSIETCA AEACTBUTENIbHbIM,
3HauuT IP-agpec ykasaH Ha cepBepe RBL wn cepBepy npucBauBaeTcs
onpefeneHHbIn PeuTUHr. ITOT penTuHr konebnetcs mexagy 0 u 100, B
3aBUCMMOCTU OT YPOBHSA JOBEpUs, KOTOPbI NpUCBanMBaeTCsl cepBepy.

3anpoc oTnpaensetrcsa ana Kaxgaoro RBL-cepBepa CMUCKOM, U PENTUHT,
BO3BpaLLaeMbIN KaXXAbIM U3 3TUX CEPBEPOB, £,06aBNSAETCA K MPOMEXYTOYHOMY
penTuHry. Korga pentudr gocturaet 100, 3anpockl 60nbLue He BbINOJHATCA.

Ecnu oueHka RBL-bunbTpa 100 unu Bbille, 3/1IEKTPOHHANA no4vTa cuMTaeTcs
CMaMoOM U1 MPUMEHAIOTCSA COOTBETCTBYHOLWME Mepbl. B NpoTUBHOM cnyyae,
oLeHKa cnama BbluucnsietTcs us pesynbtata RBL-ounbTpa n gobasnsieTcs K
rno6asibHoM cnam-oLeHKe 371IEKTPOHHOWM NoYTbI.

o Heuristic Filter. Paspa6oTaHHbin Bitdefender, appuctuuyeckut cbunbTp
06Hapy>XMBaeT HOBble U HEM3BECTHbIE CaM-yrpo3bl. PUNbLTP aBTOMaTUYECKM
obyyaeTcsl Ha 6onblMX 0O6beMax crnama BHYTPUM aHTUCNaM-nabopaTopum
Bitdefender. Bo BpeMsi 06y4eHust oH yuynuTcs pasnuyaTb Cnam U JIerMTUMHbIE
COO006LLEeHNs, pacno3HOBATb HOBbIM CMlaM Ha OCHOBE OYeHb TOHKOI0 CXOACTBA,
MCNOJIb3Ysl YXXE& PaCCMOTPEHYI SNIEKTPOHHYIO MouTy. 3ITOT UIbTp
npegHasHayeH Ansa ynyJlieHus obHapy>KeH1s cnama Ha OCHOBaHHUM CUFHaTYp
npy 04eHb HU3KOM KOJIMYECTBE JIOXKHbIX CpabaTbiBaHWUA.

. BitdefenderO6naunbiii 3anpoc. Bitdefender noanep)xMBaeT nNOCTOSIHHO
pasBuBatoLLytocs 6asy faHHbIX "0TneyaTkoB” cnaM-noyThbl B 06nake. 3anpochl,
cofepKallime xapaKTepHble NPU3HaKKW, OTNPaBASAIOTCS Ha 06NnayYHble cepBepbI
M MIFHOBEHHO NPOBEPSIOTCSA, ABASIOTCA NN 3TU COO6LLEHU cnamoM. [axe
€CJI1 XapaKTepHble NPU3HaKN He HalfeHbl B 6a3e faHHbIX, OHW CBEPSAIOTCA C
APYTMMW HEeAABHO MOYyYEHHbIMU 3aNPoCcaMU, U MPY BbIMOJIHEHWUM ONpefeneHHbIX
YCNOBUMI, 3/IEKTPOHHOE COOBLLLEHNE MOXET ObITb MOMEYEHO KakK cnam.

ynpaBneHme npasuiamMun aHTUCnama

Bbl MOXeTe NpocMOTpeTb BCe CYLLECTBYHOLME NpaBuia B Tabnuue BMecTe C
uHpopmaumen o6 uMx npuopuTeTax, ctatycax u cdepax pevcTteus. lNpasuna
OTCOPTMPOBaHbI NO MPUOPUTETHOCTU M NEPBOE NPaBuSIo ob6nafgaeT HanBbICLLIUM
NpUoOpUTETOM.
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Jlto6ast aHTUCNaM-NoNnTUKa umeeT npaBuo Nno ymosn4aHuro, KOTopoe CTaHOBUTCA
aAKTUBHbIM, KaK TOJIbKO BKJ/1HOYaeTCA aHTMCI'IaM'CbMJ'IpraLl,MFI. YTOo Bbl JOJDKHBbI
3HaTb O NpaswuJie No yMoJ14aHUIo:

. OTO MpaBwWo HeMb3s CKOMUPOBATb, YAANUTb UNN OTKITHOUYNTD.
« Bbl MOXeTe N3MeHUTL TOJIbKO NapaMeTpbl CKaHUPOBaHWUA U OEeNCTBUS.
. [puroputeT y npaBuna no yMosi4aHuo BCerga caMbliil HUSKUM.

CospaHue npaBun
YT06bI CO3AaTb NPaBUIIO:
1. HaxmuTe kHOMKy @ [lo6aBUTb B BEpXHEN YaCTU TabnuLbl, YTOObI OTKPbITb
OKHO KOH(Urypauum.
2. HacTtpoWnTte napaMeTpbl npaBuna. [1na nony4yeHusi Noapo6Hom nHhopmaLum
OTHOCUTEJIbHO ONUMIA, 06paTUTECh K «Onuun npasui» (p. 399).
3. Haxmwnte CoxpaHutb. [TpaBuno 6yaeT oTo6pa>keHo nepBbiM B Tabnuue.

PepakTupoBaHue npasun
[na pefakTMpoOBaHUS CYLLLECTBYHOLLErO NpaBuia:
1. HaxXmuTe Ha Ha3BaHWe NpaBwUna, YTo6bl OTKPbITb OKHO KOHGUrypaLuu.
2. 3apaiTe HOBble 3HAYEHUA OIS OMNLMIA, KOTOPbIE Bbl XOTUTE USMEHUTD.
3. HaxmuTe CoxpaHuTb. I3amMeHeHWs1 BCTYNSAT B CUNY cpasy Nocrie COXpaHeHus
MONUTUKM.

YcTaHOBKa NpUOPUTETOB NpaBui
YT06bI UBMEHUTb NPUOPUTET NPABU, BblIGEPUTE NPaBUIIO, KOTOPOE Bbl XOTUTE
N3MEHNUTb, U UCMONb3YNTe CTpenkn © BBepx M & BHMU3 B BepxHew 4acTu
Tabnuubl. Bbl MoXKeTe nepeMecTUTb TOSIbKO OAHO NPaBWJIO 3a OAWH pas.

YpaneHue npasun
Ecnu Bbl He x0TUTe 6oNblLe UCMOSIb30BaTb NPaBuUo, BbibepuTte NpaBuso u
Ha)XMUTE KHOMKY = YaanuTb B BEPXHEWN YacTu Tabnmubl.

Onumu npasun
JocTynHbl cnegyoLimne onuuu:

« OcHoBHoe. B 3ToM pasfesie Bbl A0JKHbI 3a4aTb UMs 1S IpaBuia, MHaJe Bbl
He CMOXeTe COXPaHUTb ero. BbibepuTe hnaxxok AKTUBEH, eC/iM XOTUTE, YTO6bI
NpaBWIo BCTYMNWUJIO B CUMY NMOCJIe COXPAHEHUS MONIUTUKN.

. O6nactb peiicTBus npaeuna Bbl MoXeTe orpaHMuMTb NMpUMEHeHWe NpaBus
TOJIbKO K OMpefesieHHON noArpynne nuceMm, 3agae clefyolme napaMmeTpsbi:
— MpuMeHnTb K (HanpaeneHue). Bbi6epnTe HanpaesieHMe NOYTOBOro Tpadmka,

K KOTOpOMY 6yZieT NPUMEHATLCS MPaBUIIo.
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— OTtnpaBuTenu. Bbl MOXeTe NPUMEHSITb NpaBuna ajs nooboro oTrpaBuTens
WNK TOSbKO AJ151 oNpefeNieHHbIX oTnpaBuTenent. s onpegeneHHoro cnmcka
OTNpaBUTENEN HAXXMUTE KHOMKY CnewyanbHble 1 BbIGepUTe HYXXHbIEe Fpynmbl
u3 Tabnuubl cneea. MpocMoTpuTe BbiGpaHHbIEe Fpynnbl B Tabnvue cnpasa.

— MonyyaTenb Bbl MoXeTe NPUMeHATL NpaBuia AJisi lo60oro nonyyaTens unm
TONbKO AJ1si onpefeNieHHbIX nosyyatenen. [ns onpefesieHHOro crnvcka
nonyyartesiei HaXMUTe KHoMKy CnewlunanbHble U BbIGepUTE HYXXHbIE rpynnbl
u3 Tabnuuybl cneea. Bbl MoXeTe MPOCMOTPETb BblGpaHHble Fpynnbl B
Tabnuue cnpaea.

MpaBuIo NPUMEHSIETCS €C XOTsi 6bl OMH MoNyYaTeslb COOTBETCTBYHOT
BaleMy Bbl6opy. Ecnv Bbl XOTUTE MPUMEHSITL MPABUJIO TOJILKO B TOM
Cnyyae, eCnvi BCe NOJTyYaTeNIvu HaxoAsTCs B BbIGpaHHbIX rpynnax, BbiGepute
Bbi6paTb BCcex nonyyarene.

MpumeyaHmne
Ap,peca B nonsax Cc n Bec TakxKe cunmtaroTCs B KayecTBe nonyaneneVl.

BaxtHo
Mpaewuna, OCHOBAHHbIE Ha NOJIb30BATENLCKUX FPyMnax, MPUMEHSAOTCS TOJIbKO
K cepBepaM c ponsimu Hub Transport u Mailbox.

HacTpoitku. BbibepuTe ypoBeHb 6€30MacHOCTM, KOTOpbIA Jly4ylle BCEro
COOTBETCTBYET BawuM NoTpebHoCTAM (UHTeHCUBHbINW, HopManbHbIN mu
PekomeHAyeMbIi) Vicnosb3yiiTe onncaHve cnpaea oT LwKaJibl, YTo6bl Bbi6paTh
HEO06X0AUMbIN YPOBEHb.

KpoMe TOro, Bbl MOXeTe BKJIOUMTb pasnunyHblie GpuabTpbl. 05 nonydyeHus
6onee noapo6Honm wuHbopmauum 06 3aTux GunbTpax, obpaTutecb K
«AHTUCnamM-punbTpbi» (p. 397).

BaxxHo

RBL dunbTp TpebyeT LOMOMHUTENBHbLIX HACTPOEK. Bbl MOXETe HAacTpouUTb GUNbTP
nocre CO3[aHusi WM pefaKTUPOBaHWs npaBuna. [na nonydyenus Gonee
noapo6HoM MHpopMaumu, obpaTuTeck K«HacTpoiika dunbTpa RBL» (p. 402)

Ans coeguHeHWi, NpoLIeALWNX NPOBEPKY MOAJIMHHOCTY, Bbl TaKXe MoXeTe
Bbl6paTb CKaHMPOBaHMPOBATb GYHKLMEN aHTUCNaMa UNK HET.

[eiicTBuA. ECTb HECKOJIbKO AENCTBUIA, KOTOPbIE Bbl MOXETe NPUMEHUTL MpK
o6Hapy>XeHun nuceM. Kaxxgoe aeicTeue, B CBOK oYepefib, UMeeT HECKOJbKO
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BO3MOXXHbIX BapUaHTOB WU BTOPUYHbIX aencTteun. Nx onncaHne npuneegeHo

HWUXXe:

OCHOBHbIe gencTeus:

JocTaBUTb 9NeKTPOHHYI nouTty. Cnam-noyta 6ypeTr pocTuratb
MOYTOBbIX ALLMKOB Mony4aTenen.

KapaHTMHHaa 9neKTpPOHHasA nmnouyTta JnekTpoHHas noyTa 6yger
3awmndpoBaHa 1 coxpaHeHa B nanke kapaHTUHa Ha cepBepe Exchange
n He 6ypeT pocTaBfieHa nosnyyatensMm. Bbl MoxeTe ynpaBnsitb
NMOMeLLLEeHHON B KaPaHTUH 3/IEKTPOHHOM NOYTON Ha cTpaHuLie KapaHTuH.
MNepeHanpaButb nuMcbMo Ha. [loyTa He OyaeT pgocTasfieHa
OpvrMHanbHOMY nony4yaTento, Ho 6yaeT pAocTaBfieHa Ha apgpec,
YKa3aHHbIN B COOTBETCTBYHOLLLEM MOJIE.

OTKNOHUTb / yaanuTb nucbmMo. Ha cepBepax C posibio NorpaHUYHoOro
TpaHcnopTa (Edge Transport), 06Hapy)XeHHas 35IeKTPOHHas noyTa byaeT
OTKJIOHEeHa ¢ owmnbkon SMTP 550. Bo Bcex Apyrvx cnyyasix a/ieKTpoHHas
nouyta ypanseTrcs 6e3 npegynpexaeHus. XenatenbHo usberatb
ncnosib3oBaHMe 3TOro AeNCTBUS.

BTopuuHble gencTeus:

MHTerpayusa c Exchange SCL. [lo6aBnsieT 3arofloBoK K cramy, No3Bonsis
cepBepy Exchange nnu Microsoft Outlook ocyuiecTBnaTb AeNCTBUSA B
COOTBETCTBMU C MEXaHU3MOM - YpoBeHb goBepus crnamy (SCL).
OTMeTbTe TeMy nUCbMa KaK. Bbl Mo)xeTe f06aBUTb METKY B TeEMY
nucbMa, 4To6bl MOMOYb MONb3oBaTeNAM GUNbTPOBATh MUCbMA,
06HapY>XeHHbIE B MOYTOBOM KJIMEHTE.

[Jo6aBuTb 3aronoBoK nucbma. [1o06aBfsieT 3arofloBOK K 3/1eKTPOHHOMN
noyTe, oNpegesieHHON Kak cnaMm. Bbl MoXXeTe M3MeHUTb MMsi 3aronoBka
N copepxaHue, BBeASA HEOOX0ANMbIE 3HAYEHUSI B COOTBETCTBYIOLLNX
nonax. Kpome TOro, Bbl MOXETe UCMOJSIb30BaTb 3TOT 3arofioBOK
3JIeKTPOHHOM MOYTbI, YTO6bI CO3AaTb AONOSIHUTENbHbIE PUNLTPBLI.
CoxpaHuUTb NTMCbMO Ha AUCK. Konusa cnamMa coxpaHseTca B Buae panna
B YyKasaHHyl nanky. YKaxuTe abCofIloTHbIA NyTb K Manke B
COOTBETCTBYIOLLEM MNOJ1e.

MpumeyaHmne
dT1a onuma nogaep>XXmBaeT TOJIbKO INIEKTPOHHbIE NMUCbMa B d)opMaTe
MIME.
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— ApxuMB K aKkayHTy Konuss o06Hapy>XXeHHOW 3NEeKTPOHHOW MoYThI
JocCTaBnAeTcss No YKasaHHOMY afipecy 9/JIeKTPOHHOM MnoyTbl. 3TO
JencTBue fo6aBnseT ykasaHHbIW agpec aneKTpoHHoM noyThl B CK (Bee)
CMWCOK afpecoB 3/IeKTPOHHOW NOYThl.

. [o yMonuyanuwo, Korga noyta COOTBETCTBYET OAHOMY MpaBwWily, OHa
o6pabaTbiBaeTCA UCKITIOYMTESNIbBHO TOJIbKO UM, 6€3 NPOBEPKU JIHO6bIX APYrUX
ocTaBluMxcs npaBwuia. Ecnv Bbl XOTUTE NPOAOCSIKUTL MPOBEPKY APYrUMM
npaswnamu, cHuMuTe dnaxok Ecnm ycnoeus npaBuna coBnagatoT, NpekpaTuTb
06paboTKy ApyrumMu npaBunamMmu

HacTtpoika ¢dunbtpa RBL

Ecnu Bbl xoTUTe ucnonb3oBatb GunbTp RBL, Bbl 4OMKHbI yKa3aTb CMCOK CEPBEPOB
RBL.

YT106bI HACTPOUTL GUNBTP:

1. Ha cTpaHuue AHTUCNAM, HaXXMUTE Ha CCbiNKy HacTponku, 4To6bl OTKPbIThb
OKHO KOHpUrypauum.

2. YkaxuTte B cooTBeTcTBYloWMX nonsax IP-agpec DNS-cepBepa ans oTnpasku
3anpoca, a Takxxe MHTepBan TanM-ayTa Ans 3anpoca. Ecnu agpec DNS-cepsepa
He HacTpoeH unu DNS-cepep HepocTyneH, ¢unbTp RBL wucnonbsyet
DNS-cepBepbl cucTEMBI.

3. [Ons kaxgoro cepsepa RBL:
a. Beepute nmsa cepsepa unmn IP-agpec n ypoBeHb f0Bepusi, Ha3HAYeHHbIN

cepBepy, B NOJAX 3arosioBka Tabnumybl.

b. Haxmute kHonky © [lo6aBUTb B BEPXHEN YacTU TabnmLbl.

4. Haxmute CoXpaHUTb.

HacTpoiika 6enoro cnucka oTnpaBuUTeNelt

Bbl Mo)keTe CHU3UTb MoTpeb6rieHne pecypcoB cepBepa, A06aBUB U3BECTHbIX
oTnpaBuTeNeil 3NEKTPOHHOW MOYTbl B CMUCKU HaAEeXHbIX WU HeHaZeXHbIX
oTnpasuTenei. Takum 06pa3oM, MOUTOBbIV cepBep Bceraa 6yaeT NpuHUMaThb Unu
OTKJ/OHATbL NUCbMA, MOCTYNAlLWUe OT 3TUX OTNpaBuTenein. Hanprumep, y Bac ecTtb
WHTEHCUBHbIE CBA3W MO 3JIEKTPOHHOMN NoYTe ¢ 6U3HEC-NapTHEPOM U UTO6bI 6bITh
yBEpPEHHbIM, YTO Bbl MOJyYNTE BCE MMCbMa OT HEro, Bbl MOXKETE A06aBUTb NapTHepa
B 6€e/bIi CINCOK.

YT06bl NOCTPOUTDL HENbIN CMUCOK HafEXHbIX OTNPaBUTENEN:

1. HaxmuTe ccbinky benblit cnMcok, YTo6bl OTKPbITh OKHO KOH(MUrypaLmu.
2. Bbi6epute dpnaxok OTnpaBuTenn benbiii cnucok.
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3. BBeaute agpeca 3/IeKTPOHHOW MOYTbI B COOTBETCTBYHOWEM mnose. [Npu
pefaKTUpPOBaHMKM CMMCKA Bbl TakKXXe MOXETe WCMOJb30BaTb CheyuasbHble
CUMBOJSIbI, YTO6bl 3aAaTb AOMEH WM WabnoH AN agpecoB BXoAALLei
3NEKTPOHHOM MOYTbI:

. 3Be3pgouka (*) 3aMeHsIeT HOJb, OAVH USIN 60Jlee CUMBOJIOB.
. BonpocuTenbHbIN 3HaK (?) 3amMeHseT 0AMH N060N CUMBOJI.
Hanpumep, ecnu Bbl BBeAETE * . gov, BCe MMCbMA, MOCTYyNarowme oT JOMeHa

.gov, 6yAyT MPUHATHI.
4. Haxmute CoxpaHUTb.

Mpumeyanmne

Ucnonb3ynte onuuio YepHbii cnUCOK MOAKIIOYEHU M3 pasfena 6es3onacHOCTb
3NIeKTPOHHOU MoyTbl > OcHoBHOe > HacTpouku, yTo6bl [06aBUTb W3BECTHbIX
OoTNpaBuTEesIEN cNaMa B YEPHbIN CMUCOK.

KoHTposib KOHTEHTa

Ncnonbayinte Moaynb ynpaBreHnsi KOHTEHTOM AJ151 YCUNEHWS 3aLLUTbI 9N1EKTPOHHOM
noyTbl, oTOUNLTPOBAB BeCb MOYTOBbIN TpaPuK, HECOBMECTUMBbIN C NOJINTUKOM
KOMMaHuK (HexxenaTesibHbIi UK NOTEHLUMANbHO ONACHbI).

[nsa o6Liero KOHTPOSIS COAEPXKUMOTO 3JIEKTPOHHOW MOYThI, MOAY/b BKITHOYAET B
cebsl aBa BapuaHTa GUIbTPALMKN SNEKTPOHHOW MOYThI:

«  OuUnbTpauuio KOHTEHTA
o  @OunbTpauuIo BIIOXKEHUN

MpumeyaHmne
OunbTpaumnsa KoHTeHTa u OunbTpauusa BNOXKEHUN AOCTYMHA ANA:

« Exchange Server 2016/2013 c ponamu Edge Transport unu Mailbox
o Exchange Server 2010/2007 c ponsimu Edge Transport unu Hub Transport

YnpaBnexue npaBunamm GunbTpaLumn

®uUnbTpbl yNpaBneHna KOHTEHTOM OCHOBaHbI Ha NpaBusiax. Bl MoxeTe 3agaTb
pa3fnuHble NpaBuia AnA pasfMuHbIX Nonb3oBaTesiel U rpynn nonb3oBaTesen.
Kaxxgoe coobLueHne, focTUraloLLee NoYTOBOro cepeepa, CBepsAeTcs ¢ NpaBuiamMu
bunbTpauun B nopaake npuopuTeTa, Noka He 6yaeT HaigeHO COOTBETCTBUE
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npasuiny. 3aTeM MNo4YTOBOE coobuieHne o6pa6aTb|BaeTc;| B COOTBETCTBUU C
OeNCTBUAMM, 3aaHHbIMU 3TUM npaBuJiIoM.

MpaBuna ¢unbTpauuMn copepXUMoro npeglecTByeT npaBunam GpunbTpaymm
BJIOXXEHUN.

MpaBuna bubTpaLumn KOHTEHTA U BIIOXKEHWUIA PACnoJIOXKeHbl B COOTBETCTBYHOLLUX
Tabnuuax, ynopsijoueHHbIX Mo MPUOPUTETY, U NEPBOE NPaBUII0 UMEET HaUBbICLUUA
npuopuTeT. N5 KaXkgoro npaBuna otobpaxaeTtcs crnegyouasi uHbopmaums:

« [pnoputert

« WmAa

. HanpaBnenwue Tpaduka

. [pynnbl oTnpaBuTenen n nony4vartenen

Co3paHue npaBun
CyluecTBYIOT ABa BapuaHTa co3aaHusa npasun GunbTpauuu:

« HauHuTe c HacTpoek No ymMon4aHuio, BbIMOMHWUB CReaytoLLme AeiCTBUS:
1. HaxxmuTe kHonky = [lo6aBUTb B BEPXHEN YacTU TabNMLbl, YTOObI OTKPbITb
OKHO KOHdUrypauuu.
2. HactponTte napameTpbl npaBuna. [ns nonyyeHns nogpo6Hon nHdopmavmm
06 onumax GunbTpaLmUm KOHKPETHOrO KOHTEHTA U BIIOXKEHUS], 06paTUTECh
K:
— Onuwuwn npaBun bunbTpaLun KOHTEHTa
— Onuwun npasun bunbTpaLun BIIOXEHUN.
3. Haxmute CoxpaHuTtb. [paBuno 6yaeT 0To6paXKeHo NepBbIM B TabnuLe.
« MWVcnonbaynTte KNOH NONb30BATESIbCKOrO MpaBuia B KayecTBe LWAGNOHa,
BbIMOJSIHUB CriefyoLine AenCTBUSA:
1. BbibepuTe Hy>xxHOE npanmo U3 Tabnuubl.
2. Haxmute kHOMKy © CKoOnNMpoBaTb B BepxHeW 4YacTu Tabnuubl, YTO6bI
OTKPbITb OKHO KOHd)Mrypau,MM.
3. HacTpoviTe napamMeTpbl NpaBu B COOTBETCTBUM C BaLLIMMU NOTPEGHOCTSAMU.
4. HaxmwuTte CoxpaHuTb. [lpaBuno 6yaeTt oTo6paxeHo nepebiM B TabnuLie.

PepakTupoBaHue npasun
[na pepakTupoBaHua CyL,ecTBYHOLLErO NpaBuna:

1. HaxXmuTe Ha HasBaHWe NpaBwuna, YTo6bl OTKPbITb OKHO KOHGUIrypaLuu.
2. 3apailTe HOBble 3HAYEHUA ANs OMNUMIA, KOTOPbIE Bbl XOTUTE U3MEHUTD.
3. HaxmuTe CoxpaHuUTb. I3MeHeHUsi BCTYNAT B CUIY NOCIIe COXPaHEHUS NMOJIMTUKM.

YcTaHOBKa NMPUOPUTETOB NpaBun
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YT06bl U3MEHUTb NPUOPUTET NPaBUI:

1. BbibepuTe npaBuno, KOTopoe byaeT nepemeLLaTbCs.
2. UcnonbaynTte KHONKK © BBepx nnv & BHU3 B BEpXHEN YacTu TabnuLbl, YTOObI
YBENIMUYNTb UM YMEHbLUUTb MPUOPUTET NpaBuna.

YaaneHuve npasun

Bbl MoXxeTe yaaqantb OAHO WM HECKOJIbKO NOJib30BaTeNIbCKUX NpaBu
0AHOBpeMeHHO. Bce, 4To BaMm HY>XXHO caenatb, 3TO:

1. BbibepuTe npaBuo, KOTopoe 6yaeT yaaneHo.
2. Haxxmute kHonky = Ypanutb B BepxHew YacTu Tabnuubl. MNocne ypaneHus
NpaBuo HeMb3s1 BOCCTAHOBUTb.

(Dmanpame KOHTEHTa

(DI/IJ'IpraLWIﬂ KOHTEHTa NO3BOJIAET CI)I/IJ'IprOBaTb NOYTOBbIN Tpad)I/IK Ha OCHOBe
CUMBOIJIbHbIX CTPOK, KOTOpPbI€ Bbl ONpeaennjiu paHee. Cay’ CTPOKM CpaBHMUBAKOTCA
C TEMOW NMUCbMa WM TEKCTOBbLIM CodepXMbIM TeJila 3JIEKTPOHHOIo nnucbmMa.
(DI/IJ'IpraLWIﬂ KOHTEHTa BbIMNOJIHAET cneayruime sagavn:

. [llpepoTBpallaeT NOCTYMEHNE HEXENATENIbHOIO COAEPXKMMOTO 3JIEKTPOHHOM
MoYTbl B MOYTOBbIE ALLMKK cepBepoB Exchange.

. BnokupyeT ucxoasime Coo6LLEHNSA IEKTPOHHOM MOYTbI, COAEPXKALUME laHHble
KOH(pUAeHLMaNbHOIo XapakTepa.

« ApXMBUpPYET 3JIEKTPOHHYIO MOYTY, YAOBJIETBOPSIOLLYIO 3aJaHHbIM YC/TIOBUAM,
M [OCTaBJISIET €e Ha APYron aKKayHT 3JIEKTPOHHOM MOYThbl UJIM COXPaHSeT Ha
AVCK. Hanpumep, Bbl MOXETEe COXpPaHUTb NMMCbMa, OTMNpPaBJieHHblE Ha agpec
3NIEKTPOHHON MOYTbI MOAAEPXKKUN Ballel KOMMaHUM B Marnky Ha JloKasibHOM
JINCKE.

BknioueHne punbTpaLmM KOHTEHTa

Ecnv Bbl xoTWTe Wcnonb3oBaTb GUILTPALMIO KOHTEHTa, Bblibepute (HaKok
KoHTeHTHas ¢punbTpayms.

[Onsa co3paHns 1 ynpaBneHus npaBunamMu bunbTpauumn KOHTEHTa, ob6paTuTech K
«YnpaBneHue npasunamu eunbTpauum» (p. 403).

Onuum npasun

« OcHoBHoe. B 3ToM pasfesie Bbl f0JKHbI 3a4aTb MMs AJ1s1 TPaBuna, MHave Bbl
He CMOXeTe COXpaHUTb ero. BoibepuTe hnaxkok AKTUBEH, eC/iM XOTUTE, YTO6bI
npaBuIo BCTYNWUIIO B CUMY NOCJIe COXPAHEHUS MONUTUKN.
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O6nacTb aencTBMA NpaBwia Bbl MOXeTe OrpaHUyYUTb NMPUMEHEHWE NpaBun
TOJIbKO K OMpeAesieHHOo NoArpynne nuceM, 3aaas crieaytoLue napaMmeTpbl:
— MpumeHnTb K (HanpaeneHue). BoibepuTe HanpaBsieHe MOYTOBOro TpaduKa,

K KOTOpOMY 6yfieT NPUMEHATLCSA NPaBuUIo.

OTnpaeuTenun. Bl MoXkeTe NpUMEHSATL NpaBua AN 1l060ro oTNpaBUTeNs
WNK TOSbKO AJ151 oNpefenieHHbIX oTnpaBuTenen. s onpegeneHHoro cnmcka
OTNpaBUTENEN HAXXMUTE KHOMKY CnewuanbHble 1 BbIGepUTe HYXXHble Fpynmbl
n3 Tabnuubl cneea. MpocMoTpuTe BbiGpaHHbIE FPpynnbl B Tabnuvue crpasa.
MonyyaTenb Bbl MOXeTe NPUMEHSITb NpaBuna Asi l60oro nonyyaTens unm
TONbKO A1t onpefeNieHHbIX nosiyyatenen. [ns onpefesieHHOro crnucka
nonyyartesiei HaXXMUTE KHOMNKY CnewlunanbHble U BbIGEpUTE HYXXHbIE Fpynnbl
u3 Tabnuuybl cneea. Bbl MoXeTe MPOCMOTPETb BblGpaHHble Fpynnbl B
Tabnuue cnpaea.

MpaBuIo NPUMEHSIETCS €C XOTsi 6bl OMH MoNyYaTeslb COOTBETCTBYHOT
BaweMy Bbi6opy. Eciu Bbl XOTUTE MPUMEHSITL MPABUJIO TOJILKO B TOM
Cny4ae, eCnvi BCe NoJyyaTeNIu HaxoAsaTCs B BbIGpaHHbIX rpynnax, BbiGepute
Bbi6paTb BCcex nonyyarene.

MpumeyaHmne
Ap,peca B nonsax Cc n Bec TakxKe cunmtaroTcs B KayecTBe nonyaneneVl.

BaxxHo

Mpaewuna, OCHOBAHHbIE Ha NOJIb30BATENLCKUX FPYMNax, MPUMEHSAIOTCS TOJIbKO
K cepBepaM c ponsimu Hub Transport u Mailbox.

HacTpoiku. HacTpoiiTe BbipaXeHuUs Asi NoucKa B COOBLLEHUAX 3NTIEKTPOHHOM
MOYTbI, KaK OMMUCaHO HUXE:

Bbi6epunTe YacTb 3NeKTPOHHOW NOYThI, KOTOpasi LO/MKHA 6bITb NpOBepeHa:

— TeMa 3/1eKTPOHHOM MOYTbl, 0TMETUB (HNaXKoK NpoBepkn GunbTpoBaThb
no teme. Bce nucbMa, KoTopble cogepXaT Nto60e M3 BbIpaXKeHuN,
BBeA,eHHOE B COOTBETCTBYHOLLEN Tabnuue, 6yayT oThUNbTpoBaHbI.

— Teno nucbMa, BbiGpaB ¢naxok GUNbLTpoBaTb MO COAEPXKaHUIO Tena.
Bce nucbMa, KOTopble cofiepXKaT B Tese nucbMa nto6oe M3 3afaHHbIX
BblpaXeHuK, 6yayT oTUNbTPOBaHbI.

— W Tema, n Teno nucbMa, oTMeTMB o6a ¢naxka. Bce nucbma, Tema
KOTOPbIX COOTBETCTBYET JIO60MY NpaBuy U3 NepBomn Tabnuubl U Teno
nucbMa, cogepkallee to60e Bbipa)KeHne U3 BTOpPON Tabnuupbl, 6yayT
oTdunbTpoBaHbl. Hanpumep:
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MepBas Tabnuua COAEPXKMUT BblpaXKeHUs: HoeocTHasa pacceika M
ExeHemesbHul. BTOpas Tabnvua coAepXuT BbIpaXeHWUs: IIokymnkiy,
lleHa U IlpenjsoxeHue.

Mucemo ¢ TeMon "ExXeMecsiyHOe HOBOCTHasi pacCblika OT Ballero
no6MMOro nNpofasLia YacoB" 1 TENOM MUCbMa, cofepxalium Gpasy "Mbl
paZbl NpeACTaBUMTb BaM HallM HOBUHKK MpeanoxeHus cofepxaliue
CeHCaLMOHHbIe Yachl B HeoTpa3umoi LieHoi.", coBnageT ¢ npaBunamu
M nucbMo 6yaeT oT@unbTpoBaHo. Ecnv TemMa nucbMa comepxuT
"HoBocTu 0T Bawlero npogaBL,a 4acoB", 3/IeKTPOHHOE NMMCbMO He 6yaeT
0TGUNLTPOBAHO.
2. CospanTe CNMUCKM YCNOBUM, UCMNOJIb3YS NMOMSA B 3arofioBkax Tabnuybl. Ans

KaXk[0ro YCIOBUA BbINONHUTE CreaytoLine LedcTBUSA:

a. Bbibepute TN BblpaXKeHUs, KOTOpoe 6yAeT UCMONb30BaHO B MOUCKE.
Bbl MOXXeTe BBECTU TOYHbIV TEKCT N NOCTPOUTb TEKCTOBbIE LLIAGIIOHbI
C UCNOJIb30BaHMEM PEryNsiPHbIX BbIpaXXeHW.

MpumeyaHue
CuHTakcuc perynapHbixX Bblpa)KEHVIVI COOTBETCTBYET TrpaMMaTuke
ECMAScript.

b. BBepuTe cTpoKy Ansa noucka B none Expression.
Hanpumep:
i. BblpaxeHune 5[1-5]\d{2} ([\s\-12\d{4}) {3} cooTBeTCcTBYyeT

6aHKOBCKUM KapTaM C HOMepaMu, KOTOpble HaunHatoTCA ¢ undp oT
51 po 55, cocToAT U3 wecTHaguaTy undp B rpynnax no 4yeTbipe U
rpynnbl MOTyT pasfensitbCcsl Npo6esioM nnm Tupe. Takum o06pasom,
no6oe NUCbMO, CoAeprKaLLee HOMep KapTbl B OAHOM U3 CrieAyHOLLNX
dbopmaToB: 5257-4938-3957-3948,5257 4938 3957 3948 unu

5257493839573948, 6yaeT oTGUIbTPOBAHO.

ii. 9To BblpaXKeHUe OBHapYXXMBaeT MUCbMa CO CJIOBaMU JloTepes,
HanmuHbie U HaTpana, HAWAEHHBIMU B 3TOM MOPSIAKeE:

(lottery) ((.[\n|\x)*) ( cash) ((.|\n|\r)*) ( prize)
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YT06bI O6H3py>KVITb ANIEKTPOHHbIE NMUCbMa, coepXXallnue Kaxgoe
N3 Tpex CNnoB He3aBMCMMO OT UX NMopAadKa crieaoBaHud, nobaBbTe
TPU perynapHblX BblpaXXeHnda € pa3HbIM NOPAAKOM CJIOB.

iii. 9TO BblpaxeHne o6HapPY>XMBAET 3/IEKTPOHHbIE NMUCbMa, KOTOpble
BKJIHOYAIOT TPU U 6osiee BXOXAEHUIN CNoBa Harpana:

(prize) ((.|\n|\r)*) ( prize) ((.[\n|\r)*) ( prize)

c. Ecnu Bbl x0TUTE anddepeHunpoBaTh 3arnaBHble U ManeHbkue 6yKBbI
B MUCbMeE MNPU CpPaBHEHUM TEKCTA, BbibepuTe (naXkok YUYUTbiBaTb
peructp. Hanpumep, ecnu oTMeTUTb 3TOT GaXOK, TO HOBOCTHas
pacchyka U HOBOCTHaA pPacCCHIIKa 6y,u,yT pa3HbIMK CnoBaMu.

d. Ecnu Bbl He XOTUTE, YTOObI BblpaXK€HUE 6bISI0 YacTbiO ApYrux CoB.,
Bbl6epuTe dnaxkok Llenbin mup. Hanpumep, ¢ BbIGpaHHbIM (BNiaXKkom,
BblpaXeHne 3apniaTa AHHH He 6yp,eT coBnagaTtb C 3apmaTa
MapuaHEHL

e. Haxmwnte kHonky @ [lo6aBMTb B 3arosioBKe cTos16ua [leMcTBue, 4ToobI
[06aBUTb YCIIOBME B CMMCOK.

. Jeitcteusa. ECTb HeCKONbKO AENCTBUN, KOTOpPble MOTYT 6biTb NMPEANPUHATDI
npu o6HapyxeHun nucem. Kaxpoe [edcTBue, B CBOKHO ovepeab, umeeT
HECKOJIbKO BO3MOXXHbIX BAPMAHTOB WJIM BTOPUYHbIX AieNCTBUIA. UX onucaHune
NpUBEeAEHO HUXE:

OCHOBHble AenCcTBUSA:

— Jl06aBUTb I1eKTPOHHYIO NouTy. O6HapyXXeHHasi 3NeKTPOHHas noyTa
OyneT focTaBsieHa B MOYTOBbIE SILLMKM MonydaTenen.

— KapaHTUH. 3nekTpoHHaa noyTta 6yaeT 3awundpoBaHa, CoOXpaHeHa B
nanke kKapaHTMHa Ha cepBepe Exchange n He 6ypeT pocTaBneHa
nonyyaTtensiMm. Bbl MoXeTe ynpaBfisaTb MOMELLEHHON B KapaHTWH
9J7IEKTPOHHOW NOYTON Ha cTpaHuLle KapaHTuH.

— OTKNoHMTL. [oyTa He 6yfieT floCTaB/IeHa OPUTMHASIbHBLIM NOJyYaTensMm,
Ho 6yfeT flocTaB/eHa Ha aApec, YKasaHHbI B COOTBETCTBYIOLLEM MOJE.

— OTKNOHUTb / yaanuTb NUCcbMoO. Ha cepBepax ¢ posibio MOrpaHUYHOro
TpaHcnopTa (Edge Transport), o6Hapy>keHHasi 3NeKTPoHHas noyTa 6yaeT
OTKJIOHEHa ¢ owmnbkon SMTP 550. Bo Bcex Apyrvx cnyyasix a/ieKTpoHHas
nouyta ygansetca 6e3 npepynpexaeHus. XXenatesbHo u3beratb
Ucrnonb3oBaHUe 3TOro AenNCTBUS.
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BTopuuHble aencTeus:
— OTMeTbTe TeMy nUCcbMa KakK Bbl MoxeTe 106aBUTb METKY B TeMy

MMCbMa, YTO6bI MOMOYbL MOSb30BATENSAM OTHUILTPOBATL O6HAPYXKEHbIE
nucbMa B MOYTOBOM KJIMEHTE.

[o6aebTe 3arofioBoK K COO6LL,eHNSAM 3/1eKTPOHHOMN NOYThI. Bbl MOXeTe
[06aBUTb COOBLLEHNIO 3arofIoBOK U 3HaYeHMe OBHapY>XeHHOW nouTe,
HabpaB XeJflaeMble 3HAYEHUsI B COOTBETCTBYHOLLLEM MOJE.

CoxpaHUTb NOYTY Ha AUCK. Konusi 06Hapy>XeHHOMN 371eKTPOHHOWM NMOYTbI
coxpaHsieTcs B Buge danna B crneumanbHom nanke Ha cepeepe Exchange.
Ecnu nanka Ha cepBepe He CyLLecTBYeT, TO OHa byeT cosgaHa. YkaxuTe
a6CONtOTHBIN MYThb K Nanke B COOTBETCTBYHOLLLEM MOJE.

Mpumeyanune
9Ta onuma nogaep>XXmBaeT TOJIbKO 3NNIEKTPOHHbIE NMKUCbMa B d)OpMaTe
MIME.

— ApxuB K aKkayHTy Konua 06HapyXeHHOW 3NIEKTPOHHOW MoYThl

JOCTaBnseTcss No YKasaHHOMY ajpecy 3JeKTPOHHOM MnoyTbl. 37O
JeicTBUe 106aBNISeT yKa3aHHbIV agpec aneKTpPoHHoM noYTbl B CK (Bec)
CMNCOK afipeCOB 3/IEKTPOHHON MOYThI.

Mo yMoi4aHuto, ecsim cooblLeHNe COOTBETCTBYET YC/IOBMSIM OAHOI0 NpaBuna,
€ro pJanbHelluass NpoBepka Ha COOTBETCTBME JApPYrMM nMpaBwuiam He
npounssoanTcs. YTo6bl NPOAOMKUTL 06PaboTKy APYrMMU NMpaBUIaMU, CHUMUTE
tdnaxok Ecnu ycnoeus npaenna coBnagaloT, npekpaTute 06pa6oTKy 60nblLuero
KOonMuyecTBa npaBun.

Uckniouenus

Ecnu Bbl XOTUTE, YTOGbLI NOYTOBbLIN Tpa(bVIK ana onpeneneHHbIX OTI'Ip&BVITGJ'IEVI
nnn nonyaneneﬁ JOCTaBnsACA C JIIOObIMU BIIOXXEHUSIMU, BHE 3aBUCUMOCTHU OT
npasun CI)VIJ'IpraLI,VIM, Bbl MOXXeTe 3a1aTb UCKJTFO4YEHUA B d)manpax.

YT06bI CO3AaTb UCKJTHOUYEHUE:

1.

2.

HaxmuTte ccbinky UcknioueHus psgom c Gprakkom OunbTpauus KOHTEHTa.
9T0 fefiCTBUE OTKPOET OKHO KOHMrypauum.

BBeauTe afpeca 3NEKTPOHHOM MOYTbl [AOBEPEHHbIX OTMNpPaBUTENEN W/UNu
ronyyaTenen B COOTBETCTBYHOLUX nonsx. Jllo6oe nucbmo, npuxogsuiee oT
[OBEPEHHOI0 OTNPABUTENISA UIN OTMPABNSAOLLLEECS OBEPEHHOMY MONYyYaTesHo,
6yLeT UCKIIHoYeHO U3 punbTpauum. MNpu pegakTMpoBaHUM CNIUCKA Bbl TaKXe
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MOXXETe MCMoJIb30BaTb CneLunasnbHble CUMBOJIbI, YTO6bI 3a4aTb AOMEH UK
La6sIoH AS1A afPpecoB BXOAALLEN 3N1eKTPOHHON NoYThl:

« 3Be3gouka (*) 3amMeHsIeT HoJMb, O4MH UK 6051ee CUMBOJIOB.

« BonpocuTenbHbIi 3HaK (?) 3aMeHsIeT OAMH 0601 CUMBOJ.

Hanpumep, ecnv Bbl BBEgeTe * . gov, BCe MMCbMa, MOCTYyMNatowme oT AOMeHa
.gov, 6yAyT NPUHATLI.

3. Ona nuceM C HECKOSIbKMMWU NoJsiydyaTensiMu, MOXHO Bbl6paTb (naxok
McKniounTb 371eKTPOHHYI0 NOUTY 3 pubTpaLmm, TONIbKO ecnin Bee noslyyaTenu
AIBNAIOTCA JOBEPeHHbIMU, YTOObI MPUMEHSITb UCKITHOYEHME, TOJIbKO ecnn BCe
nosiyyaTenu aN1eKTPOHHOM MNOYTbl MPUCYTCTBYIOT B CMIUCKE JOBEPEHHbIX.

4. Haxmute CoXpaHUTb.

GunbTpauus BNOXeHUN

Moaynb GpunbTpaLun BIOXKEHU NpeaocTaBnsaeT GYHKLUUM GUbTpaLMmn BNIOXEHWI
3JIEKTPOHHON MoYTbl. OH MOXeT O06HApYXWUTb BJIOXKEHUSA C onpefesieHHbIMU
La6oHaMU UMeH UK onpeaeneHHoro Tuna. C noMoLLbio GUIbTPaLUY BJIOXKEHUI
Bbl MOXeTe:

. bBnokupoBaTb NoTeHUManbHO ONacHble BIOXEHUS, TaKue KaK .vbs UK .exe
dhannbl unM NUCbMa cogepykalliue ux.

« bBnokupoBaTb BOXEHUS, UMEIOLLME OCKOPOUTENbHbIE BbIPaXEHUA UK
3JIEKTPOHHbIE MMCbMa coaepyKallue ux.

BkntoueHne ¢punbTpaLm BIOXKEHUI

Ecnu Bbl X0TUTE MCNONb30BaTh GUNbTPALUIO COAEPXMMOTO, BbiGepuTe (hnaxok
dunbTpauusa BnoXeHui.

[na cospaHua v ynpaeneHus npasunamv bunbTpaumm CogepXXumoro, obpatntech
K «YnpaBneHue npasunamu bunbTpauum» (p. 403).

Onuuu npasun

« OcHoBHoe. B 3TOM pasaene Bbl 40JDKHbI 3a4aTb UMA ANA nNpaBunia, UHa4ve Bbl
HE CMOXXeTe COXPaHUTb ero. Bbl6epVITe bela)KOK AKTUBEH, ECJ/TM XOTUTE, YTOObI
npaBsuJio BCTYNWUJ1I0 B CUJTY NMOCJ1I€ COXPaHEHNA NOJINTUKN.

. O6nacTb peiticTBus npaBuna Bbl MoXeTe OrpaHWuMTb NPUMEHEHUE MpaBu
TOJIbKO K OMNpefeneHHo Noarpynre nucem, 3aiaB creayoLiue napaMmeTpbl:
— TMpumeHuTb K (HanpaeneHue). BoiGepuTe HanpaBeHWe MOYTOBOIO Tpahuka,
K KOTOpPOMY 6yAieT NPUMEHSITbCS MPaBuslo.
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— OTnpaBuTenu. Bol MoXXeTe NpUMeEHATb NpaBuna gJis no6oro oTnpasuTens

WNK TOSbKO AJ151 oNpefeNieHHbIX oTnpaBuTenent. s onpegeneHHoro cnmcka
OTNpaBUTENEN HAXXMUTE KHOMKY CnewyanbHble 1 BbIGepUTe HYXXHbIEe Fpynmbl
u3 Tabnuubl cneea. MpocMoTpuTe BbiGpaHHbIEe Fpynnbl B Tabnvue cnpasa.
MonyyaTenb Bbl MOXeTe NPUMEHSITb NpaBuna AJisi lo60oro nosyyaTens unm
TONbKO AJ1si onpefeNieHHbIX nosyyatenen. [ns onpefesieHHOro crnvcka
nonyyartesiei HaXMUTe KHoMKy CnewlunanbHble U BbIGepUTE HYXXHbIE rpynnbl
u3 Tabnuuybl cneea. Bbl MoXeTe MPOCMOTPETb BblGpaHHble Fpynnbl B
Tabnuue cnpaea.

MpaBuIo NPUMEHSIETCS €C XOTsi 6bl OMH MoNyYaTeslb COOTBETCTBYHOT
BaleMy Bbl6opy. Ecnv Bbl XOTUTE MPUMEHSITL MPABUJIO TOJILKO B TOM
Cnyyae, eCnvi BCe NOJTyYaTeNIvu HaxoAsTCs B BbIGpaHHbIX rpynnax, BbiGepute
Bbi6paTb BCcex nonyyarene.

MpumeyaHmne
Ap,peca B nonsax Cc n Bec TakxKe cunmtaroTCs B KayecTBe nonyaneneVl.

BaxtHo
Mpaewuna, OCHOBAHHbIE Ha NOJIb30BATENLCKUX FPyMnax, MPUMEHSAOTCS TOJIbKO
K cepBepaM c ponsimu Hub Transport u Mailbox.

HacTpoiiku. MepeuncnuTe dainbl, KOTOpble paspeLleHbl UK 3anpeLLeHbl BO
BJIOXKEHUSAIX 3NIEKTPOHHOM MOYTbI.

Bbl MoXeTe GpUIbTPOBATb BJIOXKEHMUS 3J/IEKTPOHHOW MOYTbI MO TUMY WJM MO
uMeHu danna.

YT06bl 0TOUNLTPOBATL BIOXEHUA MO TUMy daina, BbINOSHUTE cleayrolume
aencrTeus:

Bbi6epuTe dhnaxkok OnpesenuTb NO TUMY KOHTEHTA.

2. Bblbepute onunto obHapy>xXeHusi, KoTopas 6onblue BCEro MNOAXOAUT ANA

BalUMX NOTpPe6HOCTEN:

— Only the following categories, korgay Bac eCcTb orpaHM4eHHbI nepeyeHb
3anpeLeHHbIX TUNoB hannos.

— Bce, Kpome cnepyowWKUX KaTeropui, Korga y Bac eCTb orpaHuUYeHHbli
nepeyeHb paspeLleHHbIX TUNoB Ghannos.

BblbepuTe WHTepecylolmne Bac KaTteropum TunosB ¢ainoB M3 cnucka

AOCTYNHbIX. [na nonyyYyeHuss nNogpo6HOM MHpOpMaLuM O pacLuMpeHUsaX

KaXX[oW KaTeropum, 06paTuTech K «DunbTpaums BAOXEHWUI Mo Ty dhainios»

(p. 611).

Monutukm 6e3onacHocTy (Security Policies) 411



Bitdefender Grawt\/Zome

unfollow the traditional

Ecnnm BaM Heo6x0auMbl TOJIbKO HEKOTOpble KOHKpeTHble Tumnbl (hainos,
Bbl6epute naxkok Monb3oBaTeNnbcKkue pacluMpeHuss U BBeAMTE CMUCOK
pacLuMpeHnii B COOTBETCTBYIOLLEM MoJie.

4. Bblbepute (naxok BkOUMTL onpepeneHne WUCTUHHOIO TUNA, YTO6bLI
NpoBepATb 3arofioBkn ¢GannoB U nNpaBuibHO onpeaenatb Tun dawnna
BJIOXXEHMSA NPU CKaHUPOBaHWUM 3anpeLL,eHHbIX pacluMpeHnit. 3TO 03HavaeT,
YTO pacluMpeHre He MOXET 6biTb MPOCTO NEpPeMMeHOoBaHO AN o6xoja
NOSIMTUKM DUNbTPALUN BIIOXKEHWIA.

Mpumeyanune
ToyHoe onpeneneHne Tuna MoxxeTt 6bITb pecypcoeMKunm.

YT106bI OTPUNLTPOBATL BNIOXEHUSA MO UMEHW, BbibepuTe dnaxok Detect by
Filename 1 BBeguTe nmeHa ¢annos, KOTOpble Bbl XOTUTE OTGUNLTPOBATh, B
cooTBeTCTBYylOWEeM nosie. [pu pesakTUpoOBaHMKM CNUCKA Bbl TaKXe MOXeTe
Mcnosib3oBaTh cneymasnbHble CUMBOSIbI, YTOObI 3afaTb LWAGOHDI:

— 3Be3goyka (*) 3aMeHseT HOJIb, OAMH UK 6oJiee CUMBOJIOB.

— BonpocuTenbHbIN 3HaK (?) 3aMeHSIeT 04MH 0601 CUMBOIT.

Hanpumep, ecnu Bbl BBefeTe database. *, Bce halfibl C UMeHeM database,
He3aBUCUMO OT MX paclunpeHuns, 6yayT 06HapyXXeHbl.

Mpumeyanue

Ecnu Bbl BKIOUMTE W OonpeaeneHue Turna CoaepXxumoro, u ums daina (6es
TOYHOro onpegeneHvs Tuna), Gann foskeH OAHOBPEMEHHO YAOBNETBOPSATH
060MM yCOBUAM OAHOBPEMEHHO. Hanpumep, Bbl Bbl6panu KaTeropuio
MynbTumMepgma v BBenu nms daina test . pdf. B aTom cnyyae no6oe NnMCbMo
6yaeT nponyweHo mnpaBuioM, notomy u4to davn PDF He sBnsetcs
MYNbTUMEAUHBIM haniom.

Bbi6epute naxok CKaHUpOBaHWe BHYTPU apXMBOB, YTO6GbI MPeaoTBPaTUTh
COKpbITME 3a6/TOKUPOBAHHBLIX GaiioB B NPOCTbIX apXMBax, TakKuM 06pasom
06xoas npasuno GuibTpauum.

PEKprVIBHoe CKaHupoBaHue BefeTCA BHYTPUM apXmBOoB U NO yMOJ4YaHWUKO
oCyLllecTBndeTCcA A0 4YeTBepToro ypoBHA FJ'Iy6VIHbI apxuBa. Bbl MoxeTe
OoNnTUMN3NPOBATb NPOBEPKY, KaK ONMNUCaHO HUXKE!

1. BbibepuTe dhnakok MakcumanbHas rny6éuHa apxmea (YpoBHM).
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2. Bblb6epuTe Apyroe sHayeHWe U3 COOTBETCTBYIOLLEro MeHto. s nyJluei
NPOM3BOAMTENIbHOCTU  Bbl6epuTe  HauMeHbluee  3HauyeHue, Ans
MaKCMManbHOI 3aLWMTbl Bbi6epuTe HanbosbLuee 3HaYEHME.

MpumeyaHue
Ecnu BbI BbIGpanu onumio CkaHMpoBaHMe BHYTPY apXMBOB, NPOBePATLCS 6yAyT
BCé€ apXuBbl.

OeicTeuda. ECTb HECKONBbKO AENCTBUI, KOTOPbIE Bbl MOXKETE NPeANpUHSITL Npu
06HapY)XeHNM BIIOXKEHWUI UK 3NIEKTPOHHOW MOYThI, coAepKallyto ux. Kaxgoe
[eiCTBME, B CBOIO ouyepeflb, UMEEeT HECKOJIbKO BO3MOXHbIX BApMaHTOB UJIK
BTOPUYHbIX AeCTBUI. X onucaHue npuBedeHO HUXeE:

OCHOBHble feNCTBUSA:

3ameHuTb dann. YpanseTr o6HapyXeHHble ¢dannbl M BCTaBnset
TEeKCTOBbIV hann, KOTOpbIN YyBEAOMISIET MOJIb30BaTENS O COBEPLLEHHbIX
NencTBuaXx.

YT06bI HACTPOUTb TEKCT YBEAOMIIEHUN:

1. HaxmuTe Hactpoiiku psgom ¢ pnaxxkom Attachment filtering.

2. BBepauTe TeKCT yBeOMJIEHUS B COOTBETCTBYHOLLLEM MNOJIE.

3. Haxmute CoxpaHUTb.

Ypanutb dainn. YanaeTt o6Hapy>KeHHble pansibl 63 npeaynpexaeHus.
XenatenbHo nsberaTb UCMONb30BaHWE 3TOMO AENCTBUS.
OTMeHUTb/YpanuTb 3NEKTPOHHYIO nouTy. Ha cepBepax C posbto
norpaHuyHoro TpaHcnopta (Edge Transport) o6HapyxeHHas
9JIeKTPOHHasi NoyTa 6yfeT OTKJIOHeHa ¢ owmnbkon SMTP 550. Bo Bcex
APYrux cnyyasx aJieKTpOHHas noyTa yaanseTca 6es npeaynpexaeHus.
XenatenbHo nsberaTb UCMONb30BaHWE 3TOMO AENCTBUS.
KapaHTMHHaa 9neKTpPOHHasAs mnouyTta OJnekTpoHHas noyTa 6yaer
3awmndpoBaHa U CoxpaHeHa B narke KapaHTUHa Ha cepepe Exchange
n He OypeT pocTaBfieHa nosyyatensMm. Bbl MoxeTe ynpaBnsitb
NMOMeLLLEeHHON B KaPaHTUH 3/IEKTPOHHOM NOYTOM Ha CTpaHuLe KapaHTuH.
MNepeHanpaButb nuMcbMo Ha. [loyTa He OyaeT pgocTasfieHa
opurMHanbHOMy noJsyyaTento, Ho 6yaeT [ocTaBneHa Ha appec
YyKa3aHHbIN B COOTBETCTBYHOLLLEM MOJIE.

[ocTaBUTb 71EKTPOHHYIO NOYTY. [103BOSISIET NPOXOAMUTb 3/IEKTPOHHON
noure.

Monutukm 6e3onacHocTy (Security Policies) 413




Bitdefender Grawt\/Zome

unfollow the traditional

BTopuyHbIe pencTBUS:

— OTMeTbTe TeMy NUCbMA KaK Bbl MoxeTe [06aBUTb METKY B TeMy
MMCbMa, YTO6bI MOMOYbL MOSb30BATENSAM OTHUILTPOBATL O6HAPYXKEHbIE
nucbMa B MOYTOBOM KJIMEHTE.

— Jlo6aBbTe 3arofioBOK 3/IeKTPOHHOW MOYTHI.. Bbl MOXeTe fo6aBUTL
COO6LLEHNIO 3arofloBOK M 3HayeHue o6Hapy)XXeHHOW MouyTe, HabpaB
Xenaemble 3HaYeHUs B COOTBETCTBYHOLLEM MNOJe.

— CoxpaHuUTb NTMCbMO Ha AnckK. Konusi 06Hapy>XeHHOMN 31IEKTPOHHOM NOYTbI
coxpaHsieTcs B Buge danna B crneumanbHom nanke Ha cepeepe Exchange.
Ecnu nanka Ha cepBepe He CyLLecTBYeT, TO OHa byeT cosgaHa. YkaxuTe
a6CONtOTHBIN MYThb K Nanke B COOTBETCTBYHOLLLEM MOJE.

Mpumeyanune

OTa onuusa noanepXXMBaeT TOJIbKO 3/1EKTPOHHbIe NMMcbMa B popmaTe
MIME.

— ApxuMB K akkayHTy Konusi 06Hapy>XeHHOW 3NEeKTPOHHOW MOYThI
JOCTaBnseTcss No YKasaHHOMY ajpecy 3JeKTPOHHOM MnoyTbl. 37O
JeicTBUe 106aBNISeT yKa3aHHbIV agpec aneKTpPoHHoM noYTbl B CK (Bec)
CMNCOK afipeCOB 3/IEKTPOHHON MOYThI.

Mo ymonyaHuio, Korga noyTa COOTBETCTBYET OAHOMY nNpaBwuily, OHa
obpabaTbiBaeTCSA UCKITIOYNTENTbHO TOJIbKO UM, 6€3 NPOBEPKM JIHOBbIX APYrUX
oCTaBLIMXCA npaBwun. Ecnu Bbl XOTUTE MPOAOIHKUTL MPOBEPKY APYrUMU
npasuiamu, cHumuTe naxkok Ecnu ycnoeus npaeuna coenagaloT, NpeKpaTUTb
06paboTKy ApyrMMu npaBuiaMm

UcknioueHusn

Ecnu Bbl X0TUTE, YTOGbLI NOYTOBbLIN Tpaq)I/IK ana onpeneneHHbIX OTI'IpGBI/ITGJ'IGI;I
nn nonyaneneﬁ AocTtaBnANICcA C JIO6bIMU BJIOXKEHUAMMU, BHE 3aBUCUMOCTU OT
npasun q)I/IJ'IpraLI,I/IVI, Bbl MOXXeTe 3aaTb UCKJTFOYEHUA B d)MJ'IpraX.

YT106bI c0o3aaTb NCKJTFOYEHUE!

1.

2.

Haxmute UckniouHua psgoM ¢ GnaxkoMm @OunbTpauus BROXKeHUN. ITO
fAencTBMe OTKPOET OKHO KOHbUrypaLuu.

BBeaute apgpeca 3neKTPOHHOW MOYTbl AOBEPEHHbIX OTMNpaBUTENen u/wnm
nosnyyatenen B COOTBETCTBYHOLWMX Nonax. Jllo6oe nucbMo, npuxoasuiee ot
[ OBEPEHHOrO OTNPaBUTENSA UM OTNPABAIOLLEECS [,OBEPEHHOMY NONyYaTerHo,
6yaeT UCKIIoYeHOo M3 GunbTpaunn. MNpy pegakTUPOBaHUM CNIMCKA Bbl TaKXe
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MOXXeTe UCnoJib30BaThb CrneuunasnbHble CUMBOJIbI, YTOObI 3aaTb AOMEH WU
WabnoH ANnA afpecoB BXOAALLEN S/IEKTPOHHON MOYTbI:

. 3Be3sgouka (*) 3aMeHsIeT HOJb, OAUH UM 60Jlee CUMBOJIOB.

. BonpocuTenbHbil 3HakK (?) 3aMeHseT oAWH N060W CUMBOJI.

Hanpumep, ecnv Bbl BBEgeTe * . gov, BCe MMCbMa, MOCTYyMNatowme oT AOMeHa
.gov, 6yAyT NPUHATLI.

3. Ona nuceM C HECKOSIbKMMWU NoJsiydyaTensiMu, MOXHO Bbl6paTb (naxok
McKniounTb 371eKTPOHHYI0 NOUTY 3 pubTpaLmm, TONIbKO ecnin Bee noslyyaTenu
AIBNAIOTCA JOBEPeHHbIMU, YTOObI MPUMEHSITb UCKITHOYEHME, TOJIbKO ecnn BCe
nosiyyaTenu aN1eKTPOHHOM MNOYTbl MPUCYTCTBYIOT B CMIUCKE JOBEPEHHbIX.

4. Haxmute CoXpaHUTb.

7.2.12. lLindppoBanue

Mpumeyanne
[aHHbI MOAYyNb AOCTYNEH ANs:

« Windows ans pa6ounx cTaHuui
« Windows ans cepepos
. 0OCMAK

Mopaynb Encryption ynpaBnsieT nonHbIM windpoBaHneM AMcka Ha KOHEYHbIX TOYKaX,
ucnonbays BitLocker B Windows u FileVault n ytunuty komangHon ctpoku diskutil
B macOS, COOTBETCTBEHHO.

anI TakKoOM nogxonae GravityZone MOXeT obecneynTb HEKOTOpPbl€ NOCTOAHHbIE
npenmMyLlecTea:

« [aHHble 3aLMLLEHbI B CIyYae YTepPU UIIM KpaXkn yCTponcTBa.

o O6wupHan sawWmTa AN caMbiX MONYJsPHbIX KOMMbIOTEPHbIX MiaThopm B
Mupe, 6narofapsi UCMoJIb30BaHUIO PEKOMEHYEeMbIX CTaHAapTOB WndpoBaHusa
C nonHow noaaepxkon Microsoft n Apple.

« MwuHMMasnbHoOE BAMSIHWE Ha MPON3BOAUTESNIbHOCTb KOHEYHbIX TOUeK 6r1arogaps
BCTPOEHHbIM CcpeficTBaM LUN(POBAHUS.

Mogaynb windpoBaHUsi UCMONb3YET CriefytoLine peLleHus:

. BitLocker Bepcum 1.2 1 noagHee Ha KOHeYHbIX Toukax Windows ¢ JoBEpeHHbIM
nnaTdopmeHHbIM Moaynem (TPM) a5 3arpy304HbiX M He3arpy304HbIX TOMOB.
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. BitLocker Bepcuu 1. 2 1 no3gHee Ha KoHeuyHbIX Toykax Windows 6e3 TPM gns
3arpy30Y4HbIX U He3arpy3o4HbiX TOMOB.

. FileVault Ha kOHeuHbIx Toukax macOS, ans 3arpy304HbIX TOMOB.
« diskutil Ha kOHeuHbIx Toukax macOS, ans He3arpy304HbIX TOMOB.

Cnncok onepauuoHHbIX CUCTEM, NOAAEPXKUBAEMbIX MOAYNIEM LUNGPOBAHUS, CM.
B PykoBogcTBe no ycTaHoBKe GravityZone.

General Encryption Management

Antimalware
Sandbox Analyzer

Decrypt
Firewal
Content Control Encrypt
Patch Management

If Trusted Platform Module (TPM) is active, do not ask for pre-boot password

Device Control
Relay
Exchange Protection

Encryption

General

CTpaHuua wudposaHus

YT06bI HayaTb ynpaBfieHune WnNPpoBaHNeM KoHeyHoWn Touku u3 Control Center,
ycTaHoBUTe priaxkok YnpaeneHue wudpoBaHmeM . [oka 3TOT NapamMeTp BKITHOYEH,
Monb30BaTeNIM KOHEYHbIX TOUYEeK He MOFyT yNpaBnaTb WndpoBaHNEM NOKaJbHO,
a BCe UX AeNCTBUS 6yayT oTMeHeHbl. OTKJIlOYEHUE 3TOro napaMeTpa ocTaBuT
TOMa KOHEYHOW TOYKM B WX TEeKyleM COCTOSHMKU (3aluMdpoBaHHOM UK
He3alMbpoBaHHOM), M MOSb30BaTESIM CMOTYT YNPaBASTb LWMGbPOBAHMEM Ha CBOMX
KOMMblOTEpax.

[na ynpaeneHus npoueccaMu WndpoBaHusa U gewndpoBaHUS JOCTYMHbI TpU
BapuaHTa:

. Pacuudposatb - pacwwudpoBbiBaeT ToMa WU COXpaHsAeT  UX
He3awndpoBaHHbIMK, KOrAa NOSIMTUKA aKTUBHA Ha KOHEYHbIX TOYKaX.

. LWndpoeatb - wndpyeT ToMa 1 coxpaHsieT ux B 3aMbppoBaHHOM BUle, Korga
MONIMTMKA aKTUBHA Ha KOHEYHbIX TOYKaX.
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B pasgene «lLndpoBaHne» MOXHO YyCTaHOBUTL (naxok Ecnu goeepeHHbIN
nnatgopmeHHblit moaynb (TPM) akTMBeH, He 3anpawuBaTb Naponb Ans
wudpoBaHnsa . ITOT napameTp obecrneunmBaeT LWNPPOBAHME HA KOHEYHbIX
Toukax Windows ¢ TPM, He Tpebysi naposib WwWndpoBaHUs OT NoJib30BaTesNeNn.
Moapo6Hee cMm: «LLndbposarue Tomos» (p. 417).

« WckniouyeHun

GravityZone nogaepxuBaeT meto wupposanHma Advanced Encryption Standard
(AES) ¢ 128 u 256-6uTHbIMM KNtouamm B Windows 1 mac0S. dakTUYecKuii anroputm
LWndpoBaHUA 3aBUCUT OT KOHOUIypaLmMmn Kaxaon onepaLMoHHON CUCTEMbI.

MpumeyaHmne

GravityZone o6Hapy>XMBaeT U ynpaBfsieT TOMaMy, 3alinppoBaHHbIMU BPYYHYHO, C
nomoubto BitLocker, FileVault u diskutil. Jns Toro, 4yTo6bl HaYaTb yNpaBASTh 3TUMM
TOMaMu, areHT 6e30MacHOCTM MpPensioXXUT MOoNb30BaTeNiiM KOHEYHbIX TO4YeK
M3MEHUTb CBOM KJTHOYM BOCCTAHOBEHUS. B criyyae cnonb3oBaHUsA Apyrnx peLueHuni
ana wudpoBaHUs, TOMa AOJKHbl 6biTb paclumMdpoBaHbl nepef MNPUMEHEHUEM
nonuTuku GravityZone.

LLindppoBaHue TomoB

YT06bI 3alIMbpoBaThL TOMA:

1. YctaHoBuTe hnaxok YnpaeneHue wumndpoBaHueM .
2. Bbibepute onuuto LLndpoeaHue .

Mpouecc WKUdpoBaHMSA HAYMHAETCH MoOcsie TOro, Kak MOJSIMTMKA CTaAHOBUTCSH
aKTUBHOWN Ha KOHEYHbIX TOYKaXx, C HeKOTOpbIMU ocobeHHocTsiMu B Windows n Mac.

Ona Windows

Mo yMonyaHuio areHT 6e30MacHOCTM NPEASIOXUT NoNb30oBaTesNsAM HAaCTPOUTb
naponb AnsA 3anycka wudposBaHus. Ecnnm Ha MaluMHe YyCTaHOBJIEH
(dbyHKUMoHanbHbIN TPM, areHT 6e30MacHOCTU NPEAJIOXUT MOJIb30BaTENSAM
HacTpPOUTb NepcoHasbHbIN naeHTUdMKaumoHHbl HoMep (PIN) ans Havana
wudpoBaHusa. Ha akpaHe npeaBapuUTeNibHOM 3arpyskm W NpoBepKu
NMOAJIMHHOCTM MOfb30BaTeNM [OJKHbI BBOAMTbL Maposib wau [MUH-kog,
HaCTPOEHHble HAa 3TOM aTane, KaXbl pa3s, Korga 3anyckaetcss KoHeyHast
TouKa.
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Mpumeyanmne

AreHT 6€30MacHOCTM MO3BOJIET HacTpavMBaTb TPe60BaHUSA K CIIOXHOCTU
MWH-koAa, a TakxKe NpMBUIIErMn Nonb3oBaTenen Ha nusMmeHenune ux MUH-kopa
C NMoMoLLbO MapamMeTpoB rpynnoBoy nonutukm BitLocker (GPO).

YT106bl 3anycTuTb WUdpoBaHMe 6e3 BBOAA MNaposia OT Mosib3oBaTenen
KOHEYHOMN TOYKM, ycTaHoBUTE hnaxxok Ecnvm moaynb aoBepeHHOU NnaTgopMbl
(TPM) akTMBEH, He 3anpaliMBaTb Naposb Nepeg 3arpy3kon ITOT napameTp
COBMECTUM C KOHeYHbIMU ToukaMu Windows, koTopble umeroT TPM u UEFI.

Korga ¢naxok Ecnu mogynb goeepeHHoit nnatdopmbl (TPM) akTuBeH, He
3anpaluvBaThb Naposb nepeg, 3arpy3Kon BKIIFOYEH:
« HaHesalwmndpoBaHHON KOHEYHOW TOYKE:
— Tpouecc wudpobaHua 6e3 naposnsi.
— OKpaH npeaBapuTenbHOM 3arpysku He MOSIBASIETCS NpWU 3anycke
MalLMHbI.
« Ha koHey4HoW Touke 3awndpoBaHO NaponeMm:
— [Maponb ypaneH.
— Toma ocTatoTcs 3aWndppoBaHHbIMM
o 3awwudpoBaHHas UM HesalnMdpoBaHHasA KOHeYHas Touka ¢ TPM unu 6e3
TMP He o6Hapy>XeHa unu He paboTaeT:
— TMonb3oBaTento NpegnaraeTca BBECTU Naposib 45 WUdpPoBaHUS.
— OKpaH NpoBepKU MOAJIMHHOCTM Mepep 3arpys3kon nosiBnsieTcs npu
3anycKe MaLlUWHbI.

Korga ¢naxok Ecnu mogynb poBepeHHoi nnatdopmbl (TPM) akTUBEH, He
3anpawmeaThb Naposib Nepep 3arpy3KoM OTKJIIHOYEH:

« [onb3oBaTesnb A0O/MKEH BBECTU Naposib AN WndposaHus.

« Toma ocTatoTcs 3alwmdpoBaHHbIMU

Ha OC Mac
Ona Toro, yto6bl 3anycTUTb WK(pPOBaHME Ha 3arpy3o4yHblX TOMaXx, areHT
6€e30MacHOCTM NPeASIOXKUT NoJIb30BaTENSAM BBECTU CBOM CUCTEMHbIE YYETHbIE
AaHHble. TONbKO MONb30BaTesNU, UMEIOLLME JIOKAJIbHbIE YYeTHble 3anncu C
npaBaMun agMUHUCTPATOPA, MOFYT BKJIOYNUTD WKMdpOBaHMe.

YT06bI 3aNyCcTUTL LN POBAHKE HA HE3arpy304HbIX TOMAaX, areHT 6e30MacHoOCTU
NpeasioXnT NoJib30BaTeNIIM HAaCTPOUTb Naposib WKndpoBaHUA. ATOT Naposib
6yneT Heo6xoauM Ans Ppas6rIoKUPOBKM HE3arpy>KaeMoro TomMa npu Kaxxjom
3anycke KoMnbloTepa. Ecnv Ha KoMNbloTepe HECKOJIbKO 3arpy304HbIX TOMOB,
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noJjib3oBaTtesnin AOJDKHbl HACTPOUTb NapoJib LLIVI(I)pOBaHMﬂ Ana Kaxaoro m3s
HUX.

Jewndposka ToMOB

YT06bI gewmndpoBaTb TOMa Ha KOHEYHbIX TOUYKaX:

1. YctaHoBuTe pnaxxok YnpaBneHue wngpoBaHueM .
2. Bbibepute onumio [ewmndpoBka .

I'Ipou,ecc paCLIJI/IdJDOBKI/I Ha4ynHaeTca rnocJsie Toro, Kak rnoJimnTuka CtaHoOBUTCA
aKTUBHOW Ha KOHEYHbIX TOYKaX, C HEKOTOPbIMHU ocobeHHocTAMM B Windows 1 Mac.

Ona Windows
Toma pacwndpoBbiBatoTcsi 6€3 B3aMMOAENCTBUSA C NOJIb30BaTENAMM.

Ha OC Mac
[na 3arpy304HbIX TOMOB NOJIb30BaTENN AOHKHbI BBECTU CBOU CUCTEMHbIE
y4YeTHble AaHHble. [115 He3arpy304YHbIX TOMOB MOJIb30BaTeM AO/MKHbI BBECTU
napoJib, HaCTPOEHHbIN BO BpeMsi npoLiecca WndpoBaHus.

B cnyuyae, ecnM nonb3oBaTenuM KOHEYHOW TOYKM 3abbiBalOT CBOM Maposiu
WKhpPOBaHUS, UM HYXHbl KJIHOYM BOCCTAHOBMIEHUS Al Pa36JIOKMPOBKM
KoMMbtoTepoB. Mogpo6Hee 0 NoyYeHUN KNtoYei BOCCTAHOBJIEHUS CM. «» (p. 115).

WUcknoyenne pa3fenos

Bbl MoXeTe co3aaTb CMUCOK UCKIIOYEHU u3  wudpoBaHus, aob6aBus
onpepeneHHble 6YKBbl ANCKOB, METKM M UMeHa pasgenoB 1 GUID pasgena. YTobbl
co3aaTb NPaBUO ANt UCKIIKOYEHMSA pasaesnoB U3 WndpoBaHus:

1. YctaHoBuTe pnaxok UcknioueHums.
2. Haxxmwute Tun n BbibepuTe TUM AUCKA B BbiNajatoLeM MEHHO.

3. BBeauTte 3HauyeHue gucka B nosie ACKnYeHHble 3fIeMeHTbl 1 npuMnTe BO
BHMMaHue cnegyrouine ycnosua:

. YTo6bl BBecTM BbykBy Aucka, BBeguTe D: WM Bawy GYKBY AWUCKa C
JABOeTounEM.

« [na MeTKun/umeHu Bbl MOXeTe BBECTU JI06YI0 METKY, Hanpumep PadoTa.

. [Ina pasgena GUID BBEANTE 3HauyeHuWe crepyowmnM o6pasoMm:
\\?\Volume{6a2d53fe-c79%9a-11e1-b189-806ec6£6e6963}\.
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4. HaxmuTte [106aBuUTb ), YTO6bI 4,06aBUTb UCKITHOYEHWE B CITUCOK.

YT106bI yAanuTb UCKNKOYEHMe, Bbl6epI/ITe n ,D,O6aBbTe 3J/IEMEHT N HaXXMuTe YaanuTb

®

7.2.13. NSX

B o9TOM pasgene Bbl MOXeTe YCTaHOBUTb MNOJSIMTMKY, KoTopasi O6ypeTt
ncnonb3oBaTbcs B KayecTse npoduns 6esonacHocTu B NSX. [lns aToro:

1. OTMmeTbTe pnaxkok NSX, uTobbl 3aaTb €ro BUAMMOCTb TaKXe B BE6-KJIMEeHTe
vSphere.

2. BBeauTe HUXe UMS, MO KOTOPOMY Bbl CMOXeTe MAEHTUPULMPOBATL NOSIMTUKY
ans NSX. 3To uMsi MOXeT OT/IM4aTbCsl OT UMEHWU MONUTUKKM B GravityZone
Control Center. B vSphere oHO 6ypeT oTo6paxaTbCA C npeduKcom
Bitdefender . Bbl6epuTe 3TO MMA NpoAyMaHo, Tak Kak OHO 3aTeM CTaHeT

OOCTYMNHO TONIbKO AJ1A YTeHUA, nocne CoXpaHeHUA NONMNTUKN.
7.2.14. 3awmTta xpaHunuia

Mpumeyanune

3almTa XpaHunIuLL, JoCTyNHa A 3alMTbl YCTPOMCTB ceTeBoro xpanunuuwa (NAS)
U cuctem o6MeHa daiiniamMu, COBMECTUMBIX C MPOTOKOIOM afanTauum KOHTeHTa
WMHTepHeTa (ICAP).

B npaHHOM paspene Bbl MOXeTe HacTpouTb Security Server kak cnyxoy
ckaHupoBaHua ycTpoicTe NAS 1 cucteM o6MeHa dainamu, coemecTuMbix ¢ ICAP,
Takux kak Nutanix Files u Citrix ShareFile.

Security Server ckaHupyeT nto6ble Gaisibl, BKIOYasi apXUBbI, MO 3anpocy YCTPONCTB
XpaHeHuss. B 3aBuMCMMOCTM OT HacTpoek Security Server BbINOSHAET
COOTBETCTBYHOLWME AENCTBUSA C 3apaXKeHHbIMU dannamMu, HanpuMmep, NeYnT unu
3anpeLyaeTt fOCTyn.

HacTpoiku o6beguHeHbl B criefytoliue pasgernbl:

« ICAP
« WcknrouyeHus
ICAP

Bbl MOXeTe HacTpouTb criegytoLine napamMeTpbl ans Security Server:
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YcTaHoBUTE pnaxxok CKaHMpoBaHMWe NpU AOCTYyNe , YTO6bI BKIIHOYMTL MOAYIIb
3alWMTbl XpaHunuwa. Heo6xoanMMble HaCTPOMKKU ANsi CBA3U MexXay Security
Server u yCTPOMCTBAMU XpaHEHUS NpeABapUTENbHO oOnpeaesieHbl CeayoLnm
06pasoMm:

— CepBUCHOE UMSA: bdicap.
— TopT npocnywmBaHus: 1344.

B paspgene HacTpoilkM cKaHMpOBaHWUsSI apxuMBa YCTaHOBUTE (NaXoK
CkaHupoBaTb apXxuB , YTo6bl BK/IIOYMTb CKaHMpOBaHMe apxuBa. HacTpoinTe
MaKCuMaJsibHbI pa3Mep U MaKCUManbHYH Fy6UHY CKaHMPYeMbIX apXUBOB.

Mpumeyanue
Ecnv Bbl ycTaHOBUTE MaKcUManbHbIN pasmep apxusa 0 (Honb), Security Server
CKaHUpyeT apxXnuBbl HE3aBUCUMO OT UX pa3Mepa.

B paspene KoHTponb neperpysku BbiGepuTe NpesnoyTUTENbHbIA CNoco6
ynpaBneHns COeAMHEHUSIMU Ha YCTPOMUCTBAX XPaHEHUS B CIlyYae Neperpysku
Security Server:

— ABTOMaTMuYecku c6pacbiBaTb HOBble MOAKJIOYEHUSI Ha YCTPOMCTBax
XpaHeHus, ecnu Security Server neperpy)eH. Korga oaunH Security Server
JOCTUI MaKCMMaJIbHOro KONn4ecTBa CoOeAUHEHMI, YCTPOMCTBO XpaHeHMs
nepeHanpaBuT M36bITOK Ha BTOpon Security Server.

— MakcumanbHO KONIMYECTBO NMOAKIIIOUEHUIA Ha YCTPOICTBaxX XpaHeHus. o
YMOMYaHuto ycTaHoBneH niumuT B 300 NoakIto4eHni.

B pasgene DeiticTBusa CKaHupoBaHUA OOCTYNHbI cnegyrouine onyun:

— OTkKa3saTb B gocTyne - Security Server oTkasbiBaeT B JOCTYMNe 3apaXK€HHbIM
dannam.

— BbiIneunTtb - Security Server yanansieT BpefoHOCHbIN Kof U3 3apa)Ke€HHbIX
dhannos.
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Computers and Virtual Machines

£+ General On-access Scanning

L) i e These settings apply on Securty Severs when used as a scanning sevice for storage devices.

@ Sandbox Analyzer
Senvice name: * | bdicap

42 Frewal

Listen port: * 1344
= Content Control

e T Archive Scanning Settings

& Applcation Control Scan Archive

% Device Control Archive maximum size (MB) 3 E

Archive maximum depth (levels) 2 ﬂ
) Relay
Congestion Control

3 Exchange Protection
- ‘O Automatically drop new connections on storage devices if Security Server is overloaded
@& Encryption
Maximurm number of connections on storage devices 300 E
Storage Protection

e Scan Actions

Exclusions
Default action for infected fles. Deny access

Monutuka - 3awmTa xpaHumuuy, - ICAP

NcknioyeHus

Ecnv Bbl X0TUTe yAanuTb onpeaeneHHble 06beKTbl U3 CKaHUPOBaHUS, yCTaHOBUTE
dbnaxkok UcknioueHus.

Bbl MOXKeTe onpefennTb UCKHOYEHUS:
. Mo xaw - Bbl onpepensieTe uckntovaembin hann xawem SHA-256.
« [NoAcTaHOBOYHBIM 3HAKOM - Bbl YKa3blBaeTe UCKITOYEHHbIN (hain no nyTw.

HacTpoiKa MCKNYeHui
YT106bI O6ABUTb UCKITHOYEHME!
1. Bbl6epuTe TUN UCKITIOYEHUS U3 MEHIO.

2. B 3aBMCMMOCTM OT TWUNa WCKIIOYEHUs,, yKaxute o6beKT, KOTOpbld byaeT
UCKJTIOYEH, CrielyoLunmM 06pa3om:

o Xaw - BBeguTe xawmn SHA-256 yepes 3anaTyto.

MoacTaHOBOYHBIN 3HAK - YTOYHUTE aBCOJIIOTHBIN UM OTHOCUTENbHBIV NYTh,
ncnosnb3ays NoAcTaHOBOYHbIE 3HakW. CUMBOJ 3Be3404KM (*) COOTBETCTBYET
no6omy dainy B aupekTopumn. BonpocutenbHblii 3Hak (?) cooTBeTCTBYET
TOJIbKO OHOMY CUMBOJ1Y.

3. [Jo6aBuTb onucaHune AJist UCKITOYEHMS.
4. HaxxmuTe KHonKy & [lo6aBuTb. HOBOE UCKtOUYeHNs 6yayT o6aBneHbI B CIMCOK.
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YT06bl YAANUTb NPaBUIO U3 CMKUCKA, HAXMUTE COOTBETCTBYHOLLYIO KHOMKY &
Ypanuto.
MMNopT 1 3KCNOPT UCKNIOYEHNIA

Ecnv Bbl HaMepeHbl MOBTOPHO UCMOJIb30BaTb UCKITHOUYEHNUS B APYTUX MOJIMTUKAX,
Bbl MOXETe BbI6paTb UX 3KCMOPT U UMMOPT.

YT06bI 9KCMOPTMPOBATb UCKIHOUEHUS:
1. HaxXmuTe IKCMopT B BEPXHEW YaCTH TabNuL bl UCKITHOYEHUIA.

2. CoxpaHnuTe ¢ann CSV Ha BalleM KOMMblOTepe. B 3aBUCUMOCTU OT HacTpoek
Ballero 6paysepa, aitn MoXeT aBTOMATUYECKU 3arpyauTcsa unm Bam éyaet
npeasioXXeHo COXpPaHUTb ero B ornpefeneHHoe MecTo.

Kaxkpasa ctpoka B CSV-aiine cooTBETCTBYET 0AHOMY UCKITHOUYEHUIO, UMEIOLLLEMY
nons B CreAyou,emM nopaakxe:

<exclusion type>, <object to be excluded>, <description>

JocTynHble 3HayeHust ans noneu B panne CSV:

Tun ucknioyeHus:
1, ana SHA-256 hash

2, ANda noACcTaHOBOYHbIX

UcknioyaemMblit 06beKT:
Xell-3HayeHue unm nyTb

OnucaHue
TeKkcT, NOMOratoLnin onpeaenmTb UCKIIIOYEHNE.

Mpumep ncknoyeHun B dhamnne CSV:
2,*/file.txt, text

2,*/image.jpg, image
1,e4b0c44298fclcl9afbf4c8996£fb9227ae41e46490934ca991b7852b855, hash

YT106bI UMMOPTUPOBATbL UCKITHOYEHUS:
1. Haxmute UmnopT. OTKpoeTca okHo Import Policy Exclusions.

2. Haxmute lobaBuTb U 3aTeM Bbibepute ann CSV.
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3. Haxxmute CoxpaHuTb. Tabiuua 3anosiHAeTCA KOPPEKTHbIMU UCKITOUYEHUAMM.
Ecnu daitn CSV coaepXuT HefoMyCTUMbIe WUCKIOYEHUS, NpeaynpexaeHue
MHhOPMUPYET Bac 0 COOTBETCTBYHOLMX HOMepax CTPOK.

PepakTMpoBaHKe UCKITHOYEHNI

YT06bI peiakTUpoBaTb UCKITIOYEHME:

1. KnukHuTe nuMs nckntoveHus B KonoHke MyTb unu B onvcaHuum.

2. PepaKTupynTe UCKNHOYEHUS

3. HaxmuTe Brixoz KOrga 3akoHYnTe.

Computers and Virtual Machines Welcome|

£ General Exclusions

7 Antmahvare

® Sandbox Analyzer ol

&5 Firewal Cvmey
£ Content Control Hash
Patch Management
{ Applcation Control
) Device Control
) Rely
£3 Exchange Protection
© Encryption
Storage Protection
1cAP

Exclusions

These exclusions apply on Security Servers when used as a scanning senice for storage devices.

Import

Path Description Action

Page 0 | of0 0 - Oitems

Monutuka - 3awmTa xpaHunuuy - ICAP

7.2.15. UHumMpaeHTbl Sensor

MOCTOSIHHBIW KOHTPOJIb KOHEYHbIX TOYEK, TEKYLLMX MPOLLeCCOB, MOAKIIOUYEHNS K
ceTW, U3MEHEHUsI peecTpa. ITU MeTajaHHble HaxXoAAaTCs B npouecce c6opa,
npegocTaBieHnss U 06paboTKU NPU NOMOLLM afIrOPUTMOB MALUMHHOIO 06yYeHuUs
N TEXHONOrnW npeaoTBpaLLeHuUsl, MO3BONIAOWMX BbISBUTb MOAO3PUTENbHOE

noeefeHue.

MpoBepbTe paboTy AaTuMkKa MHUMAEHTOB, YTO6bl caenaTb AaHHbIA MOAyJb

JOCTYMHbIM.
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£+ General Incidents Sensor

@ Antimalware

5 Sandbox Analyzer

O =
&2 Firewall

(]

Network Protection

INCIDENTS SENSOR GRAVITY ZONE
<> Patch Management
¥ Device Control
@l
Policies ) Relay
£3 Exchange Protection

E/ PROTECTED ENDPOINTS BITDEFENDER TECHNOLOGIES

Incidents Sensor
S General

47 Risk Management

MHumpeHTbl Sensor

7.3. MOAUTUKM MOOGMNBHBIX YCTPOUCTB

MapaMeTpbl NOIMTUKN MOXHO HAaCTPOUTb U3HAYasIbHO Npu ee co3gaHum. Mosxe
Bbl MOXETe UBMEHUTb UX MO Mepe HEO6XOANUMOCTH B Nto60e yao6HOE BpeMS.

YT106bI HACTPOUTL NAapamMeTpbl MOAUTUKK:

1. Mepengute Ha cTpaHuly MonuTukM.

2. Bbi6epute Mob6unbHble YCTPOUCTBA U3 MEHIO BUA OB CETEN.

3. Haxmwnte Ha nma nonutukn. OTKpoeTCcsa CTpaHMLa HaCTPONKU NOJIUTUKM.
4

HacTpoiTe Heob6xoanMble NapaMeTpbl NONUTUKA. HacTpoWKK opraHn3oBaHbl
B C/leZlytoLME KaTeropuu:

o OcHOBHble
— [Mopapo6Has nHpopmaums

« YnpaBfieHue ycTponcTBamu
— besonacHoCcTb
— Maponb
— Tpodunu
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Bbl MOXeTe Bbl6paTb KaTeropuro HaCcTpoek, NCNoJib3ya MEHIO B NleBOM YacTu
CTpaHuubl.

5. Haxmute CoxpaHUTb, YTOObI COXPaHWTb W3MEHEHUS U MPUMEHUTb UX Ha
Tpe6yeMbIX MOGUIbHBIX YyCTpoicTBax. YTo6bl NOKUHYTEL CTPaHULY MONUTKK
6e3 CoOXpaHeHUsi UBMEHEHUN, HAXXMUTe OTMEHUTD.

7.3.1. OCHOBHbIe

Kateropns OCHOBHble COAEPXWUT OMuUcaTeNbHYl0 MHPOPMaLuo O BbliGpaHHOW
NoNNTHKeE.

Moapo6Has uHpopMauus

Ha cTpaHuue ¢ nogpo6Hon uHbopmMauuen oTobpaxarTcs o6LmMe CBeeHUs o
NOJITUKE:

« HasBaHue nonmTukm

« [lonb3oBaTenb, KOTOPbIM CO34an NOUTUKY

. [laTa u Bpems, Korga nofimMTuka 6bisa co3gaHa

. [JaTau Bpems nocnegHero UsMeHeHusi NOSINTUKK

Bbl MOXeTe nepenMeHoBaTb NOJIMTUKY, BBeAA HOBOE UMA B COOTBETCTBYHOLLEM
none. MNMoNUTUKN [OMKHbI UMETb Nnoaxogsimne UMeHa, 4YTO6bl Bbl UK p,pyr0|7|
agMUWHUCTPATOpP MOIrm nx 6bICTpO M npocTo M[J,eHTVICI)VILWIpOBaTb.

MpumeyaHmne
Mo YMOJT4aHUIO, TOJIbKO NoJsib30BaTeslb, COS}J,aBLIJI/IVI NOJINTUKY, MOXXET USMEHUTDb €€.
YT06bl BHECTHU U3MeHeHUAd, Bnaaenew, noJIMTUKnN A0JHKeH Bbl6paTb onuuro Pa3pe|.uuTb
APYruMm nosib3oBaTtesiaM U3MEHATDb 3Ty NOJINTUKY Ha CTpaHuLe NOJINTUK B pa3gene
Mogpo6HocTw.

7.3.2. YnpaBneHue yCcTpoMCcTBamu

HacTpoiku ynpaBneHusa YyCTPOMCTBOM MO3BONAT 3ajaTb NapamMeTpbl
6€e30MNacHOCTM MOOWIIbHbIX YCTPOWCTB, 9KpaH 6/I0KMPOBKM C MaposieM, a Takxe
HecKoJbKo nNpodunen Ans Kaxxaom NoIMTUKA MOOGUITbHbBIX YCTPOMUCTB.

HacTpoiiku o6beguHeHbl B criegytolune pasgerbl:

« besonacHocTb
« [laponb
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B aTOM pasgene Bbl MOXETe HACTPOUTb pasfinyHble NapaMeTpbl 6€30MacHOCTH
MOGWIbHbIX YCTPOWCTB, B TOM YMCIle CKaHMPOBaHWe Ha npegMeT BPeoHOCHOMo
MO ans Android-ycTpoicTs, ynpaBneHue B3fIoMaHHbIMW YyCTPOUCTBaMU (root nnu
jailbrake) unu geiicTeunA, KoTopble HEO6XOANMO NPEANPUHATL AN HECOBMECTUMbIX

YCTPOWCTB.

BaHo

CKaHMpOBaHMe Ha BpeaoHOCHOoe MO BbINonHsieTcs B obnake, noaTomy MO6usIbHOE
YCTpoﬁCTBO OOJHKHO UMeTb focTyn B UHTepHeT.

General

& Device Management

Security

Password

Profiles

Android Security

Scan applicaticns on install
Scan storage on mount
Require device encryption
USB debugging protection
Web Security
Block phishing web pages
Block web pages containing malware or exploits
Block web pages used in scams or frauds

Warn user about untrusted web pages

0S8 Changes

Allow management of rooted or jailbroken devices

Compliance
Default action when an enterprise device is not compliant Ignore
Default acticn when a personal device is not cempliant: Ignare

MonMTUKN MOBWIIBHBIX YCTPOMCTB - HacTpoiikm 6e30MacHOCTU

BesonacHocTb Android

. Bbl6epute CkaHMpoBaHMe NPUIOXKEHUW MPU YCTaHOBKE, €C/M Bbl XOTUTE
BbIMONHATL CKaHWPOBAHWE TMpU YCTAaHOBKE HOBOIO TPUJIOXKEHUS Ha
ynpaensieMoe Mo6uIbHoe YCTPONCTBO.
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Bbl6epMTe CKaHMpoBaHMe XpaHWIMLLL,A NPU MOHTUPOBAHUMU, €C/IN Bbl XOTUTE
BbIMOJIHATb CKaHUpOBaHMe npu Kaxkaou yCTaHOBKe YCTDOVICTBa XpaHeHUA.

Mpepynpexaenue

Ecnv BpegoHocHasi nporpamMma o6Hapy»KeHa, Nosib3oBaTesto 6yAeT NpeasioXXeHo
ypanutb ee. Ecnm nonb3oBaTesib He yAanuT o6HapyXXeHHble BpefoHOCHble
nporpaMMbl B TeYEHUE OAHOIO Yaca nocsie 06HapyXXeHUsl, MO6UIbHOE YCTPOMCTBO
06bABNAETCA HECOBMECTUMbIM U LENCTBUSA AN HECOBMECTUMbIX YCTPOMCTB
6yayT TMpuMMeHeHbl aBTOMaTUuYecku (MrHopupoBaTb, 3anpeTuTb [OCTyn,
6710KMPOBATb, CTEPETb WUIIN OTKIIHOUUTD).

Bbibepute Tpe6oBaTb wWKppoBaHMe YCTPOWCTBA, 4YTOObI 3anpocuUTb Yy
nosib3oBaTessi akTMBaLMIo pexxmma wudpoBaHusa, goctynHoro B OC Android.
LndpoBaHre 3awmuiaeT faHHble, XxpaHswmecss Ha Android-ycTponcTeax, B
TOM 4KCIle YYeTHble AaHHble, HACTPOMKMU, 3arpy>KeHHble NPUNOXEeHUs, Meaua
n gpyrue ¢annbl 0T HECaHKUMOHMPOBAHHOIO AocTyna. 3awndpoBaHHble
JaHHble MOryT 6blTb AOCTYMHbl Ha BHELHWX YCTPOMUCTBAX TOJSIbKO MyTeMm
yKasaHusa napoJsisi pa36rioKUpoBKM.

Ba)xHo

— LUWundpoBaHue ycTponcTea LOCTYMHO HaumHas ¢ Bepcun Android 3.0 1 BbliLwe.
He Bce Mopenu ycTponcTB noaaepxusatoT wudposBaHue. NpoBepbTe OKHO
[eTtanu Mo6unbHOro ycTponcTsa Asis nosiyuyeHns nibopmavmm o noaaepxKKe
WndpoBaHMA YCTPONCTBOM.

— LUudpoBaHme MOXET NOBNUSTL HAa MPOU3BOAUTENBHOCTb YCTPOWCTBA.

Mpegynpexaeune

— LlndpoeaHue ycTponcTBa ABASETCA HEOOPAaTUMbIM U €AUHCTBEHHbIN CNOCO6
BEPHYTbCA K He3alwmndpoBaHHOMY COCTOSIHUIO 3TO CTepeTb YCTPOWUCTRO.

— Tonb3oBaTeny AOMKHbI BbIMOHUTL pe3epBHOE KOMMPOBaHWE JaHHbIX, PeXae
yeM aKTUBUPOBaTb LWMdpPOBaAHME YCTPOMCTBA.

— [lonb3oBaTenu He JOMKHbI npepbiBaTh npouecc LIJVICprBaHI/IH UM OHU MoryT
noTepPATb YaCTb UK BCE CBOU flaHHbIE.

Ecnu Bbl BKItOUMTE 3Ty onumto, To GravityZone Mobile Client 6yaeT nocTosiHHO
oTob6paxkaTb Npo6nemMy, MHOOPMUPYIOLLYHO NOJSIb30BaTeNst 0 HEO6X0AMMOCTM
akTuBauumn wudposaHus. Monb3oBaTesnb AOJHKEH HAXaTb KHOMKY PaspewunTs,
4YTO6bI MepenTn K aKpaHy WndpoBaHUsa 1 HadyaTb npouecc. Ecnu wndposanne
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He 6YAET aKTUBUPOBAHO B Te4eHNe ceMun AHen nocne yBeooMieHUd, YCTpOVICTBO
CTaHeT HeCOBMEeCTUMbIM.

YT06b1 BKNIOYNTL LMD POBaHME Ha ycTporcTee Android:
— baTapes fgomkHa 6bITb 3apsikeHa 6onee yem Ha 80%.
— YcTpoMCTBO AOMKHO 6bITb MOAKIIHOYEHO MOKa LWNdpoBaHME He 3aBEPLUNTCS.

— MMonbsoBaTeslb  [JO/DKEH  YCTAHOBUTb  PasGIIOKMPOBKY  MaposieM,
COOTBETCTBYHOLLMM TPEe6OBAHMAM CJI0XHOCTU.

@ Mpumeyanue
« YcTponcTtea Android ncnonbayoT TOT Xe Naposib Afsi pa3tioKMPOBKM
3KpaHa, YTo M ANA pasbnoKNpoBKM 3aMPOBAHHOIO COLEPXKUMOTO.

o LlndpoBaHne TpebyeT naponb, PIN-Kof WAM CHUMOK nuua, 4TOGbI
pa36oKMpoBaTb YCTPOMUCTBO, OTKIItOYAn Apyrue napaMeTpbl 6/1I0KUPOBKU
3KpaHa.

Mpouecc wWNdpPoBaHUSA MOXET 3aHATb 6ojlee Yaca, B Te4YeHMe KOTOoporo
YCTPOWCTBO MOXET MNepesarpyXaTbCcsl HECKOJIbKO pas.

Bbl MOXeTe NpoBepuTb COCTOsIHWE LWN(POBAHUS XpaHUIULLA AJ1A KaXAoro
MOGWUSILHOIO YCTPOMCTBA B OKHe [leTanu Mo6WIbHOIo YCTPOUCTBA.

YcTpowictBa Android B pexxume USB-oTnagku MoryT 6biTb NMOAKHOYEHbI K
KoMnbtoTepy Yepe3 USB-kabesb, YTO NO3BONSIET OCYLLLECTBNATL pacLUMPEHHOE
ynpassieHUe MPUIIOXKEHUAMU U OMNepaunMoHHON cucTteMon. B aTom cnydae
6e30MacHOCTb MOOWITbHbIX YCTPONCTB MOXET 6bITb MOA Yrpo30om. BkntoyeHHasn
no ymonuaHuto onuua 3awuta ot otnagku USB, npepoTBpawaer
ncnonb3oBaHue ycTponctBa B pexume USB-otnagku. Ecnv nonb3oBaTtenb
aktmBupyet USB-oTnagky, YCTPOMCTBO aBTOMAaTUM4YeCKM CTaHOBUTCS
HECOBMECTUMbIM W Hag, HUM 6yAyT BbIMOSIHEHbI TpebyeMble fencTBus. Ecnu
BblOpaHO AEeNCTBME UFHOPUMPOBATb HaJ HECOBMECTUMbIMU YCTPOMCTBAMM,
nosib3oBaTesib MNONYYUT YBEAOMIIEHUE O HEGE30MACHbIX HACTPOMKaX.

TeM He MeHee, Bbl MOXeTe 3anpeTuTb 3Ty OMNUMIO AJ1A MOBUIIbHbIX YCTPOMCTE,
Tpebytowmx paboTy B pexume USB-oTnagku (aaHHbIA pexkuM ucnosb3yeTcs
AN pa3paboTKM U TECTUPOBAHUA MOGUIbHBIX MPUNOXEHWUI).

Bbi6epuTe Be6-6e30nacHOCTb, UTOObLI BKIIKOUMTL PYHKLNN BEG-6€30MacHOCTH
Ha ycTpourcTBax Android.
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Mopynb Be6-6e30nacHOCTU CKaHUpyeT B obnake kaxabii URL n Bo3BpallaeT
GravityZone Mobile Client ctaTtyc 6e3onacHocTtu. Ctatyc 6e3onacHoctu URL
MOXeT 6bITb: YNCTbIN, MOLLEHHMYECTBO, BPeAOHOCHbIE NPOrpamMMbl, GULLMHE
M HeHaZeXHbIN.

GravityZone Mobile Client Mo)xeT BbINOJSIHATL onpegenieHHoe AeAcTBUE B
3aBMCUMOCTM OT coCTosAHUSA 6e3onacHocTu URL:

— bBnokupoBaTh (UIIMHIOBYIO cTpaHuubl. Korga nonb3oBaTenb MbiTaeTcs
nonyYnTb AOCTyn K ¢uwmHroBomy Beb-canTty, GravityZone Mobile Client
6nokupyeTt cooTBeTcTBytowmii URL u oTo6paxaeTca cTpaHuua ¢
npeaynpexaeHuem.

— bBnokupoBKa Be6-cTpaHUL, coiepKallluX BpeAoHOCHbIe NPorpaMmbl U
aKcnnonTbl. Koraa nonb3oBaTesb NbITAETCA NOMyYUTh AOCTYN K BEG-CANTY,
KOTOPbIN pacnpoCcTpaHseT BPeAOHOCHbIE MPOrpaMMbl UJIM BEG-3KCMONTbI,
GravityZone Mobile Client 6nokupyet cootBetcTBYytowmun URL w
oTo6paXkaeTcsl CTpaHWLa C NpeaynpexaeHUeM.

— bBnokupoBaTb Be6-CTpaHMLibl, UCMOJIb3yeMble B MOLUEHHUYECTBE WM
obmaHe. PaclumpsieT 3awmTy oT Apyrux BUAOB MOLLEHHUYECTBA NOMUMO
¢uwmnHra (Hanpumep noffenbHble eSCrows, NoAAesbHbIE NOXePTBOBaHUS,
couuanbHble MefiMa yrposbl U Tak ganee). Korga nonb3oBaTtesib NblTaeTcs
NnoslyYnTb AOCTYN K MOLUEHHWYECKON BeG-cTpaHuue, GravityZone Mobile
Client 6nokupyeTt cooTBeTcTBYtowmin URL 1 oTo6pakaeTcs cTpaHuua C
npeaynpexaeHuem.

— MpepynpexpaaTb Nonb3oBaTensi 0 HeHaZeXHbIX Be6-cTpaHuuax. Korga
nosib3oBaTesb obpallaeTcs K Be6-canTy, KOTOPbIN paHee 6bis1 B3/IOMaH AJist
(VLLMHIOBBIX Uenein unn HefdaBHO Oblnl NpeayrnpexaeH O cname uiu
GUWKNHroBbIX NUCbMax, 6yAeT 0TO6paXkeHo BCMJibiBatoLLee coobLueHne 6e3
67I0KMPOBKM BEG-CTPaHMULbI.

BaxHo
®yHKUMM Be6-3awmnThl paboTatoT Tosnbko ¢ Android 5 (U BbilLe) U TONBKO C
Chrome n BcTpoeHHbIM Android-6paysepom.

U3meHeHuns OC

Mcnonb3oBaHue B3NTIOMaHHbIX YyCTPoWcTB (root unu jailbroken), cuntaercs puckom
Anst 6e30MacHOCTM KOPMNOpaTUBHbIX CeTEN, U Takue YCTPoCTBa aBTOMATUYECKHU
06BbSIBNSIIOTCSH HECOBMECTUMbIMM.
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Bbibepute PaspewuTb ynpaBneHWe pPYTOBAHHbIMM WM B3JIOMaHHbIMM
yCTpoOWCTBaMM, €C/iM Bbl XOTUTE YNpaBAsiTb B3/IOMaHHbIMKU YCTpOMCTBaMMU
(rooted unu jailbroken) ns Control Center. O6paTuTe BHUMaHWe, YTO Takue
YyCTpOWCTBA MO YMOJIYaHUIO HECOBMECTUMbI U K HUM 6yAyT aBTOMaTU4eCKu
NPUMEHSTbCA BblbpaHHble Le/CTBUS A1 HECOBMECTUMbIX YCTPOWCTB, Kak
TONbKO OHW 6yAyT O6HapyXeHbl. [03TOMy, UTO6bl UMETb BO3MOXHOCTb
NPUMEHSTb K HUM HACTPOWKM NONTUK 6€30MacCHOCTM UM BbIMONHATb Ha HUX
3ajlauM, Bbl [O/DKHbl YCTaHOBUTb fAeNcTBME MpU HECOBMECTUMOCTU -
urHopuposaTb (Ignore).

Ecnu Bbl cHUMUTe (naxok ¢ PaspewwinTb ynpaBneHue pyTOBaHHbIMMU WU
B3JIOMaHHbIMN YCTPOWCTBAMM, Bbl aBTOMAaTU4YeCKM OTKJIIOYMTE CBSA3b CO
B3JIOMaHHbIMW YCTpOCTBaMU B ceTu GravityZone. B 3TOM criyyae npunioxxeHume
GravityZone Mobile Client BbiBeaeT cooblieHMe O TOM, YTO YCTPOMCTBO
B3noMaHo (rooted/jailbroken). Monb3oBaTenb MoxeT HaxaTb KHoMKy OK,
KOTOpas NepeHanpaBUT ero Ha aKpaH pernctpauun. Kak TonbKo yCTpOMCTBO
BEepHET nepBoHayanbHbl cTaTyc (unrooted / unjailbroken) nnu HacTpoiiku
NONUTUKM NO3BONIAT YNpaBfieHNE B3SIOMaHHbIMU YCTPOMNCTBAMMU, OHO MOXET
6bITb Nepe3aperncTpupoBaHo (C TeM XXe MapkepoM aJia ycTpoincTe Android /
C HOBbIM MapKepoMm Ans ycTponcTs i0S).

CoBMeCTUMOCTb

Bbl MOXeTe HacTPOUTb KOHKPETHbIe AeNCTBUA, KOTOopble 6yyT aBTOMATUYECKU
NpUMeHeHbI K yCTPOWCTBaM, 06HapyXXeHHbIM Kak HeCOBMECTUMbIE, Ha OCHOBaHNUM
Tuna Brnagesbua (npeanpusiTue UK IMYHOE).

Mpumeyanmne
Mpu po6aBneHun HoBoro ycTpomnctea B Control Center, BaM 6yaeT npeanoXeHo

yKasaTb Bflageniblua YycTpoWcTBa (npeanpuaTve WM NUYHOE). ITO NO3BONUT
GravityZone ynpaBnsiTb JIMYHbIMWU U KOPMOPATUMBHbIMU MOGUITbHBIMU YCTPONCTBAMU
pasgenbHo.

Kputepun HeCOBMeCTUMOCTH

ﬂ,eVICTBMH nnAa HeCOBMECTUMDbIX yCTpOl‘/IICTB

KpuTepuu HecoBMeCTUMOCTH

yCTpOI?ICTBO onpependaeTca HeCoBMeCTUMbIM B CJieAyHLWnUX CUTyalnax:

YcTpoircTea Android
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— YcTpoicTBo B3noMaHo (rooted).
— GravityZone Mobile Client He aBnaeTcs agMUHUCTPATOPOM YCTPOMCTBA.

— BpefoHoCHble NporpaMMbl He yJarieHbl B TeYeHWe OAHOro yaca nocre
o6HapyXeHus.

— He BbInonHAeTCA NONMTUKA:

. [lonb3oBaTeslb He YCTAHOBUI NapoJsib 6JIOKUPOBKM 3KpaHa B TeYeHune
24 yacoB nocrne nNepsoro yBegoMJeHuUs.

. [lonb3oBaTenb He U3MEHUN Naposib 6JIOKUPOBKM 3KpaHa B 3agaHHoe
Bpems.

. [MonbsoBaTenb He akTUBMpPOBaN WNdPOBaAHME YCTPOMUCTBA B TeYEHNE
CEMMU AHel nocne NepBoro yBeaoMJIEHNS.

o Pexum USB-oTnafaku BKJIHOYEH Ha YCTPONCTBE, NPU BKIIKOYEHHOM OMNL MK
NONNUTUKM 3awmTbl oT USB-oTnagku.

. YctpoucTeaiOS
— YcTponcTeo B3nomaHo (jailbroken).
— GravityZone Mobile Client yaaneH ¢ Mo6unbHOro ycTpomcTaa.
— He BbIinonHseTcs nonuTHKa:

« [lonb3oBaTenb He ycTaHOBMA Maposib 6J'IOKVI|I)OBKM 9KpaHa B TeYyeHune
24 yacoB nocne nNepeoro yBegoMJeHuUS.

. [Monb3oBaTesb He U3MeHWUN Naposb G6/IOKUPOBKU 3KpaHa B 3ajaHHoe
BpeMms.

D,EVICTBVIG Nno yMo/4aHuio Ang HeCOBMECTUMDbIX YCTPOﬁCTB

Korpa ycTponcTBO HECOBMECTUMMO, MOJSIb30BaTeNH0 6yAeT NPeAsIOKEHO UCNPaBUTb
npo6nemMmbl cooTBeTcTBUA. [lonb3oBaTeNb AOJKEeH caenaTb Heo6XxoauMble
NU3MEHEHUS B TeYEHUE onpeLeNieHHOro nepuoja BpeMeHu, B NPOTUBHOM ciydyae
Bbl6paHHOe AeNUCTBME AN HEeCOBMECTUMbIX YCTPOMCTB OyAeT NpPUMEHEHO
(MrHopupoBaTb, 3aNpeTUTb JOCTYM, 6/IOKUPOBKA, OYUCTKA USIM OTKITHOUYEHHME).

Bbl MOXeTe U3MEHUTb AeACTBUE At HECOBMECTUMbIX YCTPOWUCTB B MOJIUTUKE
6esonacHocTM B JNoboe BpemMs. HoBoe pgeilcTtBue OyAeT MNPUMEHEHO K
HeCOBMECTUMbIM YCTPOMNCTBAM KaK TOJIbKO NOSIMTUKA ByeT CoXpaHeHa.
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Bbi6epute U3 MeHIO AeACTBME, COOTBETCTBYHOLLEE KaXAOMy Tuny Bnagenbua
YCTPOMCTBA, KOTOpoe 6yAeT NPeanpuHATO A1 HECOBMECTUMbIX YCTPOUCTE:

MrHOpMpOBaTb. Tonbko yBeaoOMNAET NoJib30BaTEN A O TOM, YTO YCTpOIZCTBO He
COOTBETCTBYET MOJINTUKE NCNOJIb30BaHUA MOBUIIBHOIO yCTpOIZCTBa.

3anpeTuTtb gocTtyn. bokMpyeT JOCTYN YCTPOMCTBA K KOPMOPATUBHBIM CETAM,
ynanue HacTpouikun Wi-Fi u VPN, HO coxpaHasi Bce gApyrve napameTpbl,
onpegeneHHble B MNOJMMTUKE. 3abfIoOKUpOBaHHble HACTpPOMKM  6yayT
BOCCTaHOBJIEHbI, KaK TOJIbKO YCTPONCTBO CTAHET COBMECTUMBbIM.

BaxHo

Korpa GravityZone Mobile Client 3anpelueH Kak agMUHUCTpaTOpP YCTPOMCTBA,
YCTPOWCTBO CTAHOBUTCS HECOBMECTUMbIM U aBTOMaTUYECKU MPUMEHSIETCS
ZeicTBUe 3anpeTUTb JOCTYM.

BnokupoBaTb. MrHOBEHHO 6/10KUPYET 9KpaH yCTpoicTBa.

— B Android akpaH 6nokupyeTcsi naponeM, co3gaHHbiM GravityZone, ToNIbKO
€CJIM Ha YCTPOMCTBE He HacTpoeHa 6NOKMPOBKA 3KpaHa. 3TO He OTMeHSeT
y)X€ HaCTPOEHHYIO OMLUMIO GIOKMPOBKM 3KpaHa, TaKyl Kak «PUCYHOK»,
«PIN-kop», «[Maponb», «0TnevyaTok nanbua» unm «Smart Lock».

— HaiOS, ecnu ycTpoicTBO MMeeT 6JIOKMPOBKY 3KpaHa C NaposieM, yCTPOUCTBO
NMonpocCuT ero pas6ioKNMpoBaTh.

Yaanutb. BoccTaHaBnMBaeT 3aBOACKNE HACTPOMKN MOBGUIIBHOIO YCTPONCTBA,
yZansisi BCe NoJib30BaTeSIbCKME AaHHbIE.

Mpumeyanme
Wipe He yaansieT flaHHble ¢ YCTaHOBMEHHbIX HocuTener (SD KapTbl).

CeAasb npepeaHa. YCTDOVICTBO HEMEeAJIEHHO yaaliAeTCAa U3 CeTu.

MpumeyaHue

YTo6bl ONATH 3apeErMcTpupoBaTb MOGUIIbLHOE YCTPOWUCTBO, K KOTOPOMY 6bI0
npumMeHeHo gencteue Unlink, Heo6xoanMo A06aBUTL 3TO YCTPONCTBO CHOBA B
Control Center. 3aTeM ycTpONCTBO AOIKHO 6bITb NEpEPerucTpupoBaHo C HOBbIM
MapKepoM aKkTuBaLmu. Nepes NOBTOPHOW perucTpalmeit ycTponcTea y6euTech,
YTO YCNOBMS, U3-3a KOTOPbIX YCTPOMCTBO 6bISI0 OTKIIKOYEHO, OTCYTCTBYIOT UK
M3MeHeHbl NapaMeTpbl MONIUTUK, KOTOPbIE NMO3BOSIOT YNPaBAATh YCTPOWCTBOM.
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Maponb

B aToM pasgene Bbl MOXeTe aKTUBMPOBATb GJIOKMPOBKY 9KpaHa C (yHKUMeN
napons, umetoierocst B OC Mo6UIIbHbIX YCTPONCTB.

General Screen locking with password Settings
@ Device Management
Normal - Average passwerd security
- Aggressive !
Security . )
Require 8 character passwords (minimum 2 complex characters) and a short lock time (3 minutes)
| © - Nermal Expire passwords every 3 months and don't allow reuse of last 4 used passwords.
- Permissive

= Custom

MoNUTUKM MOBUIBHbBIX YCTPOMCTB - HAaCTPOWKYM 3aLLUTbI Maposiem

Mocne BKIOYEHUS 3TOW YHKLMK, HA SKPaHE YCTPOCTBA NOSIBUTCS YBE,OMIIEHNUE,
KOTOpoe MpeasioKMT MoNib30BaTeNt0 3a4aTb NMaposfib Pa3GrOKUPOBKM 3KpaHa.
Monb3oBaTeNb AOMKEH BBECTW Naposib, KOTOPbIA COOTBETCTBYET KPUTEPUSIM,
3a/laHHbIM B MONIMTKUKe 6e3onacHocTu. [oce Toro, Kak naposb 6yAeT yCcTaHOBIEH
nonb3oBaTeneM, BCce yBeAOMIIEHWS MO 3TON Npo6sieme 6yayT yaaneHbl. CoobLueHne
C NpeAnioXXeHneM BBECTW Maposib 6yAeT 0To6paXKaTbCs NPY KaX oW MonbiTKe
pa36bIoKMPOBaTh IKPaH.

MpumeyaHmne

Ecnv nonb3oBaTesb He yCTaHOBUT MPU 3anpoce napoJsib, YCTPONCTBOM MOXHO 6yaeT
nonb3oBaTbCcs 6e3 napons GI0KMPOBKU 3KpaHa A0 24 4yacoB Mocne MepBoro
yBefoMIIeHus.. B TeueHne 3TOro BpeMeHu, coobLieHne ¢ NPocb6oi NoJsib3oBaTesNto
BBECTM NapoJib 6JIOKMPOBKM 3KpaHa, byaeT oTobpaxkaTbCsl Kaxable 15 MUHYT Ha
3KpaHe.

Mpepynpexpenune

Ecnu nonb3oBaTtenb He yCTaHOBUT Naposib B TeyeHne 24 yacoB Mociie MepBoro
yBeOMJIEHNS, MOBWUNbHOE YCTPOMCTBO CTaHOBUTCA HECOBMECTUMbIM W 6yaeT
NPUMEHATLCA [enCTBME AS1 HECOBMECTUMbIX YCTPOUCTB.

[ns HacTpoWKKM NnapaMeTpoB Naposs 6JIOKUPOBKM IKpaHa:
1. Bbl6epuTe naxok bnokupoeBka aKkpaHa Npu NOMOLLLY Naponsi.

2. Bbibepute ypoBeHb 6€30MacHOCTW, KOTOPbIA fyulle BCEro COOTBETCTBYET
BalMM notpe6HocTAM (MHTeHCUBHbIW, HopMarnbHbI unn PekoMeHayeMbin).
Wcnonb3synTe onucaHue cnpaBa OT LKasbl, YTOObl Bbl6paTb HEOHXOAUMbIN
YPOBEHb.
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3. [1ns paclumpeHHoi KoHdUrypaumm, BbibepuTe ypoBeHb 3alLuThl Monb3oBaTenb,
a 3aTeM HaXXMuTe ccbiniky HacTpoiiku.

Password Settings

Configuration

Type:

Require alphanumeric value

Minimum length

Minimum number of complex characters
Expiration peried (months)

History restriction (previous passwords)
Maximum number of failed attempts
Auto-lock after (min)

Complex

MonUTMKN MOBUIIbHBIX YCTPOMCTB - PaclumMpeHHble HaCTPOMKK 3alMTbl Naposiem

MpumeyaHmne

[nanpocMoTpa Tpe6oBaHUI K KOHbUIypaLmmu Napons NpegonpeaeneHHoro ypoBHs
6e30MacHOCTH, BbIGEPUTE HYXXHbIW YPOBEHDb U HAaXXMUTe cCblNIKy HacTpoiiku. Ecnu
Bbl M3MeHUTe JIo6YH OMUUI0, YPOBEHb 6€30MacHOCTU Maposias aBTOMaTUYECKU

n3MeHuTCcA Ha Monb3oBaTenb.

Monb3oBaTenbCcKue HaCTpOﬁKM.

. Tun. Bl MoXeTe NoTpe6oBaTb MPOCTble UM CHOXHble naponun. Kputepum
CNOXKHOCTM Napons onpepeneHbl B OC MOGWUbHbLIX YCTPONCTB.

— HaycTponcTtBax Android crioXHble Naponun AOMKHbI CoepXXaThb Mo KpanHen
Mepe ofHy 6YKBY, oAHY UMdpPY M 0AMH crieuuanbHbIl CUMBOJI.

MpumeyaHmne

CnoxHble naponu nogaepxumatotcsi ¢ Android 3.0 v 60nee no3gHMX BepcUi.
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— Ha i0OS ycTponcTBax CNOXHble NMaponu He AOMYCKakT WUCMNOSb30BaHNe
nocneaoBaTesbHbIX UM NOBTOPSIOLMUXCA cMMBOOB (Hanpumep, ABCDEF,
12345 nnu aaaaa, 11111).

B 3aBMCUMOCTU OT BbIGPAHHOIO BapuaHTa, Korga nonb3oBaTeslb ycTaHaBMBaeT

napoJib aKkpaHa 6/1I0KMpOBKM, OrnepaLMoHHasi cMcTeMa NpoBepsieT U npeanaraeT

Nosib30BaTesto UCMPaBJIEHNS, EC/IM HEO6XOANMbIE KPUTEPUN HE BbIMOSHAKOTCA.

TpeboBaTb 6yKkBeHHO-LU(ppoBOe 3HayeHue. Tpe6oBaTb Maposib, KOTOPbIN
COLEPXMT Kak B6YKBbI, Tak 1 LUPpbI.

MuHuMmanbHas gvHa. Tpe6OBaTb naposb, KOTOprI‘/'I coaepXnT MMHUMaAJIbHOE
KOJIN4eCTBO CMMBOJIOB, KOTOPOE Bbl YKaXXeTe B COOTBETCTBYHOLLEM MNOJIE.

MuHMManbHOe KONUYECTBO CII0XKHbIX CUMBOJIOB. Tpe6oBaTb Naposib, KOTOPbIN
COAEPXUT MUHUMASbHOE KOJIMYECTBO He- BYKBEHHO-LMGbPOBLIX CUMBOJIOB
(Hanpumep, @, # nnu $), KOTOPOE Bbl YKAXeTe B COOTBETCTBYHOLLEM MOJIE.

Mepuopg akcrnyaTaumm (MecsLbl). 3acTaBUTb NOSIb30BaTESNSt USMEHUTL NMapPOJib
6JTOKUPOBKM 3KpaHa 4epes 3afaHHblA WMHTepBan BpemMeHu (B Mecsuax).
Hanpumep, ecnv BBeCTU 3, NoNb30BaTeSNO 6y €T NPeasIoXKeHO M3MEHWUTL Naposib
6JTOKUPOBKM 3KpaHa Yyepes Kaxble Tpu MecAla.

Mpumeyanue
Ha yctponcTteax Android ata dyHKumsA noaaepxvBaetcs c Bepcum 3.0 n B 6onee
No3AHMX BEPCUSAX.

OrpaHuuyeHne uctopum (Mpegbigyuive naponu). BbibepuTe wnm BBeguTe
3HaYeHWe B COOTBETCTBYHOLLLEM NMOJIe, YTO6bI YKasaTb KOJIMYECTBO NocsiegHnX
napoJiei, KoTopble He MOTyT 6bITb MOBTOPHO UCMOJIb30BaHbl. Hanpumep, ecnu
BBECTH 4, NoNb30BaTeslb HE CMOXET NMOBTOPHO UCMOJIb30BaTb Naposib, KOTOPbIN
COOTBETCTBYET OJAHOMY U3 YeTbIpex NpeabIayLLUX Naposen.

MpumeyaHue
Ha yctponcTtBax Android aTa ¢yHKLMsA noaaepxuBaeTca c Bepcum 3.0 n B 6onee
No3AHMX BEPCUAX.

MakcumanbHoe KOoJSIM4yecTBo HeyAa4yHbIX NMOonbITOK. YKaxxute, CKOJIbKO pas3
nosnib3oBaTesib MOXXET BBECTU HenpaBMﬂbelﬁ naposb.
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@ Mpumevanue

Ha iOS ycTpoicTBax, Korga aTo YMcho 60iblue, YeM 6: Mocsie WecTu HeyaauHbIxX
MonbITOK, BpeMs 3aiepXXK1U CYMMUpYeTCS, MPeXae YeM Mosib3oBaTeslb CMOXeT
BBECTM Naposib eLle pas. Bpems 3agep)Kku yBesIMuMBaeTCs C KaxAon HeyauyHom
NonbITKOMN.

Mpepynpexaenue

Ecnu nonb3oBatenb npeBbiliaeT MakCMManbHOe YUCA0 HeyAauHbIX NOMbITOK,
4TO6bl Pa3GNoOKUPOBaTb 3KpaH, YCTPOUCTBO GyaeT cTepTo (Bce AaHHble W
HacTpoNKu 6yayT yaneHsbl).

. ABTO6n0okupoBKa nocne (MuH). YcTaHoBuTE nepuop 6e3gencTeus (B MUHYTaXx),
nocsie KOTOPOro YCTPOMCTBO aBTOMAaTUYeCKM 6JIOKMpyeTCS.

Mpumeyanue

YcTtponcTtea i0S MMeoT npefonpenesneHHblt CNUCOK ANs aBTOMaTU4ecKomn
6I0KMPOBKM U He MO3BOJIAT NPUMEHSATb Mosib30oBaTeNbCKUe 3HaueHus. Mpu
HasHaYeHUM TMOSIMTUKKM, 3HAYEHWUs, HECOBMEeCTUMble C MapamMeTpamu
aBTOMAaTMYeCKON 6JIOKMPOBKM YCTPOWUCTBA, OYyAyT 3aMeHeHbl Ha 6onee
NoAXoAALLMNA MEHbLUMI MEPUOS, BPEMEHU, [OCTYMNHbIN B cnnucke. Hanpumep, ecnm
B NMOSIMTUKE aBTO6JIOKUPOBKU YKa3aHO TPU MUHYTbI, YCTPONCTBO aBTOMATUYECKM
6yAeT 3a67I0KMPOBaHO Nocie ABYX MUHYT 6e34eNCTBUSA.

Mpy BHECEHUM UBMEHEHUWA B MOJIMTUKY, eciii Bbl Bbl6upaeTe 60siee BbICOKWUIA
ypoBeHb 6€30MacHOCTM Maposisi GJIOKMPOBKM 3KpaHa, NoJib3oBaTesisM 6yaeT
NpeasioXXeHo U3SMEHUTL Maposib B COOTBETCTBUM C HOBbIMU KPUTEPUAMM.

Ecnv Bbl ounctute onuuio BnokupoBKa 3KpaHa npu noMowM napons,
nonb3oBaTtenaM 6yneT BO3BpalleH MOJIHbIA AOCTYN K HAcTpoWkaM 3KpaHa
6JIOKMPOBKM Ha CBOEM MO6USIbHOM yCTpoicTBe. CyLLecTBYHOLLMI NAaposib OCTaeTCs
aKTUBHbIM [10 TE€X MOP, MOKa M0JIb30BaTesb HE PELUUT USMEHUTb WS YAANUTb €rO.

Mpodunu

B aToM pasgene Bbl MO)eTe co3gaBaTb, U3MeHATb M yaanaTb npodunu
UCMONb30BaHUSE MOBUIbHBIX YCTPOUCTB. Mcnonb3oBaHune npoduiein nomMoxeT
BaM HacTpouTb Wi-Fi, VPN 1 o6ecneunTb KOHTPOJIb BE6-40CTYNa Ha ynpaBisieMblX
MOGWIbHBIX YCTPOMCTBAX.

Monutukm 6e3onacHocTy (Security Policies) 437



Bitdefender Grawt\/Zome

unfollow the traditional

General Profile Templates

4 Device Management
Add Refresh
Security
Name Description

Password
Default profile Default profile for mobile devices policy

MonnTUKM MOBUIBbHBIX YCTPONCTB - LLla6noHbl npodunen
Bbl MOXeTe HaCTpoOUTb OAUH NN HECKOJIBKO I'IpOCbVIHGI;I, HO TOJIbKO OAWH U3 HUX

MOXET 6bITb aKTUBHbIM Ha OoAHOM YCTPOIZCTBe.

. Ecnu HacTpouTb Tonbko oguH npodunb, To Npodunb 6yaeT aBTOMaTUYECKM
NMPUMEHEH MONIMTUKON LSt BCEX YCTPOUCTB.

« Ecnn HAaCTPOUTb HECKOJIbKO l'IpOd)VIJ'IEI?I, TO MOJINTUKOWN KO BCEM yCTpOI?ICTBGM
6yp,eT aBTOMaTU4eCKN NpuMeHeH ﬂepBbIVI B CMUCKe.

Monb3oBaTennM MOGWIbHBIX YCTPOUCTB MOFYT MpocMaTpuBaTh HasHaYeHHble
npodunu M napameTpbl, HACTPOEHHbIE A1 KaXAoro npoduns B NpuUnoXxeHum
GravityZone Mobile Client. Monb3oBaTenu He MOryT U3MEHATb CYLLECTBYIOLLME
HacTpoiku B npodue, HO OHU MOTYT MepPeKNYaTLCA MeXay npobunsamu, ecnu
JLOCTYMHO HECKOJIbKO U3 HUX.

MpumeyaHmne
[ns nepekntoyeHus npopuna TpebyeTcs NogKNtoyeHne K cetn MHTepHeT.
YT06bI CO3AaTb HOBbIN NPOGUIb:

1. HaxmuTte kHonky ® [lo6aBUTb B BepXHei YacTu Tabnuubl. lNoaBUTCA CTpaHuLa
KOHpurypauum npoduns.

2. HacTpovite napameTpbl npodunst no Mepe Heo6xoAMMOCTU. [1na nonyyeHus
6onee noapobHon nHbopmaLmm, 06paTUTECH K:

« «MNoapo6Has nHbopmaumsa» (p. 439)
« «CeTu» (p. 439)
. «Be6-pocTyn» (p. 443)
3. Haxxmwnte CoxpaHuTb. HoBbIN Npodunb 6yaeT fo6aBeH K CUCKY.

YT06bl yaanuTb O4MH UV HECKOJIbKO NPOdUen, 0TMETbTE UX COOTBETCTBYHOLLMMMU
thnaxkaMu 1 HaOXXMUTE KHOMKY & YAaanuTb B NpaBoi YacTu Tabaumubl.
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YT106bI U3MEHUTL NPODUIb, HAXXMUTE HA Ero UMSI, USMEHUTE HACTPONKM MO Mepe
Heo6X0ANUMOCTU U HAXXMUTE COXPaHUTD.

Moapo6Has uHhopmaums

CtpaHuua [leTanu cogep>XuT o6bLyro nHpopmaumto o npodune:

o Wmsa. Beegute nmsa npoduns. MNpodumnm gomKHbl UMeTb NOAXOASLINE UMEHA,
YTO6bI Bbl UM APYrON aaMUHUCTPATOP MOT 6bICTPO ONPEAENUTb UX Ha3HaYeHue.

o Onucanue. Beeante nogpo6Hoe onncaHue npoduns. 3Ta onumsi MOXKeT NoMoUb
agMVHUCTpaTOpaM Jerye onpeaenntb HazHayeHve npodunsa ua paga apyrux.
Cetn

B aTtom paspgene Bbl MoOXeTe 3ajaTb HAaCTPOMKM OAHOrO WM HECKOJIbKUX
nogkntoueHnn K Wi-Fi u VPN. Hactpoinku VPN gocTynHbl TONIbKO AN YCTPOUCTB
noZ ynpaeneHuem iOS.

ofile Wi-Fi
Add Refresh Up Down

Priority  Name Encryption

Web access

VPN for i0§
Add Refresh Up Down

Priority  Name Encryption

MonnTUKNM MOBUNBHBIX YCTPOMCTB - HacTporKku NOAKNHOYEHUI ceTeBbIX Npodunen

BaxHo
Mepen HacTpoikon nogkmtodeHuin Wi-Fi u VPN y6eautech, 4To y Bac ecTb BcA
Heo6xoMMan uHpopmaLua (Naposiv, HaCTPOMKKU NPOKCU-cepBepa U T.4.).

Mo6unbHble yCTPONCTBA, KOTOPbIM Ha3HAaYeH COOTBETCTBYHOLWMI Mpoduib, 6yayT
aBTOMATMYECKU NOAKIIHOYATHCSA K ONpefeNeHHO CeTy Npu ee floCTyNHOCTU. Ecnin
CO3/1aHO HECKOJIbKO CETEBbIX MOAKITOYEHUI, Bbl MOXETE YCTaHOBUTb UX MPUOPUTET,
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yuuTbiBas TO, YTO TONIbKO OAHO MOAKJIOYEHUE MOXKET 6biTb MCMOJSIb30BAHO
oZHOBpeMeHHo. Ecnu nepBas ceTb HEAOCTYMNHA, TO MO6UIIbHOE YCTPOMCTBO 6yaeT
MOAKJIHOYaTLCS KO BTOPOM CETU U TaK Jarnee.

YT106bI yCTAaHOBUTb NPUOPUTET CETH:
1. OTMeTbTe GNaXKKOM HYXXHYHO CETb.
2. Wcnonb3yinTe KHONKK AJ1s1 3afaHMA NPUOPUTETOB B MPaBOM YacTy Tabnuubl:
« HaxmunTte kHonKy @ BBepx, YTO6bl MOAHATb NPUOPUTET BbIGPAHHOW CETHU.
« HaxmuTte KHOMKY & BHU3, YTO6bLI MOHU3UTL €€ NPUOPUTET.
« Wi-Fi
Bbl MoXeTe f06aBuTb Nitob6oe KonnyecTBo ceter Wi-Fi. YTo6bl J06aBUTL ceTb
Wi-Fi:
1. B pasgene Wi-Fi, HaxxmuTe KHomnky & [lo06aBMTb B NpaBoW YacTu Tabnuubl.
MosiBMTCSA OKHO KOH(Urypauum.
2. B paspene O6uwee Bbl MOXeTe HAaCTPOUTL NapaMeTpbl coeguHeHnsa Wi-Fi:
— Wmsa (SSID). Beegute nms Hoeot ceTu Wi-fi.

— be3onacHocTb. Bbi6epuTe onuuio, COOTBETCTBYIOLLLYHO YPOBHIO CETEBOW
6e3onacHocTun Wi-Fi:

« OrpaHuuenus. Bbi6epute 3Ty onuuto ecnm cetb Wi-Fi sBnsietcs
ny6nmyHon (He TpebyeTcs YUYETHbIX faHHbIX).

. Anroputm pns ob6ecneueHus 6esonacHoctu ceteir Wi-Fi (WEP).
Bbi6epuTe 3Ty onumto, 4yTo6bl HacTpoutb Wireless Encryption Protocol
(WEP) pns noakniodeHus. Beegute naponb AnA 3Toro Tuna
NOAKMOYEHUSI B COOTBETCTBYIOLLEM MOJIE HUXKE.

« WPA/WPA2 Personal. Bbibepute aty onuuto ecnu cetb Wi-Fi
3awmueHa ¢ nomoulbto npoTtokosa Wi-Fi Protected Access (WPA).
BBeanTe naposb AJiA 3TOro Tuna nogKIItYEHNs B COOTBETCTBYIOLLEM
noJsie HUXxe.

3. B paspgene TCP/IP Bbl MOXeTe HacTpouTb NapameTpbl npoTtokona TCP/IP
ona nogknodeHusa kK cetn Wi-Fi. Kaxxgoe nopgkntodyeHne Wi-Fi MoxeTt
ncnonb3oBaTb NPoToKoN Bepcun IPv4 nnu IPv6, unm oba.

— HacTtpouTtb IPv4. Ecnu Bbi XO0TUTe CNoNb30oBaTh Bepcuto |IPv4, BbibepuTe
crnoco6 Ha3HayeHus |IP-agpecoB U3 COOTBETCTBYHOLLLENO MEHHO:
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DHCP: ecnu IP-agpec HasHa4yaeTCs aBTOMaTU4YeCKM C MOMOLLbIO
DHCP-cepBepa. [1p1 HE06X0ANMOCTH, yKaXkKnuTe ngeHTUdOUKaTop KIMeHTa
DHCP B cneaytouiem norne.

OTKNIOUYEH: BbiGepuTe 3Ty OMLMIO, ECNIN Bbl HE XOTUTE UCMONb30BaTh
npoTokon sepcun IPv4.

Hactpoutb IPv6. ECnu Bbl XOTUTE UCNONb30BaTb MPOTOKON Bepcum IPv6,
Bbl6epuTe cnocob HasHayeHus IP-agpecoB M3 COOTBETCTBYHOLLETO MEHIO:

DHCP: ecnu IP-agpec HasHa4aeTcA aBTOMaTM4YeCKM C MNOMOLLbIO
DHCP-cepBepa.

OTKNIOYeH: BbibepuTe 3Ty ONUUIO €C/M Bbl HE XOTUTE UCMONIb30BaTb
npoTokon sepcun IPv6.

CepBepbl DNS. BBegute agpec no kpanHen mepe ogHoro DNS-cepBepa
AnA ceTu.

4. B pasgene MNpepcTtaBuTenb HacCTPONUTE NapaMeTpbl NPOKCU-cepBepa AJis
noaknoueHns Wi-Fi. Boi6epuTe HY)XXHbIN CNOCO6 HAaCTPOMKU NPOKCU-CepBepa
13 MeHto Tun:

BbiknounTb. BoibepuTe 3Ty onuuto ecnm cetb Wi-Fi He umeeT HacTpoek
npoKcu-cepeepa.

BpyuHyto. Bbibepute 3Ty onuuto, 4To6bl BPYYHYHO YKa3aTb NapamMeTpbl
npokcu-cepepa. Beegute MMs xocTa npokcu-cepBepa U mopT, no
KOTOPOMY OH npocnywvBaeT noakntoyeHne. Ecnm npokcu-cepsep
TpebyeT ayTeHTMdUMKaLMK, ycTaHOBUTE (rakok AyTeHTuduKauus u
BBEAMTE MMS NONb30BaTessl M Naposib B MOCeAYOLLUX MONAX.

ABTOMaTUyecku. BbibepuTte 3Ty onuuio AnA MOAyYeHUs HacTpoek
npokcu-cepeepa us Proxy Auto-Configuration (PAC), ony6nMkoBaHHbIX
B JIoKanbHow ceTn. BBegute agpec danna PAC B none URL.

5. Haxmute CoxpaHutb. HoBoe nogkntoueHune Wi-Fi 6ynet pob6aBneHo B
CMUCOK.

. HacTtpoiika VPN gnsa yctpoiicte iOS

Bbl MOXeTe f06aBUTb N060e KonnmyecTBo noaxkaodeHnin VPN. YUtobbl fo6aBUTb

VPN:

1. B paspgene VPN for i0S, HaxxmMuTe KHonKy & Jlo6aBUTb B MpaBOM 4YacTu
Tabnmubl. MNosABUTCA OKHO KOHUrypauumm.
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2. 3apaunTte napameTpbl VPN B okHe VPN CoeguHeHue:

O6uee:

Nma. Beegute uma noakntoyeHmsa VPN.

LLindpoeanue. [1ns gaHHOro Tvna NOAKOYEHUA AOCTYMEH NPOTOKOS
ayTeHTUduMKaumm IPSec, koTopbin TpebyeT naposnb Ans MpPOBEPKU
NoAJ/IMHHOCTM MOSb30BaTeNs U ayTeHTUPUKaLMM MaluMHbl C O6LUM
CEKPETHbIM KJTHOYOM.

Cepsep. Beegute agpec VPN-cepBepa.
Monb3oBaTenb. BeBeanTe nmsa nonb3osatenst VPN.
Maponb. BBegute napons VPN.

HasBaHue rpynnbl. BBegute nms rpynnbi.

Bbl6paTb. BBegMTe 06LLMI KIIHOU.

MpepcTaBuTeNb:

B aToM pa3gene Bbl MOXeTe HACTPOMTL NapaMeTpbl MPOKCU-cepBepa ANs
noakntoyeHus VPN, BbibepuTe Hy)XXHbI CNOoco6 HAaCTPOMKKM MPOKCU-cepBepa
13 MeHto Tun:

BbikniounTb. Bbibepute aTy onuuto ecnu nogkntoveHve VPN He nmeet
HacTpoeK NpoKcu-cepeepa.

BpyuHylo. 3Ta onuus MO3BOJNIIET BPYYHYK YyKasaTb MapaMeTpbl
NMpOKCU-cepBepa:

. CepBep: BBeauTe MMA NPOKCK-CepBepa.
. TMopT: BBEauUTe HOMep MopTa NpoKCcKu-cepBepa.

« Ecnunpokcu-cepeep TpebyeT ayTeHTUdMKALMM, yCTaHOBUTE Graxkok
AyTeHTudukaums v BBeAUTE UMS MOSb3oBaTens W MapoSib B
nocneayroLux nonsx.

— ABTOMaTH4YeCcKMU. Bb|6ep|/|Te ATy onuuko ana noJjiydeHnA HacCTpoek

npokcu-cepeepa u3 Proxy Auto-Configuration (PAC) daina,
ony6nnKoBaHHOIO B NIOKanbHoOW ceTu. BBeagute agpec pavina PAC B none
URL.

3. Haxxmute CoxpaHutb. HoBoe nogkntoyeHne VPN 6yaeT o6aBneHo B CAMCOK.
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YT06bI yAanuTtb 0gHY Uin HECKOJIbKO ceTeln, OTMETbTE UX COOTBETCTBYHOLWMNMHU

bnaXkkaMm 1 HaXXMUTe KHOMKY & YAanuTb B NpaBoi YacTu Tabnuupbl.

UT06bl UBMEHUTb CETb, HAXXMUTE Ha €e UMS, UBMEHUTE HaCTPOVIKM no mMmepe

HEO6XO}J,VIMOCTVI N HaAXXMUTE COXpaHMTb.

Be6-poctyn

B aTOM paspene Bbl MOXXeTe HaCTPOUTb yrpaBfieHNe Be6-40CTYMNOM AJ1si yCTPOMCTB

Android 1 iOS.

Profile Web Access Control for Android Seftings

Details
Schedule - Web access is scheduled

-Block Tl W W i
Networks his option blocks or allows all browser access to web pages according to the defined scheduler.

O - Schedule
Web access
- Allow

Please note that the blocked and allowed lists are common for all levels, so changing it in one level will affect the others.
Web Access Control for iOS

Allow use of Safari
Enable autofill
Foree fraud wamning
Enable Javascript
Block pop-ups
Accept cookies

MoNMTUKM MOBUIBbHBIX YCTPOMCTB - HacTpoiiku npoduneit Be6-goctyna

. YnpaeneHune Be6-goctynom pana Android. Bknounte 3Ty onuuio Ans
dunbTpayumn Beb-goctyna Chrome u BCcTpoeHHoro 6paysepa Android. Bbl
MOXeTe YCTaHOBUTb BPEMEHHbIE OFpaHUYeHNst Ha JOCTYN K ceTu MHTepHeT, a
TakXke paspewunTb WM 3abnokupoBaTb [AOCTYN K OMpeAesieHHbIM
Be6-cTpaHuLaM. Beb-cTpaHuLbl, 3a6OKMPOBaHHbIe MOAYNIEM YrnpaBiieHus
Be6-40OCTynoMm, He 6yayT oTobpaxaTbca B 6pay3epe. BMecTo atoro 6yaer
oTo6paxaTbca Be6-CTpaHMLa No yMOJIYaHUIo, coobLiatowasi nosib3oBaTento
0 TOM, YTO 3anpalumBaemas Be6-CTpaHULa Oblyia 3a6/I0KMpOBaHa Moaynem

ynpaeneHus Be6-40CTYMNOM.

BaxHo

YnpaeneHue Be6-goctynom ans Android pa6oTaeT Tonbko ¢ Android 5 (U BbiLue)

n Tonbko ¢ Chrome n BcTpoeHHbiM Android-6paysepom.
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Y Bac ecTb Tpy BO3MOXHbIX BapuaHTa:
— Bbl6epuTe PaspewwmTb, YT06bI BCErpa npefocTaBsaTb JOCTYN B UHTEPHET.
— Bbi6epuTe BnokupoBaTb, YTO6bLI BCerga sanpewatb JOCTYN B UHTEPHET.

— Bbi6epuTb 3annaHupoBaTh, UTO6bl BBECTU BPEMEHHbIE OFPAHUYEHUS Ha
Be6-40CTYMN MO NoAPOGHOMY PaCMMCaHUIO.

Takxke, ecnim Bbl BblbepeTe paspelnTb Wian 3anpeTuTb Be6-A0CTYMN, MOXHO
HACTPOUTb UCKIIOYEHUA B 3TUX AEUCTBUAX AN LesbiX Be6-KaTeropu unm
TOJIbKO AN onpegeneHHbix Beb-aapecoB. Haxmute HacTpoiku, 4TOo6bl
HaCTpoOUTb pacnucaHue Be6-40CTyMNa U UCKIIIOYEHUS, CNEAYHOLLUM 06pa3oM:

MpoBepka no pacnucaHuio
YT06bI OrpaHNYUTL AOCTYMN K CETU MHTEPHET eXXeHeaeNbHO B onpeaesieHHoe
BpeMs:

1. Bb|6ep|/|Te N3 CETKN BpeMEHHblIE NHTEPBAallbl, B Te4EHNUE KOTOPbIX Bbl
XOTUTE 3anpeTnTb AOCTyNn B MHTepHeT.

MOXXHO LEMYKOM MbIWN OTMETUTb OTAENbHbIE KIETKM NN HaXKaTb U
pacwunpunTb ee, 4YTOObI 3ajaTtb 6onee )J,J'II/ITEJ'IbeII‘/II nepuoa. Haxmute
eule pa3 Ha KJIETKY, 4YTO6bl UBMEHUTb Bbl60p.
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Web Access Control X

Scheduler  Web Rules

sunday Monday Tuesday Wednesday Thursday Friday Saturday
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Authorized access

MoNUTUKM MOBUIBHbBIX YCTPOMCTB - PacnucaHue Be6-gocTyna

UT06bl CO3aaTb HOBbIW MHTEPBAJ, HaXMUTe Pa3spewmnTb BCeM WU
BnokupoeaTb Bce, B 3aBUCUMOCTU OT TUMa OrpaHUYEHNs], KOTOPOE Bbl
XOTUTE peannsoBarthb.

2. Haxxmute CoxpaHUTb.

Be6-npaBuna
Bbl Tak)Ke MOXeTe 3agaTb Be6-npaBusia no 6;10KUPOBKE U paspeLLeHuto
onpegaesieHHbIX Be6-afpecoB, Nepeornpenesive CyL,ecTBYOLWME HACTPONKY
MoAaynsi ynpaeneHus Be6-gocTynom. Hanpumep, nosibzoBaTenu cMoryT
nonyYnTh AOCTYN K ONpefenieHHOW Be6G-CTPaHULLe, AaXKe ecriv Be6-6pay3uHr
3a6/10KMpOBaH MOAYEM yNpaBfieHNUst Be6-40CTYMNOM.

YT06bI CO3AAaTb BEG-NPABUIIO:

1.

Bbibepute WUcnonbayiite UCKAOYEHUs, 4YTOObl WCMOJSIb30BaTb
BE6-UCKJIHOYEHUS.

BeeauTte agpec, KOTOPbIN Bbl XOTUTE pa3peLllnTb UK 3anpeTUTb B oJie
Be6-agpec.

Bbi6epute Paspewmntsb 1 bnokuposaTb 13 MeHto PaspelueHue.
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4. HaxmuTe Ha KHonky @ [lo6aBUTb B NpaBOM YacTu Tabnuubl, YTOObI
[06aBUTb afpec B CMUCOK UCKITHOUYEHWI.

5. HaxxmuTte CoxpaHuUTb.

YT106bl USMEHUTbL BEG-NPaBUNIO:

1. HaxmuTe Be6-aapec, KOTOPbIN Bbl XOTUTE OTPeaaKTUpoOBaTh.
2. NamenuTe cywecTtsytowmm URL.

3. Haxxmute CoxpaHuTb.

YT106bl yaanuTb Be6-NpaBuIo:

1. HaBepuTe Kypcop Ha Be6-afipec, KOTOPbIV Bbl XOTUTE YAANUTD.
2. HaxmuTte KHonky @ YpanuTb.

3. Haxxmunte CoxpaHUTb.

Ucnonb3ynte Macku, 4To6bl co3faThb LWaboHbl Be6-agpecos:

— 3Be3pgoyka (*) 3aMeHsieT HOJIb Unu 6o5iee CUMBOJIOB.

— BonpocutenbHbIi 3HaK (?) 3aMeHsieT TOJIbKO OAUH CUMBOJI. Bbl MoXeTe
MCNoJsib30BaTb HECKOJIbKO BOMPOCUTENbHbLIX 3HAKOB, YTO6bl 3aAaTb
No6Y0 BO3MOXHYH KOMGMHALMIO M3 OnpegenieHHOro KonuyecTBa
cuMBONoOB. Hanpumep, ??? 3amMeHseT NHO6YH KOMBUHALMIO, COCTOSILLYHO
U3 Tpex CUMBOJIOB.

B cnegyrouwenn Tabnuue, Bbl MOXeTe HAWTM HEKOTOopble MNpPUMEPHI
CUHTAKCUCca A1sl yKasaHusi afpecoB Be6-CalToB.

www . example* Jlro6on Be6-canT unm Be6-cTpaHMua,
HauMHaloLWasncs ¢ www . example (BHe 3aBUCUMOCTHU

OT paclUMpeHns JOMeHa).
UckntoyeHne He 6yaeT  NPUMEHATbCA K

noaAoMeHaM yKasaHHOro Beb6-calTa, Hanpumep,
subdomain.example.com.

*example.com Jllobon  Be6-calT, 3aKaHuYMBalOLWMACA  Ha
example. com, BKJIl0oYasi CTPaHULbl U NOAAOMEHbI.
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*string* JTro6o1 Be6-canT unm Be6-CTpaHuLa, cogepxxaiime
B afjpece yKasaHHY CTPOKY.

* . com JTro601 Be6-canT, UMeLLUIA JIOMEHHOE pacLUMpeHne
.com, BKJKOYas CTpaHuWubl W MNOALOMEHDI.
Ncnonb3ynte aTOT CUHTAKCUC, YTOObI UCKITHOUYUTD
N3 CKaHMPOBaHWS Liesible JOMEHbI BEPXHErO YPOBHS.

www.example?.com Jllo6on Be6-agpec, HauynHalLWmncs c
www.example? .com, e ? 3aMeHseT OANH Nto60M
CUMBOJI. 9To MoOrytT 6bITb  CaMWThI:
www.examplel.com WIN www.exampleA.com U

ap.

. YnpaBneHue Be6-goctynom pana i0S. Bknaouute 3Ty onuuto, 4YTO6bI
LieHTpanM30BaHHO YNpaBsiTb HACTPOKaMK BCTpoeHHoro 6paysepa iOS (Safari).
Monb3oBaTenn MOGUIbHbIX yCTPONCTB 60JIbLUe He By Ay T UMeTb BO3MOXHOCTb
M3MEHSATb COOTBETCTBYIOLLNE HACTPONKN HA CBOEM YCTPOMUCTBE.

Pa3pewmTb ucnonb3oeaHue Safari. 3Ta onuusi No3BoNseT KOHTPOAUPOBATL
ucnosib3oBaHue 6payaepa Safari Ha MO6UNIbHBIX ycTponcTBax. OTKIOYeHne
onuun ypanset Apnbik Safari U3 wuHTepdeiica i0S, TeM cambiM
npefoTBpaLLan 4OCTYN nosib3oBaTenen k cetn MHTepHeT yepes Safari.

BknounTb aBTo3anonHeHue. OTKIHOUMTE 3Ty OMNUMIO €CNIM Bbl XOTUTE
npefoTBpaTUTL XpaHeHue faHHbIX (GopM 6pay3epoM, KOTOpble MOryT
BKJIHOYaTb KOHbUAEHLMaNbHY0 MHbopMaumio.

I'Ipep,ynpe)KAeHue 0 MolUueHHun4yecTBE Bb|6ep|/|Te 9Ty onuuwo and
rapaHTUpoBaHHOIo yBeaoOMIJIEHUA nonb3oBaTenemn npu noceweHum
MOLLUEeHHNYEeCKUX Be6-CTpaHI/IL|,.

Bkniountb Javascript. OTKIOUMTE 3Ty ONLUIO €CNIN Bbl XOTUTE, YTO6bI Safari
urHopuposan JavaScript Ha Be6-canTax.

BnokupoeaTb BCn/bIBalOWMe OKHa. Bbibepute 3TOT napameTp, 4YTo6bI
npefoTBPaTUTb aBTOMATMYECKOE OTKPbITHE BCMJIbIBAOLLLUX OKOH.

MpuHaTb ¢aitnbl cookies. Mo ymonyanuto Safari paspewaet pannbl cookie.
OTKknoUYNTE 3Ty OMUMIO €CNU Bbl XOTUTE 3alUTUTLCA OT XPaHEeHus
Be6-caTaMu NnpocMaTpuBaemMon MHhopmMaLun.
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BaxxHo
YnpaBsneHue Be6-goctynom ans iOS He nogaepxxupaetcs Ha i0OS 13.
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8. UHOOPMALIMOHHASA NAHEJTb MOHUTOPUHTIA

MpaBuIbHbIN aHanM3 ceTeBol 6€30MacHOCTM TPebyeT HaNMuMsA A0CTYyNa K AaHHbIM
N Ux Koppenauun. Hannuve LeHTpanu3oBaHHON MHbOPMAaLIMM O 6e30MacHOCTU
Nno3BoNseT KOHTPOMPOBATb M 06ecrnevnBaTh CO6JIHOAEHIE NOMUTUK 6€30MacHOCTU
opraHusauuu, 6bICTPO BbIABNIATL MNPO6/EMbl, aHanM3MpPoBaTb Yrpo3bl U
YA3BUMOCTM.

8.1. NaHenb ynpaBneHus

MaHenb Control Center - HacTpanMBaeMbIi BU3yanbHbI AUCTNER, 06ecneynBaroLLmi
6bICTPbI 0630p BCEX KOHEYHbIX TOYEK M cTaTyca CeTu.

MopTneTbl MHGOPMALMOHHON NaHenn oTo6paXxatoT pasnnyHyo MHGOpPMaLMIO O
COCTOSIHUM 6€e30MacHOCTU B peasibHOM BpPeMEHW, UCToNb3ys NPOoCcThie rpadukuy,
KOTOpble MO3BONAKT BaM 6GbICTPO BbISIBUTb BCe MPO6GNEMbI, KOTOpPble MOTyT
notpe6oBaTh Ballero BMeLwaTesbCcTBa.

Bitdefender

GravityZone (@ AddPottiet () Move Portlets Welcome, Admin o

Pashboard Computers - Malware Activity O x Computers - Malware Status e x I

Network 10

Application Inventory
- Detections
Pack
ackages . - Still Infected
W Clients with no detections

W Resolved

Tasks -+ Resolved

Policies.

Assignation Rules

201441

Reports

Scan infected targets
Quarantine
Accounts Computers - Top 10 Detected Malware > 9 X Computers - Computer Protection Status b 5 X

User Activity

Configuration

Update

License

~ ecarest.
&4 Help & Support : .

| Antivirus Update Status Online Managed

& Help Mode -

= Feedback Page 10f 3 = -

WHdopMaLmoHHas naHenb

BoT UTO BaM Hy>HO 3HaTb 0 NopTJieTax MHGOPMALMOHHON NaHesnu:
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« Control Center nocTaBnsieTcsi C HECKOJNIbKUMMW MpeaonpenesieHHbIMM
nopTneTamMu MHPOpPMaLMOHHOM NaHesNu.

o Kaxgbin noptnet nHdopmMaLMoHHON NaHenn BKtOYaeT B cebsi NoAPO6HbIN
0TYeT, co3laBaeMblil B GOHOBOM PeXMMe U JOCTYMHbIA OAHUM LLENYKOM Ha
rpaduke.

o ECTb HeckosibkO TWUMOB MOPTNETOB, KOTOpble COAepXaT PasfIMYHyro
MH(OPMaLUIO O COCTOSTHUM 3aLLUThbI KOHEYHbIX TOYEK, Takue Kak COCTOsIHUe
06HOBJIEHW, aKTUBHOCTb BpegoHocHoro [0, akTUBHOCTL anpsona.

Mpumeyanue

Mo yMOn4aHuo, NOpTNeTbl NOJIy4akoT AaHHbIe 3a TEKyLLl,MVI A€Hb U, B OTJZIn4ne ot
OTYEeTOB, HE MOryT 6bITb YCTaHOBNEHbI Ha 6onee ONnTenbHble NPOMEXYTKU
BpPEMEHMN, 6onee yeM OUH MecAL,.

« WHdbopmauus, oTobparkaemasi C MTOMOLLbIO MOPT/IETOB, 0OTHOCUTCSH K KOHEYHbIM
TOYKaM TOJIbKO M0, BaLleN y4ETHOMN 3amnnCbio. Bbl MOXXeTe HacTPOUTb 06BEKTDI
Ka)kZ,oro nopTrieTa 1 napaMeTpbl C MOMOLLbIO KOMaHAbl U3MeHUTb MOpTJIeT.

« HaXmuTe Ha Hy>XHOW 3anucu nereHabl AMarpaMmbl, B cllydae JOCTYMHOCTH,
YTO6bI CKPbITb UM OTO6PA3NTb COOTBETCTBYHOLUME AaHHbIE HA rpaduke.

« [lopTneTbl 0TO6paXxatoTCs B rpynnax rno YeTbipe. cnonbaynte BepTUKasIbHYH
noJiocy NPOKPYTKU N KIaBULLIM CO CTPENIKaMy BBEPX U BHU3 [/1S MepeMeLL,eHNs
MeXXay rpynnamu nopTieToB.

« [napapgaTMNoB OTYETOB, Y BaC €CTb BO3MOXHOCTb OJJHOBPEMEHHO 3anycKaTb
HY)XHble 3aJlauM Ha Tpe6yeMbiX KOHEYHbIX YCTpoNCcTBax, 6€3 He06X0ANUMOCTH
nepexoantb K pasgeny Network, uTo6bl 3anycTuTb 3agady (Hanpumep,
CKaHUpPOBaTb 3apaKe€HHble KOHEYHbIE TOYKM USIM 06HOBUTb KOHEYHbIE TOUYKM).
MNcnosb3yiTe KHOMKY BbIMOSHEHNA [JOCTYMHbIX AeACTBUA B HUXHEW YacTu
nopTneTa.

NHbopMaLmnOoHHY0 NaHesb 04eHb MPOCTO HACTPOUTL C YYETOM UHAMBUAYASIbHbIX
npeanoyTeHMn. Bbl MoOXeTe WM3MeHUTb HACTPOMKW MopTneTa, [A06aBuUTb
JOMOSHUTESIbHbIE MOPTNETbI, YAaluTb WM OTCOPTMPOBATHL CYyLLECTBYOLLME
nopTneTbl.

8.1.1. O6HOBNEHME AAHHBIX NOPTNETa

YT06b1 y6eAUTLCSA, YTO NOPTIIET 0TO6PAXKaAET NOCNEAHIOK UHPOPMALUIO, HAXXMUTE
Ha KHOMKy © O6HOBUTb B €ro 3arosioBKe.

YT106blI 06HOBUTbL UHGOPMaLIMIO 060 BCex NopT/ieTax OJHOBPEMEHHO, HAXKMUTE
KHOMKY © OGHOBUTb NOPT/IETbl B BEPXHEN YAaCTU NaHENN UHCTPYMEHTOB.
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8.1.2. PepakTpoBaHue HacTpoeK noprnera

HekoTopble nopTneThbl cogep)xaT nHdopMaLmio 0 TEKYLLEM CTaTyCe, B TO Bpems
KaK fpyrue cogep)xaTt oT4YeTbl 0 CO6bITUAX 6€30MaCHOCTY 3a NOCNEAHNA MEPUOL,
Bbl MOXKeTe NpOBEPUTb M HACTPOUTbL NEPUOLUYHOCTb OTYETOB NOPT/IETA HaXaB
3HAYoK ) B ero 3arosioBKe.

8.1.3. [lobaBneHune HOBOro NopTJieTa

Bbl MoxeTe pob6aBuTb Apyrve noptneTbl AfAs MOJyYeHUS HEeo6XO04MMOM
NHbopMauun.

YT06bI £,06aBUTb HOBbIN MOPTNET:

1. TMepengute Ha cTpaHuLy MNaHeNb UHCTPYMEHTOB.
2. HaxmuTe kHonky € [lo6aBuTb NOpTNeT B BEpXHen YacTu KaHconu. MoasuTcs
OKHO KOHpUrypauum.
3. B pasgene Noapo6Hasa uHdpopMaLus, HacTponTe AeTany nopTieTa:
o Tun KoHeyHol Touyku (KomnbioTepbl, BupTyanbHble MalMHbI WK
Mo6unbHbie ycTpoicTBa)
. Tun poHoBOro oTyeTa
. [Moaxopsuiee nms noptneTa
« WHTepBan BpemeHun ans cobbITUA, KOTOPble 6yayT oTobpaXkaTbCA

[ns nonyyeHns 6onee nogpo6HoN MHGopmMaLMm 0 JOCTYMNHbIX TUMAX OTYETOB,
o6patuTech K «Tunbl oT4eToB» (p. 512).

4. B paspgene Llenu Bbi6epuTe ceTeBble 06bEKTbI U IPYNMbl AN151 BKIHOYEHUS.

5. Haxmute CoxpaHuTb.

8.1.4. YpaneHue noptnera

Bbl MOXeTe Nnlerko yaanuTb 0601 NOpPTNET, HaXKaB 3HA4YoK & YpanuTb B ero
3aronoBke. [locne Toro Kak Bbl yAanute MOPTAET, Bbl HE CMOXeETe ero
BOCCTaHOBUTb. TeM He MeHee, Bbl CMOXXeTe co3aaTb APYrov NopTieT C TEMU Xe
HacTpoWKamu.

8.1.5. PacnonoxeHue nopTneTos

Bbl MO)eTe pacnonoXuTb MOPTNeTbl MHPOPMALMOHHOW MaHenu Mo BalleMy
YCMOTPEHUI0. YTo6bl U3MEHUTb PacnosioXXeHne NopTIeTOoB:

1. Mepengute Ha cTpaHuly MaHeNnb UHCTPYMEHTOB.
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2. MMepeTalymTe N060M MOPTAET B HYXKHYHO NO3ULMI0. BCe ocTasbHble MOPTAEThI
pacnpegensaTcs Mexay HOBOW M CTapoii MO3MLMEN, COXPaHASA CBOW MOPSALOK.

Mpumevanue
Bbl MOXeTe nepemellatb NOPTNETbLI TOJIbKO B MMerLwmneca nosnumin.
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9. PACCJIEAOBAHUE MPOUCLLUECTBUN

Pazgen UHUumaeHTbl No3BonseT GUNbTPOBATb, pacciiefoBaTth U NpeanpuHUMaTh
JencTBUA NO BCEM COObITMAM 6€e30MacHOCTM, KOTOpble OblIM OBGHAPYXEHbI
AAaTYNKOM MHLMAEHTOB 3a OnpeAenieHHbIN MPOMEeXYTOK BPEMEHMU.

Pazpgen Incidents copep)xuT cnegyrowme CTpaHuLbl:

o WHuMpeHTbl : nosBoONSeT MpocMmaTpuBaTb W paccnefoBaTb CO6bITUS
6e30MacHOCTMW.

« YepHblil cnucok: ynpaensieT 3a6/10KMPOBaHHbIMK (annamMu, y4acTBYOLWMMHU
B COObITUSIX 6€30MacHOCTM.

9.1. CTpaHuua MHUUAEHTOB

WcnonbayinTe cTpaHnuy UHUMpeHTbl ans GuibTpauuy v ynpaBsieHnsi Co6bITUSIMU
6e30MacHOCTMU.

°¢ Endpoint Incidents

Alert name

e v | cea ele Open, Investigating | 100-30 . e e -ox
#763 Updated at 0454 on 5 Sep Open ® 55 Malware 41
#755 Created at 13:35 0n 20 Aug Open 40 27 Ransomware

Ransomware

Ransomware  +2

Ransomware  +2

=735 Created at 16:45 on 28 Jul Open ® 20 LEV-EDRS 35 Ransomware  +2

0630p CTpaH1Lbl UHLUUAEHTOB

Mpumeyanmne
D,OCTyrIHOCTb AaHHbIX BKNagoK BapbupyeTca B 3aBUCUMOCTU OT IMLIEH3NU, KOTOPYHO
BKJIHOYAET B Cce651 TEKYLLMIA NNaH.

9Ta cTpaHULa COAEePKUT cneayoLme 06nacTu:
1. lMaHenb OKOH C BKNajgKaMu, BKJIOUYAOLLMMMU PasindHble TUMbl UHLWAEHTOB:

. O6Hapy)XeHHble Yrpo3bl. OTOOpaXaeT BCe COO6bITUS 6e30MacHOCTH,
NOeHTUGULMPOBaHHbIE KAk  Yrposbl  MOAYNAMM  MpeAoTBpPaLLEHUS
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GravityZone. 9T WMHUMAEHTbl O6HAPY>XMBAKT HA KOHEYHbIX TOYKax M
06pa6aTbiBalOT C NOMOLLbIO AEACTBUIN, NPEAYCMOTPEHHbIX B MOUTUKAX
6e30MacHOCTH, MPUMeHAIEMbIX K Balier cpeae.

2. MapameTpbl GUnbTpaLMK AN HACTPONKK Baluen ceTku:

*  Haxmute KHoMKy et Moka3aTb/cKpbiTb CTON6LbI, YTOObI J06ABUTL UK
ybpaTb cTonbubl GunbTpa.

CTpaHuua O6GHOBUTCS aBTOMAaTUYECKW, 3arpy3vB KapTOYKU COObITMM
6e3oMacHoCTU C WHOpMauuern, COOTBETCTBYHLEN [A06aBIEHHbIM
cTonéuam.

o
*  HaxmuTe kHorKy \/ MoKa3aTb/CKpbITb GUABTPBI, UTOGbI 0OTO6PA3UTL MIH
CKPbITb NaHesb GUnbLTPOB.

*  HaxmunTte KHOMKy X OumncTuTh GpunbTpbIl, UTO6LI COHPOCUTL BCE PUNBLTPBI.
3. CeTka MHUMAEHTOB OTOOpa)kaeT CMUCOK COObITUM  6e30MacHOCTH,
COOTBETCTBYHOLWMX BbI6paHHbIM GUbTpam.

Mpumeyanne
91a PyHKuus 6onblue He obecneumBaeT noaaepky Internet Explorer.

MaHenb 0630pa

MaHenb 0630p COAEPXWUT CMAUCOK OTKPbITbIX WHUWAEHTOB, [NaBHbIX
npeaynpexaeHui, 3aTPOHYThIX YCTPONCTB U Apyrue COOTBETCTBYHOLLNE fJaHHbIE,
yTo6bl AaTb Bam 6bicTpoe npeacTaBnieHne 06 06LEN CUMTyaLun, CBA3AHHOW C
yrpo3amu B Bawen cpege.

OPEN INCIDENTS TOP ALERTS TOP TECHNIQUES TOP AFFECTED DEVICES

| High 3 ATC.Malicious 3 Modify Registry 3 LEV-ENDPOINTZ2 3
Medium 0 CertUtil Process 2 PowerShell 3
Low 0  PowerShell Command 2 Command-Line Interface 3

MaHenb 0630pa

MpumeyaHmne
JocTynHoCTb 1 coaepxxaHue naHenu 063op MOryT oTAMYaTbCA B 3aBUCMMOCTM OT
JIMLEH3MK, BKJIKOYEHHOM B Balu TekyLuuin nna.
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®unbTpauma UHUMAEHTOB K3 naHenu 063op

Bbl TakXe MoXxeTe OTCI)I/IﬂprOBaTb CMNCOK MHUWNOEHTOB, Bbl6paB 3Ha4yeHna Ha
naHenun

Ecnu wenkHyTb 3HaveHue B pa3gene OTKPbITbIE MHLIMAOEHTDI, oHo oTo6pasut
TONbKO MHUMUAEHTbI C BbI6paHHbLIM YPOBHEM CEPbE3HOCTM.

Ecnn wenkHyTb 3HaveHue B pasgene TOMM OMNOBELLLEHWN, 0HO 3aMofHWT none
noucka WMMEHEM OMOBELLEHUS M OTo6pa3uT TONbKO Te cryyau, Korga
ornoBeLleHne 6b110 O6HaPYXKEHO.

Ecnn wenkHyTb 3HayeHue B pasgene TOMN METOOB, oHO 3anonHUT nose
noncka HasBaHMeM MeTofa M 0TO6PasnUT TOJSIbKO Te Cllydau, Korga Metog 6bis
06HapYXXeH.

Ecnn HaxkaTb Ha 3HayeHue B pasgene TOM 3ATPOHYTbIX YCTPOWCTB, oHO
0TO6Pa3nT TOJIbKO MHLMAEHTbI, BAUSIOLME Ha BblI6paHHOE YCTPOMCTBO.

9.1.1. CeTka ¢punbTpoB

CtpaHuya UHumAaeHTbl No3BonsieT Bbl6paTb, KakMe UHLUUAEHTbI 0TOGpaXaTh,
HacTpouB CeTKY GpUNbTPOB.

Alert name » Search for filenames, IP addresses, hostnames ... Q 1Y

Score Date Status ID Endpoint Attack type Alert

100-30 ~ Select Open v Search. Search.. Choose v b4

I 90 Created at 12:57 Open 3 LEV-ENDPOINT2 Other 20

1Y)

CeTka ¢punbTpoB

HaXXMuTe KHOMKY Tl MokasaTb/CKpbITb CTON6LbI, YTOOLI f,06aBUTbL UK y6paTb
cTonbubl punbTpa.

CTpaHuMua O6HOBUTCA aBTOMaTUYECKW, 3arpysMB KapTOYKM CO6bITUI
6e30nacHoOCTU ¢ MHGopmMaLmMen, COOTBETCTBYHOLLEN [,06aBIEHHBIM CTONIGLAM.

4]
HaxxmuTe kHonky /' Moka3aTb/cKpbiTh GUALTPBLI, 4TO6LI OTOGPA3NTL MIN
CKpbITb NaHenb GpuUnbTPOB.
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*  Haxmute KHOMKy X Ounctuthb GunbTpbI, YTO6LI CO6POCUTL BCE PUNBTPBI.

MoapobHble cBefeHNUs O AOCTYMHbIX MapamMeTpax ¢GuabTpauuu npuBeaeHbl B
crnepytolien Tabnuue:

MapameTpbl
bunbTpauum

Moppo6Hasa uHpopmaLus

PelTuHr

HAaTta

CocTosiHMe

lMokasaTenb 4OCTOBEPHOCTM - 3TO Yncno ot 100 go 10,
yKasblBatoLlee, HACKOJIbKO MNOTEHLMaNIbHO OMacHO cobbITUe
6e30nacHOCTU. YeM BblLLe YUCIO, TEM 60JIbLIEe YBEPEHHOCTU B
TOM, YTO CO6bITHE OMacHo.

Ons unbTpauum No AoBepUTENbHOI LWKase NepeTawmTe
MOJI3YHOK K Bbl6paHHbIM 3HaYeHUSAM. Mnu Bbl MOXeTe
“CMob30BaTb YACIIOBbIE NOMS NoA Nons3yHKoM. Haxmute OK,
4TO6bl NOATBEPANTL BbI6GOP OLLEHKM.

YT06bI hMUnbTpoOBaTL MO AaTe:

1. HaxxmuTe L= nkoHKy kaneHgaps wiv none [lata, 4to6bl
OTKPbITb CTpaHuLy KoHbUrypaLmm aathbl.
2. BbibepuTe BpeMeHHOW NPOMEXYTOK, Koraa npousoLuen
WHUUAOEHT:
. [epenguTte Ha BKNAgKK € U B0, YTOObI BbIGpaTh AaThl,
onpegenstoLMe BpeMeHHOW MHTepBar.

Mpumeyanmne
Bbl MOXeTe YKa3aTb TOYHOE BpeMA ANA Havdana un
3aBeplleHund, ncnonbayd noJjida Yacos U MUHYT No4
KaneHgapem.

. Bbl Takxe MoxeTe BbI6paTb 3apaHee onpeaeneHHbli
nepuoj OTHOCUTENBHO TEKYLLLErO BPEMEHM.
3. Haxmnte OK, yTO6bI NPUMEHUTDL GUNLTP.

OTGUNbTPYATE UHLUAEHTbI MO UX TEKYLLLEMY COCTOSHUIO,
NMPOBEPUB OAUH UMM HECKOJIbKO NapaMeTpoB CTaTyca,
JOCTYrMHbIX B BblNajaroLlwemMm MeHto CtaTyc:

o OTKpbITb: 45151 HEUCCNEAOBaHHbIX COObITUN 6€30MacHOCTH

PaccnepoBaHme npouciuecTBuit 456



unfollow the traditional

MapameTpbl

bunbTpauum

. Paccnegyembie : 1na paccnegyembix CoO6bITUN
6e30nacHoOCTHU

o JloxxHoe cpabaTbiBaHMe: AJ1si CO6GbITUA 6E30MAaCHOCTH,
NMoMeYeHHbIX KaK JIo)KHas TpeBora

o 3akpbiTble: ans Cco6bITUI 6€30MacCHOCTHU C 3aKpbITbiIM
paccnegoBaHUeEM
MAEHTMdJMKaTOp Cyste CMUCOK MHUMNAEHTOB, BbINOJIHUB MOUCK onpeaeneHHoro
MAEHTMd)MKaLI,VIOHHOI'O HOMepa co6bITUSA 6€30MacHOCTM!.

KoHeyHas Touka Cy3bTe CMUCOK MHUUAEHTOB, BbIMOJIHUB NOUCK ONpPeaeNieHHOro
MMEHU KOHEYHOW TOYKU B YNpaB/iSseMoun CeTu.

Tun ataku Tun aTaku - 3TO AMHAMUYECKUIA CNUCOK Hanbonee
pacnpocTpaHeHHbIX TUMOB aTak, KOTOPbIN U3SMEHSIeTCA B
3aBMCUMOCTM OT NOKasaTenen aTaku, 06Hapy>XXeHHbIX B
nepeyYncneHHbIX CobbITUSX 6e30MacHOCTM.

OnogelueHus B cTon6ue OnoeeL,eHUs 0To6paXkaeTcs KOJIMYECTBO
OMOBELLEHNN, BbI3BAHHbIX 32 MHLUAEHT.

OC KoHeyHoW  ITa onuus GunbTpyeT cobbiTUA 6€30MacHOCTM Mo
TOUKM onepaLmMoHHO CUCTEME 3aA4eMCTBOBAHHbIX KOHEYHbIX TOYEK.

MpumeyaHmne
MapameTpbl ¢GunbTpauMm MOryT BapbuMpoBaTbCs B 3aBMCMMOCTM OT TuMa
JNIMLUEH3UOHHOr 0 KJko4a, BKJIO4YEHHOIo B Baw TeKyLLl,I/IVI nnaH.

YT06bl HANTWU AOMNOJSIHUTENbHbIE 3NIEMEHTbI, KOTOpble He 0TOOpPaXkatoTCs B CeTKe
dbunbTpa, Bbi6epuTe 0gMH U3 NapaMeTPoB Noucka B BbinagatowemM MeHto Mouck:
« Wmga onoBeweHus - ot 3 go 1000 cumeonos.

. IP-appec KOHe4YyHOI TOYKM - He 6onee 45 CMMBOJIOB.

« MD5 - makcumym 32 cumBona.

. SHA256 - makcumym 64 cumsona.

« Wmga y3na - He 6onee 360 cMMBONOB.

. Wmsa nonb3oBatens - He 6onee 1000 cMMBOJOB.
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CTpaHuua 0O6HOBUTCS aBTOMAaTUUYECKH, 3arpy>xaa TOJIbKO KapTO4Ku cobbITUN
6€e30MacHoOCTH, COOTBETCTBYHOLLNE UICKOMOMY 3JIEMEHTY.

9.1.2. NMpocmoTp cnmcka cobbITMi 6@30MacHOCTH

Ha cTpaHuue WUHUMAeHTbl OoTo6pa)kaeTcs CAUCOK COO6bITUIA 6e30MacHOCTY,
COOTBETCTBYHOLMX Bbl6paHHbIM GpUbTpam.

Mo ymMonuyaHuto Ha cTpaHuue 20 cobbITUIA, CrPYNMMPOBaHHbIX Mo AaTe. CTpaHuua
aBTOMAaTMYeCKN OGHOBIAETCA Yepes perynspHblie NPOMEeXyTKN BpeMeHH, Nnoka
[aTumK MHUMAEHTOB 06HapPY>KMBAET HOBble COBbITUS.

BaxHo
Bce cobbiTusi 6e3onacHocTy cTapuie 90 fHeN aBTOMATUYECKU yAAnsOTCA U3 pa3aena
Yrpo3bl, a TakXKe U3 penosntopus cobbiTu 6€30MacHOCTM.

[na HaBuraumym no cTpaHuue WUCMOMb3ynTe CTPesiku, KOJIeCo MPOKPYTKU Wn
HaXXMUTe Ha NaHeslb NPOKPYTKU. I3MEHUTE KOIMYeCTBO 0TOGPaXKaeMbIX COObITUN
BHM3Y CTpaHuLbl. Bbl MoXeTe npocMmaTtpuBaTh 0 100 cobbITUIM Ha CTpaHULLe.

Kaxxgas sanucb cobbiTnsi 6€30MacHOCTM 0To6paXkaeTcsi B pacluMpeHHoM popmaTe
KapThbl, NpeocTaBsas 0630p KaXA0ro MHUMAEHTa ¢ MHbopmaumen, 0CHOBaHHOM
Ha Bbl6paHHbIX pUNbTpax.

Mpumeyanmne
ObpaTuTe BHMMaHWe Ha LBeET cneBa ANA TOro 4tobbl ObicTpee OLEeHUTb
LLOCTOBEPHOCTb COBbITUS (HU3KUIA, CPEAHUIA UM BbICOKMUN).

I 90 Created at 12:57 Open 3 LEV-ENDPOINT2 Other 20 @
KapTa co6bITuin 6e3onacHocTu

L ]

* Ecnv Bbl Ha)KMeTe COOTBETCTBYHOLLLYHO KHOMKY 4 + & [locMoTpeTb rpaduk kapThbl
CO6bITUIN 6€30MaCHOCTU, OHA OTKPOET ee Ha HOBOW CTPaHULLe, r4e Bbl CMOXeTe
JeTanbHO NpoaHann3npoBaTh MHUMAEHT U NPeAnpUHATL COOTBETCTBYHOLME
JencTeua.

« EcnuwenkHyTb KapTouKy cobbITUA 6€30MacHOCTH, OTKPOETCS 6OKOBasi NaHesNb
6bICTPOro NPoCcMOTPa € MHdOopMaLmeln 0 BbiIGpaHHOM UHLMAEHTE.
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der vaityoﬁme-

CE |
Reported

INCIDENT DETAILS -

ncident ID #1

Status Open

Created On 16 Jan 2020, 13:27:05

Last Updated on 16 Jan 2020, 13:27:05
Endpoint LEV-ENDPOINT2

Artifacts Involved 45

DETECTION -
Confidence Score ncident Trigger

J9o user exe(PID:3584)

@ ScriptFileWrittenByPowershell =

A suspicious script was written by powershell.exe
or another process with powershell.exe as parent
which could indicate lateral movement.

Detected By EDR
Detected on 16 Jan 2020, 13:26
Severity Low
ATTACK INFO n‘ -
Attack Type

Other

BbICTpbIii NPOCMOTP MHGbOPMALUKM 06 MHLMAEHTE

unfollow the traditional

HaxxmuTe kHomky [lpocMoTpeTb rpadmk, 4To6bl MOMYYMTb AOCTYN K

rpaduyeckoin BU3yannsauum UHUMAEHTA.

Haxmute kHonky lMocmoTpeTb cobbiTusi, YTOGbI MONYYUTb AOCTYN K

BPEMEHHOM LKaJse UHUNAEHTA.

PaccnepoBaHme npouciuecTBuit

Ecnu Bbl ycTaHOBUTE (hnaXkoK Asisi lo6on KapTbl cOObITUN 6€30MacHOCTH, OHa
aKTUBMPYET KHONKy U3MeHUTb cTaTyc, NO3BOJISAS BaM U3MEHUTb TeKyLLU
cTaTyC MHUMAEHTA.
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I 90 Created at 12:57 Open 3 LEV-ENDPOINT2 Other 20

N3meHeHMe cTaTyca coObITMI 6€30MacHOCTH

CTaTyC paccnegoBaHuA NoMoraeT BaM oTcneXXmnBatb MHUWAEHTbI, KOTOPbIE yXXe
6b1sn paccnegoBaHbl U NMoMeYvyeHbl KaK 3aKpbiTble WU JTI0XKHO cpaéoTaBume,
MHUWUAOEHTbI, KOTOPble B HacTosdALLee BpeMAa paccsieayroTca, a TakKXXe OTKPbITble
WJIN HOBble MHLUMNAEHTbI, KOTOPbIE eLlle NpeaCTOUT NpoaHasIn3npoBaThb.

Bbl MOXKeTe U3MEHUTb COCTOSIHWE OJHOIO UJTU HECKOJTbKNX COObITUI 6€30MaCcCHOCTU
O[HOBPEMEHHO:

1. YctaHoBuTe dniaXKKy Ha KapTouyKax cobbITMI 6€30MacHOCTH, Y KOTOpbIX byaeT
M3MEHEH CcTaTyC.

Created at 06:01 on 21 Feb

Created at 06:01 on 21 Feb

Created at 13:30 on 19 Feb

Created at 13:30 on 19 Feb

Bbi60p KapT cobbITuin 6e3onacHoCTH

Bbl MOXeTe Bbl6paTb MX MO OTAENIbHOCTU WUJIK C MOMOLLbHO OMNLMKN MacCoOBOro
Bbl60pa B BblNnagarwoLiemM MeHH.

Mpumeyanue
BbI TakkXe MoXkeTe NpocMaTpMBaTh HECKOJIbKO CTPaHUL, cobbITUI 6€30MacHOCTY,
Mpu COXpaHEHUM CBOEro BbIGopa.

2. Haxmute kHOMKY U3MeHUTBb cTaTyc M BbiGeEpUTE HYXXHbIE MapamMeTpbl:
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Change Status To:

Open
@ Inv ting
False Positive

Closed

N3meHeHne cTaTtyca co6bITUsi 6e30NacHOCTH

. Open - Korga co6biTue 6€30MacHOCTY eLLe He paccrieayeTcs.
. PaccnepgoBatb - Korga Bbl Hauyanu paccriefioBaHune cobbITuUs.

« Jlo)xHoe cpa6aTb|Ba|-|Me - Korga Bbl MpoaHannsunpoBann cobbiTne u
onpeaenunnmn ero Kak J1oOXXHoOnoJs10XXnTesbHoe.

. 3aKprTb- Korga Bbl 3aKOH4YMUIU paccnengoBaHue cobbITHA.
MpumeyaHmne
anI M3MEHEHUU COCTOAHUA CcOo6bITUM Ha JloXKHOe cpa6aTb|BaHue nnn

3aKprToe OTKpbIBaeTCA OKHO, B KOTOPOM MOXXHO OCTaBUTb NpuUMeYaHue o
NPpUYNHaAX NSMEHEHUA CTaTyCa cobbITUS, ansa nocnep,yrou.l,eﬁ KOHCynbTauuu.
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Change Status To:

Open
Investigating

(@ False Positiv

|eave note

1024 characters

Bulk notegfwill be appended to the existing incident notes

=

OcTaBuTb 3anncky ana 3akpbITbIX COGbITUI U COBbITUIN NIOXHOFO cpa6aTb|Bava.

MpumeyaHmne

MpumeuyaHue 6yaeT [06GaBIIEHO K YX€ CYLIeCTBYHOLMUM  BHYTpY
0TUIbTPOBaHHbIX UHLUAEHTOB.

3. Haxmute Confirm, 4yTo6bl NPUMEHUTL BbIGPaHHYIO OMNUMIO CcTaTyca.

9.1.3. 0630p 06HAPYXXEHHbIX Yrpo3

Ha cTpaHuuye MHunpeHTbl BhiGepnTe co6bITUE 6€30MacHOCTM, KOTOPOE Bbl XOTUTE
[ ]

npoaHannaupoBaThb, U HaxMuTe 44 i MpocMoTpeTb rpadmk, UTOObLI 0TOOPA3UTL M0
Ha HOBOW CTpaHuLe.

Kaxkgbll MHUMAEHT 6€30MacHOCTU UMEET OTAENbHYIO CTPaHULY, COAEPXKALLYHO
noApo6Hyt MHbOPMALMIO O NMOCNef0BaTeNIbHOCTU CO6bITUIA (0OTO6paXKkaeMbixX Ha
rpaduke B BMAE CBA3AHHbIX Y3/0B CO6bITUIA 6e30MacHOCTH), KoTopble
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cnposouuposaim  MHUMAEHT W nNpeaoctaBndAeT
ncnpaeneHutro.
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BapuaHTbl OEeWCTBMM MO

Back #3901 Date Status Endpoint
Reported | 25 Feb 2020 Open ~  LEV-ENDPOINT2

v Q

LEV-ENDPOINT2

explorer.exe (5700)

o

poc_ctc_gambit.ex...

©

powershell.exe (35..

S/ user.\exe (7268)

Graph

»

sz =) ®
Events -
user.exe
Process Execulion

ALERTS

FROCESS DETECTED AS MALWARE BY ANALYSIS
@ ATC Malicious =

Advanced Threat Control has labeled user.exe
as a potential threat to your system.

Detected By ATC

Detected on 25 Feb 2020, 13:23
Severity High

@ Suspicious File Drop +
(1) ScripiFilsWiittenByPowershell +
@ Behavior BatDropped.1 +

INVESTIGATION

4 endpoints  First Seen: 07 Aug 2019, 13:35

® Sandbox Analysis completed

PaccnepoBaHme npouciuecTBuit
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1. Bknagka «[paduk»

paduk oToOparkaeT MHUUAEHT 6€30MaCHOCTU M COCTABISIOLLUME EM0 3/IEMEHTD,
BblAeNsAA KPUTMUYECKMI MYyTb MHUWUAEHTA U oTobpaxkas cBeaeHus o6 yane,
KOTOpPbIN CNpPOBOLUPOBan MHUMAEHT, Ha naHenn Node Details.

2. Bknapka «CobbITUA»

Ha Bknapgke «Cob6biTusi» oTobBpaxarTcss (unbTpyeMble OBHapY>XeHHble
CUCTEeMHble COObITUA M OMOBELLEHUS, @ TaK)Ke COOTBETCTBYHOLLME OMUCAHUS
CO6bITUN.

3. MaHenb nHdpopmaLmm 06 MHUMAEHTE

9Ta NaHenb COAEPXKUT CBOpayMBaeMyto 0611acTb C TaKUMU AeTansiMu, Kak
UaeHTUhUKATOP UHLUAEHTA, TEKYLLEE COCTOSIHUE, BPEMEHHAS OTMETKA, Koraa
OH 6b1J1 CO34aH Y NocneaHUN pa3 06HOBIISIICA, KONIMYECTBO 3af,eUCTBOBAHHbIX
apTehakToB, UMA Tpurrepa u uHdopmaLus 06 aTake.

4. TMaHenb UcrpaeneHus

dTa naHenb COAEPXWUT CBOpaYMBaeMyto o0651acTb C  AEUCTBUSMY,
aBTOMaTU4YecKn npeanpuHuMaembiMm GravityZone, U peKOMeHAYEMbIMU
LeACTBUAMM, KOTOPbIE MOXHO BbIMOSIHUTb, YTOObI CMSAMYUTb UHLMAEHT.

5. 3ameTku 6ydepa o6MeHa

Mpu HaxxaTun KHornku Notes oTKpbiBaeTcA 6ydep 06MeHa, B KOTOPbIA MOXKHO
J106aBNATb 3aMETKMU O TEKYLLLEM UHLUAEHTE, KOTOPbIE Bbl MOXETE NPOYMTaTh
Npv NOBTOPHOM MOCELLEHUM UHLNAEHTA NO3aHee.

6. CTpoKa COCTOSIHUS MHUMAOEHTA
CTpoKa COCTOSIHUSI COAEPXUT NOAPOOHYH0 HPOPMaLMo 06 naeHTUPUKaTope
VMHUMAEHTA, BPEMEHUN U faTe ero co3faHus, cTaTyce, TpUrrepe MHUMAEHTa U1
KOHEYHOM TOYKe, Ha KOTOpYHo OH BMsaeT. HaxxaB kHomnky Back, Bbl BepHeTech
Ha rnaBHyto cTpaHuuy Incidents.

Y3nbl cO6bITUI 6@30MaCHOCTM

BoT 4TO BaM HY)>XHO 3HaTb 06 y351ax cobbITUI 6€30MacHOCTH:

. Kaxgbim ysen npepactaBnseT onpefesieHHbIA 3fIEMEHT, y4yacTBylOWMA B
paccnefyeMoMm UHLMAEHTE.
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« Bce ys3nbl, cocTaBnsowme KpMTW—IECKMVI nyTb, N0 YMOJIHaHUIO I'IO,D,p06HO
0T06pa)KaI-OTCFI NMPN OTKPbITUMN MHUMNOEHTA, B TO BPpeEMA KaK Apyrue afieMeHTbl
NocTeneHHO UcuyesaroT, YTOObI n3bexaTb 3arpomMoXxageHus.

— EcnunHaBecTu Kypcop Ha y3er, KOTOPbI He SIBJISETCS YaCTb KPUTUYECKOro
nyTW, OH 6yAeT BblAeNeH U NOKaXeT NYTb K UCXOOHOW TOUKe, He HapyLuas
Critical Path.

Sh74ecceff733dd0B0C FT05b7R52076.doc. orig

« Tpw unu 6onee oAMHAKOBbLIX y3/1a CO6bITUI TUNa AEACTBUS, NOPOXAAEMbIX
POANTENIbCKUM Y3J10M, TPYNMMPYIOTCA B paclUMpseMbIN y3en KnacTepa.
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O

epupdatesavice.e

)

3 processes

¥

— TonbKo y3fbl 6€3 A0YEepHUX 3NIeMEeHTOB 6YAyT CKpbITbl OT rpaduka
WHLMAEHTOB, KOrAa KNacTePHbIN Y3es CBEPHYT.

— Y3nbl, B KOTOPbIX 6bls1a 06HapyXeHa NoA03puUTeSIbHas aKTUBHOCTb, He 6y Ay T
Lo6aBneHbl K y3ny KnacTtepa.

. [pu HaXaTuu Ha y3en 0To6passTCs crefyolime AaHHbIe:

— OHBbIAENUT CUHUM LBETOM nyTb Ky3ny KOHEYHOW TOYKN BMECTe CO BCEMMU
apyrmmn 3aAEﬁCTBOBaHHbIMM a1IeMeHTaMM.

— bBokoBast naHeNb ¢ pacluMpseMbIiMU CEKLIUSIMUY, KOTOPble NpefocTaBAsioT
noApo6HY MHOPMaLMIO 0 BbIGpaHHOM Yy35ie, TpeaynpexaeHusix B cnyyae
06Hapy>XeHusl c60€eB, AOCTYMHbIX AENCTBUSIX M pekoMeHaauuax. Obpatutech
K «CBegeHuss 06 ysne» (p. 478) Ana NOMYyYeHUs [LOMOSHUTESIbHON
MHbopMaLnn.

« Y3nbl cBAA3aHbl CTpesikamMu, YyKasbiBalOWUMKU XOA4 aencTeun, KOTOpble
npousownnBe KOHEYHOM TOYKE BO BpeMsA nHumaeHTa. Kaxkgas CTpoka noMmeyeHa
MMeHeM L,eNCcTBUS U ero XPOHOJ1I0r’M4eCKUM HOMEpPOM.

Cne,qyrow,vle ANIEMEHTbI UHUMAEHTA MOTYT 6bITh npeactaBfieHbl Kak y3Jibl:

T

KoHeyHas Touka OTo6pa)KaeT CBef,eHUs1 0 KOHEYHOM TOYKE U cTaTtyce
yrnpasJsieHUA naT4aMu.
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foyora——omeae

JomeH MokasblBaeT MHhOPMALINIO O XOCTe JIOMEHA U ero KOHEeYHbIX
TOYKax.
Mpouecc OTo6paXkaeT cCBefeHMs1 O PoJIv MPOLIECCa B TEKYLLLEM MHLIMAEHTE,

uHdopmMauuio o danne, cBefileHUs1 0 BbINOSHEHUM NPOLECCa,
NpUCYyTCTBUE B CETU U [ONOJIHUTENbHbIE MapaMeTpbl
paccnefoBaHus.

dann Moka3sblBaeT cBefeHNs 0 ponn daiina B TEKYLLEM UHLMUAEHTE,
nHdopMaumio o dhaitsie, NPUCYTCTBUE B CETU U AOMNOSHUTENbHbIE
napamMeTpbl paccyiefoBaHus.

PeecTp OTo6paxaeT MHpopmaumto PeecTpa 1 geTanm poanTeNbCKOro
npouecca.

padmk

Fpaduk npepocTaBnseT MHTEpaKTUBHOe rpaduyeckoe npeacTaBfieHne
paccnegyemMoro MHUMAEHTa U ero KOHTEKCTa, Bblaendaa nocnenoBatesibHOCTb
3JIeEMEHTOB, HanpAMYyr y4yacTByOWUX B €ro MHMUNMMpoBaHUN, NU3BECTHYHKO KakK
KpMTW-IECKMﬁ nyTb MHUNAEHTAQ, a TAKXKe BCeX ApYyrmux 3aJJ,eVICTBOBaHHbIX 3JIEMEHTOB,
KOTOpPbI€ N0 YMOJIHaHUIO NOCTENEHHO NC4e3akoT. B cny4ae CJIOXKHbIX UHUMOEHTOB,
KOTOpble pa3BuBarOTCA C Te4eHneM BpeMeHu, Ha rpachKe 0To6pa)KaeTcn Ka)K,D,bIVI
9Tan aTaku.
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powershell.exe (13...

@.. L

user.exe (3772)

1

MoaTanHaa aTaka

Mpatuk BKItOYAET napaMeTpbl GUNbTPaLMK, KOTOPbIE MO3BOJIAKOT HacTpanBaTb
rpaduK UHUMAEHTOB AN YNyULIeHUs BU3yanusaumu, hyHKLUIA HAaBUraLmm no KapTe
WHUUZEHTOB M NaHenu ¢ noApo6Hon MHGopmaLmen o KaXKA0M aNlEMeHTE.
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Back | [] #2901 Date Status E\w?point . == =) (@ iv‘
Reported | 25 Feb 2020 Open ~  LEV-ENDPOQINT2 Events
A
Y » user.exe
Process Execution
LEV-ENDPOINT2
7 ALERTS
o
S PROCESS DETECTED AS MALWARE BY ANALYSIS
@) | @ ATC.Malicious -
@ - Advanced Threat Control has labeled user.exe
explorer.exe J5700) & as a potential threat to your system.
| .. | Detected By: ATC
W
o Detected on 25 Feb 2020, 13:23
@ ° Severity High
poc_ctc_gambit.e;
T Suspicious File Drop 97
flj ScriptFileWrittenByPowershell -E
(1) BehaviorBatDropped.1 +
powershell.exe (35
INVESTIGATION
4 endpoints  First Seen: 07 Aug 2019, 13:35
e°
A 4 ® Sandbox Analysis completed

Bknagka «Fpaduk»

1. KpuTunyeckum nyTb
2. MeHto punbTpoB

3. MeHto HaBuraTopa
4

MaHenb cBegeHun 06 yane

KpuTnyeckuit nytb

KpMTM‘-IGCKMI?I nyTb-3TO NoCnenoBaTesibHOCTb CBA3aHHbIX Cob6bITMI 6€30MacHOCTH,
KOTOpble NpuBenu K oTnpaBKe npeaynpexaeHna, HadnHaa ¢ TO4KM BXoaa B CETb
M 3aKaH4mBad y3JjioM Cco6bITHS, KOTOprI;I Bbl3BaJ1 UHLNOEHT. KpVITI/ILIECKMVI nyTb
MHUMOEeHTa no YyMOJZIYaHUIO BblAendeTcAa Ha rpad)MKe BMeCTe CO BCemu
coaepxxawmmMmmnca Ha HeM ysnamu CO6bITWIA, B TO BpeMA KaK OCTaJlbHbl€ 3JIEMEHTbI
CBEPHYTbI.
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TpurrepHbli y3en Nerko BbiaenseTcs Ha GpoHe ocTabHbIX 3IEMEHTOB rpaduka,
6YAy4n OKPY>KEHHbIM AOMONHUTENBbHLIMU BblAeNeHHbIMU 35leMeHTaMu (aByMS
OpaHXXEeBbIMU KpPY>XKaMu), U MO YMONYaHUIO PSAOM C rpadMKoM MHUMAEHTa
oTo6paxkaeTcs cBA3aHHasA UHhOPMaLMOHHas NaHesb, NPeAoCTaBsAA NOAPO6GHYO
MHpOpPMaLUIO O TPUITEPHOM Y3nie.

A
>> user.exe
Process Execution
LEV-ENDPOINT2
re ALERTS
PROCESS DETECTED AS MALWARE BY ANALYSIS
.| 1) ATC Malicious —

Advanced Threat Control has labeled user.exe

explorer.exe (5700) v as a potential threat to your system
- Detected By ATC
L
Detected on 25 Feb 2020, 13:23

@ e Severity High

poc_cic_gambit.ex...

T Suspicious File Drop +
rj ScriptFile\WritenByPowershell +
. T Behavior BatDropped.1 +
powershell.exe (35...
INVE STIGATION
\ 4 endpoints  First Seen: 07 Aug 2019, 13:35
®
user.exe (7368)
Y ® Sandbox Analysis completed

Kputuueckui nytb

1. TpwurrepHbi ysen

2. MaHenb cBefeHuiA 06 y3ne ¢ uHhopMaLnei, CrpynnMpoBaHHON MO KaTEropusaM
1 pa3BopauMBaloOLLMMCS pasgenam

3. locTeneHHO nc4yesaroume Yy3Jbl, KOCBEHHO BOBJI€YE€HHbIE€ B UHUNOEHT
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Mpumeyanmne

Wenyok no no6oMy APYromy 3/IEMEHTY, KpOMe TPWUITEPHOro Y3na, HapyluwuT
KPUTUYECKUI NYTb U BbIAENUT NYyTb K UCTOYHUKY, OT BbIGPAHHOrO y3na Bbille A0
y3/1a KOHEYHOMN TOYKM.

®unbTpbl

MeHto ¢M11prbl npenocTtasnideT BaM paCclinpeHHbli€ BO3SMOXXHOCTHU d)I/IJ'IpraLWII/I,
no3B0J1AA NMOJIHOCTbIO YNPaB/ATb Fpad)I/IKOM MHUWOEHTA, BblAeNiAA 3JIEMEHTbI Ha
OCHOBE X TUMNa nnu pesieBaHTHOCTU, NN CKpbiBasd UX, 4YTOObI caoenatb MHUMAEHT
6051ee KOMMaKTHbIM U NpOCTbIM ANA aHanm3a.

HaxxmuTe n yaepxuBaiTe 3Hauok P [MepeTaluTb, UTOGbI PaCMONOXMTD
naaBaoLLyto NaHenb GunbTPbl B IFO60M MecTe BHYTpU rpaduka UHLMAEHTOB.

Filters

®unbTpbl rpadurka MHLMAEHTOB
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Mpu BbiGope GunbTpa TUNa aNeMeHTa:

1. Fpad)MK WHUMNOEHTa COKUMaET U BbiaeNAeT BCe 3JIEMEHTbI Bbl6paHHOFO TUNa,
B TO BpeMA KaK 3/1IeMeHTbl Apyroro Tuna nc4yesaroT.

2. OH MrHOBEHHO OTKpPbIBaET NMaHeJ1b CO CNMMCKOM BCEX BblAEJIEHHbIX 3JIEMEHTOB.

Filters

Processes

3 entities

Mpumeyanne

Bbi6op anemeHTa B 0TO6paXaeMoM Crimcke BblAENUT ero Ha rpadmke MHUMAEHTa n
OTKPOET MaHeslb CBefileHNI C MHPOopMaLMen No 3TOMY NIEMEHTY.

Tonbko 0guH GUNbTP MOXET 6bITb MPUMEHEH OJHOBPEMEHHO.

MapamMeTpbl GUbTpaLMK BKIOYAKOT B Cebs:

« KpuTtuuyeckuit nyTb. Bbigensiet KpUTMUYECKUI NyTb UHLUMAEHTA.

. KoHeuHas Touka. BbifgensieT KOHeUYHble TOYKW, 3aTPOHYThI€ MHLIUAEHTOM.

. Mpouecc: BblaenseT Bce y3Jibl NPOLLECCHOMO TUMA, CBA3aHHbIE C UHLMAEHTOM.
. aiin. BoigenseT y3sbl ¢paiioBoro TMna, CBsi3aHHbIe C MHLUUAEHTOM.

« JlomeH. BbigenseT Bce y3/ibl JOMEHHOMO TUMa, CBSI3aHHbIE C MHLUUAEHTOM.

. PeecTp. Bbigensiet Bce y3Jibl PEECTPOBOro TUMa, CBA3aHHbIe C UHLMAEHTOM.
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« PeneBaHTHOCTb 3aneMeHTOB. Bbl TakXe MOXxeTe d)MJ'IprOBaTb 3JIEMEHTbI Mo
X BaXXHOCTU BHYTPU MHUMNOEHTA.

- HeWTpanbHbIN y3en: a/ieMeHTbl 6€3 NPSIMOro BO3A4EeNCTBUSA Ha UHLMAEHT
6€30MacHoOCTH.

- @ BaxHbiit y3en: 3/1IeMeHTbI C BaXHOM POJbHO B MHLMAEHTE 6€30NMacHOCTM.
- ® UcxoaHbii y3en: Touka Bxoga B aTaKy BHYTpU CETM.

- nOA03pMTEJ1beIi7I y3en: 3/1IeMeHTbl C NoA403PUTEJIbHbIM NOBEAEHUEM,
HarnpamMyro cBA3aHHble C UHUUOEHTOM 6€30MacHOCTW.

— @ BpesioHOCHBII y3e: 371eMeHTbI, KOTOpble HAaHEC/N YILLep6 BaLleil ceTy.

MpumeyaHmne

HaBepfeHne Kypcopa Ha to60W U3 LBETHbIX GUIbTPOB 0TOGPAXKaeT, Kakoe
KOJIN4eCTBO 3J1IEMEHTOB C O,ElMHaKOBOVI peneBaHTHOCTbIO BOBJIEYEHO B
VHUWAEHT.

« [Mouck o6beKTOoB. Bbl MOXeTe MCKaTb MMEHa WM paclumpenus dainos
KOMMOHEHTOB MHUUAEHTA B MOJIE NMOUCKa, U pe3yNibTaTbl 6yayT oTo6paxaTbCs
Ha 60KOBOW NaHenu.

Ecnu ¢ounbTpbl He BbiGpaHbl, rpaduK MHLMAEHTOB copacbiBaeTCs A0 YMOYaHUS,
Npu 3TOM 3/1IEMEHTbI KOHEYHON TOYKU, UCTOYHMKA M TpUrTepa NoACBeYMBaoOTCS,
a oCTasbHble 3/IEMEHTbI MOCTEMNEHHO UCHE3aloT.

Bbl Tak)Xe MOXeTe CKPbITb OMnpefeneHHble 3/IeMeHTbI U3 rpacuka MHLUAEHTOB,
HaxxaB KHornKy Moka3aTb / CKpbITb, 0TOGpa)aemyto Npy HaBefEeHUN ykasaTens
MbILWK Ha GunbTpbl TUNa: daiin, lomeH u PeecTp.
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Filters

CKprTI/Ie TUMNa anemMeHTa nepepucoBbiBaeT Fpad)VIK WHUUOEHTOB, yaandaa Bce
COOTBETCTBYHOLLNE IJIEMEHTDLI, AaXKe €CJZIn OHU CXKaTbl, NCKNOYaA TpVIFFeprII;I
y3€eJ1 U y3Jibl C AOYEPHUMMU AJTIEMEHTAMMN.

Hasuratop

HaeuraTtop nossonsieT 6bICTPO nepemMew,aTbCs Mo rpaduKy WHLUMAEHTOB U
uccnepoBaTb BCE OTOOpaXKaeMble 3JIEMEHTbl C MOMOLLb MUHWU-KapTbl U
pasnnyHbIX YPOBHEN BU3yanusauum.

Haxmnte wu yp,ep)KMBaVlTe 3HaA4oK + I'IepeTau.l,uTb, YyTObbI pPacnonoXunTb
njiaBaroulyro naHesb HasmraTop B IIO60M MecTe BHYTpMU rpad)MKa MHUNOEHTOB.

HaBuraTtop cBepHyT no ymonyaHuto. lNpu ero paclumpeHun B MeHio 6GyneT
0TO6paXaTbCst MUHUATIOPHAs BEPCUsi BCEN KapTbl UHLMAEHTOB M KHOMKU [eNCTBUN
LSl HACTPOMKU YPOBHS BU3Yyanusauum.
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O

LEV-EDR3

©

explorer.exe (5176)

Navigator ®

runme.exe (7384)

9b74ecceff733dd0..

@

ey
e

Hasuratop

MeHto HaBuraTop coaepXXuT ABe KHOMKW 1eCTBUI A1l HAaCTPOWKN BU3Yyann3aLum
rpadvKa MHLUUAEHTOB: KHoMKa 2’ CKpbITb ieTanu 1 KHonka *2* Moapo6Hee.

Korpa Bbl HaKMmaeTe KHOMKY ) MeHblue feTanel, rpaguk ycTaHaBNMBaeTcs B
COCTOSIHWE MO YMONYaHUIO, BbIAENAS TONIbKO KPUTUYECKUI NMYTb UHUMAEHTA.
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explorer.exe J5532)

runme.exe (4992)

©

9b74ecceff733ddo...

+4 +14 5 +7 412

Mavigator

S 74eccelf733ddp’.

0630pHas BM3yanusayus

Korpa Bbl HaXXMeTe KHOMKY @ I'Ion,po6|-|ee, BCe 3J1IEMEHTbI rpachKa WHUNOEHTOB
pacKpbIBakOTCA, BblAaendaa KaXkabIn y3en u Knacrtepbl y3J10B.
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©

LEV-EDR3

©

explorer.exe (5532)

runme.exe (4992) winrar.exe (1352)

O 0 O o (8)

Sh74ecceff733dd0 4 files __tmp_rar_sfx_ac desktop.rar 14 files

® ®

\ 0 0 Navigator

baecceff733ddo.. 3 files __tmp_rar_sfx_ac

®

YBenuyeHHas BU3syanunsauyua

Korga nHuuaeHTt yBeJIn4YeH U BCE 3JIEMEHTHLI BblAEJIEHDI, Fpad)I/IK 4YaCTO MOXeT
BbIXOAUTb 3a npeaesbl 3KpaHa. B aTtom cny4yae y,El,ep)KVIBaVITe N nepetawuTte
CeNneKTop KapTbl Ha MUHU-KapTe HaBuratopa, YyTO0b6bl NIETKO nepemeliaTbCqa B
HY>XHYHO o6nacTtb KapTbl UHUWAOEHTOB, WM NPOCTO NepeTawuTe o6nacTtb rpad)MKa
B HY>XHO€ HanpaBieHune.

PaccnepoBaHue npoucLuecTBui 477




Bitdefender Grawt\/Zome

S

unfollow the traditional

LEV-EDR3

©

explorer.exe (5532)

runme.exe (4992) winrar.exe (1352)

o

Sh74ecceff733dd0 4 files __tmp_rar_sfx_ac desktop.rar 14 files

® ®

Navigator

baecceff733ddo. 3 files __tmp_rar_sfx_ac

CenekTop MUHU-KapThI

CBegeHus 06 y3ne

MaHenb CBepeHUs 06 y3ne coLepXMUT pasgesibl ¢ Noapo6HoN uHbopMaumeit o
BbI6paHHOM Y3ie, BK/loUas AeiCTBMA No NpefoTBPaLLEHUNIO UM UCTIPABIIEHUIO,
KOTOpPble MOXHO NPEeANPUHATL ASIA CMArYeHUs UHUMAEHTA, NoAPO6HOCTM O TUNe
06HapY>KEHUA N OBHaPYXXeHHbIX OMOBELLEHUAX Ha Yy3ne, NPUCYTCTBUU B CETH,
NoApOo6HOCTAX BbIMOMHEHWUA MPOLIECCa, AOMOSNIHUTESbHbIX PEeKoOMeHAaLMaAX no
ynpaBneHuo cobbiTUeM 6e30MacHOCTU WKW AeACTBMAX ANA  AanbHeillero
nccrnefoBaHNA aNneMeHTa.

YT106bl NPOCMOTPETL 3TY WMHGMOPMALMIO U BbINONHUTL AEACTBUS Ha MaHesnu,
BblbepuTe y3en Ha kapTe CobbITMIN 6€30MacHOCTMH.
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explorer.exe (5700)

O

poc_ctc_gambit.ex

powershell.exe (35.

/4

i L
\3

user.exe (7368)

MaHenb cBefeHuit 06 yane
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o_) @ user.exe

Process Execution

) ALERTS

0
PROGESS DETECTED AS MALWARE BY ANALYSIS

(1) ATC Malicious —

e > Advanced Threat Control has labeled user.exe
. as a potential threat to your system.

[}) Suspicious File Drop +
I:!:Z ScriptFileWrittenByPowershell +
(1) Behavior.BatDropped.1 +

INVESTIGATION

4 endpoints

First Seen: 07 Aug 2019, 13:35

@ Sandbox Analysis completed

1. Bbl MOXeTe CBEpPHYTb MM pasBepHyTb MaHenb CBepeHus 06 y3ne, Haxas

KHOMKY CBepHYTb.

2. Bbl MOXeTe Ierko OpueHTUpoBaThCs B MHdoOpMaLIMK, 0To6pa)kaeMoi Ha NaHenu
CBepeHusi 06 y3ne, Lenkas MKOHKW KaXK[,0M U3 YeTbIpeX OCHOBHbIX KaTeropui:

. OIOBELLEHWA

B aTom paspene oTobpakaloTCA OAHO WJIM HECKOJIbKO OBHapy>XeHuH,
CNpPOBOLMPOBaHHbIX Ha BbI6paHHOM y311e, BKJIt0UYas CBeflIeHUS 0 TEXHONIOMUM
Bitdefender, BkntoumBLLEN 31EMEHT B UHLMAEHT, MPUYMHY, MO KOTOPOW 6bI10
CMpOBOLMPOBABLUYIO 06HaPYXXEHUE, UMSI OBHApPYXXeHUA U AaTy, Koraa oH

6b1J1 OGHaPYIKEH.

« MWccnepoeanue
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B aTom pasgene 0To6pa)+(a+0Tc;| METKM AaTbl ANA Ha4yalbHOIo O6H8py>KeHVIF|
N BCe KOHEYHble TOYKM, rae 6bin 06Hapy)KEH OTOT 3JIEMEHT.

« MWcnpaeneHue

B aTOM pasgene oTo6paxatoTcs AENCTBUS, aBTOMATUYECKM BbINOJIHEHHbIE
GravityZone, feiiCTBUSI, KOTOPbIE Bbl MOXETE NPeAnpUHATbL HEMEIEHHO
LN yMEHbLUEHWS YTPO3bl, @ TaKXKe NoAPO6HbIE PEKOMEHAALIMU 1K KaXKA0r0
npeaynpexaeHns, o6Hapy>XXeHHOro Ha BbIGpaHHOM Yy3rie, YTo6bl MOMOYb
BaM B CMSITYEHUW MHLUMAEHTA U MOBbILIEHUN YPOBHSI 6€30MaCHOCTU BaLLEeN
cpeabl.

« WHOOPMALUA

B aTom pasgene otobpaxaeTtca obuiast MHGopMaLms 0 Kaxgom dainne u
KOHKpeTHasn MHpopMaL st B 3aBUCMMOCTHM OT TUMa BbIGPAHHOIO y3sa.

3. BbImoxeTe nepeTawmnTb NaHesb CeepeHusa 06 y3ne no HanpaBJIEHUIO K LLEHTPY
9KpaHa, YTOObI JIETKO NMPOCMOTPETb €ro coaepXxXnmoe.

(i) Behavior Ransomwara 5 -

The transactions.db.ryk file with common ransomware extension has been written, to encrypt user data and perpetually
block access to it unless ransom is paid

5648)
Detected By EDR

26 Feb 2020, 15:58

Severity’ Medium

(1) Behavior Ransomware.2 +

(
@

Document Read +

, INVESTIGATION

(6192)
1endpoints  First Seen: 26 Feb 2020, 15:58

, Add to Sandbox  VirusTotal Google

Lexe (33 REMEDIATION

PacwupeHHas naHenb

MaHenb cBefeHMIn 1Sl Y3/10B KOHEYHbIX TOYEK
MaHenb CBepeHus 06 y3sne A1 KOHEYHbIX TOYEK BKJIHOYAET [iBe KaTeropuu:

« Wcnpasnenue
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OTo6paxkaeT UHDOPMaLMIO O AEACTBUAX, aBTOMATUYECKN MPEeANnpPUHATBIX
GravityZone ANA yMeHbLUEHWUA Yrpo3 M AENCTBUW, KOTOpble Bbl MOXeTe
COBEPLIMTD:

» LEV-ENDPOINT2
Endpoint

REMEDIATION

Mo actions taken

| Isolate host

Remote connection |

— Ws3onupoBaTb XOCT - UCMOMb3ynTe 3TO AEUCTBUE, YTOObI U30/IMPOBAThb

KOHEYHYIO TOUKY OT CeTW.

YcTaHOBUTb NaTyuM - WUCMOMb3yWTEe OTO [eACTBUE AN YCTaHOBKM
OTCYTCTBYIOLLEro natya 6€30MacHOCTM Ha LieNIeBO KOHEYHOW Touke. 3Ta
onuus BuAHa ToMbKo ¢ Moaynem Patch Management, HagcTpoiikon,
JIOCTYMHOW C OTAEMbHbIM JSINLIEH3UOHHBLIM KITFOUOM. O6paTUTECh K Y CTaHOBKE
naT4ya Ana nosiydyeHns AONONHNUTENbHON MHbOopMaLMK.

Remote Connection - ucnonb3yite 310 AeUCTBUE, YTO6bI YCTAHOBUTL
yAaneHHoe NOAKIIoYeHMe K KOHEYHOW TOYKe, YYaCTBYHOLLEN B TeKYLLEM
WHUMAEHTE, U BbINOMHUTL PAA MNOSIb30BaATENIbCKMX KOMaHA 060M04Ku
HanpsiMyto B CBOEW OMepaLMoHHON cUCTEME AJ1st HeMeAJIeHHOro CMAiIrYeHns
yrposbl uny cbopa AaHHbIX ANS fajbHENLEero paccnefoBaHus.

anI HaXXaTuUn Ha 3Ty KHOMKY OTO6pa3I/ITC$I OKHO Y aneHHoe nogkioyeHue,

WH®OPMALMA OB YCTPOUCTBE

OTobpaxkaeT 06LLy0 MHPOPMaLMIO 0 3aTPOHYTOM KOHEYHOMN TOUKE, TaKyH Kak
MR KOHeYHOW TOYKM, IP-agpec, onepaunoHHasi cucTeMa, CooTBETCTBYHOLLLANA
rpynna, CoCTOsIHWE, aKTUBHbIE MOJIMTUKU U CCbINKA, KOTOPasi OTKPbIBaeT HOBOE
OKHO, B KOTOPOM 0TO6paXkatoTcsi NoJHble CBeleHNS1 0 KOHEYHOM TOUKeE.
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» LEV-ENDPOINT2
Endpoint

DEVICE INFO

£1y FQDN:

=

08:

nfrastructure:

Group

State

tive Policy

View full endpo

Last Checked:

Patch status:

Computers and Groups

Custom Groups

Online

Online

forSandbox

int details

Never

Unknown |

View endpoint patch status report

P AICA
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Takxe npenocrtaendeTr BaM TakKyko I/IH(bOpMaLlMFO, KaK KoJin4ecTtBoO
YCTaAHOBJ1IEHHbIX MCI'IpE:lBJ'IEHVII;I, HeucnpaBHbIX MCﬂpaBHeHMIZ WNN OTCYTCTBYHOLLUX
VICI'IpaBJ'IeHMﬁ no 6e30MacHOCTM U He Mo 6e30MacHOCTM. KpOMe TOro, Bbl MOXeTe
co34aTb OTYET O COCTOAHUM UcnpaBeHUA KOHEYHOM TOYKMK. ITOT paspen
npenocTaBJiIAe€TCA MO 3anpocy anAa ueneBon KOHEYHOW TOYKMU.

Ha naHenu MO)>XHO BbIMNOJIHUTb cneaywoume AeﬁCTBMHZ

— [MpocmoTpeTb MHpOpMaLUO 06 MUCMpaBiIeHUAX ANA LieSIEBON KOHEUYHOM
TOYKW. YTO6bI NPOCMOTPETH CBEAEHNSA O NaTye, HAXXMUTEe OBHOBUTD B 3TOM

pasperne.

— TlpocMOTpeTb OTYET O COCTOSSHUU UCMpaBJIEHUA OIS LeNeBON KOHeYHOoM
TOYKW. YT06bI chopMmpoBaTh OTYET, HaXXMuTe MpocMoTpeTb OTYeT O
COCTOSIHUM UCMPAB/IEHNI KOHEYHON TOUKM.
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MaHenb cBefeHuii 1A Y3108 npoLiecca

MaHenb CBepeHns 06 yane Ans y3n0B NpoLecca BKAOYAeT YeTbipe KaTeropum:
. OlOBELLEHUA

OTo6paxkaeT OAHO WM HECKOSIbKO O6HapYXXeHWUW, WHULMUPOBAHHBLIX Ha
BbI6paHHOM Yy3sie, BK/IlOYas cBefeHua o TexHosoruu Bitdefender, koTopas
BK/IOUMNA ITOT I3NIEMEHT B MWHUMAEHT, MNPUUYMHY, MO KOTOpPOW 6blso
MHULMMPOBAHO O6HAapY>XeHWe, UMS 06HapYyXXeHUss U AaTy, Korga OHO 6blso

o6Hapy)eHo. OnMcaHue KaXxaoro npeaynpeXxaeHus COOTBETCTBYET NOCNeAHUM
cTtaHgapTam MITRE.

» acrod2.exe
Process Execution
ALERTS

PROCESS DETECTED AS MALWARE BY ANALYSIS

(1) Gen:lllusion.Slingshot PowerShell. 10.2010 —

100

HyperDetect has detected unwanted activity in
your system, caused by this file

Detected By: Hyper detect
Detection Level: Normal
Detected on 26 Feb 2020, 15:58
Severity High
. |?l:“ Behavior Ransomware.5 +
T Behavior Ransomware. 2 +
1] Document Read +

« MWccnepoBaHue

OTo6pakaeT MeTKM AaTbl AJI HAvyasIbHOr0 O6HAPYXXEHWUS] U BCE KOHEYHble
TOYKM, FAe 6bl1 06HAPYXKEH 3TOT 3JIEMEHT.
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» acrod2.exe
Process Execution

INVESTIGATION

) 1endpoints  First Seen: 26 Feb 2020, 15:58
@ |

Add to Sandbox VirusTota Google

UT06bI NMPOCMOTPETb 3TOT CMUCOK, LWEJIKHUTE YUCIO, YKa3aHHOE B TMoJe
KOHE@YHbIX TOYeK, 1 NOABUTCA HOBOE OKHO.

Endpaints X
File Name: 9b74ecceff733dd080c75355b7852076 doc. orig

Endpoint File Name Path First Seen

LEV-EDR3 9b74ecceff733dd080

.. c\users\admin\desktop\9b74ec... 28 August 2019, 13:31:38

Page 1 of 1 20 v 1 items

Batom pasfene Takxke npeacraBiieH BHELUHWIA aHanns ¢ NMOMOLL b BHYTPEHHUX
KOMIMOHEHTOB U CTOPOHHUX pemeHM|7|.

JocTynHbl cnegytowme AencTBUS:

— [lo6aBuUTb B NecovHULy - UICMOJb3YTe 3TO AeCTBUE AN CO3[aHNsA 0TYeTa
Sandbox Analyzer.

Bbi6op [l06aBUTb B NECOUHULLY NMPEeASIOXMUT BaM 9KpaH AN NOATBEPXAEeHUS
oTnpaeku danna.
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Confirm file submission ¥

| Are you sure you want to submit the file to the Sandbox Analyzer service for

Mocne noaTBepXAeHUs Bbl GyfeTe aBTOMaTUUECKM NepeHanpaBfieHbl K
3KpaHy npeAcTaBleHUs.

(w3 )

analysis?

Mo 3aBepLUEHMM aHaIM3a HAXXMUTE KHOMKY MpoCcMOTpeTb OTYET NeCOYHULbI,
YTO6bl OTKPbITb MOJIHbIA OTYeET.

FURTHER INVESTIGATION -

® Sandbox Analysis completed

View San)lhox Report

| VirusTota

— VirusTotal - ucnonb3yinTe aTo AelcTBME A5 BHELLHEN OTNpaBKK danna Ha
aHanus.

— Google - ucnonb3synTe 3TO AeNCTBME A1 NOUCKA Xell-3HaveHun danna.

« WcnpaeneHune

OTo6paxkaeT UHbOPMaLMIO O AEACTBUAX, aBTOMATUYECKN MPEeANnpPUHATBIX
GravityZone ANA yMeHbLUEHWUA Yrpo3 M AEeNCTBUW, KOTOpble Bbl MOXeTe
COBEPLIMNTD:
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» acro32.exe
Process Execution

REMEDIATION

Mo actions taken

Ki | | Quarantine file

| Add file to Blocklist || file as exception

Gen:lllusion.Slingshot PowerShell 10.2010100  —
1. Make sure all the endpoints in your netwerk are
protected and update the security solution on all of
them

2. Perform a network-wide full-system scan.

3. Check whether all operating systems in the
network are up-to-date with the latest security

Show more

Behavior. Ransomware.5 +

3aBepwunTb npouecc - MCHOHb3yVITe 9TO gencTBue, YTo6bl OCTAHOBUTL
BbIMONHEHME npouecca. 3To hencTeue cospaet 3ajavyy YHUYTOXeHuA
npouecca, BUAMMYIO B MNaHen BbINOJIHEHUA nNpouecca. IIpoueccH

System32 u Bitdefender ucknroueHbl u3 aToro aencTBUSA.

daitn KapaHTMHa - WUCMONb3YWTe 3TO JelcTBUe, UYTOObI COXPaHUTb
paccMaTpuBaeMbI 3N1IEMEHT M NPeAOTBPATUTL Pa3MELLEHNE UM MOJIE3HbIX
JaHHbIX. 9TO pJencTeBue TpebyeT, 4yTobbl MOAyNb 6GpaHaMayapa 6bin
YCTaHOBJIEH Ha LIeJIEBON KOHEYHOM TOYKE.

Ho6aeutb ¢an B YepHbili CNMCOK - ynpaBnsiTb 3ab6/10KMPOBaHHbIMM
afieMeHTaMu B pasgesie YepHblii CNINCOK.

[Jo6aButb ¢aitn Kak UCKIIOYEHUe - UCMOJIb3yWTe 3Ty OMuMIO, YTOObI
UCKIHOYMTb 3aKOHHYI aKTUBHOCTb B onpefesieHHon nonutuke. Korpa Bbl
BblbMpaeTe 3TO AeNACTBUE, OKHO KOHDUrypaLmmn npegnaraeT BaM BblbpaTb
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NOJINTUKY, B KOTOPYHO Bbl XOTUTE [06aBUTb MCKITHOYEHMeE. VnpaBnﬂﬁTe
ucknroveHnamu B NMonutuka > AHTUBpEAOHOCHOE > HacrpoﬁKu.

B paHHOM pasgenie TakXe COAEPXWUTCA NoAPO6Hble peKoMeHaauun ans
Ka)k[l0ro onoBeLleHns, 06HapY)XEHHOro Ha BblI6paHHOM y3ne, YTo6bl MOMOYb
Bam cMArYnTb MHUMAEHT U NOBLICUTbL YPOBEHb 6e30nacHoCTyY Balleii cpeapbl.

. WH®OPMALMUA O NPOLIECCE

OTo6paXkaeT cBeieHMs 0 Bbi6paHHOM y3rie NpoLecca, BKJlouas UMs npoliecca,
BbIMOJIHEHHYIO KOMaHAHYK CTPOKY, Monb3oBaTesis, BPeEMS BbINOSHEHUS,
NpoucxoXaeHue u nyTb ainia, 3HauyeHune xela, unmn umudpoByro NOAMUCH.

» acrod2.exe
Process Execution
PROCESS INFO

Process Name acro32.exe (ID:7668)
Command Line NIA

User:

@

‘—_1

»(

&
@
A

1 Execution Time 26 Feb 2020, 15:58
D
Hash SHA256 | MD5
Digitally Signed: No
Size 105.5 KB

Path cusers\jacklappdata...

Bbl MOXeTe ckonvMpoBaTb 3HauyeHuWe xewa B 6ydep 06MeHa, LLENKHYB
JOCTYMHbIE aNiTOPUTMbI XelMpoBaHus B noJsie Xaw, a 3ateM KonupoeaTb B
6ydep ob6MeHa 1 ncnonb3oBaTb ero Ansa AobaBneHnsa 3HaYeHus xawa danna
B YepHbln cnucoK. [N MosiydeHWUs HOOMOJSIHUTESNIbHOW WMHbOpMaUMM CM.
3aHeceHue ¢aitnoB B YepHbIN CMUCOK .

MaHenb cBefeHuit ans hainoBbIX Y308
MaHenb CeepeHus 06 ysne ans hannoBbiX y3/10B BKIKOYAET YETbIPE KaTEropum:
. ONOBELLEHUA
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OTobpaxkaeT OOHO WM HECKONbKO O6Hapy>XXeHWUW, WHULUMUPOBAHHbIX Ha
Bbl6paHHOM y3Je, BKJloYaa ceefieHnss o TexHonorum Bitdefender, koTopas
BKJIOYMSIA 9TOT 3NIeMEeHT B WHUWMAEHT, MNPUYMHY, MO KOTOPOW 6blS10
MHULMNPOBAHO OB6Hapy)XeHue, UMsi 06HapYy>XeHus U gaTy, Korga oHO 6blJ10
06Hapy»xeHo. OnucaHme Kaxxaoro npeaynpeXxneHns COoTBeTCTBYET MNOCNeAHNUM
cTtaHgapTam MITRE.

» cv.docm
File

ALERTS
FILE DETECTED AS MALWARE BY ANALYSIS

[T] Proton.VB.Vexillum.1.419.3000001 —

oy

HyperDetect has detected unwanted activity in
your system, caused by this file.

Detected By: Hyper detect
Detection Level:

Detected on 26 Feb 2020, 15:58
Severity High

« MWccnepoBaHue

OTo6pa)KaeT METKM JaTtbl AniAa Ha4vaJibHOro O6Hapy)KEHVI$| N BCE KOHEYHbIE
TOYKHU, rge 6bin 06Hapy)+(eH 9TOT 3JIEMEHT.
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» cv.docm
File

INVESTIGATION

@ 1endpoints  First Seen: 26 Feb 2020, 15:58

Add to Sandbox VirusTota Google

YUT06bI NPOCMOTPETb 3TOT CMNUCOK, LWWEJSIKHUTE YUCNOo, yKa3aHHOe B none
KOHeYHbIX TO4YeK, N MoABUTCA HOBOE OKHO.

Endpaints X
File Name: 9b74ecceff733dd080c75355b7852076 doc. orig

Endpoint File Name Path First Seen

LEV-EDR3 9b74ecceff733dd08B0CTS:

b78... c:\users\admin\desktop\ob74ec... 28 August 2019, 13:31:38

Page 1 of 1 20 v 1 items

BaTom pasgene Takxke npeacraBiieH BHELUHWA aHanns ¢ NMOMOLLbK BHYTPEHHUX
KOMIMOHEHTOB U CTOPOHHUX pemeHM|7|.

LocTynHbl cnegytolune AeNCTBUS:

— [lo6aBuUTb B ecoYHULy - UICNONb3YiTe 3TO AeCTBUE ANs CO3[aHNsA oTYeTa
Sandbox Analyzer.

Bbi60p [lo6aBUTb B NeCOYHULYY NPEAJIOXMT BaM 3KPaH A5 NOATBEPXAEHUA
oTnpasku danna.
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Confirm file submission ¥

| Are you sure you want to submit the file to the Sandbox Analyzer service for

Mocne noaTBepXAeHUs Bbl GyfeTe aBTOMaTUUECKM NepeHanpaBfieHbl K
3KpaHy npeAcTaBleHUs.

(w3 )

analysis?

Mo 3aBepLUEHMM aHaIM3a HAXXMUTE KHOMKY MpoCcMOTpeTb OTYET NeCOYHULbI,
YTO6bl OTKPbITb MOJIHbIA OTYeET.

FURTHER INVESTIGATION -

® Sandbox Analysis completed

View San)lhox Report

| VirusTota

— VirusTotal - ucnonb3yinTe aTo AelcTBME A5 BHELLHEN OTNpaBKK danna Ha
aHanus.

— Google - ucnonb3synTe 3TO AeNCTBME A1 NOUCKA Xell-3HaveHun danna.

« WcnpaeneHune

OTo6paxkaeT UHbOPMaLMIO O AEACTBUAX, aBTOMATUYECKN MPEeANnpPUHATBIX
GravityZone ANA yMeHbLUEHWUA Yrpo3 M AEeNCTBUW, KOTOpble Bbl MOXeTe
COBEPLIMNTD:
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2 cv.deem
File

REMEDIATION

No actions taken

Quarantine file

Proton VB Vexillum.1.419.3000001 I
1. Make sure all the endpoints in your network are
protected and update the security solution on all of
them

2. Perform a network-wide full-system scan.

3. Check whether all operating systems in the
network are up-to-date with the latest security

Show more

— [Jo6aButb ¢aitn B YepHblit CNUCOK - YNpaBisTb 3a6JIOKUPOBAHHbLIMMU
aneMeHTaMu B pasgesie YepHblli CNCOK.

— [Jo6aButb (aiin KakK MCKIIOYEHUe - WUCMOJNIb3ynTe 3Ty ONuuio, 4YTOObI
UCKJTIOYMTb 3aKOHHYIO aKTUBHOCTb B onpefeneHHon nonuTtuke. Korga Bbl
BblbMpaeTe 9TO AeNCTBUE, OKHO KOHDUrypaLmmn npegnaraeTt BaM BblbpaTb
NONIMTUKY, B KOTOPYI Bbl XOTUTe [06aBUTb UCKIOYeHMe. YnpaBnsmnTe
uckntoyeHmamu B Monutuka > AHTMBpeA0HOCHOE > HacTpouku.

B paHHOM pasgenie TakXe COAEPXWUTCA NoApo6Hble peKoMeHaauun ans
Ka)k[10ro ornoBeLleHnsi, 06HAPY>KEHHOro Ha BblI6paHHOM y3sie, YTo6bl MOMOYb
Bam cMArYnTbL MHUMAEHT U MOBLICUTbL YPOBEHb 6€30nacHoCTyM Balueii cpegpbl.

o Wndopmauyus o daiine

OTobpaxaeT cBegeHWss O Bbl6paHHOM GalnoBoM y3ne, BKJoYas
npoucxoXxaeHve u nyTb K any, 3HayeHne xewa, unu undposyro NOAMNUChH.
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» cv.doem
File

FILE INFO

Hash SHA256 | MD5
Digitally Signed No

Size 329KB

Path: clusersljacklappdata..

Bbl MOXeTe ckonvMpoBaTb 3HauyeHuWe xewa B 6ydep 06MeEHa, LLENKHYB
JOCTYMHbIE aNiTOPUTMbI XelMpoBaHus B noJsie Xaw, a 3ateM KonupoeaTb B
6ydep ob6MeHa 1 ncnonb3oBaTb ero Ansa AobaBneHnsa 3HaYeHus xawa danna
B YepHbln cnucoK. [N MosiydeHWUs HOOMOJSIHUTESNIbHOW WMHbOpMaUMM CM.
3aHeceHue ¢aitnoB B YepHbIN CMUCOK .

MaHenb CBeAeHVIﬁ 4119 y310B 1IOMEHaA
MaHenb CBepeHusn 06 y3ne ansd y3noB AOM€EHa BKJIOYaET YeTbIpe KaTeropmu:

. OlOBELLEHMUA

OTo6parkaeT Cepbe3HOCTb [AOMEHA, OTMeUYeHHY TexHonornen Bitdefender,
KOTOpas BKJIOYana 3Ty CYLHOCTb B MHUMAEHT, NPUUYMHY, KOTOpasi Bbi3Bana
06Hapy)XeHune, n faTy, Korga oHa 6bina obHapy>XeHa.

» amtso.security-features-check.c...
Reqguested Host

ALERTS

DOMAIN MARKED AS INVOLVED

Detected By: Security analytics

Reason: Re: ywnload

Detected on 14 Feb 2020, 14:33
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UccnepoBaHue

OTo6pa)KaeT MeTKM gatbl Ana Ha4daJibHOro O6Hapy)KeHVI$| N BCE KOHEYHbIe
TOYKHU, rge 6bIn 06Hapy)+(eH 9TOT 3JIEMEHT.

» amtso.security-features-check.c...
Requested Host

INVESTIGATION

"

E:'l 6 endpoints  First Seen: 28 Aug 2019, 16:30

YT106bI NMPOCMOTPETb 3TOT CMUCOK, LWEJIKHUTE YUCIO, YKa3aHHOE B rose
KOHE@YHbIX TOYeK, N NOABUTCA HOBOE OKHO.

Endpoints X

File Name: 9b74ecceff733dd080c75355b7852076 doc. orig

Endpoint File Name Path First Seen
LEV-EDR3 9b74ecceff733dd080c75355b78...  c:\users\admin\desktop\9b74ec... 28 August 2019, 13:31:38
Page 1 of 1 20 v 1 items
UcnpaBneHue

OTo6pakaeT MHbOPMAUMIO O AEACTBUAX, aBTOMATUUECKN MPeanpUHATBIX
GravityZone ans yMeHbLUEHWSI Yrpo3 U [EeNCTBWIW, KOTOPble Bbl MOXeTe
COBEPLUUTD!
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amtso.security-features-check.c...
Requested Host

REMEDIATION

No actions taken

Add URL as e

ra\/it
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— Jo6aButb URL KaK WCKJIIOYEHME - WUCMONb3yWTe 3Ty OMuUMIO, YTOObI
WCKJTIOYMTb 3aKOHHYIO aKTUBHOCTb B onpefenieHHon nonuTtuke. Korga Bbl
Bbl6bUpaeTe 3TO AeCTBUE, OKHO KOHBUrypaLmm npeanaraet BaM Bbl6paThb
NONIMTUKY, B KOTOPYIO Bbl XOTUTe A06aBUTb UCKIOYeHMe. YnpaBnsmnTe
uckntoyeHmamu B NMonutuka > AHTMBPeA0HOCHOE > HacTpouku.

MH®OPMALIUA O IOMEHE

OTo6paXkaeT cBeAeHUsI 0 BbIGPAHHOM Yy3Jie JOMEHa, BKJIoYasi 3anpoLleHHbIN

URL-apgpec, wucnonb3yembid MOPT,
n3BJieYeHHoro dainna, UICXoAHOEe NPUoXeHMe.

»

amtso.security-features-check.c...
Reguested Host

DOMAIN INFO

Reguested URL:
Remote Port:
Reguest Method:
Stream Type:
Extracted File Name:

Source Application:

hitp:ffamtso._security-

80
GET
application/x-msdow

clusers\admin\deskt...

PaccnepoBaHue npoucLuecTBui
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MaHenb CBepeHusn 06 y3ne Ansd y3Jqi0B peecTtpa BK/IK0YaeT TP KaTeropum:

. OlOBELLEHUA

OTo6paXkaeT CTeNeHb CEPbE3HOCTM MAHUMYSIMPOBaHUS PEECTPOM, OTMEYEHHYHO
TexHosnoruen Bitdefender, koTopas BkoYana 3Ty CYWHOCTb B MHUWAEHT,
NMPUYMHY, KOTOpas Bbi3Bana 06Hapy>KeHue, AaTy, KOr4a OHO 6b1510 06HApYXXeHO,

¥ TVN peecTpa.

» POC-To-Delete
Registry

ALERTS

REGISTRY DETECTED AS IMPORTANT BY ANALYSIS
Detected By: Security analytics
Reason: { write
Detected on 14 Feb 2020, 14:33

Registry Type

Startup or Autorun

« Wcnpasnenue

OTo6paxkaeT MHPOpMaLUO O AEACTBUAX, BbIMOJSIHEHHbIX aBTOMaTUYeCKU

GravityZone.

» POC-To-Delete
Registry

REMEDIATION

o) Mo actions taken

Pasgen UCMPABJIEHUE s y3noB peecTpa He NnpefocTaBnseT HUKaKnxX onummn

NMoJsib30BaTeNIbCKUX AENCTBUN.
« WHOOPMALNA O PEECTPE

PaccnepoBaHue npoucLuecTBui
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OTo6paxkaeT Noapo6HY0 MHPOPMaLMIO 0 BbIGpaHHOM y3Jie peecTpa, BK/ovas
KJIHOY peecTpa, 3HauyeHue v AaHHble.

» POC-To-Delete
Registry

REGISTRY INFO

Registry Key: hkcu\software\micros...
Registry Value: POC-To-Delete
Registry Data: C\WUsers\admin\Desk

Bbl MOXeTe LWEeNKHYTb KoY peecTpa U 3HaYeHue, YTobbl CKONMpPoBaTb €ro B
6ycdep obMeHa Ana fganbHenwero aHanmsa.

Co6biTus (Events)

Ncnonb3yite BkAagky CobbiTua, 4TO6bI YBMAETb, KaK pa3BopadnBanacb
nocsieloBaTeNIbHOCTb CO6bITUIA, CNPOBOLIMPOBAaBLUAs pacciiefayeMbli UHLMOEHT.
B aToM okHe oTO6paxkaloTcA KOpPPEeNMpoBaHHbIE CUCTEMHblE COObITUA W
npenynpexaeHus, o6Hapy>XeHHble C NMOMOLLbI0 TexHosormin GravityZone, Takmx
kak Network Attack Defense, Anomaly Detection (o6Hapy>keHue aHomanuin),
Advanced Anti-Exploit (pacwwupeHHasa 3awmTta oT akcruontos), Windows
Antimalware Scan Interface (AMSI) (MHTepdeiic ckaHUpPOBaHWUS BPEOHOCHbIX
nporpamm Windows).

Kaxxgoe cnoxkHoe cobbITue MMeeT Noapo6bHoe onncaHmne, 06bsCcHALLLEE, YTO 6bLI0
O06HapYXXEHO U YTO MOXET MPOM301TH, ecniu apTedakT WCMonb3yeTcs B
3/I0HaMEPEHHbIX LIeNAX B COOTBETCTBUM C HOBEWLLMMM TEXHOMOTUAMM U TaKTUKaMK
MITRE.
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Back #549 Date Status Incident Trigger Endpoint ypt
Blocked 16 Oct 2019 Open ~ o f733dd0. LEV-EDR3 Graph

16 Oct 2019, 08:43:17 ent name en ription

LEV.EDR3 Process Create A process has been created
10.17.44.130

More Details

16 Oct 2019, 08:43:17 Event name E criptio
LEV.EDR3 ScreenCaptureModulelLoaded A process has dynamically loaded dwmapi.dll module capable of screen capturing.

10.17.44.130

ent descri
CK Techniques: Collection —Screen Capture More Details g~

16 Oct 2019, 08:43:17 Event name Event description
LEV.EDR3 File Rename Afile has been renamed

10.17.44.130

More Details v

16 Oct 2019, 08:43:17 E E cription
LEV-EDR3 File Rename Afile has been renamed

10.17.44.130

ent name: ent descri
More Details ~
Page 1 of1 100 - 96 item|

Bknagka «CobbITua»

1. Wcnonb3ynte napameTpbl punbTpauum ans oTobpakeHnss BCex CoOObITUM UK
TOJIbKO CUCTEMHbIX COBbITUIA U CNIOXHbIX COBbITUI (NpeaynpeXaeHuNn).

2. HaxmuTe kHonky Mogpo6Hee, YTO6bI pasBepHYTh KaXKA0€ COBbITUE U MONYYUTb
ZOCTYM K AOMNOSIHUTENbHOM MHdOopMaLm.
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Pid:

Process Path

Command Line

Parent Pid

Loaded Module:

ScreenCaptureModuleLoaded
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A process has dynamically loaded dwmapi dll module capable of screen capturing

tion —Screen Capture Hide Details A~

2420
clusers\administratoridesktop\9b74ecceff733dd080c75355b7852076.1.exe
<unknown:

4992

yswowbd\dwmapi.dil

CBefileHua 06 UHLMAEHTE

9dTa naHeNb COAEPXWUT CBOpPauYMBaeMyto 06/1laCTb C TakKUMKU AeTansMu, Kak
UAEHTUOUKATOP UHUMAEHTA, TEKYLLEE COCTOSIHWE, BPEMS M faTa ero Co3faHusa u
nocnegHero OGHOBJMIEHWS, KONMMYECTBO 3afeUCTBOBaHHbIX apTedakToB, UMSA
Tpurrepa, onucaHue u nHbopmauus o6 aTake.

B aTom paspene Bbl MoXeTe noJlyynTb AO0CTYN K paClUMPEHHOMY MHUUAOEHTY,
BKJIlOHawuiemMy B cebs npounsowlejuiee Ha KOHeYHbIX TOYKax, Kak npuMep.
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Back | [L7] #901 Date Status Endpoint fyp! == i=)| =) (=
/ ‘eporte: eb 20 Open ~  LEV-ENDPQINTZ2 Graph vents
\/ R d | 25 Feb 2020 o EV-ENDPQINT2 Grapl Event
v = & #901
&%:;};:‘ Reported

LEV-ENDPOINT2 INCIDENT DETAILS -

#901
Qpen

@ ! 25 Feb 2020, 13:23:57

25 Feb 2020, 13:23:57
explorer.exe (5700)
| LEV-ENDPOINT2

26

DETECTION =

©

- Jso user.exe(PID:7368)
poc_ctc_gambit.ex

(1) ATC Malicious -

L

Advanced Threat Control has labeled user.exe as
a potential threat to your system

ATC

powershell.exe (35 25 Feb 2020, 13:23

High
(7] Suspicious File Drop +

R ~
©) .-
ATTACK INFO =
@ useMssa-L7566) tack

)

Other
MaHenb cBeaeHnin 06 MHUMAEHTaxX

MaHenb Takxe COAEPXUT NpeaynpexneHud, O6Hapy)KEHHbIe Ha 3JIeMeHTe, KOTOprI;I
cnposouunpoBaJt UHUMAEHT.

BoccTtaHoBneHue

MaHenb UcnpaBneHune npegocTaBnseT Bam NOE3HYH0 MHPOPMaLIMIO O TOM, Kakue
KOppPEeKTUpYIoLme fencTBus 66111 npeanpuHaTbl GravityZone aBToMaTU4eCcku B
cliyyae aTak, 3abJIOKMPOBaHHbIX TakKMMu TexHonorusimu, kak Advanced Threat
Control (ATC), HyperDetect, Antimalware, a Takke peKkoMeHAyeMble AeNCTBUS,
KOTOpPbIE Bbl MOXETE BbINOSIHATb, YTO6bI CMAMYUTb MHLUUAEHT M NOBbICUTb YPOBEHb
6€e30MNacHOCTM BaLLen CUCTEMBI.
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LEV-EDR3

©

explorer.exe (5532)

©

runme.exe (4992)

@ L ] L ]

=4 “14 =5 7 sn
Ob74ecceff733dd0...

o'

0b74ecceff733dd0...

Remediation X

6 actions taken

ACTIONS TAKEN AUTOMATICALLY -

one has taken to

Deleted Registry Value Success
HKEY_USERS\S-1-5-21-2807410960-34994359

Deleted Registry Value Succes
HKEY_USERS\S-1-5-21-2807410960-34994359. ..

Deleted Registry Value Success
HKEY_ USERS\S-1-5-21-2807410960-34994359

Deleted Registry Value Suc
HKEY_USERS\S-1-5-21-2807410960-34994359...

S5

Show more

RECOMMENDED STEPS -

ommend you take the following
his incident

ScreenCaptureModuleLoaded

1. Kill any running PowerShell and Office process
instances not critical to your work.

2. Make sure that user accounts are properly
configured and only system administrators have
permission to modify remote access to machines
within the network

Sh

/ more

Suspicious File Drop

1. Kill any running PowerShell processes that are
not critical.

2. Make sure that user accounts are properly
configured and only system administrators have
permission to modify remete access to machines
within the network.

Show more

MaHenb ncnpasneHusa

Lencteuns, BbINONHAEMble aBTOMATUYECKU GravityZone.

2. PekoMeHpaumn no p,aaneVlmeMy CMAr4YeHUO UHUMAEHTa M NOBbIWLIEHUIO

6e30nacHoOCTMW.

PaccnepoBaHme npouciuecTBuit

500



BltdefenderGrawt\/Zone

unfollow the traditional

Mpumeyanue
PekoMeHayeMbie Warm CooTBETCTBYHOT NpeaynpexaeHusM, 06Hapy>KeHHbIM Ha
y31e, KOTOpbIN Bbl3Ban pacciefyemMbli UHUUAEHT.

[MpumevaHus

B paspene 3aMeTKn MOXXHO p,06aBVITb 3aMeTKy Ona oTCcneXxuBaHua nocnegHux
N3MEHEHUN 1 ynpoweHna CMeHbl Blagenbla MHUUAOEHTA.

& * 5 ®
Graph Events

Notes

|Leave note

1024 characters
Remote connection

ENDPOINT DETAILS -
LEV-EDR3

FQDN

P 10.17.44.130

Windows 10 Pro

3aMeTku 6ydepa o6MeHa

1. YT06bl OCTABUTH 3aMETKY AJ151 TEKYLLETr0 COObITUS, HAXXMUTE KHONKY 3aMeTKu
, YUTO6bl OTKPbITb HOBOE OKHO.

2. BeeguTe Balle cooblueHMe B 3TOM OkHe (MakcumyM 2048 cuMBona).

MaHenb CTaTyca UHUMAEHTA

CTpoka cTaTyca UHLUMAEHTA COAEPXXUT Tern cobbiTUil 6€30MacHOCTH, KOTopble

MOryT MOMOYb BaM 06HapY>XUTb KntoyeByto MHbOPMaLUIO O 3aAeCTBOBaHHbIX
KOHEYHbIX TOYKaX CeTH.
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Endpoint
LEV-EDR3

MaHenb CTaTyCa nHumnaeHTta

1. NpeHTudukatop MHUMAEHTA - UAEHTUPUKALMOHHBIA HOMEpP paccnefyemMoro
WHLMAEHTA, TOJbKO ANSl 3a6/I0KUPOBAHHOMO U COOBLLEHHOTO MHUUAEHTA.

2. OTMeTKa BpeMeHM 06HapY>XeHUs - aTa M BPeMS, KOra Mpou3oLLen MHUUAEHT.

3. CraTyc MHUMAEeHTa - TeKyLW M CTaTyC NHUNAEHTA.

4. Tpurrep MHUMAEHTA - UMSA 3NIEMEHTA, KOTOPbIN MHULUMUPOBAN UHLMAEHT.

5. KoHeyHast TouKa - UMS LiefIeBOM KOHEYHOMW TOYKM.

HaxxaB KHOMKY Haszap, Bbl BEPHETEChb Ha raBHYHO CTpaHUuy NHumnpeHTOB .

Y naneHHoe nojkstoyeHume

V|CI'IO}'Ib3yVITe 9Ty BKNagKy, YTOObI YCTaHOBUTb yaanleHHOe coeanHeHune c KOHEeYHOM
TOYKOW, yqaCTByPOU.LeIZ B TeKywemM uHUuupeHte, W  BbINOJIHUTL pAan
nosib3oBaTe/IbCKUX KOMaHAa 060J104KH Hanpamytro B cBoen OI'IEpGLlVIOHHOI?I cucreme
ana MIHOBEHHON OTMEHbI yrposbl wunu c6opa AaHHbIX Ana ,an'IbHeI;ILIJeFo
paccnenoBaHuA.
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¢ Back Remote connection

Host name: LEV—EDR3<_°

I Information

Start a remote connection to investigate and take actfions directly on the endpoint involved in the current incident
Click Connect to host, then use the terminal window to run commands on the target operating system. To display

the list of available commands, type help.

Bknapgka «YganeHHoe NoAKIoYeHne»

Ha Bknagke YpaneHHoe NogK/OueHne cofepXXaTcs Creaytolme 31eMeHThbl:
1. MMS KOHEYHOW TOYKM, y4aCTBYHOLLEN B TEKYLLEM COObITUM 6E30MacHOCTH
2. KHonka ynpasneHus yaaneHHbIM nogkoyeHnemM (NoAKMHUYNTL / OTKITOUNTD)

3. OkHO TepMuHana

MpepBapuTenbHble YCNOBUS TEPMUHANBHOM CeCCUi

. Bepcus areHta Bitdefender, ycTaHOBNEHHOro Ha KOHEYHOW TOYKE,
noaaepXuBaeT GYHKLUIO YAaNeHHOro NOAKIIOYEHNS.

o KoHeyHas Touka fomkHa 6bITb BKJIHOUYEHA U NOAKIIHOUEHA K CETH.

o Ha koHeuyHOM Touke gomkHa 6bITb ycTaHoBneHa OC Windows.

o GravityZone MOXeT CBSI3blBaTbCA C KOHEYHOMN TOUYKOMN.

. Bawayu4eTHasn sanucb GravityZone JomKHa UMETb pa3peLLeHUs Ha yripaBieHne
LeN1IeBON KOHEYHOMN TOUYKOM.

CospaHue yaaneHHOro coeiMHeHust

YpaneHHoe coefiuHeHWe paboTaeT crnegyowmm 06pasom:

1. HayHuTe ceaHc B peasisHOM BpEMEHMU, HaXKaB KHOMKY MoAKIouYUTbCS K XOCTY
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CocTosiHMe coeanHeHUs 6yp,eT OTO6pa)KaTbCF| pAAOM C UMEHEM KOHEeYHOoM
TOYKMNU.

Ecnu coeguHeHne He yCTaHOBJIEHO, B OKHE TepMUHaNa NnosiBUTCA cooblieHne
06 olun6Ke.

MpumeyaHue
Bbl MOXeTe OTKPbITb MAaKCUMYM NSITb TEPMUHASNBbHbIX CECCUI C O[HOM U TOW Xe
KOHEYHOW TOYKOWN O4HOBPEMEHHO.

2. locne nogkntoyeHus TepMuHan 0T06pa)K36T CMUCOK AOCTYNMHbIX KOMaHA U UX
onucaHue. Beegute HY>XHYIO KOMaHAYy B OKHe TepMUHana hu HaXKMUTe Enter

YT06bI Y3HaTb 6onbLUe 0 KoOMaHfAe, BBeanTe help , a 3aTeEM UMA KOMaHAbl
(Hanpumep, help ps ).

3. TepmuHan oTob6paxkaeT pe3ysbTaT KOMaHAbl, KOorga KoMaHga BbIMOJSIHEHA
yCneLHo.

Ecnn KoHeYHO ToYKe He yaeTCsl 3aBePLUNTD BbIMNOSIHEHWE KOMaHAbl, KOMaHAA
6yneT cépolleHa.

|/|CTOpI/IF| KOMaH/ 3anuncbiBaeTCAaA B OKHO TepMuHasna. OaHako, Bbl MoxeTe
NMPOCMOTPETb paHee BBeAE€HHbIE KOMaHAbIl, HAXXMMas KNnaBULLN CO CTpeJSIKaMU.

4. YT0o6bl OTKIIHOUYNTBLCSH, HAXKMUTE KHOTMKY 3aBepI.UVITb ceccuio.
CeaHc TepMUHana ncTeKkaetT aBToMmaTu4eCkn 4Yepes nATb MUHYT 663p,el7ICTBVIFI.

HaBurauna 3a npefenamu BKIagkun YpaaneHHoe MOAKIIOYEHUe pu
NOAKIIFOYEHMM K KOHEYHOM TOUKE TaKxXe 3aBepLlnT ceaHC TepMUHanNa.

KomaHab! ans ceaHca TepMuHana

EDR komaHabl pfis ceaHca TepMMHana - 3TO MNOJib30BaTeNlbCKUe KOMaHAbl,
He3aBMCMMble OT MIaThOoPMbI U UCMONb3YHOLLIME O6LLMIA CUHTAKCKUC. 34eCk U fanee
NpuBeLEH CNNCOK AOCTYMHbIX KOMaHg, KoTopble Bbl MOXKeTe Mcnonb3oBaThb Ha
KOHEeYHbIX TOYKAaxX Yepes ceaHc TepMUHana:

° pS

— OnucaHue: 0To6paxaeT MHOPMALMIO 0 COCTOSIHUM 3aMyLLEHHbIX MPOLLECCOB
Ha BbI6paHHOM KOHEYHOW TOUKeE, TaKyHo Kak naeHTudukaTop npouecca (PID),
UMS, MYTb UIN UCMIOJIb30BaHNE NaMATH.
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CuHTaKcue: ps
MceBpOHUMDI: Criicok 3amau

MapameTpbl: -

e kill

OnucaHue: 3aBepLuaeT paboTy NpoLecca U NPUIoXeHUs Ha Bbl6paHHON
KOHe4YyHou MaluuHe no ero PID. Ucnonb3ynte KOMaHAy ps/tasklist gns

cbopa PID,
CuHTakcuc: kill [PID]

NceBAOHUMBI: -

MapameTpbl: [PTD] - uaeHTUGMKATOP NpoLEecca Ha BbIGPaHHOW KOHEYHOWM
TOUKe.

(dir)
Onucanune: OTo6paxkaeT MHboOpmMauuio o Bcex ¢amnax M nankax wus

YKa3aHHOro Kartasora, Takyro Kak umMa, Tun, pasmep n aaty nsmeHeHus.
Mo3BonsaeT NnogCTaHOBOYHbLIM 3HaKaM YKa3blBaTb NyTb. HaanMep:

C:\Users\admin\Desktop\s* Bce cogepxunmoe nanku Desktop HaunHas

CcC'Ss

C:\Users\publ?? nepeyncnser BCe COAEPXKMMOE N0 yKazaHHOMY NyTH,
C Nto6bIMY NocIeAHUMU ABYMS ByKBaMU.

CuHTaKeue: 1s [path]
MceBpOHUMDBI: dir

MapameTpbl: [Path] - NyTb K anny uiam nanke Ha BbIGpaHHOW KOHEYHOW
TOUKE.

(del, delete)

Onucanue: YgansieT dannbl U Nanky no ykasaHHOMY NyTW Ha BbI6paHHON
KOHEYHOM TouUKe.

CuHTaKeme: rm [path]

MceBAOHUMDI: del/delete
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— MapameTpbl: [Path] - NyTb K (anny unm nanke Ha BbIGpaHHON KOHEYHOM
TOUKe.

reg query

— OnucaHue: oTo6parXkaeT BCto MHopMaLmio (MMs, TUM, 3HaYEHNE) yKa3aHHOr o
MyTKW K KOYY peecTpa.

— CuHTaKeuc: reg query [keypath] [/k] [keyname] [/v]
[valuename]

NceBAOHUMBI: -

MapameTpbl:
« keypath- oTo6pa)kaeT BCH MHpOPMaUMIO O KJKOYax peecTpa no
yKasaHHOMY NyTW.

e« /% [keyname] - UnbTp 0TOBpPaXKaET KIIHOUM peecTpa No ykaszaHHOMY
UMeHU Knoya. Takxke Bbl MOXeTe ucnosib3oBaTb WaboHbl (*,?) ana
dbunbTpaymmn 6onee LWUIMPOKOro Auana3oHa UMEH.

o /v [valuename] - ¢GUNLTP OTO6pa)kaeT 3HAuYeHUA peecTpa no

yKa3aHHOMY MMeHM 3HaudeHusl. Takxe Bbl MoXeTe wcnonb3oBaTb
NoACTaHOBOYHble 3Haku (*?) ana ¢unbTpauum 6onee LIMPOKOro
JnanasoHa UMEH.

reg add

— OnucaHue: pfob6aBnsieT HOBbIM KUY  peecTpa WM 3HaJeHMue.
MepesanucbiBaeT 3HAYEHUE, ECNN OHO YXKe cyliecTByeT. [pu nepesanucu
JaHHbIX peecTpa Heo6X0AUMO YKasaTb BCe onpefesneHHble NapaMeTpbl.

— CuHTaKeme: reg add [keyname] [/v] [valuename] [/t]
[datatype] [/d] [datal

— [ceBpOHUMDI: -

— TMapameTpbl:
¢ [keyname] -UMA KNKOYa peecTpa.

« /v [valuename] -UMSA 3HayeHusi peecTpa. Takxke TpebyeT fo6aBeHuUs
napameTtpa /d [data]
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« /t [datatype] -TuMn AaHHbIX 3HaYeHUA peecTpa. Bbl MoXeTe [0o6aBuTb
O4VH N3 cneayrowmnx TUNOB AaHHbIX:

REG_SZ, REG_MULTI Sz, REG_DWORD, REG_BINARY,
REG_DWORD LITTLE ENDIAN, REG_LINK,
REG_FULL_RESOURCE DESCRIPTOR, REG EXPAND SZ%

Ecnu Tun He yKasaH ABHO, TO TUN REG_ SZ Ha3Ha4aeTcs No yMon4aHuto.

Ecnu Tun yctaHoBneH Kak REG_BINARY, JaHHble peecTpa
UHTEPNpeTUpyroTCA B LLECTHagUaTepu4iHoM Buae.

¢« reg delete

OnucaHume : YaanseT KoY peecTtpa Uav ero 3HayeHus.

CuHTaKcHC:

reg delete [keyname] [/v] [valuename]
reg delete [keyname] [/va]
NceBAOHUMBI: -

MapameTpbl:

[keyname] -yZAansieT KoY peecTpa v BCe ero 3HauyeHus.
/v [valuename] - yaanseT yKasaHHOe 3Ha4YeHue peecTpa.

/va - ypanaeT Bce 3HauyeHWUs yKasaHHOro pasaesna peectpa.

OnucaHue : UameHseT pabounin KaTanor corlacHo ykasaHHoOMY nyTu. [laHHas
KOMaHfa B KayecTBe napamMeTpa TpedyeT NyTb K AUCKY UMM KaTanory Ha
L,eNieBOM KOHEYHOM MalluHe

CuHTaKeue: cd [path]
MceBROHUMDBI: -

MapameTpbl: [Path] - NyTb K (aiiny UM nanke Ha BbIGPAHHON KOHEYHOM
TOUKe.

. IIOMOIIb
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OnucaHue : bes ykasaHusi napamMeTpa, B CrpaBKe MepevyncnatoTcs Bce
OOCTYyrnHble KOMaHAabl BMecTe C KpaTKUM onucaHuem. lNpu BBegeHumn help
C napamMeTpoM, OHa OTO6pa3MT MOJIHbIN CUHTAKCUC KOMaHAbI, KpaTkoe
onncaHue n npuMep ncnosib3oBaHuA.

— CuHTaKeuce: help [command]
— [lceBpOHUMBI: -
— [MapameTpbl: UMsi KOMaHAbI (Hanpumep: cd, kill, 1s, ps)
¢« clear (cls)
— Onucanue : OuyMuiaeT OKHO KOHCOMM U MOKa3blBaeT TEeKyLMN padboyunin
KaTarsnor.

CuMHTaKcUC: clear
MceBpOHUMDI: cls

MapameTpbl: -

9.2. 3aHeceHme B YepHblid CNUCOK

Ha cTpaHuue YepHblif CNUCOK Bbl
KOMMOHEHTaMMU B 3aBUCUMOCTU OT X3LU-3HaYeHUs.

MOXeTe MpPOCMOTPeTb U YNpaBnATb
MpocMoTpuUTe 3anucu

aKTUBHOCTU B )KypHane aKTUBHOCTM MNMOJib30BaTesNiA .

Dashboard

Incidents

Blocklist

Search

Network

Blocklist

Add Hashes Import CSV Refresh

Type File Hash Source Type Source Info File Name

MD5 77e864240d175chd380c7185b2f9026¢ Incident user.exe

Patch Inventory

Packages
Tasks

Palicies

5HAZS6 cB93bebaef3610e9812317f4411236d129afb718c22d583a...  Incident user.exe

Assignment Rules

Reports

Quarantine

CTpaHuua «4epHbli CIMCOK»
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B Tabnuue aaHHbIX Bbl MOXeTe NMPOCMOTPETbL cneayrowmne getann ana Kaxxagoro
KOMMOHEHTAa:

Tunbl pannos

- MD5

— SHA256

Xaw-3HayeHue dannos

Tun nctovHmka:

— WHunpeHT

- Wmnopt

— Py4HON pexum
NHbopMaLmsa 06 MCTOYHUKE
Ums dpanna

KomnaHusa

[106aBUTb X3LU-3HAYEHUSA K CYLLLECTBYHOLWEMY YepHOMY CMUCKY:

1.
2.

CkonupoBaTb x3aLw-3HayeHune u3 MHdopmawusa o daiine.

Bbi6epute MD5 nnv SHA256 1 BcTaBbTe 3HaYeHWe B MONe HUXe.

Ecnu TpebyeTcs, no6aBbTe 3aMeTKY.

HaxxmuTte CoxpaHUTb.
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Add Hashes X
Manually add the hash to Blocklist

Note:

Faste Hash O w5

SHA256

Select Target

(| Selected Groups

5 Company 1

@ Company 2

n caneel

ﬂ,O6aBMTb OKHO X3UW-3Ha4yeHunA

BaxxHo
JaTynK MHUMAEHTOB 3a6510KMPYET NI060M ABOUYHbIN (haiin, XeL-3HaYeHne KOTOporo
6b1510 06aBIeHO B YepHbIl CNUCOK, OT 3amnycka npoLecca.

MmMnopTupoBaTb 3anncu Xewen B CYLLECTBYHOLWNUA YepHbIA CNUCOK. YTO6bI
uMnopTupoBaThb ¢ann CSV:
1. Haxmute Umnoptuposatb CSV.

2. Hanpute dpann CSV u HaxxmuTe CoxXpaHuTb .

Import CSV X
Details
Select Target
W BIT Selected Groups
& Company 1
@ Company 2

OkHo umnopTta CSV

Bbl Tak)Xe MOXXeTe UMNOPTMPOBATb JIoKasbHble darnnbl CSV co cBoero ycTporncTBa
Ha cTpaHuLy YepHbIi CNUCOK , HO CHaYvasa Bbl AOJDKHbI y6eanTbes, 4to Baw CSV
NEeNCTBUTENEH.
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[insa cosnaHuns aenctenTenbHoro daitna CSV ans nMnopTa, Bbl J0/HKHbI 3aM0SHUTh
nepeble TpU CTON6LA CReayOLWUMN AaHHBIMK:

1. MepBbin cTonbey, CSV gomkeH cogepxXaTtb TUN Xawwa: md5 WK sha256.

2. BTOpOVI cTonbeL, foMKeH coaep>XaTb COOTBETCTBYHOLWLME LLeCTHagUaTeEPUYHbIE
Xelw-3Ha4yeHuA.

3. TpeTuii cTonbel MOXeT cofep>kaTb He06s13aTeNIbHYHO CTPOKOBYHO MHpOpMaLMio,
OTHOCsILWYHCA K cTonbuy MogpobHOCTU 06 MCTOYHMKE Ha CTpaHuLe YepHbIi
CMUCOK.

MpumeyaHmne

WHdbopmauus, cooTBETCTBYOWAA APYrMM CToN6L,aM Ha CTpaHuLe YepHbIii CIUCOK,
6yfieT 3anonHeHa aBTOMaTU4ecku npu umnopTe CSV daina.
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10. UICMNOJIb30OBAHUE OTHETOB

Control Center nosBonseT co3gaBaTb M MPOCMAaTPUBATL LEHTPann3oBaHHble
OTYETbI O COCTOSIHUM 6e30MaCHOCTH YNpPaBsSEMbIX CETEBbIX 06bEKTOB. OTUYETHI
MOXXHO UCMOJIb30BaTb AJIA PasMUHbIX Lieneil:

. OTcnexuBaTb W obecneynmBaTb COGMOAEHWE MONUTUK 6GE30MacHOCTH
npeanpusaTus.

. [poBepATb 1 oLeHNBATbL CTATyC 6€30MaCHOCTH CETH.

« BbiABNATL Npo6nembl 6€30MaCHOCTM CETH, YTPo3bl U YA3BUMOCTM.

. OTcnexuBaHue UHUUAEHTOB 6€30MacHOCTM.

. Wcnonb3oBaTtb GyHKLUMU yIpaBNEHNUS BbICOKOIO YPOBHS C YETKUM U YA,06HbIM
npefcTaBNeHNEM JaHHbIX O 6€30MacHOCTM.

[OCTYNHO HECKOMbKO PassiMyYHbIX TUMOB OTYETOB, TaK UYTO Bbl CMOXETE JIErko
nonyunTb Heobxoaummyr uHdbopmaumto. WHpopmaums npeactaBfieHa B
y80604nTaeMbiX MUHTEPAKTUMBHbIX Fpadmkax u Tabnmuax, YTo No3BossieT 6bICTPO
NpoBEPUTb CTaTyC 6€30MacHOCTU CETU U BbIIBUTb JI06ble Yrpos3bl.

B oTyeTax MOXHO 06beANHUTL AaHHble YNPaBNSeMblX 06 bEKTOB BCe CeTu Unm
oTAenbHbIX rpynn. Takum o6pasoMm, B OAHOM oOT4yeTe 6yayT copepXaTcs
crnegyouime cBeieHns:

. CTaTucTMyecKue AaHHble No BCEM rpynnaM ynpaBisieMbiX 06beKTOB CETM.

. [Moapo6Has nHdopMaumsa No KakAoMy ynpaeisaeMoMy 06beKTy CETH.

« CnuCOK KOMMbIOTEPOB, KOTOPble OTBEYalT OMNpeAesnieHHbIM KpUTEepUaM
(HanpuMep, Te, Ha KOTOPbIX OTKJIKOYEHA 3aLMUTa OT BPEAOHOCHbIX NPOrpaMm).

HekoTopble 0TYeThl TaKXXe MO3BONAKT 6bICTPO UCNPaBUTL OLLIMGKYW, HaWAEHHbIE
B ceTu. Hanpumep, Bbl MoXeTe flerko 06HOBUTL [laHHble O BCEX BbI6PaHHbIX
ceTeBblX 06beKTax NPsAMO U3 0TYeTa, 6e3 He06X0ANUMOCTU NEPEXOANTL U 3anycKaTb
3aflauy o6HOBNEHNA B pasaene CeTb.

Bce 3aryiaHuMpoBaHHbl€ OTYE€Tbl AOCTYMHbI B Control Center, HO Bbl MoXeTe
COXpPaHUTb UX Ha Ball KOMMbOTEP UK OTMNPaBUTb MO SﬂeKTpOHHOVI noyre.

DocTynHble ¢dopmaTbl BkovawT Portable Document Format (PDF) u
comma-separated values (CSV).

10.1. Tunbl oTyeTOB

PasnnyHble TUMbl 0TYETOB OOCTYMHbI MO KaXXA0MYy TUNY KOHEYHbIX TOYEK:
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OTyYeTbl N0 KOMMNbIOTEPAM U BUPTYasibHbIM MalUUHaM
OTyeTbl Exchange
OTyYeTbl N0 MOBUIIBHLIM YCTPOWCTBAM

10.1.1. OTyeTbl N0 KOMMbIOTEPAM U BUPTYaJIbHbIM MaLIMHAM

Cnep,yrow,me TUNbl OTYETOB AOCTYNHbI ANA d)VI3VI‘-IeCKVIX N BUPTYyasibHbIX MaLUWUH:

AHTUDULIMHIrOBAs aKTMBHOCTb

NHpopmMupyeT Bac 06 aKTMBHOCTM aHTUdULWKNHIOBOro moayns Bitdefender
Endpoint Security Tools. Bbl MoOXeTe nNpoCMOTpPeTb KOJIMYECTBO
3a6/10KMPOBaHHbIX (ULLMHIOBbLIX BE6-CAaNTOB Ha Bbl6paHHbIX KOHEYHbIX
YCTPOWCTBaXx M Nosib3oBaTesNen, KOTopble 6blM 3aPUKCUPOBaHbI BO BPEMS
nocnegHero obHapy>keHusi. HaxkaB Ha CCbIfIKy B KOJTOHKE 3abI0KMpoBaHHblIe
cauTbl, Bbl TaK)Xe cMoxeTe npocMoTpeTb URL Be6-caiTOB, CKONbKO pas OHU
6b1n1 3a6/10KUPOBaHbI U Korga 6b110 nocneaHee cobbiTUE 6IOKUPOBKM.

3a6/10KMpOBaHHbI € NPUII0IKEHUS

NHpopmMupyeT Bac 06 aKTUBHOCTM CRegylowux Mogynew: 3awmrta oT
BpeaoHocHoro N0, bpanamayap, KOHTposb KOHTeHTa, KOHTpOsb NpUioXeHuin,
Advanced Anti-Exploit, ATC/IDS n HVI. Bbl MOXeTe NpOCMOTpPEeTb KONIMYECTBO
3a6/I0KMPOBAHHbLIX TMPUJIOXKEHUA Ha BbIGPaHHbIX KOHEYHbIX TO4YKax W
nonb3oBaTesiei, KOTopble 6blIN 3aperucTpupoBaHbl BO BPEMS MOCNEAHEro
06Hapy>XeHusl.

LLlenkHUTe HOMep, CBA3aHHbIN C LieNbto, YTOObI MPOCMOTPETb LONOSIHUTENbBHYHO
MH@OpMaLMIO 0 3a6/TOKMPOBAHHbIX MPUSIOXKEHUSX, KOTMYECTBE NPOU30LLIEALLMX
Cco6bITUI U faTe M BPpEMEHM NOCNeAHEro cobbiTUsA 610Ka.

Ha ocHOBaHWUM 3TOro oTYeTa Bbl MOXETE 6bICTPO HACTPOUTL MOAYIN 3ALLUTDI,
4TO6bI paspelnTb BbIGPAHHOMY MPUIOXEHMIO PaboTaTh B KOHEYHOW TOUKE
Ha3HayeHus::

« HaxmuTe kHonky [106aBUTb UCKIIIOUYEHUE, YTOObI ONpeaennTb UCKITHOYEHNS
B cleaywowmx moaynax: 3awmta OT BpefoHOCHbIX nporpamm, ATC,
YnpaBneHne KOHTEHTOM , ©OpaHgmaysep u HVI. [losBUTCS OKHO
NoATBEPXKAEHNS, YBEAOMIAIOLLEE O HOBOM MpaBwuile, YTO MPUBOAUT K
M3MEHEHUIO CYLLECTBYHOLLEN NMONNTUKM OIS 9TON KOHKPETHON KOHEYHOWM
TOYKMN.

« Haxmute kHonky [lo6aBUTb NpaBuno, YTo6bl onpeseNMTb NpaBuio ass
NPUNOXEHUss UK npouecca B YNpaBfieHUU MPUOXKeHUsIMU. B OkHe
KOHUrypauum npUMEHUTE MNPaBUIO K CYLLECTBYHOLLEN MNONUTUKE.
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Coob6LieHne NpoMHbopMUpyeT Bac 0 TOM, YTO HOBOe MNpaBuno npusegeT
K M3MEHEHMWIO MOJIMTUKN, HasHaYeHHOM ANA onpefeneHHoOn pabouyen
cTaHuuK. B oTueTe TakxKe oTo6paXkaeTcst KOSIMYECTBO NOMbITOK AOCTYNa,
1 To, paboTaeT M MOAYJIb B TECTOBOM PEXMME WU B paboyeM pexnme.

3abnokupoBaHHble Be6-canTbl

NHopMupyeT Bac 06 aKTMBHOCTM MOAYNS YMNpaBNeHUs Be6-AOCTYNOM
Bitdefender Endpoint Security Tools. [ns kaxporo o6bekTa Bbl MOXeTe
NMPOCMOTPETh KOJIMYeCTBO 3a60KNPOBaHHbLIX Be6-canToB. Haxas Ha Ludpy
Bbl MOXETE NPOCMOTPETH AONOJIHUTESIbHYIO MHPOPMaLUIO, HanpUMep:

« URL Be6-canta u kaTteropus
. KonuuecTBO nonbITok AocTyna Ha Be6-caT

. [aTtavBpems nocnegHen NonbITKK, a TAKXKE NoJsib30BaTesb, KOTOPbIN 6blS1
3a(MKCMpOBaH B MOMEHT O6GHapyXXeHMusl.

o [llpuunHa 610KUPOBKK, KOTOpas BKJOYAeT B cebsi 3aniaHUpPOBaHHbIN
LOCTYM, O6Hapy>XeHne BpeAoOHOCHbIX MPorpaMm, KaTeropmum GunbTpaumm
M YepHble CMNCKMU.

3awuTta gaHHbIX

NHbopMupyeT Bac 06 aKTUBHOCTU MOAYNsA 3aluMTbl AaHHbIX Bitdefender
Endpoint Security Tools. Bbl MoXkeTe yBUAETb KONIMYECTBO 3a6/I0KUPOBAHHbIX
COOOLLEHNNA SNIEKTPOHHON MOYTbl U BEG-CAaWTOB Ha BblOpPaHHbIX KOHEYHbIX
TOYKax, a TakXe nonb3oBaTenen, KoTopble 6bln 3apUKCMPOBaHbI BO BpeMsi
nocnefHero o6HapyXXeHus.

AKTUBHOCTb ynpaeneHus yCTpOﬁCTBaMM

NHdopmMupyeT Bac 0 cobbITUAX, TPOM30LLIEALLINX NPU AOCTYNE KOHEYHbIX TOYEK
yepes KOHTPOMpYyeMble YCTPOMCTBA. 15 KaXX A0 KOHEYHOMN TOUKM Bbl MOXKETe
NPOCMOTPETb KOJIMYECTBO PaspeLLeHHbIX / 3a6JIOKUPOBAHHbLIX MOMbITOK
JocTyna U co6biTUA TONbKO ANA YTeHusA. Ecnn cobbiTMA MPOUSOLLN, TO
JOMNOJIHATENbHYI0  MHGbOPMAaLMIO Bbl CMOXETe MONYYMTb, HaXaB Ha
cooTBeTCTBYOLME UndpbI. NMoApo6HOCTM comep)XaT MHPopMaLuIo O:

« PerucTtpauun nonb3oBaTensa Ha MaluvHe
« TuneyctponcteaueroID
. PaspaboTtuuke ycTponcTtea u ID mogenu

. JlaTe n BpeMeHU cobbITus.
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CocTosiHue WndpoBaHUS KOHEYHbIX TOYeK
MpenocTaBnsieT BaM AaHHble 0 COCTOSIHUM LUMPPOBAHNA HA KOHEYHbIX TOYKAaX.
KpyroBasi guarpamma oTO6pakaeT KOMMYECTBO CUCTEM OTBEYAlOLMX, U ,
COOTBETCTBEHHO, He OTBeYyalolWwmux TpeboBaHUSIM HACTPOMKU MOMUTUKM
WwudpoBaHus.

Ta6nv|L|,a HWXe B Bnae prFOBOVI avarpaMmbl npenoctaBiAaAeT Takme AaHHble,
KakK:

NMsa KoHeuHOro nonb3oBaTensi.
MonHoe gomeHHoe nms (FQDN).
IP-agpec paboyen cTaHUUU
OnepauuoHHas cucTema.
CornacoBaHue NOMTUKM YCTPONCTBA:

— COBMeCTUMOCTb - KOrAa BCe TOMa LMGPYOTCS UM He3alwmngpoBaHbl
B COOTBETCTBUM C MOJIMTUKOMN.

— He coBMecTUMO - KOrfla CTaTyC TOMOB He COOTBETCTBYET Ha3HAYEHHOW
nonmTuke (HanpuMmep, 3alMdpoBaH TONILKO OAUH U3 ABYX TOMOB WU
npouecc W1QpPOBaHWs BbINONHSAETCSA HA 3TOM TOME B TEKYLLMIA MOMEHT).

MonuTuka yctpoiictea ( LLindpposanne nnn Ldewmndposka ).

YT106bl MPOCMOTPETb MHPOPMALMIO O TOMAX KaXKAON KOHEYHON TOUKM
KnukanTe undpbl B ctonbue O6Lme gaHHble No ToMaM: nuaeHTudukaTop,
ums, coctosiHne wndposaHus ( 3awmdporaHo wiv HesawmdpposaHo ),
Mpo6nembl, Tvn ( 3arpyska waM  He 3arpyxaetca ), pasmep,
naeHTUdUKaTop Kroya BOCCTaHOBIEHHUS.

CocTosiHue Mogyneli KOHEYHOW TOYKU
CopepxxuT 0630p oxBaTa MOAYNeN 3alMTbl N0 BbIGpaHHbIM LensiM. B geTanax
oTyeTa AN1A KaXXAoro nosib3oBaTeNsl Bbl MOXeTe MOCMOTPETh, Kakue Moy
AKTUBHbI, OTKSHOUYEHbI UNTN HEe YCTaHOBEHbI, @ TaK)XKe UCMOJb3yeMblil MeXaHU3M
CKaHUpoBaHus. MNpu HaXXaTUM Ha UMSA KOHEYHOT O NoJIb30BaTeNs (KOMMboTepa)
oTob6paxaeTcsi okHo UHdopmaumsa c nHdbopmaLmeit 0 KOHeYHOM Nosib3oBaTene
(koMNblOTEPE) U YCTAHOBIIEHHbIX YPOBHSAX 3aLUUTbI.

HakaB KHoMKy PekoHpUrypupoBaTb KNMeHTa, Bbl MoXeTe 3anycTutb 3agauy
Mo M3MEHEHU HayasbHbIX HAaCTPOEK OAHON WM HECKOJIbKUX Bbl6paHHbIX
KOHEeYHbIX Touyek. [ns nonydyeHusi 6onbluer MHpopmauuu nepengute no
HacTpouka knmeHTa.
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CocTosiHMe 3aMUTbl KOHEYHbIX TOYeK

MpepocTaBnseT BaM PasInyHyo MHGOOPMAaLMIO O COCTOAHUM BblGpaHHbIX
KOHEYHbIX TOYEK B BaLLEN CETH.

. CocTosHMe 3awnTbl OT BpegoHocHoro N0

. CocTtosaHue o6HoBneHus Bitdefender Endpoint Security Tools
. CocTtosHue ceteBor akTuBHocTu (online/offline)

« CocTtosiHMe ynpaBneHus

Bbl MOXKeTE NPUMEHSATE PUNBbTPbLI MO NOKa3aHUSIM 6€30MaCHOCTU U COCTOSIHMM,
YTO6bl HANTU HEO6XOAUMYIO MH(DOPMaLMIO.

AkTuBHOCTb (paripBona

NHdopmMupyeT Bac 06 akTuBHOCTU Moayns danpeona Bitdefender Endpoint
Security Tools. Bbl MoXeTe yBUAEeTb KONMMYECTBO 6/10KMPOBOK Tpaduka u
6I0KMPOBOK CKaHMPOBaHWS MOPTOB Ha BblIOPaHHbIX KOHEYHbIX TOYKAX, @ TaKXe
nosnb3oBaTeniei, KOTopble bl 3aPUKCUPOBaHbI U O6HAPYXKEHBI.

AKTUBHOCTDb MO o6|-|apy)Ke|-|mo runepseusopa

NHdopmMupyeT Bac 06 akTuBHOCTU Moaynst HyperDetect Bitdefender Endpoint
Security Tools.

OnarpammMa B BepxHeil YacTu CTpaHUUbl OTYeTa NOKasblBaeT AUHAMMUKY
MonbITOK aTaku 3a yKa3aHHbIN Nepuog, BpeMeEHU 1 UX pacripefeneHue no Tuny
ataku. MNepeMelan Kypcop Haj, aneMeHTaMy Tabnuubl Bbl 6yfeTe BUAETb
COOTBETCTBYHOLLMIA TUN aTaky B auarpamme. Npu HaxaTuu Ha 3anuck byaeT
0TO6paXKaTbCs UMM CKPbIBATbCA COOTBETCTBYHOLLAs CTPOKA Ha AnarpamMme.
KnukHyB no nto6omMy napameTpy, Bbl OTQUIbTPyeTe AaHHble Tabnuubl B
COOTBETCTBUM C BbI6paHHbIM NMapaMeTpoM. Hampumep, eciim Bbl HaXMeTe
NO6YH0 TOYKY Ha OpaHXXEBOW JIMHWUM, TabnLa 0TOOPa3UT TOJSIbKO SKCMONTHI.

B HMXHen yacTu oTyeTa 6yp,eT OTO6pa)KaTbCFI MHd)OpMaLI,VIFI O BblIABJIEHHDbIX
HapyweHnax B Balleh CeTU U O TOM, 6bISIN JIN OHM paccMoTpeHbl. OHu
OTHOCATCA K:

« [yTb K BpepgoHocHOMY dainy nnu obHapyxeHHoMy URL-aapecy B cniyyae
3apaxeHHbIX GannoB. [lnsa aTak, He cogepXawmx ¢ansbl, Ha3HayaeTcs
MMS UcnosiHseMoro gawna, Ucrnosb3yemMoro B aTake, U CCbisIka Ha OKHO
MHbOpMaUuK, B KOTOPOM OTO6GpaXkeHa MpUUYMHA OGHapyXeHus W
BpeAOHOCHas KOMaHAHas CTpokKa.

« KoHeuyHas Touka, Ha KOTOpOﬁ 6bI1J10 BbIMOJIHEHO 06Hapy)KeH|/|e
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o Mopynb 3awWnTbl, KOTOPbLIA 06HapYxun yrposy. MNockonbky Hyper Detect
ABNAETCA AONOJIHUTENbHbBIM YPOBHEM MoAYNen 3almTbl OT BpeAOHOCHbIX
nporpaMM U KOHTEHTa, B OTYeTe MOSBUTCA TOJSIbKO OAWMH U3 3TUX ABYX
MoZyJien, B 3aBUCUMOCTU OT TUMNa O6HapYXXeHMS.

. Tunnpeanonaraemoi ataku (LeneBas aTaka, HeXxenaTtesibHas NporpaMma,
3KCMJIONTbI, NPOrpaMMbi-BbIMOraTenu, Nogo3puTenbHble Gansbl u ceTeBON
Tpauk)

« CocTosiHMe Yyrpo3bl

. YpoBeHb 3alMTbl MoOAyfs, Ha KOTOPOM OO6HapyXeHa Yyrposa
(PexomeHayeMbii, HopManbHbii, MIHTEHCUBHBbIN)

« CKOMbKO pas 6bl1a 06Hapy)xeHa yrposa
« [locnepHee o6HapyXeHue

. WpeHTnbukaums aTaku B KayecTBe He coaeprKaLlen dainbl (ga unm Her)
Ans 6bicTpon GUnbTpauumn 06HapYXXeHHbIX aTak.

Mpumeyanune
®dain MoXeT Ucnosib3oBaTbCs ONA PasJZIMYHbIX TUMOB aTak. HOSTOMy GravityZone
coo6LaeT 06 3TOM AJ151 KaXA0ro TUMNa ataku, B KOTOPOW 6b1S10 MPUHATO y4YacTue.

Ha ocHoBe aToro ot4yeTa Bbl MOXeTe C JIErKOCTbIO pacrno3HaTh JIOXKHble
cpabaTbiBaHWsA, [06aBMB  MUCKJIIOYEHUSS B Ha3HAUYEHHYI  MOJIMTUKY
6e3onacHocTu. [1ns aToro:

1. Bbl6epuTe HEO6XOAMMOE KONIMYECTBO 3anucen B Tabnuue.

Mpumeyanue

B cnucok uckntoueHnin Henb3s 406aBUTL 06HapyXeHue 6e3 Gannos, B cuny
TOro, YTO O6HAPYXXEHHbIN UCNONHAEMbIN Gain He ABNAeTCA BPeLOHOCHON
NporpamMMoii, HO MOXeT MpeAcTaBAATb Yrpo3y MNpu UCMONb30BaHUK
BPeAoHOCHOW 3aKOAMPOBAHHOM KOMaHAHOMN CTPOKM.

2. HaxmuTe kHOMKy [l06aBUTb UCKIIIOUYEHME B BEPXHEN YacTu Tabnuubl.

3. B OKHe KOH}UrypaLmm Bbi6epUTE NOJIMTUKK, K KOTOPbIM CcriefyeT 06aBUTb
UCKITHOUEHNE, U HaxkMmuTe [l06aBUTD .

CooTBeTcTBYOLWast UHHopMaLms AN KaXA0ro 406aBNEHHONO UCKTHOYEHUS
no ymosnyaHuto otnpaensietcs B Bitdefender Labs, 4To6b1 noMoyub ynyuumnTb
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BO3MOXHOCTM 06HapyxeHua npoayktoB Bitdefender. Bbl MoxeTe
yrNpaBnsitb 3TUM AENCTBMEM C MOMOLLbIO (naxka OTNpPaBUTb OT3bIB B
Bitdefender pna petanbHoro aHanusa .

Ecnuyrposa 6bina o6HapyXeHa MoZyneM 3almTbl OT BPeAOHOCHbIX POrpamMmm,
9TO UCKIIOYEHME By AeT MPUMEHATHLCS KaK K peXxuMaM NpoBepKu f0CTyna, Tak
1 No TpeboBaHUIo.

MpumeyaHmne

[laHHble WCKMIIOYEHUS MOXHO HaWTWM B CReAyroLluX pasgenax Bbl6paHHbIX
nonuTuK: 3algmTa oT BpeAOHOCHbIX MPOrpaMM > HaCTPOMKu ans Gannos u
KoHTponb KoHTeHTa > Tpaduk ana URL-agpecos.

CocTosiHMe aKTUBHOCTU BpegoHocHoro M0

lMomoraeT BaM Y3HaTb CKOJIbKO U KaKne U3 BbIGpaHHbIX KOHEYHbIX TOYEK 6binn
3aTPOHYTbI BpeAoHOCHbIM 10 B TeYeHUn onpesesieHHOro nepuoaa BpeMeHm
U Kakune Mepbl 6b1IM MPUHATBI. Bbl Tak)Ke MOXXeTe NPOCMOTPETh NoJsib3oBaTens,
KOTOPbIN 6bl1 3aperMcTpupoBaH BO BPEMS MOC/IeAHEr0 OOHAPY>KEHUS.

KoHeYHble TOYKMU rpynnupyroTcAd no cieayrwmnMm Kputepmam:

. KoHeuHble ToukyM 6e3 Kakux-nn6o cpabaTbiBaHWi (BpeLOHOCHbIE Yrpo3bl
He 6bInM 06HapPYXXeHbI 3@ YKa3aHHbIN Nepros BPEMEHW)

« KoHeuHble TOUKM, BblsleYeHHble OT BPEAOHOCHbIX MporpamMm (Bce
o6Hapy>XeHHble dainbl 6biM YCNELWHO BbljeYeHbl UK NepeMeLLeHbl B
KapaHTUH)

o KoHeuHble TOYKM C HepaspelleHHbIM BpepoHocHbiM [0 (mocTyn K
HEKOTOPbIM 06HapPY>XeHHbIM (ainam 3anpelLLeH)

[ns KaXaoW KOHEYHOWM TOUKM, HaXKaB CCbIJIKM, AOCTYMHble B KOJIOHKax
pe3ynbTaToB JIeYEHUS], Bbl CMOXETE NMPOCMOTPETb CMUCOK Yrpo3 1 NyTen K
noBpeXaeHHbIM pannam.

B aTOoM oOT4yeTe Bbl MOXeTe 3anycTUTb 3apayy MoOJIHOW NPOBEPKW Ans
HepaspelLeHHbIX Liefieil, Ha)kaB KHOMKY CKaHMpoBaTb 3apa)XeHHble Lenu B
MaHenu UHCTPYMEHTOB Hag TabsiLEeN AaHHbIX.

OTueT 06 MHUMAEeHTaxX

NHbopmupyeT Bac o gestenbHocT Moaynsa Network Attack Defense. N'padmk
oTo6paXkaeT KONMMYECTBO MOMbITOK aTakW, OGHAPY>XEHHbIX 3a yKa3aHHbIN
uHTepBarn. [leTanu oTyeTa BKJIOYaAOT B CEHS:

« MMs koHeyHoW Touky, IP 1 nonHoe aoMeHHoe ums (FQDN)
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MmMs nonb3oBaTens

Nms o6HapyxeHus

TexHuKa aTakmu

KonnyecTBo NonbITOK

IP-agpec aTakytow,ero

Llenesou IP u nopTt

Korga 6bina nponsBegeHa 6avkaniian 6n1oKMpoBKa aTaku

Mpu HaXkxaTUK KHomnkK Jl06aBUTb UCKITIOUYEHUSA )15 BbI6PaHHOIO 06HapPYXXeHUs
aBTOMaTUYeCKM co3paeTcs 3anuch B MMobanbHbIX UCKIOUYEHUSIX 13 pasaena
3awuTa ceTn.

CTaTyc ceTeBOro natya
MpoBepka cTaTyca o6HOBNeHUN 0, KOTOPOe YCTAaHOBJIEHO B BalleW CETU.
OTueT NepefaeT crneaytoLme feTanu:

Lienesow koMnbtoTep (MMsi KOHEYHOM TOUKM, IP 1 onepaumoHHas cuctema).

WcnpaBnenus 6e3onacHoCcTV (YCTaHOBNEHHbIe WCMpaBNieHnsl, c60MHble
UCMpaBfieHns, OTCYTCTBYIOLUME  UCMpaBneHuss  6e30MacHoCTU U
UCMpaBieHUs,, He CBsI3aHHble C 6€30MacCHOCTbIO).

CocTosiHMe 1 BpeMs NocnefHero UsSMeHeHus aJisi NPoBepPeHHbIX KOHEYHbIX
TO4eK.

CocTosiHMe 3aLLUTbl CeTH
Copep>XuUT noapobHyto MHpopmMaunto 06 obemM CocTossHUM 6e30MacHOCTU
Bbl6paHHbIX KOHeYHbIX To4yek. Harnpumep, Bbl MOXeTe MPOCMOTPETb
nHdopmaumo o:

nwms, IP n FQDN
CraTtyc:

— Bo3HuKNM NpobneMbl - KOHEYHAsi TOUKA UMeeT YSI3BUMOCTM 3aLUUThI
(areHT 6e30MacHOCTM He 06HOBIEH, 06HaPYXXEHbI YrPOo3bl 6€30MacHOCTH
nnp.)

— Tpo6bnemM HeT - KOHEYHble TOYKM 3alUULLEHbl, U HET MoBoAa AJis
6ecnokoncTBa.

— HeT paHHbIX - NpY CO3aHUN OTYETA KOHEYHbIE TOYKN HEOCTYMHbI.

— HeynpaBnsemo - areHT 6e30MacHOCTM MoKa elle He YCTaHOBJIEH Ha
KOHeYHbIX TOYKaX.
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« JloCTynHble ypOBHM 3aLUNTHI

. YnpaBnsiembie 1 Heyrnpae/sieMble KOHEYHbIE TOYKM (C YCTaHOBJIEHHbIMY
areHTamu 6e3onacHocTyu 1 6e3)

. CTaTyce n Tune nnuueHsnn (,El,OI'IOﬂHMTeJ'IbeIe CTOJ'I6L|bI, CBA3aHHblE C
NnnueH3nAaAMHU, no ymoJi4aHuro CKprTbI)

. CraTtyc uHbekumu (oumnLLeHa M KOHEYHAs TOYKA)
. CoCTOSIHNM 06HOBNEHUSI MPOAYKTA U MEXaHW3MOB 3aLUUTbI

« CocTosHuM ncnpaeneHuin 6esonacHocTu M0 (HegocTaroLme UCTIPaBEHNS
CBsI3aHHble U He CBSI3aHHble ¢ 6e30MacHOCTbIO)

[ns HeynpaBnsieMblX KOHEYHbIX TOYEK, B APYrnX cToN6Lax Bbl yBUAUTE CTaTyC
Heynpaensiembii

CkaHupoBaHue o 3anpocy
MpepocTaBnsieT MHPOPMALMIO O CKAHUPOBAHUM MO 3anpocy, NPoBeAEHHOMY
Ha BblGpaHHbIX o6bekTax. KpyroBasa paumarpamma 6yaeT oTobpaxaTb
CTaTUCTUKY YCNELIHbIX U HEYAaUYHbIX NMPOBEePOK. Tabnuua nog rpagukom 6yaet
copepxXaTb NoApPO6HYO MHMOPMALMIO O TUMAaX CKaHUPOBAHUS, MHLMAEHTaX
1 nocnefHeM ycrnewHoM CKaHUPOBaHMU MO KaXK,0M KOHEYHOMN TOYKe.

CobniogeHune NonmMTUK
MpepocTaBnseT nHboOpMaUUIO O MOJIMTUKAX 6€30MaCHOCTU, MPUMEHSEMbIX
Ha Bbl6paHHbIX 06bekTax. KpyroBas amarpaMmma 6yaet oTobpaxkaTb COCTOSHME
nonuTukK. B Tabnuue noa rpadukom Bbl CMOXeTe YBUAETb MOJIMTUKU U UX
TWUMbl, HA3HAYEeHHbIEe KaXKA0/ KOHEYHON TOUKE, a TaKXXe AaTy U Nnonb3oBaTesien,
KOTOpbIe UX Ha3HaYMIIN.

Sandbox Analyzer olm6ku nogunHeHus
OTo6pakaeT Bce HeypayHble MOMbITKM MEpeMeLeHnss O6bEeKTOB,
OTNpaBfeHHbIX C KOHeYHbIX To4yek, B Sandbox Analyzer 3a onpegeneHHbIN
nepvog BpemMeHu. MNpunucbiBaHWe CUMTAETCSA HEYAAYHbIM NOCIie HECKOJIbKMX
MonbITOK NOBTOPA.

Ha rpaduke nokasaHo M3MeHeHMe HeyAauHblX MepeMeLleHuii B TeyeHue
BblOpPAaHHOIO Nepuoaa, B TO BpeMsl Kak B Tabnuue cBefeHun o oTyeTax Bbl
MOXeTe NPOCMOTPETb, Kakue (ainsibl He Mornim 6bITb OTNpaBsieHbl B Sandbox
Analyzer, cuctemMy, ¢ KOTOpol 6bln OTnNpaBiieH O6bEKT, AaTy U BpemMs
NMOBTOPEHUS KaXK0M MOMbITKM, OLLMOKY KOTOPYHO BblAas KO, ONMCaHME KaXK0M
HeyAauyHOM MOMbITKU U Ha3BaHWE KOMMNaHWUW.
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PesynbTatbl Sandbox Analyzer (ycTapeno)

MpepocTaBnseT Noapo6Hyo UHhopMaLuuto o daitnax Ha LeneBbiX KOHEYHbIX
TOuKax, KoTopble O6blM MNpPOaHaNU3MPOBaHbl B MECOYHWULE B TeyeHue
onpefeneHHoOro nepuoja BpemMeHun. B nuHeiHon auarpaMme oTobpakaeTtcs
KONMYECTBO YMCTbIX U/ OMACHbIX aHanM3upyembix $aiinos, B TO Bpems Kak
B Tabnumue NpeacTaBsieHbl JaHHbIE O KaXXA0M CO6bITUM.

Bbl Mo)keTe co3paTb OTYET 0 pesynbTatax pa6oTbl Sandbox Analyzer gns
BCEX NpPoaHanM3MpoBaHHbIX GannoB uaM TONbKO AAs TeX, KoTopble 6bin
naeHTMOULMPOBaAHbI, KaK BpeAOHOCHbIE.

Bbl MOXKeTe MpOCMOTpeTb:

« [NpumuTe pelleHne o ToM, ykasag, fiBnseTcs in ¢hana YNCTbiM, onacHbIM
Unu HensBecTHbIM (O6Hapy)xeHa yrpo3a / He o6Hapy)keHO yrposbl /
Henoapep)xueaembliin ). 3TOT cToN6eL, 0To6paXkaeTcsl TONbKO NpU BbiGope
oTYyeTa AN 0TO6paXKeHMs BCEX MPOaHaNN3NPOBaHHbIX 06EKTOB.

YT06bI NPOCMOTpPETb MOJIHbIA CMMCOK TUMOB (aisioB M pacLUMpPeHnn,
nopaepxusaemMbix Sandbox Analyzer, cM. «[loggepxxuBaemblie Tunbl u
PacwwupeHus ®anoe ana OTnpaBku BpyuHyto» (p. 614).

« Tun yrposbl, Tako Kak peknamHoe O, pyTKUT, 3arpysunk, 3KCMIONT,
MoaMbUKaTOP XOCTa, BPeAOHOCHbIE UHCTPYMEHTbI, NPorpamMma AJsist Kpaxku
naposnemn, nporpaMmmMa-BbiMoraTesib, Cnam Uan TPosiH.

. [aTta n BpeMs o6HapyXeHusi, Bbl MOXeTe GUNbTPOBaTb 3TU faHHble B
3aBUMCMMOCTU OT OTYETHOrO Nepuoga.

o Wms xocTa unu IP KoOHeYHOM ToUKY, rae 6bl1 06HapPYXeH dain.

« VM5 daino., ecnv ol 66111 OTNPaBNeHbl UHANBUAYANLHO, UM KOIMYECTBO
npoaHannanpoBaHHbIX (GansioB B Cilydae rpynnoBomn oTnpaBku. Haxxmure
CCbUIKY Ha umMs danna unm cebinky Aast NPOCMoTpa AeTasen u AencTBUN.

. CraTyc penctBusi o6e3ppexxmBanus dannoe ( Yactmunbii, He yaanochb,
Tonbko oTyeTHas MHGOpMaLms , YCNeLwHo ).

. HasBaHue koMmnaHumn.

. bonee nogpobHyto nHdopmaumo 0 CBONCTBax aHanusupyemoro danna
MOXHO Mony4nTb, Haxkae ® lMoapobHee B cToN6Ue PesynbTaT aHanusa
. 34ecb Bbl MOXeETe NPOCMOTPETb CBeAeHNSI 0 6€30MacHOCTU M NOAPO6HbIE
OTYeTbl 0 NoBeAeHMM 06pasLIoB.

Sandbox Analyzer o6paliaeT BHMMaHWEe Ha cnefylolime roBefeHUYecKue

CObbITUSA:

. 3anucb / ypaneHue / nepemelleHue / ayénupoBaHue / 3ameHa $ainsios B
CUCTEME U Ha CbeMHbIX AUCKaX.
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« TMpeAcTaBfieHWe HeflaBHO CO3JaHHbIX Gannos..

o W3mMmeHeHusn B hannoBon cucteme.

« W3MeHeHUs B NpMnoXKeHusix, 3anyLLeHHbIX BHYTPU BUPTYaslbHOW MaLUWHbI.

« WN3meHeHus B naHenu 3agay Windows u B MeHto «[yck».

« Co3paHue / 3aBepLueHmne / B6POC NpoLLECCOB.

« 3anucb / ypaneHue Kio4ven peectpa.

« Co3paHne 06bEKTOB MblOTEKCA.

. Co3paHue / 3anyck / ocTaHOBKa / n3MeHeHue / 3anpoc / yaaneHue cnyxeo.

« W3meHeHue HacTpoek 6e3onacHocTu 6payaepa.

« WN3meHeHune HacTpoek akpaHa npoBogHnka Windows.

o [ob6aBneHue hannoB B CNNCOK UCKIOUYEHNI BpaHaMayapa.

« W3mMeHeHMe ceTeBbIX HACTPOEK.

« BknroyeHune BbINOSHEHUS NPY 3aMyCKe CUCTEMBbI.

« [NopkntoyeHue K yganeHHOMY XOCTY.

. [JocTyn Kk onpefeneHHbIM flOMEeHaM.

« [lepeHoc paHHbIX B onpegenieHHble 061aCTH U U3 HUX.

« Joctyn k URL-agpecam, IP-agpecam 1 noptam u4epes pasfindHble
NPOTOKOJbl CBA3MN.

« [lpoBepka HANKATOPOB BUPTYasnbHOW cpesbl.

« [lpoBepka UHANKATOPOB MHCTPYMEHTOB MOHUTOPUHTrA.

« Co3paHne MOMeHTasbHbIX CHUMKOB.

. SSDT, IDT, IRP-3axBaThbl.

. Co6poc namMATK ANna Nof03pUTEeNbHbIX NPOLLECCOB.

o BbizoB pyHkuun APl Windows.

« CTaHOBUTCS HEAaKTUBHbIM B TEYEHUE ONPeAEeNIeHHOro NnepmoAa BpeMeEHMU,
YTOObI OTJIOXKUTb BbINOJIHEHME.

« Co3paHue hannos c 4eNCTBUSIMU, KOTOPblE AOMKHbI BbINONHATLCA Yepes
onpeaeneHHble NPOMEXYTKN BPEMEHM.

B okHe Pe3ynbTaTbl aHann3a Ha)XMUTE KHOMKY 3arpy3uTb, YTOObI COXPaHUTb
Ha CBOEM KOMMbIOTEPE COAEPXMMOE CBOAKM MOBEAEHWUS B CleAYHLMX
¢dopmaTtax: XML, HTML, JSON, PDF.

ITOT OTYeT 6yAeT MoAdep)XMBATbCA B TEYEHME OrpaHWYEHHOro nepuopa
BpemMeHn. PekomeHayeTcas BMECTO 3TOro WCMOJIb30BaTb KapTOYKU
oTnpaBneHus gns céopa He06XO0AUMOWN MHbOPMaLUKN NO aHANN3UPYEMbIM
obpasuaM. KapTouku oTnpaBneHns AocTynHbl B pasgene Sandbox Analyzer
B rnaBHoM MeHto Control Center.
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AyauT 6e3onacHoCTH
MpepocTaBnseT MHbOOPMaLMIO 0 CO6LITUAX 6e30MacHOCTH, NPOU3OLLIEALLNX
Ha Bbl6paHHOM 06bekTe. MHpopMaLma 0THOCUTCA K CeAYHOLMUM COBbITUAM:

O6Hapy»xeHue BpeaoHocHoro N0
3a6noKupoBaHHOE NPUIOXKEHNE
3abnoknMpoBaHHOe CKaHMpOBaHWe nopTa
3ab6JI0KMpOBaHHbIN TpapmkK
3a6/10KMpOBaHHbIN BE6-CanT

BnoyHoe ycTponcTBo
3abnokupoBaHHas 371eKTPOHHas noyTa
3a6/10KMpOBaHHbIN NpoLecc

HVI CobbiTuA

Co6bbiTusa Advanced Anti-Exploit
Network Attack Defense co6biTus

CraTtyc Security Server
MomMoraeT ouUEHUTb COCTOsiHME cepBepoB Security Server. Bbl MoxeTe
onpeaenuTb BO3HMKLLME Mpo6nembl Kaxgoro Security Server ¢ noMoLbHO
pPa3INYHbIX MHAMKATOPOB COCTOSIHUSA, TAKUX KaKk:

CraTyc: nokasblBaeT 06Lwwuin ctaTyc Security Server.

CrtaTtyc MawwuHbl: coo6LLaeT, Kakue ycTpowcTtBa Security Server
OCTaHOBJEHbI.

CtaTtyc AHTMBMpYCA: YKa3bIBaEeT, BKIIIOYEH UM OTKITIHOYEH MOAYJ1b 3aLLUTbI
OT BPEAOHOCHbIX MPOrpamMm.

Crtatyc o6HOBNEeHMs: NMoKasblBaeT, YTO ycTpoucTtBa Security Server
06HOBJIEHbI UM O6HOBNEHUSA BbISIU OTKJTIFOYEHbI.

CraTtyc 3arpy3sku: yka3biBaeT Ha YPOBEHb Harpy3kun nNpu cCKaHMpPOBaHUM Ha
Security Server, Kak OnmMcaHo HUXe:

— HenonHas, Npu Ucnonb3oBaHMM MeHee YeM 5% OT ero BO3MOXKHOCTEW
CKaHMpPOBaHus.

— HopmanbHasa, Korga  Harpy3ka  CKaHUpoBaHWsi  siBAsieTcs
cbanaHcMpoBaHHOW.

— TonHaf, Korga Harpyska ckaHupoBaHusi npesbiwaet 90% oT ero
MOLLHOCTM. B 3TOM cnyyae Heo6X0AMMO NPOBEPUTH MOJIMTUKU
6e3onacHocTu. Ecnu Bce Security Server, BbleneHHble B pamMKax
NONNTUKM, NepPerpy>xeHbl, HEO6X0ANMO [06aBUTHL elle oauH Security

Mcnonb3oBaHue 0TYETOB 523



Bitdefender Grawt\/Zome

unfollow the traditional

Server B CNMCOK. B NpoTUBHOM Ciyyae, NpoBepbTe CETEBOE COeAMHEHNE
MeXZAy KIneHTaMu u cepeepamu Security Server 6e3 Harpysku.

o 3awmuieHHbie HVI BupTyanbHble MaWwMHbl | WHQOpPMUpPYeT Bac O
BUPTYasbHbIX MalluMHax, KOTOpble KOHTPOJSIMPYHOTCA W 3aluuaroTcA
moaysnem HVI.

. Cratyc HVI : ykasbiBaeT, BKJIlOUYEH 1 unn oTktodeH Moaynb HVI. HVI
paspelleH, ecnM wu Security Server u [ONOSHUTENbHbIA NakeT
yCcTaHaBNMBaeTCS Ha XocCTe.

. [lNopknioyeHHble YCTPOUCTBA XPaHEHUs! AaHHbIX: MOKa3bIBAET, CKOMbKO
ICAP-cOBMeCTUMbIX YCTPONCTB XpaHEHMS AaHHbIX MOAKIIOYEHbI K Security
Server. HaxxaTue Ha uMcno oTo6pasuT CMCOK YCTPOWUCTB XPaHEHNS AaHHbIX
M COOTBETCTBYOLLME AeTanum AN KaX[oro yctponctea: ums, IP, tun, gaty
1 BpeMs nocnegHero NoAKIOYEHUS.

. CocToslHMe CKaHUPOBAaHWS XpPaHWIMLLA: MOKAa3bIiBAeT, BKIIOYEHA JK
cnyxo6aSecurity for Storage.

Takxe Bbl MOXeTe y3HaTb, CKOJIbKO areHToB NoAKstodeHo K Security Server.
[anee, KnMkas Ha KOSIMYECTBO MOAKIIOYEHHbIX KIIMEHTOB MOXHO YBUAETb
CMMUCOK KOHEYHbIX TOYEK. ATU KOHeUHble Nonb3oBaTenin (KOMMNboTepbl) MOTyT
6bITb YA3BUMbIMK, ecnn y Security Server ecTb Npo6aeMbl.

Ton-10 o6Hapy)>XeHHbIX BPeAOHOCHbIX NMPorpaMm
Moka3biBaeT Ton-10 BpeAOHOCHbIX MPOrpamMm, 06HAPYXEHHbIX B TeyeHue
onpeaeneHHoro Nepuoaa BPEMEHU Ha OTAENbHbIX KOHEYHbIX TOYKaX.

MpumeyaHmne
Tabnuua c noapo6HoM MHpopMaLmen 6yLeT 0TobpaXkaTb BCE KOHEYHbIE TOUYKMY,
KOTopble 6blnv 3apaxkeHbl Ton-10 06HapyXEHHbIX BPeAOHOCHbIX MPOrpamMM.

Ton-10 3apa)XeHHbIX KOHEYHbIX TOYeK
Moka3sbiBaeT Ton-10 caMblx 3apa)eHHbIX KOHEYHbIX YCTPOWUCTB OT 06LLEro
yucna obHapy>XeHWI, B TEYEHUM ONpeaenieHHOro nepnosa BpeMeHu.

Mpumeyanmne
Tabnuua ¢ nogpo6bHo MHPopmaLmen yaet oTobpakaTb BCe 06HAPYXXEHHbIe
BpeLOHOCHbIe NporpamMMbl Ha Ton-10 3apaXeHHbIX KOHEYHbIX TOYKaX.
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CocTosiHue 06HOBNEHUSA

lMokasbiBaeT cTaTyc 06HOBJIEHUS areHTa 6€30NacHOCTU UK Security Server,
YCTaHOBJ1IEHHOIo Ha Bbl6paHHbIX o6bekTax. CocTosiHue 06HOBMEHUSI OTHOCUTCS
K BEepPCUAM npoaykta 1 MexaHmsmMoB 3allUThbl.

MCHOJ’Ib3yﬂ nMerluineca CI)I/IJ'IprbI, Bbl MOXeTe Jierko BbIACHUTb, KakKue
KJIMEHTbI 6bIIM O6HOBJIEHbI M KaKue HET 3a nocnefHue 24 yaca.

B aTOM 0TYeTe Bbl MOXeTe 6bICTPO 06HOBUTL areHTOB A0 NocsieAHel BEPCUM.
[ns 9TOro HaXkMuTe Ha 3Ha4oK O6HOBUTDb Ha MAHENTN MHCTPYMEHTOB AeiCTBUSA
Hap, Tabnuuen JaHHbIX.

CocTosiHue 06HOBJIEHUS BepCUU NPOAYKTOB

MNMokasbiBaeT [AOCTYMHOCTb HOBbLIX BEPCUIl areHToB 6e30MacHOCTY,
YCTaHOBJ/EHHbIX Ha BbIOPaHHbIX 06beKTaXx.

Ha KOHeYHbIX TOYKax C yCTapeBLMMM areHTamMmn 6e30MacHOCTU Bbl MOXETe
6bICTPO YCTAHOBUTL NOCNIEAHIO BEPCUIO NOALEPXXMBAEMOr0 areHTa, HaXkaB
KHonky O6HOBneHue.

MpumeyaHmne
OTOT OTYET JOCTYNEH TONbKO TOrAa, Koraa pewenne GravityZone 06HOBAEHO.

CocTosiHMe ceTeBoi 3alWnUTbl BUPTYaAJIbHbIX MALUUH

NHpopmupyeT 06 o6xBaTe 3awmThl Bitdefender B Bawen BupTyanbHom cpege.

[nsi KaXxko U3 BbI6paHHbIX MalLMWH, Bbl MOXeTe YBUAETb, Kakue nNpo6nemMbl

6€30MaCHOCTN KOMMOHEHTOB ObININ peLLeHblI:

« Security Server gna pasmelleHnst 6e3 areHToB B cpefax VMware NSX u
vShield, a Takxe gna HVI

« AreHT no 6e30MacHoOCTH, B NFOOOM APYron cuTyaumm

AKTuUBHOCTDbL HVI

NHpopmupyeT Bac 060 Bcex aTak, koTopble HVI moaynu obHapyxunu Ha
Bbl6paHHbIX MaLUMHAX B TeYeHue onpeaesieHHOro nepmoa BpeMeHu.

B oTueTe Takxe cofepXuUTcs MHhopMauusa o0 gaTe U BPeMeHU MOCTefHEro
06HapYy)XEHHOr0 UHLUAEHTA, MPUBEKLLEro CO60M KOHTPONIMPYEMbIN NPOLeCC,
OKOHYaTesIbHOE COCTOSIHME AENUCTBUM, NMPeANpPUHATBLIX NPOTUB HanafeHus,
noJsib30BaTesNb OT MMEHM KOTOPOro Hayasics NpoLece U LiesieBas MaluuHa.

B saBucMMoOCTM OT npeanpuHATbIX ,D,EI‘/‘ICTBVII‘/'I, 06 OOHOM M TOM Xe npouecce
MOXET 6bITb COOGLI.I,eHO HECKOJIbKO pas. HaanMep, ecnu npouecc Korga-to
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6b11 NPUHYAUTENBHO 3aBepLUEH, a B APYroil pas B AOCTyrne 6bI50 0TKa3aHo,
Bbl yBUANUTE [ABE 3anucy B Tabnuue oTyeTa.

[ns kaxgoro npouecca, Npu Ha)aTUM Ha AaTy nocrefHero o6HapyXXeHus,
6yneT oTo6pakaTbCA OTAeNIbHbIA XXypHan MO0 BCEM WHUMAEHTaM,
o6Hapy)XeHHbIM C MOMEHTa 3anycka npouecca. XXypHasn CoaepXXUT BaXKHYHO
nHbopMaLUIo, TaKy Kak TUM UHUMAEHTA U €ro onuMcaHue, MICTOUYHMK U Lieslb
aTaKu, a TakKe AeUCTBUSA, NPeAnpUHATbIE ANsl YCTPaHEHWUS 3TOW NPo6seMbl.

B 5TOM 0oTueTe Bbl MOXeTe 6bICTPO MPOUHCTPYKTUPOBATL MOAYJb 3aLLMUThI,
4yTO06bl UrHOPUPOBATb oOMpefefieHHble CO6bITUS, KOTOpble Bbl CUMTaeTe
3aKOHHbIMU. [1151 9TOro HaXkKMUTe KHOMKY Jl06aBUTb UCKIIOYEHMe Ha NaHesnu
WHCTPYMEHTOB AEeNCTBUS Haj Tabnmuen faHHbIX.

Mpumeyanmne
Mogynb HVI moxeT 6bITb fOCTyneH Ans Bawero peweHust GravityZone c
OTAENbHbIM JIMLLEH3UOHHbIM KJTHOUYOM.

CrtaTyc BBOAA MHCTPYMeHTa HeusBecTHoro HVI

npep,CTaBJ'IHET I'IO,EI,pO6HbIe cBedeHnAa O KaxaoM 3anycke BBeOeHUA
MHCTPYMEHTa Ha KOHEYHbIX TOYKaX. MHd)OpMaLlMﬂ COAEPXUT:

« M5 koHeuyHOM TOUKM.

« VM5 BBOOUMOro MHCTPYMEHTA.

« IP-appec KOHEYHOM TOUKM.

. [ocTeBas onepauMoHHas cuctema.

o Tpurrep. 3To MOXeT ObiTb COON NamMATK, 3adadya No TpeboBaHUIO UK
3anaHMPOBAHHbIN 3aMyCK.

« KonnyecTBo ycneluHbIx 3anyckoB. [py Ha)kaTumn Ha HOMep NOSIBUTCS OKHO
C YKasaHHbIM NyTeM XYPHaNoB M yKasaHHbIM BPEMEHEM AN KaXAOro
3anycka MHCTpyMeHTa. LLlenyok 3Hauyka nepep nyTeM CKOMUPYET ero B
6ydep obmeHa.

« Konnyectso Heyaoa4HbIX 3anyCKOB. LLlenyok no HOMeEpPY OTKPOET OKHO, B
KOTOPOM Bbl CMOXeTe€ 03HAaKOMUTbCA C l'IpVILWIHOVI N BpEMEHEM cbos.

« [locnepgHee ycnewHoe BBeaeHune.

MHCTpYMeHTbI BBOAA MPYNNUPYIOTCS MO LieNleBbIM KOHeYHbIM ToykaM. Mpu
NoMoLLM NapamMeTpoB GubTpaLMm B 3arosioBke TadbmL bl MOXXHO GUnbTpoBaTh
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OTYeTbl, YTO6bl MpOCMaTpuBaTb AaHHble, OTHOCALIMECS TONbKO K
onpeneneHHOMY UHCTPYMEHTY.

Mpumeyanune
Mogynb HVI MoxeT 6bITb AOCTyneH Ans Balwero pelweHust GravityZone c
OTLENbHBIM JINLEH3UOHHbBIM KJTHOUYOM.

AKTUBHOCTb BPeJ0HOCHbIX NpOorpamMmm

NHpopmMupyeT Bac 06 aTakax BbiMoraTenen, o6Hapy>KeHHbIx GravityZone Ha
KOHEYHbIX TO4yKaX, KOTopbiMU Bbl ynpaBnsieTe, U npegoctaBnsetr Bam
Heo6Xx0ANMble UHCTPYMEHTbI A1l BOCCTaHOBEHUS (haisoB, 3aTPOHYThIX BO
BpeMms aTak.

OTyeT pocTyneH B BuAe ctpaHuubl B Control Center, OTAMYHOW OT Apyrux
0TYETOB, AOCTYMHbIX B rflaBHOM MeHto GravityZone.

CTpaHmua AKTMBHOCTb BbIMOraTenie COCTOUT W3 CETKU, B KOTOpOI;I
nepevyncnarTCcA ,D,EVICTBI/IH, CBOWCTBEHHbIE ona Ka)Kp,OVI aTaKu:

« Wms, IP-agpec 1 NosiHoe AOMEHHOE UMSI KOHEYHOW TOYKU OTHOCUTENBHO
KOTOpOi 6blna cCoBeplUeHa aTaka

. KomnaHus, KoTopoW NpUHaANeXUT KoOHeyHas ToukKa.
. WMs nonbsoBaTens, BoweALwero B CUCTEMY BO BPEMS aTaKu
« Twvn aTaku, NoKasbHbIA NN AUCTaAHLUOHHbIN

. [lpouecc, B pamMkKax KOTOpPOro rnporpaMmMa-BbiMoraTtesib BbIMOJIHAMA
JNloKasnbHble ataku, unu IP-agpec, ¢ KoToporo 6blna MHULUUMPOBaHa aTakKa

. [aTta v BpemMs 06Hapy>KeHus.

. KonunuectBo dainos, 66110 3alwMbpoBaHO A0 TeX Mop, MOKa aTaky He
3abnokupoBanu

. [enicTBUS N0 BOCCTaHOBMEHUIO AJ1st Bcex (DaloB Ha LieNeBon KOHEYHOM
TOUKe.

Some details are hidden by default. Click the Show/Hide Columns button in
the upper right side of the page to configure the details you want to view in the
grid. If you have many entries in the grid, you can choose to hide filters using
the Show/Hide filters button in the upper right side of the page.

JononHuTensHylo MHGOPMAaLMI0 MOXHO MOJTyUYMTb, HaXkaB Ha HoMep daina.
Bbl MoOXeTe NpPOCMOTPeTb CMUCOK C MOJIHbIM MyTeM K WUCXOAHbIM U
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BOCCTAHOBJIEHHbIM (aitlaM, a TakXke CTaTyC BOCCTaHOBJIEHMSI AJfisi BCeX
(dhannoe, yyacTByOLMNX B BbIOpAHHON aTake BbIMoraTesen.

BaxHo

Pe3epBHble KONMKM AOCTYMHbI He 60s1ee YeM Ha 30 gHel. MoxanyncTa, obpaTute
BHWUMaHWe Ha flaTy 1 BpeMs, MoKa CyLLecTBYeT BO3MOXHOCTb BOCCTaHOBJIEHUSA
¢ainos.

[na BoccTaHoBNeHUs halnoB OT NPorpaMM-BbiMOraTenen:

1.
2.

Bbibepute Heob6xoanMble Bam aTaku B ceTke.
Haxkmnte kHonkKy BoccTaHoBUTB dhainbl. NosSBUTCA OKHO NOATBEPXKAEHMS.

CospgaeTcs 3afa4a No BOCCTaHOBIIEHMIO. Bbl MOXeTe NPOBEpUTL ero cTaTyc
Ha cTpaHuue 3agaum, Kak u ansa no6oi gpyron 3agauu B GravityZone.

Ecnv o6HapyxeHue siBnsieTcs pe3ysibTaToM 3aKOHHbIX NPOLECCOB, BbINOSHUTE
crepyoLimne fencTBus:

1.
2.
3.

BbibepuTe 3anucu B ceTke.
HaxxmuTe Ha [l06aBUTb UCKJTIOYEHUS KHOTKY.

B HOBOM OKHe Bbl6epVITe NOJINTUKU, K KOTOPbIM AOJDKHO NPUMEHATbLCA
UCKJTIIOYEHMe.

Haxmute Jo6aBUTb.

ByayT NnpuMeHeHbl BCe BO3MOXXHbIE UCKITFOYEHUS: Ha MarnkKy, Ha npouecc
u Ha IP-agpec.

Bbl MOXKeTe MpoBepUTb UM MBMEHUTL X B pa3aene Antimalware > Settings
> Custom Exclusions nonmtuku.

Mpumeyanne
ﬂ,eﬂTeﬂbHOCTb BbIMOraTenen oTc/ieXXMBaeTcs B TeueHue 2 fneT.

10.1.2. OtyeTbl cepBepa Exchange

JocTynHbl cneaytolime TUNbl 0TYETOB AJ1s cepBepoB Exchange:

Exchange - 3a6noKupoBaHHoe COiePXXUMOE U BJIOXKEHUSA
CopepXut mHbopMauMo O NUCbMax WK BJIOXKEHUSIX, KOTOpble MOAY/b
yrpaBsieHUs1 KOHTEHTOM YyAanun C Bbl6paHHbIX CepBEepoB B TeyeHue
onpefesieHHOro UHTepBasa BpeMeHU. MHbopmMaLms CoaepXnT:
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AZpeca 3N1eKTPOHHOW NOYTbI OTNPaBUTENEN 1 NosyyaTenen.

Ecnn ANIEKTPOHHOE NMUCbMO COAEPXKUT MHOIO nonyuaTeneVl, BMECTO agpecoB
SﬂeKTpOHHOVI NMOo4YTbl B OTYETE 0T06pa)KaeTc;1 KOJIN4yeCcTBO nonyaneneVl,
ABnAroLleecsa CCbIJIKOW Ha OKHO, copgepxauiee CrNnMCokK apgpecos
3J'|eKTpOHHOl7I MnoYThbl.

Tema Email.

Tun o6HapyXeHusi, yKasblBalOLWMiA, YTO GUNbTP yrpaBieHUs KOHTEHTOM
06HapPY>XXWn yrpoasy.

Lencteus npeanpuHATbLIE MPU 06HAPYXEHWN.

CepBep, Ha KOTOPOM 6bina 06Hapy)XeHa yrposa.

Exchange - 3a6nokmpoBaHble HeCKaHMpyeMble BII0XKEHUSI
CopepXuT MHdopmMaLIo 0 MMCbMaXx, CofiepXKaLlyx HECKaHUPYEMbIE BIIOXXEeHUS
(cunbHO c©XKaTble, 3allMLLEHHbIe MaponeM, U T.4.), 3a6/MOKUPOBaHHbIE Ha
noyToBbIX cepBepax Exchange B TeueHue onpeaesieHHOro nepuoga BpeMeHu.
NHbopmMaums cogepxuT:

Appeca 3IeKTPOHHOM MOoYTbl OTNPaBUTENEN U NonyYaTenen.

Ecnu aneKTpoHHOE MMCbMO COAEPXXUT MHOTO NoslyYaTesiel, BMECTO afpecoB
3JIEKTPOHHOM MOYThLI B 0TYETE OTO6paXkaeTcs KOJIMYECTBO MosyyaTenen,
ABNSIOLLEECS CCbIIKOM Ha OKHO, COJep)Xaliee CMUCOK ajpecoB
SJIEKTPOHHOWM MOYThI.

Tema Email.
[eicTBuS, BbIMOSIHEHHbIE MPU YAANEHUN HECKAHUPYEMbIX BIIOXKEHWA:
— YpaneHHoe NMUCbMO, YKa3bIiBaeT, YTO BCE COOB6LLEHUNE 6bISIO YAANEHO.

— YpaneHHble BNIOXKeHUS, o6u.|,ee Ha3BaHue AnAa Bcex AEVICTBMIZ, KOTOpble
YAANAKT BJIOXXEHUA U3 COO6LLI,eHVII7I SﬂeKTpOHHOﬁ MOYTbl, TAKUX KakK
yAaneHune BNOXeHUA, nepeMelleHne B KapaHTUH UJN nNepemMeleHmne C
yBeaAOMJIEHNEM.

Ha)kaB Ha ccblUIKy B KojoHKe [leicTBMe, Bbl CMOXeTE MPOCMOTPETb
noApo6Hyto MHPOpMaLMIO O KaXAoM 3ab6/IOKUPOBAHHOM BJIOXEHUU U
COOTBETCTBYHLLEM NPEANPUHATOM AENCTBUN.

[aTy 1 BpeMsi 06Hapy>XeHusl.

CepBep, Ha KOTOPOM 6b1J10 06HAPYXKEHO 3NIEKTPOHHOE NMUCbMO.
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Exchange - CKaHupoBaHUe aKTUBHOCTHU 3ﬂeKTp0HHOﬁ noyThbl
[MokasbiBaeT CTaTUCTUKY O AencTBusx, npeanpuHATbIX MoayJsieM 3allunTbl
Exchange, B Te4yeHunun onpeneneHHoro nHTepeasia BpeMeHN.

[eiicTBUA CrpynnUpoBaHbI Mo TUMY 06HapyXXeHuUs (Bpe4OHOCHbIE MPOrpaMMbl,
cnam, 3anpeLleHHbIe BIIOXEHUS U 3aMnpeLLeHHbIN KOHTEHT) U MO CepBepaMm.

CTtaTucTuka nokasbiBaeT cnepyrouine CoctoaHuA SHEKTDOHHOVI NoYTbl:

KapaHTUH. 3TK nucbMa 6bInn NepemMeLleHbl B Nanky KapaHTUHa.

YpaneHo/OTKNOHEHO 3TW nNucbMa 6blnn  yAaneHbl WM OTKJIOHEHbI
cepBepoMm.

I'IepeHanpaBneHo. 9TM nucbMa 6binn nepeHanpasJieHbl Ha ajapec
SJ'IeKTpOHHOﬁ noyThbl, yKa3aHHbII7I B NOJINTUKE.

OunLLeHO U AoCTaBNeHo B 3Tux nmucbmax yrpoabl 6biv yaaneHbl U
nponyLueHbl Yepes GUIbTPbI.

ONeKTPOHHAsA MoYTa CUMTAETCH OYMLLLEHHOW, Koraa Bce o6HapyXXeHHble
BJIOXKEHUA ObININ BblsieYEHbl, NMEePeMELLLEHbl B KapaHTUH, yaaneHbl Wiu
3aMeLLEeHbl TEKCTOM.

M3meHeHO M pocTaBneHo. B 3aronoBku aTux nucem 6blna fo6aBrieHa
MH(OpPMaLUUsi 0 CKaHUPOBAHWUM M TaKne NUCbMa NPOLLN Yepes pUnbTpbI.

HocTaeneHo 6e3 Apyrux AeMcTBUA. 3TN NMCbMa 6bININ MPOUrHOPUPOBAHDI
3awmTomn Exchange n nponyuieHbl Yepes GunbTpbI.

Exchange - AKTUBHOCTb BpegoHocHoro N0
Copep>XnT nHdopmMaLmto 0 NMcbMax ¢ BpegoHOCHbIM N0, 06Hapy>KeHHbIX Ha
Bbl6paHHbIX NOYTOBbIX cepBepax Exchange B TeyeHun onpegeneHHoro nepuoaa
BpemeHu. MHdopmauma copepxuT:

Appeca 3IeKTPOHHOW MOoYTbl OTNPaBUTENEN U NONyYaTenen.

Ecnu 3n1eKTpOHHOE MMCbMO COAEPXXUT MHOTO NoJlyYaTesiel, BMECTO afpecoB
3JIEKTPOHHOM NOYThLI B 0TYETE OTO6paXkaeTcs KOJIMYECTBO MosyyaTenen,
ABMSIOLLEECS CCbIIKOM Ha OKHO, CoJep)Kaliee CMUCOK ajpecoB
SJIEKTPOHHOWM MOYThI.

Tema Email.

CocTosiHMe 3JIEKTPOHHOro NMCbMa nocrse CKaHnMpoBaHMA Ha BpeaAoOHOCHoOe
Mo.
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Ha)xaB Ha CCbUIKY COCTOSIHMS, Bbl CMOXeTe NMpocMaTpeTb MoApOo6HYH
UHbOpMaLUIO 06 06HAPY>KEHHBIX BPeAOHOCHbIX NporpaMmax U AencTBsAX
Hag HUMW.

. [aTty v BpeMsi 06HapyXXeHus.

. CepBep, Ha KOTOPOM 6blsla 06HapPYXXeHa yrposa.

Exchange - Ton-10 o6Hapy)<eHHbIX BpeAOHOCHbIX MPOrpamMmm

Coob6LaeT BaM 0 Ton-10 cambix pacnpoCTPaHEHHbIX YrPoO3, 06HAPYXEHHbIX
B MOYTOBbLIX BJIOXEHUsIX. Bbl cMoxeTe co3gaTb ABa NpefcCTaBfiEHUS,
cofepaline pasfiyHble CTaTUCTMYECKUe AaHHble. OAuH BUJ NOKasbiBaeT
KOJIMYECTBO O6HapYXXEHWI, 3aTparvBaeMbiX MoJsiyyaTesied UM OfHOro
oTnpaBuUTensi.

Hanpumep, GravityZone 06Hapy>Kun 04HO MUCbMO C 3apaXKeHHbIM BIIOXKEHUEM,
OTnpaBJ/ieHHOE NATK NofayvyaTensam.

. [lpu npocmoTpe nonyyaTenen:

— B oTyeTe nokasaHo NSATb O6HAPYXXEHWN.

— BoTtyeTe nogpo6HO NOKasaHbl TONbKO MOyvaTenu, a He OTNpaBUTENN.
. [lpn npocmoTpe oTnpaBuTEnen:

— B oTueTe nokasaHo ofHO 06HapyXeHuUe.

— B oTuyeTe nogpo6HO NOKasaH TOJIbKO OTNPaBUTESIb, @ HE MOoJlyYaTenu.

Kpome 0TnpaBMTenﬂ/nonyanene|7| N UMEH BPEeAOHOCHbIX NporpamMmMm, oTyeT
npenocTaendeT BaM cnegyrouine AaHHbIEe!

« Tvn BpeAOHOCHbIX MPOrpaMm (BMpYC, LUNMUOHCKUE NporpaMmel, PUAKT.4.)
. CepBep, Ha KOTOPOM 6blsia 06HapyXeHa yrposa.
« Mepbl, KOTOpbIE NPEANPUHA MOAYITb 3aLUNTbI OT BPEAOHOCHbIX MPOrpaMm.

. [aTy v BpeMsi nocnieiHEro o6HapyXXeHusl.

Exchange - Ton-10 nonyyaTteneit BpeAOHOCHbIX NPOrpamMmm

MokasbiBaeT Ton-10 NoYTOBbIX nonyaneneﬁ, KOTOopbleé CTalin MULIEHbIO
BPeAOHOCHbIX paCCbl/IOK B Te4eHue onpeaesieHHOro nitepesasia BpeMeHMW.

B oTueTe nofpo6HO NpefocTaBnseTCcsa BECb CMMCOK BPEAOHOCHbIX MPOrpamm,
KOTOpble 3aTparMBarOT 3TUX MoJyyaTesie, BMeCTe C MpeanpUHATLIMU
DEeNCTBUAMMN.
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Exchange - Ton-10 nonyyaTteneu cnama
MNMokasbiBaeT Ton-10 nonyyaTenein 3feKTPOHHOM NOYTbI MO YACHY cnam- Unu
(VLLMHIOBbIX NMUCEM, 06HAPY)XEHHbIX B TeYEHUE OnpesesieHHOro MHTepBana
BpeMeHU. OTUET COAEPXKMUT MHPOPMALMIO O NPEANPUHATLIX AENCTBUSX Hag
COOTBETCTBYHOLMMU NMUCbMaMMU.

10.1.3. OT4YeTbl N0 MOOUABHBIM YCTPOICTBAM

MpumeyaHmne
3awuTa oT BpeaoHocHoro MO 1 cOOTBETCTBYHOLLME OTUYETbI OCTYMHbI TONIBKO AJIS
ycTponcTB Android.

CrnuncokK TMNoB 0TYETOB, AOCTYNHbIX AnA MOG6UNbHbIX YCTPOVICTBZ

CocTosiHMe aKTUBHOCTH BpeaoHocHoro MO
MoMoraeT y3HaTb, CKOJIbKO 1 Kakne MO6UJIbHbIe YCTPOWCTBA 6bIN 3apaXKeHbl
BpeAoHOCHbIM MO B TeuyeHne onpedesieHHOro nepuofa BPEMEHU U Kakue
yrposbl 6binM 06HapyXeHbl. Mo6UNbHbIE YCTPOWCTBA CrpynnuMpoBaHbl Ha
OCHOBE CieAyHoLMX KpUTEpPUEB:

« Mo6unbHble ycTpoiicTBa 6e3 Kakux-nm6o obHapy>eHui (BpefoHOCHbIe
yrpo3bl He 6bliv 06HAPYXXeHbl 3a YKasaHHbIN Nepuoj, BpeMeHM)

o Mo6uibHble YCTPOWCTBA, BblfeYeHHble OT BpegoHocHoro MO (Bce
o6Hapy>XeHHble (aisibl 6bIn yaaneHbl)

« Mo6unbHble yCcTPOUCTBA, coaepXkaline BpegoHocHoe MO (HekoTopble U3
06Hapy>eHHbIX (hainoB He 6bIN yaaneHbl)

Ton-10 3apa)XeHHbIX yCTPONCTB
Moka3biBaeT Ton-10 cambix 3apa)KeHHbIX MOOWIbHbLIX YCTPOWCTB 3a
onpepeneHHbI Nepuog BpeMeHn U3 06LLEero Yncnia MobubHbIX YCTPONCTB.

MpumeyaHmne
Tabnuua ¢ Noapo6HOCTAMM OTO6GpaxaeT BCe O6HapYXXeHHble BPeAOHOCHbIe
nporpamMmbl Ha Ton-10 3apaXeHHbIX MOGUJIbHBIX YCTPOUCTB.

Ton-10 o6Hapy)>XeHHbIX BPeAOHOCHbIX MPorpaMm
Moka3sbiBaeT Ton-10 BpeAOHOCHbIX MPOrpamMm, 06HAPYXXEHHbIX B TeyeHue
onpeaeneHHoro nepuoaa BpeEMeHU, Ha MOGWIbHbLIX YCTPOMCTBAX.
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Mpumeyanmne
Tabnuua c getanssMu oTobpa)kaeT BCe MOOWUIIbHbIE YCTPONCTBA, KOTopble 6bInn
3apakeHbl 06HapyXeHHbIMM Ton-10 Bpef0HOCHbIMU MPOrpaMMamMu.

CoBMeCTMMOCTb YCTPOUCTB

NHdopMupyeT Bac 0 COCTOSSHUM COBMECTUMOCTM BblGpaHHbIX MOBUIbHbIX
YyCTPONCTB. Bbl MOXeTe yBUMAETb MMA YCTPOMCTBA, COCTOSIHWE, OMNepaLMOHHYHO
CUCTEMY U NPUUYMHY HECOBMECTUMOCTMU.

Ona  nonyyeHuss 6onee NogpobHOM WHPoOpMauum o TpeboBaHUAX
COBMECTUMOCTH, MOXaJyrncTa, npoBepbTe «KpUTepum HECOBMECTUMOCTM» (p.
431).

CMHXpPOHU3aLuUs YCTPOMCTB

NHpopMuMpyeT Bac 0 COCTOAHUM CUHXPOHN3ALMN MOBUIIbHbIX YCTPONCTB. Bbl
MOXKeTe MNPOCMOTPeTb MMS YCTPOMCTBA, MONb30BaTesNs, KOTOPOMY OHO
HasHayeHo, a Tak)Ke COCTOSIHUE CUHXPOHMU3aL MK, ONEPaALMOHHYIO CUCTEMY U
BpeMsi, Korfa yCTponcTBO 6b1s10 NOCNEAHUI pa3 OHNANH.

Ona nony4yeHunsa 6onee noapo6Hon MHpopmMauum, obpaTutechb K «lpoBepka
cTaTyca MO6USIbHbIX yCTPOUCTB» (p. 188).

3abnokupoBaHHble Be6-canTbl

MHd)OpMI/IpyeT BaC O KoJim4yecTBe NonbITOK AOCTynNa Bbl6paHHbIX YCTpOIZCTB
K Beb-canTam, KOTOpble 3a6J'IOKI/IDOBaHbI no npasunam Beb AOCTYyn, B TE4YEHNE
onpeaenieHHoOro nHTepeasjia BpeMeHN.

[lns kaXkporo ycTponcTaa ¢ 06HapyXXeHUAMM, HAXXMUTE Ha LMdpy, yKasaHHYH
B cTON6LE 3a6M0KMpOBaHHbIe caiTbl, AJ151 T(POCMOTPa NoApo6HOM HbopMaLmm
0 KaXk[o 3a6/10KMPOBAHHON BEG-CTPaHULIE, TAKOW Kak:

. ccbinka URL

« KOMMOHEHT NONMTUKK, KOTOPbIW BbINOSHUI AencTBUe
« KonnuyectBo 3a610KMPOBaHHbIX NOMbLITOK

. Bpewms, korpa Be6-canT 6b11 32a6/10KMPOBaH

Ona nonyyeHus 6onee nofpo6bHoN MHGOPMALUM O HAaCTPOMKAX MOSIUMTUKU
Be6-gocTyna, obpatutech K «[podunu» (p. 437).

AKTUBHOCTb Be6-3aLLUTbI

NHbopmupyeT Bac 0 KOIMYECTBE NOMbITOK AOCTYNa Bbl6paHHbIX MOGUIIbHbBIX
YCTPOWCTB K Be6-canTaM € yrpo3amm 6€30nacHOCTH ((DULLMHT, MOLLEHHNYECTRO,
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BPeAOHOCHbIE NPOorpaMMbl MU HEHAAEXKHbIE CalTbl) B TEUEHUMN ONPESESIEHHOIO
WHTepBana BpeMeHW. 1151 KaXXA0ro yCTPONCTBA C 06HAPYXEHUSIMU HAXXMUTE
Ha umndpy, ykasaHHyto B cTonbue Blocked Websites, gnsi npocMmoTpa noapo6Hom
MHbOopMaLUK 0 KaXK[,0M 3a6/10KMPOBaHHON Be6-CTpaHuLLe, TaKoM Kak:

« ccbinka URL

o Twn yrposbl (GULIMHF, BpPefOHOCHble NPOrpaMMbl, MOLUEHHUYECTBO,
HeHaeXHbIW calT)

« KonnuyectBo 3a6/10KMPOBAHHbIX MOMbITOK
. Bpewms, korga Be6-canT 6bi1 3a6710KMpoOBaH

Be6-6e30nacHOCTb ABASIETCA KOMMNOHEHTOM MOJIMTUKK, KOTOPasi O6HapyXXmMBaeT
N 6710KMpyeT canTbl ¢ Npobnemamm 6esonacHocTu. [nsa nonydyeHus 6onee
nogpo6Hon WHpopMauum o napamMeTpax MoUTUKN Be6-6e30MacHOCTH,
obpatuTech K «besonacHocTb» (p. 427).

10.2. Co3paHue oT4eTOB

Bbl MOXKeTe co3paThb ABe KaTeropum OTYETOB:

MrHoBeHHble 0T4YeTbl. MrHOBEHHbIe 0TYeTbl aBTOMaTMYeCcKn oTobpaxkatoTcs
cpasy nocrie Ux cosgaHus.

OTueTbl N0 pacnucaHuio. 3aniaHMPOBaHHbIE 0TYETbl MOTYT 6bITb HACTPOEHDI
Ha nepuoaMYeckuin 3anyck B 3apaHHble gaty U Bpems. CnMcok Bcex
3anlaHMPOBAHHbIX 0TYETOB OTO6paXkaeTcsl Ha cTpaHuLe OTYeThl.

BaHo
MrHoBeHHbIe 0TYeTbl aBTOMaTUYECKN yAanarnTcAa nNpu 3aKpbITUU CTPaHULbl OTHETA.
3anJ'IaHI/IpOBaHHbIe OTYeTbl COXpaHAKTCA N 0TO6pa)KaPOTCﬂ Ha CTpaHuue OTyeThbl.

YTo6bl CO3AaTb OTYET:

1.
2.

MepenguTte Ha cTpaHuuy OTYeTbI.
Bbi6epuTe TMN 06BEKTOB CETU U3 MEHIO BUIOB CETEN.

HaxxmuTe kHonky @ [lo6aBUTb B BepXHeWN YacTu Tabnuubl. [OSIBUTCS OKHO
KOH(Urypauum.

Mcnonb3oBaHue 0TYETOB 534



Bitdefederrawt\/Zomg

unfollow the traditional

Create Report

»

Details —
Type: Antiphishing Activity
MName: * Antiphishing Activity Report

Settings

QO Now

Scheduled

Reporting Interval: Today

Show: © All endpoints

Only endpoints with blocked websites

Delivery: Send by email at

Select Target

Selected Groups
8 Computers and Virtual Machines

Onuuu oTyeTa no KOMMNbrOTEPaM N BUPTYasibHbIM MallnHaM

4. Bbl6epuTe HYXKHbIN TMN O0TYeTa U3 MeHK. [11s nonyyeHuss 6osee noapobHOM
nHdopMauumn, obpatuTech K« Tunbl 0T4eTOB» (p. 512)

5. BeeguTe nogxopsiee uMa ans otyeta. Mpu Bbi6ope MMeHW YyUUTbIBANTE TUN
0TYeTa, ero HasHayeHne U BO3MOXXHOCTU NapaMeTpoB oTYeTa.

6. HacTpolika nepnonYHOCTH OTHETOB:
« Haxmute Ceityac, yTobbl CO34aTb MTHOBEHHbIN OTYeT.

. Bbl6epuTe Mo pacnucaHuio, YTo6bl HACTPOUTb aBTOMATHUYECKYHO FeHepaLuio
oTyeTa yepes XenaeMmblil UHTepBas BpeMEH!:

— [loyacoBoW, C ykasaHWeM UHTEpBaia Mexay Yacamu.
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— EXepfHeBHbI. B 3TOM cnyyae Bbl TakKe MOXeTe YyCTaHOBUTb BpeMs
Havana (Y4acbl ¥ MUHYTbI).

— BEXeHefesNbHbIiA, B yKasaHHble HU HELLeNU 1 B 3ajaHHOE BpeMs Havasna
(4acbl M MUHYTBI).

— BEXeMecsiuHbIW, B yKa3aHHbIN leHb KaXX40ro MecsiLa v B 3aaHHOE BPeMS
(4acbl M MUHYTBI).

[na 6o0nblUMHCTBA TUMOB OTYETOB BaM Heo6XOAMMO yKasaTb WHTepBan
BPEMEHU, K KOTOPOMY OTHOCATCS 06pabaTbiBaeMble laHHble. B oTueTe 6yayT
0TO6paXKaTbCsl AaHHbIE TOMbKO 3a BbIGPaHHbIV NEPUOS BPEMEHW.

HekoTopble TUMbl 0TYETOB NPEAOCTABNIAOT BO3MOXHOCTb GUIbTpaLnm, YTobbI
NMOMOYb BaM Jlerye HaWTW MHTEpECYoLLYO Bac UHdopMauuto. Ucnonbaynte
napameTpbl GunbTpauum B paspene lMokasaTb ANA MOJYYEHUS TOJIbKO
HeobxoanMomn nHpopmMaLmu.

Hanpumep, ana otyeta CTaTyc O6HOBNEHMA Bbl MOXeTe Bbi6paTb AN
NPOCMOTPa TOJIbKO CMINUCOK CeTeBbIX 06bEKTOB, KOTOPbIe He 06HOBJIEHbI, UK
Te, KOTOpble AO/MKHbI 6bITb Nepe3arpy)eHbl 419 3aBepLUeHNs 06HOBIIEHU.

[ocTtaBka. YT0O6bl MONYYMTb OTYET NO pacnuUCcaHuIo No 3NEKTPOHHOM MoyTe,
yCTaHOBUTE COOTBETCTBYIOLLMI GnaxKok. BBeanTe agpec 31eKTPOHHOM NOYThl,
KOTOPbIN Bbl XOTUTE, B Nose HXKe. [10 yMonYaHuio, NTUCbMO COAEPXXUT apXuB
c AeymA dainamm otdyeta (PDF n CSV). Ucnonb3ayinte dnaxku B pasgene
MpukpenuTb (aitnbl N HACTPONKM - Kakue daibl U Kak OTAPaBAATb UX MO
9NIEKTPOHHOM MoyTe.

Bbi6epute uenb. [pokpyTUTe BHW3, YTO6bl BbIGPaTb OOGLEKTbI OTYeETa.
Bbi6epute 0fHY MM HECKOMBKO FPYMM KOHEYHbIX TOYEK, KOTOPbIE Bbl XOTUTE
BKJIIOUYNTb B OTYET.

B 3aBMCUMOCTM OT Bbl6paHHON MepeoanyHOCTH, HaxkMuUTe Co3gaTtb, YTOGbI
co3faTb MrHOBEHHbI OTYeT unM CoXpaHuTb, UYTO6bl CO3A4aTb OTYET Mo
pacnucaHuio.

« MrHoBeHHbIW OTYET 6yAeT OToOpaXkeH cpasy Mocsie HaXkaTus KHOMKU
CospaTb. Bpems, Heo6xoanmoe ajisi co3gaHus 0TYETOB, BapbUpyeTcs B
3aBMCMMOCTM OT KOJIMYECTBA YMNpaBJiieMbIX 06beKTOB ceTU. [loanTechb
3aBepLUeHMsl CO3aHNsA BbIGPAHHOMO OTYeTa.

« 3annaHupoBaHHbIN 0TYeT 6yAeT oTo6paXKaTbCs B CMMCKE HA CTpaHuLe
OTyeThl. [ocne TOro, Kak 3aK3eMnasAp oTyeTa 6bla CO3AaH, Bbl MOXeTe
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NMPOCMOTPETb OTYET, HaXXaB Ha COOTBETCTBYHLYH CCblIJIKY B KOJIOHKe
MocMmoTpeTb O0TYeT Ha CTpaHuLe OTYeTbl.

10.3. llpocMOTp 1 ynpasJieHne oT4eTaMm Mo pacnucaHmio

YT106bI NPpOCMaTpPMBATL U YPaBAATb 3aMlaHUPOBaHHbIMU OTYETaMU, NepenanTe
Ha cTpaHuuy OT4YeTbl.

Bitdefender”

& v .
e Computers and Virtual Machines s, A

Dashboard Add @)D ad () Delete Refresh
Network Report name Type Recurrence View report
Packages

Tasks

Malware Activity Report Malware Activit Daily No report has been generated yet
Policies - o g i ° v

Assignation Rules

Reports

Quarantine

CTpaHI/ILLa 0oT4yeTOB

Bce oTuyeTbl MO pacnucaHUio OoToGpa)kaloTcs B Tabnuue BMecTe C MoJjie3Hon
MHbOopMaLMEN O HUX:

« WmauTunotyerta

« [lepMognmyHoCTb OTYeETa

. [MocnepHui cozpaHHbIN aK3eMMasp.

Mpumeyanune
OTyeTbI MO pacnmMcaHuto 4OCTYNHbI TOJIbKO ANA noib3oBaTens, KOTOprl71 nxcospgan.

YT106bl OTCOPTMPOBATL OTYETHI MO ONPEeAEesIEHHOMY CTONBLY, MPOCTO HAXMUTE
Ha 3aroJIoBOK HY)>XHOro cTonéua. LLlenkHnTe 3aronoBok cTonbua ewe pas, Ytobbl
N3MEHUTb NOPAAOK COPTUPOBKM.

YT06bl ObICTPO HAUTU TO, YTO Bbl WLLETE, WUCMONb3YNTE OKHA MOMCKA WM
napameTpbl GunbTpaunm Nog 3aronoBkaMmu cTonbLoB.

YT06bl OYNCTUTL NOJIE MOUCKA, MOMECTUTE B HEFO KYPCOP U HAXKMUTE Ha UKOHKY
* YpanuTtb.

YT06bI 6bITb YBEPEHHbIM, YTO OTO6GpPaXKaeTcsl akTyaNbHaa MHGOpMaLUs, HAXXMUTe
KHOMKY © OB6HOBUTb B BEPXHEN YacTu Tabnuubl.
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10.3.1. [lpocMoTp oTYeTOB

YT06bI MPOCMOTPETbL OTYET:

1.
2.

MNepengnte Ha cTpaHuLy OTYeTbI.

CopTupyinTe 0TYETbI M0 HAa3BaHWUIO, TUMY UJIM MEPUOANYHOCTH, YTOObI BbicTpee
HaWTU HY>XHbIN OTYeT.

Ha)kmMuTe Ha COOTBETCTBYIOLLYIO CCbISIKY B KOsloHKe MocmoTpeTb oTueT Ans
oTo6paxkeHusi otyeTa. 0TO6pasUTCs caMblii MOCNELHUIA SK3EMMNSP OTYeTA.

[na npocMoTpa Bcex 3K3eMMIsApoB oT4yeTa, obpaTutech K«CoxpaHeHue
oTyeToB» (p. 541)

Bce oTyeThl cofiepXaT KpaTKoe cofep)XaHue (BepXHsia YacTb CTPaHULLbl 0TYeTa)
U NoApo6HbIN pa3aen (HXHAS YacTb CTPaHULbl OTYETA).

Pasfen KpaTKoro cogepxaHusi npefocTaBnsieT BaM CTAaTUCTUYECKUE laHHble
(kpyroBble guarpaMmmbl U rpadukn) ANis BCeX BbIOGPaHHbIX OOGBHEKTOB CETH, a
Takxe 061yt MHopMaLmio 06 0TYeTe, TaKyto KaK OTYETHbIW Nepuog (ecnu
3TO NPUMEHUMO), LieJlb 0TYeTa U T.4,

Moapo6HbIN pa3aen npefocTaBnseT BaM UHGOPMaLMIO 0 KaXk0M Bbi6paHHOM
06beKTe CeTw.

MpumeyaHmne

o [nanactponku nidbopmauunm, oTobparkaeMon Ha rpaduke, HOXXMUTE Ha 3anucu
nereHabl, YTO6bl NOKa3aTb UM CKPbITb BbIGPaHHbIE AaHHbIE.

« Haxmute Ha rpaduueckyto obnactb (o6nacTb KpyroBoW AuMarpammsl,
NPSIMOYroJibHOM), KOTOpasi BaM HyXHa, 4YTo6bl MOCMOTPETb B Tabnuue
OTHOCALLYIOCS K Hell MHbopMaLUIo.

10.3.2. PegakTupoBaHue 0TYETOB MO PacnucaHmio

Mpumeyanmne
Mpy pepakTUpPOBaHMM OTYETOB MO pacnucaHuio, Nobble O6HOBIEHUA 6yayT

NPUMEHeHbI, HaYMHaa Co ClIeAYHoLLLEro 3anycka oTyeta. M3aMeHeHUa He 3aTPOHYT
0TYeTbl, CreHepuMpoBaHHble paHee.

YT06bl U3AMEHNUTL HaCTpOVIKM OTYETOB MO pacrnucaHuio:

1.

MepenguTte Ha cTpaHuuy OTYeTbI.
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HaxxmuTe Ha uMs oTyeTa.

M3meHuTe HeO6X0}Z|,VIMbIe HaCTpOﬁKM oTyeTa. Bbl MOXeTe WU3MEHUTb
cnepywouiee:

MMsa oTueTa. BbibepuTe nogxoasiiee UMs s oTdyeTa, YTo6bl BaM 6blJI0
npoLLle NOHMMaTb O YeM OH. [pu BbIGOpE UMEHUN YUNTbIBANTE TUM OTYETA,
€ro Ha3HayeHne U BO3MOXXHOCTU NapameTpoB oTyeTa. OTUyeTam, KoTopble
reHepupyroTCs Mo pacnucaHuio, UMs AaeTcs Nosxe.

MepuoaunyHOCTL O0TUYETOB (MO pacnucaHuio). Bbl MoXxeTe 3annaHMpoBaTb
OTYeTbl, YTO6bI OHU CO34aBaNMNCh KaX bl Yac (TOYHbI YAaCOBOW MHTEPBAN),
eXefHeBHo (B onpefeneHHOe BpeMsl), eXXeHeAesnbHO (B KOHKPETHbIN JleHb
HeJleNnin ¥ BPEMS) UIn eXXEMECSTYHO (B KOHKPETHbIN leHb MecsiLia v BpeMs).
B 3aBMCKMMOCTY OT BbIGpaHHOIO pacnucaHus, 0TYeT 6yAeT BKIIOYATh TOJIbKO
JlaHHble C NMOCNeAHEro AHs, HeleM UM MecsiLia COOTBETCTBEHHO.

HacTpoiiku

— Bbl MoOXeTe 3anfiaHMpoBaTb OT4YeT, 4TO6bl OH cos3jaBa’cs
aBTOMaTUYeCcKM Kaxkablin Yyac (B onpefeNieHHbI YacoBOWM MHTepBan),
eXefHeBHo (B onpeaeneHHoe Bpemsl), exxeHefeNibHO (B KOHKPETHbIN
[eHb HeJleNin 1 BpeMsl) Uin eXkeMecsiyHo (B KOHKPETHbIN AeHb MecsiLia
n BpeMsl). B 3aBUCUMOCTM OT BbIGpPAHHOIO pacnucaHus, oTyeT GyaeT
BKJ/ItOMaTb TOJIbKO JlaHHble C MOC/iefHero AHA, Hegenu unu mecsua
COOTBETCTBEHHO.

— OTyer 6yAeT BK/OYATb TOJIbKO AaHHble BbIGPaHHOrO BPEMEHHOro
uHTepBana. Bbl MoXeTe W3MEHUTb HayaflbHbll WHTepBan npu
cnepyroL,emM obpaLtleHunu.

— BoNbWMHCTBO OTYETOB MPeAOCTaBASAT Onuuu GunbTpauum, YTobbI
NoMOYb BaM Jierye HaWTU HYXHY uHpopmauuto. Korga Bbl
npocMaTpuBaeTe OTYET B KOHCOJM, ByfeT AOCTyNHa BCA UHPopmauus,
He3aBMCUMO OT Bbl6paHHbIX onuuMin. Ecnu Bbl 3arpysuTe unm otnpasute
oTyeT, B PDF dann 6yneT BKNHOYEHO TONbKO KpaTKoe coaepkaHune u
Bbl6paHHas uHpopmavums. MoapobHble faHHble oTYeTa 6yaAyT AOCTYMNHbI
Tonbko B CSV ¢dopmare.

— Bbl MOXeTe Bbl6paTb noJjiydeHune oTyeTa no SHEKTpOHHOI;I noyre.

Bbl6paTb uesnb. BblﬁpaHHaﬂ onuua onpegendeTt Tun 06bekTa TeKyLwero
OT4ETa (KaK rpynnbl, TaK U MHANBUAYAJIbHOIO CETEBOIro 06'beKTa). Haxxmunte
Ha COOTBETCTBYHLLYH CCblJIKY, 4YTOObI NPOCMOTPETb 006beKThI TeKyLero
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oTyeTa. YTO6bLI U3MEHUTBL WX, Bbl6epVITe HY>XHble rpynnbl Uin ceTeBble
00beKTbI, KOTOpble 6yAYT BKJ1IOYEHbI B OTYET.

4. HaxmuTe CoxpaHUTb, YTO6bI MPUMEHUTL N3MEHEHUS.

10.3.3. YnaneHue oTyeTa no pacnucaHuio

Ecnu oTueT no pacnucaHuio 6osibLie He HYXXeH, ero fydule yaanutb. YaaneHve
oTyeTa MO pachMCaHU YJanUT BCE €ro 9K3eMMsipbl, aBTOMaTUYECKM
creHepupoBaHHble 10 3TOr0 MOMEHTA.

YT06bl yAaNUTb OTYET MO PacnmcaHuio;
1. MNepengute Ha cTpaHuLy OTYeTDI.
2. Bbi6epute OTYET, KOTOPbIN Bbl XOTUTE YAANUTb.

3. Haxmnte KHOMKy © YaanuTb B BEpXHEW 4acTu Tabnumubl.

10.4. BbinonHeHue AeiCTBUI, OCHOBAHHbIE HA A;aHHbIX OTYeTa

B 10 BpeMA, Kak 60J/IbLLIMHCTBO OTYETOB MOKa3bIiBAlOT ﬂp06ﬂeMbI B Balllen CeTu,
HEKOTOpPbIE N3 HUX TaKXXe npeanarakoT BaM HECKOJIbKO BapnaHTOB p,elzCTBMﬁ ana
peweHuna Hal;l,[l,eHHbIX I'IpO6J'IEM, CMNMOMOLLbHKO BCEro oAHOro Haxxatmd KHOMKu MbliLLn.

Ytobbl ucnpaBuTb NpobremMbl, OTO6GpaxaeMble B OTYeTE, HaXMUTE
COOTBETCTBYHOLLYIO KHOMKY Ha NaHes I UHCTPYMEHTOB Haj TabsIMLEN JaHHbIX.

MpumeyaHmne
BaM Hy)XHbl COOTBETCTBYHOLLME MpaBa Ha ynpaB/ieHWe CeTblo, YTO6bl BbIMOHUTb
JaHHble eNCTBUA.

Cne,qyrom,me onuun OOCTYNHbI ANA Ka)XXa0ro otyeTa:
336110KMPOBaHHbIe npuUNnoXeHus

. Jo6aBnenne WcknioyeHus. [lo6aBnsieT UCK/OYEHUE B MOJIMTUKY AJIS
npeaoTBpaLLEHNS MOBTOPHOIrO 6/I0KMPOBaHNUSA MOJYyen 3alUUTbI.

. [Job6aeutb. OnpepensieT NpaBwWIO AN MPUIOXKEHUS MAW Mpouecca B
KoHTpone MNpunoxeHun.

AKkTuUBHOCTDbL HVI

« Job6aButb ucknioyeHune. [Jo6aBnsieT UCKIKOYEHME B MOJSIUTUKY, YTOODI
npeaoTBpPaTUTb MOBTOPHbIA OTYET 06 9TOM UHLUUAEHTE.
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Mpumeyanue
Moaynb HVI MoxeT 6bITb fOCTYyneH Ajs Balwero peweHus GravityZone ¢
OTAeSIbHbIM JINLLEH3NOHHBIM KJTHOUOM.

CocTosiHMe aKTMBHOCTHU BpeAoHocHoro M0

. [poBepuTb 3apaXkeHHble Lenu. BoinonHaeT ckoHdUrypupoBaHHyto 3agady
NoJsIHOW MNpoBepKM O6BLEKTOB, KOTOPble BCe elle 0To6paxkalTcs Kak
3apaXXeHHble.

CocTosiHMe 06HOBNEHUA

« 06HOBUTb. O6HOBNSIET BbI6GPaAHHbLIX KIMEHTOB A0 MNOCNEeAHUX AOCTYMHbIX
AN HUX BEPCUMN.

CocTosiHne 06HOBNIEHUS! BEPCUU NPOAYKTOB

o O6HOBUTb. 3ameHsieT CTapblX KJIIMEHTOB KOHEYHbIX yCTpOVICTB Ha
nocnegHue AO0CTynHble BEPCUU NPOAYKTOB.

10.5. CoxpaHeHue 0TYeTOB

Mo ymonyaHuto, 0TYEeThI MO pacnucaH1io aBToMaTMyecku coxpaHsatotca B Control
Center.

Ecnu BaM Heob6xoguMo 6oree NpoaomKuTelbHoe BpeMS XpaHEHUS OTYETOB, Bbl
MOXETe COXpPaHUTb UX Ha Baw KoMmnbtoTep. CBOAHbLIA OTYET OyAeT AOCTYNEH B
t¢opmate PDF, B To BpeMsi Kak camMu NoApo6HbIe AaHHble 0TYeTa 6yAyT AOCTYMHbI
B popmarte CSV.

CyUJ,eCTBy}OT ABa crnocob6a COXpaHEeHUA OTHETOB!:

. 3JKcnopTupoBaTb
« 3arpysuTb

10.5.1. 9kcnopT oTYeTOB
YT06bI 9KCMOPTUPOBATL OTYET Ha Ball KOMMbIOTEP:
1. Bbi6epuTe popmat u HaxxmuTe 3kcnopT CSV unm 3kcnopTt PDF.

2. B 3aBMCMMOCTM OT HacTpoeK Ballero 6paysepa, ¢ann MoxeT OblTb
aBTOMATMYECKM 3arPy>KeH B MankKy 3arpy3Ku no yMoJIYaHMIo U OKHO 3arpy3ku
3anpoCuT XKeflaeMoe MeCTO, FAe Bbl A0JDKHbI yKa3aTb Nanky HasHayeHus.
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10.5.2. 3arpy3ka oT4eTOB

ApXMB 0TYETOB COAEPXUT Kak cBoAHbIN oTyeT (PDF), Tak 1 caMu flaHHble 0TYeTa
(CsV).
YT06bI 3arpy3anTb apxuB oTyeTa:

1.
2.
3.

MepenguTte Ha cTpaHuuy OTYeTbI.
Bbi6epuTe OTYET, KOTOPbIN Bbl XOTUTE COXPAHUTb.

HaxxmuTe kHonky & CKkavaTb U BbiGepuTe nn6o MocnegHuii ak3eMmnnasp, 4ToobI
3arpysuTb NocneaHU creHepupoBaHHbI OTYeT, 60 MonHbI apxmB, YTOObI
3arpysvTb apXuB, COAEPXKaLLNA BCE OTYEThI.

B 3aBuMcCMMOCTM OT HacTpoek Ballero 6paysepa, dawn MOXeT 6biTb
aBTOMAaTMYECKM 3arpy>KeH B NankKy 3arpy3Ku no yMOI4YaHWI0 N OKHO 3arpysku
3anpocuT XenaemMoe MecCTo, FAe Bbl AOJDKHbI yKa3aTb Nanky HazHayeHus.

10.6. OTnpaBKa oTyeTOB

Bbl MOXXeTe 0TNpaBATb OTYETbI MO 3/IEKTPOHHOI NOYTE, UCMNOJb3YA creaytoLme
napameTpbil:

1.

YT0o6blI OTNPaBUTb OTYET, KOTOPbLIA Bbl MPOCMaTPUBAETe, MO 3/IEKTPOHHOM
noyTe, HAXXMUTE KHOMKY dneKTpoHHasa noyrta. OTyeT 6yaeT OTMpaBfieH Ha
afpec 3NeKTPOHHOW MOYThI, CBA3aHHbIWN C BaLLEeN Y4eTHOW 3arnuchblo.

YT106bI HACTPOUTL pPacnMcaHue AOCTaBKM OTYETOB MO 3/IEKTPOHHON MoyTe:
a. MNepenpute Ha cTpaHuyy OTYeThI.

b. HaXmuTe Ha Ha3BaHMWe HYXXHOr0 OoTYeTa.

c. MNop HacTtpouku > [locTaBKa, BbibepuTe OTNpaBuTb No email .

d

Beepgute Hy)KHbIVI aapec SJ'IeKTpOHHOﬁ noYTbl B nose Huxe. MOXHO
[o6aBuUTb Ntob6oe Heo6X0ANMOE KOJIMYECTBO agpecos SJ'IEKTpOHHOﬁ NMoYThbl.

e. Haxmute CoxpaHuTb.

MpumeyaHmne

Tonbko KpaTKuMi oTyeT M rpaduk 6yayT BkoyeHbl B dann PDF,
OTNpaBfIsieMbli N0 3NIEKTPOHHON NoyTe. Moapo6HbIe faHHble oTYeTa 6yayT
JOCTYnMHbI B danne CSV.
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OTYeTbl OTNPABAAOTCS MO 3/IEKTPOHHON NOYTE B BUAE apXMBOB C PacLLUMpeHNEM
.Zip.

10.7. lNeyaTb O0TYETOB

Control Center B HacTosLLee BpeMs He NoaaepXusaeTt GyHKUUIO nevyaTn. YTobbl
HaneyaTaTb OTYET, HEO6XOAUMO CHaYasia COXPaHUTb ero Ha CBOW KOMMbIOTEP.
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11. KAPAHTUH

KapaHTI/IH - 9TO BaLIJI/ICprBaHHaFl nanka, Kotopaa coaepXuT noTeHuunasibHO
BpeOOHOCHbIe d)al;lﬂbl, Takune Kak: nogo3puTesibHO-BpeAOHOCHbIE MpPOorpamMmbl,
noAo3pUTESIbHO-3apaXXeHHble NporpaMMbl UK gpyrme HexxkenaTtesbHble d)a|7|nb|.
BMpyC, VI30)'II/Ip0B8HHbII;I B KapaHTMHHOIZ 30HE, HE MOXET NPUYNHUTb HUKaAKOro
Bpena, Tak Kak ero Hejb34 3anyCTuTb UK OTKPbITb ANA YTEHUA.

GravityZone nepemelyaet daisbl B KapaHTUH B COOTBETCTBUM C MOJSIMTUKOMN,
YCTaHOBJIEHHOW Ha KOHEYHbIX ToYKax. [10 yMonyaHuto, haisibl, KOTOpble He MoryT
6bITb BblsleYeHbl, OTNPABAAITCA B KAPAHTUH.

dannbl KapaHTUHA COXPAHSAKTCA JIOKASIbHO Ha KaXXAoW KOHeYHOM TouKe , 3a
ucknoyeHnem cepeepa VMware vCenter, MHTErpUPOBaHHOMO C KOHEYHbIMMW TOUYKaMU
vShield n ¢ NSX, rge oHu coxpaHsatoTca Ha Security Server.

BaxHo
KapaHTuH HepoCTyneH A5 MOBUIIbHbIX YCTPOWUCTB.

11.1. lpocmoTp KapaHTHHa

CtpaHuua KapaHTuH npepocTtaBisieT Nogpo6bHyo umHbopmauuio o dannax B
KapaHTMHE CO BCeX KOHEYHbIX TOUYEK, KOTOPbIMU Bbl YNpaBisieTe.

Bitdefender - .
GravityZone OMNSHOTEPS U BHPTYANEHEE MALLWHEL i
VHQOPMaUHOHHa naren | (S) Boceravomume. @) 3arpyaume (=) Vaanume (=) Ouncrume kapasmi OfHosims

Cete Komnbiorep TP-anpec ®aiin Wi yrposbi TlOMelLieH B KaADAHTHH  ~ CTGTYC YueTHO 3annch

Vnserrapuaauyin
Mpweskenuii
3apaum
MonuTukn
Mpasuna HasHaveHin
OTeTsl

KapanTin

CTpaHuua KapaHTuHa

CTpaHuua KapaHTUHA COCTOMT U3 ABYX NaHeneu:

« KomnbtoTepbl 1 BupTyasbHble MalluHbl, Ana  $annoB, O6HaPY>XEHHbIX
HenocpeacTBeHHO B ¢haltyloBoM CUCTEME KOHEYHOMN TOYKM.

« CepBepbl Exchange, ans aneKTpoOHHOM NOYTbI U GannoB, MPUKPEMIEHHbIX K
3JIEKTPOHHOM MOYTE, 0O6HAPYXXEHHbIX Ha NOYTOBbIX cepBepax Exchange.
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HaCTDOﬁKa 0To6pa)Keva B BerHEVI 4aCTU CTPaHULbI MO3BOJIAET NepeKknrvaTbCcq
MexXxay 3TUMU NaHenaAMMN.

NHbopmaumsa o painax, noMelLleHHbIX B KapaHTUH, 0TO6paXkaeTcs B BUAE TabnuLbl.
B 3aBMCMMOCTM OT KOJIMYECTBA YNPaBAAEMbIX KOHEYHbIX TOUEK, a TAKXKE CTENEHU
nHbekuuK, Tabnmua KapaHTMHa MOXET BKJIloUYaTb B ce65 60JbLIOe KOJIMYECTBO
3anuceil. TabsMua MOXET COAepPXXaTb HECKOJIbKO CTpaHuL, (Mo YMOYaHuIo, Ha
CTpaHuLe oTo6paxkaeTca ToJibko 20 3anucen).

[ns nepemMelleHUst MO CTPaAHMLLAM UCMONb3YNTe KHOMKU HaBUraLuu B HUXXHEN
yactu Tabnuubl. YT06bl U3MEHUTbL KONIMYECTBO 3anuncel oTobpakaeMblX Ha
CTpaHuLe, BBEAWUTE APYroe 3HaYeHMe B NoJie PAAOM C KHOMKAMU HaBUraLuu.

[ns nyJweit HarNAAHOCTU AaHHbIX, B KOTOPbIX Bbl 3aMHTEPECOBaHbIl, Bbl MOXeTe
“cnonb3oBaTb MOJS NMOMCKA M3 3arofIoBKOB CTOJIBLOB, YTO6bl GUNbTPOBaThb
oTo6paxkaemble AaHHble. Hanpumep, Bbl MOXeTe UCKaTb KOHKPETHYH Yrposy,
06HapYXXEHHYIO B CETU, UJIN KOHKPETHbIA CETEBON 06BLEKT. Bbl Takke MoxeTe
HaXUMaTb Ha 3arofioBKM CTON6LOB, 4TO6bl OTCOPTMPOBATb AaHHble Mo
onpeneneHHoOMy CTon6uy.

YT06bI 6bITb YBEPEHHBIM, YTO OTOGPAXKAETCS aKTyanbHas MHPopMaLus, HAXXMUTE
KHOMKy © OBHOBUTb B BEPXHEN YacTu Tabnuubl. JaHHas GyHKLMA MOXET 6bIThb
MOJIE3HOW, €C/IN Bbl ANUTENbHOE BPEMSI HAXOAMTEeCh Ha CTpaHuLe.

11.2. KapaHTUH KOMMNbIOTEPOB U BUPTYasibHbIX MaLUKUH

Mo ymonyaHuo ainbl B KapaHTMHe aBTOMATUYECKU OTMNPaBNAKTCA B
JNlabopaTtopun Bitdefender gna aHanusa uccnegosatensmu Bitdefender. Ecnu
Hanuuune BpegoHocHoro MO noATBepPXXAEHO, BbINMYCKAETCsl CUrHaTypa, KoTopas
Mo3BOSIUT ero yaanutb. KpomMe Toro, paisibl B KapaHTUHE CKaHMPYOTCA nocre
KaXk4oro o6HoBeHMs 623 fJaHHbIX CUrHATYP BPEAOHOCHbIX MporpaMm. OUnLLLEHHbIE
(hannbl aBTOMaTUYECKU BO3BPALLAIOTCA Ha CBOe MeCTO. JlaHHble BO3MOXHOCTM
coaepXaTbCa B KaXAon nonntuke 6esonacHocTv us pasgena MoauTuku u Bbl
Mo)keTe BblbpaTb, criefyeT I COXpaHATb (aisibl B KapaHTUHE UK NIEYUTb UX.
[nsi nonyyeHus 6onee Noapo6HON MHpopMaL MK, obpaTuTech K «KapaHTuh» (p.
310).

11.2.1. MpocmoTp noapo6Hoit MHpOopMaLMK KapaHTUHA
Tabnuua kapaHTUH NpeAOCTaBAseT BaM CNeAyoLLYH0 MHhOPMaLMIO:

« M5t KOHEYHOM TOYKM, HA KOTOPOW Yrpo3a 6bina obHapyXKeHa.
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o IP-appec KoHeYHOM TOYKM, Ha KOTOPOW Yrpo3a 6bliia 06HapyKeHa.

« [lyTb K 3apa)K€HHOMY UJIM NOA03pUTENbHOMY (altfly Ha KOHEYHOW TouKe, Ha
KOTOPOM OH 6bl/1 0O6HapPYXXEH.

« WMs, KOTOpoe AaHO BpefoOHOCHOW yrpo3e uccnefoBaTensaMm 6€30nacHOCTH
Bitdefender.

. [laTa u Bpems, Korga ¢ainn 6b11 NOMELLEH B KapaHTUH.

« CocTosHMe BbIGPAHHOMO AeACTBMUS HAf NepeMELLLaeMbIM B KapaHTUH (haniom.

11.2.2. YnpaBneHue dainamm B KapaHTUHe
B ka)xxgou cpefe napaMeTpbl KapaHTUHA OT/INYaOTCS:

« Security for Endpoints xpaHuT ainbl B KapaHTUHE Ha KaXXA0M YNpaB/iieMoM
komnbtoTepe. Mcnonb3ys Control Center,y Bac ecTb BO3MOXHOCTb, KaK yaansitb,
Tak 1 BOCCTaHaBNMBaTb OTAesbHble dhaisibl, NOMELLEHHbIE B KAPaHTUH.

. Security for Virtualized Environments (Multi-Platform) xpanut dainbl B
KapaHTUHe B KaXkaon yrnpaBnsieMomn BUpTyasibHoM MalumHe. Micnonbays Control
Center, y Bac eCTb BO3MOXHOCTb, KaK yAanaTb, Tak U BOCCTaHaB/MBaTb
oTaenbHble Gansibl, NTOMeLLEeHHbIe B KAPaHTUH.

« Security for Virtualized Environments (MHTerpMpoBaHHbI# C KOHEYHOIN TOYKOW
VMware vShield unu NSX) xpaHuT daitsibl B KapaHTUHe Ha ycTpoicTBe Security
Server. Ucnonbays Control Center, y Bac ecCTb BO3MOXHOCTb yAanaTb Ganbl
13 KapaHTUHa UM COXPaHATb UX B BbIGPAaHHOM MECTOMOMNOXEHUN.

BoccTaHoBneHMe (aiinoB U3 KapaHTUHA

B oTaenbHbIX criyyasix BaM, BO3MOXHO, MOTpebyeTca BOCCTaHOBUTL (aiinbl U3
KapaHTUHA B X UCXOJHOE MECTOMOJIOXEHME UK B Apyroe MecTo. OfHa 13 Takux
CUTyaLuiA, Kora BaM Heo6X0AMMO BOCCTAHOBUTb BaXKHble (haiinbl, XpaHsLmecs
B 3apaX€HHOM apXMBe, KOTOPbIV 6blS1 NEPEMELLLEH B KAPAHTUH.

MpumeyaHmne
BoccTaHoBeHue haifioB U3 KapaHTUHa BO3MOXHO TOJbKO B Cpefiax, 3aLLMLLeHHbIX
Security for Endpoints u Security for Virtualized Environments (Multi-Platform).

[na BoccTaHOBMEHNS OAHOMO UN 6onee d)a|7u10|3, NnoMelweHHbIX B KapaHTUH:

1. Mepengute Ha cTpaHuLy KapaHTuH.
2. Bbibepute KoMnbioTepbl U BUPTYyasibHble MalUMHbl U3 MEHIO MPOCMOTpa B
BepXHeun YacTu CTpaHuLbl.
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3. YcTaHoBMTe (aXKku, Ha COOTBETCTBYIOLWMX (aifiax B KapaHTUHe, KOTopble
Bbl XOTUTE BOCCTaHOBUTb.

4. HaxMuTe KHOMKy © BOCCTaHOBUTb B BEPXHEil 4acTu Tabnuubl.

5. Bblb6epuTe MeCTO, B KOTOPOE Bbl XOTUTE BOCCTAHOBUTb BblGpaHHble (haisibl
(Wnu opurHan, unu Apyroe MecTo Ha KOMMbIOTEpe).

Ecnu Bbl pelwnTe BOCCTAHOBUTbL B APYroe MecTo, Heo6XoAMMO BBECTU
abCoNOTHBIN NYyTb B COOTBETCTBYIOLLEM MOJIE.

6. BblbepnTe ABTOMATUYECKM [06aBNATb UCKAIOUYEHUSI B MOJIMTUKY, YTOObI
UCKJTIIOUYMTb (painbl, KoTopble 6yAyT BOCCTAHOBEHbI NpK 6y AyLLMX NPOBEPKaX.
UckntoyeHne pacnpocTpaHsieTca Ha BCe MONMTUKK, 3aTparusBaroliue
Bbl6paHHble Paisbl, KPOMe NOIMTUKM MO YMOJSTYaHUIO, KOTOPasi He MOXET 6bITb
M3MeHeHa.

7. Haxxmute CoxpaHuUTb, YTOObI 3anyCTUTb 3aga4y BOCCTaHOBNEHUS dainos. B
KOJIOHKe [leMcTBUE Bbl MOXETE HAabNoAaTh CTAaTyC BbIMOSIHEHMS.

8. 3anpawmBaemMoe fencTBue cpasy XKe OTMNpPaBAAeTCA Ha 0O6bEKTbl KOHEYHbIX
TOYEeK UM KaK TOJIbKO KOHEYHble TOUYKM NOABATCS B CETU.

Bbl MOXeTe MpocMOTpeTb AEeTanu O BbIMOSIHEHUU [AEACTBMI Ha CTpaHuue
3apgaun. Mocne Toro, Kak (haiin 6yaeT BOCCTaHOBJIEH, COOTBETCTBYIOLLASA 3aM1Cb
MCYE3HEeT M3 TabnLbl KapaHTUHa.

3arpy3ka ¢annoB U3 KapaHTUHa

B BupTyanbHbIx cpefax VMware, UHTErpupoBaHHbIX C KOHEYHOM Toukon vShield
unu NSX, kKapaHTUH coxpaHseTcsl Ha Security Server. Ecnv Bbl XOTUTe U3Y4nUTb
WM BOCCTAHOBUTb flaHHble U3 (haiyioB B KApaHTUHE, HEOOXOAUMO 3arpy3nTb UX
u3 Security Server ¢ nomolbto Control Center. ®ainbl B KapaHTUHE 3arpyXaroTcs
B BuAe 3awndpoBaHHOro, 3aliuuleHHOro naponeMm ZIP apxuBa, 4TOGbI
NnpefoTBPaTUTb Clly4alHble BPeAOHOCHbIE MHDEKLIUM.

YT06bl OTKPbITh apXUB M U3BJEYb Er0 COAEPXKMMOE, Bbl AO/MKHbI UCMONIb30BaTb
WHCTPYMEHT KapaHTKHa - oTAeNbHoe npunoxeHue Bitdefender, koTopoe He TpebyeT
YCTaHOBKM.

MHCprMEHT KapaHTuUHa AOCTyneH Ana cneayrwmnx onepaymnoHHbIX CUCTEM!

« Windows 7 unu HoBee
. bBonblwmHcTBO ANCTPUEYTUBOB 32-paspsfHblx Linux-cuctemM c rpadmueckum
uHTepdeincom nonbsosatens (GUI).
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Mpumeyanmne
MoxkanyncTa, o6paTuTe BHUMaHMWE, YTO MHCTPYMEHT KapaHTUHa He UMeeT MHTepdeiica

KOMaHZHOM CTPOKM.

MpepynpexpaeHune

Byp,bTe OCTOPOXXHbI NpU U3BNEYEHNN ¢)a|71n03 N3 KapaHTUHa, NOCKOJIbKY OHU MOT'yT
3apasunTb Bally CUCTEMY. PeKOMeHJJ,yeTCFl n3BnekaTb U aHannsnpoBsaTtb d)aVIan n3
KapaHTMHa Ha TecToBon wum I/13OJ'WIpOBaHHOI7I cucrtemMe, npeanoyvYTUTENIbHO
pa6oTatouien Ha Linux. BpegoHoCHble MHPeEKUUM Nerye caepXmnBaTb B CUCTEMAX
Linux.

YT106bI CKayaTb CIJaI‘/‘IJ'IbI, nomMeleHHble B KapaHTUH, Ha KOMMNbHOTEP:

MepengnTte Ha cTpaHuuy KapaHTuH.

Bbi6bepuTe KomnbloTepbl U BUPTYyasibHble MALUMHbI M3 MEHIO MPOCMOTpa B
BEPXHEN YaCTu CTpaHULbl.

Ins dvnbTpaumm gaHHbIX B Tabnuue BBeauTe UMs xocTa unm IP-agpec Security
Server B COOTBETCTBYHOLL,EM MOJie 3arofioBKa Tabnuubl.

Ecnu KapaHTUH 605blIOK, YTOOblI MPOCMOTpeTb (annbl, B KOTOPbIX Bbl
3aMHTEepecoBaHbl, BaM, BO3MOXHO, MOTpe6yeTcs NPUMEHUTb AOMOSIHUTESNbHbIE
GUABLTPLI UK YBENNYUTL KOIMYECTBO (aifioB, 0TO6paXaeMblxX Ha CTpaHuULe.
YcTaHoBUTE (BNlaXXKM Ha COOTBETCTBYHOLWMX (ainax, KoTopble Bbl XOTUTE
3arpysuThb.

HaxmMuTe KHonky @ CKavaTb B BEpXHel YyacTu Tabnuupl. B 3aBucuMocTu ot
HacTpoek Ballero 6paysepa, BaM 6yfeT NpeasioXXeHO COXpPaHWUTb Ghaiinbl B
nanky no Ballemy Bbl6opy, Unun dainbl 6yayT aBTOMaTUYECKM 3arpy>KeHbl B
MeCTOMOJI0XKEHNE 3arpy30K N0 YMOYaHUIO.

YT106bI noJly4nTb AO0CTYN K BOCCTAHOBJIEHHbIM (bal;lJ'IaMZ

1.

3arpysnte COOTBETCTBYHOLWMWA WHCTPYMEHT KapaHTMHa pAnsa  Balleu
onepalyMOoHHON cUcTeMbI co cTpaHuubi Momolb & Moaaepixka uin ¢ 0gHOro
13 cnepyrownx agpecos:

o WHcTpymeHT KapaHTuHa ansa Windows

o WHcTpyMeHT KapaHTuHa ans Linux

MpumeyaHune
MHCTpyMeHT KapaHTuHa ans Linux 3aapxuBupoBaH B hann tar.

3anycTuTe UCTONHSEMbIN haiil MUHCTPYMEeHTa KapaHTUHa.
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WHCTPYMEHT KapaHTUHa

3. B wMeHto daitn HaxkxmuTe KHonKy OTKpbITb (CTRL+0) unu HaxxmuTe & OTKpbITb
NS 3arpysKu apxvBa B MHCTPYMEHT KapaHTuHa.

daninbl opraHn3oBaHbl B apXyUB BUPTYanbHOW MaLUMHOW, B KOTOPOW OHU 6b1Kn
06HapyXXeHbl, U COXPaHSIOT CBON OPUrMHaNbHbIN NYTh.
4. Tepepf U3BnNeYEHNEM apXMBUPOBaHHbIX halsioB, €CNN BKJIKOYEHO CKaHMPOBaHWe
BPEAOHOCHbIX MPOrpaMM Ha cUCTeMe, y6eauTech, YTO OTKIIHOUUAN €ro Ui
HaCTPOWUIIM UCKJTFOYEHUS CKAHUPOBaHUSA A1 MECT, Kyla Bbl 6yieTe U3BNeKaTb
daiinbl. B npoTUBHOM cnyyae Balla nporpaMmMa 06HapyXeHUsi BpeLOHOCHOro
MO 06HapYXUT UX U MPUMEHUT Mepbl K U3BNEYEHHbIM (haiinam.
Bbi6epuTe hainbl, KOTOpblE Bbl XOTUTE U3BMEYD.
B MeHto daiin, HaxxmMuTe U3Bneub (CTRL+E) unm HaxxmuTe kHonky & UsBneub.

7. Bbibepute nanky HasHauyeHus. Gannbl 6yayT n3BneYeHbl B ykazaHHOE MeCTO,
COXPaHSisi OPUrMHasbHY CTPYKTYPY Narnok.

oo

ABTOMaTHueckoe yaaneHue Gpannos U3 KapaHTMHa

Mo ymonyaHuto dainbl B KapaHTUHE, co3f,aHHble 6onee 30 fHeW Ha3ag, yaansaTcs
aBTOMAaTUYeCKU. ATOT NapaMeTp MOXET 6bITb MU3MEHEH MYTEM pefaKTUpPoBaHMWs
NOJSINTUKM, HA3HAYaEMON YNpaBsieMbiM KOHEYHbIM TOUYKaM.

YT06bl UBMEHUTL MHTEepBaJl aBTOMaTU4e€CKOro ygaJsjieHus d)aVIHOB, NMOMeELLEHHbIX
B KapaHTUH:

1. Mepengute Ha cTpaHuly MonuTukm.

2. Hampute NONINTUKY, Ha3HAY€HHYI0 KOHEYHbIM TOYKaM, Ha KOTOPbIX Bbl XOTUTE
U3MEHUTb HaCTpOVIKy, N HAOXXMUTE Ha ee UMA.
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3. MepenguTte Ha cTpaHuuy AHTUBpeaoHocHoe MO > HacTpouku.

4. B pasgene KapaHTUH BbiGepuTe KONMYECTBO AHERN, NOCe KOTOporo dansbl
OyayT yaaneHsbl.

5. HaxmuTte CoxpaHUTb, YTOObI NPUMEHUTb U3MEHEHMUS.

PyKoBOACTBO M0 yfaneHuio (pannos U3 kapaHTMHa

Ecnu Bbl X0TUTE BPYYHYIO yOanuThb d)a|7|nb| M3 KapaHTuHa, Bbl AO0JDKHbI CHa4dana
y6e,D,I/ITbCﬂ, 4yTo d)aﬁﬂbl, KOTOpPbI€ Bbl Bbl6paJ'II/I AnayananeHud, 60nblle He HY>XHbI.

B peanbHocTM Becb ¢ain MoXeT 6bITb BPeAOHOCHOW NporpaMmoi. Ecnu Balue
uccnegoBaHue MPUBENIO K TaKOW CUTYaLUM, Bbl MOXETE U3y4yuTb KapaHTUH Ha
npeaMeT KOHKPETHOM Yrpo3bl M yAanuTb ee U3 KapaHTuHa.

YT06bI yAanuTb OAUH UM HECKOJIbKO (haiifioB N3 KapaHTUHA:

1. Mepengute Ha cTpaHuly KapaHTuH.

2. Bbi6epnTe KomnbloTepbl U BUpTYasbHble MaLLUMHbI 13 MEHIO BbI60Opa B BEPXHEN
YacTu CTpaHULbI.

3. YcTaHoBUTE (PnaXKku Ha COOTBETCTBYHOLWMX dannax B KapaHTUHE, KOTopble
Bbl XOTUTE YAaNUTb.

4. HaXmuTe KHOMKY = YaanuTb B BEpXHEN YacTu Tabnuubl. Bbl oKHbI 6yaeTe
noaTBEPAMTL Baln Aencteus, Haxas [Ja.

B KonoHke HEﬁCTBMe Bbl MOXXeTE Ha6J'II-OAaTb CTaTyC BbINOJIHEHUA.

TpebyemMoe fencTBME HanpaBsieTCsi Ha BbIOpaHHble CeTeBble 06BbEKThI Cpasy
)K€ UM KaK TOJIbKO OHU NoSABATCS B ceTU. [Nocrie Toro, Kak dain 6yaeT yaaneH,
COOTBETCTBYHLLLAA 3aMMUCb UCYESHET U3 TabNULbl KApPAHTUHA.

OumncTka KapaHTUHa
YT06bI YyAanuTb BCe 3apaXKeHHble 06BbEKTbI:
1. Mepengute Ha cTpaHuuy KapaHTuH.
2. Bbibepute KomnbloTepbl M BUpPTYyasibHble MaLIUHbI B MEHIO BUAOB.
3. Haxxmwute kHOMKy OuncTuTb KapaHTuH.
Bbl JOMKHBI 6yfeTe NOATBEPAMTD Balln AenCcTBUSA, HaxXaB [a.

Bce 3anucum u3 Tabnuubl KapaHTMHa ouuwiatoTcs. Tpebyemoe pencTsue
HanpaefseTcs Ha Bbl6paHHble CETEBbIE 06EKTbI CPA3Y XKE UM KaK TOJIbKO OHU
NosIBATCS B CETU.
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11.3. KapaHTuH cepsepoB Exchange

KapaHTI/IH Exchange COOEPXUT INEKTPOHHbIE NMUCbMa U BJIOXKEHUA. MO,EI,yJ'Ib
3alnTbl OT BPE€AOHOCHbIX TMporpaMM OTMNpaBJiIdeT B KapaHTUH BJIOXXEHUA
3}'IEKTpOHHOI7I no4yTbl, B TO BpPEMA KaK aHTUCNam, d)VU'IpraLl,VIH KOHTEHTa "
BJIOXKEHUN, oTnpaBndeT B KapaHTUH BCE 3JIEKTPOHHOE NMNCbMO.

MpumeyaHmne
MoxkanyincTa, o6paTuTe BHUMaHUWE, YTO KapaHTUH ansi cepBepoB Exchange Tpebyet
[ONOJIHUTEJIbHOE AMCKOBOE NPOCTPaHCTBO Ha pa3pene, rae yCtaHOBJIEH areHT
6e30MacHOCTM. Pasmep KapaHTuUHa 3aBUCUT OT KOJIN4YeCTBa XpPaHALLUXCA 3/1EMEHTOB
M UX pasmepa.

11.3.1. NpocMoTp NoApo6HOK MHDOPMaLIMK KapaHTHHA

CtpaHuua KapaHTuH npeanaraet Bam nogpo6Hyo nHdopmauumo 06 o6bekTax B
KapaHTuHe u3 Bcex Exchange cepBepor B Balwein opraHusauuu. MHpopmaums
JOCTYyMHa B TabnuLe KapaHTUHA U B OKHE OMUCaHUA KaXXA0ro o6bekTa.

Tabnuua KapaHTUH NpefocTaBsisieT BaM crieyroLLyto MHdopMalmto:
o Tema. Tema coobLEHNSA HA KapaHTUHE.

. OTtnpaBuTenb. Afpec 9NeKTPOHHOM MNOYTbl  OTMNpaBUTENs, KOTOPbIN
oTo6parkaeTcs B MoJie 3arosyloBKa 3JIEKTPOHHOM No4Tbl From.

. Monyuatenn. Cnucok nonyyatenen, KoTopble oTo6paxkalTcsa B MOMSX
3aroJIoBKOB CO06LLeHN 3/1eKTPOHHOM noYThkl To u Ce.

« PeanbHble nony4yartenu. Cnuncok oThenbHbIX aapecos 3HeKTp0HHOI7I MOYThbl
nonb3oBaTesieNn, KOTOpPbIM NpeaHa3Ha4vaslaCb A40CTaBKa NMCbMa, npexxae 4emMm
nonacTb B KapaHTUH.

« Cratyc. CocTosiHMe 06beKTa MNocsie TOro, Kak OH 6bIJ1 NPOCKaHUpoBaH. CTaTyc
NnoKasblBaeT, MOMeYeHO JIN MUCbMO Kak CraM UK COAEPXKMUT HexkenaTeslbHbIN
KOHTEHT, UK BIOXKEHWE 3apaXKeHHO BPeJOHOCHOM NMporpaMmMoNn, Noo3peBaeTca
B MHPULMPOBaHMUU, HEXENaTeNTbHOE U HECKaHUpPYEMOE.

« WmsaBpepoHocHoro MO. Nms, saHHOE BpeAOHOCHOM YIpo3e, ccrefoBaTensimMm
6e3onacHocTu Bitdefender.

. WmMmsa cepeepa. IMa cepBepa, Ha KOTOPOM yrpo3a 6biia 06HapyKeHa.

. B KapaHTHuHe. [laTa 1 BpeMs, Kora o6beKkT 6bls1 TOMELLEH B KAPAHTUH.
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. CraTtyc geiictBua. CTaTyc AeNCTBUM Hag 06beKkTaMu B KapaHTUHE. Bbl MoXxeTe
6bICTPO NPOCMOTPETb COCTOSIHNE AENCTBUSA - B 06paboTKe Un feNcTBUE He
yAanochb BbINONHUTb.

Mpumeyanune

« KonoHku PeanbHble nonyyaTtenu, Umsa spegoHocHoro M0 1 Ums cepeepa CKPbITbI
Mo yMOJI4aHUIO OT MPOCMOTpA.

o KorpaHeckonbKo BIOXKEHWI 0T 0HOro aipeca 351eKTPOHHOM NMoYTbl OTNPaB/ieHbI
B KapaHTWH, Tabnuua KapaHTUHA NOKasblBaeT OTAENbHO KaXA0e BIIOXKEHME.

YT06bI HACTPOUTL AeTaNM NapamMeTPOB KapaHTUHA, 0TO6PaXKatoLWMXCs B TabnumLe:
1. HaxkmuTe kHomKy Il CTon6ubl B NpaBoi BEpXHEN YacTu Tabnmupbl.
2. Bbibepute cToN6Lbl, KOTOPbIE Bbl XOTUTE OTOOPA3UTD.

YT06bI BEPHYTLCS K MPOCMOTPY CTONOLLOB MO YMOJTYAHMIO HAXXMUTE KHOMKY
CépocuThb.

Bbl MOXeTe nosyunTb 60s1ee Noapo6Hyo MHbOPMaLMIo, HaXkaB Ha cCblKy TeMa,
COOTBETCTBYIOLLYIO KaXAoMy o06bekTy. OkHO CBegeHuMa 06 obbekTe
npeaocTaBnseT BaM CreaytoLLyo MHopmaumio:

« O6bekTB KapaHTUHe. Tun o6beKTa B KapaHTUHeE, KOTOprVI MOXeT 6bITb KakK
SﬂeKTpOHHOVI NMOYTOW, TAK U BJIOXKEHMEM.

. B KapaHTUHe. DaTtau BpeMs, Korga 06beKT 6blN noMeuleH B KapaHTUH.

« Crartyc. CocTosiHMe 06beKTa Nocse Toro, Kak oH 6bIs1 MPpocKaHMpoBaH. CTaTyc
nokasblBaeT, NOMEY€eHO S MMCbMO KaK CraM WM COAEPXUT HeXenaTenbHbIN
KOHTEHT, UNn BJIOXKEeHUE 3apaXXeHHO BPe4OHOCHOMN NporpamMmMoi, nofo3peBaeTcs
B MHQULMPOBaHMUU, HEXeNaTeNbHOE UM HECKaHUPYEMOE.

« Wma enoxenua. Nms daina BROXeHUss OGHAPYXXEHHOro 3awuTon OoT
BPeAOHOCHbIX NPorpamMm unu Moaynem GunbTpaLmmn BIOXEHUHN.

« Wmsa epegoHocHoro MO. imsi, LaHHOE BpeaoHOCHOW Yrpo3e, UccneaoBaTesisiMu
6e3onacHocTu Bitdefender. 3Ta MHbopMaUMa fOCTYMHA, TONbKO €CNN 06BEKT
6bl1 3apaXkeH.

. Touka o6HapyXeHusi. 06 beKT 06HaPYXKEH UJIM Ha TPAHCTIOPTHOM YPOBHE, MU
B MOYTOBOM fILLMKe, UNK B 06LLei nanke xpaHunuwa Exchange.

. COOTBeTCTByIOI.U,ee npaeuno. I'Ipanmo NOJINTUKMK, onpeaenmellee yrposy.
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. Cepsep. iMA cepBepa, rae 6bina o6HapyxeHa yrposa.
. IP oTnpaBuTens. IP-agpec oTnpasuTens.

. OtnpaButenb (OT). AZpec 3MeKTPOHHOM MOYTbl OTMNPaBUTENS, KOTOPbIN
oTo6parkaeTcs B MoJie 3arosyioBKa 3JIEKTPOHHOM NoYThbl OT.

. Monyuatenu. Cnvcok nonyvyaTenen, KoTopble OTOGpakatoTcs B MOSSAX
3aro/IoBKOB COOBLLLEHMI 311eKTPOHHOM noyThl To u Cc.

« PeanbHble nonyvyartenu. Cnucok oTaenbHbIX aapecoB SJ'IEKTpOHHOVI MOYThbl
nonb3oBaTenen, KOTOpPbIM NnpeaHasHa4vaslaCb 4O0CTaBKa MMCbMa, npexxae 4emMm
nonacTtb B KapaHTUH.

o Tema. Tema coobLEHNSA HAa KapaHTUHeE.

Mpumeyanne

3HaK MHOroTouuns B KOHLe TEKCTa yYKa3blBaeT, YTO YaCTb TEKCTa onyLieHa. B atom
cny4dae, HaBeauTe Kypcop MbllUn Ha TEKCT, YTOObI NpPoOCMOTpeTb ero BeCb B BnAae
BCﬂﬂbIBaPOU.Leﬁ noAcCKa3Ku.

11.3.2. 06bEKTbI Ha KapaHTUHe

Co06LLEHNS 3NIEKTPOHHOMN NOYTbI U (altsibl, MOMELLEHHbIE B KAPAHTUH MoAyJieM
3awmTbl Exchange, xpaHaTCs JIOKaNbHO Ha cepBepe B BuAe 3aliMdbpoBaHHbIX
taiinos. C nomouubto LieHTpa ynpaBneHusi Bbl UMeeTe BO3MOXHOCTb BOCCTAHOBUTb
MOMeLLeHHble B KAPAHTUH COOBLLEHWNS SNIEKTPOHHOM MOYTbI, @ TAKXe yaansTb Uu
COXpaHATb Nto6ble (hansibl MK 3NIEKTPOHHbIE MUCbMA, MOMELLEHHbIE B KapaHTUH.

BoccTtaHoBneHue AJIEKTPOHHbIX NUceM U3 KapaHTUHa

Ecnv Bbl peluunnu, YTo aneKTPoHHAs NoyTa B KapaHTUHE He NpeaCcTaBNAeT yrposbl,
Bbl MOXeTe Wu3BJiedb €e U3 KapaHTuHa. Mcronbaysa Be6-cnyx6bl Exchange,
3aWMTHUK Exchange-cepBepa oTnpaBnsieT a/eKTPOHHOE MUCbMO, NMOMELLaeMOe
B KapaHTWH, B BWUAE BJIOXEHWUA MO 3MEKTPOHHOW MouTe A yBeAOMJIEHUI
Bitdefender.

MpumeyaHmne

Bbl MOXKeTe BOCCTAHOBUTb TOJIbKO 9N1IEKTPOHHbIE NUCbMa. ﬂ,ﬂﬂ BOCCTaHOBJ1eHUSA
BJ/10XX€HUA N3 KapaHTUHa, Bbl AOJDKHbI COXPaHUTb €ro B JIOKasibHYHO Narnky Ha cepeepe
Exchange.

[na BoccTaHOBAEHNA OQHOMO UJTM HECKOJIbKUX NMUCEM:
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1. Mepengute Ha cTpaHuly KapaHTuH.
Bbi6epuTe Exchange 13 MeHI0 BbI6Gopa B BEPXHEN YacTU CTpaHULbI.

YcTaHoBUTE CI)J'Ia)KKI/I Ha COOTBETCTBYHLLNX JIEKTPOHHbIX MUCbMaX, KOTOpPbIE
Bbl XOTUTE BOCCTAHOBUTb.

4. HaxmuTe KHOMKY © BoccTaHOBUTb B BEPXHEN YacTu Tabnuubl. [osiBUTCA OKHO
BoccTaHOBUTDb YYETHbIE JaHHble.

5. BblbepuTe yyeTHble AaHHble nosib3oBatenss Exchange, ynonHomouyeHHoro
OTNpaBfIsiTb BOCCTAHOBJIEHHbIE 3/IEKTPOHHbIE NUCbMa. ECnn yyeTHble AaHHble,
KOTOpble Bbl cobupaeTecb UCMONb30BaTh, HOBble, B MEPBYIO O4vepenb, Bbl
JOJDKHbI X 106aBUTb B AUCMETYEP YUYETHbIX AaHHbIX.

UT06bI 4OO6ABUTH HEO6XOAUMbIE YYETHbIE AAHHbIE!

a. BeeauTte Heob6xoaMMyro MHPOPMALMIO B COOTBETCTBYHOLLME MNOJIS 3arosioBKa
Tabnuubl:
. Wmsa nonb3oBaTtensa n naponb nonb3oBaTtens Exchange.

MpumeyaHue
NMa nonb3oBaTensa A[OMHKHO BKIOYATb WMMS [OMEHa, Hanpumep,
user@domain nim domain\user.

. Appec anekTpoHHON MouThbl nonb3oBatens Exchange, Heo6xoauMbIi
TOJIbKO TOrAa, KOrAa agpec 351eKTPOHHOW NOYTbI OTAIMYAETCS OT UMEHU
nonb3oBaTens.

. Ccbuika Exchange Web Services (EWS), Heo6xoaumas ecnu
aBToob6HapyxeHne Exchange He pab6oTaer. 3To, Kak mnpaBuo,
NPOUCXOAUT B CIlyYae € MOrpaHNYHbIMU TPAHCMOPTHLIMY CEPBEPaMU B
LEeMUIMTapM30BaHHON 30HeE.

b. Haxmute kHonky @ [lo6aBUTb B BEPXHEN YacTK Tabnuubl. HoBbI Habop
YYeTHbIX flaHHbIX 6yaeT AobaBneH B TabnumLy.

6. HaxmuTe kHONKy BoccTaHOBUTL. [10ABUTCS OKHO NOATBEPXAEHUS.

3anpawuvBaeMoe AelUcTBUE Cpasy HamnpaBnseTcs Ha Bbl6paHHble CepBepbI.
Mocne Toro, Kak 3J/IeKTPOHHAs MoYTa BOCCTAHABIIMBAETCH, OHA TaKXke
yZanseTca v U3 KapaHTWHa, NpU 3TOM COOTBETCTBYHOLLasA 3aMucb UCYe3aeT U3
Tabnmubl KapaHTUHa.

Bbl MOXkeTe npoBepPUTb COCTOAHME Nnpouecca BOCCTAHOBJIEHNA B no6om us
3TUX pa3aenos:
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. CraTtyc geiicTBusa B CTON6LE TabnNULbl KapaHTUHA.
o CTtpaHuuya Cetb > 3apgaum.

CoxpaHeHue annoB B KapaHTUHE

Ecnv Bbl XOTUTE M3YYNTb UM BOCCTAHOBUTL AaHHbIe U3 KapaHTKHa, Bbl MOXeTe
coxpaHuTb (haisibl B TOKanbHYH Nanky Ha cepeepe Exchange. Bitdefender Endpoint
Security Tools paclwmdpyeT Painbl U COXpaHUT UX B yKa3aHHOM MecCTe.

YT06bI COXpaHUTb O4UH UJTIU HECKOJIbKO d)aﬁnos B KapaHTUHE!

1.
2.
3.

MepengnTte Ha cTpaHuuy KapaHTuH.
Bbi6epuTe Exchange 13 MeHIo BbIGopa B BEPXHEN YacTW CTPaHULbI.

OTdunbTpyNTE faHHble B Tabnuue Ana npocMoTpa Bcex Gpansnos, KOTOPbIE Bbl
XOTUTE COXPaHUTb, BBEASA MOUCKOBbIE TEPMUHbI B MOJISIX 3ar0fI0BKOB CTOJOLL0B.

YcTaHoBUTE (DnaXxkky, Ha COOTBETCTBYHOLWMX daitnax B KapaHTUHE, KOTopble
Bbl XOTUTE BOCCTaHOBUTb.

HaxxmuTe kHonKy ® CoxpaHUTb B BEpXHEW YacTu Tabnuupbl.

BeepguTe nyTh K nanke Ha cepBepe Exchange. Ecnu nanka Ha cepBepe He
CyLLeCTBYeT, TO OHa 6yfeT co3faHa.

BaxHo

Bbl LOMKHBI UCKITOYMTD 3TY Manky M3 CKaHMpoBaHWUsi GansioBoi CUCTEMBI, B
NPOTUBHOM cilyyae daisbl 6yayT nepemMeLLeHbl B KapaHTUH KOMMbIOTEPOB U
BMPTYyasibHbIX MaWuH. [ns nonyyeHns 6onee noApo6HOM WHDOpMaLMy,
obpaTtutech K «Mcknouenns» (p. 312).

Ha)xmuTe CoxpaHuTb. [10ABUTCA OKHO NOATBEPXKAEHUS.

B konoHke CTaTyc AeicTBUA Bbl MOXeTe HabNtoaaTh CTaTyC BbINOSIHEHUS. Bbl
TaK XKe MO)XXeTe npocMaTpuBaTb CTaTyC BbINOJIHEHWUS Ha cTpaHuue Cetb >
3apgaum.

ABTOMaTHueckoe yaaneHue Gpannos U3 KapaHTMHa

Mo ymonuaHuto, hainbl B KapaHTuHe cTapile 30 AHEN yAansloTCs aBTOMATUYECKM.
Bbl MOXKeTe UBMEHUTL 3TY HAaCTPOWKY, OTPELAKTUPOBAB NONUTUKY, HA3HAUYEHHYIO
ynpasnsiemomy cepBepy Exchange.
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YT06bl U3BMEHUTb MHTEepBaJl aBTOMaTU4Ye€CKOro yaaslieHus d)aﬁnos, NoMeLeHHbIX
B KapaHTUH:

1.
2.

5.

MepeitgnTe Ha cTpaHuLy MonanTukm.

HaxxmMuTe Ha HasBaHMe NOJIMTUKM, Ha3HauYeHHow cepBepy Exchange, koTopas
BaM Heobxoanma.

MepenanTte Ha cTpaHuyy 3awmTa Exchange > O6wme.

B paspnene HacTpoliku Bbi6epUTE KONIMYECTBO AHEN, Nocsie KoToporo dhanbl
6yayT yAaneHbl.

HaxmuTe CoxpaHUTb, YTOObI MPUMEHUTb U3MEHEHMUSI.

PyKOBOACTBO N0 yaaneHuto $hainos U3 KapaHTUHA

YT06bl yAanUTb OAUH UM HECKOJIbKO 06BEKTOB U3 KapaHTUHa:

1.
2.
3.

MepengnTte Ha cTpaHuuy KapaHTuH.

Bbi6epuTe Exchange 13 meHto Bbibopa.

YcTaHoBUTe (niaxkkm Ha cooTBeTCTBYHLWMe (alnbl, KOTOpPbie Bbl XOTUTE
yoanutb.

HaxxmuTe KHOMKY © YaanuTb B BEPXHEN YacTu Tabnumubl. Bbl LOMKHbI 6yaeTe
noATBEpPAMTb Balun AeUCTBUS, HaxkaB [a.

B konoHke CTaTyc AEﬁCTBMH Bbl MOXeTe Ha6J'II-04E|,aTb CTaTyC BbINOJIHEHUA.

3anpawmvBaeMoe AelNcTBME Cpasy HarpaBisieTCsl Ha BblGpaHHbIe CepBEPSI.
Mocne Toro, Kak cain 6yaeT yaaneH, COOTBETCTBYHOLLAA 3aNUCb UCYESHET U3
Tabn1Lbl KapaHTUHA.

OumncTka KapaHTMHa

YT1obbI YAannTb BCe 3apa>XeHHble 06BbEKTbI:

1.
2.
3.

MepengnTte Ha cTpaHuuy KapaHTuH.

Bbi6epuTe Exchange B MeHo BbiGopa.

HaxxmuTe kHonKy OuncTuTb KapaHTuH.

Bbl fomkHbI 6yeTe NoATBEPAMTD Ballu AencTBus, Haxkas [a.

Bce 3zanucu us Ta6JWIL|,bI KapaHTMHa Oo4unularoTCA. 3anpomeHHoe [J,EVICTBMe
HEMEOJIEHHO OoTnpaBnAeTCa o6bekTam ueneBon ceTun.
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CtpaHuua Sandbox Analyzer npepocTaBnsieT co6oit efuHbIn UHTepdec ans
npocmoTpa, GunbTpaunum U Noucka asTOMaTUYECKOW W pPy4YHOW OTNPaBKU B
cpene necoyHuubl. CTpaHunua Sandbox Analyzer cocTouT U3 ABYX o6nacTei:

Dasnboarg

Network

Reports

39038129_678983652480114_B523395463558741120_n.fog
Cloud Sandbox

218PNG
Cloud Sandbox

CtpaHnuua Sandbox Analyzer

1.

O6nacTb ¢punbTpaLyMmn NO3BONISET BaM UCKATb U GUIbTpoOBaTb MaTepuarsbl Nno
pasfiMyHbIM KPUTEPUSIM: UMSA, X3LW, faTa, pesynbTaT aHanunsa, ctaTyc, cpesa
neToHauum n Texumkun MITRE's ATT&CK.

06nacTb KapTOUEK OTNPaABKMN OTOOPaXKaeT BCe 3aABKU B KOMMaKTHOM hopMaTe
c noapo6Hon nHpopmaLmen o KaxkKaom ns HuX.

Ha cTtpaHuue Sandbox Analyzer Bbl MOXeTe cienaThb ClieaytoLee:

(DMﬂprOBaTb KapTO4KU OTrpaBKu

MpocMoTpeTb CNNCOK OTNPaBAEHHbIX 06EKTOB U MOAPOGHYHO MHPOPMaLMIO
06 aHanuse

MoBTOpHas oTnpaBKa 06pa3L0B Ha aHanu3 ¢ KapTbl MOAauu
YnanaTb KapTOYKM OTNPaBKu

Cpenatb pyyHyto nogauvy

12.1. GunbTpaums KapToyek OTNpaBKM

BoT uTo Bbl MOXeTe cAaenaTb B 061aCTU GUNbTPOB:
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®dunbTpoBaTb 3aABKU MO PasfINyHbIM KpUTepUaM. CTpaHULa aBTOMATUYECKM
3arpysuT TOJIbKO KapTbl CO6bITU 6e30MacHOCTH, COOTBETCTBYHOLLME
BblGpPaHHbIM KpUTEPUAM.

CépocbTe puNbTpbl, HaXKaB KHOMKY O4YMCTUTb GUNbTPbI .

CKpbITb BKagKy GUNbTpbl, HaXaB KHOMKY CKpbiTb GpunbTpbl . Bbl MOXeTe
CHOBa 0TO6pasuTb CKpbITble MapaMeTpbl, HaxxaB MokasaTb GUNbTPLI .

Bbl mMoxeTe ¢unbTpoBaTh oTnpaBneHus Sandbox Analyzer no cnegyrowmm
KpUTEPUSIM:

Mpumep umenn u xawa (MD5). BBeguTe B noJie Noncka 4acTb UM BCE UMS UK
X3LLU MICKOMOTO NpuMepa, a 3aTeM HaxxMunte KHonky Mouck ¢ npaBon CTOPOHBI.

JaTta. Yto6bl hunbTpoBaTh MO AaTe:;

1. HaxmuTe 3Ha4yoK kKaneHgaps [, 4To6bl HaCTPOUTb BPEMEHHble PaMKu
noucka.

2. Onpegenute vHTepBan. Haxmute kHonku OT u [0 B BepxHen yacTu
KaneHgaps, YTobbl BblbpaThb AaTbl, ONpegensitolme BpeMEHHON UHTepBarn.
Bbl TakXe MOXXeTe BbibpaTb 3apaHee onpeesieHHbIN nepuog U3 cnucka
napameTpoB crpaBa OTHOCUTENIbHO TeKyllero BpeMeHu (Hanpumep,
nocnegxue 30 gHei).

Bbl Takke MOXeTe YKa3aTb 4acCbl U MUHYTbI ANA Ka)K}J,OI7I naTtbl BDEMEHHOIO
MHTEepBasa, UCnosib3yda onuun nog KaneHgapem.

3. Haxmute OK, 4T06bI NPUMEHUTL PUNBTP.

PesynbtaT aHanusa. Bbibepute oAMH WM HECKONbKO W3  CclefytoLlmx
napamMeTpoB:

— Ouuctutb - o6pasel, 6e3onaceH.
— 3apa)keHHbIl - o6paseLl, onaceH.

— Henoppep)xueaemblii - 06paseL, umeeT popmaT, KoTopblii Sandbox Analyzer
He MOXeT NPoBepUTh. YTO6bI NPOCMOTPETh NOJHbIN CMIUCOK TUMOB (Gainos
W pacwuvpenud, nopgepxuBaembix  Sandbox  Analyzer, cm.
«MNoppepxxneaemble Tunbl n Paclwumpenus ®anos ana OTnpaBku BpyyHyo»
(p. 614).

OueHKa cepbe3HOCTU. 3HaueHne yKasbiBaeT, HaCKObKO onaceH o6pasel, no
wkane ot 100 go 0 (Honb). YeM BbllLEe oLleHKa, TeM onacHee o6pasel. CTeneHb
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CEpbe3HOCTU MPUMEHSAETCS KO BCEM OTMpaB/ieHHbIM 06pasuam, BKIoYas
o6pasLbl co cTaTycoM YmucTbiik unv Henopaep>XmBaeMmbilii .

Tun OTNpPaBKW. Bb|6ep|/|Te OA4WH U HECKOJIbKO 13 cneayrunx napamMmeTpoB:

— BpyuHylo. Sandbox Analyzer nonyumn o6pasel, c NoMoLLbto onumm OTnpaBKa
BPYUYHYIO.

— JaTuuK KoHeuHoi Touku. Bitdefender Endpoint Security Tools otnpasun
obpasel B Sandbox Analyzer Ha ocHOBe NnapamMeTpoOB MOJIMTUKM.

— Jatuuk ceTeBoro Tpadpuka . [JaTumK ceTu oTnpaBui obpaseL, B IOKasIbHbIN
ak3emnnsap Sandbox Analyzer Ha ocHoBe napaMeTpoB MOJIUTUKW.

— LieHTpanu3oBaHHbIW KapaHTMH . GravityZone oTnpaBun o6pa3sel B
nokanbHbIv ak3emMnisp Sandbox Analyzer Ha ocHOBe NapaMeTpoB NOJITUKN.

— API. O6paseu 6bi1 NepefaH B okanbHbIN ak3emnnap Sandbox Analyzer ¢
nomoLybo metoaoB API.

— [DaTtumnk ICAP. Security Server oTnpaBuni o6paseL, B JIOKaJIbHbI 3K3eMMIsp
Sandbox Analyzer nocne ckaHupoBaHus cepsepa ICAP.

CBefieHuss nepefpauu. YCTaHOBUTE OAWH WU HECKONbKO W3 CleAyHLLUX
(hnaxKkoB:

— BbinonHeHo - Sandbox Analyzer npegocTtaBun pesyfbTaT aHanmsa.
— B oxmpaaHumn aHanu3sa - Sandbox Analyzer npoBepsieT o6paseL,
— Owwmbka - Sandbox Analyzer He cMor NpoBepUTbL 06paseLl,.

Cpepa. 3pecb nepeynciieHbl BUpTyasibHble MalUWUHbI, AOCTYMHble AJis
AeToHauuu, BKtodyas aksemnnsaAp Sandbox Analyzer, pasmelueHHbI B
Bitdefender. YcTaHoBUTE 0AUH MK HECKOJIBKO (hN1aYKKOB, YTO6bI MPOCMOTPET,
Kakue o6pasLbl 6bI1SIM B30PBaHbI B ONPeaenieHHbIX YCNOBUSIX.

ATT&CK techniques. 3ta onuusa dpunbTpaumm o6beamHsAeT 6asy 3HaHun MITRE's
ATT&CK ecnu aTto npuMeHuMMo. 3HauveHuss metofoB ATT&CK MeHswoTCA
JUHaMUYeCcKU B 3aBUCUMOCTU OT COObITUN 6€30MacHOCTU.

HaxmuTe ccbinky O nporpamme , 4To6bl OTKpbITb ATT&CK Matrix B HoBOM
BKJaAKe.
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12.2. MpocmoTp nofpobHOCTEN aHaNKU3a

Ha cTpaHuue Sandbox Analyzer oTo6paxatoTca KapTOYKM OTNPaBKK MO AHAM, B
o6paTHOM XPOHOJIONMYECKOM ropsAake. KapTouku Ans nogadyn copepxaT
cnepyoLme faHHbIe:

. PesynbTaTt aHanusa

« Wmsa obpasua

. TunoTnpaBku

« OueHKa cepbesHoCTH

. 3apgencTBoBaHHble (aiinbl U NpoLecchbl

. [eToHauuoHHas cpefa

« 3HayeHue xawa (MD5)

. ATT&CK techniques

. CraTtyc oTnpaBku, Korga pesynbTaT HeflOCTYyMNeH

Kaxaan kapTa nogayv cogepXXuT CCbINIKY Ha NoApPOo6HbI 0TYeT 06 aHanmse HTML,
€cnv TakoBOM UMeeTcs. YTOoObl OTKPbITh OTYET, HAXXMUTE KHOMKY Bug ¢ npaBow
CTOPOHbI KapTOYKMU.

Otuer B dopmate HTML npegocTaBnsieT O06LWMPHYO WUHGOPMaLUIO,
OpraHM30BaHHYHO Ha HECKOJIbKMX YPOBHSIX, C ONucaTeslbHbIM TEKCTOM, rpadukom
W CHUMKaMM 3KpaHa, KOTopble WUIHOCTPUPYIOT MoBefeHue obpasua B cpefe
AeToHauumu. BoT uTo Bbl MoXeTe y3HaTb n3 HTML-oTtyeTa Sandbox Analyzer:

. O6wme paHHble 06 aHanM3MpyemMoi Bbl6OpKe, Takue KakK: Ha3BaHue U
Knaccudukauus BpepoHocHoro MO, gaHHble 0 NpeacTaBneHun (Mms daina,
TUN U pa3Mep, XL, BPEMSA OTNPABKM U NPOAOIKUTENBHOCTL aHanusa).

« PesynbTaTbl NoBefeHYECKOro aHanu3a, KOTopble BKJHOYAKT BCe COObITUSA
6e3oMacHOCTH, 3apUKCUpOBaHHbIE BO BPEMS AETOHALMWU, OpraHU3oBaHbl B
cekumm. K cobbITMAM 6€30NacHOCTM OTHOCATCS:

— 3anucb / ypaneHve / nepemelleHue / pyénupoaHue / 3aMmeHa Gansios B
CUCTEME N Ha CbEMHbIX JUCKaX.

— npeAcTaBiieHWe HeJaBHO CO3JaHHbIX PanoB.

— WameHeHus B hannoson cucteme.

— W3MeHeHns B NpUIoXeHUAX, 3anyLLLeHHbIX BHYTPU BUPTYanbHON MaLLMWHBbI.

— WameHeHusa B naHenu 3agay Windows 1 B MeH0 «[Tycko».

— CospaHue / 3aBepLueHme / BOPOC NPOLLECCOB.

— 3anucb / yaaneHue KoYen peectpa.

— CospaHue 06bEKTOB MblOTEKCA.

— CospaHue / 3anyck / ocTaHOBKa / u3MeHeHue / 3anpoc / yaaneHune cnyxo.
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— W3meHeHne HacTpoek 6e3onacHocTu 6pay3aepa.

— W3meHeHue HacTpoek akpaHa npoBoaHuka Windows.

— [o6aBneHue ¢annos B CMMCOK UCKJIHOYEHUIN 6paHaMayapa.

— W3MmeHeHue ceTeBbIX HACTPOEK.

— BkntoYeHue BbIMOSHEHWS MPU 3anyCcke CUCTEMDI.

— TlogkntoyeHue K yaaneHHOMY XOCTY.

— [JocTyn K onpefeneHHbIM JOMEHaM.

— T[lepeHoc AaHHbIX B onpefeneHHble 06/1acTh U U3 HUX.

— [Hoctynk URL-agpecam, IP-agpecam u noptam Yepes passimyHble NPOTOKOSIbI
CBA3M.

— T[lpoBepka MHAMKATOPOB BUPTYasibHON Cpeabl.

— TlpoBepka MHAMKATOPOB UHCTPYMEHTOB MOHUTOPUHTA.

— CospaHne MOMeHTalIbHbIX CHUMKOB.

— SSDT, IDT, IRP-3axBaThl.

— C6poc namMATH ans Nofo03puUTENbHbIX NPOLLECCOB.

— Bbi3oB dyHkumi APl Windows.

— CTaHOBUTCA HEaKTUBHbIM B TeYeHME OMNpPeAesieHHOro NepMoaa BPEMEHY,
YTOO6bI OT/I0XKUTb BbIMNOJIHEHME.

— CospaHue hannos c eNCcTBUSMU, KOTOPbIE JOMKHbI BbINOJIHATLCA Yepes
onpeaeneHHble NPOMEXYTKN BPEMEHM.

BaxHo
Ooknaabl HTML gocTynHbl TONbKO Ha aHIIMMCKOM fA3blKe, HECMOTPSI Ha TO, KakoMm
A3bIK Ucnonbayetcs B GravityZone Control Center.

12.3. MoBTOpHOE NpeAcTaBieHKne obpasLia

N3 o6bnacTu KapToyek OTMApaBKM Bbl MOXETe TMOBTOPHO OTNPaBUTb
JeTOHUpOBaHHble 06pasubl B foKajbHbIN 3k3emnnap Sandbox Analyzer, He
3arpyxasi ux cHoa. Bbl MoXXeTe cenatb 3T0 4na 06pa3L0oB, paHee nepeaaHHbIX
B NIoKanbHbIM 3k3emMnnsip Sandbox Analyzer nto6bIM AaTYUKOM UM METOLOM,
aBTOMaTUyeCcKn, BPyUHyto unu yepes API.

YT06bI MOBTOPHO OTMNPaBUTb 06paseL:
1. HaxxmuTe MoOBTOPHO OTNPaBUTb AN aHaNU3a B KApTOYKe OTNPaBKMU.

2. B okHe KOHGUrypaummu coxpaHuTe HAaCTPOWKM U3 NpeablayLLen OTNPaBKU UK
U3MEHWTE WX CIlefyOLLMM 06pa3oM:

Wcnonb3oBanue Sandbox Analyzer 561



Bitdefender Grawt\/Zome

unfollow the traditional

a. B pasgene YnpaeneHue n3o6pakeHussMu BbibepuTe 06pa3 BUPTYanbHOM
MalLLWHbI, KOTOPbI Bbl XOTUTE UCMOJIb30BaTb AJIA AETOHALWM.

b. B pasgene KoHpurypauumu geToHaumum HacTponTe creaytoLine napaMeTpbl:

c. B

Jiumut BpemeHn pna o6pasua pAeToHauuum (MUHYTbI). Bbigenute
(bMKCUpOBaHHOE KONMYECTBO BPEMEHU [NiA 3aBeplUeHUs aHanusa
o6pasua. 3HayeHne Mo yMOoJI4aHUIO COCTaBNAET 4 MUHYTbI, HO MHOT A
aHaNM3 MOXET 3aHATb 60Jbllie BpeMeHW. 10 MCTeYeHUN HaCTPOEHHOTO
uHTepBasna BpemMeHn Sandbox Analyzer npepbiBaeT aHanus u reHepupyeT
OTYET Ha OCHOBE [laHHbIX, CO6paHHbIX 10 3TOro MOMeHTa. Ecnu npoBepka
npepBaHa Ao NoJIHOro 3aBepLUEHMS, aHaJIM3 MOXET COAepP)KaTb HETOUHbIE
pesynbTaThbl.

KonuuecTBo pa3pelleHHbIX MNOBTOPHbIX 3anyckoB. B cnyuae
HenpeaBuAeHHbIX owmnbok Sandbox Analyzer nbiTaeTca B3opBaTb
obpasel, KaKk HACTPOEHO, [0 3aBepLleHVs aHanu3a. 3HaudeHue Mo
YMONYaHuto - 2. 3To o3HayvaeT, YTo Sandbox Analyzer nonbiTaeTcs eLle
[iBa pa3a NpoBepuTb 06paseL, B Clly4ae OLLIMOKM.

Mpeadunbrpauus . Boibepute aTOT NapameTp, YTobbl UCKIOYUTL U3
JeToHaUMK yXXe NpoaHann3npoBaHHble 06pasLbl.

. JocTyn K MHTepHeTy BO BpeMs peToHauun. Bo Bpemsa aHanusa

HekoTopble 06pasubl TPebyloT MoaKIyYeHns K WHTepHeTy ans
3aBeplueHuss aHanusa. [Ons nydwero pesynbTaTa, Mbl PEKOMEHAYEM
Bam ocTaBUTb AaHHYIO ONLMIO BKJIKOYEHHOMN.

pasgene MMpodunb pAeToHaUUM HACTPOMTE YPOBEHb CIOXHOCTH

NoBeAEHYECKOr0 aHann3a, BIMAA Ha NPONYCKHy crnocobHocTb Sandbox
Analyzer. Hanpumep, ecnu ycTtaHoBneHo 3HadyeHue Bbicokoe, Sandbox
Analyzer 6yeT BbINONHATL 60J1e€ TOYHbI aHaNIN3 Ha MEHbLLIEM KONIMYecTBe
06pasLoB 3a TOT e UHTepBaJ, YeM Ha CpegHee unu Huskoe.

3. Haxmute OTnpaBUTb NOBTOPHO.

Mocne noBTopHOM oTnpaBku Ha cTpaHuue Sandbox Analyzer oTo6paxaeTcs
HoBas KapTa, U CPOK XpaHeHUs AaHHbIX AN 3TOro o6paslia COOTBETCTBEHHO
yBeNMYMBaeTCS.

MpumeyaHmne
MapameTp MoBTOpHO OTNPaBUTb ANA aHanu3a [OCTYNeH Ans 06pa3LoB, KOTopble
BCE eLle NPUCYTCTBYIOT B XpaHunuuie gaHHbix Sandbox Analyzer. Y6egutech, 4to
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XpaHeHue AaHHbIX HACTPOEHO Ha CTpaHuLe napameTpoB nomTuku Sandbox Analyzer
> Sandbox Manager .

12.4. Y paneHue KapToyek nogauu

YT06bI YyAanUTb KapTOUYKy OTNPaBKK, KOTopasi BaM 60/bLue He HYXXHa:
1. TMepengute K KapTo4Ke OTNpaBKKW, KOTOPYO Bbl XoTuTe yaanuThb.
2. Haxxmunte YpanuTb 3anucb B JIEBON YAaCTW KapTOUKM.

3. HaxmwuTe [a, yTo6bl NOATBEPAUTL BbIGOP.

MpumeyaHmne

Bbl yfanute ToNbKO KapTy OTNPaBKK, BbINOSHUB crieaytoLme aenicteus. MHdopmaums
06 oThpaBKe Mo-NMpexHeMy gocTynHa B oTyeTe Sandbox Analyzer PesynbTaTbl
(yctapeno) . OgHako aTOT OTYeT 6yfeT No-NMpeXXHeMY NoALepXUBaTbCs TONbKO B
TeYyeHune orpaHN4YeHHoOro nepnoga BpeMeHN.

12.5. Manual Submission

B Sandbox Analyzer > PyuyHas oTnpaBka Bbl Mo)eTe OThnpaBuTb 06pasubl
nofo3puTenbHbix 06bekToB B Sandbox Analyzer, yTo6bl onpegenuTb, ABASAOTCA
NN OHM Yrpo3amu unu 6esspegHbiMu datnamu. Bel Takke MoxeTe nepenTun Ha
CcTpaHuuy OTnpaBKa BpYu4HYI0, HaXkaB KHONKy OTnpaBuTb obpasel, B BepXHeM
npaBoM yriny obnactu punbTpaumm Ha cTpaHuue Sandbox Analyzer.

Mpumeyanune

Sandbox Analyzer PyyHoe ynpaBneHue COBMeCTMMO O BCeMM Be6-6paysepamu,
TpebyemMbimu Control Center, kpoMe Internet Explorer 9. YTo6bl 0TRpaBUTb 06bEKThI
B Sandbox Analyzer, Bongute B Control Center ¢ nomowibto no60ro Apyroro
noaJep>XMBaemoro Be6-6paysepa, ykasaHHoro B «[logkntoyenue k Control Center»
(p. 21).
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Upload  General Settings

Samples

© Files

Browse

Provide a password for the encrypted archives:

URL

Detonation Settings

Use Cloud Sandbox Analyzer

Local Sandbox Analyzer: bitdefender-sha-if66

Image: | winl10_rs4_x64_mrd4q,winl10_rs4_x64_rmrdq
Command-line arguments: win10_rs4_x64_rmr4q

|
Detonate samples indivi B2 vin10_rs4 x64_mriq

win10_rs6
Detonation profile
Detonation level:
— L e——
Low Medium High

Low - Increase the Sandbox Analyzer throughput by reducing the complexity of
detonation analysis. The accuracy of the detection remains in acceptable standards

Sandbox Analyzer > pyuHasi oTnpaBka

YT06bI 0OTNpaBuTb 06pasubl B Sandbox Analyzer:

1. Ha cTpaHuue 3arpy3ska B pa3sgesie 06pasubl BbibepuTe TUMN 06beKTa:

a. ®ainbl. HaxxmuTe KHonky NMpocMoTpeTb BbibepuTe 06HEKTI, KOTOPbIE Bbl
XOTUTE MpeAcTaBUTb AJ1 MOBEAEHYecKoro aHanusa. [ns apxvBOB,
3aWMLLEHHBIX NaposieM, Bbl MoXeTe onpefennTb OAWH Naposib AJ1A KaXAoM
3arpysku ceaHca B creuuasnbHoM nosie. B npouecce aHanusa Sandbox
Analyzer npuMeHsieT ykasaHHbIV Naposib KO BCEM OTMNPaB/IEHHbIM apXUBaM.
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b. URL. 3anonHute cooTBeTcTBYytOWMe nons ¢ no6biM URL, KOTOpbIV Bbl
XOTUTe NpoaHanusanpoBaTb. Bbl MOXeTe oTrnpaBuTb ToNbKo oauH URL 3a
ceaHc.

2. B paspgene MapameTpbl AeTOHaUMM HACTpoVKa NMapamMeTpoB aHanusa Ans

TeKyLLeN ceccum:

« Sandbox Analyzer sksemnnsp, KOTopblii Bbl XOTUTE UCMOJIb30BaTb. Bbl
MoXkeTe BblbpaTb 6o ak3emnnap Cloud, nuéo asksemnnsap Sandbox
Analyzer, ycTaHOBNEHHbIN JIOKaJbHO.

Ecnu Bbl pelumnnv ucnosib3oBaThb JlokanbHbIN ak3emnnap Sandbox Analyzer,
Bbl MOXX€Te Bbl6paTb HECKOJIbKO BUPTYasibHbIX MaLUWH, Ha KOTOPbIE Bbl
MOXXeTe OTNpaBuTb 06paseL, 0AHOBPEMEHHO.

. [MapameTpbl KOMaHpHOW CTpokW. [lo6aBbTe CTONbBKO aprymMeHToB
KOMaHZHOW CTPOKM, CKOJIbKO Bbl XOTUTE, pa3aenieHHbIX npo6enamMu, YToobl
N3MeHUTb paboTy onpegenieHHbIX MporpamMMm, TakUx KakK UCMOJIHSAEMble
dannbl. MapaMeTpbl KOMaHOHOW CTPOKU TMPUMEHSIIOTCA KO BCEM
oTnpaBfieHHbIM 06pa3LaM BO BpeMsi aHamsa.

. [eToHupoBaTb 06pa3ubl UHAUBUAYANBHO. YCTaHOBUTE (DNaXOoK, YTO6bI
tainbl U3 nakeTa 6bInM NPOaHaNM3NPOBaHbl OAWH 3a APYTUM.

B paspgene TMpodunb peToHauum HacTPoOWTe YPOBEHb CJIOXHOCTU
NnoBeEHYECKOro aHanus3a, BMSS Ha MPOMYCKHYK cnocobHocTb Sandbox
Analyzer. Hanpumep, ecnu yctaHoBeHO 3HadeHue Bbicokoe, Sandbox Analyzer
6yneT BbINONHATL 6051ee TOYHbIN aHann3 Ha MeHbLLEeM KoJinyecTBe 06pasLioB
3a TOT Xe UHTepBaJ, YeM Ha CpegHee unn Huskoe.

B pa3gene O6wue napaMeTpbl Bbl MOXETE BHECTU KOHPUrypaLum, KoTopble
pacnpocTpaHsATCA Ha BCe MaTepuarnbl PyKOBOACTBA, HE3aBUCUMO OT CECCUM:

a. Jmmut BpemeHn pna ob6pasua pgeTtoHauum (MuHYTbI). Bbigenute
(hmKcHMpoBaHHOE KONIMYECTBO BpeMEHH AJ1sl 3aBepLUEHNS aHann3a o6pasua.
3HayeHue Mo YMOMYaHWIO COCTaBJIAET 4 MUHYTbI, HO UHOTAa aHaIM3 MOXeT
3aHATb 60JIblle BpeMeHU. [0 UCTeYeHUN HaCTPOEHHOTO UHTEpBasia BPeMEHM
Sandbox Analyzer npepblBaeT aHanM3 M reHepupyeT OTYET Ha OCHOBeE
JaHHbIX, coBpaHHbIX 10 3TOro MoMeHTa. Ecnu npoBepka npepsaHa [0
MOJIHOTO 3aBePLUEHNS, aHaNN3 MOXET CoZlep)KaTb HETOUYHbIE pe3ybTaTbl.

b. KonuyecTtBo pa3spelleHHbIX MOBTOPHbIX 3anyckoB. B  cnyvae
HenpeaBuaeHHbIX olwmnbok Sandbox Analyzer nbiTaeTcs B3opBaTh 06paseL,
KaK HaCTPOEHO, A0 3aBePLUEHMA aHanM3a. 3HayeHue Mo YMOMYaHUIO - 2.
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9710 03HayvaeT, yTo Sandbox Analyzer nonbiTaeTcs elle ABa pasa NpoBepUTb
obpasel, B Cilyyae OLNOKM.

c. Mpeadunbrpaumnsa . BoibepuTe 3TOT NapameTp, YTO6bI UCKIHOUUATL U3
JeToHaLMm y)Ke NpoaHanM3npoBaHHble 06pasLibl.

d. [docTyn K MHTepHeTy BO BpeMs AeToHaLuuu. Bo Bpems aHannsa HekoTopble
06pasLbl TPEOYIOT NOAKIOYEHNS K UIHTEPHETY AJ1sl 3aBepLUeHNs aHanmsa.
[ns nyywero pesynbTaTta, Mbl peKOMeHAyeM BaM ocTaBUTb fLaHHYHO ONLUIO
BKJTFOYEHHOMN.

e. Haxmnte CoxpaHMTb YTOObI COXPaHUTb USMEHEHMUS.
5. BepHuTechb K pasgeny 3arpyska.
6. Haxxmute MoaTeepauThb. LLIkana 3arpysku nokasbiBaeT cTaTyC OTMPaBKM.

Mocne npeacTaeneHus, Sandbox Analyzer B pasgene nosiBUTCS HoBas KapTa.
Korpa aHanus 6yaeT 3aBeplueH, KapToyka o6ecrieynmBaeT BepAaMKT U
COOTBETCTBYHOLLME feTasu.

MpumeyaHmne
YT106bI BPYUHYIO OTNPaBUTL 06pa3Lbl K Sandbox Analyzer Bbl f,O/KHbI UMETb NpaBa
anaBneHMﬂ ceTaAMHU

12.6. UndpacTpykTypa ynpasnenus Sandbox Analyzer

B paspgene Sandbox Analyzer > WH¢pacTpykTypa, Bbl MOXXeTe BbIMOJHUTb
cnegyouwme aencTeus, ceasaHHble ¢ Sandbox Analyzer ak3emMnnsp ycTaHOBNEH
NOKasbHO:

o [poeepbTe cTaTyc ak3emnnapa Sandbox Analyzer
« HacTpouTb KONMYecTBO OAHOBPEMEHHbIX AEeTOHALMNA
« [lpoBepuTb cTaTyc 06pa3oB BUPTYasibHbIX MaLUWH

« HacTpouTb 1 ynpaensitb 06pasaMu BUPTYasibHbIX MaLLIVH

12.6.1. NpoBepka ctatyca Sandbox Analyzer

Mocne pasBepTbiBaHUS 1 HacTpoliku Sandbox Analyzer BUpTyanbHOro ycTpoincTea
Ha runepsu3ope ESXi, Bbl MOXeTe NoJTyYnTh MHOOPMAaLUIO O IOKasbHbIX MpUMepax
Sandbox Analyzer B pazgene CtaTtyc.
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Status  Image Management

Network

Refresh
Application Imventory
Sandbox Analyzer Instance Detonated Samples Disk Usage Status Maximum Concurrent i Concurrent

i >
K

Packages

Tasks
bitdefender-sba ( ) /A 0% 5 hours ago 37

Policies

bitdefender-sba ( ) N/A 0% Online 37

Assignment Rules

Reports
Quarantine

Accounts

User Activity

System Status

Sandbox Analyzer

Manual Submission

Infrastructure

Sandbox Analyzer> UHdpacTpykTypa> CTtaTyc

B Tabnuue npuBeaeHbl creaytoline AaHHble:

Sandbox Analyzer ums ak3emnnspa. Ka>kgoe MMsi COOTBETCTBYET 3K3eMNAsapy
Sandbox Analyzer ycTtaHoBneHHOMY Ha oauH runepsusop ESXi. Bbl MoxeTe
YCTaHOBMUTb aHanM3aTop NecoYHuLIbl Ha Heckonbknx ESXi runepeusopax.

CpeToHupoBaBLuMe 06pas3ubl. 3HaYeHMe yKa3bliBaeT KONMMYECTBO 06pasLioB,
NpoaHanu3npoBaHHbIX C MOMeHTa Kak ak3emnnap Sandbox Analyzer 6bin
NWLLEH3MPOBaH B NepBbii pas.

Ucnonb3oBaHne pAucka. [lpoueHTax YyKasbiBaeT 06beM AUCKOBOr0O
NMpOCTPaHCTBa, ucnonbayemoro Sandbox Analyzer Ha XpaHUNIULLE JaHHbIX.

Cratyc. B 310l KONOHKe Bbl BUAMTE MHOPMALMIO O TOM, YTO AaHHbIM Sandbox
Analyzer 3k3emnnap oOHNanH, oddnanH, He YCTaAHOBJNEH, YCTaHOBKA
npoaosiKaeTcs Ui yCTaHOBKA He yaanach.

MakcumanbHoe KOJNIMYECTBO OAHOBPEMEHHbIX JAeToHauui. 3HaueHue
NnokasblBaeT MaKCMMaJibHOE YNCSI0 BUPTYasbHbIX MaLlunH, koTopblie Sandbox
Analyzer MoxeT co3gaTb, YT06bl B30opBaTb 06pa3ubl. B gaHHbIN MOMEHT
BPeMEHU, OHa BMPTYyasibHasi MalMHA MOXET BbIMOJSIHATL OfHY AETOHaUuW.
KonmyecTBo BUPTYasibHbIX MaLUWH OMnpefessieTcs KOSIMYeCTBOM annapaTHbIX
pecypcoB Ha ESXi.

HaCTPOﬁKa OAHOBpPEMEHHbIX AeToHauun. 310 d)aKTW—IECKOG Konm4yecTtBoO
BUPTYaJibHbIX MallNH, CO34aHHbIX Ha OCHOBE UMetoLLencs NMNLEH3NN.
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. WUcnonb3oBaTtb npokcu-cepsep. HaxxmMuTe KHONKY Bk/Bbikn, YTO6bI BKIIHOUMTD
WM OTKJIIOUYNTL CBSI3b MexXay aksemrnnspamu GravityZone Control Center u
Sandbox Analyzer yepe3 npokcu-cepeep. YTo6bl HACTPOUTbL NPOKCU-CEPBEP,
nepenauTe B pasaen Configuration > Proxy B rnaBHomM mMeHto Control Center.
Ecnun HM 0MH NnpoKcu-cepBep He ycTaHoBsneH, Control Center He noaaepxxvuBaeT
AaHHY0 QYHKUMIO.

[lononHuTenbHble cBefleHMs 0 KOHbUrypaLmm Npokcu-cepepa CM. B pasaene
YcTaHOBKa 3alUTbl > YCTaHOBKa M HacTpoiKa GravityZone > HacTpoiika
napameTpoB Control Center > npokcu-cepBep B pyKOBOACTBE M0 YCTaHOBKe
GravityZone.

MpumeyaHue

Control Center wucnosnb3yeT 3TOT MNPOKCU-CEPBEP TOJIbKO ANl CBA3U C
ak3emnnsipamm Sandbox Analyzer On-Premises. [na cBsiau ¢ o06nayHbiM
ak3emmnapom Sandbox Analyzer Control Center ucnonbayet npoKcu-cepeep,
HacTpoeHHbIN Ha cTpaHule Sandbox Analyzer napamMeTpoB NONUTUKM.

3TOT NPOKCU-CEPBEp TaKXKe OT/IMYAETCS OT TOr0, KOTOPbI HACTPOEH Ha CTpaHULEe
O6wue > HACTPOWKM NapaMeTPoB MOJIMTUKK, KOTopas o6ecrieunBaeT CBS3b
MeXJly KOHeYHbIMU TOUYKaMU U KOMMoHeHTaMu GravityZone.

Bbl MoXeTe nckatb U GpubTPOBaThL CTONBLbI MO MMEHWN U CTATYCy 3K3eMmnnsipa
Sandbox Analyzer. icnonb3ynTe KHONKM B NPaBOM BEpPXHEM Yriy Tabnuubl 4ns
OGHOBNEHUSI CTPaHULbI, @ TaKXKe ANs OTOOPaXeHWUs U CKpbITUS GUNLTPOB U
CTON6L,0B.

12.6.2. HacTpo#Ka 0HOBPEMEHHbIX JeTOHALMWNA

B pasgaene Status, Bbl MOXKETe HACTPOUTb KOJIMYECTBO OJIHOBPEMEHHbIX IETOHALINN,
npeacTaBfslowee KOJMIMUYECTBO BUPTyaslibHbIX MallMH, KOTOpble  MOryT
OfHOBpPEMEHHO paboTaTb M AeToHMpoBaTb o6pasubl Ha Sandbox Analyzer.
KonnmyecTBo 0iHOBPEMEHHbIX AeTOHALUMI 3aBUCAT OT annapaTHbIX PecypcoB u
NMLLEH3MIN HA pacnpoCTpaHeHUe CNOTOB Mexay Heckonbkumu Sandbox Analyzer
9K3EeMMISAPOB.

YT06bl HACTPOUTH KONMYECTBO OJHOBPEMEHHbIX e TOHALMMA:

1. HaxmuTte Ha Homep wunmu 3Hauyok Edit B ctonbéue Configured Concurrent
Detonations.
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2. B HOBOM OKHe YyKaXxuTe B COOTBETCTBYIOLWEM [Osie KOJNYECTBO
O[HOBPEMEHHbIX AEeTOHaLMi, KOTopoe Bbl XOoTUTe BbiAenuTb B Sandbox
Analyzer.

3. Haxmute CoxpaHUTb.

12.6.3. lpoBepka cocTtosiHna VM.

Sandbox Analyzer ncnonbayeTt 06pasbl BUPTYasbHbIX MaLLMWH B cpefax AeToHauum
NSl BbINOJSIHEHWUA MOBEAEHYECKOro aHanv3a npefAcTaBfieHHbIX 06pasLoB. Bbl
MO>KeTe NMPOBEPUTL COCTOSIHUE BUPTYaNibHOM MalluHbl B Image Management page.

Dashboard Status  Image Management

Network
Refresh
Application Imventory
Name ‘Operating System Added Status Actions
Packages

Tasks

bitdefender-sba (1 b}
Policies

win 10 Windows 10 x64 04 November 2019, 15:55:56 ® Ready
Assignment Rules

Reports
Quarantine
Accounts
User Activity
System Status
Sandbox Analyzer
Manual Submission

Infrastructure

Sandbox Analyzer> UHdpacTpykTypa> YnpaBneHue n3o6pakeHnsiMm

B Tabnuue npuBeneHbl cneayolne gaHHble:

. Wma ana cywecTByowmx o6pasoB BUPTYaNbHbIX MallWH, KaK yKasaHo B
koHconn Sandbox Analyzer. Heckonbko 06pas3oB BUPTYasnbHbIX MalLUH
CrpynnupoBaHbl B OAHOW NecoYHuLe aHanm3aTope.

. OnepauuoHHasa cucTema Kak ykasaHo B KoHconu Sandbox Analyzer.
. Bpems, korga BupTyanbHas MaluMHa 6bina fo6aBnieHa.

. CraTyc. B aToM pasgene Bbl y3HalTe, ABNSAETCS N 06pas BUPTyasibHON MaLUWHbI
HOBbIM U MOXET 6bITb MOATOTOBJIEH K AETOHALMM, FOTOB JIN K IeTOHALUK UK
npoLecc NOAroTOBKM He yAanoch.
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o JeiicTBUA. B aTOM paspene Bbl y3Ha17|Te, 4YTO MOXHO caenatb C NoMoLbO
o6pasoB BUPTYaJibHbIX MallnH, B 3aBUCMMOCTU OT UX CTaTyca: co3jaHue
M306p8)KEHVIV1 ona geToHauuun, yCtaHoOBKa UX B Ka4yeCcTBe cpeabl AeTOHaUunn
Nno YMOJT4HaHUIO, TN X yaaneHue.

12.6.4. HacTpoiika u ynpasnenune VM

CTpOEHVIe AEeTOHaLnu BUpPTYyaJibHbIX MaLLUWH

YT06bI B30pBaTb 06pasLibl C MOMOLLbIO NIOKaNbHOIO 3K3eMMnApa B NecoyHule
aHanM3aTope, BaM HY>XXHO MOCTPOUTH creluasbHble BUPTYasibHble MalluHbl. B
pasgene YnpaBneHue M306pa)KeHUAMM Bbl MOXeTe co3faBaTb AeTOHaLuMK
BUPTYasNibHbIX MaLlIWH, ec/iM Bbl Ao6aBunn 06pa3bl BUPTYaNbHbIX MalUMH B
necovyHuLe aHanmsaTope.

MpumeyaHue

YT06bI y3HaTb, Kak fo6aBuTb VM B Sandbox Analyzer koHconu npubopa, obpaTutech
K YctaHoBka Sandbox Analyzer BupTyanbHoe yCTpOICTBO K pasfiesly pyKoBOACTBO
no yctaHoBke B GravityZone.

AYTO6bI co3AaTb leTOHAUMOHHbIE BUPTYasibHble MalluHbI, B cTON6Le [eAcTBUA
Bbl6epuTe NnapameTp CospaTb 06pa3s A5 06pa30B BUPTYasbHbIX MaLUWH, UMEROLLIUX
ctatyc: HoBoe-Tpebyetca c6opka. Co3gaHue BUPTYanbHOM MalUUHbl 06bIYHO
TpebyeTtcs oT 15 no 30 MUHYT, B 3aBMCMMOCTM OT e€ pa3mMepa. Korga céopka bypeT
3aBeplUeHa, CTaTyC BUPTYasibHON MalUMHbI U3MeHeHUs Ha MoToBo.

HaCTpOﬁKa BMpTyaﬂbHOVI MallinHe No yMOJ14aHUo

B Sandbox Analyzer MoxeT MMeTb HECKOJIbKO M306paXKEHU U YCTaHOBIIEH U
HaCTpOEeH Ha [eTOoHauusa BUPTYasibHbIX MaluH. B cnyyae aBTOMaTM4ecKoro
peructpauuu, Sandbox Analyzer 6yaeT ucnonb3oBaTth NepBbI CO3[aHHbI 06pa3
BUPTYasibHOM MaLLUHbI, YTOObI B3OpBaTb 06pasLibl.

Bbl MOXeTe N3MeHWUTb 3TO NoBefeHNe, HACTPOUB U306PaXKEHNST BUPTYaSIbHYHO
MaLUUHY MO YMOJYaHuIo. 1115 3TOro HAXKMUTE KHOMKY YCTaHOBUTb MO YMOJTYAHUIO
ANs NpeAnoyYTUTENIbHOro o6pasa BUPTYasibHOM MalLMWHBI.
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B pasgene YnpasneHue

nsobpaxeHmamu , Bblbepute Ypanutb B KoJioHke[leUcTBus. B  OKHe

NoATBEPXAEHUA HAXMUTE Y AanuTb usobparkeHue.
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13. XKXYPHAJ1 AKTUBHOCTW MOJIb30OBATEJIA

Control Center perucTpupyeT Bce onepauuMum W [EACTBUS, BbIMNOJIHAEMbIE
nosib3oBaTensiMu. B 3aBUCUMMOCTM OT YpOBHS BalMUX afMMHUCTPATOPCKUX
paspelleHnin, CNUCOK AEeWCTBMM MONb30BaTesNil MOXET BK/YaTb B cebsA
clepyoLme cobbITUS:

Bxopg v Bbixog (B/U3 aKkayHTa)

Co3spaHue, pefakTMpOBaHME, NEPENMEHOBAHUE U yaalleHNE OTYETOB
[o6aBneHne 1 yganeHvue noptaeToB MHGOPMaLMOHHON NaHenn

Co3spaHue, pefakTMpPOBaHUE U YAaNeHNE YYETHbIX AaHHbIX

Co3paHune, n3MeHeHWe, 3arpysKa 1 yaaneHme ceTeBbiX NakeToB

CospaHue ceTeBbIX 3agau

3anyck, 3aBepLueHne, 0TMeHa M 0CTaHOBKA NPOLLECCOB YCTPaHEHUS HEMoMagoK
Ha 3apa)XeHHbIX KOMMbOTEpax

Co3spaHue, pefakTupoBaHue, NEPEMMEHOBAHNE U YA, aneHne YYETHbIX 3anucen
nonb3oBaTenen

YpaneHue nnv nepemMelL,eHMe KOHEYHbIX TOYEK MEXAY rpynnamu

Co3paHue, nepeMelLeHme, MepeMMeHOBaHNE U yaaneHue rpynn

YpaneHuve n BocctaHoBneHMe GannoB U3 KapaHTUHa

Co3paHue, pefakTMpPOBaHWE U yAaNeHNE YYETHbIX 3anucen Nosb3oBaTenen
Co3paHue, pefakTMpOBaHWE U yaaneHne npaBua gocTtyna.

Co3paHune, pepakTupoBaHMe, NepeMMeHOBaHME, Ha3HAYeHWe U ypaneHue
NMoJIMTUK

PepakTupoBaHue napamMeTpoB ayTeHTUDMKAUUM AN YYeTHbIX 3anucen
GravityZone.

CospfaHue, pefakTUpOBaHWE, CUHXPOHM3aUMS U yAaneHne nHTerpawmm ¢ Amazon
EC2

CospaHue, pefakTupoBaHue, CUHXPOHM3aLMs U yaaneHue uHTerpauuin Microsoft
Azure

O6HoBNeHue ycTpoincTea GravityZone.

YT06bl M3YyuuTb 3anucu AeNCTBMI MONb30OBaTenen, NnepenauTe Ha cTpaHuuy
AKKayHTbI > [1leCTBUS NONIb30BaTeNsA M BblbepuTe TpebyeMblil BUA CETU U3 MEHIO
BUOOB CeTeMn.
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Dashboard User Action | Target m
Network Role Area | Created . .
Packages User Role Action Area Target Created
Tasks
Policies
Assignation Rules
Reports
Quarantine
Accounts
User Activity

Configuration

CTpaHuua AencTByi Nonb3oBaTens

[na oTo6paxkeHnsi 3anncaHHbIX CO6bITUI, KOTOPblE BaC UHTEPECYHOT, Bbl JOJIXKHbI
3ajaTb UCKOMble cfioBa. 3anoniHuTe UMetoLmnecss Nonst KpUTepusiMy noucka u
HaxxmuTe KHonky Mouck. Bce 3anucy, COOTBETCTBYIOLLME BALUUM KPUTEPUSIM,
6ynyT oTO6paXxkeHbl B Tabnuue.

B cTon6uax Tabnuubl 6yayT npeacTaBfieHbl None3Hble CBeAEHUS 0 NEPEUYNCTIEHHbIX
CcobbITUAX:

« Wmsa nonb3oBaTens, KOTOPbIV COBEpPLUMA fieNCTBUe.

« Ponb nonb3osarens.

. [encTBue, KOTOPOE BbI3BAJIO COOLITHE.

« Twvn o6bekTa KOHCOMM, 3aTPOHYThIN AEUCTBUEM.

« KOHKpeTHbIN 06BEKT KOHCONN, 3aTPOHYTbIN AeNCTBUEM.
« Bpewms, koraga nponsoLwno cobbiTue.

YT06bI OTCOpTMPOBATb cob6bITHA MO KOHKPETHOMY CTOJ'I6L|,y, NMPOCTO HAXXMUTE Ha
3aroJioBoK 3TOro CTOJ'I6L|,a. LlenkHuTe 3aronoBOK CTOJ'I6L|,a eule pas, yTObbI
M3MEHUTDb NOPAAOK COPTUPOBKN.

[na npocMoTpa noapo6HoM MHhopMaLumn 0 CobbITUK, BbIGEPUTE €ro M NPOBEPbTE
pasgen nop Tabnuuen.
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14. UICMNOJIb30BAHUE UHCTPYMEHTOB

14.1. BBog MHCTPYyMeHTOB nosib3oBatens ¢ HVI

Bitdefender HVI ocBo60)xaeT Bac 0T 6pemMeHn NpobsieM,CBA3aHHbIX C yCTPaHEHNEM
Henonapok, c6opa AaHHbIX Ansi cyAe6HbIX SKCNEePTU3 UK BbIMOJIHEHUS pEryNISPHbIX
3aay4 Mo TeEXHUYECKOMY 06CY)XXMBaHUIO Ha BUPTYasbHbIX MalLnHax B cpeae Citrix,
6narofapsi BO3MOXHOCTU 6bICTPO BBOAWUTb CTOPOHHUE UHCTPYMEHTbI BHYTpU
rocTeBOI ONepaLvoHHON cUCTeMbI. 3TW onepaLMu BbIMOSHAKTCS NPU MOMOLLM
Direct inspect API (He Tpe6yeTcsi TCP/IP-coeauHeHne), He 6eCnoKosi KOHEYHbIX
nosnb3oBatenen. [ns 3TON Lenu MHCTPYMEHTbI AOMKHbI paboTaTh 6eCLUyMHO.

GravityZone npegocTaBnseT 3 'b cBo60aHOro NPOCTPaHCTBA A1 COXPaHEHUS
WHCTPYMEHTOB B 6€30MacCHOCTM!.

[ns 3arpy3kun HabopoB MHCTPYMeHTOB B GravityZone:
1. 3arpysute Ha KOMMbIOTEP NOCNEAHIO BEPCUIO HABOPa UHCTPYMEHTOB.
2. ApxuBupynTe KomnnekT B ZIP-ann.

3. Mepengute Kk GravityZone Control Center n HaAXXMUTE B HWXKHEM JIEBOM YIIy
CTpaHuubl MeH0 WHcTpymeHTbl. bypeT oTobpaxeHa cTpaHuua LieHTp
ynpasJsieHusi UHCTPYMEHTaMM.

4. HaXMuTe COOTBETCTBYIOLLYIO KHOMKY 3arpy3ku B BepxXHei YyacTu Tabnvupl:
3arpy3utb uHcTpymeHT Windows nnu 3arpy3ntb MHCTPYMeHT Linux

5. Ecnu cpeactia npeaHasHadeHbl ana Windows, He06x0AMMO TakXe BblbpaTb
COOTBETCTBYIOLLYIO apXMTEKTYPY KOMMbIOTEPA U3 PACKPbIBAIOLLLErOCA MEHIO.

6. Hanpute ZIP-pain, BbigenuTe €ro n HaXXMuTe KHOMKY OTKPbITh.

Ecnu paamep ¢aiio 605bLUOI, BO3SMOXHO, NMPUAETCS NOAOXKAATb HECKOSBKO
MUWHYT, MOKa 3arpyska He 6yfeT 3aBeplueHa. o 3aBepLieHuMn pabdoThbl
WHCTPYMEHT 6yfeT pob6aBneH B Tabnuuy, a WHAMKATOP BbIMOHEHUS,
pacnonoXeHHbI Hap Tabnuuewr, 6yaeT wHbOPMMpPOBaTb O JOCTYMHOM
NMpOCTPaHCTBe ANA JaNbHENLINX 3arpy3oK.

Hapsgy c umeHeM MHCTpyMeHTa B Tabnuue oToOpaxkeHbl 60see MnosnesHble
CBeJleHNs, TaKM1e Kak:

. OnepauuoHHas cuctema u nnathopMa, Ha KOTOPOIA 3anycKaeTcsi CpeacTBo.

« KpaTtkoe onucaHvne MHCTpyMeHTa. Bbl MOXKeTe U3MEHUTbL 3TO MOoJIe MO XKeNaHuHo.
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« Wmsa nonb3oBaTtens, sarpysmBLUero UHCTPYMEHT.

. CraTyc sarpysku. YTto6bl y6eanTbcAa B YCMEWHON 3arpyske MHCTPYMEHTA,
npoBepbTe 3TO MoJsie.

. [aTta v Bpemsi 3arpyaKku.

3aTeM MOXXHO 3aryiaHmpoBaTb BpemMA AJid BBeAEHUA CcpenctBa, UCMOJIb3yA
MOJINTUKU, WJIN BBOOUTb UX B noboe BpemMs, 3anyCTtnuB 3agayn Ha CTpaHuue CeTb.

Ecnm MHCTPYMeHTbI 60s1bLUE He UCMOJIb3YHOTCS, BbIAESIUTE UX U HAXXMUTE B BEPXHEN
YyacTu TabnuLbl KHONKY YAanuTb, YTo6bl yaanuthb ux. MNogTeepanTe, HaXkaB KHOMKY

ha.
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15. YBEAOMJIEHUA

B 3aBMCMMOCTM OT COGLITUI, KOTOPbIE MOTYT NPOU301TK B Balleit ceTu, Control
Center 0TO6pasnUT pasnnyHble YBEAOMIIEHUS, YTO6LI NPOMH(OPMUPOBATL Bac O
COCTOSIHUM 6€30MacHOCTM Balleil cpeabl. YBeaomeHust 6yayT oTob6paXkatbesl B
O6nacTb yBeZJOMJIEHWIA, pacrionoXeHHoM B npaBoi Yyactu Control Center.

Welcome, root W

Notifications
Task Status

Failed Task.
Install Client 2015-10-15(sub-task)
has failed on DOC2, returning the

following error code: 5 and error
message: Error: 5

Show more =

f# 2015-10-15, 08:46:26
Update Available

Update Available

0O6nacTb yBefOMNEHUN

Korpa 6yayT o6Hapy>KeHbl HOBblE COObITUS B CETU, 3HAYOK s npaBOM BEPXHEM
yrny Control Center 6yaeT oTo6pa)kaTb KOJSIMYECTBO HEeAABHO BbISIBIEHHbIX
cobbITUN. Ha)kaB Ha 3Ha4yoK, 0TOO6pasnTCs 061acTb YBEAOMIIEHMI, COAepXKaLLan
CMNCOK 06HAPY>XEHHbIX COObLITUN.

15.1. Tunbl yBegoMAeHUM

Cnucok [OCTYMHbIX TUMOB YBEAOMHEHMVIZ
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Bcnbiwka BpegoHocHoro M0
970 yBeOMJIEHNE HaMNpaBAseTCA NoJib30BaTeNAM MPU 3apaXKeHUU He MeHee
5% YyCTpPOWCTB OT uMcna BCeX YNpaBfisieMblX OObEKTOB CETH, 3apaKeHHbIX
OZHOM U TOW Xe BPeAOHOCHON NPOorpaMMo.

Bbl MOXeTe ckoHUrypvpoBaTb Nopor cpabaTbiBaHWI Ha BpegoHocHoe M0 B
okHe [MMapameTpbl yBegomneHui. [na nosiyyeHuss 6Gosiee MOAPOGHOM
nHdopMaLmu, obpaTuTech K «<HacTpolika napaMeTpoB yBefoMIIeHnn» (p. 588).

Yrpo3bl, 06HapyeHHble HyperDetect, BbIXOAAT 3a paMKW 3TOr0 YBEA,OMJITIEHUS.
LocTynHble popmaTbl cucTeMHoro XxypHana: JSON, CEF

WUcTeueHne cpoKa AeNCTBUSA NINLLEH3UU
970 yBefoMneHue oTnpasnsetca 3a 30, 7 U 1 AeHb A0 UCTeYeHUA cpoka
OeACTBUA NIULIEH3UMN.

[nsinpocMoTpa 3Toro yBeloMJiIeHUss He06X0AMMO UMETb NMpaBa YnpaeJieHue
KOMMaHueu .

JocTtynHble hopmaTbl cucTemHoro xypHana: JSON, CEF

JIMMUT ncnonb30BaHUS NIMLEH3UN AOCTUTHYT
9T0 yBegoMneHWe oOTNpaBnseTcs, Korga BCe [AOCTYMNHble JNULEH3UU
MCNOJIb30OBaHbI.

OocTtynHble hopMaTbl cucTeMHoro XxypHana: JSON, CEF

CpoK peicTBUS NIMLLEH3UN NOAXOANT K KOHLY
9710 yBegomsieHne oTrnpaBnseTcs, Korga mcnosib3oBaHo 90% umetowmxcs
JIMLIEH3UN.

[nsi npocMoTpa 3TOro yBeJoMJIeHUss HE06X0AMMO UMETb NpaBa YnpaeJieHue
KOMMaHuen .

LocTynHblie popmaTbl cucTeMHoro xypHana: JSON, CEF

p,OCTVIrHyT JIMMUT UCNnoJib3oBaHuA .IWIU‘eH3VII7I Ans cepeepos.
370 yBeagoMIieHne oTnpaBJiAeTCA, Korga KoJin4eCcTeo 3alimniiaeMbiX cepBepoB
OOoCTUraeT npeaena, ykasaHHoro B sawleM JIMLEH3UNOHHOM KJIKO4e.

[nsinpocMoTpa 3Toro yBeJoMJiIeHUss He06X0AMMO UMETb NMpaBa YnpaeJieHne
KOMMaHueu .

JocTtynHble hopmaTbl cuctemHoro xypHana: JSON, CEF
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JIMMUT nuLeH3UpoBaHNS cepBepoB NOYTU AOCTUTHYT.

9To yBefoMJIeHNe OTMNpaBnseTcs, Koraa ucnonbaosaHo 90% uMMeroLmxcs
CepBEPHbIX JIMLIEH3UA.

[ns npocMoTpa aToro yBeoMseHUst He06X04MMO UMEThL NpaBa YnpaBneHue
KOMMaHueu .

JocTtynHble dopmMaTbl cucTemMHoro xypHana: JSON, CEF

JIumuT ucnonb3oBanusa nuueH3un Exchange gocTuruyt

9T0 yBeAoMIieHMe cpabaTbiBaeT KaXkablii pa3s, KOrAa KOfMYecTBO 3alLMLLaeMblIX
NMoYTOBbIX ALLMKOB Ha cepBepe Exchange focTturaeTt npeaenbHOro 3HauyeHus,
YKa3aHHOro B INLEH3MOHHOM KJltoue.

[ns npocMoTpa 3TOro yBeJOMJIEHUSI HEO6XOANMMO UMETL NpaBa YnpaBneHue
KOMMaHuew .

[ocTtynHble hopMaTbl cucTemMHoro XxypHana: JSON, CEF

He BepHble yyeTHble faHHble nonb3oBaTens Exchange

[aHHoe yBefoMJsieHME OTMpaBseTCs, Korga 3ajadya CKaHUpOBaHWsS Mo
TpeboBaHWIO He MOXeT 6bITb 3anylieHa Ha Bbi6paHHOM cepBepe Exchange
N3-3a HEMpaBWIbHbIX YYETHbIX AaHHbIX NMonb3oBaTensa Exchange.

LocTynHble popmaTbl cucTeMHoro xypHana: JSON, CEF

CocTosiHne 06HOBIEHUSI BEPCUU NPOAYKTOB

970 yBeAOMJIEHME 3alnyCKaeTCAa exXeHenesnbHOo, eC/in B CEeTU O6Ha[.)Y)KEHbI
CTapblie BepCun NpoaykKTa.

JocTtynHble opMaTbl cucTeMHoro XxypHana: JSON, CEF

HocTynHo o6HOBNEHne

970 yBegoMrieHne MHhopMUpyeT Bac O HanMunm HoBow Bepcum GravityZone
- HOBOro NakeTa 06HOBJMIEHUSI UM HOBOMO NPOAYKTA.

JocTtynHble hopmaTbl cucTemHoro xypHana: JSON, CEF

MopxnioyeHue K cetn UHTepHeT

9To yBeooOMJlIeHMe cpabaTbiBaeT, Korga OOGHApYXeHO W3MeHeHWe B
MOAKIOYEHNUMN K CeTU MHTEPHET crieyoUuMn NpoLeccamMm:

. [NpoBepka nuueHsnn
. [MonyyeHue 3anpoca Ha nognucaHune ceptudmrkaTta Apple

. CBfi3b C MOOWUIIbHBIMM YcTponcTBamMu Apple n Android
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« [OocTtyn k akkayHTy MyBitdefender
JocTtynHble opMaTbl cucTeMHoro xypHana: JSON, CEF

CoepguHeHue SMTP

9T0 yBeOMJIeHMe OTNpaBAsieTCs Kaxabl pas, korga Bitdefender GravityZone
06Hapy>KMBaeT U3MEHEHUS, KacatoLLMecs NOAKIIIOYEHMSI MOYTOBOIO CepBepa.

JocTtynHble hopmaTbl cuctemHoro xypHana: JSON, CEF

Monb3oBaTenn MO6UIbHBIX YCTPOICTE 6€3 afpecoB aNIeKTPOHHOIN NOYTbI

970 yBegOMEHNE OTNpaBnsieTca nocne [o6aBneHnst MOBUSIbHbIX YCTDOVICTB
HECKOJIbKMM NnoJib30BaTENAM U KOorga 'y ogHOro nian HeCKOJIbKUX Bbl6paHHbIX
noJsib3oBaTesien OTCYTCTBYET agpec SJ'IeKTpOHHOﬁ NnoYTbl B yquHOVI 3anucu.
9T0 yBepoMIieHne npegHasHayeHo, 4YTOOGbI npenoynpeanTb Bac, 4TO 3a
noJjib3oBaTesniaMu, C HeyKkasaHHbIMM adpecamMu SﬂeKTpOHHOVI no4Tbl, HE MOTYT
6bITb 3aperncTpupoBaHbl MO6UIIbHblE YCTDOVICTBa, 3aKpenneHble 3a HUMMU,
TaK Kak AeTanu akTuBauum AOJDKHbI 6biTb aBTOMATUYECKM oTnpaBJieHbl MO
SHEKTPOHHOVI noyre.

[na nonyyeHus nogpo6Hon MHhopmMaLmm o L06aBNEHNN MOOUITbHBIX YCTPONCTB
HeCKONIbKMM Mosib3oBaTensiM, obpaTuTecb K PyKOBOACTBY MO YCTaHOBKe
GravityZone.

[ocTtynHble dopMaTbl cucTeMHoro xypHana: JSON, CEF

Pe3epBHOe KonupoBaHue 6a3bl JaHHbIX

970 yBegoMmieHne MHGOPMUPYET Bac O COCTOSIHMM 3anflaHMPOBAHHOMO
pe3epBHOIro0 KONUpPoBaHUs 6a3bl AaHHbIX - YCrewHoe Un HeygauHoe. Ecniu
pesepBHOE KonmupoBaHue 6a3bl AaHHbIX He YAaAnocb, YyBeAOMIIEHNE TaKXe
0TO6Pa3nT NPUUMNHY C60S.

Ona nonyyeHua noppo6bHonm uHbOpMaUMM O HACTpPOWMKax pes3epBHOro
KonupoBaHua 6asbl faHHbIX GravityZone, o6paTuTecb K PYKOBOACTBY MO
ycTaHoBke GravityZone.

JocTtynHble hopMaTbl cucTeMHoro xypHana: JSON, CEF

O6Hapy>xeHune BpepoHocHoro MO Ha cepBepax Exchange

3To0 yBeOMIeHVE NpeaynpeanT Bac Npy o6Hapy>KeHUM BUpYyca Ha cepBepe
Exchange B Bawuen ceTw.

JocTtynHble hopmaTbl cuctemHoro xypHana: JSON, CEF

Ysegomnenuns 579




Bitdefender Grawt\/Zome

unfollow the traditional

Advanced Anti-Exploit

910 yBegomMneHne nHpopmupyet Bac, korga Advanced Anti-Exploit 06Hapy»xun
MonNbITKW UCMOJIb30BaHMUS B BaLle CeTU.

[ocTtynHble opMaTbl cucTeMHoro xypHana: JSON, CEF

Cob6biTue o BpegoHocHom MO

9T0 yBeloMIeHVE NpefynpeanT Bac Npu o6HapyXeHun BpegoHocHoro M0 Ha
KOHEYHOM YCTPOMCTBE B Ballel ceTu. [laHHOe yBelOMIEHWE CO34aHO AJis
06Hapy>KeHUs1 3N0BpPEeAHbIX MPOrpaMM M 06ecneuyvMBaeT CBEAEHUAMU O
NMoBPEXAEHHbIX KOHEYHbIX TOYKax (UMs, IP), pacno3HaHHbIX yrpo3ax, Bepcum
MOAMNUCH, BPEMEHU OGHAPYXXEHUS U TUME CKAHUPYHOLLLEro ABUraTens.

JocTtynHble hopmaTbl cucTtemHoro xypHana: JSON, CEF

BHe MHTerpaumMm CMHXpoHU3aLuum

9To yBeAoMiieHMe OTMNpaBffeTcs, Korga CyliecTBylWas WHTerpauus c
BMPTYasbHOW NIaThopMoii He MOXeT CUHXpOHU3MpoBaTbes ¢ GravityZone. B
HacTporKax yBeJOM/IEHUN Bbl MOXeTe BblbpaTb UHTErpaLmio, AN KOTOPOi
XXenaete nosyyatb yBefOM/EHNUS NPY BO3HUKHOBEHUM OLLIMGKM CUHXPOHU3aLMMN.
Bbl MOXeTe Moslyuntb 6onbliue UHhOpMaLUM O CTaTyce CMHXPOHM3aLuUn B
AeTansx ysefoMIIeHUs.

OocTtynHble hopMaTbl cucTeMHoro XxypHana: JSON, CEF

Co6biTe AHTUGULLMHIA

39T0 yBegoMsieHne MHOPMUPYET Bac KaXAbl pas, KOrAa areHT KOHeYHoro
YyCTPOWCTBA ONMOKUPYET HECAHKLUMOHUPOBAHHbIA AOCTYN K W3BECTHOMY
(bUWMHroBOMY CanTy. 3TO yBELOMIIEHME TAKXKE COAEPXKMUT TaKne feTanu, Kak
MOMbITKA KOHEYHOro YCTPOMCTBA MOMYyYUTb AOCTYN K He6e30nacHbIM
Be6-canTam (UMs u IP-agpec), yCTaHOBNEHHbIN areHT Unu 3a6/10KMPOBaHbIN
URL.

JocTtynHble hopmaTbl cucTemMHoro xypHana: JSON, CEF

CobbITUSA MeXceTeBoro JKpaHa

[aHHoe yBepomsieHMe MHPOpPMUPYET Bac KaxAbl pas, Korga Moayib
MEeXCEeTeBOro 3KpaHa YCTAHOBJIEHHOrO areHTa 6/0KUpYyeT Kakue-HUbynb
ceTeBble NPUNOXKEHUS UN NOMbITKN CKaHUPOBaHMS NOPTOB, B COOTBETCTBUM
C NpUMeHsIeMOM NOJINTUKON 6€30MacCHOCTH.

OocTtynHble opMaTbl cucTeMHoro XxypHana: JSON, CEF
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Cob6biTnsa ATC/IDS
970 yBelOMJIeHME OTMPABASIETCA KaXAbIN pa3, Koraa noTeHuuansHo onacHoe
NpuoXeHne o6HapY>XeHO U 3abJIOKMPOBAHO Ha KOHEYHOM YCTPOMCTBE B
Balwen ceTu. Bbl HangeTe nogpo6Hyo MHMOPMALMIO O TUME MPUITOXEHMS,
UMEHU U NyTH, a Takxe ID poanTeNnbCKOro npouecca v ero NyTb, U KOMaHAHYHO
CTPOKY, KOTOpasi 3anycTuna npoLecc B JaHHOM cJlyyae.

[ocTtynHble hopMaTbl cucTeMHoro xypHana: JSON, CEF

CobbiTus KOHTpPONA nosib3oBaTtens
970 yBeaomiieHme Cpa6aTbIBBET Ka)Kp,bI[/'I pa3, Korga aKTMBHOCTb
noJjib3oBaTesid, TaKad KakK TpoCMOTpP BG.‘6-CT[I)aHVIL|I nn ucnosnblyemoe
nporpamMmmMHoe obecneveHue, 6J'IOKVIpyETCF| KJIMEHTOM KOHEYHOro yCTpOI‘/'ICTBa
B COOTBETCTBUU C HpMMeHHEMOVI NoSIMTUKON 6€30MacHOCTM.

JocTtynHble dopmaTbl cucTemHoro xypHana: JSON, CEF

Co6bITUSA 3aLMTbI AAHHbIX
3T0 yBeaoMmieHne hopMupyeTCca Kaxablil pas, Koraa Tpahuk 6nokupyeTcs
Ha KOHEYHOM YCTPOWCTBE B COOTBETCTBUM C NPaBUIaMu 3aLUUTbI AaHHbIX.

OocTtynHble hopMaTbl cucTeMHoro XxypHana: JSON, CEF

Co6bITHA MOAYNSA NPUITOXKEHWI
9T0 yBeJOMJIEHUE HaNpaBNAeTCA KaXAbli pas, Korga MoayJb 6e30MacHOCTH
B YCTAHOBJIEHHOM areHTe OTK/IHOYAETCA UM BKIKOYAETCS.

JocTtynHble hopmaTbl cucTemHoro xypHana: JSON, CEF

CobbiTua coctossHua Security Server
9TOT TUN YBEAOMIEHUNA COAepXUT MHDOpPMaLMo 06 M3MEHeHUsIX cTaTyca
onpegenieHHoro Security Server, ycTaHOB/IEHHOrO B Ballel ceTu. iameHeHue
ctaTyca Security Server MoXeT 6bITb BbI3BaHO C/eAYIOWMMU NMPUUYUHAMM:
cepBep BbIK/IHOYAETCS UM BKITHOYAETCS, BbINOJHAETCS 06HOBNIEHUE MPOAYKTA,
06HOBNAOTCA MeXaHWU3Mbl 3aLNUTbI U TpebyeTcs Nepesarpyska.

OocTtynHble opMaTbl cucTeMHoro XxypHana: JSON, CEF

Cob6biTue 0 neperpy3ke Security Server
970 yBegoMiieHMe OTNpaBASAETCS, Korga Harpyska npu CKaHMpOBaHWW Ha
Security Server B Balllell CETU NPeBbILLIAET YCTaHOBJIEHHbIN NMOPOT.

JocTtynHble hopmaTbl cucTemMHoro xypHana: JSON, CEF
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Co6bITMA perucTpaLuum NpoayKToB
9T0 yBeaomsieHne MHbOPMUpYET Bac, Koraa CTaTyCc permcrpauuu aredTa,
YCTaHOBJIEHHOTO B Balleil CeTH, U3MEHSIETCH.

[ocTtynHble opMaTbl cucTeMHoro xypHana: JSON, CEF

AyauTt ayTeHTUDMKAL UK
310 yBepomneHve uHbOPMUPYET Bac, Korga Apyras  ydyeTHas
3anucbGravityZone, uckntoyas Bawy COGCTBEHHYHO, 6bifla UCMOJIb30BaHa,
yT06bI BOWTM B Control Center ¢ Hepacno3HaHHOIO YCTPOWCTRA.

JocTtynHble hopmaTbl cuctemHoro xypHana: JSON, CEF

Bxop B cucTeMy C HOBOro YCTPOMCTBa
970 yBefoOMIeHNe coob6LLaeT BaM, YTO Balla yyeTHas 3anucb GravityZone
6bln1a Ucnonb3oBaHa, YTo6bl BoMTK B Control Center ¢ ycTponctea, KoTopoe
Bbl HE UCMOJIb30BasIM A1 3TUX LieNiel paHee. YBeOMJIeHMe aBTOMaTUYeCKM
HacTpauBaeTcsa TakuM 06pasoM, YTobbl NepefaBaThes Kak B Control Center,
TaK ¥ Mo 3NeKTPOHHOW NoYTe U TOJIbKO Bbl CMOXKETE NPOCMOTPETb €ro.

[ocTtynHble opMaTbl cucTeMHoro XxypHana: JSON, CEF

Ceptudukar Uctekaer
9710 yBefoMIIeHMEe UHDOPMUPYET Bac 0 TOM, YTO cepTUduKat 6e3onacHoCTH
nctekaet. YBefomeHue HanpasnseTcs 3a 30, ceMb M OAUH AeHb 0 UCTeYeHus
CpoOKa JencTBuUS.

JocTtynHble hopmaTbl cucTemHoro xypHana: JSON, CEF

GravityZone O6HoBNEeH
970 yBefOMIIEHME OTNPABAETCS, KOraa o6HoBeHWe GravityZone 3aBepLUEeHO.
Ecnu npounsowwuna ownbka, To 06HOBNEHNE ByAeT 3anyLLEHO CHOBA B TeYeHMe
24 yacos.

OocTtynHble opMaTbl cucTeMHoro XxypHana: JSON, CEF

CraTyc 3apgaum
[aHHOe yBejOMJIEHNE NpegynpeamT Bac, KOrga cTaTyc 3afaHus USMEHEH Uiu
TOJIbKO Mpy 3aBEpPLLIEHUN 3afaHUS, B COOTBETCTBMM C BalLMMU HaCTPOMKaMM.

JocTtynHble hopmaTbl cucTemMHoro xypHana: JSON, CEF

CepBep 06HOBNEHUI ycTapen
970 yBefoMJIeHMe OTNpaBnAeTCs, Korga cepsep 06HOBMEHMI B BalLen ceTu
UMeeT ycTapeBLUMe MexaHU3Mbl 3aLUThI.

OocTtynHble opMaTbl cucTeMHoro xypHana: JSON, CEF
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CobbiTue ceTeBblX MHLMAEHTOB

9To yBeAOMIIEHNEe OTNPaBAAETCA KaXAbli pas, Koraa mogynb Network Attack
Defense o6Hapy>KMBaeT MoMbITKY aTaku B Balleil CeTU. ATO yBeAOMJIEHNE
Takxe MHGopMUpyeT Bac 0 TOM, 6bina i NpeAnpUHATA NONbITKa aTaku U3BHE
CEeTV UM U3 CKOMMNPOMETUPOBAHHOM KOHEYHOW TOYKM B CceTu. [lpyrue cBeaeHus
BK/IOYAOT JaHHble O KOHEeYyHoOW TOuKe, TexHuke aTaku, |P-agpece
3/10yMblILLUSIEHHMKA U fencTBuAX npeanpuHATbix Network Attack Defense.

[ocTtynHble opMaTbl cucTeMHoro xypHana: JSON, CEF

O6Hapy)XeHO HapyLLueH1e NaMATH

970 yBegoMmieHne WHpopmupyeT Bac, korga HVI obHapyxuBaeT aTaky,
HapyLlaloLLyto paboTy NaMAaTH 3alUULLEHHbIX BUPTYalbHbIX MAlUUH B cpefie
Citrix Xen. YBegoMneHne npefocTaBuUT BaM BaXKHble MOAPOBHOCTH, Takme Kak
nmsa n IP-agpec 3apaXxeHHOM MaLLUHbI, ONUCaHNe UHLUMAEHTA, ICTOYHUK U LieSb
aTaku, Mepbl, NPeANpUHATbIE AN YCTPaAHEHUS YTPO3bl, U BPeMS 06HAPYXXEHUS.

YBeoMSIeHUs1 CO3AAal0TCA B CieAYOWMX Clydasnx:

o [MonbITkM McnoNb30oBaTbL 06/1aCTb NAMATH B Apyrux uenax, otTJiIn4HbIX OT
HaMepeHmZ rmnepsunsopa, ¢ NOMOLWbHO Tabnuubl paclwnpeHHna cTpaHul,
(EPT).

« [lonbITKM NpoLLeCCOB BHEAPUTb KOA, B ApYyrue npoLecchl.
« [lonbITKM M3MeHUTb agpeca nNpoLeccoB B Tabnuuax nepeBoja.
« [lonbITKN M3MeHUTb MOAENb onpeaesNieHHbIX peructpos (MSR).

o [onbITKN M3MeHUTb cofiepXkaHue onpeaeneHHbIX 06beKTOB ApanBepoB
WM Tabnunubl AeckpunTopoB npepbiBanuia (IDT).

« [lonbITKN 3arpysnTb B creuuasnbHblie KOHTponupyeMble peructpbl (CR)
HeJoMNyCTUMble 3HAYEHUS.

« [MonbITkV 3arpy3unTb B OnpeesieHHbIe pacLUMPEHHbIe PerucTpbl ynpaBreHus
(XCR) HeponycTMMble 3HaYeHHUs.

o [onbITKN U3MeHUTb Tabnuuy rno6asnbHbiX AECKPUNTOPOB UNKU Tabnuuy
LECKPUMNTOPOB NpepbIBaHMiA.

MpumeyaHmne
®yHkumsa HVI MoxeT 6biTb AOCTYyNHa ANA Bawero peweHuss GravityZone c
OTAENbHBIM JINLLEH3NOHHBIM KJTFOYOM.
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LocTynHble popmaTbl cucTemMHoro xypHana: JSON, CEF

Hosoe npuno)XeHue B UHBeHTapu3ayuum npuno»(el-mﬁ

9To yBedomsieHMe WuHdOpMUMpPYeT Bac, Korga MoAaynb YnpasreHus
NPUIOXEHUAMU O6HaAPYXXUT HOBOE MPUIIOXKEHUE, YCTAHOBJIEHHOE Ha
KOHTPOIMPYEMBbIX KOHEYHbIX TOUKAaX.

[ocTtynHble dopMaTbl cucTeMHoro xypHana: JSON, CEF

Sandbox Analyzer o6Hapy)xeHune

970 yBepoMeHne 6yaeT NosBAATLCA Kaxabln pas, korga Sandbox Analyzer
06HApPY)XUT HOBYI Yrpo3y cpeau cpeau npenacTaBsieHHbIX ¢aitnos. Bam
npeaocTaBNATCA Takue AaHHble, Kak UMsA XocTa unn IP-aapec KoHeyHoM
TOYKU, BPEMS U flaTa 06HAPYXXEHUS, TUM Yrposbl, NyTb, UMS, pasmep dannos
1 [IeNCTBUSA MO UCMpPaBJIEHUIO, NPEeANPUHATbIE AN KaXK0r0 U3 HUX.

Mpumeyanmne

Bbl He 6yfeTe nonyyaTb YBEeAOMJIEHWS O YMCTbIX MpPOaHaSM3NPOBAHHbIX
obpasuax. MHdopmaLms 060 Bcex OTNpaB/ieHHbIX 06pasuax 4OCTyMNHa B OTYeTe
Pe3ynbtaTtbl Sandbox Analyzer (yctapeno) v B pasgene Sandbox Analyzer, B
rnaBHoM MeHto Control Center.

OocTtynHble hopMaTbl cucTeMHoro xypHana: JSON, CEF

AKTUBHOCTDb MO o6|-|apy)Ke|-|mo runepseu3opa

3T0 yBepomneHue MHGOOPMUPYET Bac MPU OGHAPYXEHUU B CETU JO6bIX
BPEAOHOCHbIX WU HEe3a6NIOKUPOBaHHbIX COBbITUIA. 3TO yBefOMIIeHME
oTnpaBnseTcsa Npu Kaxaom cobbiTum HyperDetect n cogepxut cnegytowme
JaHHble:

. CBepeHusi 06 ya3BMMOMN KOHEYHOM Touke (MMs, IP-agpec, ycTaHOBNEHHbIN
areHT)

« Twun v nma BpefoHOCHOro No

« 3apaxeHHbIn NyTb K panny. [nsa aTak C MEHbLUIMM KonnyecTBoM ainioB
npepocTaBnsieTcs UMA UcnonHsieMoro dainna, UCNosb3yemMoro B aTake.

« CocTosiHMe 3apaXkeHust
o Xaw SHA256 ucnonHsiemoro BpefoHOCHOro davna

« Tun npep,nonaraeMon aTaku (LlEJ'IEBaFl aTakKa, HeXenaTtesibHad nporpamMmma,
9KCNJIONTBI, nporpamMmmbl-BbIMOraTesnu, no403pUTesibHble d)aVIﬂbI nceTeBOM

Tpaduk)
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. YpoBeHb 06HapyeHusi (PekoMeHayeMbIi, HopMasnbHbIi, MHTEHCUBHbIN)
. Bpems u nata o6HapyxeHus

JocTtynHble hopMaTbl cucTemMHoro xypHana: JSON, CEF

Bbl MOXeTe NnpocMaTpuBaTh cBeAeHUs 06 MHBEKL MM U NPOAOIXaTb U3ydYaTb
npo6nemy, co3gas oT4eT AKTUBHOCTb HyperDetect Ha cTpaHuue YBegoMneHus.
[nsa atoro:

1. B Control Center, HaXMWUTe KHOMKY = YBepomneHust YUTo6bI 0TO6PasnTb
o6nacTb yBeJOMJIEHUN.

2. Haxmute CCbUIKY MokasaTb 6o0nbluie B KOHLe yBeOOMIJIEHUS, YTOObI
OTKPbITb CTPaHNLy YBeaomneHus.

3. Haxmute kHonky [lpocmoTp oTyeTta B AeTansAx yBefoOMAeHuMn. 3TO
AeNcTBMe OTKPbIBAET OKHO KOHUrypauum oTyeTa.

4. Ecnn Heobxoaumo, npoBeanTe KoHdurypaumio otyeta. [ns nonydeHus
6onee nogpo6Hon nHbopMaumm, obpatutech K «CosgaHve oTyeToB» (p.
534).

5. Haxmunte Co3gaTb.

Mpumeyanune
YT06bI M36€XaTb cnama, Bbl 6y/.'|,eTe nojiydatb MakCMMyM O4HO yBeAOMJIEHNE
B 4YacC.

BHe MHTerpaLumM CUHXPOHM3aL UK
970 yBegomsieHMe WHMOPMUPYET Bac O MpobremMax WHTerpauum u
HEBO3MOXXHOCTU CUHXPOHMU3aLUN. ITO MOXKET MPOU3ONTU U3-3a PA3JSIMYHbIX
(haKTOpOB, TaKNX KaK U3MEHEHHbIe NapaMeTpbl MHTErpaumm UM BpeMeHHOM
HefOoCTYNHOCTU cepBepa.

JocTtynHble dopmaTtbl cucTemHoro xypHana: JSON, CEF

Owu6Ka naTya OTCYTCTBYeT
9TO yBeAoOMIieHME MNOABMAETCA,KOrAa B KOHEYHbIX TOYKax Ballen ceTu
OTCYTCTBYIOT 1 MM 2 AOCTYMHbIX NaTya.

GravityZone aBTOMaTU4YecKu OTMNpaB/isieT YBeAOMJIEHUE, CofepXKallee Bce
peaynbTaTbl 3a NocneaHue 24 yaca, Ao AaTbl YBEAOMIEHUS.

Bbl MOXKeTe NPOCMOTPETb KaKasi KOHeYHasa TouKa HaxoguMTCA B 9TOM Cutyauuu,
HaXXaB KHOMKY MpocMoTpeTb OTYeT B AeTansax yBeaoOMJIEHUA.
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Mo ymonyaHuio yBegomsieHne oTCbllaeT K ucnpassieHUsAM 6€30MacHOCTH, HO
Bbl MOXeTe HaCTpOUTb €ero Tak, yTO6bl OHO TakXe coobuwano BaM O
ncnpaeneHusax, He OTHoOCALLKUXCA K 6€e30MacHoCT!.

[ocTtynHble opMaTbl cucTeMHoro xypHana: JSON, CEF

HoBbli MHUNAEHT

9710 yBegomieHue uidbopmupyeT Bac o noaBneHny HOBoro uHumaeHTa. MNocne
BKJIOUEHUS YBEIOMJIIEHMS] FTEHEPUPYIOTCSA KaXKA b pa3, KOrAa HOBbIA MHUMUAEHT
oTobpaxaeTcs B pa3gene UHuuaeHTbl LieHTpa ynpaBneHus. CooTBeTCTBYOLLEE
CO6bITUE CUCTEMHOIO XXYpHana CoiepXXUT CMUCOK PENEBAHTHbIX 3/IEMEHTOB,
U3BMEYEHHbIX U3 CBEEHUIN 06 MHLUMAEHTE, KOTOPbIE€ MOXHO UCMOMb30BaTh
Ana oboraweHns MHpopMauum o 6e30MacHOCTU U Koppensiuui cobbITui
(SIEM). [Ona nonydeHus 6Gonblueid MHboOpMaLMM HaxXmuTe Ha HaseaHue
MHUUZEHTa.

JocTtynHble hopmaTbl cucTemHoro xypHana: JSON, CEF

XpaHeHue BpeAOHOCHbIX NporpamMmm
9To yBeAoMIIeHNe OTNPaBSeTCA Npu o6HapyXXeHun BpeaoHocHoro MO Ha
YCTPOMICTBE XpaHeHus, CoBMeCcTUMOM c ICAP. 3To yBefoMeHNe co3faeTcs
NpyM KaXaoM O6HapY>XeHWM BPeAoHOCHbIX NporpamMm U npepocTaBnser
CBefleHMsi O 3apaXeHHOM YCTPOWCTBe XpaHeHus (ums, IP-agpec, Twvn),
BpeAoHOCHOM MO 1 BpeMeHU 06Hapy>KeHUs.

OocTtynHble opMaTbl cucTeMHoro xypHana: JSON, CEF

3abnoknpoBaHHble YCTPOCTBa
9TO yBEAOMIIEHNE UHULMUPYETCS, KOTAA K KOHEYHON TOYKe NMoAaKIovaeTcs
3a6/10KMPOBaHHOE YCTPOMCTBO UM YCTPOMCTBO C paspeLleHneM TOJIbKO ANls
yTeHus. ECi OHO M TO XXe YCTPOMCTBO NMOAK/OYAETCA HECKONbKO pas B
TeyeHMe OAHOro Yaca, B TeYeHMe 3TOro MHTepBasna OTNPaBAseTCA TOJIbKO
ofilHO yBegoMneHue. Ecny ycTpoicTBO CHOBa MOAKIHOYAETCS Yepes yac,
BblAAeTCsA HOBOE YBeJlOMJIeHUe.

JocTtynHble hopmaTbl cucTemMHoro xypHana: JSON, CEF

15.2. [lpocMoTp yBEAOMAEHUN

ans npocMoTpa yBe[J,OMJ'IeHI/Iﬁ HaXXMnUTe KHOMKY . YBepomMmneHuss n panee
Ha>XMuTe nOCMOTpeTb BCe yBeJOMJIeHUSA. MosasutcAa Ta6J'IMLI,a, copepxaulaa sce
yBeaoMIeHund.
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Bitdefender

GravityZone Welcome, User v

| »

Dashboard Configure Delete Refresh
Network Type Created
Packages
Tasks
Malware Outbreak 6 May 2015, 12:10:11
Policies

Assignation Rules

Reports

Quarantine

CTpaHuua yBefloMNeH!i

B 3aBMCMMOCTM OT KONMYecTBa YBEAOMJIEHWI, Tabnuua MOXeT 3aHUMaTb
HECKONbKO CTpaHuL (Mo ymonyaHuto oTo6paxaeTtcs no 20 3anucei Ha CTpaHuue).

[Onsa nepeMelLLeHNs MO CTPaHULLAM UCMOJSIb3YATE KHOMKU HaBUraLum B HUXHEN
yacTu Tabnuupbl.

YT06bl MU3MEHUTb KOJIMYECTBO 3arnucen OTO6pa)KaeMbIX Ha CTpaHuue, BBeguTe
Apyroe 3Ha4yeHue B rnose pagomM C KHonkKkaMu Hasurayun.

Ecnv 3anucei cnuwkom MHOMO, Bbl MOXETE UCMOJSIb30BaTb MOMCKOBbIE NMOJIA Noj
3arofioBKaMu CTON6LOB MU MeHI0 GpubTpa B BEPXHEN YacTu Tabnuubl, YTO6bI
oTunbTpoBaTb OTOOPaXKaeMble AaHHbIE.

« UT06bl OTGUNBLTPOBATbL YBEAOMIIEHUS, BbIGEPUTE TUM YBELOMIEHUI, KOTOPbIE
Bbl XOTUTE YBUAETb, B MeHI0 Tun. o xenaHuto, MOXHO Bbl6paTb BPEMEHHOM
WHTEepBaJs, B TeYEHMEe KOTOPOro yBeLOMIEHUS! 6blIM CreHepUpoBaHbl, YTO6bI
YMEHbLIMTb KONMYEeCTBO 3anucer B Tabnuue, OCOBGEHHO Mpu 60JbLIOM
KONUYEeCTBE CreHepuMpoBaHHbIX YBEAOMIIEHUN.

. [na npocmoTpa AeTanen yBeLOMIEHUS, HAXXMUTE HA ero MMs B Tabnuue.
Paspen Mogpo6Hasa uHopmauusa oTobpaxkaeTcsl HuXe Tabnuubl, rge Bbl
MOXeTe yBUAETb COBbITUE, KOTOPOE CreHepUpPOBasio yBeOMIIeHMe.

15.3. YpaneHue ysegoMneHuni
YT06bI YAANUTb YBELOMJIEHUS:

1. Haxmute KHOMKY . YBepomneHus B ﬂpaBOIZ 4YacCTU MNMaHeNn MEHH0, 3aTeEM
HaXXMute HPOCMOTPETb BCe yBeOMJIeHUA. MosiBuTCA Ta6J'IVILI,a, coaepxatwas
BCe yBeJOMJIEHUA.

2. Bbi6epute yBelOMJIEHUS], KOTOPbIE Bbl XOTUTE YAANUTb.
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3. HaxmuTe KHOMKy = YAanuTb B BepXHeil 4aCcTu Tabnuubl.

Bbl Takke MOXeTe HaCTPOUTb yBEOMIIEHUSA A aBTOMaTMYeCKOro yganeHus
nocrie onpefeneHHOro Konuyectsa AHen. Ana nonydveHus 6osiee Noapo6HOM
uHbopMauum, o6paTuTech K «<HacTpolika napameTpoB yBegoMeHnin» (p. 588).

15.4. HacTpolka napaMeTpoB yBeAOMJIEHUH

Tun yBegoMIieHnIn Afist OTNPaBKU U agpeca 3NeKTPOHHOM MNOYThI, HA KOTOPbIe OHU
OTMNPaBNSATCA, MOTYT 6bITb HACTPOEHbI AJ1s1 KAXXA0ro Nosib3oBaTens.

YT106bI HaCTpOUTb NapaMeTpbl yBeAOMHeHMﬁZ

1. Haxmute KHOMKY . YBepomnenus B npaBoﬁ 4aCTu naHennm MeHHo, 3aTem

HaxmuTe NpocMmoTpeTb BCe yBeAoMIeHUs. [loaButcs Tabnuua, coaepxxawas
BCe yBe OMJIEHUA.

2. HaxmuTe KHoMKy @ HacTpouTb B BepxHel YacTu Tabnuubl. 0To6pa3uTcs OKHO
HacTtpoiku ysegoMmneHui.

Notifications Settings

Configuration

Delete notifications afer (days) El E

Enable refresh notifications:

Send notifications to the following emai addresses

Enable notifications

Notification Visibility

~

<]

Mahware Outbreak
Show in Control Center

<]

License Expires
& Send per email

License Usage Limt Has Been Reac.
License Limit Is About To Be Reac.
Update Avaiable

Interet Connection

Configuration
SMTP Connection

[ B < BB < <]

Use custom threshold
Mobie device users without email

<]

Datzbase Backup

~

“

HacTpoiku yBegomneHui
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Mpumeyanue
Bbl Takke MOXeTe MonyuynTb AOCTYNn K OkHy [lapamMeTpbl yBegomMneHui

HanpsIMyto, UCNoJIb3ysl 3HayoK &' HacTpouTb B NMpaBOM BepPXHEM Yriy OKHa
O6nacTb yBefOMJIEHUM.

3. B pasgene HacTpoilku Bbl MOXeTe 3a4aTh Clnefytolme HaCTPONKMU:

ABTOMAaTMYeECKOE yaaneHve yBeLOMIIEHNNA MO UCTEYEHUN OMNpPELENIEHHOIO
nepuojia BpeMeHWU. YcTaHoBUTE Ntoboe xenaemoe uncno ot 0 go 365 B
none Yaanutb yBefoMieHus yepes (gHen) .

OTmeTbTe Gnaxkok Bkniounte yBesomneHuss 06 o6HOBNEHUAX, eCnn Bbl
XOTUTE, YTObbl 06M1acTb YBEAOMJIEHUA aBTOMAaTUYeCKM O6HOBNANachb
Kaxgble 60 cekyHp,.

Kpome TOro, Bbl MOXeTe OTMPaBfsiTb YBEAOMJIEHUS oOrnpenesieHHbIM
noslyyaTesnsiM no 351eKTPOHHOM noyTe. BBeaMTe agpeca aNeKTPOHHOM NoYTbI
B COOTBETCTBYHOLLLEE M0J1e, HAXKaB Enter NOC/ie KaXA0ro agpeca.

4. B pasgene BknwounuTb yBefOMIIEHUS Bbl MOXETE BblOpaTb TUN YBEAOMIIEHUN,
KOTOpble XoTUTe nonyyatb oT GravityZone. Bbl TakXke MOXeTe HacTpOUTb
BUAMMOCTb U MapamMeTpbl OTNPaBKM WHAMBUAYANbHO, OIS KaXAOro Tuna
yBeAOMJIEHUN.

BbibepuTe Xenaemblit TUN YBELOMIEHUIA U3 cniMcKa. s nony4yeHus 6onee
noapo6Hon nHdbopMaLmm, o6paTuTeck K « Tunbl yBegomeHuin» (p. 576). Koraa
BbI6paH TUM yBEAOMIIEHUIA, Bbl MOXKETE HACTPOUTb Ero KOHKPETHbIE NapaMeTpbl
(ecnu pocTynHO) B NpaBoii YacTu:

BuaumocTtb

Mokas B Control Center 0603Ha4aeT, YTO 3TOT TMMN COOLITUI OTOBPaXkaeTcs
B Control Center c nomMolLbio 3HauKa &£ O6nacTb yBefOMJIEHUIA.

OTnpaBuTb XXypHan Ha cepeBep 0603HayaeT, YTO AaHHbIN TUM COGbITUN
Takxe oTnpaensieTcss B ¢ann syslog, B cnydyae ecnu syslog-cepeep
CKOH(UrypupoBaH.

YT106bl Yy3HaTb O TOM, Kak HacTpouTb syslog-cepBepbl, o6paTuTech K
PykoBoacTBy no yctaHoBke GravityZone.

OTﬂpaBVITb no SHEKTPOHHOﬁ noyTte yKasbiBaeT, YTO 3TOT TuUM cobbITUN
6yp,eT TakKXe OTrnpaBsiATbCA HAa HEKOTOpPbIEe agpeca 3J'IeKTpOHHOl7I MOYThbl.
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B aTtoMm cnyyae Bbl AO/MKHbI BBeCcTUM agpeca SﬂeKTpOHHOﬁ no4yTbl B
BblaenieHHOM MnoJie, Ha)XaB Enter MNOCJIe KaXXA0ro agpeca.

KoHndurypaums

Mcnonb3oBaThb Nosib30BaTeNbCKUI MOPOT - MO3BOJISIET ONpPeAesMTb Nopor
ANSi KOJIMYECTBA NpoM3oLeAwWwmx Co6bITUI, Nocne KOTOPOro BbiGpaHHble
yBeaoMIieHusi 6yayT oTnpaBsieHbl.

Hanpumep, yBegomneHne o BCMbIWKax 3apaXXeHust BpefoHOCHbIM M0
OTMpaBnAeTCA MO YMOMYaHUIO NONb30BaTeNAM, eciiv He MeHee 5% Bcex
ynpaBnsieMbIX O6bEKTOB CETU 3apaXKeHbl OJHUM U TEM XK€ BPELOHOCHbIM
MO. YT06bl M3MeHMTb Nopor cpabaTbiBaHUSI O BCMbIWKAX 3apaXKeHus,
paspeLumTe onuuio MUcnonb3oBaTb NONIb30BaTENIbCKUIA OPOT, 3aTEM BBEAUTE
Xenaemoe 3HavyeHue B nosie Mopor Bcnbiwku BpegoHocHoro MO.

Onsa yeepomneHuss Database Backup Bbl MoxeTe Bbi6paTb TOJIbKO
nosnyyeHue yBeloMJIeHMI 0 c60e pe3epBHOro KonupoBaHus. OcTaBbTe 3Ty
ONuUMIO HEOTMEYEHHOWN, €C/IM XOTUTE MoJiyyaTb YBEAOMJIEHUSI O BCEX
CO6bITUAX, CBA3AHHbIX C PE3€PBHbLIM KOMUPOBaHUEM.

[Onsa Cratyca cobbiTua Security Server Bbl Mo)keTe BblbpaTb CO6bITUA
Security Server, KoTopble 6yayT Bbl3blBaTb 3TOT TUM YBELOMIEHUS:

- YcTapen - yBefioMNsieT KaxAblii pa3, Koraa Security Server B Balien
ceTu ycTaper.

— Powered off - ypegomnaeT kaxablil pas, korga Security Server B Baluei
CeTU BbIKJIHOYEH.

— TpebyeTca nepesarpy3ka - yBeloMNIsleT KaXabli pa3s, korga Security
Server B Ballei ceTn TpebyeT nepesarpysku.

[ns CTaTyc 3apgaum, Bbl MOXeTe Bbl6paTb TUM CcTaTyca, KOTOpbIN 6yaeT
BbI3bIBaTb C/ieAyHOLLMIA TUMN YBEAOMIEHWUNA:

— Jhoboii cTaTyc - yBeAOMASET KaXAbli pas, korga sagada Control Center
3aBeplLUeHa C JIo6bIM CTaTyCoM.

— TonbKo He3aBeplUeHHble - YBeAOMIIAeT KaAblW pas, Korga 3agada
Control Center 3aBepwnnacb Heyaayen.

5. Haxmute CoxpaHuTb.
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16. CTATYC CUCTEMbI

Ha cTtpanuuye CrtaTyc cucteMbl OTOOpakaeTcsi MHoOpMauusi 0 COCTOSIHUK
paboTocnoco6HOCTU pa3BepTbiBaHUA GravityZone, 4To ynpoLLaeT NpoCcMOTp Npu
BO3HWKHOBEHWUM HENONAAO0K. Ha cTpaHuLie npeficTaBNeHbI CUCTEMHbIE MOKa3aTesnu,
UX cTaTyC M Kora oHu 6b1nv 06HOBIIEHBI B MOCNEAHUI pas, BCe 0TO6paXkatoTca B
BULE CETKM.

\’_j‘/ Refresh
Lashboard
Metrics Last Updated Status
o >
Network Web Console data processors 10 October 2019, 08:00:19 v
| > Disk Usage 10 October 2019, 08:00:19 v
Policies
&| N Communication Server 10 October 2019, 08:00:19 v
4
Reports 7 =
" Database Server 10 October 2019, 08:00:19 (1) Details ~
@
Quarantine Web Server 10 October 2019, 08:00:19 v
222
a® Message Broker 10 October 2019, 08:00:19 v
Accountz

System Status
CTpaHuua cTaTyca CUCTEMDI

B ctonbue lMokasaTenu oTo6pa)katoTcs BCe MHAMKATOPbI, OTCNEXMBaeMble
GravityZone Control Center. Moapo6bHee 0 Kaxpow nokasaTenn K craTtyce
coob6LeHnl cM. B paspene «[poueccopbl gaHHbix» (p. 616).

B cton6ue MNMocnegHee o6HOBNEHMe OTOOpPaXKaloTCA AaTa U BpeMsi nocieaHen
NPOBEPKU COCTOSAHUSA METPUKMN.

B cTton6ue CtaTyc oTobpaxkaeTcsi COCTOsSIHME Kaxaon meTpuku: - OK wnn ()
BHumaHue. CTaTyc nokasaTens 06HoBsseTCA Kaxable 15 MUHYT UK KaxkablIn pas,
Korga Bbl Ha)XmumaeTe KHonKy © O6HOBUTb
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16.1. CocTtosiHue OK

Crtatyc - OKykasbiBaeT Ha TO, YTO NoKasaTesb BefeT cebs HopManbHO. HUKakmx
JOMOJIHUTENbHbIX NOAPOGHOCTEN B 3TOM Cllyyae He 0ToBpaXkaeTcsl.

16.2. CTaTyc y4yeTHO 3anucu

CTaTyc yyeTHOM 3an1cy (' oTo6paXkaeT METPUKY, KOTOPYH HEBO3MOXHO 3anyCTUTb
npu HopMarnbHbIX NapameTpax

B naHHOM cnydyae Bam cnefyeT MOHSATb, YTO MPOMU3OLLSIO M BbIOPaTb TeKyluune
nencrTeus:

1. Haxmnte kHonky [Mogpo6HOCTM u4TOGbI pasBepHyTb AOMONHUTENbHYHO
uHbOpMaLUIO, CBSAI3AHHYHO C pacCMaTpPMBaAEMbIM NapamMeTpPoM.

Refresh
Metrics Last Updated Status
Web Console data processors 09 October 2019, 08:47:08 v
Database Server 09 October 2019, 08:47:08 (1) Details ~
Appliance Details
10.17.44.111 The service is inactive since Wed 2019-10-09 08:46:52 UTC; 13s ago
Web Server 09 QOctober 2019, 08:47:08 v

[eTtanu napameTtpos
. B paspene YCTpOI'/'ICTBO Bbl MOXETe HanlTu IP-appeca 3apa)eHHbIX
KOMMNbHOTEPOB.

. B paspene Moppo6HocTM Bbl MOXeTe MNPOCMOTPeTb WHbopMaLuuto,
OTHOCSILLYIOCSl K KaXA0MY NapameTpy.

2. Haxxmute Fix pnsa BoccTaHoBMeHUs MeTpUKK u GravityZone cpenaeT Bce 3a
Bac.
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Database Server () Details ~ |E|

Appliance Details

10.17.43.29 The service is inactive since Mon 2020-02-17 16:09:29 UTC; 5min ago

[eTtanu napameTpoB

CTtaTyc MeTpuku 6yaeT oTBepHyT oT -~ OK Ao Tex mop, Moka oH He 6yaeT
UcnpasJeH.

Mpumeyanune
[nsa npyrov MeTpuKu, OTHOCALLLENCA K fieNy, CBshXKuTechb ¢ KoMaHAoM no nogaepxke
npeanpusaTuUs.

16.3. [apameTpbl

CtpaHuua System Status copep>XuT cBefieHUs 0 cnefyroLmUX nokasaTensx:

« [poueccopbl faHHbIX BE6-KOHCOMU

« Wcnonb3oBaHue gucka

« KoMMmyHuKauunoHHbIn CepBep

« CepBep 6a3bl AaHHbIX

. Beb6-cepBuc

. bBpokep coobuieHun

npOLI,ECCO[)bI JaHHbIX BE6-KOHCONM

9TOT nokasaTeslb OTC/IEXWBAeT COCTOSIHME MPOLECCOPOB JaHHbIX, KOTopbie
UCMonb3yTcs AN KOMNUAALUM AaHHbIX, 0To6paxaembix B Control Center.

CoobuieHne o BO3MOXHOM npo6neme Moapo6bHasa nHpopmayus

lipoueccopel, koTopele Bemwix 3 OAWH WAM  HECKOJSIbKO MNPOLLECCOpOB
CTPOA Ha BTOM YyCTPOMCTBE: AaHHbIX OCTAHOBJIEHbI.
<MaccCup IMNIPOLECCOPOB IOaHHEIX> .

CraTtyc cucteMbl 593


https://www.bitdefender.com/support/contact-us.html?last_page=BusinessCategory
https://www.bitdefender.com/support/contact-us.html?last_page=BusinessCategory

Bitdefender Cravity unfolow the raditional,

CoobuieHne o BO3MOXHOM npo6neme MoapobHasa nHpopmauus

BupTyajbHOE YCTPOMCTBO He BMpTyaﬂbHoeyCTpOVICTBO,VICI'IOJ1b3y}Ou.I,ee
paboraetr CNY>X6bl Be6-KOHCON, OCTAaHOBJIEHO.

MonHbIV CNMCOK NpoLeccopoB, ucnonbayemMbix Control Center, cMm. B «[poLieccopsbl
AaHHbIX» (p. 616).

Wcnonb3oBaHue aucka

9TOT NokasaTesb OTC/IeXNBAET 06beM AUCKOBOIO NPOCTPaAHCTBAa, NCMNOoJIb3yeMOro
Ha Ka>aoM BUPTyaJibHOM YCTPOﬁCTBe, 06beM ocTaBLLerocsi CBO604HOro MecTa,
a Takxe obliee NPOCTPaAHCTBO Ha Aaucke. Ecnu KakKowu-nméo u3 [UCKOB

ucnonbayetcs Bblwe 80%, napameTp oTo6paxkaeT cTaTyc (' BHUMaHue

CoobuieHune o BO3MOXXHoM | [oapo6Hasa nHpopmavms

npo6neme cratyca

lcnonbsyeMmoe mecTo Ha mucke OAWH UM HECKOSBbKO AMCKOB UCMONb3YHOTCS
(vMa mmcka) cBbiwe 80% X MakCUMasnibHOM EMKOCTM.

BMpTyaJibHOE yCTPOMCTBO He YKa3aHHOE  BUPTyaJibHOe  YCTPOWCTBO
pa@OTaeT OTKJTHO4Y€eHO.

KoMMyHMKaumnoHHbIN CepBep

9TOT nokasaTesb OTCNEXMBaeT CBSSb MeXAYy areHTamu 6e30MacHoCTH,
YCTaAHOBJIEHHbIMU Ha BallMX KOHEYHbIX TOYKax, n cepeepoM 6a3bl faHHbIX.

CoobLieHue 0 BO3MOXKHOM npobneme ctartyca | Mogpo6bHas uHpopmaLus

Crnyx0a HeakTuBHa <timestamp> [aHHbIN cepBUC OCTAHOBJIEH.

CepBep 6a3bl AaHHbIX

9TOT NokasaTesib OTCNEXMUBAET COCTOsAIHME 6a3bl faHHbIX GravityZone.
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CoobuieHune o BO3MOXXHOM |[Mogpo6Hasa nHdopmaums

npoGneme cTaTtyca

Crnyx0a HeaKTUBHAa CepBuc nepectan paboTatb Ha OfHOM U3
YCTPOMUCTB.

<timestamp>
BupTyajbpHOE YCTPOMCTBO He BMpTyaanoe yCTpOﬁCTBO,MCHOﬂbsyKnuee

paboraer cepBep 6as3bl AaHHbIX, BbIKJTKO4YEHO.

Be6-cepBuc

9TOT NoKa3aTesb OTCNEXMBAET COCTOsIHME Be6-cepBepa, Ha KOTOPOM pa3MeLlaeTcs
GravityZone Control Center.

CoobuieHune o B03MOXXHoW | Moapo6bHas uHdpopmauus

npo6neme ctaTtyca

Cityx6a HeaKTMBHA CepBep nepecTtan pa6oTtaTb Ha OAHOM U3
<timestamp> YCTPOUCTB.

BUpTyalbHOE yCTpPOMCTBO He BUPTyanbHOE YCTPOWCTBO, UCMOMb3YytoLLee
3TOT CcepBep, BbIK/IOYEHO.

paboraer
Bpokep coobLieHnit

9TOT nokasaTefNb OTC/EXUBAET COCTOSIHUE CJ'IY)K6bI 6p0Kepa COo06LEeHNn Ha
YCTPOﬁCTBaX C ponamu BE6-KOHCON U cepBepa cBA3N.

CoobLuieHne 0 BO3MOXKHOI npo6neme|Mogpo6bHas uHpopmaLus

Cryx6a Gpokepa coobmenuit He CepBuUC NnepecTan pa6oTaTb Ha OAHOM U3

paboTaeT Ha 3TOM yCTPOMCTBE YCTPOUCTB.

He ymanoce yCTaHOBUTBH CeTeBOe CBA3sb Mexay AByMA an60paMM
coenmHeHre Mexny ycTporcrsamu MPEPBaHa

BupTyaslbHOE YyCTPOMCTBO He BupTtyanbHoe yCTpONCTBO,

paboraeT ncnosib3yruiee 3ToT CepBUC, OTKITKOYEHO.
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17. NNOJTYHEHWUE CIPABKW

Bitdefender cTpemnTCs NpefocTaBUTL CBOMM KIIMEHTaM ObICTPYHO U KAYECTBEHHYHO
Texnoapepxky. Ecnvy Bac BOZHUKAN NpO6eMbl MU €CNIN Y Bac eCTb Kakne-nn6o
Bonpochkl 0 npoaykTax Bitdefender, nepeinante B Haw OHNaNH LEEHTP MOALEPIKKN.
B HeM JoOCTYNHbI pecypcbl, C MOMOLLbIO KOTOPbIX MOXHO 6bICTPO HAaNTU peLleHne
unu oteeT. Vnm npn He06X0ANMOCTU MOXHO 06PaTUTLCA B CIYXXOY NoanepXKu
knueHToB Bitdefender. MNpeacTaBuTeny cnyx6bl NoaAAePXKK 6bICTPO OTBETAT Ha
BCE BOMPOCHI U OKaXyT HEO6XOAUMYHO MOMOLLb.

MpumeyaHmne
B ueHTpe Texnoanep>Kkv MOXHO HanTu MHGOpPMaLUIO 0 MpefoCcTaBAsEMbIX YCNyrax
TeXNoAAEPXKKHU, a TakxXKe npaBunax nx npenocrtaByieHUA.

17.1. UenTp nopaepxku Bitdefender

Bitdefender LleHTp noaaep>kku aTo pasgen, r4e Bbl HanZeTe BCHO HEOOXOAMMYHO
nomoLlb no npoayktam Bitdefender.

ﬂ,OCTyrIHbIe pecypcCbl MOXXHO UCMOJIb30BaThb AJ1A 6bICTpOFO HaXoXXOeHUA pelleHnd
Wnn oTBeTa:

« CTtaTbyu 6a3bl 3HaHWUN
« ®opyM noapepxku Bitdefender
« [JokymeHTauus No npoayKTy

Tak)Ke MOXHO BOCMOJIb30BaTbCA MOWCKOBOW CUCTEMOW AN MNOJyYeHus
JOMOSNHUTESIbHbIX CBeAEeHU O KOMMbIOTEPHOW 6€30MacHOCTH, MpOoAYKTaXx
Bitdefender u camon koMmnaHuu.

CTtaTbyu 6a3bl 3HAHUM

baza sHaHuM Bitdefender - oHnawvH xpaHunuuwe wuHpopmaumm o npoaykKTax
Bitdefender. 3gecb xpaHsATca B yao6HOM gns goctyna ¢opmate oTYyeTbl O
pesysnbTaTax TeKYWMX onepauuin No TEXHUYECKOW NMoAfep>KKe U UCTIPaBJIEHUIO
OLLMOOK, BbIMOSIHAEMbIX CNYXX601 Noaaep>XXku u paspaboTtku Bitdefender, a Takke
CTaTb¥ MO MPEeAOTBPALLEHMIO 3apaXXeHWUs BUPYyCaMM, YNPABIEHUIO peLleHnsIMM
Bitdefender c nogpo6HbIMK pasbsCHEHUAMM, @ TaKXe Aapyras uHGopmauus.

basa 3HaHui Bitdefender oTkpbiTa Ans obuwero AocTyna C BO3MOXHOCTbHO
cBo6oaHoro noucka. Bitdefender copepxut o6wupHyto UHbOpMaLMIO,
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npegocTaBnssi  KAMEHTaM Heob6XoAuMMble TexHuU4Yeckue cBefeHusa. Bce
JeicTBytoLme MHGOPMaLMOHHbIE 3anNpoChl UK 0TYeThbl 06 OLIMBKaX, MoCcTynatoLme
oT KnimeHTOoB Bitdefender, MoryT 6b1Tb HalaeHbI B 6a3e 3HaHWI Bitdefender, Takue
KaK OTYeTbl MO MCMpaBJIEHUAM, YCTPAHEHUIO Henonagok M uHopmMaumnoHHble
cTaTbu, AononHswWwme daisbl CpaBoK NPOAYKTOB.

basa 3HaHui Bitdefender pns 6u3Hec-NpoAyKTOB AOCTYyNHa B N060e BpeMmst -
http://www.bitdefender.com/support/business.html.

®opym nogaepxku Bitdefender

dopym Texnognepxku Bitdefender npegoctaenaet nonb3osatenam Bitdefender
NPOCTON CNOCO6 He TOJNIbKO NOJTYyYUTb HEOHXOAMMYHO MOMOLLb, HO M MOMOYb APYTUM.
Mo>kHO ony6nukoBaTh NHOOYH NPo6aEMY MM BOMPOC, CBA3aHHbIE C NPOAYKTOM
Bitdefender.

CneunanucTbl Cny6bl TeXHUYecKo noaaepxku Bitdefender oTcnexxmsatoT HoBble
cooblieHns Ha (opyMe, YTO MO3BOJIAET CBOEBPEMEHHO pearMpoBaTb Ha Bce
BOMNpocCbI NoJib3oBaTesieit. Ha hopyme TakxKe ecTb BO3MOXHOCTb MONYyYnTb OTBET
WM y3HaTb 0 cnoco6ax pelleHus NnpobneMbl 0T 60Jiee oNbITHbIX MNoJIb30BaTeNen
Bitdefender.

Mepen nybnmkaumen cBoero coobLeHUst 0 NpobremMe UM Bonpoca, BbIMOSHUTE
MOMCK MOXO0XWUX UJIM CBA3aHHbIX TeM Ha dhopyMme.

®opym TEXNOAAEPKKMN Bitdefender JOCTyneH no appecy
http://forum.bitdefender.com, Ha NATU pasNUYHbIX A3bIKaX: aHINTMNCKOM, HEMELLKOM,
(bpaHLy3CKOM, MCMAHCKOM M PYMbIHCKOM. HaxXMuTe ccbifiky 3auguTta 6usHeca,
yTO6bI NEPENTM B pasaen NpoAyKToB Assl busHeca.

JIoOKyMeHTaLus no NpoAyKTy

JloKyMeHTauus No NpoayKTy ABASETCSA CaMbIM MOJHbIM UCTOYHUKOM UHOpMaLmK
0 NpoAyKTe.

CaMbI NpocToW cnoco6 NoNyYnTb AOKYMEHTALMIO - TepENTU Ha cTpaHuLy CnpaBka
n nogaepxka B Control Center. Haxxmnte cBoe uMs nosib3oBaTeNst B BEPXHEM
NnpaBoOM Yrily KOHCONW, BbibepuTe CnpaBKa U nogAepXkKa , a 3aTeM CCblJKy
WHTEepecyloLLero Bac pykoBoacTBa. PykoBoACTBO OTKPOETCS Ha HOBOW BKagke
Ballero 6paysepa.
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17.2. O6palLeHue 3a NOMOLLbIO

Bbl MoXxeTe 06paTI/ITbCﬂ 3a nomMowbo B Hall OHJalH LI,eHTp noanep>XkKu.
3anosiHnuTe KOHTaKTHas d)opMa n npmMuTe.

17.3. cnonb3oBaHue MHCTPYMEHTOB NOAAEPIKKM

MHCTpyMeHTbI noaaepkku GravityZone cosgaHbl, 4T06bl MTOMOYb MOJb30BaTeNsAM
M cneuvanuctam MOAAEPXKKM YNPOCTUTb NpefocTaBieHne Heo6XoaMMon
MHpOpMaLUM ANA YCTpaHEeHUs HeMonagoK. 3anyCcTUTe MHCTPYMEHT MOAAEPKKM
Ha [AeNCTBYHOLWMX KOMMblOTEpax W OTNpaBbTe apxuMB C WHdopmauuen o
BbISIBJIEHHbIX HEMonaaKax B NpeacTaBUTeNbCTBO Noaaepku Bitdefender.

17.3.1. Ucnonb3oBaHUe UHCTPYMeHTa NoAAepP XKW Ha onepaLMOHHbIX
cuctemax Windows

3anyck npunoXeHusi MIHCTPYMEHT NofAepXKK

YT06bI CO3AaTh XYpPHas Ha 3apaXXeHHOM KOMMbIOTepe, UCMOJIb3YINTe OAUH U3
cneayroLmMX Crnoco6oB:

« KomaHgHas cTpoka
[na no6bix npo6nem ¢ BEST, ycTaHOBNEHHbIM Ha KOMMbIOTEpE.

« [lpobnema c ycTaHOBKOW
Ons cutyaumn, korga BEST He ycTaHOBNEH Ha KOMMbIOTEpe M yCTaHOBKA
3aBepluaeTcsa HeyaauHo.

MeTo KOMaHAHON CTPOKU

Mcnonb3ysi KOMaHZHYH CTPOKY, Bbl MOXETe cobupaTb XXypHasbl MpsiMO C
3apaXKEHHOrO KOMMblOTEpa. ATOT METOJ MOJNIE3EH B CUTyaLUsiX, KOra y Bac HeT
JocTynak LleHTpy ynpaeneHus GravityZone unm KOMnbtoTep He B3aUMoZeNCcTBYEeT
C KOHCOJIbIO.

1. OTKpOMTe KOMaHAHYIO CTPOKY C NpaBaMu agMuMHUCTpaTopa.
2. NMepenguTe B Nanky ycTaHOBKM NpoaykTa. [yTb N0 yMOn4YaHuto:

C:\Program Files\Bitdefender\Endpoint Security

3. CobepuTe 1 COXpaHUTE XYpHasibl, BbIMOJIHUB 3Ty KOMaHAY:
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Product.Support.Tool.exe collect

JXypHarbl 1Mo yMosi4aHUio coxpaHanTcaB C: \ Windows \ Temp

Mpu XXenaHuK, ecnm Bbl XOTUTE COXPAHMTb XXYPHas CPeAcTBa NOALEPXKKU B
NPOU3BOJSILHOM MECTe, UCNOJIb3yiTe NyTb K MapaMeTpy:

Product.Support.Tool.exe collect [path="<path-to-file>"]

Mpumep:

Product.Support.Tool.exe collect path="D:\Test"

[Moka KoMaHAa BbINOJSIHAETCS, Bbl MOXKETe 3aMeTUTb MHONKATOP BbIMOJIHEHUA
Ha 3KpaHe. Korpa npouecc 3aBeplleH, B BbIXOOHbIX AAHHbIX 0T06pa)KGETCFI
nMA apxmnBa, cogepxxawlero >XXypHalsibl, U ero MeCTOornoJ1I0XeHUe.

YTo6bl OTMpaBUTb XXypHasbl B Cnyx6y nopaepxku Bitdefender Enterprise,
nepengute B C:\Windows\Temp Wi B NO/Ib30BaTEIbCKOE MECTOMOIOXKEHNE U
HanauTe apxuBHbIN dain ¢ MMeHeM ST [computername] [currentdate].

MpuKpenuTe apxvB K 3asBKe B CIYXX6Y NOAAEPXKKM AN AaSIbHENLLEro yCTPaHeHNs
Hernonagok.

lMpo6nema c ycTaHOBKOM
1. YT06bI 3arpy3nTb MHCTpYMEHT nogaepXXku BEST, HaxmuTe 3ech.
3anycTuTe UcnosHsieMbl ¢hainn oT UMeHM agMUHUCTpaTopa. MosiBUTCS OKHO.

Bbi6epuTe MecTo /1 COXpaHEHUS apXMBa XKYpPHasloB.

[Moka xypHansbl CO6VIpaPOTCFI, Bbl YBUAUTE Ha 9KpaHe UHANKATOP BbINOJIHEHUA.
Korga npouecc 3aBeplueH, B BbIXOAHbIX JaHHbIX 0T06pa)KaeTCFI nMA apxumea
N ero MecTonosioxxeHue.

YT06bl OTMpaBUTHL XypHanbl B cnyx6y noapepxku Bitdefender Enterprise,
nepenauTe B BbiIbpaHHOE MECTOMNOIOXKEHME U HANAUTE apXUBHbIN hain c UMeHeM
ST [computername] [currentdate].llpuKpennTe apxus K 3asiBKe B CIyXOy

noAfep XKy AN fasibHenwero ycTpaHeH s HeNnosamox.
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17.3.2. Ucnonb3oBaHne MHCTpYMeHTa NOALEPXKKU Ha onepaLuoHHbIX
cuctemax Linux

[ns onepayMoHHbIX CUCTEM LiNUX UHCTPYMEHT NOAAEPKKU UHTErPUPOBAH B areHT
6e3onacHocTu Bitdefender.

Ona c6opa uHbopmauum o cucteme Linux c MCNOSIb30BAHMEM WMHCTPYMEHTa
MOAAEPXKKM, 3aMYCTUTE CNEAYIOLLYIO0 KOMaHAY:

# /opt/BitDefender/bin/bdconfigure

ncnonb3ya cnepyrouine noCTynHbie onuun:

——help COCTaBUTb CMUCOK BCEX KOMAHA UHCTPYMEHTa NoJAEPXKKN

enablelogs  AAA  BK/OYEHUA  XKYpHanupoBaHMA  MNpoaykTta U

KOMMYHUKaLUMUOHHOIO MoAaynsa (BCE CcepBUCHI 6yp,yT aBTOMaTU4eCKuU

nepesanyliieHbl)

disablelogs pns  OTK/OYEHUS  XKypHaNMpOBaHWA  MpoAaykta U

KOMMYHUKaLUOHHOIO MoAaynsa (Bce CepBUCDI 6yp,yT aBTOMaTU4eCKU

nepesanyLieHbl)

deliverall YTO6bI co3aaThb:

— ApxuB, coepXXaLlui XXypHasbl NPOAYKTa U MOAYNA CBA3M, LOCTAB/IEHHbIN
B nanky /tmp B cnepywouwemM cbopMaTe:
bitdefender machineName timeStamp.tar.gz.

[Mocne Toro Kak cosgaH apxms:

1. Tpu OTKNHOYEHUN XYpHanupoBaHWst BaM 6yfeT BbigaH 3anpoc. [pwu
Heo6X0ANMOCTH CNyXX6bl aBTOMATUYECKU Nepe3anycTsaTCs.

2. Tpwv yaaneHuu xypHasnoB BaM 6yAeT BblAaH COOTBETCTBYHOLMIA 3anpoc.

deliverall -default npeaocTaB/iIAeT TaKyko Xe I/IHd)OpMaLWII-O, KakK U B

npeablayLen onuun, Ho AEUCTBUS NO YMONYaHUIO 6yayT 0TOOpaXKeHbl B Jlorax
6e3 3anpoca nosnb3oBaTtesis (KypHasbl OTKIHOYEHbI U YAaneHbl).

Bbl Takxe MoXeTe 3anycTUTb KOMaHAy /bdconfigure npsamo n3 naketa [BEST_
SHORT] (NonHbIN MK 3arpy3ynK) 6e3 ycTaHOBKM NPOAYKTA.

Onsa coobueHnsa o npobneme GravityZone, BO34eNCTBYHOLEN HA Bally CUCTEMY
Linux, BbINOMHWTE CreaytoLue Wwark, MICNnosb3ysi paHee onucaHHble onuuu:
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BkntouuTte XypHanvpoBaHue NpoAyKTa U KOMMYHUKALMOHHOIO MOAYIIS.
MonbiTanTecb BOCNPOU3BECTM NPOGNEMY.
OTKJIOUYUTE XYPHanbI.

Co3paiTe apxuB XYpHaoB.

o > N~

OTkpoinTe obpalieHre B cnyx6y Moafep>Xku, ucnonb3ys cdopmy, KoTopas
[OCTYynHa Ha cTpaHuue Momow,b &Moaaeprxka B Control Center, c onucaHnem
npo6nemMbl M NPUKPENSIEHHbIM apXUBOM XXYPHasoB.

NHCTpYMEHT noaaepxXku ans Linux npefocTaBnseT chneayroLLyto MHGopMaLmio:

. etc,var/log, /var/crash (ecnu JOCTYNHO) U var/epag Nanky U3 nanku
/opt/BitDefender, KOTOpPble COAEPXaT XypHasbl n HacTporku Bitdefender

« ®ann /var/log/BitDefender/bdinstall.log cogepXuT nHdopmalmto
no ycTaHOBKe

o Gannnetwork.txt, KOTOPbIA COAEPKMUT MHPOPMALIMIO O CETEBbIX HACTPOMKax
/ 0 AOCTYMHOCTU MaLLUUH

o ®ann product.txt, BKIOYas cogepxmmoe Bcex ¢annoB update.txt U3
/opt/BitDefender/var/lib/scan U NOJIHbIN PEKYPCUBHbIA CIINCOK BCEX
dannoB u3 /opt/BitDefender

« @ann system.txt, KOTOPbIA COAEPXUT 0OLLYIO CUCTEMHYIO MHDOpPMaLMIO

(Bepcua aucTpubyTrBa U A4pa, AOCTYNHaA onepaTMBHaA NaMATb M cBo6oAHOE
MECTO Ha XXeCTKOM AuCKe)

. ®@ainusers.txt, KOTOPbIA COAEPXKNUT MHDOPMaLMIO O NoSib3oBaTene

« [pyryto cuctemHyo MHbOopMaLMio, KacatoLLyCs MPOAYKTA, TaKyo KaK BHELIHee
ceTeBOe B3aMMOJeNCTBME NPOLECCOB U UCMOJIb30BaHue npoleccopa

« CucTeMHble XypHanbl

17.3.3. Ucnonb3oBaHne MHCTPYMEHTOB NOAAEPXKKW Ha OnepaLuoHHbIX
cuctemax Mac

Mpu oTnpaBke 3anpoca B Trpynny TexHudeckon noagepxku Bitdefender,
Heo6X0AMMO NPELOCTAaBUTL CNEAYHOLLYIO MHhOpMaLUIO:

« [Moapo6Hoe onucaHme Npobsembl, C KOTOPOM Bbl CTONIKHYIUCD.
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CKPVHLWOT (ecnu BO3MOXHO) CO06LLEeHNs 06 OLIMEGKe, KOTOPOe MNosiBseTCS.
YKypHan MHCTpyMeHTa NoAAepXKu.

YTto6bl co6paTb MHbopMauuio o Mac-cuctemMe C MOMOLbLIO MHCTPYMEHTa
NoAepXXKu:

1.

2.
3.
4

Ckavante ZIP-apxuB, coaepXXaliuii UHCTPYMEHT NOAAEPXKKM.
NsBnekuTe dann BDProfiler. Tool 13 apxuBa.
OTKpoOWTE OKHO TepMUHana.

MepenanTe K Nanke, cogepxaluen dann BDProfiler.tool.
Hanpumep:

cd /Users/Bitdefender/Desktop;

[ob6aBbTe paspelleHne Ha BbiNoJiHeHWe danna:

chmod +x BDProfiler.tool;

3anycTtuTte UHCTPYMEHT.
Hanpumep:

/Users/Bitdefender/Desktop/BDProfiler.tool;

Haxmute Y u BBeauTe Mapofib, KOrga MOSIBUTCA 3anpoc BBOAa Maposs
agMuHUCTpaTopa.
MofoxAnTe Napy MUHYT, MOKA UHCTPYMEHT He 3aKOHUUT Co3faHue ypHarna.

MonyuyeHHbin dainn apxusa ( Bitdefenderprofile_ output. Zip ) nossuTca Ha
pabouem cToe.

17.4. KoHTakTHas uHGopmaLus

9ddekTUBHOE B3aMMoaeNcTBMUE C KJIMEHTAMU SIBSIETCS 3aJI0FrOM YCMELHOro
6usHeca. 3a nocnegHue 18 net Bitdefender ypanocb 3aBoeBaTb 6€CCMOPHbIN
aBTOPUTET CpPeaiM CBOUX KITMEHTOB U MapTHEPOB 3a CYET ONepeXXeHns UX OXXnaaHuii
N NMOCTOSIHHOIO YJIyUYLEHUsI OTHOLIEHWUMA C HUMU. Mbl 6yaemM pafbl OTBETUTb Ha
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BCe BalluX BOMPOCHI U pellnTb Ballun I'IpO6J'I€MbI — He CTEeCHSITECH, O6paTMTer K
HaM 3a NOMOLLbHO.

17.4.1. Anpeca Be6-caifToB

OTpen npogax: enterprisesales@bitdefender.com

LleHTp nogaep>xku:http://www.bitdefender.com/support/business.html
JokymeHTaums: gravityzone-docs@bitdefender.com

MecTHble anctpubbtoTopbl:http://www.bitdefender.com/partners
MapTHepckue nporpaMmbl: partners@bitdefender.com

Otaen no cBasam co CMU: pr@bitdefender.com

BupycHas nabopatopusi: virus_submission@bitdefender.com
Cnam-na6opaTtopus: spam_submission@bitdefender.com

CoobLueHne o HapyLueHusax: abuse@bitdefender.com

Be6-canT: http://www.bitdefender.com

17.4.2. MeCTHble AUCTPUOBLIOTOPDI

MecTHble aucTpubbioTopbl Bitdefender roToBbl OTBETUTb Ha BCe BOMPOCHI
KOMMEPYECKOro 1 06LLero xapakrepa, HaxoAslMecs B UX KOMMNeTEHLNUN.

YT06bI HaWTK gucTpubbIoTOpa Bitdefender B Balweit cTpaHe:
1. Mepengute K http://www.bitdefender.com/partners.
2. TMepenanTe K Monck napTHepoB.

3. KoHTakTHaa uHdopMauusi MecTHbIXx AaucTpubbioTopoB Bitdefender 6ypet
oTobpa)keHa aBToMaTHYecKn. ECnn aTo He NpounsoLLio, BbiGepuUTe Ballly CTPaHy,
4YTOObI MPOCMOTPETb UH(OPMALUIO.

4. Ecnu He ypanocb HawWTu AuctpubbioTopa Bitdefender B Balwen cTpaHe,
CBSIXXMTECb C HaMW N0  ajapecy  3/eKTPOHHOW  MNOYThI
enterprisesales@bitdefender.com.

17.4.3. Odwmcni Bitdefender

Odwucbl komnaHum Bitdefender roToBbl 0TBETUTH Ha BCE BONPOCHI KOMMEPYECKOro
1 06LL,Eero XxapakTepa, HaxoAsILLMECH B UX KOMMETeHUMN. HWKe NpuBeaeHbl agpeca
N KOHTaKTHasi UHhopmMauusa obucos.
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CLLA

Bitdefender, LLC

PO Box 667588

Pompano Beach, Fl 33066

United States

TenedoH (Npogaxku & TexHnyeckas nogaepxka): 1-954-776-6262
Mpopaxu: sales@bitdefender.com

CanT: http://www.bitdefender.com

LleHTp nogpepxku: http://www.bitdefender.com/support/business.html

®paHums

Bitdefender

49, Rue de la Vanne

92120 Montrouge

dakc: +33 (0)1 47 35 07 09

TenedoH: +33 (0)1 47357273

E-mail: b2b@bitdefender.fr

Be6-canT: http://www.bitdefender.fr

LeHTp nogaepxxku: http://www.bitdefender.fr/support/business.html

WcnaHus

Bitdefender Espaiia, S.L.U.

Avda. Diagonal, 357,1° 12

08037 Barcelona

Espafia

®dakc: (+34) 93 217 91 28

TenedoH (office & sales): (+34) 93 21896 15

TenedoH (TexHnYeckas noaaepxka): (+34) 93 502 69 10

Mpopaxu: comercial@bitdefender.es

Be6-canT: http://www.bitdefender.es

LLeHTp nogaepkku: http://www.bitdefender.es/support/business.html

['epmaHus

Bitdefender GmbH
Technologiezentrum Schwerte
Lohbachstrasse 12

D-58239 Schwerte
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Deutschland

TenedoH (office & sales): +49 (0) 2304 94 51 60

TenedoH (TexHuyeckas nopaepxka): +49 (0) 2304 99 93 004
Mpopaxu: firmenkunden@bitdefender.de

Be6-canT: http://www.bitdefender.de

LLleHTp nogaepxku: http://www.bitdefender.de/support/business.html

Benuko6putanus n Upnanaus

Genesis Centre Innovation Way

Stoke-on-Trent, Staffordshire

ST6 4BF

UK

TenedoH (Npoaaxu & TexHnyeckas nopaepxka): (+44) 203 695 3415
E-mail: info@bitdefender.co.uk

Mpopaxu: sales@bitdefender.co.uk

Be6-canT: http://www.bitdefender.co.uk

LleHTp nogaepxku: http://www.bitdefender.co.uk/support/business.html

PymbiHus

BITDEFENDER SRL

Orhideea Towers

15A Orhideelor Street

060071 Bucharest, Sector 6

dakc: +40 21 2641799

TenedoH (Npopaxu & TexHuyeckas nogaepxxka): +40 21 2063470
Mpopaxu: sales@bitdefender.ro

Be6-canT: http://www.bitdefender.ro

LleHTp nogpepxxku: http://www.bitdefender.ro/support/business.html

06beaunHeHHble Apabekne IMUpaTtbl

Bitdefender FZ-LLC

Dubai Internet City, Building 17

Office # 160

Dubai, UAE

TenedboH (nNpogaxkm & TexHuMyeckaa nopdepxka): 00971-4-4588935 /
00971-4-4589186

dakc: 00971-4-44565047
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Mpopaxu: sales@bitdefender.com
Caur: http://www.bitdefender.com
LleHTp nogaepxku: http://www.bitdefender.com/support/business.html
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A. lMpunoxeHus

A.1. MNoapepxxuBaemMble TUNbl hannos

MexaHu3Mbl CKAHUPOBAHUA Ha HaM4Me BPEeOOHOCHbIX MPOrpaMMm, BKJTHOYEHHbIE
B pelleHus 6e3onacHocTu Bitdefender, MmoryT ckaHupoBaTb Bce Tunbl (ansos,
KOTOpble MOryT copepXaTb yrpo3bl. CAMCOK HMXe BKJOYaeT Haubosee
pacnpocTpaHeHHble TUMbl HannoB, KOTOPble aHaIM3UPYHOTCA.

{*; 386; 3g2; 3gg; 7z; abp; ac; accda; accdb; accdc; accde;
accdr; accdt; accdu; acl; acm; acr; action; ade; adp; ain;
air; app; ar; arc; arj; as; asd; asf; asp; au; avi; awk; ax;
bas; bat; bin; bmp; boo; bz; bz2; bzip2; cab; cal; cgi; chm;
cla; class; cmd; cnv; com; cpio; cpl; cru; crush; csc; csh;
dat; dcx; deb (with gzip, bzip2, xz); dek; dld; dll; dmg (with
HFS); doc; docm; docx; dot; dotm; dotx; drv; drw; ds; dsé4;
dtd; ebm; emf; eml; eps; esh; exe; ezs; fky; frs; fxp; gadget;
gif; grv; gx2; gz; gzip; hap; hlp; hms; hta; htm; html; htt;
iaf; icd; ico; img; inf; ini; inx; ipf; iso; isu; jar; Jfif;
jpe; jpeg; Jjpg; Jjs; Jse; Jjsx; kix; laccdb; lha; 1lzh; 1lnk; maf;
mam; maqg; mar; mat; mcr; mda; mdb; mde; mdt; mdw; mem; mhtml;
mid; mmf; mov; mp3; mpd; mpeg; mpg; mpp; mpt; mpx; msS; msg;
msi; mso; msp; mst; msu; nws; oab; obd; obi; obs; obt; ocx;
odt; oft; ogg; ole; one; onepkg; osci; ost; ovl; pa; paf; pak;
pat; pci; pcx; pdf; pex; pfd; pgm; php; pif; pip; png; pot;
potm; potx; ppa; ppam; pps; ppsm; ppsx; ppt; pptm; pptx; ppz;
prc; prf; prg; psl; psd; psp; pst; pub; puz; pvd; pwc; pwz;
Py:; pyc; pyo; gpx; gt; gxd; ra; ram; rar; rbx; rgb; rgs; rm;
rox; rpj; rpm (with cpio, gzip, bzip2, xz); rtf; scar; scr;
script; sct; sdr; sh3; shb; shs; shw; sit; sldm; sldx; smm;
snp; snt; spr; src; svd; swf; sym; sys; tar; tar.z; tb2; tbz2;
td0; tgz; thmx; tif; tiff; tlb; tms; tsp; tt6; u3p; udf; ufa;
url; vb; vbe; vbs; vbscript; vwp; vxd; wav; wbk; wbt; wcm;
wdm; wiz; wks; wll; wmf; wml; wpc; wpf; wpg; wpk; wpl; ws;

ws2; wsc; wsf; wsh; xar; x1; xla; xlam; xlb; xlc; x11; xlm;
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xls; xlsb; xlsm; xlsx; xlt; xltm; xltx; xlw; xml; xgt; xsf;

xsn; xtp; xz; z; zip; zl?; zoo
A.2. Tunbl ceTeBbIX 06LEKTOB M CTATYCbI

A.2.1. Tunbl ceTeBblX 06HEKTOB

Bce Tunbl ceTeBbiX 06BHEKTOB OOCTYNHbI B pas3pene CeTb " npeancrtaB/ieHbl
COOTBETCTBYHOLWNMUN 3HAYKaMMWN.

Hwuxe B Ta6m4u,e npuBeneHbl 3Ha4YKN N onnucaHne ana Bcex AOCTYNHbIX TUMOB
ceTeBbIX 06BHEKTOB.

—
=
=

CeTeBas rpynna

KomnbioTep

KomnbroTep peTpaHcnsaTop

KomnbroTep cepBepa Exchange

KomnbroTep peTpaHcnsaTop cepBepa Exchange
BupTyanbHas MalinHa

BupTyanbHas MaliMHa peTpaHcnsaTopa
3onoTon o6pas

BupTyanbHas MawwmHa cepeepa Exchange
BupTyanbHasi MalwimHa peTpaHcnsaTop cepepa Exchange
BupTyanbHas MawuHa c vShield

PeTpaHcnaTop BupTyanbHoM MaLwwmHbl ¢ vShield
MuBeHTapusaumsa Nutanix

Nutanix Prism

knactep Nutanix

Copepxxumoe VMware

VMware vCenter

P o BRI X KGe 39580 Q048 .E

VMware paTta-ueHTp
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%

Myn pecypcoB VMware

Knactep VMware

Conepxxumoe Citrix

XenServer

[Myn cepBepoB Xen

MHBeHTapunsaumna Amazon EC2
UHTerpaymsa Amazon EC2

Amazon EC2 / Pervon Microsoft Azure
Amazon EC2 / 3oHa gocTtynHocTu Microsoft Azure
NuBeHTapusaums Microsoft Azure
NuBeHTapusaums Microsoft Azure
Security Server

Security Server ¢ vShield

XocT 6e3 Security Server

XocT ¢ Security Server

VMware vApp

Monb3oBaTenb MOGUSILHOIO YCTPOMUCTBA
Mo6unbHoe yCTpoMCTBO

A.2.2. CocTosiHUe CeTeBbIX 0O beKTOB

Ka)K}J,bIVI CeTeBON O6BEKT MOXET HaxoAuUTCA B pPa3J/iIM4HbIX COCTOAHUAX, B
3aBUCUMOCTU OT COCTOAHUA YNpaBJIAEMOCTM, npo6neM 6e3OI'IaCHOCTI/I,
NOAK/IOYEHUA U TaK aanee. Huxe B Ta6J'WILI,e npuBeaneHbl 3Ha4Ykn BCEX BO3MOXXHbIX
COCTOSIHUI U NX OMNUCaHMe.

MpumeyaHmne
Tabnuua HWXe COAEepPXUT HECKOSIbKO O6LLMX MPUMEpPOB BO3MOXHbLIX COCTOSIHUN.
AHanornyHble COCTOAHMSA MOTY NPUMeHATLCA (OAUHOYHbIE USTM KOMOGUHUPOBAHHbIE)
KO BCeM TUMaM ceTeBbIX O6‘beKTOB, TaKuUX Kak ceTeBble rpynnbl, KOMNbOTEPbI U TaK
nanee.

MpunoxeHus
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m CocTosiHue

XocT 6e3 cepBepa 6€30MacHOCTU, OTKJIHOYUEH

©  BupTyanbHas MalwuHa, odnaiiH, HeynpaensemMas

©  BupTyanbHasi MalUWHa, OHNAlH, Heynpaeisiemas

BupTyanbHaa MaluvHa, OHJIaliH, ynpaenseMas

BupTyanbHasi MaluuHa, oHNalH, ynpaensiemasi, ¢ npoénemMamu
BupTyanbHas mawwuHa, OxuaaeT nepesarpysku

& BupTyanbHas MawuHa, npuocTaHoBrneHa (Suspended)

= BupTyanbHas MalluHa, yaaneHa

A.3. Tunbl pannos NpuNoXeHun

[ BWUXKN CKaHUpOoBaHMUSA BpeaoHOoCcHOro N0, BK/OYeHHbIe B peLleHnsi 6e30nacHOCTH
Bitdefender, mMoryT 6bITb HacTpoeHbl Ha CKaHMpPOBaHWe TONbKO ¢ainos
NpUIoXeHUn (Mn nporpamm). Gaisnbl NPUIoXKeHUIi 6osiee Ysi3BUMbI AJ1st BUPYCHbIX
aTak, Yem gpyrue Tunbl hannos.

9Ta KaTeropus BKJItOYaeT B cebs (I)aﬁﬂbl CO cnegyrumMun paclmpeHnamm:

386; abp; ac; accda; accdb; accdc; accde; accdp; accdr; accdt;
accdu; acl; acr; action; ade; adp; air; app; as; asd; asp;
awk; bas; bat; bin; cgi; chm; cla; class; cmd; cnv; com; cpl;
csc; csh; dat; dek; dld; dll; doc; docm; docx; dot; dotm;
dotx; drv; ds; ebm; esh; exe; ezs; fky; frs; fxp; gadget; grv;
hlp; hms; hta; htm; html; iaf; icd; ini; inx; ipf; iso; isu;
jar; Jjs; Jjse; Jsx; kix; laccdb; 1lnk; maf; mam; maqg; mar; mat;
mcr; mda; mdb; mde; mdt; mdw; mem; mhtml; mpp; mpt; mpx; ms;
msg; msi; msp; mst; msu; oab; obi; obs; ocx; oft; ole; one;
onepkg; ost; ovl; pa; paf; pex; pfd; php; pif; pip; pot; potm;
potx; ppa; ppam; pps; ppsm; ppsx; ppt; pptm; pptx; prc; pri;
prg; psl; pst; pub; puz; pvd; pwc; py; PYC;, PYyO; dJpx; rbx;
rgs; rox; rpj; rtf; scar; scr; script; sct; shb; shs; sldm;
sldx; smm; snp; spr; svd; sys; thmx; tlb; tms; u3p; udf; url;
vb; vbe; vbs; vbscript; vxd; wbk; wcm; wdm; wiz; wll; wpk;
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ws; wsf; xar; xl; xla; xlam; x1b; xlc; x11; xlm; x1ls; xlsb;

xlsm; xlsx; xlt; xltm; xltx; xlw; xml; xgt; xsf; xsn; xtp

A.4. dunbTpaumsa BROXeHuiA no Tuny ¢aiinos

MoZaynb ynpaBneHus KOHTEHTOM, npeasiaraemblt Security for Exchange, moxet
bUNbTPOBAaTb BIOXEHWUSA 3NIEKTPOHHOW MOYTbI B 3aBUCMMOCTM OT Tuna daisos.
Tunbl, gocTynHble B Control Center, BKtOUaloT crieaytoLime pacluMpeHuns:

WcnonHsiembie dainbi
386; acm; ax; com; cpl; dll; drv; exe; flt; fon; lrc; ocx;
scr; sys; vxd; x32

O6pasbl
bmp; cal; dcx; drw; ds4; eps; gif; gx2; ico; img; Jfif;
jpe; Jpeg; Jjpg; pat; pcx; pgm; png; psd; psp; rgb; sdr;
sh3; shw; sym; tif; tiff; wpg

MynbTumegua
392; 3g9g; asf; au; avi; mid; mmf; mov; mp3; mpeg; mpg; 0gg;
gt; ra; ram; rm; swf; wav; wpl

ApxuBbl.
7z; ain; arc; arj; bz; bz2; cab; cpio; cru; crush; gz; hap;
img; Jjar; lha; 1lzh; pak; ppz; rar; rpm; sit; snp; tar;
tar.z; tb2; tbz2; tgz; ufa; z; zip; zoo

AneKTpPOHHble Tabnuubl
fm3; ods; wkl; wk3; wks; xls; xlsx

Mpe3eHTauuun
odp; pps; ppt; pptx

JOKyMeHTbI
doc; docx; dtd; htm; html; odt; pcx; pdf; gxd; rtf; wks;

wpf; ws; ws2; xml

A.5. CucteMHble nepeMeHHble

HekoTopble U3 HaCTPOEK, MPUCYTCTBYHOLLMUE B KOHCOMNM, TPEBYIOT yKasaHua nyTei
Ha KoMMbloTepax. XXenaTesbHO WCMONb30BaTb CUCTEMHble MepeMeHHble (B
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COOTBETCTBYHOLLNUX cnyqaﬂx), 4YTO6bI ObITh YBEPEHHbIM, YTO NYTb OenCcTBUTENEH
A7 BCeX HYXXHbIX KOMMbIOTEPOB.

Hnxe npuBeneH CnNMcok npegonpeneneHHbIX CUCTEMHbIX NePEMEHHDbIX:

$ALLUSERSPROFILES
Manka npoguns All Users. Tunosown nyTb:

C:\Documents and Settings\All Users

$APPDATAS%
Manka Application Data BoweaLwero nonb3opartens. TUNOBON NyTb:
C:\Users\{username} \AppData\Roaming

$LOCALAPPDATA%
BpemeHHble hainbl NpunoXxxeHnin. Tunosom NyTb:
C:\Users\{username}\AppData\Local

$PROGRAMFILES%
Manka Program Files. TunoBon nyTb C: \Program Files.

$PROGRAMFILES (X86) %

Manka Program Files ans 32-6UTHbIX NPUIOXeEHW (Ha 64-6UTHBIX CUCTEMAX).
TunoBou NyTb:

C:\Program Files (x86)
$COMMONPROGRAMFILESS

Manka Common Files. TunoBon nyTb:

C:\Program Files\Common Files

$COMMONPROGRAMFILES (X86) %

Manka Common Files gns 32-6UTHBIX NPUNIOXEHNI (Ha 64-6UTHBIX CUCTEMAX).
TvnoBomn NyThb:

C:\Program Files (x86)\Common Files

SWINDIRS
KaTanor Windows nnn SYSROOT. TunoBo# nyTb C: \Windows.

SUSERPROFILES
MyTb K nanke npoduna nonb3osaTtens. TUNOBON NyTb:
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C:\Users\{username}

B macOS nanka npotunsa nonb3oBaTesns COOTBETCTBYET AOMaLlLHeil narke.
Mpu HaCTPOMKeE UCKITKOYEHUIA UCNOSb3YITe SHOME Of ~.

A.6. UHCTpyMeHTbI MoAyNst YNpaBneHus NPUIoXeHnsMu

YTobbI YCTaHOBUTb NpaBuna Moaynsa yﬂpaBJ'IeHVIﬂ NPUNOXXEeHNAMU Ha OCHOBE X3l
ncnoJsiHaemMmoro d)a17|na Wnn otneyvyaTtka CepTVICIJVIKaTa, HGO6XO,EI,I/IMO 3arpy3uTb
cneaywounime UHCTPYMEHTDI:

. Fingerprint, 4YTOObI MOJIY4YUTb MNMOJIb30BaTEJIbCKOE 3HAYEHUNE XILL.

« Thumbprint, 4TO06bI MNONYYNTb NONb30OBaTENbCKOE 3HAYeHMe oTrnevyaTka
cepTudukara.

Fingerprint

Ha)xmuTe 3ech, YTO6bI 3arpy3nTb UCMONHSEMbIN ain Fingerprint unv nepengnte
K http://download.bitdefender.com/business/tools/ApplicationControl/

YT06bI NOAYYMTb X3LU MNPUIIOXKEHMS:
1. OTKpONTE OKHO KOMaHAHOW CTPOKM.

2. lMepengunTe K MECTOMOJOXEHNIO MHCTPYMeHTa Fingerprint. Hanpumep:

cd/users/fingerprint.exe

3. YTo06hI OTO6paBVITb X3W-3HAa4YeHne npunoXxeHud, BbINOJIHUTE CneayroLlyro
KOMaHAy:

fingerprint <application full path>

4. BepHutecb B Control Center u HacTponTe MpaBUSI0O Ha OCHOBE 3HA4YeHWus,
KOTOpOe Bbl nonyyunu. [Ana nonyyeHus 6onee noApo6HOM MHbopMaLuu
obpaTuTech K «KOHTpOsIb NpunoxeHuin» (p. 367).

Thumbprint

HaxmuTe 31ech, 4TO6bI 3arpy3nTb UCMONHSAEMbIV dhan Thumbprint unu nepengute
Kk http://download.bitdefender.com/business/tools/ApplicationControl/

MpunoxeHus 613


http://download.bitdefender.com/business/tools/ApplicationControl/fingerprint.exe
http://download.bitdefender.com/business/tools/ApplicationControl/
http://download.bitdefender.com/business/tools/ApplicationControl/thumbprint.exe
http://download.bitdefender.com/business/tools/ApplicationControl/

BltdefenderGrawt\/Zone

YTo6bl NONY4YUTb OTNEYaTOK cepTuduKaTa:
1. 3anycTuTe KOMaHAHYIO CTPOKY OT UMEHM agMUHUCTpaTopa.

2. TepenpmnTe K MECTOMONOXEHUIO UHCTPYMeHTa Thumbprint. Hanpumep:

cd/users/thumbprint.exe

3. YT06bI 0TO6PA3UTL OTNEYATOK CEPTUPUKATA, BbINOSHUTE CIeAYOLLYH KOMaHAY:

thumbprint <application full path>

4. BepHutecb B Control Center u HacTpolTe MpaBWIO HA OCHOBE 3HAYeHUs,
KoTopoe Bbl nmonyuunu. Ons nonyyeHus 6onee noApobHON WMHbopmMaLmu
obpaTuTech K «KOHTpOsIb NpunoxxeHun» (p. 367).

A.7. 06bekTbl Sandbox Analyzer

A.7.1. Mopaepxusaemble Tunbl n Pacwmnpenus Ganos ana OTnpaBku
BpyuHyio

MopaepXXMBalOTCA CNeayolne pacluMpeHmns, KoTopble MOryT 6biTb NPOBEPEHbI
Bpy4YHyto B Sandbox Analyzer:

Batch, CHM, DLL, EML, Flash SWF, HTML, HTML/script, HTML
(Unicode), JAR (archive), JS, LNK, MHTML (doc), MHTML (ppt),
MHTML (x1s), Microsoft Excel, Microsoft PowerPoint, Microsoft
Word, MZ/PE files (executable), PDF, PEF (executable), PIF
(executable), RTF, SCR, URL (binary), VBE, VBS, WSF, WSH,
WSH-VBS, XHTML.

Sandbox Analyzer MoxeT 06Hapy>XMBaTb BbILLEYNOMSAHYTbIE TUMbI hannos, ecnu
OHM BK/HOYEHbI B apXUBbI CNefyoLWNUX TUMOB: 7z, ACE, ALZip, ARJ, BZip2,

cpio, GZip, LHA, Linux TAR, LZMA Compressed Archive, MS
Cabinet, MSI, PKZIP, RAR, Unix Z, ZIP, ZIP (multivolume), ZOO,
X7.
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A.7.2. Tunbl ®annos MNMogaepxuBaemble [peaBapuTenbHOM
OunbTpauuen KoHteHta npu ABTomatnyeckon OTnpaBske

MpeaBapuTenbHas GUAbTpaLMs KOHTEHTA ONpeaennT KOHKPETHbIN Tun daiina ¢
MOMOLLbIO KOMBMHALMK, KOTopasi BKIOYaeT B Cebsl coAepXMmoe o6bekTa U
paclmpeHmne. ATo 03HaYaeT, YTO UCMOJIHAEMbIN (aiin C paclUMPEHUEM . tmp 6yaeT

pacrnosHaH Kak MpWNOXEHWe W, €CNIN OH OKaXeTcsl MOAO03pUTeNbHbIM, ByaeT
oTnpasneH B Sandbox Analyzer.

. [Mpunoxenus - dainbl dopmata PE32, BKIOYasdA, HO He OrpaHMYMBasChb
CnefyloLWMMIN PacLUIMPEHNUAMU: exe, dll, com.

. ﬂ,OKYMeHTbI - d)aﬁﬂbl d)opmaTa AOKYMEHTA, BKNO4Yas, HO He orpaHn4ynBancChb
cneayrowmMmm paclimpeHnamm: x1sx, xls, ppt, doc, docx, dot, chm,

x1lm, docm, dotm, potm, potx, ppam, ppax, pps, pPpsm, pptx,
sldm, sldx, xlam, xlm, xltm, rtf, pdf.

o CueHapuu: ps, wsf, ws, php, py, js, vb, vbs, pyc, pyo, wsc,
wsh, pscl, jse, vbe.

« ApxuBbl:zip, jar, 7z, bz, bz2, tgz , msi, rar, rev, z, arj,

iso, lha, lhz, uu, uue, xxe, lzma, ace, r00.

« [louty (coxpaHeHHyto B painoBoi cucTeme).eml, tnef.

A.7.3. UckntoueHus Mo YMonyanuto B ABToMaTnyeckon Otnpaeke

asc, avi, bmp, gif, jpeg, jpg, mkv, mp4, pgp, png, txt.

A.7.4. PekomeHayeMble NPUNOXEHNA ANs feTOHALUN BUPTYalbHbIX
MalLluH

Sandbox Analyzer On-Premises Tpe6yeT, 4T06bI OnpeaeneHHbIe NPUIoXKeHUs 6bln
YCTaHOB/EHbl Ha BUPTYalbHbIX MalMHaX AETOHaLUWUW, YTOObl OHM OTKPbIBaIU
OoTnpaBfeHHble 06pasLpbl.

MakeT Microsoft Office xls, xltm, xltx, ppt, doc, dotx, docm, potm, potx,
ppam, ppax, pps, ppsm, ppsx
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swf

Mporpamma Adobe Acrobat Reader pdf

Windows no ymonuyaxuto

Tzip
WinZip
WinRAR
Google Chrome
Internet Explorer
Python
Mozilla Thunderbird
Microsoft Outlook

A.8. [Npoueccopbl AaHHbIX

bat, cmd, ws, wsf, reg, exe, dll, Ink, com, chm,
application, gadget, hta, cpl, msc, vbe, jse,
wsc, wsh, pscl, scf, vb, vbs, pif

7z, zip, z, arj, bz, bz2, tgz, jar, r00, ace, Izma,
Xxe, uue

html, url

Py, pyc, pyp
eml

[Mpoueccop nepecbiku
3anpocoB

AnnapaTHbI runepensop
VMware

AnnapaTtHbin runepeusop Citrix
YHuBepcanbHbI UHTerpaTop

BUpPTYyanusaumm
MHTerpaTop NTSA

MpunoxeHus

I'IeperlnaeT 3anpochbl npoueccopa B
Pas3IMyHbIX cpenax

CUHXpOHM3MpYeT pecypcbl VMware v apyryto
nHdopmauuto ¢ GravityZone

CUHXPOHU3NpPYET pecypcbl Xen 1 Apyryto
nHdopmaumto c GravityZone

CuHxpoHusupyeT pecypcbl Nutanix, Amazon
EC2 n Azure c GravityZone

CVHXPOHM3NPYET COCTOSIHUE MHTErpaLmu
Network Traffic Security Analytics (NTSA)u
OTNpaBnAeT O6HOBEHUS JIMLLEH3UU Ha
ycTponcTeo (NTSA)

616



Bitdefender Grawt\/Zome

unfollow the traditional

CuHXpoHM3auums CWHXpOHM3NPYET NHBEHTapu3auuo
WHBEHTapu3aunm KoMnbloTepoB KoMmnbtoTepoB Active Directory ¢ GravityZone
Active Directory

CuHXpOHM3aLmsA CMHXPOHM3UPYET UHBEHTapuU3aumio rpynn Active
nHBeHTapusauuu rpynn Active  Directory ¢ GravityZone

Directory

CuHXpOHM3aLMa MMMopTa CVHXPOHU3UPYET YUYETHbIE 3anucu

nonb3oBaTenei Active Directory nonb3oBatenei Active Directory ¢ GravityZone
(McnonbayeTca Ans CBA3bIBAHUS YYETHbIX
3anucen AD ¢ yyeTHbIMK 3anmcsiMm GravityZone)

CVHXpOHU3auus CMHXPOHU3MPYET MHBEHTapU3aL o
WHBEHTapu3auuMu nosib3oBartesien nosb3oBaTenen Active Directory ¢ GravityZone
Active Directory

MpoLeccop aNeKTPOHHOM NoYThl BbicTpavBaeT B o4epeHOM Nopsifke
9NEeKTPOHHbIE MMCbMa AN OTPaBKu OT
GravityZone

Mpoueccop oTyeTOB O6pabaTbiBaeT OTYETbI U MOPTNETbI

PasBepTbiBaHuWe areHTa 3apenicTBoBaHue BitdefenderareHTa

6esonacHocTn Windows 6e3onacHocTu ans yctpoicts Windows

Pa3BepTbiBaHMe cepBepa PasBepTbiBaeT BUpTYyasibHble YCTPONCTBA

6e30nacHoOCTH 6esonacHocTu

Mcnonb3oBaHue nuLeH3um YnpaensieT MULEeH3USMU YCTaHOBEHHbIX
KOHEeYHbIX TOYeK

Mpoueccop MoO6UIbHbIX OTnpaBnseT push-yBegoMNeHUs Ha

push-yBegomneHun 3allLMLLEHHbIE MOGUIIbHbIE YCTPOMCTBA

Pa3BepTbiBaHMe areHTa NcnonbayeT Bitdefender GravityZone

6esonacHocTu Linux n macOS 6e3onacHoCTb NpeanpuaTusa ansa areHta SVE
Ha ycTpomncTBax Linux u macOS

KoMNneKTbl KOHEYHbIX TOYEK U 3arpy>kaeT U Ny6nmkyeT Habopbl KOHEYHbIX
cpefcTBO 06HOBMEHUA NpoayKTa Touyek Bitdefender n o6HoBNeHMs NpoaykToB
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Mua MoapoGan upopuaus

GravityZone O6HOBNEH ABTOMaTMYecku o6HoBNSET GravityZone npu
HacTpoike. O6HOBNAET BEpCUIo Ans
BUPTYanbHbIX yCTPoncTB GravityZone

Package Cleaner YpnansieT Heucnonb3yemble hainbl
Mpoueccop BoNpocos O6pabaTbiBaeT NpobreMbl 6€30MaCHOCTH AiA
6e3oMnacHoCcTU 3N1eMeHTOB B pa3gene CeTb

PesepBHbIf Npoueccop BbinonHsieT pe3epBHOE KOMMpOBaHWe 6a3bl

ZaHHbIX GravityZone
Mpoueccop yBefoMNeHUI OTnpaenseT yeefoMIieHUs NoJib30BaTeNsM

Mpoueccop cucteMHbIx cobbiTui O6pabaTbiBaeT COObITUS U3 MHDPACTPYKTYPbI
(Application Control, Sandbox Analyzer, Serenity,
SVA) unu nnterpaumn (Exchange, Nutanix, NSX)

3apaya [lonosHUTEeNbHOro YnpaBnsieT yCTaHOBKOMW, 06HOBIEHWEM U

naketa HVI ypaneHwem gononHutensHoro naketa HVI ana
xocTtoB XEN

HVI Reboot Task Processor YnpasnseT 3agavyamu nepesarpysku Ha xocTax
HVI

CocTosiHME NUTaHUA U BbluncnsieT cCocTosiHME NMUTAHUSA U COCTOSIHUE

COCTOsIHME npoLieccopa NoAKJIH0UYEHUSI KOMMBbIOTEPOB U BUPTYasIbHbIX
MalluH

[Mpoueccop 0YMCTKM Ypanset odnanH MalLMHbI U3 ceTu

ABTOHOMHbIX MaLUUH
BbinonHeHne* poHOBbIX 3agay O6pabaTbiBaeT M 3anyckaeT ¢GOHOBbIe 3agaun
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noccapun

Antimalware Scanning Storm
MNHTeHCMBHOE WCNOJSIb30BaHME CUCTEMHbIX pPecypcoB, KOTOPOE MOXeT
NPOMCX0ANTb, KOrAa aHTUBMUPYCHOE NPorpaMMHoe obecrieyeHne ckaHupyeT
OAHOBPEMEHHO HECKOJIbKMX BUPTYasibHbIX MalWH HAa OAHOM (GU3NYECKOM
X0CTe.

IP-appec
Cokpatuenue oT Internet Protocol — MHTepHeT-NpoTOKO — MapLIpyTU3NpyeMblii
npotokon cemenctea TCP/IP, oTBevatowwmm 3a agpecaumto, MapLLpyTU3auuio,
(bparmMeHTaUuIo M NOBTOPHYH KOMMOHOBKY |IP-nakeToB.

Windows 3arpy3suuk
3To obuiee UMs Ans nNporpamMMm, ocHoBHasi GYHKLMS KOTOPbIX - 3arpyska
COAEPXKMMOTO0 AN HEXEeNnaTeNbHbIX UK 3NI0HAaMEPEHHbIX Lieneil.

Apxus
Juck, neHTa unu KaTtasnor, coaepallime pesepBHble Konuu $Hannos.

davin, cogepallmMin 0gMH UK HECKONbKO (ainsioB B cXXaToM opmarTe.

bpaysep
Be6-6paysep — npuioXeHWe, KOTOPOe HaxoAuMT W BbIBOAMT Ha 9KpaH
Be6-CTpaHuLblI.

byTkut
ByTKMT - 3TO BpeaoHOCHas NMporpamMma, crocobHas 3apaxaTb [J1aBHYH
3arpysoyHyto 3anuce (MBR), 3arpysouHyio 3anuce TomMa (VBR) wunm
3arpy304HbIi CEKTOP. BYTKUT OCTaeTCsi akTUBHbIM JJaXe NMoce nepesarpysku
CUCTEMBI.

Bupyc
MporpamMMa unu yacTb Kofa, KOTopas 3arpy>aeTcs B Ball KOMMbloTep 6e3
Balllero BefloMa 1 3anyckaetcs 6e3 Ballero yyactus. MHorme Bupycbl Takxe
MOryT KONnpoBaTb cebsi. Bce KOMMNbIOTEPHbIE BUPYChI CO3Aal0TCA JIIOAbMMU.
OuyeHb nerko HamucaTb MPOCTOW BUPYC, KOTOPbIA KOMUPYeT cebs CHOBa M
CcHoBa. [lake TakoW MPOCTOM BUPYC OYEHb OMAaceH, Tak Kak OH 6bICTPO
ucnonb3yeT BCO CBOGOAHYIO NaMATb U cucteMa 3aBucaeT. bonee onacHble
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BUPYCbl MOTyT nepenaBaTb cebsl No ceTu u npopbiBaTbCA 4Yepes3 CUCTEMDI
3alUnThbl.

Bupycbi-BbimoraTenu

BpenoHocHas nporpamMMa, KoTopasi 6JI0KMpYyeT Bac Ha BalleM KOMMbloTepe
nnu 6noKUpyeT JoCTyN K harnam 1 NpUoXKeHnsIM. Bupycbl-BbiMoraTenu 6yayT
Tpe6oBaTb OT BacC oOMpefeneHHylo nnaty (Bbikyn) B O6MeH Ha KoY
JelwndpoBaHus, KOTOPbIV MO3BOJIAET NOJYUYMTh JOCTYM K BalleMy KOMMbIOTEPY
unu pannam.

BpepoHocHoe N0

Malware - 0606 EHHbIN TEPMUH A1 TPOrPaMMHOIo obecneyvyeHnsi, KoTopbIn
o603HayaeT HaHeceHWs Bpeaa - cokpauleHue oT "malicious software”
(BpegoHoCHOE nMporpamMMHoe o6ecriedyeHne). 3TO He YHMBepcaslbHoe
0603HayYeHNe, HO ero NONynsAPHOCTb B KayecTBe 0606L,EHHOr0 TEpMUHA ANA
BUPYCOB, TPOSIHCKUX KOHEW, YepBeid M BPEAOHOCHOro MOOGWILHOIO Koga
MOCTOSIHHO pacTer.

3arpy304Hblit BUpyc

Bupyc, 3apaalolmii 3arpy304HbIA CEKTOP YKECTKOro MM MM6KOoro Aucka.
MonbITKa 3arpy3nTbCs C 3apaXkeHHOW AMCKETbI MPUBOAUT K TOMY, UTO BUPYC
aKTMBM3MpYyeTCa B NaMaTU. Kaxkabli pas, Koraa Bbl 3arpy)xaeTe CUCTEMY C
3TOro MecTa, BUpycC 6yAeT aKTUBU3UPOBATLCA B NaMSATM.

3arpy304Hbii ceKTop:

CeKTOp B Havasie KaXgoro AMCKa, B KOTOPOM XpaHuTcs MHbopMauus o
CTPYKTYpe AuckKa (pa3mep ceKTopa, pasmep Knactepau T.4.) Ha sarpy3oyHom
OUCKE 3arpy30udHbli  CEKTOp COAEPXWT MNporpammy, 3arpyxatoLyo
OMEePaLMOHHYHO CUCTEMY.

KnaeuaTypHbiit wnuoH (Keylogger)

KnaBuaTypHble WMMOHbI — 3TO MPWUIIOXKEHUS, KOTOPblE PErMCTPUPYIOT BCe,
YTO BBOAUTCS C KNaBUaTypbl.

KnaBmnaTypHble LWNWOHbI MO CYTU He ABAAOTCA BpefoHOCHbIM 0. VX MOXHO
MCMONb30BaTb B 3aKOHHbIX LieNAX, Hanpumep AJ1s KOHTPOoJIs 3a AeNCTBUAMMU
COTPYAHMKOB wnn peTed. OfHako BCe yvalle OHW MCMONb3YHOTCA
Kn6ep-MOoLLEHHUKAMM B 3/1I0HAMEPEHHbIX Lienisix (Hanpumep, aAnsi cbopa YacTHbIX
AaHHbIX, TaKMX KaK Yy4yeTHble [aHHble W HOoMepa KapT couuanbHOro
CTpaxoBaHusl).
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KomaHpHas cTpoka
B komaHAaHoWm CTpOKe noJjib3oBaTesib BBOAUT HYXHbleé KOMaHAbl Ha
cneynasibHOM KOMaHAHOM A3blKe.

Jlaseiku B cucteme (Backdoor)
Bpelub B 3alLMTe CUCTEMDbI, CMeLMaNibHO OCTaBNieHHas pa3paboTUNKaMm Uu
crieymanucTamMmu Mo ConpoBOXAEHUO. ITO He Bceraa Aenaetcs Co 3/blM
YMbICJIOM: Hanpumep, B HEKOTOPbIX OMepaLMOHHbIX CUCTEMaX NPelyCMOTPEHbI
y4YeTHble 3anucy, KOTopble MOryT UCMONb30BaTbCSA MEPCOHANIOM CJYXO6bl
TEeXHUYEeCKoMn Noaaep XK1 Uim nporpaMMmncTaMmmn paspaboTymka.

JloxxHoe cpabaTbiBaHue
Co6bITHe «JI0XKHOr0 cpabaTbiBaHMA» NOSBISIETCS, KOraa nporpaMma cuymTaeT
3apaXkeHHbIM Gaiis, KOTOPbIi TAKOBbIM Ha CAMOM JieJie He SIBJISIeTCH.

Makpo-Bupyc
KoMnbroTepHbIV BUPYC, KOTOPbIA KOAUPYETCA Kak BCTPOEHHbIA B flOKYMEHT
MaKpoc. MHorue npunoxenus, Takme Kak Microsoft Word u Excel,
NoAAepPXNBAOT CIIOXHbIE MaKPO-A3bIKMN.

Atn NPUNOXeHNA NOo3BONAKOT BCTPauBaTb MaKpOCbl B AOKYMEHT U 3TU
MaKpOCbI BbIMOJIHAKTCA BCAKUI pas, Korga Bbl OTKpbiBaeTe AOKYMEHT.

Heaepuctuueckuin aHanus (Non-heuristic)
9TOT MeToA NPOBEPKM OCHOBAH Ha UCMOJIb30BaHWUM OMNpPeAESIEHHbIX CUrHaTyp
BMpPYcoB. OCHOBHOE NPEMMYLLECTBO 3TOMO0 METOAAa COCTOUT B TOM, YTO €ro
Henb3ss 06MaHyTb MOXOXel Ha BUPYC MPOrpaMMoii, a, cnefoBaTenbHO, He
BO3HUKAET JIOXXHOe cpabaTbiBaHUe.

O6nacTb yBegoMeHUi
O6nacTb yBefOMJIEHUIN BrepBble MOsSIBUNACb B OMepaLyoHHOM cucTeMe
Windows 95. OHa pacnonoxeHa Ha naHenu 3agad Windows 06bI4HO B HUXKHEN
YyaCcTU 9KpaHa PpsAOM C YacaMU W COOEPXUT MasieHbKue 3HauKwy,
obecrneymBatoLLme 6bICTPbIN AOCTYN K TaKUM YHKLUMAM, Kak dhakc, MpUHTEp,
MOAEM, PeryimpoBka rpoMKOCTM U T. A YTo6bl NPOCMOTPeTb NOAPOGHYHO
MHpopMaLUO O NporpaMMe U ee HACTPOWKW, MPOCTO ABaXAbl LENKHUTE
MbILLKOW Ha 3HauUKe.
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O6HoBNEeHusa

HoBass Bepcuss MporpamMHoro o6ecrneyeHuss wamM  060pyAoOBaHMS,
paspaboTaHHasA Ha 3aMeHyY yCTapeBLUen BepCUM 3TOro NpoaykTa. Kpome Toro,
MHorne 06HOBJIEHMSI YaCTO OMpeAesnAoT, yCTaHOBJIEHA JI HAa KOMMbloTepe
CTapasi Bepcusl JaHHOro NporpaMMHOro npoaykTa. Ecnv HeT — o6HOBNEHUe
HEBO3MOXHO.

Bitdefender mMeeT cBoM COGCTBEHHBLIA MOAYSIb OBGHOBMEHUS, KOTOPbIVA
No3BONSIET BPYYHYIO NPOBEPSATH HanMuvMe 06HOBNEHUI UK aBTOMATUYECKH
06HOBNATL MPOrpaMMHbIe NPOAYKTI.

Mogo3putenbHble daiinbl U Tpaduk ceTn

Mopo3putenbHbIMU SBNSAIOTCS aisibl C COMHUTENbHOM penyTauuen. [JaHHoe
paHXupoBaHue onpeaensieTcst MHOrMMM hakTopaMu, Cpeamn KOTOPbIX MOXKHO
HasBaTb. HanuuMe UUPPOBON MOAMUCK, KONMNYECTBO BXOXAEHUA B
KOMMbOTEPHbIX CETAX, MCMONb3YEMbIN YNaKOBLUMK U T. A. CeTeBon Tpadmk
BOCMPUHMMAETCA KaK NoA03PUTESIbHbIN, ECNIN OH OTKJIOHSIeTCS OT WwabnoHa.
Hanpumep, HeHafeXXHbIN UCTOYHUK, 3aMPOChI HA NOAKIHOYEHUE K HEOObIYHBbIM
nopTam, yBeJIM4YeH1e UCMNOSIb30BaHUS NOJIOChI MPOMYCKaHUs, Cily4YaHoe Bpemst
COeAVHEHUA U T. A,

MonumopdHbIi BUpYC

Bupyc, uameHsiiowmn ceoro GopMy BCSIKMIW pas, 3apa)kasi HOBbIM dawn.
MocKoNbKY Yy Takux BUPYCOB HET GUHAPHON 3aKOHOMEPHOCTM, UX TPYAHO
0BHAPYXUTb.

MopT

KomnbtoTepHbIii MHTepdeiic, C MOMOLLbI0 KOTOPOro NOAK/0YAeTCS BHeLIHee
YCTPOWCTRBO. Y NepcoHasibHbIX KOMMbIOTEPOB €CTh HECKOJIbKO BUAOB NOPTOB.
BHYTpU Kopnyca ecTb HeCKOJIbKO MOPTOB AJisi MOAKIHOYEHUS GUCKOBOAOB,
MOHUTOpA U KNnaBuaTypbl. CHapy>Xv eCTb NopTbl A5 NOAKIHOYEHNA MOLEMOB,
NMPUHTEPOB, MbILIMW U APYTUX BHELUHUX YCTPOWUCTB.

B ceTax Ha 6a3e npoTokonoB TCP/IP n UDP, nopT — 3TO KOHeYyHas Touyka
niornyeckoro nogknoveHus. Homep nopta ykasbiBaeT Ha ero Tun. Hanpumep,
nopt Homep 80 ucnonbayetcs anss HTTP Tpaduka.

Mporpamma-LUN1oH

Jlto60ro poga nporpaMmMa-LUINMOH, KOTopas TallHo 1 6e3 BegoMa Nnosib3oBaTtess
- yaulie BCero B peKSlaMHbIX Liensix - cobupaeT MHbopmMaLmio o nonb3oBaTene
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BO BPEMSI €ro COeNHEHUs C ceTbto MHTepHeT. LLINnoHCKMe NporpamMmmbl 06bI4HO
MacCKUPYIOT Kak CKPbITble KOMMOHEHTbI 6eCNIaTHbIX UK YCNIOBHO 6eCriaTHbIX
(shareware) npunoXxeHui, KOTOPblE MOXHO CKayaTb U3 CeTU MHTepHeT, XoTA
cnefyet OTMETUTb, YTO 60JIbLUIMHCTBO 6eCnaTHbIX UM YCOBHO 6ecrnaTHbIX
MPWUIOXEHUN HE COAEPXKUT NPOrpaMM-LLNMOHOB. MporpamMma-LWnuoH nocse
CBOEN YCTaHOBKM OTCNEXMBaeT agpeca B CeTU MHTepHEeT, K KOTOpbIM
o6palaeTca nosib3oBaTesib, ¥ TalHO NepecbiiaeT 3Ty MHGOPMaLMIO TPETbUM
nvuaM. MporpaMMbI-LWNUOHBI MOTYT cobupaTb MHbOpMauuio 06 agpecax
9NEeKTPOHHOM MOYTbI, NapOoNIsAX U HOMepax KPeAUTHbIX KapT.

nporpaMMbI-I.IJﬂMOHbI aHaNorn4yHbl BUpyCcamM-TposdAHaM B TOM CMbICJIE, UTO U
Teun gpyrme yCtaHaBJinBakoTCA CaMMMU NOJIb30BaTeNIAMUN BO BPEMA YCTAaHOBKA
Opyrux nporpamMmm. )KepTBaMVI nporpaMmM-InmMoHoB 06bIYHO CTAHOBATCS npu
CKa4ynMBaHMN U3BECTHbLIX NPOrpaMMHbIX NPOAYKTOB U3 q)aVIﬂOO6MeHHbIX ceTen.

[encTeus NporpaMm-LLUNMOHOB SIBASIKOTCS He TOJIbKO HapYLUEHUEM 3TUKU U
KOH(PUAEHUMANbHOCTH, HO U KpaXkeil pecypCoB KOMMbIOTEPHOW NaMsATh U
pPecypcoB KaHana COe[MHEHWUs C CceTblo WHTEepHeT, 3a cYeT nepegauu
nHdopMaLnM NPorpamMMon-LINMOHOM CBOEMY UCTOUYHUKY MPU NOAKIHOYEHUM
nonb3oBaTesia K ceTu MHTepHeT. 3a cueT noTpebsieHns MaMATU U CUCTEMHbIX
pecypcoB nNporpaMMamMu-LINMoHamu, paboTa nocrieaHux B GOHOBOM pexnme
MOXXET NPUBOAUTL K HEYCTOWUYNBON paboTe CUCTEMbI U ee CO0SIM.

Mpotokon TCP/IP

MpoTokos ynpaBneHus nepeaadeit/uHTepHeT-npoTokon (Transmission Control
Protocol/Internet Protocol) — Ha6op ceTeBbiX MNPOTOKOMOB, LUMPOKO
ncnonbayembix B cetu NHTepHeT. OHM 06beaMHAIOT B 0A4HY 60JbLUYIO CETb
MHOXXECTBO B3aMMOCBSI3aHHbIX CEeTelN, COCTOAMX M3 KOMIMbIOTEPOB C
pasfnMyHON apXUTEKTYPON U C pPasfiMyHbIMU OMEepPaLUoOHHbIMU CUCTEMAMM.
MpoTtokon TCP/IP BkntoyaeT B cebs1 cTaHAAPThI CBA3UN MeXAY KOMMNbIoTEPaMy,
06, eNpuHATBIE NpaBuia 06beANHEHMA CeTEN M MapLIpyTusaumm Tpadmka.

PacwmpeHue umenn daiina
YacTb HasBaHusa ¢aina nocne TOukW, 0603Hayalowas TUM [aHHbIX,
XPaHSALLUXCA B HEM.

MHorue onepaLmMoHHble cucTeMbl, Takue kak Unix, VMS n MSDOS ucnonbaytoTt
paclmnpennst umeH dannoB. O6bIYHO OHU COCTOST U3 Tpex 6YKB, NOTOMY YTO
ycTapeBwune OC He MMeT noagepXku 6osiee ASIMHHbIX PacLUMPEHUN.
Hanpumep, "¢” TekcT nporpamMmbl Ha si3bike C (C source code), "ps” — fA3bIK
PostScript, a "txt" — no6oi TekcTOBbIN dain.
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PeknamHoe N0

PeknamHoe MO 4acTo ycTaHaBNMBaETCA «B KAYECTBE Harpy3km» K OCHOBHbIM
NPWUIOXEHUAM, KOTOpPble NPeaoCTaBnsaTCA 6ecnnaTHo, Npyu yCnoBum, YTo
nosib3oBaTeNb CorfawaeTcss ycTaHoBMTb adware-nporpammy. MOCKosbKy
Adware-npunoxeHna 06blYHO yCTaHaBNMBAKOTCA TONbKO MOCNe TOro, Kak
nosib3oBaTenb NPUHUMAET YCNIOBUS, COAEPXKaLLMECA B COOTBETCTBYHOLLEM
NINLEH3MOHHOM COrJIalleHUM C yKa3aHWeM hyHKLMIA aHHOTO MPUIIOXEHUS, TO
UX (QYHKUMOHUPOBAHME He ABNAETCA KaKUM-IM60 HapylueHWeM Mpas
nosib3oBaTens.

OfHako, BCMJIbIBAlOWMNE pPeEKJIAMHbIE OObABNIEHUS MOTYT MPUYUHATD
Heyqo6CTBa MOMb30BaTesNl0, a B HEKOTOPbIX Clyyasx W yxygwaTb
NPoM3BOAUTENBbHOCTL cUCTeMbl. Kpome Toro, MHbopMauusi, cobupaemast
HEKOTOPbIMU N3 3TUX NPUNTOXKEHUN, MOXET HapyLUNTb HEMPUKOCHOBEHHOCTb
YaCTHOM >KM3HM MONib30BaTeNe, KoTopble He 6biM B MOJSIHOM Mepe
0CBef,0MJIEHBbI 06 YCNOBUAX JIMLEH3NOHHOIO COraLleHus.

PyTkut

PyTKUTbI - 3T0 HA6OP NPOrPaMMHbIX UHCTPYMEHTOB, MO3BOJISIFOLLMX NOJTYYNTb
JOCTyn K CWUCTEMe Ha YpOBHe agMuWHUCTpaTopa. TepMuH BMepBble
ucnosnb3oBanca pas onepaunoHHbix cuctem UNIX w©n oTHocuncs K
WHCTPYMEHTaM MepeKoOMMUAALUKN, KOTOPble MO3BOMSAAMN MOJy4YnTb MNpaBa
afMUHUCTpAToOpa, NMpYM 3TOM UX MPUCYTCTBUE OCTaBaNOCb CKPbITbIM A
CUCTEMHbIX afMUHUCTPATOPOB.

OCHOBHOW Liefbio PYTKUTOB SIBNIAETCS CKPbITUE NPOoLIeccoB, (haiinos, TIOrMHOB
U XypHanoB. OHM TakKXe MOryT nepexBaTbiBaTb [aHHble C TePMUHAOB,
CeTeBbIX COEANHEHUI UK NepUdUPUIAHBIX YCTPOMCTB, €C/IN UX BCTPOUTH B
COOTBECTBYIOLLEE NPOrpaMMHOe o6ecreyeHue.

Mo ceoemn npupoae pyTkutbl He Bpe4OHOCHDbI. HaanMep, CUCTEMDbI, a TaKXe
HEKOTOPbIE MPUJIOXXEHUA, CKPbIBAKOT BaXXHble d)a|7|nb| npunoMoLn pyTKnUToB.
OpaHako, Yaue Bcero, ux NUCNOJNIb3YKT KaK BPeAOHOCHbIE NnporpamMmmbl nméo
0143 CKPbITUA NMPUCYTCTBUA B CUCTEME. an coBmMeleHnn ¢ BpeOHOCHbIMHU
nporpamMmmMamMun pyTknTbl NpeacTaBNAOT CEPbE3HYIO YIrpo3y ANA LLeJIOCTHOCTHU
1 6e3onacHocTy cucTemMbl. OHM MOIyT OTCNeXuBaTb Tpad)vn(, co3aaBaTb 6peum
B CuctemMe, USMEHATb d)a|7|nb| N XXypHalbl, nsberas BbISAB/IEHUS.

CurHaTypbl BpeAOHOCHbIX MPOrpamMm

CurHaTypbl BUPYCOB NpeACTaBMSOT Co60M hparMeHTbl KOAa, U3BJIeYEHHbIE
n3 06pasuUoB HacTOSAWMX BUMPYCOB. OHM MCMOJSIb3YHOTCS aHTUBMPYCHbIMU
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nporpaMMamMmu AJjisi noucka no LabfioHy M pacrno3HaBaHUS BPeAOHOCHbIX
nporpaMm. CUrHaTypbl TakXke UCMOSb3YHTCS ANs yAaNeHUss BPeLOHOCHOMo
KoZa 13 3apa>keHHbIx ¢annos.

Basa faHHbIX BUMpYCHbIX curHaTyp Bitdefender npeactaBnset co6oin Hab6op
BUPYCHbIX CUrHaTYp, 06HOBNIAEMbIN KaXK bl Yac cnelunanuctamu Bitdefender
Mo aHanusy BpefoHOCHbIX NPOrpamMMm.

Cnowm 3awumThbl

GravityZone obecneunBaeT 3aliUTy Npyu NOMOLLM psifa Moaynen u QyHKLUNKA,
KOTOpble MOXHO Ha3BaTb CMOSIMU 3alUWThbIl, AENALWMMUCS Ha 3alLUTy Ha
KOHEYHbIX TOYKax UMM 3aluTy aapa U Ha Apyrue JOMOMHeHWA. 3alnTa Ha
KOHEYHbIX TOYKax BKJIOYAeT B Cebsi aHTUBPEAOHOCHbIE MPOrpaMmbl,
pacLUMpEeHHbI KOHTPOJIb Yrpo3, paclumMpeHHbin Anti-Exploit, Firewall, KoHTponb
KOHTEeHTa, KoHTposb ycTponcTs, Network Attack Defense, Power user n Relay.
JlononHeHus BKNOYAIOT B ce6s1 CNoM 3alLMThl, Takue Kak Security for Exchange
n Sandbox Analyzer.

[ns nonyyenns 6onee nogpo6HON MHGOPMaLMK O COSX 3aLMUTbl, BOCTYMHbIX
ana GravityZone pelueHus, obpallanTechb K «YpoBHU 3awuThl GravityZone »

(p- 2).

Cob6biTusa (Events)
OenctBue nnu cobbiTue, 06Hapy)XeHHoe nporpaMmMoin. CobbITUSAMM MOryT
6bITb AENCTBUS MONb30OBaTENs, HAaNpPUMepP LEeNYoK KHOMKOW MbILIK, WS
HaXkaTve KnaBWULWIW, WM CUCTEMHblEe COBbITUS, Hanpumep, NepenosiHeHne
namsiTu.

Cnam
"MycopHasn” aneKTpoHHas noyTa unm "MycopHas” HoBocTHasi paccbljika. bonee
N3BECTHA KaK HeXenaTeslbHasi 9N1eKTPOoHHas noyTa.

CpeacTBO Kpa)ku naponei
MporpamMa Ans Kpaxku naposiei cobmpaeT dhparMeHTbl AaHHbIX, KOTopble
MOTYT 6bITb UMEHAMM YUYETHbIX 3anuceil U CBA3aHHbIMU C HUMM NapoJIAMM.
9TM YKpaAeHHbIe yYETHbIe JlaHHble 3aTEM UCMOJIb3YIOTCA AJ151 3/TOHAMEPEHHbIX
Lienen, Takux KakK 3axBaT aKKayHTOB.

CueHapui

ELe ogMH TepMUH, 0603HaYatoLW MM MaKpOC UK KOMaHAHbIN dhann. CueHapui
— 3T0 Habop KOMaHJ, BbINOJHSOWMUXCA 63 y4acTusi nosib3oBaTens.
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TposiH

BpegoHocHas nporpaMma, Mackupytowascs nog 6esspegHoe npunoxeHue.
B oTnMume oT 06blYHbIX BUPYCOB, BUPYC Knacca TposiH He KonupyeT ce6s,
OZIHaKO, OH MOXET 6bITb HEe MeHee paspyLMTeNbHbIM. BUpYCbI-TPOSiHBI 0AHM
13 Hambonee onacHbIX TUMOB, o6eLlatoLe M36aBUTb Ball KOMMbIOTEP OT BCEX
BMPYCOB, HO, Ha CaMOM JeJle, 3arpy)<atoT BUPYCbl B KOMMbIOTEP.

JTOT TEPMUH B3AT U3 NoaMbl ToMepa «Mnuapa», roe B oAgHOW M3 rnaB
onucbIBaeTCA Kak rpeku nogapusiv CBOMM Bparam, XXutensim Tpou, orpoMHOro
JlepeBSAHHOr0 KOHS1, AKO6bI B 3HaK MUpa. Ho nocrie Toro, Kak TPOSAHLbI BTaLUIN
CTaTylo B ropof, rpevyeckune confaTbl BbICKOYMIIM U3 MOJIOCTU B TeJie KOHSA U
OTKPbIIM TOPOACKUE BpaTa, Mocie Yero UX copaTHUKM BOpBaInCh B TPOo U
3axBaTU/M ropog.

YcnoeHo BpepoHocHoe 10

Knacc nporpaMMHbIX MPUIOXKEHUN MeXAY 3aKOHHbIM MPOrpaMMHbIM
obecneyeHneMm U BpeAoHocHbiM [10. XoTA OHM He TakK BpeAHbl, Kak
BpenoHocHoe 10, KoTopoe BNMSIET Ha LLe/IOCTHOCTb CUCTEMBbI, UX MOBeAEHME
Nno-NpeXXHeMy MPUBOLMT K HEXenaTesibHbIM CUTyauusiM, TakKMM Kak Kpaka
DAHHbIX M HECAaHKLMOHMPOBAHHOE NCMOJIb30BaHMe, HexxenaTesibHas pekiamMa.
Haunbonee pacnpocTpaHeHHbIMMW MPOrpaMMHbIMU NPUSIOXKEHUSIMU SIBAAOTCSA
wnunoHckoe MO u peknamHoe 10 .

®daiin oTyeta

daiin, B KOTOPOM NepevnucrieHbl CoBeplUeHHble peicTBuA. Bitdefender
BKJIlOYAEeT B OTYETbl NyTb K MPOBepeHHbIM dainam, nanku, KosmyecTBo
NpoBepeHHbIX apxMBOB M (PalsioB, a TakKe CKOMbKO MNOAO3PUTENbHbIX U
3apaXkeHHbIX hannoB o6HapyXeHo.

®dannbl Cookie

B ctepe uHTepHeT-TexHonormin nop ¢annamu cookie nogpasymesaroTcs
He6onblune dainbl, coaepXxaliue UHbOPMALIMIO O KOMMbIOTEPE, KOTOPYHO
MOXXHO MpPOoaHanM3nMpoBaThb M UCMOJIb30BaTh AJ1S1 TOr0, YTO6bI BbISCHUTL BaLLIKX
WHTepecbl U NpeanoyTeHus. NoaToMy TeXHONOrMA co3gaHus Takux ¢annos
HabupaeT 060pOTbl U celyac Bbl MOXeTe nony4vyaTb peKiamy TOBapoB,
OCHOBaHHYHO Ha BallMX UHTepecax. Ho aTo "naska o ABYX KOHLaXx" - C OgHOM
CTOPOHbI Bbl BUAUTE UMEHHO TO, YTO MOXET BaM Npuroantbes. Ho ¢ apyrom
— 32 BaMU NOCTOSIHHO CNeAAT U 3HAKOT, Ha KaKoi CTpaHuLEe Bbl HAXOAUTECH
W Ha KaKoW KHOMKeE LLLeJIKaeTe MbILLKON. [TOHATHO, NoYyeMy ceiyac Tak LUIMPOKO
obcyxaaeTcs KoHGUAEHUUANbHOCTb AaHHbIX Mofb3oBaTenen U MHorue
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YyBCTBYIOT Ce65 YLLEMIIEHHbIMW B CBOMX MpaBax, 6yAyun yBepeHHbIMM, YTO
UX «CYUTBIBAKOT» KaK KaCCUP B MarasmHe CYMTbIBAET WTPUX-KOA Ha STUKETKE.
Mopoit aTa TOYKa 3PEHUS KaXXeTCs KPaHOCTbIO, HO MHOTAA OHa MOJIHOCTbIO
oTpaxaeT AeNCTBUTENbHOCTb.

duLmnHr

9To AencTBuUE, 3aKOYatoLLEeCs B OTNPaBKe MOSb30BaTeN0 3/IEKTPOHHOIO
MMcbMa, KO6bl OT UMEHU peanibHO CYLLECTBYHOLLEN OpraHU3aumm ¢ Lenbho
noslyyeHnss 06MaHHbIM MyTeM KOHdUAeHUManbHOW MHbopMaLmm, KoTopas
6yZleT MCronb30BaTbCsA A KPaXwu JIMYHbIX AaHHbIX. B nonyyaemom
COOBLLEHUN 3MIEKTPOHHOW MOYThLI MOMb30BATESIs, C NMOMOLLbH BIIOXEHHOM
CCbIJIKW, NPUrnawalT NnoceTuTb AKO6bl oduUManbHbI BeG-CalT peanbHO
CYLLLECTBYIOLLEN OpraHn3auum, rae ero NpocaT NoATBEPAUTL UM O6HOBUTL
NUYHbIE flaHHble (HanpuMep, Napony U HoMepa 6aHKOBCKOr0 CYETa, KpeAUTHOM
KapTOYKM, KapTOUYKK coumanbHoro obecnedenus). OfHAKo, Ha CaMOM fere,
Takoro pofa Be6-caT siBNisieTCs MOAAENbHbIM UM CO3faeTcs ANA Kpaxu
KoHbMAEeHUManbHON MHOPMaL MK Nosib3oBaTeNeN.

LleneBble aTaku

Ku6ep-aTtaku, KOTopble B OCHOBHOM HarnpaBJ/ieHbl Ha NostydeHne GUHaHCOBO
BbIroAbl v nopyy penytauuu. Lienbto MoXeT 6biTb YaCTHOE JIULLO, KOMMaHWS,
nporpamMMHoe o6ecrneyvyeHne UM CUCTEMA, AaHHble O KOTOPbIX TLLATENbHO
n3y4yarTcsa A0 NpoBeAeHUs aTaku. Takne aTaku pasBepTbIBalOTCH B TeYEHUE
ANUTENbHOr 0 Nepuoaa BPEMEHN M MO3TANHO, UCMONb3Ys OJHY UJIM HECKOJIbKO
TOYEK MPOHMKHOBEHUS. OHM [EeWCTBYIOT He3aMeTHO W yalle BCero
06HapY)XMBAKOTCA YXKe NOCse HaHECEHUS MOBPEXAEHNS.

Yepeb

MporpamMma, KoTopas pacrnpoCcTpaHAEeTCs Mo CeTH, KOMMpYs U 0TNpaensAs ceés
Aanblue. OHa He MOXET MPUCOEeANHATHLCA K APYrMM NporpamMmam.

dBpucTuyeckuin aHanus (Heuristic)

Cnoco6 o6Hapy»XeHWs1 HOBbIX BUPYCOB, OCHOBaHHbIN Ha NpaBuiax. 3ToT cnocob
NMPOBEPKN He CBSI3aH HaMpsiMylo C onpeaenieHHbIMU CUrHaTypamMu BUPYCOB.
MpenuMyLLecTBO 9BPUCTUYECKON MPOBEPKM COCTOUT B TOM, YTO HOBbI BUPYC
He MoXeT "06MaHyTb" GunbTp. OAHAKO OH MOXET NPUHATL NOAO03PUTENbHbIN
KoA, B 06bI4YHbIX NPOrpaMMax 3a BUPYC M Bbi3BaTb TakK Ha3blBaeMoe «JI0XKHoe
cpabaTbiBaHue».
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WHCTPYMEHT IKcnyaTalyum ya3BuMoCTu
SKCMIOUTOM 06bIYHO EB3bLIBAOT 10601 MeToS, VICI'IOJ'Ib3yeMbIVI AnanonyvyeHna
HEeCaHKLMOHUPOBAHHOIO AOCTYNa K KOMIMbIOTEPaM UN K B3J1OMY 6e30nacHoOCTH
CUCTEMBI, KOTOprVI OTKpPbIBA€T CUCTEMY ON1A aTaKWU.
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