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CYBERSECURITY
ASSURANCE PROGRAM
CERTIFICATE

This is to acknowledge that

Genetec Inc
Suite 400 2280 Alfred-Nobel Blvd
Montreal, QC, H4S 2A4, CA

has had

Genetec Security Center

Software Version: 5

evaluated and meets the requirements of the standard

UL 2900-2-3: 2023

UL Standard for Safety for Software Cybersecurity for Network-
Connectable Products, Part 2-3: Particular Requirements for Security and
Life Safety Signaling Systems, ANSI/CAN/UL 2900-2-3 First Edition,
Dated January 31, 2020

NIST Vulnerability Database Date: 2024-01-11
Security Level: Security Level 3

Program owner:
ijwm
Dean Zwarts, Senior Business Manager

This is to certify that representative sample(s) of the Product described herein have been investigated and as of the
date of testing, found in compliance with the Standard(s) indicated on this Certificate. UL Solutions does not provide
any representation or guarantee that all security vulnerabilities or weaknesses will be found or that the product will
not be vulnerable, susceptible to exploitation, or eventually breached. The designated Certificate Holder is entitled to
market the Product in accordance with the Service Agreement and Cybersecurity Assurance Program Service
Terms. This Certificate shall remain valid until the indicated Expiration Date unless terminated earlier in accordance
with the Service Agreement or if the referenced Standard is amended or withdrawn. This Certificate in and of itself
does not authorize the Certificate Holder to use any UL Solutions trademarks on the Certified Product. UL Solutions
trademarks may only be used if the Certified Product is also covered under the applicable UL Solutions mark
program(s).
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Conditions of Certificate

The following conditions must be met for the product to continue to be in compliance
with this certificate:

1. This certificate covers the following software version:
a. Genetec Security Center 5

2. This certificate covers the following devices:
a. This certificate is for software only

3. The Security Center must be configured to the guidelines and specifications of
the following documents:
a. EN.Security Center Video Unit Configuration Guide 5.11.3.0.pdf
b. EN.Security Center Hardening Guide 5.11.pdf

4. The following configurations must be observed:

a. Itis the responsibility of the end user to configure the recommended
cybersecurity best practices to meet their security needs.

b. Itis the responsibility of the end user to regularly update the Genetec
Security Center, per Genetec’s recommendations, with the latest security
patches of the software used by the product.

c. lItis the responsibility of the host system to implement an adequate PKCS
solution.
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