[bookmark: _Toc392180116][bookmark: _Toc449539006]According to Annex no.2 to Standard Documentation, approved by 
Order of the Minister of Finance of the Republic of Moldova 
no.115 of 15.09.2021 (in force as of 01.10.2021)


PARTICIPATION NOTICE
Services

on public procurement of: external independent assessment services in accordance with SWIFT Customer Security Programme (CSP)
through the procurement procedure: public tender procedure

The procedure was included in the public procurement plan of the contracting authority: YES
Link to the public procurement plan published: https://bnm.md/ro/content/plan-de-achizitii-al-bnm 

1. Name of the contracting authority: National Bank of Moldova
2. IDNO: 79592
3. Address: 1 Grigore Vieru Avenue, MD-2005, Chișinău
4. Telephone/fax number: 022 822 178, 022 822 337 / 022 228697
5. E-mail and internet address of the contracting authority: achizitii.contracte@bnm.md, www.bnm.md 
6. E-mail or internet address at which award documentation is available for access: the award documentation is attached in the procedure in the AIS „SRPP” M-Tender   https://mtender.gov.md/  and the platform https://achizitii.md/ro/. 
7. Type of Contracting Authority and Main Activity (if applicable, indication that the contracting authority is a central purchasing body or that the procurement involves another form of joint procurement): The National Bank of Moldova is an autonomous public legal entity and is accountable to the Parliament. The fundamental objective of the National Bank of Moldova is to ensure and maintain price stability.
8. The Beneficiary invites interested economic operators, who can meet his needs, to participate in the procurement procedure regarding the provision of the following services:
	[bookmark: _Hlk103070461][bookmark: _Toc392180193][bookmark: _Toc449539081]No. 
	Code CPV
	Name of services
	Unit of measurement
	The amount
	Full technical specification required, Standard of reference
	Estimated value without VAT, MDL

	Lot: External independent assessment services in accordance with SWIFT Customer Security Programme (CSP)

	1.1
	72810000-1
	External independent assessment services in accordance with SWIFT Customer Security Programme (CSP)
	service
	1
	According to Annex no.1 and no.3 of the Specifications 
	495 000,00

	Total estimated value
	495 000,00 


9. In the case of pre-selection procedures, indicate the minimum number of candidates and, if applicable, their maximum number: not applicable
10. If the contract is divided into lots, an economic operator can submit the offer (to be selected):
1) For a single lot;
2) For several lots ;
3) For all lots;
4) Other limitations regarding the number of lots that can be assigned to the same tenderer.
[bookmark: _Hlk160631021]11. Admission or prohibition of alternative offers: not admitted. 

12. Terms and conditions: The Provider shall provide the Services at the Beneficiary's address: MD-2005, Chișinău municipality, 1 Grigore Vieru Boulevard, NATIONAL BANK OF MOLDOVA, within the timeframes and under the conditions set forth in Annex no. 1, Annex no. 2, and Annex no. 3 to the Specifications.

13. The term of validity of the contract: until all contractual obligations are fulfilled.

14. Procurement contract reserved for sheltered workshops or that it may be performed only under sheltered employment programs (as appropriate): No
15. The provision of the service is reserved for a specific profession pursuant to legal acts or administrative acts (as applicable): not applicable
[bookmark: _Hlk205819450]16. Brief description of criteria for eligibility of economic operators that may lead to their elimination and of selection criteria; minimum level (s) of requirements that may be imposed; provide the information requested (ESPD, documentation): 
	No. d/o
	Qualification and Selection Criteria (Description of the Criterion/Requirement)
	Method of Demonstrating Compliance with the Criterion/Requirement:
	Minimum Level /
Mandatory

	Documents constituting the tender 
In accordance with Article 65, paragraph (4) of the Public Procurement Law no. 131 of 03.07.2015, the submission of the offer requires the submission, in a single package, of the technical offer, the financial offer, the ESPD form, and the ofeer guarantee.

	1
	The technical offer
	The original confirmed by electronic signature according to Annex no.1 and no. 3 from Specifications 
	YES

	2
	The financial offer
	The original confirmed by electronic signature according to Annex no.2 from Specifications 
	YES

	3
	The standard form of the equire single procurement document (ESPD form)
	The original confirmed by electronic signature according to the Beneficiary's form
	YES

	Qualification and Selection Documents

	4
	Declaration on tender validity
	The original – confirmed by electronic signature according to Annex no. 8 to Standard Documentation, approved by Order of the Minister of Finance of the Republic of Moldova no. 115 of 15.09.2021 (in force as of 01.10.2021)
	YES
(on request)

	5
	Proof of the legal entity’s registration in accordance with the legal provisions of the country where the tenderer is established
	Copy – current, company registration certificate/decision or extract, which certifies the tenderer’s legal entity status – issued by the authorized body according to the tenderer’s country of residence
	YES
(on request)

	6
	Existence of bank account
	Copy – current, certificate of bank account allocation, issued by the account-holding bank, or another document confirming the bidder’s banking details.
	YES
(on request)

	7
	Financial statements
	Copy – the latest set of financial statements, signed by the representative of the audit company, certified accountant or endorsed by the National Bureau of Statistics of the Republic of Moldova or the authorized body of the country of residence of the economic operator.
	YES
(on request)

	8
	Certificate confirming the non-application of criminal sanctions (criminal record) against the tenderer and criminal records for each key expert
	Copy – valid, issued by the competent institution of the Ministry of Internal Affairs, which reflects the information about the non-application of criminal sanctions during the last 3 years, or by the competent body in the country of residence of the foreign economic operator.
	YES
(on request)

	9
	Compliance with SWIFT’s legal and financial due diligence requirements
	The tenderer must be formally accepted by SWIFT as an authorized provider for the CSP assessment and demonstrate compliance with legal and financial due diligence requirements, including adherence to the principles of integrity, transparency and financial accountability.
In this regard, a copy of the certificate issued by SWIFT, certifying the status of approved supplier, shall be presented.
	YES
(on request)

	10
	Demonstration of the economic operator’s experience in the field of activity related to the subject of the contract to be awarded
	The economic operator must have:
· specific experience in the field of at least 2 years in providing cybersecurity assessment services, carried out in accordance in accordance with recognized frameworks such as PCI DSS 4.0, ISO 27002, NIST SP 800-53, SOC-2, NIST Cybersecurity Framework or SWIFT CSP/CSCF;
· a good reputation, possession of professional competencies and other resources, including after-sales services, as well as managerial competencies, specific experience, and qualified personnel necessary for the performance of the contract, along with other capabilities required to execute the public procurement contract at the equireed quality level throughout its entire validity period.

To demonstrate compliance with these requirements, the economic operator shall complete the relevant sections in the ESPD (item 4C.13.1) and the Declaration on the list of the main similar services rendered in the last 3 years – the original, confirmed by electronic signature, as per Annex no. 12 of the Standard Documentation approved by by Order of the Minister of Finance of the Republic of Moldova no. 115 of 15.09.2021, by indicating at least one contract under which the established requirements are met.
For the purpose of verifying and confirming the declared information, the economic operator must be willing to provide, upon request, copies (extracts) of the respective contract(s) so that the contracting authority can identify the nature of the services provided, their value and price, as well as letters of recommendation from beneficiaries/clients, if available.
	YES
(on request)

	11
	Adherence to SWIFT Code of Conduct requirements
	The tenderer must demonstrate compliance with SWIFT’s code of conduct requirements applicable to the CSP evaluation process, including: ensuring the independence of the evaluators, clear definition of the scope of the evaluation, proportionate allocation of effort, application of testing procedures, price transparency and use of official guidelines. 
This commitment will be expressed by a copy of the internal document or an official declaration – original, signed by the tenderer’s legal representative.
	YES
(on request)

	12
	Compliance with legal and financial due diligence
	The tenderer must prove compliance with the legal and financial due diligence requirements by successfully passing the Due diligence procedure imposed by SWIFT (submission of the completed form as per Annex no. 4 – original confirmed by electronic signature)
	YES
(on request)

	13
	Declaration of acceptance of monitoring by SWIFT
	The tenderer shall declare that it agrees to be subject to SWIFT’s evaluation services monitoring process, as required by the CSP program, in order to ensure the ongoing quality and compliance of the evaluations performed
	YES
(on request)

	14
	Declaration on Implementation of International Transparency Standards
	The original – confirmed by electronic signature, as per Annex no.5.
	YES
(on request)

	15
	Demonstration of the existence of specialized personnel proposed for the implementation of the contract
	The tenderer must provide evidence that it can place at the Beneficiary’s disposal for the execution of the public procurement contract subject of the present procurement, at least 2 evaluators, one of whom must be SWIFT CSP certified, who are employees or permanent collaborators, as follows:
1.	Lead Assessor – Key Expert no. 1 (the Assessor designated in the SWIFT KYC-SA application as ‘contact assessor’ – responsible for the entire assessment and must closely supervise the activities of the entire team) must meet the following minimum requirements:
· Official SWIFT CSP Certified Assessor;
· Minimum 3 years of relevant experience in cybersecurity assessment or auditing to recognized standards (e.g. PCI DSS, ISO 27001, NIST, SWIFT CSP);
· Demonstrable experience in at least 1 CSP assessment project;
· Possession of at least one internationally recognized professional certification covering both cybersecurity domain and audit/assessment activities, such as PCI Qualified Security Assessor (QSA), Certified Information Systems Auditor (CISA), Certified Information Systems Security Professional (CISSP), CISM, ISO/IEC 27001 Lead Auditor, CompTIA Security+, GIAC Systems and Network Certification (GSNA).
2.	Secondary Assessor – Key Expert no. 2 must meet the following minimum requirements:
· Minimum 2 years experience in cybersecurity assessment or audit activities;
· Recognized professional certifications are an asset (e.g. CISA, CISSP, CISM, ISO 27001 LA/LI, CRISC).
A person cannot fulfill multiple roles within the team at the same time. The tenderer may include additional members in the team, in order to ensure good organization and completion of the services.
3. To demonstrate professional capacity, the following will be submitted:
· Declaration regarding the specialized personnel proposed for the implementation of the contract (Annex no. 14 from Standard Documentation, approved by Order of the Minister of Finance of the Republic of Moldova no.115 of 15.09.2021), electronic signature;
· The CVs of the designated experts, highlighting certifications, competencies, and relevant experience;
· Supporting documents: certified copies of professional certificates, letters of recommendation, contract extracts, minutes, etc., demonstrating experience and involvement in similar projects. 
The team members will be involved throughout the duration of the contract. 
Any modification of the component will be made only with the prior agreement of the Beneficiary.
The proposed new members must meet at least the same qualification requirements. 
The beneficiary may justifiably request the replacement of certain members in case of inadequate performance. 
4. The team’s activities must not be located in jurisdictions/autonomous regions that do not comply with international transparency standards or are subject to international sanctions (USA/EU).
5. The tenderer must plan the allocation of team members, considering this contract as a priority, while also demonstrating the tenderer’s capacity to execute the procurement contract as well as ensuring the availability of team members during the execution period of the contract, the tenderer will present the Declaration of availability of team members – according to the form in Annex no. 3 of this participation announcement – original – confirmed by electronic signature, and (if applicable) other documents (commitments) clarifying the availability of project team members, in case they are not employees of the tenderer.
	YES
(on request)

	16
	Possession of certificates or other documents certifying compliance / fulfillment of quality assurance and/or environmental protection standards
	Copy of certificates or other valid documents, issued by independent or accredited national or international bodies, national or international.
	NO*
(on request)


* The information will be presented for informational purposes by the tenderer who will be designated the winner (if he implements such standards) and will be reflected in the “Reference Standards” column of the Technical Specification offered (Annex no. 1 of the Specifications).

IMPORTANT: The economic operator must meet the eligibility requirements set out in Article 16 paragraph (6) and Article 19 of the Law on Public Procurement no.131 of 03.07.2015, as well as meet the requirement of responsible employer and taxpayer. The Contracting Authority reserves the right to exclude from the public procurement procedure any tenderer who does not comply with the above requirements, if the Contracting Authority proves, by any appropriate means, this fact. Upon request, the economic operator shall provide the ownership structure of the company (founders, partners, shareholders, administrators, beneficial owners and the regions where they are registered, resident and principally engaged in business activity).
17. Offer guarantee – No, amount – not applicable.
18. Contract performance guarantee - No, amount – not applicable.
19. Reason for recourse to the accelerated procedure (in the case of open, restricted and negotiated tenders), where applicable: not applicable.
20. Specific award techniques and instruments (if applicable specify whether framework agreement, dynamic purchasing system or electronic auction will be used): not applicable.
21. Special conditions on which the fulfillment of the contract depends: According to Annex no. 4 of the Specifications Part II. from the Model-contract.
22. Offers are presented in currency: Moldovan lei (MDL). USD, EUR will be accepted with conversion into MDL on the offers submission deadline. At the same time, with the resident economic operators, the awarded contract will be signed in MDL, in the amount converted into MDL at the NBM exchange rate, of the date of the deadline for submission of the offer.
23. The evaluation criterion applied for the award of the contract: The best report quality-cost.
24. The evaluation factors of the most advantageous tender in economic terms and their weights: 
	No.
	Name of the evaluation factor
	Weight %

	1
	Financial evaluation
	40 %

	2
	Evaluation of performance criteria
	60 %


Financial evaluation (Sf) of submitted tenders shall be made for each Tenderer separately, based on the price of the financial offer. Total financial evaluation score (Sf) for each Tenderer shall be calculated as follows: Sf = 40 x (Pmin /Po), where:  
Pmin – minimum price of submitted tenders;
Po – price of the tender subject to evaluation.

In case of arithmetical errors, the correction of the value of the tender shall be made only with the written consent of the Tenderer. In case the arithmetic error correction is not accepted by the Tenderer, the respective tender shall be rejected being considered non-compliant with the requirements.
Correction of arithmetic errors shall be performed, as applicable:
· in case of discrepancies between the unit price and total price (obtained by summing up the total unit prices), the unit prices shall be taken as reference, the total price being recalculated;
· in case of discrepancies between the amounts expressed in letters and those expressed in numbers, the amounts in letters shall be taken as reference, and those expressed in numbers shall be adjusted accordingly.
Evaluation of performance criteria of tenders shall be carried out by allocating a number of points for each characteristic, depending on the technical and professional performance, both at entity and individual level (people assigned to the project) as well as on the quality of the submitted technical proposal, as indicated in the table below. The characteristics to be evaluated shall correspond to the qualification criteria presented in the tender document, unless indicated otherwise below:

	Performance Criteria
	Punctaj maxim
	

	Assessment of the Tenderer and the Project Team
	100 pct.
	60%

	1. Assessment of the Bidder (Experience and capacity for qualitative contract execution)
	20
	12%

	1.1. Specific experience regarding provision of similar services requested by BNM (based on references from completed projects)
	8
	4,8%

	· 1 ongoing project
	2
	1,2%

	· 1 completed project
	4
	2,4%

	· 2 or more completed projects
	8
	4,8%

	1.2. Compliance with SWIFT Code of Conduct requirements
	6
	3,6%

	1.3. Compliance with the legal and financial due diligence requirements imposed by SWIFT
	6
	3,6%

	2. Assessment of the Project Team
	66
	39,6%

	2.1. Evaluation of the proposed technical team and alignment with requirements (composition, overall experience, projects involved — based on CVs, references, certifications)
	10
	6,0%

	2.2. Lead Assessor – Key Expert No. 1
	40
	24%

	2.2.1. Official SWIFT CSP Certified Assessor certification
	6
	3,6%

	2.2.2. Experience in the field of information systems security and auditing as a CSP lead assessor
	5
	3,0%

	2.2.3. Experience in the field of cybersecurity and auditing of information systems of at least 3 years according to recognized standards (e.g. PCI DSS, ISO 27001, NIST, SWIFT CSP)
	8
	4,8%

	2.2.4. Experience in the field of information systems security and auditing as a CSP assessor in at least 3 projects similar in complexity to the one requested by the NBM
	15
	9,0%

	2.2.5. Holding of professional certificates in the field of information systems security and auditing (CISA, CISSP, CISM, ISO/IEC 27001 Lead Auditor / Lead Implementer, CRISC)
	6
	3,6%

	2.3. Secondary Assessor – Key Expert No. 2
	16
	9,6%

	2.3.1. Experience in cybersecurity assessment or audit activities for at least 2 years in projects similar in complexity to the one requested by the NBM
	10
	6,0%

	2.3.2. Holding of professional certificates in the field of information systems security and auditing (CISA, CISSP, CISM, ISO/IEC 27001 Lead Auditor / Lead Implementer, CRISC)
	6
	3,6%

	3. Quality of the Offer*
	14
	8,4%

	3.1. Clarity and level of detail of the response to the offer (methodologies, techniques and standards used)
	3
	1,8

	3.2. Proposed methodologies and techniques (structure, alignment with requirements, description of evaluation/testing procedures)
	4
	2,4

	3.3. Resource allocation planning (availability of experts, roles, organizational structure)
	3
	1,8

	3.4. Extended professional expertise (participation in seminars/conferences, publication of articles, technical guides, involvement in professional communities)
	4
	2,4



* The evaluation of the requirements will be carried out based on the results of the responses given by the Tenderer in the offer. The evaluation will be carried out by relating the relevant quantitative data presented by the bidder to the maximum value thereof presented by the Tenderer in the offers.

Total score of the evaluation of performance criteria for each Tenderer separately shall be calculated using the following formula: Sc =60% *(Σc), where:
Sc – total score of the evaluation of performance criteria;
Σc – sum of points gained from the evaluation of each performance criteria.
The winning tender shall be estimated by summing the score for evaluation of performance criteria and financial evaluation score, by applying weights above, using the following formula:
     St  =  Sf  + Sc  where: 
St  – total score of tender; 
Sf – score of financial proposal evaluation;
Sc – score of evaluation of performance criteria.
25. Deadline for submission/opening of tenders:
[bookmark: _Hlk189494028]time: according AIS "RSAP" M-Tender
date: according AIS "RSAP" M-Tender 
26. Address to which tenders or participation requests must be sent: The offers will be submitted electronically through AIS "RSAP" M-Tender.
27. Term of validity of offers: 90 calendar days
28. Place of opening of tenders: AIS "RSAP" M-Tender
	       Delayed bid will be rejected.
29. Persons authorized to be present at the opening of tenders:Tenderers or their representatives have the right to participate in the opening of bids, except for the case when the bids were submitted through AIS RSAP M-Tender.
30. Language or languages in which tenders or participation requests must be drawn up: Romanian or English. Documents issued by official institutions/bodies from the country where the foreign economic operator is resident may be presented in another language provided that they are accompanied by an authorized translation into Romanian or English.
31. The contract relates to a project and/or program financed by European Union funds: not applicable
32. Name and address of the body responsible for resolving appeals: 
National Agency for Solving Complaints
Address: mun. Chișinău, ave. Ștefan cel Mare și Sfânt no.124 (4 floor), MD 2001;
Phone/Fax/email: 022-820 652, 022 820-651, contestatii@ansc.md
33. Date (dates) and reference (s) of previous publications in the Official Journal of the European Union concerning the contract (s) to which the notice relates (if applicable): not applicable
34. In the case of regular purchases, the estimated timing for the publication of future announcements: not applicable
35. Date of publication of the notice of intent or, where applicable, a statement that no such notice has been published: not applicable 
36. Date of submission for publication of the notice of participation: according AIS "RSAP" M-Tender
37. Within the public procurement procedure, the following will be used/accepted:
	The name of the electronic instrument
	It will be used/accepted or not

	electronic submission of offers or requests for participation
	Yes

	the electronic ordering system
	Not

	electronic invoicing
	Yes

	the electronic payments
	Yes



38. The contract is subject to the Government Procurement Agreement of the World Trade Organization (only in the case of notices submitted for publication in the Official Journal of the European Union): not applicable
39. Other relevant information:  
39.1. The economic operator designated as the winner, upon contracting, will mandatorily present the "Questionnaire for the winning Tenderer" - in accordance with Annex No. 1 of this Participation Notice and the "Declaration regarding the confirmation of the identity of the beneficial owners and their non-classification in the situation of conviction for the participation in activities of a criminal organization or group, for corruption, fraud and/or money laundering" - in accordance with Annex No. 2 of this Participation Notice - original confirmed by electronic signature.

39.2. Tenderers will consider that all information placed by the Tenderer within the AIS "RSAP" M-Tender has a public character. The offer documents contain confidential information and are attributed to trade secrets, in order to protect intellectual property and personal data, in compliance with Article 17, paragraph (2) of Law no. 131/2015, shall be sent to the contracting authority via email, at achizitii.contracte@bnm.md, by the established submission deadline. 

39.3. Due to the public nature of the procurement procedure, forms (Technical Specifications, Price Specifications, the ESPD form, and the offer guarantee) will necessarily maintain their public character and cannot be classified as trade secrets or confidential information. Any non-compliance with the above provisions will result in the disqualification of the offer.
39.4. In accordance with the provisions of Article 117 paragraph (12) of the Fiscal Code, as of 01.01.2021, electronic tax invoices are to be issued by resident suppliers through the e-Factura CIS.
39.5. In order to participate in the procurement procedure LD – external independent assessment services in accordance with SWIFT Customer Security Programme (CSP) published on the electronic platform SIA „RSAP” M-tender, achistii.md, the National Bank of Moldova comes with the following clarifications for non-resident participants:
In order to submit the electronic offer on the electronic platforms SIA „RSAP” M-tender, achizitii.md, or mtender.md, non-resident economic operators must register on the above-mentioned platforms, in this regard, for details related to the registration procedure, contact the platform support team at the following contact details: tel. (+373) 79999801, email: info@achizitii.md / asistenta@ctif.gov.md, (+373) 022 822 038.
The steps required to register on the platform can be seen by accessing the link: https://support.achizitii.md/support-achizitii/1-inregistrarea-pe-platforma-achizitii-md-furnizor/ 
Given that the achizitii.md platform https://achizitii.md/ro/ accepts offers submitted by non-residents signed with an EU electronic/digital signature, the offer is to be uploaded to the procurement platform which is required to be signed with a qualified electronic signature recognized at European level (for verification of the electronic signature held: https://ec.europa.eu/digital-building-blocks/DSS/webapp-demo/validation).
In the event that the non-resident economic operator wishing to participate in the given procurement procedure does not have a qualified electronic signature recognized at European level, the national authorities propose the following possibilities for participation of non-resident economic operators:
- to submit the offer through an authorized national representative;
- to participate in the public procurement procedure through association;
- to submit the offer, signed electronically, independently with the prior obtaining of the public key certificate with legal force.
To receive the public key certificate with legal force, the non-resident person addresses one of the Public Key Certification Centers, having previously obtained from the Public Services Agency a certificate regarding the assignment of the state identification number (IDNP), valid on the territory of the Republic of Moldova.

Leader of the working group:  
Constantin ȘCHENDRA
Deputy Governor
(semnat electronic)






Annex no. 1

QUESTIONNAIRE FOR THE WINNING TENDERER

1.	Information about the customer (legal entity / physical person)

1.1 Full name / surname, name ____________________________________
1.2 Form of legal organization / - _____________________________________
1.3 Fiscal Code / IDNO ____________________
1.4 Number and date of state registration / politically exposed (Yes / No) _____________
1.5 Location and legal address / Home address ________________________________
1.6 Telephone Number, fax, email _________ ________________________________________
1.7 The person authorized to open and manage the account
1.7.1 Name, surname _____________________ ____________________________________
1.7.2 Date and place of birth, IDNO_______________________________
1.7.3 Home Address _____________________ ____________________________________
1.7.4 Position held _______________________ ____________________________________
1.7.5 Telephone, fax, e-mail ______________ ___________________________________
1.7.6 Politically exposed (Yes / No)

2.	Information on the nature of business relation with the NBM

2.1 Domain of Activity _______________ __________________________________________
2.2 The purpose and the reason for initiating the business relation / occasional transactions _____________________________
2.3 Activities foreseen __________________________________________________________

3.	Declaration regarding the beneficial owner

3.1 The beneficial owner is the following person ___________________________________
3.2 Information about the beneficial owner
3.2.1 Full name ____________________________________
3.2.2 Date and place of birth, IDNO________ ____________________________________
3.2.3 Home address ______________________ _________________________________
3.2.4 Position held ___________________________________
3.2.5 Telephone, fax, email ___________________________________
3.2.6 Political exposed (Yes / No) __________


Date_____/______/____________

[bookmark: _Hlk161740772]Electronic signature of the administrator / representative _________________								    

beneficial owner – a physical person who ultimately owns or controls a physical or legal person, or is the beneficiary of an investment company or the manager of the investment company, or a person on whose behalf an activity is conducted or a transaction is made, and/or who holds, directly or indirectly, the ownership or control over at least 25% of the shares or voting rights of the legal entity, or over the assets under trust administration
_______________________


Law no. 308 of 22.12.2017 regarding the prevention and combating of money laundering and the financing of terrorism.

Annex no.  2


STATEMENT 
[bookmark: _Hlk85747966]regarding the confirmation of the identity of the ultimate beneficial owners and their non- involvment in the situation of conviction for the participating in activities 
of a criminal organization or group, for corruption, fraud and/or money laundering


I, undersigned ____________________              authorized representative of _____________
 (name of economic operator)
as tenderer/associate tenderer designated winner in the public procurement procedure no._________________ of __/__/___, declare on my sole responsibility, under penalties applicable to forgery of public documents, that the beneficial owner/owners of the economic operator have not been convicted by final judgement, in the last 5 years, for participation in activities of a criminal organization or group, for corruption, fraud and/or money laundering.
	Surname and first name of the beneficial owner
	Identification code of the beneficial owner

	 
	

	 
	

	
Date of completion: __________________
Signed: ____________________________
Surname/first name: ___________________________________
Position within the legal person: _________________________
Name of legal person __________________________________
IDNO of legal person __________________________________





















Annex no. 3


STATEMENT ON THE AVAILABILITY OF TEAM MEMBERS


during the contract of the procurement of external independent assessment services
 in accordance with SWIFT Customer Security Programme (CSP), 
which is the object of the procurement procedure

Economic operator,
________________________
                (name)
I, the undersigned ............................................, legal representative/appointee of the .................................. (name and location/address of economic operator), as a Tenderer in the procedure for the award of the public procurement contract having as its object the procurement of external independent assessment services in accordance with the SWIFT Customer Security Program (CSP), organized by the National Bank of Moldova, declare under sole responsibility, under penalty of exclusion from the award procedure and the sanctions applied to false in statements, the following:
· team members will be available to ensure local presence in the Republic of Moldova during the project, when it will be necessary; 
· team members will be located outside jurisdictions and autonomous regions that do not implement international transparency standards, and those under US and EU sanctions;
· team members will be insured until the end of provision of contract;
· in case there will appear the need to change a member of the team, this change shall be made after the coordination and written consent of the NBM;

Date of completion_____________                                                                     Tenderer/candidate
___________________
(authorized signature)


Annex no. 4

DUE DILIGENCE FORM FOR EXTERNAL SWIFT CSP ASSESSOR

1. General Information about the Organization
· Name of the organization: _______________________________________________
· Registered office: ______________________________________________________
· Trade Register number: _________________________________________________
· Fiscal Code/IDNO: _____________________________________________________
· Contact person: ________________________________________________________
· Phone / Email: _________________________________________________________

2. Legal and Financial Capacity
· Is the organization legally registered and operating according to the laws of its country? (Yes/No) ________________
· Is the organization not involved in any major litigation that could affect its ability to provide services? (Yes/No) ________________
· Does the organization have audited financial statements for the past 2 years? (Yes/No) ____
· Attach copies of the latest available financial reports.

3. Experience and Competence
· Number of years of experience in cybersecurity assessment: _________________________
· Control frameworks and standards used (e.g., PCI DSS, ISO 27002, NIST, SWIFT CSP): __
· Relevant certifications of the team (e.g., CISA, CISSP, CISM): _______________________
· Details about the key personnel who will perform the assessment: _____________________

4. Independence and Conflict of Interest 
· Does the organization confirm that the designated assessors are independent and free of conflicts of interest with the assessed client? (Yes/No) _______________
· Does the organization commit to immediately disclose any potential conflict of interest during the contract period? (Yes/No) _______________

5. Compliance with SWIFT Requirements
· Has the organization been formally accepted by SWIFT as a service provider for CSP assessments? (Yes/No) _______________
· Does the organization commit to adhere to an internal code of conduct in accordance with SWIFT requirements? (Yes/No) _______________
· Does the organization accept monitoring of the services provided by SWIFT? (Yes/No) _______________

6. Other Relevant Information
· Other attached documents or declarations: _______________

I, the undersigned, as the legal representative of the organization, hereby declare on my own responsibility that the information provided in this form is complete and accurate, and that the organization meets all SWIFT CSP requirements for external assessors.


Date of completion: _______________ 					Tenderer/Candidate
___________________
(authorized signature)


Annex no.5

DECLARATION
ON THE APPLICATION OF INTERNATIONAL TRANSPARENCY STANDARDS



To________________________________________________________________________
(name of the contracting authority and full address)

Dear Sirs,


The undersigned, authorized representative of __________________________________________,
(name of the economic operator)
as a tenderer, declare on my own responsibility, under penalty of exclusion from the procedure and under the sanctions applied to the act of forgery in public documents, that all project activities, as well as the data center intended for project management, the resources used in the execution of the project, including the personnel involved, will be executed and located outside the jurisdictions and autonomous regions that do not implement international transparency standards, and countries under US and EU sanctions.

I undertake, at the request of the contracting authority, for the purpose of verifying and confirming the declaration, to present any supporting document at my disposal.



Date of completion_____________ Tenderer/Candidate
___________________
(authorized signature)
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