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Introduction

Range: It’s available for single and three phase meters, AMI meters ,mechanic meters and prepaid meters
included.

Edition: HexView4.0 Pro compatible with the existing HexView4.0/3.0

Protocol: DLMS/HDLC,DLMS / COSEM Wrapper over TCP,Gateway,|EC-21,HX645,UTC,ANSI
Communication: Locally,Net(TCP,CSD)

Application: Fire ware,Test, Productand Maintenance on site

Language: English, French, Polish, Spanish

Calendar: The Gregorian calendar,Jalali Calendar,Nepal calendar etc.

InstallationWith.Net Framework 4.0 Software under: Win 7, Win 8, Win10 and above

Highlight

Users can change DB into an accessable formatthrough tool locally(except the special version such as
Pakistan, Vietnam,Sri Lanka). If any questions, please contact us directly.

Users can change the DB through account or access, if there’s any missing OBIS, the admin or other
account whose access is more can open the function in the OBIS database.

If can’t make sure whether the OBIS is available, users can select and read the whole OBIS list from meter
and match the template in database, generating a related operation interface. This special function works

only in the condition that the OBIS list of meter can be read and will be complete.
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HexView4.0 Pro is applicable for meters with the standarded protocol of company and support various
functions from kinds of meters. It can be transferred via registration, password and access for inter use or
to users on site. It can be connected to meter locally or via internet and used to read meter’s data, set
meters’ parameter, upgrade the meter remotely, establish the archive of one or more meters, make new
account, manage the account’s access, import and export parameters, save the reading data, display the

communication log etc, which helps to test, read the meter and get the certification.

HexView4.0 Pro

Installation

Configuration Maintenance

HXE310-KP  HXF300 HXT300 HXE110 HXP100DI| HXS300 -+---

1.1Functions

HexView4.0 Pro has such functions as following:

*  Establish archive of one or more kind of equipment
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Establish roles whose accesses are different and many independent users
Establish, import and get function list of meter through viarous methods
Define the DB database by yourself

Choose the template of function interface

Choose the communication mode, encryption mode and authentication mode
Choose communication medium

Read meters’ data

Set meters’ parameters

Intialize the operation command

Upgrade firmware locally or remotely

Various choices for Client

Various choices for different meter types

Graphical: vector diagram ,Curve diagram

Define OBIS or its structure by yourself

Various choices for languages

Display of different calendars

Import and export data from operation interface

Set the system parameters and menu

Log trace: message of mistakes, alarm message and debugging message

Applicable operating system: Win 7,Win 8,Win 10 and above

1.2Communication channels

HexView4.0 Pro supports communication channel as following:

Local: Optical head, RS232, RS485
Modem: PLC/RF, concentrator, collector, GPRS
NetWork: TCP Client, TCP Server, CSD

1.3Communication protocols

HexView4.0 Pro supports communication protocol as following:

DLMS/HDLC

DLMS / COSEM Wrapper over TCP
DLMS / Gateway

IEC 62056-21
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1.4Copyright

HX645
uTC

ANSI

HexView4.0 Pro copyright belongs to Hexing Technologies Europe S.R.L. and should comply to

the conditions as following:

1.5Coverage products

Registration

Encription dog(optional)
Serial number

Log in: Username and password

The products covered by HexView4.0 Pro are as follows. Users can select the corresponding chapters

to read according to specific products:

Products

Communication

Chapter

DLMS

e Serial port

e TCP-Client 8. Communication with DLMS
e  TCP-Server
e CSD
e Gateway
21C

e Serial port

« FRF

9. Communication with 21C

HX645
e Serial port
DLMS
e Serial port
*  TCP-Client

10. Communication with HX645
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UTC
s * RS485
ﬁ e Serial port Specific version

ANSI

*  Serial port
Specific version

2. Installation

. HexView_V4.0Pro.exe

2

Double click*

Click next

2. HexView4.0 Pro Setup @

‘ ~  Hexi
®. HexView4.0 Pro Setup

Welcome to the HexView4.0 Pro Setup
Wizard

The Setup Wizard will install HexView4.0 Pro on your
computer.

Click Next" to continue.

\b <Back ‘ Next > l Cancel

Default Serial Number (It has the same meaning as product 1D, which is used to distinguish

different versions) : 7167-9900-6382-0386
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B2 HexView4.0 Pro Setup =]

‘ ey HEXIN
(oY HexView4.0 Pro Setup

Customer Information

Please enter your customer information.

User Name:

model

Organization:
ITSK.com

Serial Number:
7167-9900-6382-0386

[ <gack J[ Mext> ][ concel |

. Iagree . : o
Select the install path and select “ ”, Considering the location of the project library,

choose the default installation path.
B HexViewd.0 Pro Setup (o] ®[=]

a
=y Hexing

®1 HexView4.0 Pro Setup

File Location and License Terms
Hexviews.0 Pro will be installed on your computer. To install to & different
location, enter it below or dick "Browse™.

Product install path:
C:\Program Files (x88)\Hexing\HexView4.0 Pro\ Browse...

‘fou must agree to the Licenses terms and conditions before you can install
HexView4.0 Pro.

I agree to the License terms and conditions.

[ <Back |[ Next> | [ cancal

Click“Install”
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2. HexView4.0 Pro Setup

P

| Hexini
@l HexView4.0 Pro Setup

Ready to Install
The Setup Wizard is ready to begin the HexView4.0 Pro installation.

Click "Install” to begin the installation. If you want to review or
change any of your installation settings, dick "Back”™. Click "Cancel”
to exit the wizard.

[ <Bak |[ mnstal | [ cancel

Click*“Finish”

’_g‘e HexViewd.0 Pro Setup @

‘-\\ Hexil
@1 HexView4.0 Pro Setup

Completing the HexView4.0 Pro Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

| <Back ||__Finish l\ Cancel i

After installation, there is a shortcut on the desktop

Double click the shortcut to start it.
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3. Register

3.1 Introduction

For inter use or client on site ,it’s necessary to get the authenrization before use. Only after successful
registration , user can use the HexView4.0 Pro. For this computer, it’s just need to register one time until

the computer upgrades. If the operation system has been updated,users need to registrate once again.

3.2 Operation

Enter product key @

Wachine code BZT/=Dziai4fREDYGyTxaUBE £SXRlxcb s ehwmPx=s510=

Froduct Ley

Steps
Send the machine code to the responsible person and get the registration code.
Input the registration code
Click “Apply(A)” and finish registration
When registration finished.

Re-registration: Re-registration is required in situations as following:
Registration validity changes

Need to add a encryption dog

[E= ﬁHome Help

H =

View help| Register | About

Select*“Registrate”and enter into the registration interface
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Register product =]

Froducts information

Hex. Framework 1.0.0.0

Linence:Applied product key

SECS329E1 ATASDZZEETZAF 2CEAC30944F 438075501 BOCAFT2999T 1ICFEF450TAE4 1 AEDSDZ A4A04B2259ECEE 1 B3SFADTET L AAS411
2H9139435841350CD2ERE19T

Use the product key to linence thiz product

hange my product linence

Click“Change my product linence”

3.3 Login

Register product I

Products information

Hex. Framework 1.0.0.0

Machine code  BZT/2Dzi2i 4FRITGYTxEUBE £5ERInth = shownPr=s510=
Linence:Applied product key

SECS329E1ATASDZ2EETZ AFZCEECI00)
2B9139435541353C02EBE19T

Eroduct key

Use the product key to linence Z

Change my product linemce

Enter product key =

User login

£

& HEXING

User name

Customer

Pazsword

HAARARK

Remember password

Login l l Canecel

12
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1 Log in with username and password, the default username:Customer, default password:123456. It’s

available to change the password in the password interface after log in.

Remember password

2 : Save the password.

4. Description of user inte

4.1 General

The user interface of the HexView4.0 Prosoftware comprises the following areas:

> | AtHome Firep >
== S & =
= =
O & .2 & 8N E & E
Read WriteAction | Export Import Report | User menagement Role management —Password Scheme System  TCP connection | Trace System
modification | management | parameter management log Iog
Operation Datz permission Customezation System settin View
Eaneous valie
Bangladesh_Hex330(21052010)
No.| Checked Name OBIS. Value Unit Result| *
* Device information o ‘ M
Instantaneous current L1 3, 1-0:31.7.0.255, 2 A
Device ID: L ’ ’
* Device IDs =
Basic Informat] T ‘ 2 Instantaneous current L2 {3, 1-0:51.7.0.255, 2} A
* Basic Information
| Instantaneous current L3 {3, 1-0:71.7.0.255, 2} A
V] & Ener
@ o ‘ 4 Instantaneous current (sum over all phases) {3, 1-0:90.7.0.255, 2} A
[¥]ew
e Energy 5 Instantzneous voltage L1 {3, 1-0:32.7.0.255, 2} v
wle
Phase energy 6 Instantaneous vottage L2 {3, 1-0:52.7.0.255, 2} v
* Monthly Energy 2 | - Instantaneous voltage L3 : v
® History Energy ‘ 8 Tnstantaneaus net frequency Hz
* Demand o Instantaneous active import power (+A) w
# Demand ‘ 10 Instantaneous active export power (-A) w
¢ Demand period ‘ 11 Instantaneous reactive import power (+R) var
* Maximum demand o Instantaneous reactive export power (-R) var
% History Maximum Demand ‘ 13 Instantaneous apparent import power (+VA) {3, 1-0:9.7.0.255, 2} VA
5 Accurmulated MD Instantaneous apparent export power (VA 3, 1-0:10.7.0.255, 2 VA
14
“ History Accumulated DM ‘ 15 Active power (|QI+QIV|-|QII+QII| ) {3, 1-0:16.7.0.255, 2} w
* Number of Demand reset 16 Tnstantaneous apparent import pawer (+VA) L1 {3, 1-0:20.7.0.255, 2} VA
* Enable/Disable manually demand reset 17 Instantaneous apparent export power (-VA) L1 {3, 1-0:30.7.0.255, 2} VA
[]# Instantaneous | 18 Instantaneous apparent import power (+VA) L2 {3, 1-0:40.7.0.255, 2} VA
[ Instantaneous value 19 Instantaneous apparent export power (-VA) L2 :50.7. VA
[l® Instantaneous Vectordagram 20 Instantaneous apparent import power (+VA) L3 VA
[J® Last instantaneous value n Instantaneous apparent export power (VA) L3 VA
[l'® Average Power factor ‘ 22 Instantaneous active import power (+A) L1 w
@ st Suoraon beaois. sor -l 2 Instantaneous active export power (-4) L1 w
< [ 1" ' - @l Tncrantananie raarkie manrt nAwar (42111 - = v \ar i
E Device| 1% Scheme |
Juser : Engineer Role : Enginesr P

3

co N o O

10

Tool bar: area 1

= pevice | 'z Scheme|

Device definition window with tree: area 2

| = Device| 1% scheme |

scheme window with tree: also area 2

Template window: area 3
Status bar: area 4

Users can adjust the interface from right to left or up and down in consideration of cursor position.

&>
The sign = on top right can help to hide theTool bar <expand the main interface for display of

template

The sign
(Ele

———lon top left is used for drop-down and select: the sign

on top left is used to minimize,maximize and close the software.The sign

&

s for exit.
13
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— o r'\ .D pxy i E
<l ] @ ol ’&‘ 2 = 1] S = =
Read WiriteAction | Export Import Report Chart | User management Role management Password Scheme Systern  System  TCP connection | Trace System

modification | management menu  parameter  management log log

11 Read: Read meter data—energy, frozen and loadprofile.

12 Write Action: Set meter parameter and fullfile the command

13 Export: Export data from interface, including data on Demand and the set data.

14 Import: Import the data saved in previous interface(attention: just applicable for data from the same
DB)

15 Report: Export the corresponding report according to the interface options

16 User management: Establish, edit, delete, search and reset password.

17 Role management: Establish, edit, delete and search.

18 Password modification: Modify the user’s password.

19 scheme management: DBManagement, common parameters configuration, set the Client and OBIS
management(access for certain users)

20 System parameter: Time format, calendar,language, number configuration and the definition for rules
of user’s password.

21 TCP connection management: Monitor the server IP and port remotely

22 Trace log: Monitor the log and message reminder

23 Chart: Reading data to generate chart

4.3 Device definition window with tree

14
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ﬁ Ebter device name @

Device name
12345678

& Device ] 7= Scheme|
24 Enter device name @

25 “l=_”: Automatic detection serial port and communication with meter

”: Create,Edit, Delete,Discovery.

o Discovery =]
Step 1

Firstliy, please check the following

1.Confirm that the optical head has been correctly connected

2. And the meter haz been powered on.
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ol Discovery =]
Step 3

Device Resnlt

Tewvice [COM2) Success

[7] Create device archives

26 Device list: Select one device to operate one time

27 Export device: You can select multiple devices to export; Import device: Import equipment file

Davvice Nama
#1112
W 12345678
11
iz
Mew dewvice
Edit device
Delete device
Exportdevice | |
Import device
Select all
Unzelect all
_____________ e |

4.4 Function scheme window with tree
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Bangladesh_Hex330{21052010)

50

5[]

< |

-] History Maximum Demand
-] ® Accumulated MD
-] History Accumulated DM

-] ® Number of Demand reset

Instantaneous

--[[] ® Instantaneous value

--[[] ® Instantaneous Vectordiagram
-] ® Last instantaneous value
--[[] # Average Power factor

--[[] # History Average Power factor

Power quality

[0 % power quality
[0 Threshold
Clock

Date & Time

Daylights savings
TOU

Active calendar

Passive calendar

=[] & Load profie
[0 % Load profile 1
| Lnad nrnfila 7

B

--[]e# Enable/Disable manually demand reset

50

m

= Davice| 1 Scheme

Bangladesh_Hex330(21052010)

L]

29 Click« @ to refresh the Function Tree

: Select DB from the drop-down box

to synchronous dimension, Synchronize dimensions in the table. At the same time, you

can double-click OBIS to modify units and dimensions manually.

o5 Sync device Scaler&Unit [Bangladesh_Hex330(21070717) ]

[ flass I
[T Logical nane

[] OBIS shject name

Hame
min limit setting of Temperatrue
max. limit setting

Time threshold for high temperatrue

Time threshold for strong IC field

Delay time of enter idle mode
During of main cover removed
During of strong IC field

Time threshold of CT epen eircuit

Huery interval for the communication status w 13,
Time threshold for main cover remsved i

Time threshold for terminal cower removed a5

Time threshold for manual disconmection i

{3, 0-0:0.5 11255}

{3, 0-0:0.5 12255}

{3, 0-0:0.5 128 255]
0-0:96. 1.151. 255}
0-0:96. 1. 166. 255}
0-0:96. 1. 167. 255}
{3, 0-0:96.1.172 255}
0-0:96. 1.204. 255}
{3, 0-0:96.1.210.255}
{3, 0-0:96. 1220255}
{3, 0-0:96. 1222 255}
{3, 0-0:96. 1245 255}

Time threshold of Neutral Line interference d
Time threshold of Madules plug detect
Threshold for Meter box cover remaved

Delay time of exit idle mode

During of terminal eover removed

Event duration

Battery voltage

Duration of Last Long Power Failure in ALl Ph
Duration of Last Long Power Failure in Phase LI
Duration of Last Long Power Failure in Phase L2
Duration of Last Long Power Failure in Phase L3

Duration of last long power failure in any phase

Time threshold for long power failure

, 0-0:96. 1246255}
, 0-0:96. 1247255}
, 0-0:96. 1251255}
, 0-0:96. 1953 255}
, 0-0:96.2.190. 255}
, 0-0:96.2.205. 255}
, 0-0:96.6.3.255}

, 0-0:96.7.15.255]
, 0-0:96.7.16.255]
, 0-0:96.7.17.255]
, 0-0:96.7.18.255]

0-0:96. 7.18. 2551

, 0-0:96.7.20.255]

01d Scalerdlnit Hew Scalerdlnit

PRPEESERRRERREESERRR R RS

-2,V

2P e 882

Rezult

| »

() Search
: OBIS or name by fuzzy search.

17
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r 5] Sync device Scaler&Unit [Bangladesh_Hex330(21070717) ] =@ =
[7]Class ID -
[ Logical nane Qsearch srachesaizs
LSS byt e “[ 4 Manual Synchronize Unit&Scaler L= |
1o ame it Hew Scalerlit Kesult 2
304 Aetive emergy export (-A) rate 6 g
Active energy export (-A) rate B 3 UELS object name I]
Active energy export (-A) rate 6 3 hetive energy emport (-A) rate 6 pr.
hetive energy export (-A) rate 6.3
Active energy sxport (-A) rate 6 g / Sealer
Active snerey expart CA) rate S| t
hetive energy swport (A) ,Kl; Tnit
hetive energy export (A) rate § W -
Active energy export [-A) rate T
Active energy export (-A) rate 7
Active energy export (-A) rate T 3
Active energy export (-A) rate T g
hetive energy export (-A) rate T 3
Active emergy export (-A) rate 7 g
Active energy export (-A) rate 73
Active energy export (FA) rate T . - 3
hetive energy export (-A) rate T previous 8 m.. {3, 1-D:2.8.7.108} 1, ¥k
hetive smergy export (-A) rate T pravious 10 13, 1-0:2.8.7. 110} 1, ¥k
Active energy export [-A) rate T previous 11 {3, 1-0:z.8.7.111} 1,¥h
hetive energy sxport (-A) rate T previous 12 ... {3, 1-0:2.8.7.112} 1,k
hetive energy swport (A) rate T previous 13 ... {3, 1-0:2.8.7.113} 1,h
hetive energy export (A) rate T 13, 1-0:2.8.7.255} 1, ¥k
Active energy export [-A) rate 8 previous 1 m {3, 1-0:2.8.8.101} 1,¥h
Active energy export [-A) rate B previous 2 m {3, 1-0:2.8.8.102} 1,¥h
328 Active energy sxport (-A) rate B pravious 3 m.. {3, 1-0:2.8.8.103} 1,h B

Double click OBIS to manually modify units and dimensions.

Auto

synchronize

: Automatic synchronous meter unit dimension.

. Click“E]”to choose Client:only available to choose one Client one time(The meter supports 4

clients by default:Public\Pre.Est.\Management\Reading).

*  The default Client is*Management”.

5k
J neE E]‘
¢ Click’ to import DB. _
Bangsdesn_Hocaoiosmo) - () @) | =
Mo.  Chacked Hama oBlS Vale unt Resut *
= * Devke nformation a
El® Devios s I 1 Ll Active enargy mpart (+A) {3, 1-0:1.8.0.255, 2) Wh
3 £l Active &0£19Y TGOMT (+A) rte 2 wh kI
il 5 ¥ Actwe energy import (+A] rate 3 wh 1
5 £l ACtivE ENErgy M (+4) rte 4
Dl Phase energy 6 £l Active eneigy mpart (+A) fate 5 wi
Dl'® Wonthiy Eneray 3 ) Active energy imp: ates "
[0 oy Eneray 8 Ll ACTHE EN&Igy IMpOrt (+A) mte 7 wt
F0® Damnd 9 7 Active enengy mpart (+A) rate 8 wh
[O* pemand n ¥l Active anergy export [-A) i
[® pemand percd 1 El Active &0igy export (~A)
' madmum demand 12 7 Active energy export (~A
[ History Maxmum Dermand i3 ¥ Acove enengy expor { wh
Ole Accumbted MO 1 ¥  Acte snergy export wh
[O# weory Accumutzzed DM 15 L Active energy export (-A Wh
[ Enable/Dissble manualy demand reset. 17 L Active energy export (A
O matancaneous 18 ¥ Actie energy export (~A] rate 8
D+ intntanscs eciotan rm @
Fle Lt ntsntanscus vakss 2 ¥ Active energy Combmed totsl (|+Al+]-AD) rats 2
= pewce 13 Scheme

User : Engineer Role : Engineer

*  Select the function item on left and the function interface will show on right side.
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o ——
Sangadesn_Hecao2iosz00)  ~ () @)

7. Oack
[J» Hstory Maxmum Demand

D% Accumulited MD 1 1ine BT o TLIONE .
[ # Hstory Accumuiated DM

[ Number of Dermand reset

[ Enable/Dsable manuaby demand reset

Use PC time

R/
[l % instantaneous A -
0% istantaneous vabe ¥ status Invaid vabie Doubtul vaie Deferent cock base Ivald dock status
[0 # mstantaneous Vectordagram
Reserved Reserved Reserved Dayight savig actve

D% Last instantaneous vave
[0» average Power factor

[0 » Hetory Average Power factor
L% Power quaity

D)% Power quaky

O« Tiveshod

=M Cock

D) Davights sangs
O« Tou

O+ Actve calencar

)% Passve calendar
[ Load profie

1% Load profie 1

M tnadrenfia 2

= Devka| 1% scheme

e Click different function items and change the function items.

4.6 Status bar

e This is the Username and corresponding role. Vser 123333 {22 T

5. Permission

The relationship between role and user:establish new role before establishing a new user account;one user
is for one role, but one role could be for more than one user.For each role is available to select various
operation access and the user can select various roles.

5.1 Role management

19
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B

Editor Edit tine Bemark Opevation

developer 2020/11/23 16:50:11
adnin 2020/11/25 11:09:05

: Establish new role, input username and description.

-

MNew role information £2

Basic information |System menu

Role name

Remarlk

K@) | [ Coneal @

¢ Role name: Enter a new role name

* Remark: Role Description

1. The left list is used for system menu.

2. Theright list is for corresponding function to select

20
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#NewRolelnformation# @

#BasicInformationd | Systemp menu |

M Home i Add
| Eai+
=81} #lperationd [#] Delete

- [¥] Read [#] RezetPassword

[ Writehction
B[] #Datak
#Export#
#Import# 2
E—Jl:‘ #Permizzion#

m

-[¥] User management |

~[JRale management
-] #Customi zationd

""" [JFunction scheme management

=] #5yztemSetting#

""" O Systemp menu

""" [ Systemp parameter

#E#(0) | [ Cancel @

3. . Search by role names,

< After searching an account, you need to go back to the previous level, clear the content in
the search box, and then click search.

4, :Edit and delete.

5.2 User management

User management
| &
[ra— Bile Tditer Edit tine — Operation
|
anin Wanager 2070/11/23 165150
iy Reading adnin 2020/11/25 11 15:48

List of accounts that currently exist

21
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User management =
(=]
@ -
Uzer name Role Creator Creation time Eemark Operation
Engineer Engineer Engineer 2021/11/2 14:11:48
Customer Customer Engineer 2021/11/2 14:11:54
Reader - Beader Enzineer 0211102 14:12:01
Edit user information ﬂ]
Uszer name Customer L { ******************* Rk —o0
| Rele management ﬂ:
|
!
Pazszword FARAAK :
!
Q|
:
Confirm HRHRRR .
" |
passwer 11 Role neme Creator Creation time Renark |0
]
Eole e = Engineer Engineer 2021711711 2002614 '
Engineer F '
,
,
e Reader Reader Engineer 2021/11/11 20:27 37 ]
,
,
,
,
'
,
< (] v
,
,
]
o |
0K (0) Cancel (C)

Remark: Describe user

User name: Enter a new user name

Password: Enter the password corresponding to the new user
Confirm password: Confirm the new password again

Role: Select the corresponding role permissions for this user

1) Hew . . :
: Establish new user,input username and passoword, then select the right role.

1) Click on new

2) Enter the above information, select character

3) Next time you log in, you can use a new account and password, The corresponding account

password is shown in the following figure

22
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User managemen o
N se |

Vser nane Bole Cres Creatien tine Besurk Oparation
Engind Eagisaer Eaging w12 1011
Cuttoner Cuxtomer Engrnaer 22112 101154 User login * <3
Lol €6 uer information P - =)

e s SHEXING

Taswesrd e " 3\.

=
\‘vm -
|
Ceafirs .
proreo N Custoner 3
T~
Ble Customar ) \ Faswward
IE— | R
Tk
7] Bamenber password
Legin | Camcad
[(wo) | [cacam
1

e Other functions:

Search. ..

search box, and then click search.

: Search by username

. Edit or delete the selected account.

Right-click “Reset password”: The reset password is 000000

nnnnnn

5.3 Password modification

After searching an account, you need to go back to the previous level, clear the content in the

23
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Password modification{admin) @

e

01d password sk

Hew password sk

Confirm e LT
password

| K@ | | Caneel @

e After modifying the password, the next login to the account requires the use of a new password

6.Customization

Customization includes five parts:DB Solution ManagementDevice Parameter
ConfigurationCommunication Client Configuration,Function Solution Configuration,OBIS and its
attribute,Solution Configuration.

The scheme management function is only available to internal engineers.

Taking DLMS as an example:

6.1 DB management

u5 Meter model management =]

Hene File path Operation

D WHxVi ewd. O Pro (20201110
Devi celataBaseV23 (110916) \Exe"PLugins \ILIS\TB Devi cellodel\Devi cellat aBasel23 (110816) . db

1207 D:\HexViewt 0 Pro £20201110) ‘Exe\Plugins\DLIS\DE\Devi callodel V1207 db

1202 D:\HexViewd 0 Pro £20201110) "Exe\Plugins\DLIS\DE\Devi callodel \1202. db

« ”:Edit and Delete DB file
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o o« @ ”:Search by names of DB file

-

”:there are three ways of to establish new DB file as following:

Create scheme @
Stepl
Flease select how to create the new scheme
1 @ Create a blank scheme
2 (7} By select a standard template
3 O By reading a list of sbjects supported from the devies
e Select one way and click* . input the name of DB file
€@ Select 1: Establish on the basis of the local DB
o Create device model @

Stepl

Flease enter new device model name

€ Select2: select on the basis of standard general DB

25
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ol Create device model @ L

Stepd

Flease select standard device model

7] Standard device model for 1202
Standard device model for 1207
[7] Standard device model for India
[7] Standard device model For Saudi Arsbia

0K ([]
@ Select3: Establish on the basis of OBIS list read from device Class 15¢ ”:Enter into

Function Configuration Interface.

o2 Edit device model @
Device model infotmation
Tevice model name DIMSZ01T
File path D:‘Hex¥iewd. O Fro (20201110} ‘Exe'\Fluzins\DIMZ\IB\DeviceMode
Remark
Device . Function OBIS object
Client
parameter scheme management
DK@ | [ Cancel©®

6.2 Device parameter
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Device model parameter

Digplay Unit Ratio
Kile

Ilms Ewent Type

Hexing

|:| Primary side enable
100

100

|:| Keading dewice serial Fo. enable

{1, 0-0:96.1.0.255, 2}

[l

[ ok

| [ cancer @) |

e “Data Display Unit”: Select ExtendedUint or DImsCosemStandardUnit

e “Unit Scaler Source”: Select Device or DataBase

6.3 Client setting

-

ag D

Ho.

evice model client

Client name

ccccc

7 Pre Est.
3 |Management

4 |Eeading

102
1
2

(=] |
Elient  pre Est Defsult Ensblad
E [
[
E
B ]
| okm | | Cemcel @

e Client supports: Public,Pre.Est.,Management,Reading

e  Client address: fixed
e Pre.Est: Default and mu

e  Default: Default and sin

Itiple

gle

Enabled: Enable and multiple
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6.4 Scheme management

85 Function scheme

Function setting

[=]=]=]

AWt ¥ .72

rroot
1 General
2 Energy
3 Demand
F Instantanesus
& Clock
s U
6 Load profile
T Billing
& Event
9 Display
-10 Disconneet control
11 Limiter
12 Security setup
12 Communi cation

14 Push setup

«15 Firnware upgrade

AR T
Tenplate nene Renark p.
General General
2
Amitd
OFIS object mame Class I Logicsl nane ¥o.
COSEM Logicel device name 1 0-0:42.0.0.255 2
Device ID 1-Serial number 1 0-0:96.1.0.255 2
Device ID 2-Equipnent ID 1 0-0:96.1.1.255 2
ice ID 4-Location information 1 0-0:96.1.3.255 2
3 1 0-0:96.1.4.255 2
1 0-0:96.1.5.255 2
1 1-0:0.0.0.255 2
Firnware Tdentifier 1 1-0:0.2.0.285 H
Active firmware sienature 1 1-0:0.2.8.255 H
Active firmwere Tdemtifier 1 1 1-1:0.2.0.255 2
Active firnwere signature 1 1 1-1:0.2.8.255 2
Aetive firnware Tdentifier 2 1 1-2:0.2.0.255 2

€ Sectionl: Function Tree

. JHAEBMIt [

¢ Root: function node and can be separated.

€ Section2: Function template

. HE D . Establish, edit, delete, shift up and down.

o . Delete the existing template.

13 -|I__j ”:

Available to select one or more templates.

”:Establish,edit, delete,shift up and down,unfold and fold.
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o Select the template |E|

Template name Remarle |- |

ActivityCalendar Activity Calendar | I

h=zociationlHClass Claz=z 15 hA=zociation LH Class =

Autodnswer Class 28 Auto anzwer ‘

’j AutoConnect Class 29 Aute conmect | 4

[ cloek Clock

D CSIF CS IP, serwver port and APH group

[ cTeT CTET

D TemandRegister Cla==z 5 Demand Registere

[7] DemendRegister_ABAS ClassS ABAD

D TDicconnectControl Class T0 Diczconnect contrel

D ExtendedRegister Class 4 Extended Register &
K@ | [ Concel @

e “L__”: Editthe existing template and select function which the template supports.

-

a5 TemplateSetting

"

Time

[¥] Time zone

[V] 3tatus

|:| Dlaylights sawings begin

D Daylights =awings end

I:‘ Daylights savings deviation
I:‘ Dlaylights savings enabled

D Clock base

08 | [ Camcel

€ Section 3: OBISConfigure OBIS
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{ & Function scheme [elles=] | (=]
Function setting
Sy ¢ iy e -
DEWtySE DB mIte | =
B-root Template name Remark Operation
1 General Clock Clock
2 Energy AetivityCalendar hetivity Calendar
3 Denand Resoci ati onlHELass Class 15 Assec
3 Instantansous CSIP C5 I, server 1
4 Clock
1 Date & Time + |
2 Daylights savings ‘ OFIS ebjsct name Class 1D Logical name Ho ‘
5 TOV B
ol Select the template OBIS attribute or method =]

6 Load profile

] Gron; -
7 Billing ?
8 Tyent [ Logical name Suppert part of logical name. Qsearen

[7] OBIS object mame Suppert part of OEIS object nane

9 Dizplay
10 Dizzonnect sentrol Class I0 Logical name Checked
11 Liniter

12 Security setup S IP, server port and APN growp £, 1 0-129:25.0.1

12 Conmund cation | CSE T, server port and APH group 1 0-129:25.0.1

14 Push setup | CS2 T, server port and APH group 1 0-129:25.0.1

15 Firmvare upgrade

*  OBISSelete template and configure OBIS.

e Select the template to add OBIS

iy

) OEI% object name . . . .
e Click* ” to enter into OBIS configuration interface.

¢  Select OBIS: Attribute and solution

e Search OBIS: available to selectClass, Logical name, OBIS object name

5 Select the template OBIS attribute or method =]

Group Class 1 -
Logical name Support part of logical name.d Q) search

OBIS ebject mame  Support pert of OBIS ohiect nane. .

Hame Clazs ID Logical name Ho Remark Checked

[l >

[=/--COSEM logical dewice name 1 0-0:42.0.0.255 -

- logical_name 1

value 2

JHHHHHHHHHHHHHHHH

logical_nane 1
" value 2
- Device I 2-Equipnent 1D 1 0-0:95.1.1.255 -

logical _name 1
wvalue 2

[=~Dewvice ID 3-Funetion location 1 0-0:96.1.2.255 -

logical name 1
oralue z
[} Dewice ID 4-Location information 1 0-0:96.1.3.955 -

-~ logical name 1

“owalue 2

[=Dewice ID S—Customer device number 1 0-0:98.1.4.255 -

*  For example: Specifies the selection range of capture objects.
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Function scheme [E@Er=] | =)
[ Panction sheme
REWIT IS NEw I
T || renplace name Eenark Dperatian —
10 Load 3rofile Frofiledeneric shjectyiClass 10 7. Appl
L Lasd prafile |
2 Loed prefile 2 w7 ProfileGeneric (=]
4] 02) Prafile bufter
1 Load profile & ) Entry secess selection 4] Bange scesss selection
7 Load prstile 8 ] 03) Captura shjscts
18 Daily enargy informard Specifien the selection range of captara shjucts
19 Daily billing - Ensre o Objuct mme 09 Bateindsx  Bimply I =&
20 Daily billing - Tnerg 1 Clock {5, 00100255, 2} 0000 /—
21 Dty billing - Zaerc] Selectthe template GBIS atirbute or method / =
22 Daily billing - Fnerc e 3 .
23 Daily bidling - Energ) Logiedd nums -
24 Duily bidling - Fnerg BEIS sbject e

28 Daily billing = Buvgy
20 Duily billing - Bnergy

Tk oF ovjoste o vu silevted ] [Eist ot wstostet srivets

min lisit setlisg of Teperatrus
sin lisit zetting of Tesperatras

min lisit setting of Tewperatrus

= e B P e
. e 1 f |primenma
2 Load profile raset e s 3B rows iz 3
11 Billing B . Linid seiting s vansizzs -

5 Tiee throshold for high tmperatrse 3 0-0:0.5, 128 265 -

Edit: Configuration of read and write permission of function node.
Function scheme
| Fanction schene |
Wit AR W
Tou * || Tenplate name Renark peration F
~Load profils ProfileGeneric Supported sbjectsiClass ID T.Appl...
Load pr
New
Load profil [ear |
Load profile .
Load profile T L
BTN apse ol
Load profil UBIS object name Class 10 Logical name o
Daily energy information Load profile 1 T 1-0:93.1.0.255 =
Daily billing - Energy |=
Daily billing - Enerey (4]
Daily billing = Energyi-)
Daily billing - Energy(k)
Daily billing - Energy(#l
Daily billing - Energy(-l
Daily billing - Energr(l-
Daily billing - Bnerey (4]
Daily billing = Energy(-)
Daily advance pagment in
Load profile reset
Load profile 3
Billing Z L
« 0 v
Read-write permission conflguratlon

Edit device model function

Parent node Load profile

Load profile 1

I:‘ Readlnly

Function text

0K@) | | Cancel(@

6.5 OBIS object management
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An object is a collection of attributes and methods. Attributes represent the characteristics of an object.
The value of an attribute may affect the behaviour of an object. The first attribute of any object is the
logical_name. It is one part of the identification of the object. An object may offer a number of methods to
either examine or modify the values of the attributes.

Obijects that share common characteristics are generalized as an interface class, identified with a class_id.
Within a specific IC, the common characteristics (attributes and methods) are described once for all
objects. Instantiations of I1Cs are called COSEM interface objects.

DLMS Example:

Class Methods Object Attribute Values
class identifier Attributes Instantiation
v v v
Register class_id=3 C—=Y _ Total Positive
logical_name: octet-string W/ \\ EetielEneryeiR ool ioh
value: instance specific \ logical_name =[1 1180 255]
\ value = 1483
\
\
\
¢ \
rese \

Total Positive

Reactive Energy: Register

logical_name =[11 38 0 255]
value = 57

An interface class and its instances

€ Engineer: OBIS permission

Device model OBIS object management ol ==
OBIS sbject management

NEWm

[[]Class T [
[ Logical name Q) Seavch
(] DBIS object name

Version Class ID Logical mame Fame Eenark

32



& HEXING

JIA-B W

oL+ ”: Add OBIS

«“ ”: Modify the read and write permissions of OBIS on different clients.

. Establish,edit, delete, shift up and down, unfold and fold.

Device model OBIS object management

UBIS object management

(= HoR =

H-& 0
Add manuall
| select from standard library | |

[C] OBIS cbject name | Select from standard library

Version Class ID Logical name

Device model OBIS object management

OBIS sbject mamagement

Hane

e

Remark

"

OBIS object
OBIS ebject information

Version i

Logical nane
0BIS cbject name

Remark

0-0:97. 98,0255

Mlarn Register 1|

OBIS object detail informatior

N-BE

¥e. Hane Dat.
al logical name ac
w2 walus

OBIS object attribute and method

¥o.

Tane

1

Logical nane

=]

Aecess rights

Default value

[{"CLientID" 16, “Access”: "1}, {"ClientTD" 1102, “Aecess” ”\\"

OIS objact dsta type ‘ Logical_nane [octet_string Hec] ‘

Access right

| B
‘ 2 ‘m Est \
‘ 3 ‘Manxgemenl R
| 13

1 ‘Rsadxnx

==
o Client hecess ri et
(N

[ Cancel

« Il » pelete OBIS

€ Developer: OBIS permission
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OBIS object managsment

55l Device model OBIS object management

EEE]

DETIt IS

"B m L@ | Search Q

= root
-Class 1
Class 3
-Class 4
“Class 5
Class B
-Class T 1
Class 3
-Class 8
-Class 11
Class 1S
-Class 17
Class 18
-Class 19
-Class 20
Class 21
-Class 22
Class 23
Class 27
-Class 28
Class 23

“Class 40

m

UBIS cbject name
COSEM logical device name

Device ID 1-Serial munber

Device ID 2-Equipment ID

Device ID 3-Function location
Device ID 4-Location information
Device ID S-Customer device mumber
Device ID 6-Certificate nunber
Device ID T-Froduction number
hetive firmrare Tdentifier

Aetive firmrare signature

hetive firmrare Tdentifier 1
Aetive firmrare signatwre 1
hetive firmrare Tdentifier 2

Engble CTFT parameters

Tranzformer ratis — cuwrrent
(mamerator

Transformer ratin — voltage
(mumerator)

Tranzformer ratie — cuwrrent
(denominator)

Transformer ratin — voltage
(deneminator)

Number of Under Voltages (sag) in phase LI

Class ID

1

1

1

Logical name

-0

0-0:

42 0.0.255

96.1.0.255

96 1.1.255

196 1.2.255

96 1.3 255

196 1.4.255

‘96 1.5 255

:0.0.0.255

0.2.0.255

(0.2, 5.255

0.2.0.255

0.2 5255

0.2.0.255

(952,216, ..

042255

:0.4.3.255

0.4 5255

:0.4.6.255

32 32 0.255

Eemark

m

< m

€ Sectionl: Rank by Class

JaEbmt il

« 5‘:' ”: Add Class

4

o New OBIS group

Parent node root

OBEIS zroup name

0K@) | | Cancel @)

« . Edit the selected Class: name

A ”: Establish, edit, delete, shift up and down, unfold and fold.
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-

a5 Edit OBIS group

Farent node raot

OBIS group nameClass 3

A

] [ Cancel (20

€ Section2: OBIS object configuration
JRA-Bm Tt {1 a
Context Menu :Establish, edit, delete and export.
{5

”: two ways to add

€ Add manually: add manually

”: Establish, edit, delete, shift up and down, export.

ol OBIS object
OBIS cbject information

OBIS cbject group mame  Class §
Version 0
Class ID [

Logical mame
OBIS object name

Remark

1-0:1.8 0255

OBIS object detail information

D-Bm

He. Hame OBIS sbject data type

Access rights

Remark

€ OBIS object detail information
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OBIS object detail information
(D Ew]
Ho. Hame OBIS object data type hecess rights Remark
al logical_name octet_string Fublic=', Fre. ...
as value double_long_unsigned Fublic=%, Fre. ...
a3 sealer_unit structure Publie=, Pre. ...
08 | [ Cencel

n-5 10 L . .
“L—— " Establish,edit and delete: attribute and solution

=1
o1 & ”: Establish and edit: attribute and solution

-

o5l OBIS object attribute and method EZ
Ho. 2
Hame valne
Acceszz rights [{"ClientID": 16, “Aeces=™: W07}, {"ClientID": 102, “heecess™: A4 0

OBIS object data t
objest data iype | walue[double_long_unzigned, Hex]

08 | [ Cemeal

[{"ClientID™: 16, "Acece=s": "R}, {"ClientID™: 102, "Accez=s": 44"} a
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s -
o5 Access right @
| Ho. Cl_i-ent Access right
| 1 |[Fublie E
- T
| 5 Management EW
| 4 Reading E

0E@) | [ Cencelio) |

OBIS attribute and solution:configure on the basis of data structure and type, establish, edit and delete.

ol OBIS object attribute and method
.C8 B
Hame authenticatien_mechanism_name
Access rights [{"ClientID™ 16, "Access™: "R"}, {"ClientID": 102, “Aecazs™: "W\, @)

OBIS object data type

#DataTypeOfArray#
#Edit# #DataTypeOfStructure#
#Delete#

#DataTypeOfOctetString#

#DataTypeOfintegers
#DataTypeOfUnsigned#
#DataTypeOfLong#
#DataTypeOfLongUnsigned#
#DataTypeOfDoubleLong#
#DataTypeCOfDoubleLongUnsigned#
#DataTypeOfEnum#

#DataTypeOfBooleans
#DataTypeOfBitString#

. L

€ Select from standard library

® L

05 9 @nome | [N

g 8 984& 2 2 _C 2 /| & Bl

Read WiteActon | Ewort koot Repor] - @
Device model OBIS object management [E=mon =]
prrpa— Y]

12345678

e L

Select from standard library: Check the latest master database.
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Device model OBIS object management

OBIS shject mamagament

(==l

B

Support part of logical mane

[ 0BTS sbiNgt mame  Soport ot o OFIS cbjoct nane

Qusameh

Varsion Clas®\ID  Logizel f 85 Select standard scheme

Plaase select standard =

cheme

] Standara-1z02-v2. 2
] Stendard-1z0m-v3. 7

7] Stendard-1207-va. 2

Remark

Search OBIS from general database, Add to project library.

Select the template OBIS attribute or method

[[] Class D

Logical nane 98.z

[ OBIS object name Support part of ODIS cbjsct nane...

Quseurs

==

List of objects to be selected

| s of slostedl dijomis

Hame Class 1D Logieal name

Ho. Ho.  OBIS Hame

=

Alarm Deseriptor 1 1 0-0:97. 98. 20. 255

Alarm Deseriptor 2 0-0:97.98.21. 255

1
Montkly frozen mamimum reactive de... T 0-0:98. 23, 128.255
T

TDaily billing - Enerey (+R) packet

0-0:98.2.128. 255

Monthly billing

1D CHA) 4 ND (+R)

Nonthly frozen maximun spparent de 0-0:95. 24. 126,255

~-Daily billing - Energy (-A) packet 0-0:98. 25. 128.255

TDaily billing - Enerey (-R) packet 0-0:98. 2. 128.255
Disconnector Control Log 0-0:99.95.2. 255
Fhase voltage in meutral 12 0-0:99. 98, 198.255
Optical communication period event 0-0:99. 98. 200.255
~-Optical communication event 0-0:99. 95 201.255
Sanction Load Control Progranmed =, 0-0:99. 98. 202.255

Load Shedding Scheduls Progranmed 0-0:99. 98. 203.255

IF Fort Frogrammed avent 0-0:99. 98 204. 255

0-0:98.21.128.255 9 -

- 1 {7, 0-0:98.20.128.255}

-.

Monthly frozen average power fac

< it

7. Data management

User can export the parameter configuration file.cfg as like,and the file can be encrypted or without
encryption . The file can also act as import file for HHU if the DB file is the same one.Export

DeviceDataBaseV23(110916)

i Cloek

D General
[] Energy
£-[] Demand
I:l Demand period
[ pemand
[ Accumulated MD
-] Maximum demand
-[] tnstantaneous
[ Vector diagram
“-[] Instantaneous value
=M Clock
Date & Time
[] Daylights savings

- E)
>

Daylights savings begin
Daylights savings end
Daylights savings deviation

Daylights savings enabled

m

2020-11-23 17:19:59 B~
2020-11-24 20:30:59 B~
5

@ Enabled (©) Disabled

1) Click the node in Function Tree
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2) Click the function interface related to the nod

3) Configure right parameters as shown above

<

4) Repeat step 2 and 3, and configure the right parameters.Click*. P2 »and export.cfgfile

7.1  Import

Al

The .cfg file can send to other computer and avoid repeating configuration.Click* ImPort and import the
configuration file.

7.2 EXxport

<

The .cfg file can receive from other computer and avoid repeating configuration.Click* =™ »and export

the configuration file.

7.3 Report

Export report: The report file can receive from other computer and avoid repeating

B

k“ Report

configuration.Clic and export the configuration file.

*  Report Formats* e, - ”:Excel,PDF,CSV
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o= Report viewer

[E=R(EERE=S)

H 41 o= B

1k M @ﬂl

-

Date & Time
Meter information
1. Consumer identification Engineer
2. Meter serial No. N/A
3. Current date 2001-06-11.BEER
4. Current time 084916
Sr.No Name value Unit
1 Clock(time) 2021-06-11,05 09:38:45
2 Clock(time_aane) 10
3 Clock(status) 0

n

7.4 Chart

Copy data to generate charts, such as load and settlement data

oll,

6 Click” Chart ”:

e Meter No:12345678 e lx])
| [Ev | Readings | Load Survey | S
=~ B TS W Last pel =] @
Export Print | q prey 2000/10/01 , pexr = Energy Daily | Weekly Monthly
Fie Navigate 4| Paramet... 4 Range ‘
Meter No.12345678; Meter Type:; Time:2000/10/1 0:00:00™ 2000/10/2 0:00:00
[ mm Active energy (+)(1-0:1.8.0.255) P Active energy (+) tariff =] Active energy (+) tariff [ 3 Reactive energy (+)(1-0:3.8.0.255)
- Active energy (+) tariff : 2(1-0:1.8.2.255) ‘ 4(1-0:1.8.4.255) =l Reactive energy (-)(1-0:4.8.0.255)
3 1(1-0:1.8.1.255) =] Active energy (+) tariff 3 Active energy (-)(1-0:2.8.0.255)
. 3(1-0:1.8.3.255)
08
0.6
=
)
£
% 04
&
]
c
[
024
N | =
00:00 01:00 0200 0300 0400 0500 0600 0700 0800 0800 1000 11:00 1200 1300 1400 1500 1600 1700 1800 1900 20000 21:00 2200 2300 O0:00
Time
D:\work\code\HexViewd 0Pro\2.source\HexViewd 0 gir ) 112159 12345678.db V1.20210729 -

Select different functions through the menu bar to generate corresponding charts
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[[g)= Readings Load Survey
& M Fist ¥ W Last 2 =] ©
Export  Print 4 prey 2000/10/01 b pext Energy Daily | Weekly Monthly

File i Mavigate 4| Paramet... 4 Range i

8. Communication with DLMS

This section gives an introductory example of how a communication connection is established to a device

with the HexView4.0 Pro.

8.1 Device management

The Device management including: communication media and protocol.

8.1.1 General

[==]r=]

Device name 12345878

Conmunication medium  Serial pert -

Protocol snite TLMS/COSEM - HOLC - Use GATERAT

Serial port HDLC | DLNS/COSEM |

Faort Comt -

BaudRate 9800 -

DatsBit 8 -

StopBit  One -

Parity  None -

® Device name: Define by user himselfCommunication medium: User select by himself

® Protocol suite: User select by himself

8.1.2 Communication medium
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® Serial port: Local

55 Device archives

Communi catien parameters

=]

Device name

Communication medium Serial port -

12345678

Protocel suite  DLHS/COSEN - HDLC v [] Use GATEHAT
Serisl pert HDLC | DLNS/COSEM |
Port  COML -
BaudRate 3600 -
DatsBit 8 -
StopBit  Ome -
Parity  Hems -

® TCP client:: Remote

a5 Device archives

Communi cation parsmeters

Device mame 12345678
Communication medinm  Tep client -
Protecol smite  DLMS/COSEM - WRAPPER w  [[] Use GATEWAY

ICE clisnt | DNS/COSEN)

IP

Fort

® TCP server: Remote
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Communication parameters

& HEXING

=]

Device name

123456878

Communi cation mediam

Protecol suite

Tep server

DLMS/COSEM - WRAPPER

~  [7] Use GATEWAY

TCE server |DLMS/COSENM

® CSD: Remote

ol Device archives

Communication parameters

[ =re=]

Device name

12345676

Communication medium

Protocol suite

CSh

TIMS/COSER - WRAPPER

v [ Use GATERAY

€D DLMS/COSEM

Fort

BaudRate

DatsBit

StopBit

Farity

Fhone number

comy

9800

8

One

Hone

18058121686

8.1.3 Protocol suite

It supports three kinds of procotol as following: user can select anyone if meter supports

DLMS/COSEM HDLC
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.:--Elpg

Frotocol suite

Serial port | MDLC | DLWS/COSEN|

DLMS/COSEN - HDLC

- -—— - - - -
Communication parameters

Device name 12343676

Communi eation medium Serial pert -

v [[] Use GATEWAY

HOLZ

Server address

Logical address (Hex)

Max information field length
Inactivity timeout

Max number of retries

@ Single byt () Two byte
o1
s12

3000

[] Mode E

[ VI frame

() Four byte

bytes
Millizecond

=] 0=Ho retries

Mode E: User can select if meter supportsUl from: N/A

3 - ) [ & U Q
Device archives s - (=SaC]
— — —
Communi eation parameters
Device name 12345678
Communi catien medium Serial port -

Protacel suite

Sericl port| MLC | DLNS/CoSEM
HOLE

Server address

Logical address (Hex)

Max information field length
Inactivity timeout

Max rumber of retries

Wode B
Default baundrate

Tnactivity timeout

DLMS/COSEM - HDLC

@ Single byte Two byte
o1

512

3000

0

UL frame

300

3000

Delay before switch bandrate

Delay after switch bandrate

300

Four byte

* || Use GATEWAY

bytas
Millisecond

0=Ho retries

Millizecond
Millizecond

Millizecond

Delay before switch baudrate: The waiting time from the PC sending the baud rate switching

frame to changing the serial port baud rate, default 300ms.

Delay after switch baudrate: Wait time after PC switches the new baud rate of the serial port,

default Oms

Ul frame: Suppo

I frame

rt Ul frame
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e Max number of retries: the maximum repsThe Client address: the default is 01

e The server address: logic address+physical addressOne-Byte address: HDLC with high level only

Serwver addreszs | @ Single byte | ) Twa byte ) Four byte

Logical address of hex o1

*  Two-Byte address: One byte for DHLC with high level and one byte for HDLC with low level

Server address ) Single byte @ Two byte ) Four byte
Logical address of hex o1 Fhysical address of hex

e Four-byte address: two bytes for HDLC with high level and two bytes for HDLC with low level.

Server address ) Z1ingle byte ) Two byte
Logical address of hex ool Phy=ical address of hex | 3FFF

(for HDLC with low level address:0x7F/Ox3FFF- is broadcast addressand0x00/0x0000 meansno-station,
0x01...0x0F/0x0001...0x000F means saved address,0x7E/0x3FFEmeansCALLING Physical device.,

Therefore, the address within 0x10...0x7D/0x0010...0x3FFD is available physical address for meters.).

1. DLMS/COSEM Wrapper

Device srcives =y
Communi cation parameters
Daviza mams 12345878
Conmuni cation mediun Serial port -
Protocsl suite DLMS/COSEW - Hrapper + ] Use Gatewsy
Serial port | Wrapper | DLNS/COSEN |
]
Sarvar sddress of hex oot
D ial munb 1235818
Tnactivity timeont 3000

2. Gateway
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o2 Device archives

Communication parameters

o [EB ][R

Device name

Communi cation medium

Protocel zuite

12345678
Tep client

DLMS/COSEM - HDLC

ICE client| GATEWAY [HoLc | ooms/cosem |

~ | [¥] Use GATEWAY

Fetwork ID of hex

Physical device address

o0

12345678

8.1.4 Security mechanism

€ Security policy:

1)
2)
3)

4)

Authenticated: Only authentication

Encrypted: Only encryption

Nothing: No encryption and no authentication

Authenticated and Encrypted: Encryption+ authentication

Physical device address: can configure as the communication address of meter.

Device archives

Communi cation parameters

[=reEs

Device name

Communication medium

Frotacol suite

Serial port I HDLC TLMSFCOSEM

Security pelicy

Authentication mechanism

LLS password

Global wnicast key

Client max receive POV size

Serial port

DLMS/COSEN - HOLC

v []Use Gateway

(1) Authenticated
2) Enerypted

(3) Authenticated and Encrypted

Ensble miltiple client keys
00000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
Reandon walue

400

zuite O -

Managenent -

bytes

Network ID: An internet sign in which message intened to transfer. If there is only one internet, then
can configure as 0x00, and any value can be configurable.
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5) Encryption and authentication come from Service-specific ciphering,general-ded-ciphering. general-
glo-cipheringand general-ciphering, while signature comes fromgeneral-signing.

Device archives o]

Communi cation parameters

Device mame
Comnuni cation medium Serial port -

Frotocol suite ILIS/COSEM — HOLC ~  [] Use Gateway

Serial port | MDLC | DLMS/COSEM

Security policy (3] Authenticated and Encrypted w znite O -

Ciphering service | l:]

service-specific global ciphering
service-specific dedicated ciphering
general-glo-ciphering
genersl-ded-ciphering Management -
general-ciphering
115 passwor d general-signing

Authentication mechanism

00000000000000000000000000000000
00000000000000000000000000000000
Authentication key 00000000000000000000000000000000
Global unicast key 00000000000000000000000000000000
00000000000000000000000000000000
Random walue

Client max receive FIU zize 400 bytes

Advanced
% Canecel |

€ There are four kinds of General-protection:

1) general-glo-ciphering

2) general-ded-ciphering

3) general-ciphering

4) general-signing

€ There are two kinds of Service-specific cipheringas following:
1) Service-specific global ciphering

2) Service-specific dedicated ciphering

€ The Security policy activates under general-cipheringand general-signing:suite 1

Security policy (3] Authenticated and Encrypted » suite 1 -

Ciphering serwvice general-ciphering » Choice 0 » GUEE -

(Attention: herein means the linkage mechanism of security policy)
€ Authentication mechanism:

1) No security

2) LLS

3) HLS-AES-ECB-128
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4)
5)
6)
7)
8)

HLS-MD5
HLS-SHA-1
HLS-AES-GCM-128
HLS-SHA-256
HLS-ECDSA

Device archives

Communication paraneters

(=N e =)

Device name
Communi cation medium

Frotocel zuite

iz oo |

Serial port

DLMS/COSEM - HOLC

-

- [[]Uze Gateway

Seeurity policy
Ciphering service

uthentication mechanism

(3) Anthenticated and Enerypted

service-specific global ciphering

~ suite 0

-

LIS passwerd

(0] Ho Securit

(2) HLS-AES-ECE-128
(3) HLS-MDS

(4] HLS-SHA-1

(5) HLS-AES-GCM-128

(T) HLS-ECDSA
(0000000000000000000000000000000

huthentication key

Globsl unicast key

Client max receive POV size

00000000000000000000000000000000

00000000000000000000000000000000

00000000000000000000000000000000

Random walue

400

bytes

LLS password: 4 byte

LIS paszwaord Qooooooa

HLS secret: 16 byte

HLS secret 0000a000000000000000000000000000

Master key: 16 byte

00000000000000000000000 000000000

Authentication key(AK): 16 byte

Authentication key (AK) 0000a0000000000000000000000a00a0

Global unicast key(EK): 16 byte

3lobal unicast key(EEK) Q0000000000000 00000000000a0000
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1)

2)

*

€ System title of Client--8bytes and the,system title of Client is fixed asOx48 45 43 00 05 00 00 01

Global broadcast key: 16 byte

Flobal unicast key

00000000000000000000000000000000

Dedicated key(DK): comes form the Client,16 byte

Form randomly

Dedicated lcew (DE]

Input value

Dedicated key (DE) Fixed Value

Client max receivepdu size: The maximum receiving byte in application layer(default :400

byte)

Client max receive FIU size 400

-

FRandom YWalue -

Q000000a000000000000000000000000

bytes

Enable multiple client keys: Select different clients and enter the secret key.

Enable multiple client l':eys]

00oaaa00

0000a0000000a0000000000a000000a0

Click*

Eeading
Fublie
Pre E=st.

Cor

ication paransters

ement | g log

Device name
Conmuni cation mediun Serial port

DLIS/COSEN ~ HOLC

Frotocol suite

[Suricl port [ g | o0S/cc52H |

Sacurity policy Q) Nothing - suite 0

Authentication mechanism ) s

[T Enable maltiple clisnt keys
L1S passwerd 00000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
Global unicast key 00000000000000000000000000000000
00000000000000000000000000000000

Fandon valus

Client max recsive POV size 400

=]
Client systen title 4sas4z0005000001
Server system title 4858450300000001
Froposed conformance DOEFFFEF j
£ hex &6
@ Confirmed Unconfirmed
Default ® Yes © No
Start Value - 1
ol
Gy
bytes
Advanced
-
o | | comead
]

Client system title

4545430005000001

”: Enter into the interface to configure parameters high level in application layer.
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€ proposed conformance:The sevice type which meter supports, such asGet, Set, Action......
Device archives = —
e =]
B General protection
Device 1 Advanced paramaters [=] 7] Gomeral block transt
Conmuni Other paransters |Cartificate key peirs D
Erstocel Client systen title 4845430005000001 . [7] trite
Serial port Proposed conformance OOTCEEFF = / Uneonfizned write
Atiributed supported with set
Pre.Est client address of hex &
emmit V] Priority mgnt supported
Sarvies class @ Confirned ) Unzenfirnad [ Attributed supported with get
Frane counter Start Value A [#] Block transfer with get or read
Aathent: [ Block transfer with set priwrite
LIS pas: (V] Block transfer with action
Multiple references
Info rt
et
set
B setestie sccuss
Client n Event notification
Advanced Action
i3 Cancel Cancel

1)

2)

Pre.Est. client address: Ox66means preconnection Client
Fre Ezt. client addresz of hex (al}
Service class: whether needs a confirmation between classes or not.(Confirmed or Unconfirmed)
Serwvice class @ Confirmed ) Unconfirmed

Frame counter: The initial value can get from device or set as default.

Start value(default:1)

Frame counter Start Value - 1

From Device(default obis:0-1:43.1.1.255;client address:10)

Frame counter From Dewice -
Frame counter OEIS 0-1:43.1.1.255
"rame counter client address of hex 10

general-signinguses ECDSAsignature, and ECDH algorithm:
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Public key of S-ECOSA

Public key of 5-ECIH

Fublic key of C-ECDSA

Fublic leey of C-ECDH

Priwate key of C-ECISA

Private kew of C-ECIH

special software.

Advanced paramaters

Other paramaters | [Certificate key pairs

Fublic key of 5-ECDOSA  4FODGZFCSSZ6612DFASTIESESDIS11FT499T491C2ECEEE
IDDES3FEADSBCSENSSE9 1 962F29436906 A2 AT 4A4F 1GAF
S094AFC41 TO255D8A4S2SAFFI0ZEBASFIAS]

Fublic key of S-ECIH FA14ACOE4ASZBE4BEFOATI4EEAMCETEEBDE0ACDAZFOTEF
S034EEAG4EESOS0445CF 0053441537254 18330228 ADFT
OEE1E4ECTESSBCTZTEASTARENSI0TORCCA4T

Public key of C-ECOSA  EFF2IDSIDET4EECEE0ST40TO3BSZ22S52CEETAFFCAL 1536
CS3TC3C306E41 43C5FB2ETCASET 306 E46DBE4ENS9CC4
A31FT38C2FETASBIBC9TEESSCS1EF 1821 430

Fublic key of C-ECOH ZOE45A3F2 1659435B42CF 464075292 BACFSFITEST AR
92501 E299CEFEZISFIEI0FCEFF4026 129533551 ECATI 40
ZCAE4TFETIG0S4E40944 1 AFCE1BDIBIS TACSF

Private key of C-ECDSA 3DODFB3SZER4DADG0GIT4TISS53ESER1BIS2EOFCACO0CE
BAKMCEDAS 1 TESO11E1

Private key of C-ECDH  FESF4COZETABFSEODABAOZ TEOBCS1ESIDZOS655E 1C6593
EE4S3FADF3ASOFTIES

E3

0K | [ Cancel

AFOD9ZFC55266120F A3TIESESD 1311 FT499T491C2ECARE
DIDDES3FBADSECSEOSSS91 962F20436006A2Z6AT4A4F15AF
SI94AFC41TIZSSD6A4SES AFFI0ZEBASFIASL

3914ACOE4ASE B 4BEFOAT94BBAACETE2EDR0ACTAZFETFF
G094BEARYEESIS0445CFI0N344 153TE541633C228IATIF T
OBE1B4ECTEZSECTZTEASTSBENSIOTOECC44T

EFFZ1D5DDAT4EECAENST40TOSESEE552CEET4FFCAL 1536
Co3TCICE06E4 143C8FE2ETCASET S0ECE46DEE4EDS99CC4
A31FTE8C2FET AYBIBCOTEEQSCE1 EF1821A30

ZIE45A3F21 850943842 CAF464CTS20BACFSFIDESIAOES
92501 B299CEFE9ZDGFIBI0FCEFF4026129538E1ECAT 140
ZCAE4TFETOS054E409441 AFCE1BDE3STICSF

SD9DFES3ZER4DBDG0E0T4T 1 6555ESEG 1 ESO2E0FC4C90CE

BAACEDASLITESO11EL

FEOF4COZET ABFSEODABADZTEOECS 1 BEDDZ09653E 108593
EE453FADF3AGOFTIES

8.2 Local communication

”The public key for Server(meter)

”The public key for Client(Hexview)

”Private key for Client(Hexview) froms through

A device ready for operation and an optical reading head for connection to a serial interface (USB or COM

port) are required for this purpose. The HexView4.0 Pro must also be installed on the PC and registered.

8.2.1 Connection
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Device

Personal computer
With 4.0 Pro

— Serial connection
(USB or COM port)

8.2.2 Operation

1. Connect to meter with optical port.

2. Configure the serial port and corresponding parameters.

a5l Device archives (o= =]
Communi cation parameters

Dewice name 12345678

Communication medium  |Serial port -

Frotocel suite DIMS/COSEN - HDLC =[] Vse GATEWAT

Serisl port MOLC | DIMS/COSEM|

Fort ComMi -

EandRate QE00 -

DataBit 8 -

StepBit  Une -

Farity  Home -

DB-1202-V2.0 i B ‘

4.Configure parameters in Application Layer(lt is obtained by default from the meter specification

3.Select suitable DB for meter:

Generally select the default value).
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Status

o Device archives

Communication parameters

(= =]=]

Tevice name

Communication medinm

Protocol suite

TCF client | HDLC | DLMS/COSEM|

12345678

Tep client

TLMS/COSEM - HDLC

- Use GATEWAY

HDLE

Client address of hex 01 Hode E
Server address Single byte () Two byte () Four byte UT frame
Logical address of hex 01
Max information field length s00 bytes
Inactivity timeout 3000 ns
Wax munber of retries [0 Eﬂ 0=No retries
@l Device archives
Communication parameters
Device name 12345678
Comnmunication mediumm  Serial port -

Frotocel suite

Serial port |HDLC | DLMS/COSEW

DLMS/COSEM - HDLC

- Tse GATEWAY

Security poliey
Ciphering sérvice
Authentication mechenism
LLS password

HLS zecret

Waster key
huthentication key
Global unicast key
Global broadeast key

Dedicated key

(0) Hothing

w suite 0 -

[servicespecific global ciphering

(1) 115

00000000

|DDDDDUDDDDDDDUDDDDDDDDDDDDDDUUDD

|EIDUUUUDUUUUUUUUDUUUUUUDUDUUUUUUU

|DDDDDUDDDDDDDUDDDDDDDDDDDDDDUUDD

|EIDUUUUDUUUUUUUUDUUUUUUDUDUUUUUUU

|DDDDDUDDDDDDDUDDDDDDDDDDDDDDUUDD

Eandom ¥alue =

Clinet max receive FIU size 500 bytes
2020-11-12 E= 13:53:56 [Elhg
Use PC time
Time zone 0 min
Invalid value Doubtful value Different dock base

Reserved

Reserved

Invalid clock status

Daylight saving active
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’ ﬁ
im -

i - - Read WriteActi
5.Click the WriteAction and operate: = rencton

8.3 Remote communication

Connect point-point via internet through TCP.

e  TCP Server: Device serves as Client and HexView4.0 Pro serves as Server.

Client Server

e TCP Client: Device serves as Server, while Hexview4.0 Pro serves as Client.

HexView

Server Client

e Physical connection

Personal computer
With 4.0 Pro
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8.3.1 TCP Client Connection

Operation(TCP Client)
Stepl:1t’s necessary for meter to have GPRS module and in module there should be a special SIM card.

—+
2
=

* The connection is ok, if the IP of Sim card after Pinging shows as following

t Windows [RF7F 6.1.76811
{c> 20892 ‘Microsoft Corporation.

1?72.38.12.
1?72.38.12.
B 172.38.12.
1?72.38.12.

P:“lsers \HEW1 74>

Step 2:The IP address of SIM card can be read through 4.0 pro:

Standard-1207-v8.2 - 2@ i ]
O ¢ Alrm monitor 1 (£ | 1pvd setup
-~ A monkor 2 ) oL reference pozsanzs -
=-[8 # Remote communication R A
~[0 % Auto answer | 1P address
[] # Auto Connect
[Fe# V4 setup 9] Mutticast IP address No. P address
OV csr
«[] % CS 1P passive
[« TCP/UDP setup
«[] % GPRS keey zlive time interval type
[0 # GPRS module automatic reset V] TP options Ho. IP aption type IP option length IP option data
[0 % GPRS module control word
[0 » GPRS modem setup
[0 % NB-I0T modem control word
[0 % NB-I0T modem network parameters
% PDP config 9] Subnet mask
[]+ PDP config passive
Dl 65 nformation 7] Gateway IP address
=-[0 % Local communication ] Use DHCP fiag Ensble .
[0 & IEC HDLC setup
[ # IEClocal port setup 7] Primary DNS address
=00« Saipts
[ Active tarffication script table - S BB D

Step 3:Configure the GPRS module parameter

*  The mode supported by module: Server Mode or Mixed Mode
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GPRS module control word

Communication mode

Communication module

PDP login

SMS format

Allow GPRS push meter alarm

Check CS phone

Allow SMS push module alarm

Allow GPRS push module alarm

SMS push coding

Call mode

@ TCP & ubP

© Client

() Enable @) Disable

© PDU ® TEXT

) Enable () Disable

() Enable () Disable

) Enable (©) Disable

(&) Enable () Disable

© ASCO () DLMS SMS

) CSD dialing @) Voice activation

Step 4:Configure APN: APN is provided by the network operator

© GSM

) Client and server

Standard-1207-V8.2 -

CsTP |

[0 % akrm monitor 1
“[] % Alarm monitor 2

=l ¢ Remote communication
0% Auto answer
-[1% Auto Connect

[0 % 1PV4 setup

es CSIP

[ % C5 1P passive

Standard-1207-v8.2

- ()@l

-] Alarm monitor 1

[ » Alarm monitor 2
-l » Remote communication
[+ Auto answer
-] % Auto Connect
-[J & 1Pv4 setup
O s

[J & 5P passive

© GPRS keey alive time interval type
* GPRS module automatic reset

* GPRS module control word

* GPRS modem setup

¢ NB-IOT modem control word

Oonoo

* NB-1I0T modem netwark parameters

Step 6:Select the device in Device and click®

- CS 1P, server port and APM group

P

Port

APN

Step 5:Configure TCP Port: Module listening port , default 4059

TCR/UDP setup |

TCP-UDP setup

Port 4059

56



& HEXING

7] 12345678
7] 12345679
[C] 12345670

=8 pevice | Iz Function scheme |

Step 7: Select“Tcp client” in Device Archive and configure IP and port which is needed for remote

connection.

Device archives

[=]®] = ]

Communication parsmeters

12345678

Tlevice name

Commumi cation medium TCP elient

Frotocol suite DLKS/COSEN - Hrapper

TCP client |frapper | DLMS/COSEN

= [7] Use GATEWAT

I 192 168 . 1 100

Port 4059

IP: From step2 Port: from step 5

Step 8: Select“DLMS/COSEM - Wrapper”protocoland input the corresponding parameters.
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Device archives [=d@] ' ]
Communi cation paransters
Device nane 12345678
Conmuni eatien mediun ICP clisnt =
Protocol suite DLNS/COSEN - Wrapper v [7] Use SATEWAY
TCP client | Wrapper | DINS/COSEN|
Server addrass (lex) oot
Device serial mmber I et | Gepial number
Tnactivity Limeout 000 Willisecond

® Or select Gateway: input parameters.

Device archives ([=l@] & |
Communi cation paremeters

Tevice name 12345673

Communication medium TCP client -

Protacol suite I TLWS/COSEN - HILE + (7] Use GATEWAY I

ICP client | HDLC | Gateway |DLMS/COSEM|

Hetworle ID (Hex) oo

Fhysical device addvess | 12345678 i Serial number

Step 9: Configure parameters of Application Layerencryption,authentication, etc.
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gl Device archives

Communi cation parameters

= =]C=]

Ciphering skrvice
Juthentication mechanizm
LS password

HLS secrst

Master key
huthentication key
Globel unicast key
Global broadeast key
Dedicated key

Clinet max receive FIU zize

Device name 12345678
Communication medium  Tep client -
Protocol smite  DLMS/COSEM - WRAFFER ~ [[] Uze GATEHAT
TCP client | DLMS/COSEM
Security policy (0) Hothing ~ suite 0 -

service-specific global ciphering
(1) s

00000000
00000000000000000000000000000000
00000000000000000000000000000000
0D000000000000000000000000000000
0000000000000 0000000000000000000
0000000000000 0000000000000000000
Random Value

500

bytes

Step 10: Select suitable DB file for meter and connect locally.

Step : This step is optional

® Optional parameters: Optional according to user needs
The following parameters are configured according to the actual requirements of the operator
»  PPP authentication mode

1207

pep |

- B @]

nobhooboooboaboan

1% Remote communication

“ TCPJUDP setup

* GPRS keey alve time intenval type

* GPRS module automatic reset

“ GPRS module control word

“ GPRS modem setup

¢ NB-IOT modem control word

“ NB-IOT modem network parameters
“ PDP config

“ PDP config passive

¢GPS information

»

PPP setup

“ Auto answer | Lo aptions

# Auto Connect

o IPV4 setup

¢ CSIP PPP authentication
¢ CS IP passive

m

User name

PAP password

»  Primary PDP user name and password group

Standard-1207-V8.2 -
[ ]® cs1P -
[+ s 1P passive
~[]% TCP/UDP setup
~[] # GPRS keey alive time interval type
-] ® GPRS module automatic reset
-] ® GPRS module control word
~[] % GPRS modem setup
[0 % NB-IOT modem control word
~[]  NB-IOT modem network parameters
== PDP config
PDP config passive

PDP config passive |

PDP nser name and PDP password group for passive

PDP name

PDP password
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ﬁ
in -

Read WriteAction

Step 11: Click :

Standard-1207-V8.2 - B PO confl passie

[+ csmp - PDP nser name and PDP password group for passive
¢ (S IP passive POP name
© TCP{UDP setup
© GPRS keey alive time interval type PDP password

O
O
O
-[] % GPRS module automatic reset
[0 # GPRS module contral word
[+ GPRS modem setup
[0 # nB-10T modem control word
[] % NB-IOT modem network parameters
[¥]*= PDP config

-|¥| % PDP config passive

8.3.2 TCP Server Connection

7 Operation(TCP Server)

Step 1:1t’s necessary for meters to have a GPRS module and there should be a public Sim Card. j:

Step 2:Configure the module GPRS parameter locally at first(such as optical port)The mode supported by

module:Client Mode

GPRS module control word

Communication mode ® TCP
Communication module
PDP login () Enable
SMSs format ) PDU

Allow GPRS push meter alarm () Enable
Check CS phone ) Enable
Allow SMS push module alarm () Enable
Allow GPRS push module alarm () Enable
SMS push coding @ ASCI

Call mode ) €5D dialing

Step 3:Configure IP \ port\APN of Server

5 upP ©) G5M

) Server ) Client and server

(©) Disable

® TEXT

Disable

Disable

(©) Disable

) Disable

DLM5 5MS

) Voice activation
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cs 1P
Standard-1207-v8.2 -

-1 % Auto answer - Cs IP, server port and APN group

[0 % Auto Connect
[ 1PV4 setup
[7]e s

¢ CSIP passive
¢ TCP/UDP setup APN

P

Port

© GPRS keey alive time interval type

* GPRS module automatic reset

* GPRS module control word

© GPRS modem setup

# NB-IOT modem control word

© NB-IOT modem network parameters

© PDP config

oooooooo0no

Step 4:Configure heartbeat: default 120s

GPRS keey alive time interval type

Standard 1207-V8.2 - @

Auto answer - ¥| GPRS keep alive time interval

Auto Connect

o5 PV4 setup GPRS enable © Enable (@ Disable

cs 1P

Interval Second

CS IP passive
TCP/UUDP setup

Retry interval Second

GPRS keey alive time interval type I

GPRS module automatic reset

GPRS module control word

GPRS modem setup

DO0D|EO0000

NB-IOT modem control word

Step 5:Select “Tcp server”in Device archives

Device archives (===
Communi cation parameters

Dewice name 12345878

Communi cation medium Tep server -

Fratosol suits DLNS/COSEN - ¥rapper ] Use Gatawsy

TCP server |rapper | DLMS/COSEM

Fote: Sart Tep service in|"TCE Connection Management”

Step 6:Select“DLMS/COSEM - Wrapper”’protocol and input the right parameters
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Device archives

Communication parameters

Device name

Communi cation medium

Frotocol suite

TCP server | Wrapper | DLNS/COSEN)

12345678

Tep server -

TLMS/COSEM - Wrapper v [] Use GATEWAY

Server address(Hex)
Device serial number

Tnactivity timesut

001

Serial number

3000 Millizecond

Step 7:Configure parameters in Application Layer:encryption, authentication, key etc.

o Device archives

Communi cation parameters

===

LIS password
HLS secret

Master key
Authentication key
Global unicast key
Global broadesst key
Dedicated key

Clinet max receive POV size

Device name 12345678
Communication medium  Tep server -
Protocol suite  DIMS/COSEN - WEAPFER w  [[] V= GATEWAT
TCP server | DLM3/COSEN
Security policy (07 Hothing - suite 0 -
Ciphering service  |service-specific global ciphering
Authentication mechanism (17 115 -

00000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
ERandom Value

500 bytes

Step : This step is optional

® Optional parameters: Optional according to user needs
The following parameters are configured according to the actual requirements of the operator

>  PPP authentication mode
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pep |
1207

- E@]

Oe - [¥] pep

Remote communication

setup

# Auto answer

¢ Auto Connect

| LCP options

¢ IPV4 setup
v sP
© CS IP passive
“ TCP/UDP setup
“ GPRS keey alive time interval type
“ GPRS module automatic reset
¢ GPRS module control word
“ GPRS modem setup
¢ NB-IOT modem control word
¢ NB-IOT modem network parametars
“ PDP config
“ PDP config passive
¢ 6PS information
]

»  Primary PDP user name and

1nboodboodoodbood

PPP authentication

User name

PAP password

password group

Standard-1207-V8.2

PDP config passive |

[ 1% c51P

[ % c51p passive
~[]# TCP/UDP setup
-[[] ® GPRS keey alve time interval type
~[] # GPRS module automatic reset
1% GPRS module control word

[ % GPRS modem setup
-[] ® NB-IOT modem control word
~[] ® NB-IOT modem network parameters
= PDP config

© PDP config passiv

@

- PDP nser name and PDP password group for passive

PDP name

PDP password

Step 8: Select the suitable DB file for meter, the same as locally.

.
o=

o=
TCP connection
rmanagerment

Step 9: Click «

” and enter into Service Listen interface, configure Listen IP and port.

Port: If the upper computer is used, it can be set randomly between 1-65534, preferably 1025-
65534. Generally, it has special meaning within 1024. Default 5512.

=y A
sh S » & = = B
Role management  Password Password Scheme TCP connection | Trace | System System Custom
modification  security policy | management management log setting log language entry
Permission Custi Advance System
y
MName 'l 0BIS

COSEM logical device name (Value) {1, 0-0:42.0.0.255, 2}
Device ID 1-Serial number (Value) {1, 0-0:96.1.0.255, 2}
Device ID 2-Equipment ID (Value) {1, 0-0:96.1.1.255, 2}
Device ID 3-Function location (Valug) {1, 0-0:96.1.2.255, 2}
Device ID 4-Location information (Value) {1, 0-0:96.1.3.255, 2}
Device ID 5-Customer device nu TCP connection management 52 {1, 0-0:96.1.4.255, 2}
Device ID 6-Certificate number (| {1, 0-0:96.1.5.255, 2}
Device ID 7-Production numbar {1, 1-0:0.0.0.255, 2}
Active firmware Identifier (Value et 1 || R M {1, 1-0:0.2.0.255, 2}
Active firmware signature (Value Port ss12 {1, 1-0:0.2.8.255, 2}
Active firmware Identifier 1 {Vall {1, 1-1:0.2.0.255, 2}
Active firmware signature 1 (Val {1, 1-1:0.2.8.255, 2}
Active firmware Identifier 2 (Vall Start Listening | [ Close I {1, 1-2:0.2.0.255, 2}

IP or port: From step3
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Step 10: Click; Reed  WiriteAction

matters needing attention:

v" When using TCP remote communication, the timeout is recommended to be set to 60s.

Device archives (=l@] = |
Communication parameters

Device name 12345678

Communication medium TCP elient -

Frotecel suite DLUS/COSEN - Hrapper

ICF client | Wrapper | DLWS/COSEM|

v [[] Vse GATERAY

Server addressz(Hex) ool
Device serial number 12345878
Tnactiwity timeout 30000

Millizecond

v When the meter is the client, note that the device serial number in the file must be consistent with the
device serial number in the device login message (generally, the device serial number can be obtained

by reading meter 0-0:96.1.0.255)

Standard-1207-V8.2 - E Deye x|
No. | Checked Name QBIS
= 1 COSEM logical device name (Value) {1, 0-0:42.0.0.255, 2}
2 Device ID 1-Serial number (Value) {1, 0-0:96.1.0..
3 3 evice 1D 2-Equipmen ED)] 11, 00.96.1.1.255,
O« energy 4 Device 1D 3-Function location (Value) {1, 0-0:96.1.2.255, 2}
~0 @ Energy b 5 Device ID 4-Location information (Value) {1, 0-0:96.1.3.255, 2}
O« Phase energy 6 Device ID 5-Customer device number (Value) {1, 0-0:96.1.4.255, 2}
[« History energy 7 Device ID 6-Certfficate nurber (Value) {1, 0-0:96.1.5.255, 2}
[ % other energy 8 Device ID 7-Production number (Value) {1, 1-0:0.0.0.255, 2}
[0+ Demand 9 Active firmware Identifier (Value) {1, 140:0.2.0.255, 2}
[0 # pemand 10 Active firmware signature (Value) {1, 1-0:0.2.8.255, 2}
[ & maximum demand 11 Active firmware Identifier 1 (Value) {1, 1-1:0.2.0.255, 2}
-] % Maximum dermand reset 12 Active firmware signature 1 (Value) {1, 1-1:0.2.8.255, 2}
[0+ Accumulated MD > 13 Active firmware Identifier 2 (Value) {1, 1-2:0.2.0.255, 2}
[+ Demand period

v" The above parameters need to be configured locally, defaut: serial port (chapter 8.2)
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Device name 12345875

Communi cation medium Serial port -

Frotocol =snite DIMS/COSEN - HDLC v [] Use GATEWAY

Serisl port |HDLC | DUMS/COSEM|

Fort COML -

Baud rate Q600 -

Data bits g -

Stop bits One -

Parity Home -

8.4 Modem Communication
Hexview 4.0 pro connect to module via RS232(such as CSD modem) and module communicate with meter

point-point DUN. Each meter distinguish from others by configured telenumber with DLMS protocol. A
suitable module should be necessary for meter.

8.4.1 Connection

Personal computer
With 4.0 Pro

Modem

—— RS232

8.4.2 Operation

1. Communication module is necessary for meter and a sim card with fixed number will be also required.

l:
2. Configure the module parameter locally(optical port) at first.
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Auto Answer -
Caller List oS CallerWindow =]
-4
Ha. Caller Id Caller Type Caller IT
1 18055121686 a

Caller Type normal C5D call -

0 | [ Caneal

3. Configure parameter of serial port and sim card number needed for connecting device in Device
archives.

@l Meter Archives EI@
Commimi cation parameters

Device Hame 12345673

Communi cation medium | CED v|

Frotocel suite DLMS/COSEN - HDLG + [[] Use Gateway

CSD HOLC DLMS/COSEM

Fort  COM -
Baudrate 9600 -
DatsBit 8 -
StopBit  One -
Farity  Hone -

Fhone rumber 18058121686

4. Select suitable DB file for meter, same as locally.

5. Select function items in Tree, same as locally.

i -

. Read WriteAction
6. Click:
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8.5 Template example

The function template should comply to the meter function:

¢ If the meter supports such function, but can’t find the template in the Function Tree, it’s available to

add in the function template through high access

¢ If the meter doesn’t support such function, but there is a template in the node of Function Tree,
communication will fail and reminder as undefined OBIS.

Some examples of template:

Example 1: TOU

TOu

l

Active calendar

FCalendar Name

Day Table
Week Table

| Season Table

Special Days

Datel Day idl
Date2 Day id2

|

Passive calendar

Calendar Name
‘ Day Table
‘ Week Table

| Season Table

‘ Special Days

Activate Time

Date
Time
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DeviceDataBaseV23(110916) v @ ‘

- Generl Calendar Hame AciateTme  2020-1-2E4- B+ 0:00:00 3

--DEnemy
= ] Damand
-] Dermend perd Day Table | Wesk Tabl | eason Tabe | Specal Days|
~[Jemend +-d

[ Accumulated 1D
-] Maximum demand 1 {00:00:00,13 {00:01:00,2} {00:02:00,2} {00:03:00,1} {00:04:00, 2}

=

Day ld Schedule {HH:mmss,Script selector}...

[

= [ insantaneous 2 005001}
-[]Vector diagram
[ Instantaneaus veue
=0 0ock B
-[Jste & Tme
-[] Daylights savings
Moy

-[¥] Ative calendar

- [¥] Passive cllendar

Example 2: Energy

Energy

|

‘ previous 1 month

- . Reacti Ql —
‘ Aclive energy import ‘ ‘ SOCTE AneTYY - ‘ previous 2 month
i I Reacti Qll —
‘ Active energy export ‘ caclive energy L ‘ previous 3 month
‘ el | . Reactive energy Qlll —
— ! Reaciive energy QIV
Total
Total Total Rate 1
Rate 1 Rate 1 Rate 2
Rate 2 Rate 2 Rate 3 | N
Rate 3 | Rate 3 — Rate 4 .
Rate 4 | Rate 4 — I
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——rTE . E 'f No. Checked Hame 085 Viie lnk
1 T Actie eneagyimport (48] (Voe) 3101802552
[ Gened A - L
3 Ache enengy oo (44) e 1 (Ve 3101812552
i _
ey 3 A Ache eney import (+4) rte 2 (Vake) 3101822552
oo o 0 acomemayimot (o) e Ve 1183
Clterend e s B Adie menyigot () ated o) 1845
Ot 6 T e megyemat [4) (e) 1128025
[lhcumzed o S T Acweeyeos (e 2813552 ]
b et 3 0 e eyeon|-4)ne ) 31282555
E D_mmmm; g T Acthe eegyenot(-4) e 3 (Vake) 31283351
E'D\’Eftﬂfﬂiiwf 0 T Adhe enery oot (-4) ated (Vae) 310284255

Example 3: Push

Push Script table Push setup 1
script 1 pemmmmee- : Push setup 2
e * Push setup 3
seript 2 Lo .
o3 L L=
T ! ; Push setup n
i A Push_obiec s
script n bommmmmmmmmmeoos
e Send_destination
execufe method S — _and_method
—— +  Push_method




& HEXING

DeviceDataBaseV23(110916) - @) | push Setup ntenvalo1
[ communication lo =
¢ Push object lst No. Hame Code
[ Display
[0 Auto scroll =
[ Manual scrol
-] Disconnect centrol
[ Limiter
[ security setup
[ communication Send destination and methed Transport service -
[ Auto answer
Oesp Destination
[ €5 1P passive
Message -
-[TJ GPRS keey alive time interval type o
~CI1PV4 setup E Communication window No. Start time End time
[0 7CP/uDP setwp 1 2020-11-24 09:17:12 2020-11-24 09:17:12 -
[ AssociationLNClass 2 20201124 09:17:16 20201124 09:17:16 =
Push setup
Push setup interval 1
ush setup interval 2 =
ush setup intenval 3
ush action scheduler interval 1 Randomisation start interval
ush action scheduler interval 2
Push action scheduler interval 3 Humber of retries
[ Fimware upgrade =
2 Repetition delay
= Deyice = Function scheme
____________ .,.E
,,,,,,,,,,,,,,,,,,,,,,,,, -
e e IS
i e S E
illi H
Billing [ Artribute &
HE
v Method
HE
[ buffer
H H capture objects
HE
Load b
Load fileT bt capture _period
profilel H profile. i [
L e ! sort_method
H sort_obiject
entries_in_use
Load Load rofile entries
profile2 profile®
\/—— reset
LRI - S
Profie buffer| Capture object | Others|
Capture object
Name 0BIS Data inex +
COSEM logical device name {1, 0-0:42.0.0.255, 1} 0000 =
COSEM logical device name {1, 0-0:42.0.0.255, 2} 0000 ?
v

Device ID 1-Serial nurmber {1, 0-0:96.1.0.255, 1} 0000
Device ID 1-Serial nurmber {1, 0-0:06.1.0.255. 23 0000

—

1
8  Click” u the list of configurable objects on right side

Corresponding list: All the OBIS in the general database can be selected.The condition for selection: the
meter supports such object
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Capturg obiegt
DeviceDataBaseV23(110916) ~ ()i | |t buffac ? OWS] (" cctect the template OBIS atiribute or method =
|| Capture object
[ Instantaneous vake - o - )
= [ Gock o, Logical nase Qiseurch
[Jpats 5 Tme COSEM lagica device name OIS abjact e >
[ Daylights savings COSEM lagical device name
s Chacked
=OTou Device 1D 1-Sersl number
- -
[ Actve caiendar Device 10 1-Sersl number pro oy "
[ Passivg calancar Devica 10 2-Equipment 1D = =
1 Load profie Device ID 2-Equipment 1D & Bavice IB 1-Zerial nusber 1 009810298 -
F1Losd profie 1 Dewice 10 3-Funchion location lagical_mane 1
ElLosd profie 2 L Device ID 3-Function location walue 2
= . Device 10 4-Lacaton nformation logied e '
- Hging adue e
W Event Davice ID >-Pusction Lacation ' com iz -
[ standard event log Legieal_nume )
[ Fraud detecton g adue e
[ Power qualty bg Bevics T d-Locwtion infarmation 0 000613255 -
[ Deconnection cantrol og Tegicalame f
[ communicaton log idue z
= [ isplay & Bevice ID S-Customer device nmber 1 0-0:%6 1 4255 -
[ Awto scrol c
[ anaal srol o] [mea ]
[ Discannect control
™ Device| T Function scheme
Function scheme =@ B
Function schene
BRIt I nE®
@ Device information “ || Template nane Remark Operation |
|
 Energy ProfileGeneric Supported cbjects:Class ID 7. Appl. [
) Demand "] |
- Instentensous 5 Profile genent configiires [ =]
(© Power quality
7] (A2) Profile buffer
- Clock 2 =
q 7] Range access selection [V] Selected values
& TOU
L 44 7] Entry access selection
(5 Load profile
YT 7] (3) Capture cbjects
Load profile 2 Specifies the selection range of capture ohjects
Load profile 3 No. Object nene 0BIS Data index  Display ID [
Load profile 4 1 Clock {8, 0-0:1.0.0.255, 2} 0000 -
Load profile § 2 Profile status 1 {1, 0-0:96.10.1.255... 0000 =l #
3 Active energy inport (+A) 13, 1-0:1.8.0.255, 2} 0000 1.8.0 é
Load profile 6
4 Active energy inport (HA) 13, 1-0:1.8.1.255, 2} 0000 1.8.1 4
Load pratila 7 S Active energy import (HA) {3, 1-0:1.8.2.255, 2} 0000 1.8.2 I
e ere g 6 Active energy inport (W) ... (3, 1-0:1.8.3.255, 2} 0000 1.8.3
Load profile 9 T Active energy import (+A) {3, 1-0:1.8.4.255, 2} 0000 1.84 o]

Mode 1: In the load curve reading interface, first select range access, then click the "read capture
objects" button to read the current capture objects of the meter, check the capture objects to be filtered
this time, complete the settings before reading, and finally click the "read" button to read the load

data.

Read capture
objects

Load profile 1
Profile buffer | capture object | Others|
[¥] Profile buffer &
) Al [v] Clock(Time) -
- (9] Profie status 1(Value) 5
© Rangeaccess 20211221, v 16:00:00 |2 ~ 2021-1221, 8= @ 17:50:59 [+ [¥] Active energy import (+A)(Value)
[F2| Active energy import (+A) rate 1(Value)
, = = A P (rh)rte-2ala)
@ Eny deces i g ~ [0 =1 1 "'j Active energy import (+A) rate 3(Value) -
No. | Clock Profile status 1 ?&’;e Snervimpor. ?f;’;emigel’gy bot
12021-12-21,02 16:15:00 [06]:Clockrlnvalld;Data . 14.54 kWh 14.54 kwh
2 2021-12-21,02 16:16:00 [06]:Clock Invalid;Data ... 14.54 kWh 14.54 kwh
3/2021-12-21,02 16:17:00 [06]:Clock Invalid;Data ... 14.54 kwWh 14.54 kWh
4|2021-12-21,02 16:18:00  [06]:Clock Invalid;Data ... 14.54 kWh 14.54 kwWh
52021-12-21,02 16:19:00 [06]:Clock Invalid;Data ... 14.54 kWh 14.54 kwh
6 2021-12-21,02 16:20:00 [06]):Clock Invalid;Data ... 14.54 kWh 14.54 kwWh
7 12021-12-21,02 16:21:00 [06]:Clock Invalid;Data ... 14.54 kWh 14.54 kWh
8|2021-12-21,02 16:22:00 [06]:Clock Invalid;Data ... 14.54 kWh 14.54 kWh
» o|2021-12-21,02 16:23:00 [06):Clock Invalid;Data ... 14.54 kwio
10 |2021-12-21,02 16:24:00 [06]:Clock Invalid;Data ... 14.54 kWh 14.54 kWh
11 |2021-12-21,02 16:25:00 [06]:Clock Invalid;Data ... 14.54 kWh 14.54 kwh
12 |2021-12-21,02 16:26:00 [06]:Clock Invalid;Data ... 14.54 kWh 14.54 kWh
13 |2021-12-21,02 16:27:00 [06]:Clock Invalid;Data ... 14.54 kWh 14.54 kWh

2

(0

Mode 2: In the load curve reading interface, first select entry access, then click the "read capture
objects" button to read the current capture objects of the meter, check the capture objects to be filtered
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this time, complete the settings before reading, and finally click the "read" button to read the load

data.

Profile buffer &

© Al

From selected value
Clock(Time)

Read capture
objects

© Range access 2021-12-21, 24— B~ 16:00:00 ~ 2021-12-21, 28— B 17:59:59 = To selected value

@ Entry access 1 ~ |10 = Active energy import (+A) rate 4(Value) -~

No. | Clock Profile status 1 ?Sq’;’e SRy ?San)femetgelrgy st =
1 |2021-12-21,02 16:15:00 [06]:Clock Invalid;Data ... 14.54 kwh 14.54 kwh =
2 |2021-12-21,02 16:16:00 [06]:Clock Invalid;Data ... 14.54 kwh 14.54 kwh
3|2021-12-21,02 16:17:00 [06]:Clock Invalid;Data ... 14.54 kWh 14.54 kWh I
4|2021-12-21,02 16:18:00 [06]:Clock Invalid;Data ... 14.54 kwh 14.54 kwh
=12121.12.91 A2 1A1Q:AN  TNRTClark TnualidNata 14 54 kawh 14 54 kb

Example 5: Firmware update

IXELI0RLI0 - @D‘ Firmuare Upgrade |
[ % Fraud Detection Log - CrErzlEe
[0« Power Qualty Log
~[]® Disconnection Control Log [ Resume from break point
B¢ communication Log [ Timed activation
[0 Event Reset
2021-05-11, 289~ 00:00:00
[0« Event Fiter
~[] ® Filter of Standard Event Log
[0 Fiter of Fraud Detection Log
[0# Fiter of Disconnector Control Log
~[0% Filer of Power Quality Log
[ # Fiter of Communicationlog
[0# Event Hotffication Fiter of Standard E
[0« Event Notffication Fiter of Fraud Dets
~[]® Event Notffication Fitter of Disconned!
O @ Event Notification Filter of Power Qui
[0# Event Notification Fitter of Communic|
O« siling
-] ® Biling
[« Biling Period =
[0+ Bilng Reset
-4 & Frmware Upgrade

Click* ”and find the upgrade file, it supports two kinds of upgrade file:*.zip and *.bin

Select to upgrade in configured time: imput the configured time for upgrading

Timed activation

2021-05-11, 28— [EF~ | |00:00:00 =

Resume from break point

Resume from break point

Example 6: General

This template is used to match the main information of device, such as Device Number, firmware version,
hardware version and function switch and production number.
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Resut

DevceDatzBaseV 23110016 - @ || > b Hamz
1| F CoSEM g device name (vahie)
- ¥ Genel il - R
2| B Device ID 1-Sesil number (valie)
~Denergy .
3 Devie I 2Equpment I (sahe)
&L derend 4 Device ID 4-Locaton nfommacon (vee)
-] Derend perad 5 Device D S-Customer device number (vakie)
- Dinerent §| B Devie D 6Casticate number (e}
D hcamizted b 2| 7/ B Devie D 7-Procuction number (vae)
=[] Maxmum demend » g| F  Actie fimiare Tentfier (vabie)
&[] insentaneous 9| B Ace fimiare sorature (vele)
[ Vector degram 10| @ Active fimware Identier 1 (vave)

Example 7: Event

11, 00:86.11555,2)
{1, 1096.13.055, 2}
{1, 1861455, 2}
{1, 008615255, 2}
{1, 1000255, )
1,10020255,3)
{1,10028255,3)
{1, 11020255, )

This template is used to read the log of events and configure the objects and parameters of events.

Profile buffer | Capture object | Others

DeviceDataBase\/23(110016) - [@)
&[] Load profike .
[ Load profiie 1

Profile buffer

-[ Load profie 2 © Range access

2020-12-05

@~ 00:00:00 & o~ 202012105 B+ o0:00:00 [l

Llvoad profie 7 @ Entry access 1

g~ p g

[ Load profie 9

-~ sling
Event
Standard event log
raud detection log

ower quality log

Disconnection control log

-[¥] Communication log

< Profile buffer

9.

Profile buffer || Capture abject | Others|

. read the saved data of events :

« Capture object . o tiqure objects of events

Capture object

Narme

il Select the template OBIS attribute or method

&

Logical name

Suppert part of Logical nams. .

[7] OBIS sbject name

Suppert part of DBIS object name

Hame

=)~ COSEM logical device name
~~logical_nane
value

~Dewvice ID 1-Serial munber
~~logical_nams

evalue

Device I0 2-Equigment 1D
- logical_nans

tovalue

Device ID 3-Function location
- logical nans

fovalne

Device ID 4-Location information
"~logical _name

Lvalue

~Dewice I S-Cnstomer device number

0

=]
-
Q) Search

Class I Logical name Ho Remark Checked
1 0-0:42.0.0 255 -

1

2
1 0-0:96.1.0.255 -

1

2
1 0-0:%.1.1,255 -

1

H
1 0-0:%6.1.2,255 -

1

2
1 0-0:96.1.3 255 -

1

2
1 0-0:96.1.4 255 -

«Others ». the other parameters about events
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| Profile buffer | Capture obJectHUtherS”

[] Capture Period Second
[ Sort Method -
[ Sort Object
[ Entries In Use
[ profile Entries
[ Reset (data)
Example 8: Display
This template is used to read the objects of display
DeviceDataBaseV23(110916) B Prfis b Gaprre ofject | othrs|
Profie buffer
[ communication log o
Display @A
[ Auto scrol © Rangeaccess  2020-1205 O+ 00:00:00 + w 20204205 O 00:00:00
Manual scroll ® Entry access 1 ol
[ bisconnect control
[ Limicer
[ security setup
[] communication
[ Auto answer
Oesw

O

<., Profile buffer

2

<. Capture object |,

[J s I passive
[] GPRS keey alive time interval type

[11pv4 setup -

[ Tcp/uoP setup

[ AssociztionLClass
Push setup

[ push setup interval 1

: read the objects of display

’: Configure the objects of display
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[ Profie buffer | Capture object [ others
Capture object
Name OBIS Data index
82 Select the template OBIS attribute or method =]
Eram -
[ Logical name Support partvef Logizal mame. . Q) Search
[F] 0BIS object name Support part of OBTS abject name
Hame .Class In .Lngstal name Ho. Remark Checked ol
~COSEM logical device name 1 0-0:42.0.0.255 - D
logical_name 1
value 2
~Dewice ID 1-Serial number 1 0-0:96.1.0.255 -
\logical_name 1
value 2
- Device ID 2-Equipment ID 1 0-0:96.1.1.255 -
‘- logical_name 1
o value 2
Device ID 3-Function location 1 0-0:96.1.2.255 -
| logicsl_name 1
Coevalue z
~Tewvice ID 4-Location information 1 0-0:96.1.3.255 -
logicsl_name 1
valus z
(U4 Cancel
. The other parameters about events
| Profile buffer | Capture object || Others |
Capture Period Sacond

Sort Method -

Sort Object

Entries In Use

Profile Entries

Raset (data)

Example 9: Vectordiagram

Instantaneous Vectordagmm‘
i
Vector diagram ( !

Ub b
= Ua: 218V
= Ub: 220V
= Uc: 220V

U
= la: 5A
3 —1h: 54
=Ic:5.1A
. Ua
1a0a = — Angle Ub-Ua: 120°
— Angle Uc-Ua: 240°
Ia

— Angle Ta-Ua: -10°
— Angle Ib-Ub: -15.3°
— Angle Ic-Uc: -20°

I Frequency: 49.98Hz

Ic
Uc
Interval time 15 s Refresh
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Example 10: Custom entry(Key:Existing entries; Value:User defined entry)

85! Custom language entry (=@ =]
EElw ‘
\ Search. . @

Yo Key \SE‘ Custom language entry =]

Ky

Custon

Valus

Customer

9. Communication with 21C

This section gives an introductory example of how a communication connection is established to a device

with the HexView4.0 Pro.

9.1 Device management

The Device management including: communication media and protocol.

9.1.1 General
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Device archives

(==

X

Communication parameters

Device name 12345678
Communi cxti on medium SerialFort -
Serial port | IEG-21
Fort cont -
Baud ratz 300 -
Data bits T -
Step bits [ -
Parity Even -

® Device name: Define by user himself

® Communication medium: User select by himself

9.1.2 Communication medium

® Serial port: Local

® RF: Model

Device archives

=@ =

Communi sation parameters

Device name

Communication medium

Serial pert |TEC-21

12345678

| SerialFort I

Port

Baud rate

Data bits

Stop bits

Farity

e
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Device archives

[a[@] = ]

Communication parameters \

Device name

Communication medium

EF IEC-21

12345673

Fort

Baud rate

Data bits

Step bits

Farity

conz -
9600 -
8 -
One -
Hone -

9.1.3 Protocol suite

Communication parameter configuration: The default parameters are as follows

Device archives

Communication paraneters

===

Device name

Communication medinom

Seriel port TEC-21

SerialPort

[7] Device address

Sequrity lavel

[ Passwerd

Time out

Max number of retries

P2

Delay befors switching bwad rate

Delay after switching baud rate

10000 ms
300 ms
0 mz

O 0= Ho retries

9.1.4 Security mechanism

Security policy:

€ Device address: Select whether to communicate with meter number
€ Security level:P1(Low password);P2(High password)
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€ Password: Select whether to communicate with password

9.2 Local communication

A device ready for operation and an optical reading head for connection to a serial interface (USB or COM

port) are required for this purpose. The HexView4.0 Pro must also be installed on the PC and registered.

9.2.1 Connection

Device

Personal computer
With 4.0 Pro

Serial connection
(USB or COM port)

9.2.2 Operation

1. Connect to meter with optical port.

2. Configure the serial port.
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Device archives |_:| = X |

Communication parameters

Device name 12345676

Communi cation medium SerialFort -

Serial pert |IEC-21

Fort | COML I -

Baud rate 300 -
Data bits T -
Stop bits One -
Farity Even -

3. Configure corresponding parameters.

.
Device archives o @] = |

Communication parameters

Device name 12345678

Communication medium SerialPort -

Serial port | IEC-21

[[] Dewice address

Seewrity level P2 -

Fazsword 000000000000

Time out 8000 ns

Delay befere switching baud rate 300 s

Delay after switching baud rate 0 ns

Mex munber of retries 053] 0= o retries

Standard-1201-V0.96

4 Select suitable DB for meter:

“”: By default, it is based on the total library dimension, You can use this button to synchronize the

meter
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TS

o=l Synchronize Standard-1201-V0.96 o B X
Hame 0BIS Integer length Decimal integer Eesult

Active number of integer p... 136.128.7 3 2

Active number of integer p... 136.128. 18 3 3

Tnteger digits of sceumulas. .. CO. 45 [ z

[—
[ Auto synchronize ] I Close ]

e Modify dimensions manually: Double click the item that you want to modify dimensions and units.

A 52 Synchronize Standard-1201-V0.96 =8 %
Hame 0BIS Integer length Decinel integer Result
hetive nunber of integer 1361 £ =
hetive munber of integeq o Manual synchronize

Integer digits of aceum

Hame

hetive rumber of integer part of der

Integer length
3

Decimal integer
3

’ huto zymchronize ] [ Cloze

5. Select the function item in the Function Scheme.

*  Right click: “Select all” and “Unselect all”are both available.
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S HexViewd.0 Pro - TEC62056_21

" @ [ AHome | @rep

S50 9f® & A & A R EEES B

! Read Write/Action | Export Import Report | User management Role management Password password Scheme Trace | System System Custor
] modffication  security policy | management log setting log language
| Communication Dita Permission Customization | Advanca System
| standard-1201-v0.96 - Encroy| —
! No.| Checke Name o
|| 7 e pevee f"fwmtm" = 1 Active energy import (+A) data block
| * Device IDs 2 Active energy import (+A) 1.8.0
! c T 3 Active energy import (-+A) tarif 1 181
"M@ Energy 4 Active energy import (+A) tariff 2 182
f e s Active energy import (+A) tariff 3 183
“ Demand | selectal 5 Active energy import (+A) tariff 4 184
! * Maimum demend IM Active energy export (-A) dats block
i 7 gy exp
/ * Demand parameters Expand 8 Activa enargy export (-A) 2.8.0
! % Accumulated MD Collapse 9 Active energy export (-A) tariff 1 28.1
* Instantaneous 10 Active energy export (-A) tarff 2 282
4 “ Instantaneous values 1 Active energy export (-A) tariff 3 283
; * Power qualty 13 Reactive energy import (+R) data block
.[¥ * IEC readout 14 Reactive energy import (+R) 3.80
+ IEC readout 15 Reactive energy import (+R) tariff 1 3.8.1
“ Clock 16 Reactive energy import (+R) tarif 2 3.82
-Fle DateTime 17 Reactive energy import (+R) tariff 3 383
.+ Daylghts savings 18 Reactive energy import (+R) tariff 4 384
.« Tou 19 Reactive energy export (-R) data block
- an Reartive anarav synart (-R) v 48N

6.Select the item and change to the template interface,Users can read the meter data before changing them.
Standard-1201-V0.96 . DataTime |

[¥] Datetime

\’%\'D © Energy i
¢ [# Energy L Date 2022-03-02,248= [E~ 10:49:20 e

Ll® Demand [F] use PC time
[0 % Maximum demand

[ » Demand parameters
[ % Accumulted MD
é-D ¢ Instantaneous

Status [ Daylight saving active

mn

H -] # Instantaneous values
= [ % Power qualty

: L[] ® Power quality
ED * IEC readout

0% ECreadout

5 W ¢ Clock

[#le% DateTime

[ & Daylights savings

’ ﬁ
im -

i iteActi Read WriteActi
7.Click the WriteAction and operate: | rkeActon

9.3 Template example

The function template should comply to the meter function:

¢ If the meter supports such function, but can’t find the template in the Function Tree, it’s available to
add in the function template through high access

¢ Ifthe meter doesn’t support such function, but there is a template in the node of Function Tree,
communication will fail and reminder as undefined ID.

Some examples of template:

Example 1: TOU
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Standard-1201-V0.96

TOU |

Load profile 1
Load profile 2
Load profile 3

Load profile 4

Example 2:Energy

Day table | week table | Season table | Holidays|

+r=-Ldt

Day id
1
2

Schedule {HH:mm:ss, Tariff}...

{01:00:00,1} {02:00:00,2} {03:00:00,3} {04:00:00,4}

{00:00:00,1}
{00:00:00,3}

Standard-1201-V0.96

[+ Device information
[+ Device s
O« cter
© Energy
[#le% Energy
[+ pemand
O« Maximum demand
[ # Demand parameters
[+ Accumuited MD
[+ Instantaneous
[0+ Instantaneous values
[« power quaity
O # power quaity
[+ IEC readout
[+ IECreadout
[+ dock
[0+ DateTime
O+ Daylights savings
O« Tou
O« Tou
% Load profie
O % Load profie 1
O % Load profile 2

Example 3:Event

Standard-1201-V0.96

-@

~[% Biing parameters
[+ Manual biling
£+ ¢ specal event

© Data communication

Example 4:CTPT

Standard-1201-v0.96

=-[M » Device information
[J # Device IDs

© CTPT

=[] % Energy

[J % Eneray

=-0 % Demand

[0 % Maximum dermand

[]+ Demand parameters

Example 5:Profile

Energy
No. Checked Name OBIS value unie Resutt
1 Active energy import (+A) datz block
2 Active energy Import (+A) 1.80 Kkwh
2 Active energy import (+A) tariff 1 1.8.1 kwh
4 Active energy Import (+A) tariff 2 1.8.2 kwih
5 Active energy import (+A) tariff 3 183 kwh
6 Active energy import (+A) tariff 4 1.84 Kwh
7 Active energy export (-A) data block
g Active energy export (-A) 2.8.0 kwih
9 Active energy export (-A) tarff 1 2.8.1 kwh
10 Active energy export (-A) tarff 2 282 Kwh
11 Active energy export (-A) tarff 3 283 Kkwh
12 Active energy export (-A) tariff 4 284 kwih
13 Reactive energy import (+R) data block
14 Reactive energy import (+R) 2.8.0 kvarh
15 Reactive energy import (+R) tarif 1 381 kvarh
16 Reactive energy import (+R) tarff 2 382 kvarh
17 Reactive energy import (+R) tariff 3 3.83 kvarh
18 Reactive energy import (+R) tariff 4 3.8.4 kvarh
19 Reactive energy export (-R) data block
20 Reactive energy export (-R) 4.8.0 kvarh
21 Reactive energy export (-R) tariff 1 4.8.1 kvarh
2 Reactive energy export (-R) tariff 2 4.8.2 kvarh
23 Reactive energy export (-R) tariff 3 483 kvarh
24 Reactive energy ) tariff 4 4.8.4 kvarh
| Data communication |
Event lags @\
Event logs
No. | Start date-time Progrem ID
CTPT
-
MNumerator of PT ratio;PT Ratio;Numerator of CT ratio;CT Ratio
i
Numerator of PT ratio
= 0.0000
Denominator of PT ratio
Numerator of CT ratio
= 0.0000

Denominator of CT ratio
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Load profile 1
Standard-1201-V0.96 - |
[ Profile buffer| Capture object|| others
O« ToUu
Capture object 4
W Load profie 'j
+
«[7)e% Load profie 1 L iame 2
[% Load profie 2 Select capture object % &
0% Load profie 3 1
[+ Load profie 4 @ 1
[0« siing £ m Hane =
~[0% gilng values 1 Active enerey
~[J% Biling parameters Oe hetive energy ()
[0« Manual biing A |8 hetive enargy €1
[0« specal event
i Es Reactive energy ()
[0+ Data communication
Oe Reactive energy ()
[« Pparameter program B
T Total quadrant | forward reactive ener;
[ MD Register Reset = * &
Do RICProgam 4 s Totsl quadrant 4 forvard reactive energy
[J« TOU program s Total quadrant 2 forward reactive energy
[+ Biing [ Total quadrant 3 forward resctive emergy
[J& Event fiag reset 13 Active demand (+)
-]« passward program 14 Active demand )
~[] % Event record reset 15 Reactive demand [+
[O'® Power overload s Reactive demand (-}
D1+ Bypass [ Yoltage in phase LL
[d# Reverse phase sequence
M tral
[« missing neutral o e
~{0 ¢ Missing voltage in phase L1
] & Missinn voitage in nhase | S

10. Communication

This section gives an introductory example of how a communication connection is established to a device

with the HexView4.0 Pro.

1) Modem support RS232 serial port communications to 2G/3G/4G wireless data.

2) Modem support DLMS/COSEM local communication protocol transfer to remote
communication protocol.

3) Modem support SMS configuration parameters.

4) Modem support RS232 configuration parameters in local.

5) Modem support firmware upgrade locally and remotely.

6) Modem support to do filtering for spam SMS.

7) Modem support up to 10 authorized phone number and can be programmed.

8) Modem have a watchdog, timing reset system and can be programmed.

9) Modem have a backup power supply that can last at least 2 minutes.

10.1 Parameters configuration

A device ready for operation and an optical reading head for connection to a serial interface (USB or COM

port) are required for this purpose. The HexView4.0 Pro must also be installed on the PC and registered.

10.1.1 Connection
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Personal computer
With 4.0 Pro

Local Connection

(485 or 232)

10.1.2 Operation

€ Device management

&
] Avore |G

5 oo &

Read Write/Action = Export Import | User managemer

Communication Data

(O er—

Device name

[0 AaAAAAAAAA
[ 9999999999
O 10.50.8.77
[ 10.50.8.151
[ 10.50.8.100

& peyice Iz Scheme | .

User : Customer Role : Customer

® Add device
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&1 [Fall

‘ D New device

® |[ocal communication

Fasswar; i (000000

None § Response timeout ‘aunu

| Millizecond

Device name: Define by user himself
Communication medium: Serial port
Port: The actual serial port used

Baud rate: 9600 (default)

Data bits: 8 (fixed)

Stop bits: One (fixed)

Parity: None (fixed)

Address: AAAAAAAAAA (fixed)
Password: 000000 (default)

Response timeout: 3000 (default)
Maximum number of retries: 0 (default)

® Remote communication (PCSW as client)

3 0=Yo retries

86



Device archives

& HEXING

a X
Conmunication paraneters Commund cation parameters
Device name [los0. 77 | Device nane [10.50.3.77 |
Communi cation nediom [TcP elient V] Conmunication nedium [1cP slient ~]
TCP client jads TCE olient HEG45
IpP 10 . 80 8 ™
Address | ]
Passwor 4 |Dnnnnn |
Response timeout |3nnnn | Millisecond
Haxinun nomber of retries 0 2] 0=Fo retries
0K Cancel 0K Cancel

Device name: Define by user himself

Communication medium: TCP client

IP: The address of the SIM card IP on the device

Port: The listening port of the device, 4059 (default)

Address: AAAAAAAAAA (fixed)

Password: 000000 (default)

Response timeout: 30000 (Adjust according to the actual environment)
Maximum number of retries: 0 (default)

® Read

When you want to operate the modem, need to select an operating device first.

-]
[ || @Home | EHeb

8 2 971 &

Read Wiite/Action | Export Import | User managem

AR [ dewename ][

(ce name
9999999999
O 10.50.8.77
O 10.50.8.151
O 10.50.8.100

& pevce 1% Scheme

User : Customer Role : Customer
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958 & & &

a/Action | EBxport Import  User management Role management  Password
mod

HexViewd 0 Pro - HXB45 - 8 X

&

a

B Bm B

password | TCP connection Trace AT Command | System System
leg sattng

Custom
bg  lnguage entry

fication securty polcy | management.
0
[ee2s ][ -
No.| Checked n Narne Vaue unit Result
i-#) * Read 1 %} co29 Module software verson FP61106V06R700M001(22060215) L]
Ge "”“’32 DEEILE 2 B s Chip software version EC200ACNDARD1ADIMLE_BETAO406_495 ]
- 3 6001 MEL 868703050447523 [
C1# Modem configuration 4 B sz ccn 89860286111900285659 @
=-[J % phone white-ist 5 [=] 6003 sa 2 )
Ol'# phane whee-ist 6 6004 SIM TP address 1050877 4 [
[]'® Phone white-ist enbale 7 =] 6005 Network status [4]46 L]
=% Securty 8 6006 Battery voltage 1377 % [
O« password 9 = 6032 Temperature(MCU | Environment) 2976119 °C [
=0 other 10 =] 6062 Reset times. 2 []
0 oter ru 430 Tomlming tme - L
[ # Frmware Upgrade
O Fmmware Upgrade
0% Frmware Ungrade(FTP)
& pevice |13 schdfne
User : Customer Role : Customer
® \Write
When you want to operate the modem, need to select an operating device first.
& HexViewd.0 Pro - HX645 - 8 x
056 | fuome [NiENER a
r. h
a3 d &8 A 8 E wm B
Boort Imoort | Usermanagement Role management Password  Password | TCP connectn Trace AT Command | System System  Custom
modification securty polcy  management oo settng kg language entry
pem Syt
8645 mE Modem configuration
Mo, Checked n Name valie unk Result
1[0 ® Read
1 B s Workng made [1] server 3
b s B ena HES sarver Ik type{TCP/UDP/GSM) {0 Tep ]
e 3 =] 6011 APN CMHET (]
wosersuson A R T o
7-LJ® phone whee-ist s =] 6013 VPN password @
Ol'® Phone whie-ist 5 [=] 601C HES server P 60.12.137.58 (]
[]# Phane white st enbale 7 B ens HES sarver part 1024 ]
w0e seamny s B e HES server domain name L]
O« password 9 =} 6010 HES adderss type(IP/DOMAIN) owr (-]
&0 other w B e Madule server lstening part 4059 4 ]
C» other 1 =] 8017 Heartbeat intenval 120 Second ]
=-[J* Fimware Upgrade 12 [ =] 6018 Heartbeat frame (-]
O# Frmware Upgrade 13 =] 6019 Login frame ©
s Fmwire Upgrade(FTP) 14 =] 6014 ACK frame: o
15 =} 6050 Mater serial number 12345678 (]
s B e Seral baud rate [9500] 9600 bps o
17 =] 6031 Overtemperature threshold o °c ]
18 =] 6033 Overtemperature enable [0] Disable ]
v B ax sowtessne [ °

| e—
= pevice [ 17 scheme | |

User : Customer Role : Customer

® Password of modem

Modem password can be programmed, click the password button and input new password, then click write

button set to modem.
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L]
| Ee | Anome \JHalo

HexViewd.0 Pro - HX645

- s 2 m f 24 E A
?! a8 }-n- £ - (2] = = [kl o]
Read Write/Action | Export Import | User menagement Role management Password  Password TCP connection Trace AT Command | System System  Custom
modification security policy management log setting log language entry
Communication Data Permission Advance System
Password
[EES V|2
No.| Checked o} Name Value
=[] Read
d n 1 0 6022 SMS login password
¢ Modem information
s 2 6040 Manage serial login password (123455 ) |
O« write

1% Modem configuration
[0# Phone white-ist
~{J% Phone white-ist
[% Phone white-ist enbale
:' Security ]
1 ® Password
O« other
[0« other

=-[0# Firmware Upgrade
[+ Frmware Upgrade
[« Firmware Upgrade(FTP)

But when you write operation, need input old password again. If old password is wrong, modem will reject
to change password to new one.

Device archives O *

Communi catlon parameters

Device name |mmp.m |
Communication medium |Serial port vl
Serial port MHI64R
Address [RhAARAAARR |
—
FPassword 123466 ) |
= —

Rezponze timeout |3DUU | Millizecond
Maximum namber of retries a0 =

| 0=Wo retries

[11:4 Cancel

® Parameter configuration
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Working mode

1) Modem support 3 working mode that is client, server and mix.
A . In client mode, the modem connect to server with IP address and port.
B . In server mode, the modem establish listener ports, waiting to be connected.
C . In mix mode, modem support both client mode and server mode.

2) Sever mode need a fixed IP private network SIM card, so if the modem does not have a fixed IP
private network SIM card, the sever mode is not recommended.

3) Inserver or mix mode, according to the SIM card of IP and server listening port, remote PC software
actively connect to the modem.

4) In mix mode, if the modem use the common SIM card, the server mode cannot working, because the
IP address is random, but the client mode is not affected.

5) About TCP or UDP mode, we advise user choose TCP mode to ensure the communication data

Mo.| Checked o] Name Value Unit Resuft
1 6010 Working mode [1] Server [}
2 6014 HES server link type(TCP/UDP/GSM) [0] Tep [}

GPRS parameters configuration

3 6011 APN CMNET L]
4 6012 VPN username (]
5 6013 VPN password [}
5 601C HES server IP 60.12.137.58 (]
7 6015 HES server port 1024 []
8 6018 HES server domain name (]
9 601D HES adderss type(IP/DOMAIN) ol mr []
10 6016 Module server listening port 4050 [}
Serial communication baud rate setting
Communication Baud rate can be set to 2400/4800/9600/19200/38400/57600
b 15 6026 Serial baud rate M o
17 6031 Overternperature threshold [5;381 3;33 E; °C (]
18 6033 Overtermperature enable 0600] 9600 bps (]
19 6034 Poweroff event frame H?jgg% %?jgg EE: (]
[57600] 57600 bps
Over tem perature protection function
r 17 6031 Owertemperature threshold 0 °C [}
18 6033 Qwertemperature enable [0] Disable []

Over temperature protection function

In client mode, the last gasp function can be configured. The reported content can be set as follows.

19 6034 Poweroff event frame [}

Timing reset

Modem have a watchdog, soft reset system and can be programmed to 0-1440min. Hard reset system and
can be programmed to 0-14400min.
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FelTTIssIon AQVArce ysterm [
Other
[ e checked D Name Value unit Result
1 O 4F91 Reset module
‘ 601E Network selection mode
|» 6024 min
| 6035 Hardware auto-reset interval min |
| 5 6060 Enable laboratory mode

Network selection mode

Other
Mo.  Checked o} Name Value Unit Result
1 O 4F01 Reset module
r 2 601E Network selection mode | ~ |
a 6024 Software auto-reset interval % f;‘?“ min
4 6035 Hardware auto-reset interval 2] 36 min
6060 Enable laboratory mode 3136 Fist
5 v 4] 26 First
46
[6] 4G First

10.2 AT Command

Used to send AT command to the modem.

3 o . &= K x
£=1 = (2] &= = [t o3
management  Password  Password | TCP connection Trace | AT Command | System System  Custom

modification  security policy Iog settng  log  bnguage entry

Permission Advance System

L | & AT Command
Checked

Fort comt - Beud rate  |9800 -

10.2.1 Operation

AT command

Through the PC software, the modem can receive and execute standard AT command.
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HexViewd.0 Pro - HX645

L & A = = 2 B
242 - (2] = = o]
e management  Password Password TCP connection Trace| AT Commmand | System System Custom
modification  security policy management log setting log language entry
Permission | Advance | System |
L B2 AT Command — O oM
Fort COME Baud rate BE00 H
| Data bits g FParity Hone Stop bits One Close m
AT+HMVER?

Add CrLE

Open Success

AT MVER?

OE

FP&1106V0SETOOMI0L (22060215)

SMS parameters configuration

Through phone send short message can setting modem parameters.

Phone number setting
Modem support up to 10 Modem support up to 10 authorized phone number and can be programmed.

FB645 -

Phone white-Ist

[ # Modem configuration
[l phone white-lst
[0 % phone white-lst

MRS Phone wihite-ist enbale|

SMS Setting format (AT+)

1. Get data format

‘ No.| Checked jul Name Valua Resuft
He read o 5020 Phone number whisist 1
01+ Modem information | 2 6020 Phone number whitelst 2
O wite | 3 6020 Phone number whitelst 3
01® Modem configuration |4 6020 Phone number whitelst 4
0@ Phone white-st | sl 6020 Phone number whitelist 5
O-+ (| 6020 Phone number whitelist 6
0@ Phone white-ist enbale | 2 6020 Phone number whtelst 7
O« secuity | 8 6020 Phor
e Password | o 6020 Phor
[« other | 10 6020 Ph
& arhar
Communication Data Permission Advan System
= Phone whice-ist enbale
FB645. M=
‘ No.| Checked D Name Vaie Unie Result
H° Reat b2 6052 Enable whitelist of phone numbers
[0 % Modem information
O« wite

2. Request: Frame head “AT+” + 4 bytes command 1 code + frame type “?” + separator line feeds +

Frame
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head “AT+” + 4 bytes command 2 code + frame type “?” + separator line feeds +...+ frame type “?”.

3. Receive: Data fields + separator line feeds + data fields + separator line feeds +...+ data fields.

AT+DCIP?
AT+DCPT?

For example:

//get master IP and port

If a SMS password is set, a password must be included before each SMS operation. Otherwise the

AT+DCIP? //get master IP and port
AT+DCPT?

/IFormat sms salah

reply Format sms salah.

Format sms salah

/lget master IP and port
AT+LOGN=123456

AT+DCIP? with correct password
AT+DCPT?

//1P=60.12.137.58, PORT=8003

AT+LOGN=999999
AT+DCIP?

AT+DCPT? password

//get master IP and port with wrong

Password salah //Password salah

4. Set data format
» Request: Frame head “AT+” + 4 bytes command 1 code + ="+ data fields + separator line feeds
+ Frame head “AT+” + 4 bytes command 2 code + =" + data fields + separator line feeds +...+
data fields.
5. Receive: 2 bytes result code+ separator line feeds + 2 bytes result code + separator line feeds +...+ 2
bytes result code.
For example:
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AT+DCIP=60.12.137.58 //1P=60.12.137.58, PORT=8145

AT+DCPT=8003

/Iresult code are successful.

//reset modem to run with new

//active new parameters

If a SMS password is set, a password must be included before each SMS operation. Otherwise the

reply Format sms salah.

ATHLOGN=1234%6 /IPassword=123456
AT+DCIP=60.12.137.58

AT+DCPT=8003 //1P=60.12.137.58,PORT=8145

/Iresult code are successful.

: : //reset modem to run with new
AT+LOGN=123456
AT+NPAR=0 parameter

6. Result code
If the format is wrong, reply “Format sms salah”;

if the password is incorrect, reply “Password salah”.
Note: more information see the appendix 1

10.3 Firmware upgrade

Firmware upgrade
Modem support to upgrade the firmware locally and remotely.

10.3.1 Locally upgrade

Locally upgrade (only a single upgrade)
Use pc software “HexView4.0 Pro” upgrade firmware, through the RS232 port connect PC computer.

a)

First select the device you want to operate, refresh scheme.
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5 5 92 &

Read WritefAction | Export Import | User manageme

Communication Data

| Enter device name |@

Device name
ARAAAAAAAA
[ 9999999939
[ 10.50.8.77
[ 10.50.8.151
[ 10.50.8.100

L

[E= £ Home BHeh
o8 & ¢

Read Write/Action | Export Import | User management Role mana
Communication Data p F
Firmware Upgr
|FB645 V|2
2-[1% Read
[ » Modem information
=-[1% write

L0 » Modem configuration
=-[] % Phone white-iist
[ % Phone white-ist
«[J® phone white ist enbale
=-1% Securty
[0« password
-1+ other
“[e other
- o+ (e
[0« Firmware Upgrade
L.« Firmware Uparade(FTP)

= Device 1% scheme

b) Select upgrade type. “Scheme”— Firmware Upgrade”.
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L4 HexViewd.0 Pro - HX645
T8 | AHome |NiEHER
= == I ~ o
= & a2 :{: =1 - }6 = =
Read Wrte/Action | Export Import | Usermanagement Rols management Password  Password

modffication  security poicy  management

Ea B

TCP connection  Trace AT Command | System System  Custor
log sattin

m
log  lnguage entry

Firmware Upgrade

FB645 ~| e
Fimware Upgrade Package
-] # Read
[J# mModem nformaton
=0 wiie

[J'* Modem configuration
Z-00® phone white-ist

[ » phane white-ist Device st

[0« Phane whis-ist enbale No,| Selected Device name Ol version
10w searry b1

e password

Browse

Advanced

Hew version

2-0# other

¢ Fimware Upgrade

[l # Frmware Upgrade(FTP)

- =] x

&

Process state

c) Importthe upgrade package (.bin), and then modify the size of block and click the “Start” button, default

size of block is 200byte.

F SR | Auvais

ayaLsin

Firmware Upgrade

Firmware Upgrade Package

|D:\FPEl1[]6VEIBR7[]EIM[][]1(ZZ[]E[]ZIS).bIn

Package size : 117876 bytes

| Browse

Start

Maximum number of conewrrency

Device list . .
s Firmware upgrade advance setting
| Mo.| Selected Device name
| [ AAARAAAAAR

[ °F

Maximum number of retries

| mecksize | 200[2]  bytes |
Start block mode
Reading firmware version after the werade
Daley | 1] Minute
L &
Time interval 1013 Zerond

Advance ‘

System |

Permission
Firmware Upgrade
Firmware Upgrade Package
‘D:\FP51106V06R700M001(22060215).bin ‘ Browse
Start
Package size : 117876 bytes T
Device list
‘ Nao.| Selected Device name 0ld version New version Process !
‘ L AAAAAAAAAA FPE1106V0GR700MO02(22070715) Package transferring... 4/390

Upgrading. .

¢) Wait some minutes, the upgrade is successful.

Success devices:(, Failed devices:0, Total deviees:l
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N Firmware Upgrade

Firmware Upgrade Package

|D:\FP611DEN[]ER?DGMDGI(ZZDSDZIS}.b\n

| Browse

Package size : 117876 bytes

Advanced

Start

Device list
| No.| Selected Device name 0ld version MNew version
| LAt AAAAAARAAAA FPB1106VD6R700MO02(22070715) Delying...1/1 minute
o A
'l\ Success devices:0, Failed devices:O, Total devices:1l
Permission Advance | System ‘
Firmware Uparade
Firmware Upgrade Package
|D:\FPﬁllOE-VUGRTOOMUOI(ZZU60215).bin | Browse
- Start
Package size : 117876 bytes Im‘
Device list
‘ Mo.| Selected Device name 0ld version Mew version Process s
‘ L FP&1106V0O6R700M002(22070715) FP&1106V06R700MO01(22060215) Success

10.3.2 Remotely upgrade
Remotely upgrade (TCP, static IP)

Use pc software “HexView4.0 Pro” upgrade firmware, and establish a TCP connection with the device

(server) through pc software (client).

a) First select the device you want to operate, refresh scheme.

-
| [El | ﬁHome| BHeb
a5 2

[ = } [ = }
! E

Read Write/Action

Communication

Export Import

dld

User managem:

Q]

Device name
[ AAAAAAAAAA
0

10.50.8.77
10.50.8.151

[ [10.50.8.100
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o
| (&= ” ﬂHume| iz EE

5 &5 92 & 2

Read WritefAction | Export Import | User management Role mana

Communication Data _p F
‘FB&IS Firmware Upar.
=0+ Read

-] % Modem information
=@ write

-] % Modem configuration
=-[1% Phone white-ist

-1+ Pphone white-list

-[C1% Phone white-list enbale
=[] ® Security

-[1% password
=[]« other

-[]% Other
- 01 [T

-] % Frmware Upgrade

1% Firmware Upgrade(FTP)

= Device 1= scheme

b) Select upgrade type. “Scheme”— Firmware Upgrade”.

HexViewd.0 Pro - HX645

AHome | FHeb

52 08 & A4 & A & H

Fl & B

Read Write/Action | Export Import | User management Role management Password Password TCP connection Trace AT Command | System System Custom
modffication  security policy | management  log settng  log  bnguage entry
Communication Data o - e - - e -
Frmware Upgrade
|Fas45 <&l
Firmware Upgrade Package
&) |

[0« modem information

‘ Browse
e wie Advanced
[ ¢ Modem configuration

% Phone white-ist

Start

[ phone white-ist Device list
=[] % Phone white-list enbale ‘ Mo.| Selected Device name 0ld version Hew version
O % security ‘» 1 10.50.8.77
=% Ppassword ‘ 2 10.50.8.151
2% other
[ & other

[0 & Firmware Upgrade(FTP}

c) Import the upgrade package (.bin), and then modify the size of block and click the “Start” button,
default size of block is 200byte.
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Permission Advance

System

Firmware Upgrade

Firmware Upgrade Package
|D:\FP611[]6V[]6R7D[]M[]ﬂz(zzﬂ?ﬂ?ls).bin | Browsa ‘
Start
Package size : 117692 bytes
gl Firmware upgrade advance setting x
Esucelios Maximun ranber of conswrrency 5E
Mo, Selected Device nal Proce
} bl Elack Size 20012 bytes
»
Reading firmware version after the upgrade
| 2o e |
Mazimun munber of retries HE|
Time interval 103 Second
Permission Advance System
Firmware Upgrade
Firmware Upgrade Package
‘D:\FPﬁl1UﬁVU6R7UUMUUZ(2207U715).b\n | Browse
Start
Package sze : 117692 bytes Advanced
Device list
| Mo, Selected Device name 0ld version Newr version Process state
| L 10. 7 FP61106V06R700MO01(22060215) Package transferring... 4/589
| 2 10.50.8.151 FP61106V06R700MO01(22060215) Package transferring... 3/589

c) Wait some minutes, the upgrade is successful.

Upgradin

-2
71N

Firmware Upgrade
Firmware Upgrade Package

4
Success devices:0, Failed dewices:0, Total devices:2

D:\FP61106V06R700M002(22070715).bin

Package size : 24832 bytes

Device list
No.| Selected Device name 0Old version
b1 FP61106V06R700MO01(22060215)
2 B 10508151 FP61106VO6R700MO01(22060215)

10.3.3 FTP upgrade
*  FTP upgrade (SMS)

Browse
Start
Advanced
New version
FP61106V06R700M002(22070715) Success
FP61106V06R700M002(22070715) Success
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AT
+FTPM="MWB448.A1.F2.1D01

V7002(18012210).dpg""115.2
38.36.163",2122,7jc" HX.
123456"

11:44

OK

11:44

Connect to FTP Server
successfully!

11:44

Finish the file download!
11:46

Updated successfully!
Ver:MWB448.A1.F2.I1D01.V700
2(18012210)

11:47

a) First send a SMS message about upgrade filename by authorized phone number (eg:
AT+FTPM="MWBA448.A1.F2.1D01.vV7002(18012210).dpg",2122,"zjc","HX.123456").

b) Then waiting for modem connect to FTP server.

c) Next through GPRS/3G network to upgrade the firmware.

d) After that we will receive a successful upgrade reminder message SMS, if the upgrade is successful.

e FTP upgrade (TCP)

Use pc software “HexView4.0 Pro” upgrade firmware, and establish a TCP connection with the
device (server) through pc software (client).
a) First select the device you want to operate, refresh scheme.

=]
([l fAHome Breb

ot a8 &
Read Writef/Action | Export Import | User manageme

M=t
vata

DB | &

Device name
ARAAAAAAAA
[ 9999999909
[ 10.50.8.77
[ 10.50.8.151
[ 10.50.8.100
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L

[T v |
o8 & 4

Read WritefAction | Export Import | User management Role mana

Communication Data F
Firmware Upar.
|Faoes
=% Read
-] % Modem information
=[] e write

-] % Modem configuration
=-[1% Phone white-ist
-1+ Pphone white-list

-[C1% Phone white-list enbale
=[] ® Security

-[1% password
=-[1 % other

-[]% oOther

-] % Frmware Upgrade
[J# Firmware Upgrade(FTR)

= Device 1% scheme

b) Select upgrade type. “Scheme”—“Firmware Upgrade(FTP)”.

&
T | Avome | §Hep

HexViewd.0 Pro - HX645

& “ & B & & B
5 & o498 & A & A & E B & )
Read Write/Action | Export Import | User management Role management Password Password TCP connection Trace AT Command = System System Custom
modfication  security pokcy | management  log settng  log  language entry
Communication Data Permissio Advance Syste
o e T Firmware Upgrade(FTP)
_-—— FTP 2
=E e Rread
El® Modem information P 192 .168 . 108 . 191 ot [21 3
Start
al
e User name  [soft | Password [so.123
[0 ® Modem configuration
S[0® Phone whitest Flename | MS6103/FP61106VO6R700M002(22070715).bn Advanced
[]# phone white st Type  [Moduie ~]  verson
[J# phone white-lst enbale
=0% Securty DEVEE BT
O # password No. Selcted Device name 0ld version New version
=% Other v 1 2 EESEEEE - 1 0svos:700M01(22060215) Delaying...3/3 minute
O = other

= M & Frmware Upgrade

Frmware Upgrade(FTP)

2 =] 10.50.8.151 FP61106VO6R700M001(22060215) Delaying...3/3 minute

Upgrading. .
Sucoess devices 0, Failed devices 0, Tatal devices:2

4

Cancel

Process state
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®
5] Arwome | @b

HexView4.0 Pro - HX645

g 5 93 &

d & B & H

E o B

TCP connection Trace AT Command | System System

Read Write/Action | Export Import | User management Role management Password Password Custom
modification  security policy management log setting log language entry
Communication Data Pérmission Advance System
= Firmware Upgrade(FTP.
FBe45 V]2l Sredalin)
L FTP.
¥ Read
Modem information P [ 192 . 168 . 108 . 191 Port |21
Start
=] Write
e Username [t | password [soft123
“[J» Modem configuration
L Fl® Phone whitest Flename  |MS6103/FP61106V06R700M002(22070715).bin | | Advenced |
e il e e I E—
[J = Phone white-ist enbale
O« securty Device list
[J & password No. | Selected Device name 0ld version New version
-] e other [T 7 FP61106V06R700M001(22060215) FP61106V06R700M002(22070715) Success
e other 3 %] 10.50.8.151 FP61106VO6R700M001(22060215) FP61106V06R700M002(22070715) Success

- » Firmware Upgrade
[« Frmware Upgrade
« Firmware Upgrade(FTP)
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*  Appendix 1
ropert
Description 5 P command | Length e.g. Explain
02: frame length;
Acknowledgem 2 + Trame OK: Acknowledgement
M IWR | AKFM | length (MAX | 020K ' g
ent frame frame
32 char) .
Frame just text mode.
Reset cycle can be set to 1
Reset cycle WI/R ATRE 4 120 until 1440 minutes
Suggest more than 5min
03: 2400; 04: 4800;
Baud rate WI/R BAUD 2 05 05: 9600; 07:19200;
08: 38400; 09:57600;
CCID code R CCID 19/20 Only read
Local
P rd i
communication | R CODE |6 000000 assword is 000000
(ASCII)
password
CPU’s temperature:
C t 4125:41.25<C CPU
urren R CPUT |/ 4125, 2400 .
Temperature Ambient temperature:
2400:24.00C
2+domain 14: domain name length is
Domain name W/R DCDN name length 14 www. Hexing.ro 14;
(MAX 64 ' g www. Hexing.ro: domain
char) name
Server IP W/R DCIP 15 (MAX) 60.12.137.58 1P=60.12.137.58
Server port WI/R DCPT 5 (MAX) 8001 Range: 1024-65535
16: frame length + 1;
ALARM;123456789:
2 + frame Event frame
length (MAX 3 other
Event frame WI/R ETFM 64 char) + ID | 16ALARM;1234567893# '
(1 char) + (ID: 0: IMEL; 1: CCID; 2:
meter ID; 3: other)
End char
#: End char
Frame just text mode.
“file_name”,
Fotar | PO FP60740V05R700M001(201 Pg
FTP upgrade WI/R “username”, type:
FTPM 10317)”,7192.168.108.191”,
“password”, 91 "soft” "soft. 123”1 1: MCU
Type  SOTL ., SOTL ’ 2: CHIP
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100 (MAX)
2 +apn .
05: APN length is 5;
APN W/R GAPN length (MAX | O5CMNET
ength ( CMNET: APN
64 char)
Heart cycle can be set to
Heart cycle W/R HBCY 5 120
y 10 until 65535 seconds
15: frame length + 1;
DRLI;123456789:
2+ frame Heartbeat frame
length (MAX 3 other
Heartbeat frame | W/R HBFM 32 char) + ID | 15DRLI;1234567893# '
1 char))+ (ID: 0: IMEL; 1: CCID; 2:
End char meter ID; 3: other)
#: End char
Frame just text mode.
Reset cycle can be setto 0
Hard Reset
: acrle ese W/R |HRST |5 120 until 14400 minutes
Y Suggest more than 5min
IMEI code R IMEI 15 Only read
SIMcardIP | R LCIP / 60.12.137.58 IP=60.12.137.58; only
read
. 0: IP;
Register mode | W/R LDTP 1 0 .
1: Domain name
16: frame length + 1;
LOGIN;123456789: Login
2 + frame frame
length (MAX 3 other
Login frame W/R LGFM 32 char) + ID | 16LOGIN;1234567893# '
(1 char) + (ID: 0: IMEL; 1: CCID; 2:
meter ID; 3: other)
End char
#: End char
Frame just text mode.
MS Logi P is 1234
SMS Login W LOGN 6 123456 assword is 123456
Password (ASCII)
Listen port WI/R LSPT 5 (MAX) 18008 Range: 1024-65535
CSQ signal MCSQ/C
R / 21 CSQ: 21; only read
strength SQ Q y
FLASH size:
All: 134217728B
+HFLASH: Use: 89131997B
Flash/RAM R MEMO / 89131997,134217728 RAM size:
+RAM: 25948728,33554432 '
All: 33554432
Use: 25948728
Modem model | R MMOD |/ Hexing HXM 300 Only read

104




& HEXING

Meter number:

Meter number | W/R MTNO 16 (MAX) 201603310007 2016033100.07; only for
connect hexing’s AMR
meter.

Flrmware R MVER / FP60740VV05R700M001(201 Only read

version 10317)

Active new W NPAR 0 0 0: active new parameters

parameters

Network status | R NSTA |1 2 2:2G; 3:3G; 4 4G; only
read
0: Auto;
1:2G only; 2:3G only; 3:

Network Mode | W/R NSTM 1 3 3G first: 4: 2G first: 5:4G
only; 6: 4G first;

Transmission | yr | NTeP |1 0 0: TCP; 1: UDP; 2: GSM

protocol

2 + phone 13: phone number length;
Phone number
0 W/R NUMO number 138615005710500 8615005710500: Phone
length number
2 + phone 13: phone number length;
Phone number
1 W/R NUM1 number 138615005710500 8615005710500: Phone
length number
2 + phone 13: phone number length;

Phone number

5 W/R NUM2 number 138615005710500 8615005710500: Phone

length number

Phone number 2 + phone 13: phone number length;

3 WI/R NUM3 number 138615005710500 8615005710500: Phone

length number

Phone number 2 + phone 13: phone number length;

4 W/R NUM4 number 138615005710500 8615005710500: Phone

length number

Phone number 2 + phone 13: phone number length;

c WI/R NUMb5 number 138615005710500 8615005710500: Phone

length number

Phone number 2 + phone 13: phone number length;

6 WI/R NUM®6 number 138615005710500 8615005710500: Phone

length number

Phone number 2 + phone 13: phone number length;

7 W/R NUM7 number 138615005710500 8615005710500: Phone

length number

Phone number 2 + phone 13: phone number length;

8 WI/R NUM8 number 138615005710500 8615005710500: Phone

length number

Phone number | W/R NUM9 2 + phone 138615005710500 13: phone number length;
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9 number 8615005710500: Phone
length number
Over
temperfalture WIR OTPE 1 1 0: close
protection 1: open
enable
Over .
temperature 6000: 60.00<C (Min)
orotection W/R OTPT 5 (MAX) 6000 Accuracy of temperature:
threshold 0017
Serial port Bbits dz_ﬂa;
R PORT 3 8N1 No parity;
parameters .
1bit stop
Password is 123456
SMS Password | W/R SMSC 6 123456 (ASCIN
8615005710500: Phone
number
Send SMS W SSMS 136 (MAX) ?i15005710500’AT+NSTM .. Separator;
AT+NSTM=1: send data;
Frame just text mode.
Debug AT w TEST | 136 (MAX) | AT+CSQ AT+CSQ: AT command
command
2 + user
User name WIR USER name length 03AMI 03: user name length is 3;
(MAX 32 AMI: PDP user name
char)
Work mode W/R WKMD 1 0 0: client; 1: server; 2: mix
2+ password 03: password length is 3;
Password W/R WORD length (MAX | 03AMI
32 char) AMI: PDP password

System setting

User can customize system menu and parameter by himself as likes.System parameter

Customized parameters by user After configuration click®

parameters will be activated after restarting the HexView4.0 Pro.

”  then click* CDK (9):] 7
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System parameter @
Date time |Humerical valus | Lenguage | User password rules |
|
Fxamples
2020-11-19 10:59:56

Date [somn—tm-aa -|

Time [ mm: 55 -|

Calendar [sregorien ealendar -]

[ k@ | [cemcaai Apply (A)

User can configure the right time, date and calendar in his own computer as he likes.

Calendar [Greg-:nrian cal endar ']

Gregorian calendar
Perzian calendar

Hepalese calendar

€ Digital format

System parameter @
Date time | Fumerical walus |Language | User password rules

Excamples

123456789, 00

Decimal point L =

Decimals [ =

Digit grouping symbol | =]

Digit grouping [123456750 -]

0k@) | [ Cancelm AppLy (A)

Decimal point: You can chose “.or,”

If you choose Digit grouping symbol “,”. Digit grouping display 123456789; If you choose Digit grouping
symbol “.” Digit grouping display 123,456,789

€ Change language
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System parameter
|Date time I Humerical walune | Language |User password rules
Examples
Langnage
Language Language en—GE v]

Language_en—GE

Language_zh-CH

[ @ | [cencea@ | | appiei

(HexView4.0 Pro needs to be restarted after changing language.)

€ The password rule

System parameter @

|Date time |Numerical valus I Language | Uzer pazsword rules

|:| Enable password walidity rule

Term of walidity |1 Dlays

Historical times 1 (1-10)

|:| Enable password strength rule

Password length must be between 8 and 1B characters!

The password must contain One lowercase letter at least!
DThe password must contain One uppercase letter at least!
DThe password must contain One mmber at least!

|:|The pazzword must contain One special character at least! (@

K@ | | Cancel @) Apply (A)

Term of walidity 1 Days

(13

. Password validity

Historical times 1 [1-107

13

”: New password should be different from the old one. TCP
connection management

It’s applicable for “TCP Server” in communication, configure Server[Pand Port, start Listen
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s E & =

eme System TCP connection Trace
lement parameter managerment log
Tization System setting View
N
- ~
TCP connection management @
Listen IF -
Fort 10000
[ Start ] [ Cloze

€@ Click“Start”and start to listen remotely.

‘ ICF server start successinlly!

Trace Log

E

Trace log function =cetog

M

« P ”or“” is used to start or end tracing Iog.“”is used to

#

select log type, “ ”is used to clear all logs, and the monitor types such as:
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o Trace log = o/es
i T_‘ #

Pause | View Clear all

j Fatal

E Error

E Waring

[#] mformation

[#] Debug

Application layer trace

Dataling / Transport layer trace

Physical layer trace

e  Fatal: fatal error information

Error: error informationWaring: Alarm informationIinformation: Reminder information
e  Debug: Debug information

e Application layer trace: Information about application layer

* DataLing/transport layer trace: Information about data ling

e Physical layer trace: information about physical layer

System Log

o) vy —

System log function® 22 1 «. ™, s used to select log type,* Export i used to export log,“. = s
used to clear all logs, and the monitor types such as:
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Q@ny

© Search Excel PEF Clear

[ Type [ v]

Operator Device

[Date and tine 2021 TH8E [ o000 2 - 2EtHeE [0 nsem

Lat
=

Yoo Type Dper ator Date and tine Message

Device

MAC Address

e Type: The type of the log
e Operator: Logged in user
e Device: What piece of equipment is operating

e Date and time: Operating time

5.

Report

: Export the data what readed on the interface. The export format is excel/ PDF/word.
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. SE=
41 /3» 0 |@E0WA-| "= -
Energy L
Meter information
1 Consumer identification N/A
2 Meterserial No. N/A
3. Meter type N/A
1 Current date 2021515308
5 Current time 17:16:22
Energy
Sr.No Name Value Unit
1 Active energy import (+A) Wh
2 Active energy import (+A) rate 1 Wh
3 Active energy import (+A) rate 2 Wh
4 Active energy import (+A) rate 3 Wh
5 Active energy import (+A) rate 4 Wh
6 Active energy import (+A) rate 5 Wh
7 Active energy import (+A) rate 6 Wh
8 Active energy import (+A) rate 7 Wh
9 Active energy import (+A) rate 8 Wh
10 Active energy export (-A) Wh i

De-installation

There are two ways to uninstall the Hexview 4.0 pro:

Click“Start”and find*“HexView4.0 Pro”from the whole items of software, open it and
find“Uninstall”’command and uninstall the software by installation instruction.Click“Start” and find the
programme from Control Panel and select “HexView4.0 Pro” from programme lists, uninstall it.

If there is any problem when using Hexview 4.0 Pro, please check as following:

1) If communication fails, it is recommended to use automatic connection to detect communication.”

oy
= |»
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2)
3)

4)

5)
6)

ol Discovery =]
Step 1

Firstliy, please check the following

1.Confirm that the optical head has been corractly connscted

2. And the meter haz been powered on.

[peis) ] (caaty

Check whether the meter display is light or not.

Check the connection of optical port right or not(input and output).Check wheter it connects the meter
with computer in local communication.

Check whether the DB file matches meter.Check wheter the serial port in Device Archive is right or
not.Check whether the sim card and computer are in the same LAN.

Check the signal light shines or not when moudel is in communication.

Refer to the related chapters in User Manual.lIt the above instructions do not work, please contact with
responsible specialists.

Error code
Error code Error description
10000 Failed to open serial port
10001 Serial port sending data failed
10002 Serial port baud rate switch failed
11000 Failed to establish TCP connection
11001 TCP failed to send data
12000 TCP connection failed
12001 TCP server data sending failed
12002 Failed to start TCP monitoring
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20001 Link layer timeout

20002 Link layer transmission times overrun

20003 The link layer receives unexpected message

20004 Link layer message format error

30001 Application layer timeout

30002 Application layer receives unexpected APDU

30003 The APDU length of the application layer is too long, which is larger than the
30004 Encryption services not supported by application layer

30009 Other application layer errors

31001 Application layer handshake failed (rejected permanent)

31002 Application layer handshake failed (rejected transient)

32001 Application layer dataaccessresult error: hardware fault

32002 Application layer dataaccessresult error: temporary failure

32003 Application layer dataaccessresult error: read write denied
32004 Application layer dataaccessresult error: object undefined

32009 Application layer dataaccessresult error: object class inconsistent
32011 Application layer dataaccessresult error: object unavailable
32012 Application layer dataaccessresult error: type unmatched

32013 Application layer dataaccessresult error: scope of access violated
32014 Application layer dataaccessresult error: data block unavailable
32015 Application layer dataaccessresult error: long get aborted

32016 Application layer dataaccessresult error: no long get in process
32017 Application layer dataaccessresult error: long set aborted

32018 Application layer dataaccessresult error: no long set in process
32019 Application layer dataaccessresult error: data block number invalid
32250 Application layer dataaccessresult error: other reason

33001 Application layer actionresult error: hardware fault

33002 Application layer actionresult error: temporary failure

33003 Application layer actionresult error: read write denied
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33004 Application layer actionresult error: object undefined

33009 Application layer actionresult error: object class inconsistent
33011 Application layer actionresult error: object unavailable
33012 Application layer actionresult error: type unmatched

33013 Application layer actionresult error: scope of access violated
33014 Application layer actionresult error: data block unavailable
33015 Application layer actionresult error: long get aborted

33016 Application layer actionresult error: no long get in process
33250 Application layer actionresult error: other reason

50001 Illegal data type

50002 Illegal data value

50003 Unsupported attribute

50005 No read permission (client permission limit)

50007 No write permission (client permission limit)

50008 No execution permission (client permission limit)
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