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Educatie si formare
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1996 - 2001
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1986 - 1993

Cunostinte
DevOps / SRE
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Virtualizare/Cloud Platform/Containere

Systems

Video & VolP

Network & Network Services
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Balaban Alexandru
mun. CHISINAU, str.Petru Zadnipru 4/1
Mobil; 069982582

alexandru.balaban@gmail.com
Moldovean

18 decembrie 1980

Masculin

Universitatea Tehnica a Moldovei, facultatea ,Calculatoare”
Colegiul Financiar-Bancar ,A.Diordita” din Chisinau, facultatea ,Contabilitate si Audit”

Scoala medie nr. 27
Scoala medie nr. 70

Terraform/CloudFormation, GIT (Github, GitLab), Vagrant, ManagelQ
Unix-like: Debian/Ubuntu, RHEL/CentOS; Mikrotik RouterOS, Ubiquiti; Windows Server 2003-2016;

VmWare Esxi, KVM, VirtualBox, Xen; VmWare vCloud, OpenStack, XenServer, Virtuozzo;
Kubernetes/Docker, LXC/LXD, OpenVZ;

Cunostinte avansate Tn administrare sisteme Linux, LAMP(Linux/Apache/MySQL/PHP), Nginx, DNS
(BIND), Mail Server (Zimbra, Postfix, Sendmail), Shared & VPS Hosting (Plesk, Cpanel, OpenVZ,
ISPConfig), Monitoring (Zabbix, Kibana, Prometheus, Icinga/Nagios, PRTG, Cacti, , Mikrotik Dude,
etc), backup software (Bacula, rsync, BareOS, BORG etc), management configurare (Ansible, Chef,
Puppet),

Media streaming (Video & audio, FMS, Wowza Media Server, ffmpeg/VLC/gstreamer), Video
Conference (Jitsi Meeting Platform, Tandberg, OpenVCS, OpenMeetings, s.a.).

SIP protocol, SIP servers OpenSips/Kamailio, PBX asterisk-based, SBC, Yate;

Switching, routing, firewall, (in baza la Cisco 10S, Huawei, Linux Iptables, Mikrotik RouterOS, JunOS,
Vyatta), VPN(IPSEC, PPTP, L2TP, WireGuard);

Bash, Python.



Septembrie 2020 — Decembrie 2021
06.08.2016 — 30.12.2019

lulie 2021 — Decembrie 2021

15.02.2013 - 30.06.2016

18.10.2005 - 15.11.2012

25.11.2003 - 10.08.2005

Formare profesionala

11 - 13 aprilie 2012
lulie 2008
2006

Limba materna

Limba(j) straind(e) cunoscuta(e)
Autoevaluare
Nivel european (*)

Limba Rusa
Limba Engleza

Permis(e) de conducere

Informatii suplimentare

Proiect ,Mentenanta Radar Meteorologic HidroMeteo”

- Deservirea infrastructurii servere si retea aferente sistemului Radar meteorologic ,DWSR 3501C”;

Proiect ,Elaborarea SIA «Registrul Patrimoniului Public»”

- Asigurarea platformei hardware si software pentru functionarea SIA ,Registrul Patrimoniului Public”

si sistemelor aferente;
Manager Securitatea Informatjei, IS ,Molddata”
Director Tehnic (CTO), Meta Sinergy SRL

Sef Sectie Sisteme Informationale, 1.S. ,Centrul de telecomunicatii speciale”
Administrarea servciilor IT;
Gestionarea echipei tehnice;
Elaborarea si implimentarea strategiei de dezvoltare a platformei tehnice;
Planificarea si verificarea activitatii echipei tehnice;

Inginer — coordonator, Agentia de presa ,Info Prim”
Deservirea retelei locale;
Deservirea sistemelor;

Managementul continuitdii afacerii
Audiocodes Certified Professional, CPE Products
Huawei Certificare

Limba Romana

intelegere Vorhire Scriere
Ascultare Citire Participare la Discurs oral Exprimare scrisd
conversatie
excelentd excelentd excelentd excelentd excelentd
bund bund mediu mediu bund

Permis de conduere categoria B




Alexandru Donos str.
Grenoble 257 ap 118
MD- 2072, Chisinau, Republic of Moldova
Phone:+37376763888 | alexandru.donos@gmail.com

Numele: Donos Alexandru Efim;
Data nasterii: 28 octombrie 1973,;

Gradul militar: colonel in rezerva al Serviciului de Informatii si Securitate.

Contacte: +37376763888; alexandru.donos@gmail.com

Studii:
1983-1991 - Scoala medie nr.10, or. Ungheni, Moldova;

1991-1996 - Scoala Superioara a Comitetului Securitatii de Stat URSS, facultatea
Tehnica, din anul 1995 Academia Serviciului Federal de Securitate, "Institutul de
criptografie, telecomunicatii si informatica, or. Moscova, Rusia, specialitatea — masini de
calcul, sisteme informationale, complexe de calcul si retele de telecomunicatii';

2001 — Curs de perfectionare profesionald «Securitatea sistemelor informationale si

telecomunicatii » la Academia de telecomunicatii guvernamentale, or. Orel, Rusia;

2007 - 2009 - Academia de Administrare Publica pe langa Presedintele Republicii
Moldova; specialitatea "Administratie Publica" si "Drept administrativ si constitutional";

Diplome:

Tehnologii informationale, telecomunicatii, securitatea informationala, Maestru
in Drept, Maestru in Administratie Publica;

Limbi: Rusa - materna, romana - nivel mediu, engleza - nivel mediu;

Experienta profesionala: 1996 - 2003 Ministerul Securitdtii Nationale, Serviciul de
Informatii si Securitate al Republicii Moldova, specialist, specialist superior, specialist
principal, sef de Sectie securitatea informationala;

(A creat si a dezvoltat in SIS domeniul de securitate informationala. A fost fondatorul si
primul conducator al Sectiei Securitate informationala)


mailto:alexandru.donos@gmail.com

2003 - 2010 intreprinderea de Stat "Centrul de Telecomunicatii Speciale" www.cts.md
(ulterior redenumita in STISC www.stisc.md), Director general;

2010 - martie 2012 Serviciul de Informatii si Securitate al Republicii Moldova, Sef
adjunct al Directiei Generale Tehnologii Informationale si telecomunicatii;

Martie 2012 — martie 2022 SRL "Dekart". Manager de proiect pentru dezvoltarea
sistemelor informationale complexe, cu cerinte sporite la securitatea informationala;

Martie 2022 — prezent SRL ”Ghesar”. Ahitect de sisteme informationale, consultant.

Incepand cu anul 2005, este membru al Comisiei CSI privind securitatea informational,
2008 - 2012 Presedinte al Comisiei CSI privind securitatea informationala.

Din 2013 pana in prezent, este membru Consiliului consultativ public pe langa Comisia
CSI privind securitatea informationald

Tn prezent este co-presedinte al organizatiei obstesti pentru protectia datelor cu caracter
personal «ProDatalex», din cadru Consiliului de administrare al Centrului pentru
protectia datelor cu caracter personal pe langa Parlamentul Republicii Moldova

Proiecte realizate:

1. Fondarea Intreprinderii de Stat "Centrul de Telecomunicatii Speciale". Compania este
un operator de sisteme informationale si de telecomunicatii ale Guvernului Republicii
Moldova, inclusiv provider al semnaturii digitale cu putere juridica;

2. Crearea unui sistem de telecomunicatii al autoritatilor administratiei publice Republicii
Moldova (retea optica, care asigurd comunicarea intre institutiile publice si alte
organizatii de stat din Moldova) - proiect national - conducator de proiect;

3. Implementarea semnaturii digitale electronice in Republica Moldova, crearea unei
autoritatii de certificare a cheilor a semnaturii digitale - un proiect national -
conducator de proiect;

4. Crearea unui sistem de telefonie IP - proiect national - conducator de proiect;

5. Crearea unui sistem de asigurare a securitatii sistemelor si resurselor informationale de
stat - proiect national - conducator de proiect;

6. Crearea unui sistem de autentificare pentru accesul la resursele informationale de stat
(bazat pe semnatura digitala, carduri smart, certificate digitale si tehnologii
biometrice) - proiect national - conducator de proiect;


http://www.cts.md/
http://www.cts.md/
http://www.cts.md/
http://www.stisc.md/
http://www.stisc.md/

7. Crearea sistemului de circulatie a documentelor in forma electronica in institutiile
publice - proiect national - conducator de proiect;

8. Crearea unui internet portal guvernamental de furnizarea serviciilor electronice pentru
cetdteni si persoane juridice - proiect national - conducator de proiect;

9. Crearea unei zone pilot pentru schimb de informatii transfrontalier international
protejat cu documente electronice cu puterea juridica Polonia-Rusia-Moldova. Aceste
tehnologii si evolutii sunt folosite si In prezent pentru crearea unui sistem de schimb
de documente electronice in cadrul Uniunii Vamale Rusia-Belarus-Kazahstan.

10. Crearea unei platforme pentru moneda electronica (e-money) Netopay, pentru
compania germana N.KRAT Group - conducator de proiect, arhitect de sistem.

11.  Crearea unui sistem de raportare pentru operatori de telecomunicatii pentru
Agentia Nationala pentru Reglementare in Comunicatii Electronice si Tehnologia
Informatiei (ANRCETTI) - conducator de proiect, arhitect de sistem.

12.  Crearea unui sistem de platd pentru combustibil pentru compania Tirex Petrol SA
(http://www tirexpetrol.com/). Automatizarea statiilor de alimentare, crearea
sistemului de gestionare al alimentarii cu ajutorul aplicatiei mobile prin cartele
electronice - conducator de proiect, arhitect de sistem.

13. Elaborarea Conceptului si Caietului de sarcini al Sistemului automatizat de
informare si comunicare pentru prevenirea spalarii banilor

14.  Elaborarea Conceptului si Caietului de sarcini pentru Sistemul Informational
Automatizat ,,Cloud Fiscalizarea on-line pentru ECC fara dispozitive electronice
constituite din programe si/sau aplicatii software fara imprimante fiscale” pentru
Centrul de Tehnologii Informationale in Finante, Republica Moldova
(https://achizitii.md/ro/public/tender/21012578/lot/11412504/).

15.  Elaborarea Sistemului Informational Automatizat ,,Registrul Patrimoniului Public”
pentru Agentia Patrimoniului Public, Republica Moldova (https://patrimoniu-gov.md/)
— conducator de proiect, arhitect de sistem.


https://achizitii.md/ro/organization/idno/1005600036924
https://app-web.xcp.md/rpp/sign-in










CURRICULUM VITAE

Alexeev Dmitri

Nascut in municipiul Chisinau la
27 aprilie 1989

Tel.: 079533311

E-mail:
Dumitru.Alexeev@ghesar.com

Studii:

2011-2014 Masterat la Universitatea de Stat din Moldova, facultatea Matematica si Informatica,
programul Analiza statistica a datelor si optimizarea proceselor economico-financiare

2011-2008 Universitatea de Stat din Moldova, facultatea Matematica si Informatica, specialitatea
Matematica Aplicata.

2008-2005 Liceul Teoretic Mihail Eminescu or.Drochia

2005-2003 Liceul Sportiv LIRP mun. Chisinau

2003-1997 Scoala primara nr.1, or.Stefan Voda

Proiecte de Succes si reusite:

Agentia Proprietatii Publice — Sistemul Informational Automatizat Registrul Patrimoniului Public.
Departamentul Institutiilor Penitenciare — ,,Registrul persoanelor detinute in institutiile
penitenciare”. Nucleul sistemului informational este realizat pe baza de SGBD ORACLE 11g
Release 2, ORACLE Aplication Express.

Ministerul Afacerilor Externe si Integrarii Europene — Mententanta si dezvoltarea Sistemelor IT
Payit LLC, Canada — Platforma web https://payitgov.com/

Koho LLC, Canada — Platforma web https://www.koho.ca/

HUMAN RIGHTS EMBASSY - Platforma Informationala — Lela Metreveli

USPEE "C.STERE" - Platforma Informationala — Avornic Constantin

APS-PROTECT S.R.L (agentie de protective si pazd) — Scoarta lurie

Uzina de pompe Moldovahidromas SA

SPS-Drochia (Paza de Stat)

.M KAVPEN S.R.L (producator de ape minerale)

MONCOTEL-SERVICE (companie de constructii in telecomunicatii in parteneriat cu ORANGE,
MOLDCELL, UNITE)

Informatii suplimentare:

Limba romana: limba materna

Limba rusa: exelent

Limba engleza: exelent, scris-vorbit

Limbaje de programare: C, C++, PHP, HTML, JAVA,DHTML,MYSQL.
Sisteme de operare: Windows, Linux, Unix

Abilitati organizatorice si de comunicare

Responsabilitate, autoorganizare, sinceritate, creativitate

Capacitate de lucru 1n echipa.



Name: Sergey Mereutsa (Romanian: Sergiu Mereuta)
Date of birth: 1978, May, 4th
E-mail: serj@dgteam.com

Expertise:
Team management, system analysis and project planning, software architect, IT security practices
and audit.
Languages: Object Pascal, Java, Javascript (including Solidity dialect), Perl, XHTML, C/C++, D,
VBScript, SQL, BASH, LUA, PHP, Objective C, C#, Golang.
Preferred languages: C/C++, C#, Java and PHP, sometimes Javascript.
Operating systems: Apple Mac OS X, iOS, Linux, SCO Unix/UnixWare, Solaris, FreeBSD, Novell
NetWare, other System V clones, MS Windows based, MS-DOS.
DBMS: InterBase/FireBird, Postgresql, Oracle, MySQL, SyBase.
NoSQL: Redis, Memcache, LevelDB, SSHDB.
VM/Servers Infrastructures: AWS (including API), DO, other Xen-based VMs.
Support: installation, configuration, backup, optimization, hardware and software troubleshooting
Internet technologies and protocols: HTTP(S), FTP, (S/F)CGI, HTML/DHTML/XML, ASP, AJAX
Game Development: OpenGL, DirectX, network programming, scripting and scenario design.
Handlets Applications Development: Apple iPad/iPhone/iPod development, Amazon's Kindle apps
development.

Professional Skills:
Strong development skills on Windows, Linux, Mac OS X and other Unix family OS-es.
Good knowledge of object-oriented programming. Experience in DBMS development based on
InterBase/FireBird, Postgresql, MySQL. Experienced in building time-critical applications in a Unix
environment.
Strong mathematics background. Good knowledge of numerical analysis and graph theory. Familiar
with formal languages theory, graph theory. Good experience with cryptographic functions and their
applications.
Familiar with blockchain technology and its application in real life solutions, completed several
projects in this domain.
Good understanding of building applications in a Web environment.
InterBase/FireBird, Postgresgl and MySQL. Deep knowledge of InterBase/FireBird API.
Familiar with computer and network equipment. Good experience in computer equipment configuring
and maintaining.
Devops experience in several specific time-critical projects.
Experienced in MS Windows, Linux and Unix networking including all aspects of setup,
maintenance. Experience with security implementation and firewalls.
Excellent knowledge of MS-Office/Openoffice (and clones) applications and experience in creating
Intranet solutions for different business applications.
Good knowledge of game-development stages — from design documents to massive beta releases.
Good knowledge of full-text search algorithms, including practical implementations.

Professional Achievements:
Special guest at 2nd Russian Conference for Interbase/Firebird, Moscow, November 2007. Keynote
theme “Custom engine for morphological search realization for Russian, Romanian and English
languages”.
Technical consultant, co-author of chapter “Working with API” for “Mup Interbase” book.
Speaker on Firebird Luxemburg 2011 conference;
Speaker on Game Factory Chisinau 2015 conference;
Technical consultant of Crytivo Games Inc since 2015;
Permanent speaker on Game Factory meetups 2016;
Speaker on Game Factory Chisinau 2017 conference, theme: “Serverless cloud-based game
publishing infrastructure concept”;
Speaker on Moldova Developers Conference 2018, theme: “Blockchain is simple”.

Studies:
1995-2000
State University of Moldova, Chisinau, Moldova
Faculty of Mathematics and Computer Science
Diploma in Mathematics



Thesis theme: “Interactive Web applications”

Professional Experience:

Mar 2019 — Present

DLT Software Solutions LLC, Chisinau, Moldova.

CTO, associated partner.

Crypto trading terminal (MoonTrader) project - https://moontrader.com/, https://moontrader.io/
Architect, lead server-side programmer.

Oct 2018 — Mar 2019

Bitindex Analytics LLC, Chisinau, Moldova.

CTO, associated partner.

Crypto-index Fund project - architect, lead programmer.

April 2018 — Mar 2019

Yield Limited and Remardo LLC, Malta - YIELD STO project (https://yield.mt/ https://optyield.com/ )
Technical consultant, Tech Core Team Leader.

Technical documentation, smart-contracts audit, architectural solutions for STO and DLT Bank
infrastructure planning.

Sep 2015 — Present

Crytivo Inc (former Crytivo Games Inc), San Diego, California, USA.

Technical consultant, programmer and system administrator, “CTO on part time” as described by
CEO during Skype meeting with other team members.

Game updates content delivery architectural design and implementation for massive beta-testing
(over 40k users), publisher game distribution platform architect.

Jan 2007 — Present

Nebuloasa LTD dba DQ Team, Chisinau, Moldova.

Technical Director (CTO), associated partner.

Software architect, Projects chief, Projects manager, Lead programmer.

Jul 2006 — Jan 2007

MEDIAPRO Chisinau, Moldova

Software developer, Projects chief, Lead programmer

Tech support for MEDIAPRO Chisinau

IVR applications design and development

Maintaining and developing Orange’s Infoline service (780)
Maintaining and developing Orange's InfoCourier IVR service (123)
Maintaining and developing Moldcell SMS dedications (03XX)
Maintaining and developing Moldcell Infocell service

Calls statistics

Full billing care

Dec 2005 — Jul 2006

Lislaves SRL (MEDIAPRO subdivision), Chisinau, Moldova
Technical Director, Software developer, Projects chief, Lead programmer
Tech support for MEDIAPRO Chisinau

IVR applications design and development

Maintaining prepaid services database

Maintaining and developing Voxtel's Infoline service (780)
Maintaining and developing Voxtel's InfoCourier IVR service (123)
Maintaining and developing Moldcell SMS dedications (03XX)
Calls statistics

Full billing care

Aug 2000 — Dec 2005
Mediafon SRL (MEDIAPRO subdivision), Chisinau, Moldova


https://moontrader.com/
https://moontrader.io/
https://yield.mt/
https://optyield.com/

Technical Director, Software developer, Projects chief, Lead programmer
Tech support for MEDIAPRO Chisinau

IVR applications design and development

Maintaining prepaid services database

Maintaining and developing Voxtel's Infoline service (780)

Maintaining and developing Voxtel's InfoCourier IVR service (123)

Calls statistics

Full billing care

Mar.2000 — Aug 2000

Mediafon (MEDIAPRO subdivision), Chisinau, Moldova
IT & Software Manager

Tech support for MEDIAPRO Chisinau

IVR applications design and development

Maintaining prepaid services database

Calls statistics

Intranet/Internet site development

Jan.2000 — Apr.2000

“MEGA” Laboratory, Chishinau, Moldova
Software developer, web — programmer
Internet/Intranet site development
Database/network security consultant

Jun.1998 —Dec.1999

“SHELBRON?” Joint-venture (Free Enterprise Zone), Chisinau, Moldova
LAN System Administrator

ISTM support

Database maintaining

Report statistics

Hardware support for trade process

Jan.1996 — May 1998

State University, Laboratory of Advanced Technologies

Assistant (part-time).

Responsible for computer classroom based on Windows NT OS

Developing model-training applications for students. Developing the Intranet/Mail servers for University.

Human languages:
English — fluent, Romanian — good, Russian — native, Ukrainian - beginner.



Sergiu Gribincea

Data nasterii: 22/08/1986 | Gen: Masculin | (+373) 69527288 | uigres2010@gmail.com |

Skype: gleb078 | Chisindu, Moldova

o EXPERIENTA PROFESIONAR

26/06/2010 — 16/10/2018
COORDONATOR PRINCIPAL - Ministerul Justitiei al RM

o Activitati de armonizare a legislatiei RM cu legislatia Europeana
o Analiza si prognozare in domeniul legislativ Chisinau,

Moldova

17/10/2018 — N CURS
QA AUTOMATION TESTER — TD Ameritrade- Allied testing

- automatizarea si mentenanta Ul;
- mentenanta testelor serviciilor; Chisinau, Moldova

o EDUCATIE S| FORMARE PROFESIONALA

01/08/2005 — 25/06/2010 — Moscova, Rusia
DIPLOMA DE JURIST — Academia Militara din or. Moscova Federatia, Rus3

o Jurisprudenta (drept penal, drept international)
o Psihologie

o Limba franceza

o Sociologie

o Analiza si prognoza in domeniul legislativ

01/09/1993 — 26/05/2005 — Chisinu, Moldova
DIPLOMA DE BACALAUREAT - Liceul Teoretic Roman-Englez ”lon Creangs”

08/04/2016 — 09/06/2016 — Chisinau, Moldova
CURS JAVASCRIPT (ECMA). NIVEL 1: INITIERE TN LIMBAJUL SI MEDIUL DE DEZVOLTARE JAVASCRIPT —
VANAR

Notiuni de baza JavaScript ; Structuri de date, valori ; Operatori; Constructiile, blocurile de cod; Constructiile conditionale, comutarea;
Constructiile repetitive, bucle; Functii si metode; Tipul de date obiect; Tipul de date si de caractere; Tipul de date tabelar; Tipul de date
calendar;

07/09/2016 —30/10/2016 — Chisinau, Moldova



CURS JAVASCRIPT (ECMASCRIPT). NIVEL 2: BAZELE DEZVOLTARII FRONTEND-ULUI WEB — VANAR

Mediul browser; lerarhia DOM; Elementele si nodurile DOM; Cautarea elementelor in DOM; Manipularea cu nodurile si elementele
DOM,; Evenimentele; Proprietatile CSS; Registrele de date web; Timer-ul; Crearea animatiilor; Interactiunea cu serverul (AJAX);
06/11/2016 —30/09/2017 — Chisinau, Moldova

IT ACADEMIA STEP

° Programare in limbajul C++
o Curs de IT Essentials version 6.0 (este prezent certificatul de absolvire a cursurilor Cisco)

10/09/2017 —30/05/2018 — Chisindu, Moldova

JAVA LANGUAGE - IUCOSOFT Company

Java SE ;
Java EE (Spring Framework, Hibernate)

18/07/2018 — 10/09/2018 — Chisinau, Moldova

INTERNSHIP - Allied Testing
https://www.alliedtesting.com/?explore

- manual testing;

- Ul automation testing;

- service automation testing;

- elaboration of the documentation

10.2018 - present
QA Automation Engeneer — Allied Testing
https://www.alliedtesting.com/?explore

- manual testing;

- Ul automation testing;

- service automation testing;

- elaboration of the documentation

06/10/2020 - 18/02/2022
MASTERAT iN "TEHNOLOGI!I SI APLICATII WEB" — Universitatea Libera Internationald din Moldova

COMPETENTE LINGVISTICE

Limba(i) matern&(e): ROMANA

COMPREHENSIUNE VORBIT SCRIS

Comprehensiune orala Citit Exprimare scrisd Conversatie



FRANCEZA B2 B2 B2 B2 B2

Niveluri: Al si A2 Utilizator de baza B1 si B2 Utilizator independent C1 si C2 Utilizator experimentat

COMPETENTE DIGITALE

Java - medium level Testare automata (Selenium) TestNG Issue tracking: Jira, HP ALM sistem de version control:
Git (branches, squash, rebase, etc.) - nivel avansat

COMPETENTE DE COMUNICARE SI INTERPERSONALE
Competente de comunicare si interpersonale

o Spirit de echipa, comunicabil, perseverent, responsabil, prietenos.

o Adept al modului sandtos de viata: ju-jitsu.

° (2014) Am fost certificat in calitate de arbitru de nivel national ADCC, de catre Federatia Internationala Abu Dhabi Combat Club
(ADCC).



http://www.adcombat.com/abu-dhabi-combat-club
http://www.adcombat.com/abu-dhabi-combat-club
http://www.adcombat.com/abu-dhabi-combat-club

Vadim Ovcearenco
str. Milescu Spataru 23 ap 248
MD- 2075, Chisinau, Republic of Moldova
Phone:+37369143294 | vadovys@gmail.com

Information Technology Security Expert

IT&N Security specialist whose qualifications include about 15 years of experience in the creation and
deployment of IT&N security solutions for protecting networks, systems, information assets and a
deep understanding of information technologies. | have a big passion and interest for the field of
computer security and for information technology.

| have capacity to solve complex problems involving a wide variety of information systems, to work
independently and in the team on large-scale projects.

Adept at communicating with other engineers and clients in a clear and understandable manner. Able
to maintain the highest standards of confidentiality in handling and protecting sensitive information.

Areas of Expertise

«  Network and Systems Security

«  Multitier Network Architectures

« Log management, monitoring and analysis
« Risk Management/Risk Assessment / Impact Analysis
« Business Continuity Management

«  Vulnerability Assessments

«  Public Key Infrastructure

- Cryptography

«  Operation system and services security

«  Web Application Security

« Active directory security

- Database Security

« Strong Authentication

+ Regulatory Compliance

« Policy Planning / Implementation

« Technical Specifications Development

« Team and Project Leadership



Technology summary

Security
Technologies:

IBM Qradar SIEM, Fortigate IPS/Application Control/Web Filter/DNS Filter,
FortiManager, FortiAnalyzer, Cisco ASA, Cisco Firepower, F5 ASM Web
Application Firewall, Anti DDOS WanGuard tools, Flowmon tools (Flowmon
Probe, Flowmon Collector, Flowmon Anomaly Detection System, Flowmon
Application Performance module, Flowmon Traffic Recorder), Algosec
Firewall Rule Management, PAM Wallix (access manager, session manager
and password manager) Cyber Ark Privileged Management tool, Qualys
Vulnerability Scanner, Nessus Vulnerability Scanner, Acunetix Web
Vulnerability Scanner, OWASP ZAP, BurpSuite, Fiddler, PKI technologies
implementation Microsoft CA/JEJBCA, Cryptography and Digital signature
tools implementation, Zone Central encryption tool, Microsoft Active
Directory, AD Right management system, Evidian Single Sign On, Anti-Virus
Tools (Symantec, McAfee, BitDefender), McAfee ePO, McAfee Endpoint
Security ENS, McAfee Host DLP, McAfee Endpoint encryption for PC, McAfee
TIE DXL, McAfee Advanced Threat Protection, Network Security (Firewalling,
NAT, IDS & IPS), VPN technologies (IPSec, SSL).

International
standard
compliancy

ISO/IEC 27001, ISO/IEC 27002, ISO/IEC 27005, PCI DSS, OWASP

Risk Management

Risk Management process, building of the process — Asset inventory, Risk

ISO 27005 assessment report and Risk treatment plan

Networking: ISO/OSI model, LAN/WAN, VPN technologies, TCP/IP, Cisco Routers and
Switches, Switch Security, 802.1 X Network authentication, IP protocols and
ports, network protocol and services.

Systems: Windows 7/10, Windows Server 2008, 2012, 2016, UNIX, Solaris, Linux (Red
Hat, CentOS), VMware, Operation System Security.

Software: Microsoft Office, MS Project, Office365

Professional Experience

Mobiasbanca OTP Group SA, Chisinau, Moldova 06/2020 - Present

IT&N Security Coordinator

Responsible for implementation of information-security systems, policies and controls. Identification

and evaluation of risks
and procedures.

Key Achievements:

on all critical systems. Design and implementation of security tools, processes




« Design, implementation and management of F5 web application firewall - ASM. Creation,
maintenance and monitoring of policies for internet facing servers.

« Design, implementation and management of Wallix Access Manager and Session Manager for
supplier remote access.

- Starting of the project for implementation of Broadcom security tools: Content Analysis
System, Web Security Gateway, Messaging Gateway, Endpoint Detection and Response, DLP
Network Prevent.

«  Creation of Application Access Matrix and performing of user inventory.

« Audit of all Banc Firewalls.

« Audit of DCinfrastructure and elaboration of security baseline for Domain controllers,
member servers and workstation

« Management of SIEM RSA Netwitness platform.

- Development of company policies and procedures governing IT security.

IM Orange Moldova SA, Chisinau, Moldova 05/2011 - 06/2020
IT&N Security Coordinator

Responsible for implementation of information-security systems, policies and controls. Identification
and evaluation of risks on all critical systems. Design and implementation of security tools, processes
and procedures.

Key Achievements:

« Design, implementation and management of SIEM IBM QRADAR, connection to Qradar more
than 1000 log sources, parsing of non-standard log sources, and creation of custom rules.

« Design, implementation and management of Fortigate intrusion prevention system,
application control. Creation, maintenance and monitoring of security policies for internet
facing servers. Creation and maintenance of the security policies for internal network.

« Design, implementation and management of F5 web application firewall. Creation,
maintenance and monitoring of policies for internet facing servers.

« Implementation of Fortigate Web Proxy with application of security sensors (web filter, app
control, antivirus) for user local network.

« Implementation of vulnerability assessment for operation system, services and web
applications

« Implementation of PKI with smartcard authentication on user workstation

« Implementation of cryptographic tools Zone Central and McAfee Drive Encryption.

« Implementation and management of Evidian Single Sign On

- Design and implementation of AntiDDOS protection for company internet facing services.

« Development and implementation of information security policy and risk management
procedure.

 Risk analysis of all new projects.

+ IS0 27001 internal audit, elaboration of Risk assessment report and Risk treatment plan,
participation in ISO 27001 company certification



« Design and implementation of threat identification for customers of fix network broadband
services based on net flows from routers. Maintenance of own reputation feed.

- Implementation and managing of Mobile ID — digital signature on mobile phones.

« Implementation of McAfee Endpoint Security, Threat Prevention, Web Control, Firewall,
Adaptive Threat Protection, McAfee Threat Intelligence Exchange, DXL.

- Development of company policies and procedures governing IT security (IT&N security Policy,
SIEM procedure, Web Application Firewall procedure, IPS procedure, Vulnerability
assessment procedure, Antivirus Procedure etc).

Service of Information and Security, Chisinau, Moldova 10/2000 - 05/2011
Head of IT security team

Responsible for implementation of information-security systems, policies and controls. Identification
and evaluation of risks on all critical systems. Design and implement security systems, processes and
procedures.

Key Achievements:

« Design and Implementation of national PKI system — qualified electronic signature. Building
and managing of National Root Certification Authority. Development of all technical
standards and documents for functioning of national certification

« Design and implementation of multilayered secured local network: DMZ, VLANSs for
production servers, LAN.

+ Design and implementation of central log management tool.

« Design and implementation of network intrusion protection system based on CISCO ASA.

« Implementation of Active Directory, elaboration and implementation of security policies for
servers and workstations.

« Implementation of centralized antimalware tool based on ESET NOD 32.

+ Implementation and management of vulnerability assessment for operation system and
services

« Implementation and management of cryptographic tools and smartcards for encryption.

« Performing of security system updates on a regular basis using WSUS.

+ Conducted evaluation of threats to the DMZ, servers and hosts.

« Resolving of all fraud and virus infections.

- Development of company policies and procedures governing corporate security (IT&N
security Policy)

Technical University of Moldova, Chisinau, Moldova 01/2000 - 10/2000
System engineer

Responsible for maintenance of local network, access to internet, development of client server
application.



Key Achievements:

+ Maintenance of local network, switches.
+  Solving of the problem in the network.
- Development of client server application.

High Education

* Bachelor degree in Information Technologies- State University of Moldova.
09.1997-07.1999

* Master degree in Networks and Information systems -Free University of Moldova. 09.2004-
03.2006

Professional Trainings

«  Certified Ethical Hacker — EC-Council Online Training, December (in progress) 2020
« Ethical Hacking Core Skills — EC-Council Online Training, December (in progress) 2020
«  Certified Network Defender — EC-Council Online Training, December 2020

« Configuring F5 Advanced Web Application Firewall - Germany 2019

« Fortigate Network Security Analyst NSE 5 — Romania 2019

- Fortigate Infrastructure and Security NSE4 — Romania 2018

«  Certified Information System Security Professional - Romania 2017

«  Flowmon System Administrator, Online training and certification 2018

« IBM Security QRadar SIEM 7.2 Administration and Configuration, Milan 2016

+ Algosec Firewall Analyzer Technical training, Online training 2016

« 1SO 27001 - Introduction, Implementation and Internal Auditor, Moscow 2011

« Combating of Cyber Criminality, Chisinau 2008

«  Ensuring of Network Security, Moscow 2007

«  Ensuring of Cryptographic protection of information, Moscow 2004

Professional Certifications

«  CISSP - Certified Information System Security Professional
«  NSE4 — Network Security Professional

«  NSEg—Network Security Analyst

« Fortimanager Specialist

« Fortianalyzer Specialist

«  Flowmon System Specialist

- IBM Qradar Associate Administrator

« Algosec Administrator



Languages

«  English —fluent

+  French-medium
+ Romanian —native
« Russian - native



din Moldova
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The (ISC)? Board of Directors hereby awards

Vadim Ovcearenco

the credential of

Certified Information Systems Security Professional

having met all of the certification requirements, which include the professional experience prerequisite,
adoption of the (ISC)? Code of Ethics, and successful performance on the required competency
examination, subject to recertification every three years, this individual is entitled to all of the
rights and privileges associated with this designation, as defined in the (ISC)* Bylaws.

596671
Certification Number

@ 5/31/2021

. et P

ISO/IEC 17024 Expiration Date
Certified Since: 2018

Vs

Dr. Kevin Charest - Chairperson

il R

Wim Remes - Secretary

(No}

Printed on: 5/8/2018

Verify Member is in good standing at: www.isc2.org/verify




==RTINET NSE Certified

NSE Institute

This certifies that
Vadim Ovcearenco

has achieved Fortinet’s Network Security Expert certification
NSE 4 Network Security Professional

Certification Date: March 1, 2019
Certification Validity: 2 years and 6 months*

Certification Number: 8F6SZil7nS

C@@// G

Ken Xie Michael Xie
CEO of Fortinet President and Chief Technology
Officer (CTO), Fortinet

s Verify this certification’s authenticity at:
e Y - s - - o
14 Aeetd hitps:/ftraining.fortinet.com/mod/customcert/verify_certificate.php
*Includes a six (6) month extension for all NSE certifications valid on March 16, 2020.




=ERTINET. NSE Certified

NSE Institute

This certifies that
Vadim Ovcearenco

has achieved Fortinet’s Network Security Expert certification
NSE 5 Network Security Analyst

Certification Date: June 13, 2019
Certification Validity: 2 years and 6 months*

Certification Number: G5D60jG6Rk

Ken Xie Michael Xie
CEO of Fortinet President and Chief Technology
Officer (CTO), Fortinet

Waaed Verify this certification’s authenticity at:
'J tF https:/itraining.fortinet.com/mod/customcert/verify_ceriificate php
*Includes a six (6) month extension for all NSE certifications valid on March 16, 2020.




ZERTINET NSE Exam
NSE Institute

This certifies that
Vadim Ovcearenco
has successfully completed the exam

FortiManager

Rob Rashotte Date: June 65,2019
Vice President, Global Training & Validity: 2 years
Technical Field Enablement at Fortinet Certificate: ez37k9nhTb2

SRR verify this certificate’s authenticity at:
s "’*x- hitps:/Araining.fortinet.com/mod/customcert/verify_certificate.php



ZRTINET NSE Exam
NSE Institute

This certifies that

Vadim Ovcearenco

has successfully completed the exam
FortiAnalyzer

Rob Rashotte Date: June 13,2019
Vice President, Global Training & Validity: 2 years
Technical Field Enablement at Fortinet Certificate: vJM36PDeQ5

7% )
e_;‘} ‘1 7}: Verify this certificate's authenticity at:

ke hitps:/Araining fortinet.com/mod/customcert/verify_ceriificate.php




Professional Certification Program from IBM.

In recognition of the commitment to achieve professional excellence,
this certifies that

Vadim Ovcearenco

has successfully completed the program requirements as an

IBM Certified Associate Administrator
IBM QRadar SIEM V7.3.2

Sep 21, 2019

.| Security M‘W

Genzral Manager
IBM Security



Flowmon  Certification

Flowmon hereby acknowledges

Vadim Ovcearenco
as a trained System Specialist

Issue date: 10. July 2018
This certificate is valid for 2 years.
Certificate verification code: aef78070-844c-11e8-8829-5715474e12e6

Pavel Minarik
Chief Technology Officer




Certificate of Continuing Education Completion

This certificate 1s awarded to

Ovcearenco Vadim

for successfully completing the 6 CEU/CPE and 5.5 hour
training course provided by Cybrary in

ISC2 Certified Cloud Security Professional (CCSP)

}
09/17/2018 C-726560910-814bdf16 4 14, ,ﬁ y |
Date of Completion Cerficate Number h P_ Sita, CE! 3




Certificate
of Training

Thia éo to centify that

Vadim Ovcearenco

has successfully completed an

ISO 27001:2005 - Introduction,
Implementation & Internal auditor

Training Course

Following five days training
deliuered by

BSI Management Systems CIS

Certified by: Head of BSI MS CIS
Dates: 21-25 November 2011
Certificate No: ISM81701RURU-011508/11

Do




and Secure

CERTIFICATE

OF COURSE COMPLETION

VVadim Ovcearenco

has successfully completed the (ISC)* course

Assessing Application Security - OLD

Sep 9, 2020
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