AUTORITATEA NATIONALA PENTRU ADMINISTRARE SI REGLEMENTARE IN
COMUNICATII (ANCOM), cu sediul in Bucuresti, str.Delea Noud nr.2, Sector 3, cod
postal 030925, Telefon 0372.845.400/0372.845.454, Fax 0372845402, Cod fiscal
14751237, reprezentatd legal prin Presedinte, dl. Marius C3tilin MARINESCU, in temeiul
dispozitiilor art. 36! din Hotdrarea Guvernului nr. 925/2006 pentru aprobarea Normelor
de aplicare a prevederilor referitoare la atribuirea contractelor de achizitie publicd din
Ordonanta de Urgentd a Guvernului nr.34/2006 privind atribuirea contractelor de
achizitie publica, a contractelor de concesiune de lucrdri publice si a contractelor de
concesiune de servicii, cu modificdrile si completarile ulterioare, elibereaza prezentul
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cu privire la indeplinirea obligatiilor contractuale asumate de operatorul economic
S.C. SAFETECH INNOVATIONS S.R.L. prin contractul de servicii inregistrat cu nr.
SC-DA-23395 din 29.10.2014, avand ca obiect prestarea de servicii de evaluare a
vulnerabilitdtii informatice, atribuit in urma aplicérii prevederilor procedurii operationale
interne de achizitie directa aplicabila la nivelul ANCOM.

Operatorul economic S.C. SAFETECH INNOVATIONS S.R.L. si-a indeplinit obligatiile
contractuale asumate prin contractul de servicii sus mentionat. Serviciile au fost
prestate, fara intdrzieri, in cadrul termenelor stipulate in cuprinsul contractului, fiind
respectate intocmai cerintele si specificatiile prevézute in contract.

Nu au fost inregistrate probleme in raporturile contractuale cu operatorul economic
S.C. SAFETECH INNOVATIONS S.R.L. cu privire la prestarea serviciilor mentionate
mai sus.

Prezentul document a fost intocmit in 3(trei) exemplare, unul pentru a fi transmis catre
Autoritatea Nationala pentru Reglementarea si Monitorizarea Achizitiilor Publice
(ANRMAP), unul pentru a fi transmis la S.C. SAFETECH INNOVATIONS S.R.L. si
unul pentru a fi pastrat la dosarul achizitiei publice.
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PROCES VERBAL DE RECEPTIE FINALA
A SERVICIILOR PRESTATE SI LIVRABILELOR FURNIZATE DE CATRE

S.C. SAFETECH INNOVATIONS S.R.L. in baza contractului de prestare servicii de
evaluare a vulnerabilitétilor informatice in cadrul proiectelor: ~Aplicatie online pentru
compararea ofertelor de comunicatii destinate utilizatorilor finali” Si ,,Sistem de
colectare, prelucrare si raportare a datelor statistice aferente furnizorilor de
servicii de telecomunicatii” prin teste specifice de penetrare din interiorul si exteriorul
infrastructurii de comunicatii specifice acestora, conform cu contractul SC-DA 23395 din
29.10 2014.

Comisia de receptie constituitd fn baza Deciziei Pregedintelui Autorit4tii Nationale
pentru Administrare si Reglementare in Comunicatii rr. 1704 din 23.12.2014 convocats |a
data de 05.01.2015 si-a desfagurat activitatea in data de 05.01.2015.

1. Date generale

Comisia a analizat si examinat urmatoarele:

- modalitatea de prestare a serviciilor de evaluare a vulnerabilititilor informatice in cadrul
proiectelor: ,Aplicatie online pentru compararea ofertelor de comunicatii destinate
utilizatorilor finali” si ,,Sistem de colectare, prelucrare si raportare a datelor statistice
aferente furnizorilor de servicii de telecomunicatii” prin teste specifice de penetrare din
interiorul si exteriorul infrastructurii de comunicatii specifice acestora, conform cu
contractul SC-DA 23395 din 29.10 2014.
- urmatoarele livrabilele (pe suport de hértie si pe suport electronic) furnizate de citre
S.C. Safetech Innovations S.R.L., rezultate in urma prest3rii acestor servicii, :

1) Plan de proiect detaliat;

2) Plan de testare;

3) Plan de actiuni (SOW — State of Work);

4) Raport de testare securitate aplicatie web veritel.ro;

5) Raport de testare securitate aplicatie web statistica.ancom.org.ro; - e

6) Raport analizd securitate aplicatie web veritel.ro; e

7) Raport analizd securitate aplicatie web statistica.ancom.org.ro;

8) Audit report (numai format electronic). all

I1. Constatari

in urma analizei serviciilor prestate si examindrii livrabilelor furnizate s-a constatat ca:
- serviciile de evaluare a vulnerabilitatilor informatice in cadrul proiectelor: ,Aplicatie online
pentru compararea ofertelor de comunicatii destinate utilizatorilor finali” si ,,Sistem de
colectare, prelucrare si raportare a datelor statistice aferente furnizorilor de servicii de
telecomunicatii” prin teste specifice de penetrare din interiorul si exteriorul infrastructurii
de comunicatii specifice acestora, prestate de citre S.C. SafetechInnovation S.R.L., au fost
in conformitate cu prevederile contractului SC-DA 23395 din 29.10.2014.
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- livrabilele rezultate in urma prestdrii serviciilor de testare de securitate respectd in
totalitate prevederile contractului SC-DA 23395 din 29.10 2014.

III1. Concluzii

Pe baza constatdrilor consemnate mai sus, comisia de receptie hotardste in
unanimitate de pareri:

SE ADMITE RECEPTIA FINALA FARA OBIECTIUNI A SERVICIILOR
PRESTATE, INCLUZAND SI LIVRABILELE PE SUPORT DE HARTIE SI PE SUPORT
ELECTRONIC REPREZENTAND:

1) Plan de proiect detaliat;

2) Plan de testare;

3) Plan de actiuni (SOW - State of Work);

4) Raport de testare securitate aplicatie web veritel.ro;

5) Raport de testare securitate aplicatie web statistica.ancom.org.ro;
6) Raport analiz8 securitate aplicatie web veritel.ro;

7) Raport analizd securitate aplicatie web statistica.ancom.org.ro;

8) Audit report (numai format electronic).

Prezentul proces verbal, care contine 2 file, a fost incheiat astdzi 05.01.2015 in 3
exemplare originale.

Comisie ANCOM
Numele si prenumele Semnatura,
Presedinte: Puiu Lucian CHITU C—é}c;‘d%
Membri: Cristina Mihaela STAN e,
Constantin Alin COPACI %ﬁ

[

Reprezentant nume firm3

Numele si prenumele Semnadtura

Manager de proiect: Victor GANSAC
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INSTITUTUL NATIONAL [ C1® NATIONAL INSTITUTE
DE CERCETARE-DEZVOLTARE c FOR RESEARCH AND DEVELOPMENT
IN INFORMATICA I IN INFORMATICS _
http:

B-dul Maresal Averescu 8-10_, sec'or 1

o e AR T P e— Avenue, sector |

011455, Bucuregti ROMANIA fc;,] 011455, Bucharest ROMANIA
tel: + 40 21 3160736, + 40 21 3165262 phone: +40 21 3160736, +40 21 3165262
fax: + 40 21 3161030 fax: + 40 21 3161030
02.09.2014
RECOMANDARE

Prin prezenta certificam faptul ca in perioada martie-iunie 2014, SC SAFETECH INNOVATIONS
SRL a derulat cu succes contractul avand ca obiect Audit de securitate, evaluare de securitate si identificare
vulnerabilitati, avand ca beneficiar Institutul National de Cercetare-Dezvoltare in Informatica {1cCi.
SC SAFETECH INNOVATIONS SRL a dat dovada de profesionalism si seriozitate in realizarea
obiectivelor proiectului, obicetive care au fost respectate in totalitate inclusive din perspectiva asigurarii

confidentialitatii, integritatii si disponibilitatii informatiilor gestionate.

Echipa pusa la dispozitia beneficiarului de catre SC SAFETECH INNOVATIONS SRL a fost
formata din experti cu inalta pregatire profesionala, atestati international si cu experienta in derularea acestui

tip de servicii. Echipa a fost formata din:

DL. Victor Gansac — Expert audit informatic si Coordonator de proiect

DI. Teodor Lupan — Expert Testare Securitate

Prin prezenta confirmam calitatea serviciilor prestate de SC SAFETECH INNOVATIONS SRL,

companie pe care o recomandam ca partener de incredere in orice alt proiect.
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DTI- /97 /30.07.2014

RECOMANDARE

Prin prezenta certificam faptul cd in perioada 27.03.2014 - 25.04.2014, S.C.
SAFETECH INNOVATIONS S.R.L. a derulat cu succes contractul privind Servicii de
Evaluare a Starii Securitatii Informatiei in Sistemele si Infrastructura IT, avand ca beneficiar
S.C. COMPANIA NATIONALA DE TRANSPORTURI AERIENE ROMANE - TAROM S.A.

S.C. SAFETECH INNOVATIONS S.R.L. a dat dovada de profesionalism si
flexibilitate in realizarea obiectivelor proiectului, obiective care au fost respectate in totalitate
inclusiv din perspectiva asigurarii confidentialitatii, integritatii si disponibilitatii informatiilor
gestionate.

Echipa pusa la dispozitia beneficiarului de catre S.C. SAFETECH INNOVATIONS
S.R.L. a fost formatd din experti cu inalta pregatire profesionala, atestati la nivelul
standardelor internationale si cu experienta in derularea acestui tip de servicii.

Prin prezenta confimam calitatea serviciilor prestate de $.C. SAFETECH
INNOVATIONS S.R.L., companie pe care o recomandim ca partener de incredere in
realizarea obiectivelor proiectelor la care particip4.

Cu stim4,
DIRECTORIT&C -CIO | , -
ROBERT KOMARTIN
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Bucharest,

20" of June, 2017

To whom it may concern,

This is to recommend the security services of SAFETECH INNOVATIONS.

Our collaboration with SAFETECH INNOVATIONS was fruitful during multiple pentest projects including
the following:

Apa Nova internal infrastructure

- Apa Nova external infrastructure
= Apa Nova external portal (www.apanovabucuresti.ro)

The extensive knowledge and attention to detail of their implementing team, during our collaboration,
have alded in keeping our company on track in terms of information and Cyber Security.

The team is not only thorough, but also easy to work with and always willing to take the time to discuss
our concerns and quickly respond to questions.

In this respect, we feel confident in recommending SAFETECH INNOVATIONS for similar security
projects.

If you have any further questions, please feel free to contact us.

Sincerely yours,
lvanov-Jucan Catalin

CIO for Apa Nova Bucuresti SA and Veolia Romania
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Date: 20.06.2017

Reference Letter
To whom it may concern:

Through this letter, we confirm that Safetech Innovations SRL worked with us as Penetration
Tester services provider on multiple projects including:

. Penetration testing on Online Internet Banking application
" Penetration testing of Mobile Banking application
. Penetration testing of different banking applications

All the above mentioned projects aimed to assess the overall security of the applications tested,
to identify the specific vulnerabilities of the applications through penetration testing, and to
propose a set of countermeasures.

Safetech Innovations experts have proved strong ethical hacking abilities, fulfilled ali the
objectives of the projects in a timely manner and we are very pleased for our professional
cooperation. We highly recommend Safetech Innovations to any company that needs
penetration testing services and will provide our recommendation whenever required.

Yours faithfully,
Alexandru Gregorian — CEH, ECSA
Information Security Manager

Raiffeisen Bank S.A.
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Date: 20th of June, 2017
Reference Letter

To whom it may concern;

Through this letter, we confirm that Safetech Innovations worked with us on many Penetration
Testing projects, including the following:

- Penetration testing on Credit Cards related applications and infrastructure

Penetration testing on Online Banking applications

- Penetration testing on Brd.ro portal

This projects aimed to assess the overall security of the applications and the infrastructures
tested, to identify the existing vulnerabilities and to propose a set of countermeasures.

Safetech have provided us professional services are we are very pleased to continue our
cooperation. We will recommend Safetech Innovations to any company that needs information
security services and will provide our recommendation whenever required.

Yours faithfully,
Malas )\uobuie.s
RRD/ Cito
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To whom it may concern,

This is to recommend the security services of SAFETECH INNOVATIONS.
Our collaboration with SAFETECH INNOVATIONS was successful.
The extensive knowledge and attention to detail of their implementing team, during our

collaboration, have aided in keeping our company on track in terms of Information and
Cyber Security.

The team is not only thorough, but also easy to work with and always willing to take the
time to discuss our concerns and quickly respond to questions.

In this respect, we feel confident in recommending SAFETECH INNOVATIONS for
similar security projects related to Critical Infrastructure.

If you have any further questions, please feel free to contact us.
Sincerely yours,

ing. Horia Miogcu

IT Director AlfT\- -
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Idease Bank

Reference letter

To whom it may concern,

Through this letter we confirm that SC SAFETECH INNOVATIONS SRL rendered Penetration
Testing services for IDEA BANK as follows:;

e Penetration Testing for WEB SELFIE Application

The above mentioned project aimed to assess the overall security of the testad application, to
identify specific vuinerabllities of the application through Penetration Testing and to propose a set
of countermeasures.

The technical team of SC SAFETECH INNOVATIONS SRL proved strong ethical hacking
abilities/skills, fullfilled all the objectives within the deadlines. IDEA BANK is very pleased with
the professional cooperation with SC SAFETECH INNOVATIONS SRL. We highly recommend
SC SAFETECH INNOVATIONS SRL to any company that needs Penetration Testing Services
and we'll provide our recommendations whenever required.

Bucharest / 20.06.2017

Your faithfully,

Radu DIAMANDESCU % N
IT Manager A
/

Sedlut Central, Bd. Dimilrie Pompel, nr. 5-7, eta) 6, sector 2, 020335, Bucurest CUL 10318788, atribult fiscal R, Nr. Reg. Com. J40/2416/12.03,1998
Tel. 021 118 9516, Fax: 021 318 9516 Registrul bancar: P.J.R. 40-043, PDCP 769
e-mail: office@idea-bank.ro, www.dea-bank.ro Cap. social subscris §l varsat; 209.710 685,90 lei
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B-cdul Maresgal Averescu 8-10, sector 1 8-10 Averescu Avenue, sector 1

INSTITUTUL NATIONAL C [0 ® NATIONAL INSTITUTE
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0171455, Bucuresti ROMANIA b L N1 455, Bucharast ROMANIA
fel: + 40 21 3160736, 1 40 21 3165262 phone: + 40 21 3160736, 140 2) 3165262
fax: + 40 21 3161030 fax: 1 40 21 3161030

03.07.2013

RECOMANDARE

Prin prezenta certificam faptul ca in perioada 12.12.2012-20.12.2012, Safetech Innovations S.R.L. a
derulat cu succes contractul nr. 156 din 12.12.2012, privind ,Servicii de identificare si evaluare

vulnerabilitati infrastructura expusa in internet”, avand ca beneficiar Institutul National pentru
Cercetare-Dezvoltare in Informatica - ICI Bucuresti.

Proiectul a avut urmatorul obiectiv:

* Test de penetrare pentru evaluare nivelului de securitate al sistemului ,Romania Top
Level Domain” din perspectiva asigurarii confidentialitatii, integritatii si disponibilitatii
informatiilor gestionate.

Echipa pusa la dispozitia beneficiarilor de catre Safetech Innovations S.R.L. a fost formata din:

* Victor Gansac — coordonator proiect
* Teodor Lupan — expert
* lonut Cernica — expert

Pe parcursul derularii contractului Safetech Innovations S.R.L. a asigurat urmatoarele servicii:

* Pre-assesment-colectarea informatiilor publice disponibile despre sistemul informatic al
companiei (site, inregistrari Whois, DNS, RNC, alte surse):

* Assesment - scanarea vulnerabilitatilor si implementarea testului de penetrare ce a
cuprins in mod minimal analiza urmatoarelor vulnerabilitat ale aplicatiilor web: verificarea
input-ului utilizatorului, controlul accesului, Cross Site Scripting (XSS), Buffer overflow,

tratarea erorilor, injectarea de cod arbitrar, criptarea si stocarea informatiilor in executarea




DE CERCETARE-DEZVOLTARE FOR RESEARCH AND DEVELOPMENT
IN INFORMATICA IN INFORMATICS

B-dul Maresal Averescu 8-10, sector 1 8-10 Averescu Avenue, sector 1
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011458, Bucuresti ROMANIA 011455, Bucharest ROMANIA
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fax: + 40 27 3161030 fax: 140 27 3161030

aplicatiei, erori de configurare a aplicatiei, comportamentul aplicatiei la un atac de tip
Denial of Service (DoS):

Analiza a cuprins atat identificarea vulnerabilitatilor cunoscute folosind unelte de scanare

automate, cat si atacuri manuale personalizate pentru specificul sistemului tinta corelate
cu listele de vulnerabilitati top ten WASP, top twenty SANS.

* Post-assesment-raportul a cuprins analiza rezultatelor descoperite in etapa Assesment si
recomandari.

* Livrarea raportului detaliat in care au fost prezentate toate vulnerabilitatile si riscurile de

securitate descoperite, impreuna cu recomandari pentru rezolvarea lor.

Prin prezenta garantam calitatea serviciilor prestate de Safetech Innovations S.R.L., companie pe
care o recomandam ca partener de incredere in realizarea obiectivelor proiectelor la care participa.

Cu stima,

Institutul Kational 46
V4

rcetare-Dezvoltare in Informatica Wil

Director Genera% %/ Sef Serviciu Tehnic RoTLD,
\_Mﬁ’t
Prof.dr. ing. Doina Banciu ¢s.ing. lonut Eugen Sandu
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