
Serviciul tehnologii informafionale
qi telecomunica{ii

1. Scop

Scopul elabordrii prezentului Caiet de Sarcini constd in clefinirea cerinlelor tehnice,
lirncfionale, opera{iouale Ei de securitate pentrlr proiectarea, llrnizarea, implementarea Ei punerea
in funcfiune a infi'astructurii uttui centru de date (Data Center), destinat asigurdrii f'ulclionarii
cotttiutte, sigurc ;i scalabile a sistemelor informa{ionale critice ale entitalii.

Documentul ale drept obiectiv:
a) stabilirea pararretrilor tehnici minimi ;i obligatorii pentru inliastructura I'l' (servere,

stocare, retea, virtualizare, backr_rp);
b) definirea cerintelor privind disponibilitatea, redundanla si continuitatca opera{ionala;
c) descrierea cerinfelor de securitate hzicd qi ciberneticd;
d) stabilirea condiliilor de interoperabilitate cu infrastructura existent[l
e) dchr-rirea cerinlelor privir-rd mor-ritorizarea, administrarea si mentenanla sistemelor;
0 asigltrarea confbmritdlii cu standarclele qi bunele practici aplicabile ?n clomer-riul

centrelor de date,
Prezentul Caiet de Sarcini constituie baza tehnicd pentru ini{ierea procedurii de achizi{ie qi

evaluarea oI'ertelor, in veclerea select[rii unei solutii care sd corespundd necesitalilor operaliolale
actuerle qi viitoare ale entit[tii.

2. Cerinti generali de eligitrilitate privind securitatea ciberneticl ;i lan{ul de
aprovizionare aplicabilir tuturor echipamentelor, software-ului, firmware-ului si
componentclor de management furnizate

Solulia proputs5, inclusiv toate platfbnnele hardware furnizate, sistemc-le cle operare,
firmwarc-tt1, soflware-ul incorporatt, software-ul de management, componentele de managemelt
clorrcl / pe ba'zi' clc abonat-r-rent, licen{ele Ei toate cornponentele conexe cle suport, trebuie sd he
furuizat[ cle prodr:cittori care nu suttt clasifica]i, identilicafi sau tratali in mod public clrept lirlrizori
cu risc ridicat pentrtt clolueniul fIC critic, telccomunicalii, refele, centre cle clate sau inl'rastructur[
critica cle c[trc institutiilc LJniLrnii LiLrropenc, Grupul de cooperare NIS, I]NISA. alrtoritatile
cotnpcteutc ale statelor utembre ale UIl, ale statelor mcrnbre NATO sau aie altor jurisdicfii caro
aplicd cadre echivalente de cvaluare a riscurilor de securitate ciberr-retic[ ;i securitate nafionalf,.

Nu vor fi acceptate cchipamente, firmware, sisterne de operare, platforrne de management,
componente OEM / white-label / rebranduite sau solulii provenite de la prodr.rcdtori care 1-ac

obiectr"rl unor restriclii publice, c'lccizii de exclr-rdere, interdictii cle achizilie, nrdsuri obligatorii de
clitrliirare trcptati sitt-t urtisuri aplicabile lirrnizorilor cu risc ridicat in infrastrr-rctura critici, din
tnotivc legatc cle sccuritatc cibcmcticii, securitate nalionalf,, sccuritatca lanfului c1e aprovizionare,
iniluenla el Luror stalc tcrte sau oontrol excrcitat de un stat strziin.

Olertantr"rl va prezcnta o declaralie prin care conflrnrd c[ echipan-rentcle propuse Ei toate
cotnponentele esen!iale hardware, solllare, Ilrrnrvare, soflware incorporat, management, suport qi
abonament nu snnt Jurnizate, dezvoltate, controlate sau menlinute de un astl'el de lurnizor
restriclionat satt cu risc ridicat, nici direct, nici prin aranjamente OIIM / white-label i rebranduite,
prin entitali allliate sau priu orice alt aranjament inclirect de fun.rizare.
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1 Infrastructura Servere pentru computing 6
2. Sistem de stocare AII tr'lash 2
1J. Sistem de stocare Backup I
4. Switch Ethernet pentru re(ea de datacentru 4
5. Switch Fibre Channel pentru refea de datacentru 4
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La solicitarc, of'ertantul va prezenta documentalie
publice de reglementare care conflrm[ confbmritatea cu

oficial[ a produc[torului ;i/sau rel'erinfe
aceast[ cerinf[.

3. Caracteristicitehnice

INFRASTRUCTURA CENTRULUI DE DATE

Cod
CPV

Denumirea
bunurilor/serviciilor

Un. de
masura

Cant.
Specificarea tehnic[ deplinl solicitati de citre

autoritatea contractantl
COMPART MIIN'I'UL SIiRVERE
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Irrfrrrstluctura Scrvere
pcntru computing buc 6

Corn puting Server
Manufacturer cligibility and cybersecurity supply-chain
risl<: 'l'hc ploposcd ccluiltntent shall r:ontltly ri,ith the gcncr.al
c1'bcrsccr-trity and suppl)/-cltain eligibilitl, recluircutcnts
applicablc to all components ol'the proposecl clata-ccntcr'
i n 1l'ast ru 0t u rc

Manulhcturer'/ llrand: racltu.rount scrver sultplicd by an
intel rrational 11, recogn izccl entct'pt'i sc scrvcr ntanul aolurcr,
Iiorrn factor: raok-rlount cliassis. ntax. 2U.
Processor: 2 installcd cun'cn1-gcncration entcrprisc-class
processol's. rninintunt 32 colos pcl'processor. aggregatc oachc
citpacit;, o1'at lcast 2ttO MII; supl)ort lbr DDR5-6400 rrrcrrrory.
Nlernory: min. 512 Gll I)DIt5-6400 ILl)lMM installed.'l'he
platlbrrn shall suppolt utcntor), cxpansion through at Ieast 32
I)lN4M slots: at least l6 DIMM slots shall lemnin licc in thc
ollolcd conlltruraLion.
Iloot tlisl<s: urin. 2x 4tl0 Gtl cnlcrprise NVMc SSD installed
and conl'igulccl in I{AID I lirr the hypervisor, Lrsing the
manulircturers ol'licialll,suppoltcd NVMc boot / ITAID
cou Iip.uration.
[!thcrnet adapter: ntin. 2x l\l2|Cbl:a Sl.'1,28 ltolts u,ith
supporL lirr I{oCI:1v2, NVMc ovor 'fCP. VXLAN/VLAN
o1'lload or crprivalcnt I'unctiorrs: urininrunt 2 oompatiblc
l0/25(;b SFP28 AOC cables,3 nr, shall bc includcd,
ll[]r\: min. 2x 32Gb l'C SfP+ polt:; u,ith support lor NVMe
ovcl FCl, rnultipath. NI)lV and ocrtillcd dlivers litr thc proposecl
hypervisor: nrin. 2 original or ocrtilled 32Gb IrC short-u,nvc
tlansccivcrs shall bc includcrl.
Platfonn security: harclr ,are 'l'l'}M 2.01 Sccure Bool ancl
llnlu,arc 1lrotectioti rncchanisnts accorcling to the
tttrrrtrr lirclrrlcr''s criplrlli I itics.
lixpansion: nrin.3x PCIc x 1(r (ien5 slols ol ccluivalent and rnin.
2x OCI) / [,OM slots srrpporting dil'ltrcnt conlrollels / ac]aptels.
Cooling: r'ccluncltrnt hot-s\\,ap I'erns - the r.naxirnunt qLrantity
sulrportccl by thc ploposcd platlbrm.
I)ower supply: 2x rcclLrnclant hot-srvalt po$,er sultltlios. rrin.
l(r00W cach or sizccl b), tl.',. n',n,.,,,,'ltcturcr Iot' thc plol-rosccl
conliguratior.r, cI'licicncy not l<tlvcl tltirn I)lirtirrunt / 94(X,; ltos,er
cords shall be includcd.
NIa na geln en t interlirces : dcd icatcd Ethcrnet ntanagcntcnt port.
local / serial consolc ol eqrrivalent. ntin. 2x LJSII 3.0 ports or
ccl u i yalctll.

Adrninistration/Managenrent: rer.note KVM i'or each scrvcr,
cr:ntlalizeil nranagcnrcnI lbr all scrvcrs. lirnru,arc / ultdatc
policics, scculit;, policies. automaLior.r / orchc:stlaLion ol'
operations; nll lsquirecl lir:cnscs shall bc inclucled Ior thc
I ccl u irccl sr"rlrport periocl.

Security / cryptographic conrpliance: thc ploposccl cclLriltnrent
shalJ plovide crlttclprise-graclc clyptographic plotcction lirr
plaLlbrm sccurity. sccr-lrc ntanagon'lcnl, l'PM, protcr:1ccl
conrmunication chanuels. authcnlication, creclential protcction.
Iinrru,are intcgtritl, control ancl clrive encryption, u,here srrclr
lirnctions alc applicablc in tltc ploposed conligr,rlation.
Cll,ptographic lirnctions usotl lirr'lltcsc 1.rrn'poscs shall be basecl

on cr1,1ttop,,l'apltic tttorlulcs validatecl Lrnder Irll)S 140-2 or FII)S
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140-3. or ol'lioialll,declalcd by [hc nianulhctllrcr as oontpliant
rvith FIPS 140-2 / ilPS 140-3 rcquirements. 'lhis rcrpirentent
applies lo thc rclct,ant cryptographic and scouril"y ltnistions o1'

the ccpripmcnt and shall not be intcrpreterl as a rccprirentent toL
Irll)S validation ol'the entire selver ltlaLlornr as a singlc clcvicc.
Warranty and support: 1he proltosed eclLripntent shall be
supplicd r'vith olljcial nranulitoturcr sclvicc sultport lil at lcast
3 ycars. including. acooss to sol'tu,arc and llrntu,alc trpclatcs.
2,1/7 tcchnical sLlppoit, arrd on-sitc scrvicc rvith rcplaoentent o1'

[riled ecluipnieltt or colnponcnts on sitc, aocolding to l"hc

manu I'ucturer's o fiiciiil sLrppor1 tcrnls.
Support rcgistration antl confirrnation: thc ocluipmcnt shall
bc rcgistclcd on thc o1'llr:ial nranulircturcr st-lllport portal ancl
attaohccl to thc Ilnal beneliciary / or.rslontcr prolilc lbr acccss to
tupdatcs. scculitl, notillorrtiorrs. tcchnical rcconrr.r.rcnclirlions.
scrvicc enlitlcllcnt lnanilp,ct)tcnt and lirtulc sultpolt rcncrvals.
'1'ho biddcr shall ploviclc an o1'llcial cloountcnt issLrcd b1, thc
manulircturel or iu.rtholizccl ntanulacLurel rcllrcscutativc
conlirnring the availabilitl, o1'thc clcclarccl sr-rpport lcvcl fbr the
proposcd crlr.ripmerrt undcl this proourentenL. 'l'hc clocuntent
shall specil), the support tcrnrs, support pcriod, sclvicc t1,pc.

sr.lpport tellitr-rr1, ancl the ntanulitctulcr''s arca ol'responsibilitl,.
and shall cxplicitly conlilnr that rvarranty ancl selvicc sLll)l)ort is

PI'ovidccl dircctly b), the rranul)tcturcr or' through its ol'llcial /
atttholizctl scrvioe partncrs, r,ihilc thc ntanulactr.rrcr rcnrains
rcsponsiblc lilr lirllilling thc lclcvant \\,iu'rauty ancl selvicc

COMPARTIMBNTUL STOCARE $I BACKUP

2x Enterprise All F'lash

30232r r0-
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Sistern de stocare All
I,'lash

N'lanufacturer cligibility and cybersecurity supply-chain
rish: 'fhc plo;rosocl eclr.riltntenl shall r.onrp11, rvith the genolal
c1,bcrseculi11, ancl supply-chain cligibility lccluileruents
applicablc to all coruponents ol' thc proposed clata-ccnter'
in1l'aslnroturc
Manutacturet' / Ilrand: Intc|nirtional11, rccognizecl entcrllrisc

Purpose: Iintcrplisc All Irlash storage s),stcln lirr critical
virlualizcd cnterprisc rvolkloads, [rascd on cnlcrplise NVMe
Ilash mcdia / NVMe SSD / NVMc llash nrochtlcs ol.llcially

Architccture: IIigh-availabilitl, architccture rvith at lcast 2

conLrollers / r:ontroller noclss / storagc nodcs / IIA-pair or
cclu ivalent manufirctuler iircliitoclulc, aLllonlzitic lhilovor, no
single point o1'IailLrrc, rcclunclant data path ancl ntanirgentenl

ivc maitrlenanr:c /
liorm lhctor: l{acl<ntount dcsigtn, Basc conllollel syste m / IIA-
sl,stcnr / controllcr-nocle conlirturatiotr ntax. 4lJ, oxcluding
cxtcrnal disk shclvcs / cxpansion shclvcs usecl lirl clrpircit-r

Media: llnter'prise NVMe SSD'l'LC certilled by,thc
ntanu lirctulcr lirl Drinralt, entclt.rlisc ltlocluction rvorl<

lnitial capacity: Min. l2x 3.uzl'l'13 cnlcrprise NVMe SSD SljD
/ hot-srvap psr s),stem. ol ccluivalcnt rau, capacitl, basc( on
cutclprisc NVMc I'lash moclia / NVMc llash nrodulcs. l)ata-at-
rest enor),ption nrust bc sult1-rolLccl at disk, contlollcr'. sloragc-

lcvcl ol by nn .,, u, un,.nt nrattu litcLitret' ntechalt i snt

Capacity scalability: L)xpandablc to rrin. 2 PB rarv capacitl ,

to thc manu liroturer's oI'licial alch itcctulc.
[{ost ports / interfaces: Support firr Dthclncl l0/25Gbli or
highel n,ith NVMe ovcr' -l-Cl), and l.'ibrc Channel 32Gb or
highcr rvith l.'C and NVMc ovcl F(1. All requircd host adaptols.
optical rrroclr-rlcs. lransccivors ancl liccnscs lirr prrr.jcct
conneotivitl, shall bc incluclcd.'l'hc sLrpplicd oonliguratiorr shall
ploviclc leclundanL conncctivity lirl all scrvcls. SAN / Flthcrnet
lirbrio, storage lirblic and bacltult syslcnts, Alicr connccting all
recluilecl courponents. nt lcast 2.5<Yo o1'aclivatcd liont-cncl host
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I Iost-con nectivity scalability: l'hc oontr.ollcr platl'ornr shall
sr.rpport scaling. Lrp t0 at lcasL 32 liorrt-cnd hosL ports pcr stotage
svst0lu. l,ithout coutrollor ltlatkrrnr reltlaocrnonI ancl ri,itlrout
nranrlator'1, clata ntiglation. Suppor.tccl host-por.1 tl,pcs shall
incltrdc l;C 321(t4Cb ancl Ilthcrnct I0/25(jbt1 or hig.her, u,ith
NVMo ovel IrC and NVMo over'l'CI) sr-r

slots i l/O ntoclulc positions / oontrollcr.-uode adaplcr positions.
or an equivalcnt manulactur.cr-ccr.tilicd physical cxpiutsiorr
ntechanisnt, Iitl host-conncctivity, back-cncl conncotivity,
scrvice / replication connectior..rs and/or oonLrollet.-resotrrce
cxlransion. Irront-cncl Itost ports. logrical por.ts, Iir:ensecl por.ts"

lrlotocol enclpoints. lrtu'rsccivcrs, olttica I rnoclu les arrrl al r.cacly-
installccl llxed onboard ports shall not lro countcci as scparatc
cxpansion lcsoLll'ces r"rnloss thcy oorr.cspond to phl,sical I,CIc
expansion slots, I/O adaptcr slots, I/O moclule positions or.
corrtlolle r'-nocle aclaptcr ltositions docuntcnLcd by thc

Iixpansion resources:'['he contr.oller.platlilrnr rtraiilr..,i,i.f.,,rr
Ieasl l6 contbine( ph1,slc,,1 I,CIe exltansion slots / I/O aclaptcr

ntan u I acturcr lbr' llrc lrroltosecl oonlro I lcr
Illoch protocols: NVMc ovcr'l'CI). NVMe ovcr. IrCl. iSCSI and

lication an(l mctlo / stretchcd storage sccnarios

Iribt'c Channcl shall be inclr.rclccl ancl liccnsecl lor h1,pcr.visor.
connoctivit)/" datastorcs. scl'vct.s, SAN / Ilthcrnet Iabr.ic.

as ccluivalcnt.

NAS / file services: -l'hc primar.y sLor.ag.c shall support NAS /
liie sorviccs in addition to bloclt acccss. NlrSr,4. I or highcr shirll
bc inclLrdcd ancl liccnsecl. NAS / lllc lirnctionalitl,rnal,bc nnlivc
or'1-rlovidcd tltlough 0n intcg.ratcd Illc ser.r,iccs / NAS
cou)poltent 1l'()nt thc san.rc nrantrlirctLrrcr, 0l'l'iciall), ccrtificcl ancl
sulrportccl $,ith the proposed plintar.l, storag.e.
Il'a separatc lllo serviccli / NAS contponont is uscrl, i1 rnLrst bc
part o1'thc santc cntcrprisc storagc architoctulc. u,i1h unitjecl
manu lirclurcl sLlllport, ccntral izcd lrilnagentcr)t and nton itoring.
rcdunclant data path / rnanagcmcnt path and tro singlc point of
I'iriluro. (iene lic NAS sor.r,cr.s not ollicially sultportecl as pat.t ol'
the ploposecl enterprisc stor.agc ar.chitoctur.c shall not bc

Storage features: 1-hin plovisioning, inlinc or post-process
dcduplication ancl oorrpressior.t. volur.r.rc / l.,UN resizc, r,olr.rntc /
LUN clonc. r,olur.r'ro / LtlN QoS, snaltshots, sl,noht.onor-rs and
asynchronous replioation, h1,por.visor. intcgration ancl backult
sollrvalc irltegration shall be incluclccl and li
IVletro / stretched clrrster: Support litr rnctr.o clustcr / str.ctchecl
stottige clttstcr' / active-actiyc / s1,1clir.on6Lrs replicatiol rvith
autonrat ic or tl ansllilrent liri lover. or crpr ivalenl nranu liicttrr.er
llqClgltlit;1,4lg{l1rhc block prorocoIs r"rsccl in rho
Ransomlyare protection: Intntutablc snaltshots / r.ctcntion locli
/ lampcr-plool' snapshots. anornall, clctcolion ancl alcrting to
moniloring sl,stent / SIIiM, or ccluivalent tnanulircturcr
Iirnctionality, shall bc includcd ancl Iir:cnsccl
Non-disruptive scalability: 1'hc systcnt shall support capacity.
por'lbrnranoc, lkrnt-encl conncotivity, biLclt-enrl conucctivil.y
and/ol contloIIcl-l'csoul'ce cxlransion by adding NVMc she lvcs.
cxpansion shclves, oontrollcl' nodos. stor.ago norlcs, IIA-pair.s.
adaptcr moclulcs or crprivalcnt oontpoltcnts. rvilhout plannerl
rlou,ntirrrc lbr corrncctccl hosts / datastorcs ancl rvithout

data miglation to a nsri,
Redundancy: Roclunciant conllollcrs / conlroller noclcs /
storagc nodcs / IIA-components. larrs. por.ver. sr.rpplies, clata
path" ntanagcurent ltalh and bacl<-cnd cortnectivity. llack-end
connectior.rs bcttvcen cotrtrollor.s. shelves. nocles ancl/or
cxpansion ntoclulcs slrall be leclundanl and sizcr.l bv tltc
rnairu lircturcr lirl the doclalcrl
[,-lI'S / cryptographic rnodules: Crl,ptogr.aphio lirnolions usccl
Ior sccurc lllat)agelrcnt. cncr.1,1ttion at-rcsL, 1I.0ter:tcd
lcplicalion. authcnticaliotr, scoLltc conlnunir'lation cltanncls or
othel sccurity lunctions shall Lrse cryptographir: ntoclulcs
valiclatccl undel miu. Irll,S 14.0-2 or olllcially clcolar.ecl bv thc

llli!l!!19_t!ry1_as conrpliant r.vith FII,S I40-2 ntinimum. 'l'his

l)agina 5 tlin l3
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lcquilcmcnl applics only to rclcvanl crl,ptographic nrodulcs and

sccuritl, firrtctions and is not a rcquilenrcnt lilr lrlPS validation
ol'tho e ntiro sloragc :-ystcur as a sinf.,.le clovicc
Mirnagenrent and nronitoring: Incluclctl rranagentcnt ancl

uronitoring solution t'or day-one operation. shorving at least
latcnc1,, IOl']S, throughpul. disk / llash mcdia status. cachc /
memol'y rcsources. host pot ts, back-cnd potts. vohlltles / LlJr,\s
/ shales. cvenLs. alcrts and proactivc rccontmcndations. Sultporl
Iirr lirilurc no(illcations. proar:tive hcalth nronitoring., Lrpdate
lccournrcrrclations. c:altaciLy ltlanning. and intc6rration rvith
cxtcrual tnortitoring s)/s1cn)s and/ur Slljlvl throrrglh AI,l. SNMIT.
s),sl1.l1,, 1;v' cclu i valent sulrltortcd nrcchnn isrl:;
Warranty and service: NlininrLrnt 3 l cals o1' olllr:ial
ntanuljrctuler support. including accoss to sollu,ale ancl
l'ilmr,i,arc u;rclates, r,cr.rclor l;ultport 2417, on-,iite rcplacontr:nt /
on-sitc sulrport o1'lhi led ccluiltrr:cnt or contpon0nts according to
thc manulirctulot 's ol'licial Lornts. -l-hc support Sl.A shall
i:ollcsponcl to thc ploposccl rnanul'actulel suppott lovcl anrl slrall
bc oonllrrnetl by an ol'licial doounront liont tlto ntanuliroturcr or'

authulizecl rnanulirctulcl rcllrcscntativc.'l'hc ccpril-rntcnl shall be
lcgtistclcd on thc ol'l'ir:ial nranulacturer sullporl portal and
assigrrcd to the prolilc ol'the linal bonclicialy / cLlslorner in
oltlcr to rcccivc updatcs. security notillr:ations. tcchtricirl
rccor.nmenclations, scrvicc cntitlcltlent tnanagcntenl and
subscqtrcnt support rencrval
Service support confirrriation: 'l'hc biddcr shall ltrovirlc an

olllcial documcnt lhnr the rranul'ircturcl or aLrthorized
nranulircturel rcprcscntutivc cunlrrrnintrl thc availabilitl, of lhc
dt:clalccl scrvicc support Icvc:l lirr thc ploltosccl ccluiltrnent under
this plooule nrcnt. 'l'he clocurncut shall specif'r,.thc suppor1 tcrrns.
validitl' period. t),pc o1' su'r,icc. support tcrlitorv arrtl
nranulirctulc:r's ulca o1' r'csponsibilitl,. an,.l sha!l cxplicitly
confinr that riailiirrty antl sorvicc sul)port is ltrovidocl b), thc
manulirctulcr dircctli, or through its o1'licial / arrthorizecl sclvir:c
partncrs, u,hile the nranulitctulcl t'crnains responsible I'rrr

lirIIrIIing tlie lclcviint \viln'ant\/ anrl s:clvicc obligations.
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Bacl<up Storage System

ManuI'acturer eligibility and cybelsccurity supply-chain
rish: 'l-he prolroscd cclripnrcnt shall conrply rvith thc gcnclal
cl,bcrsccurily ancl supply-chairr eligibilitl r'ccluircnicnts
applioable 1o all conrpononls of the prttltosccl rlata-ccntcr'
in Ii'irstnrctrrlc

lVln nufactu rer' / Brand : lntcrrrational 11, r'ocogn izccl cntcrplisc
stol'alte nlan ulilctLrr0l'
Purpose: I')ntcr'prisc blocl< SAN storagc systcnt inte ndcrl lirr use

as sloragc capacity lbl backup lcpositorl' scrvcls rvithin thc
[,.aclcLrp in liastructr"r rc

Architecture: Dual-activc cnterplisc storage ooulr'ollcr'
alchitoctrr|e rvilh tu,o hot-swapltablc oontrollels in the siu1lc
slorzrgc systcm, auloruatir: controllcr fitilovi:r. rcclundant host
paths antl no sin1,.le point ol-liriltrrc Iirr blook stst'irg.c aoccss.'l hc
s),stem shall sLrpport unintcrluplcd LLJN / voltrlnc acccss
through the sulviving. contlolier in casc o1' lailure o1' onc
controllcr
I,'orm l':tctor: Itai:knror-rnt chassis. rnax. 2tJ lbr the [rasc sto|anc

Drive [rays: N4ininrurrr l2 hol-srvap drivc slots I'ol crrttilr'isr:
III)l) i SSD mcrlia, 'l'lic systern shall support cxltansion through
cxpansion unils to at leil;t 3(r cllivos ot' ccluivalcnt clocurnentccl
la'"v cagracily.

l)rive nredia:'l'hc systcnr shall usc onterplisc dual-port SAS /
Nl,-SAS III)l)s and/ol SAS SSI)s ol'licialll,sul)portcd b), thc
stolagc nlanulirctulcr, SA'['A drivcs. clesl(top-class ririvos.
NAS-class drives ol cllivcs not ccrtillcd b;,thc storagc sl,stent
manulaolurer shall not bc acccpted. All dclivercd drivcs shall
bc Irol-slvap and aoccssible thlotigh reclunclant controllcr patlts
accolcling to thc nranulirctulcr architccturc.

I'agina 6 din l3
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Delivererl capacity and SSD ircceleration: Minintum rarv
capacity ccluii,alerrt to l2x l4 'l'l) cnterprise IIDD. 'l'hc storagc
corrligLrration shall aclclitionally include at least 2 x cnlcrprisc
SSD drives o1'lioially sLrl.rported by thc slorage nranLrfircturer. 1br.
SSD oacho / reacl caohc / pcrlirnrancc ticr./ accelertrtion /
tlcdicatecl SSD tier or othcr. ntanul'irotur.cr-supportecl
pcr'lirrmancc accelelalion usc u,ithin the ltroposed enter.ltrise
storage aray. All dclivcrcd lll)l) and SSI) drivcs shall bc hot-
su,ap, o1'lli:iall), supportcd / cortillcd by lhc nranulhctur.cr. lirr.thc
ploposecl storage systeltl and acocssiblc througlt rcclundant
controllcr' palhs acoorcling to thc tnarrulitcLurer architccturcr.
SSD drivcs uscd onl;, as geticr.ic NAS cachc in an all-in-one
Nz\S appliance shall not bc considcrecl ecluivarlcr.rt.

llost connectivity: MininrLrrl zlx l(r/32Cib Fibre Channel host
ports with compatible slror.t-rvzivc FC tr.ansocivcrs includcd.
Iriblc Channel conncctivit),shalIbc o]'licially sLrpportcd b), thc
manLrlirctuler lirl thc proltoscrl storagc systent an(l irnplemcntccl
I.hrougth storagc colttrollcr host gtorts / controllcr I/O rnodulcs
tlocrrnrcntccl by, tlrc rtranul'ircturcr lirr. thc proposccl entcr.prisc
storaLle array. 'l'hc Irible Channcl conncctivit), shall sLrltport
ledunclant blocli SAN access, I-UN / r,olunrc pr.cscntation.
zoning. and nrultipath opelation. OpLional Iribre Channcl
tirnclionality irnplerncntecl through gcrreral-purposc server. /
NAS add-on adaptcrs shall not bc usccl as a substitutc lirr thc

_1_0_(Lrli!c! con tro I I er'- bascd l,' i brc Ch an n c I SAN r:on n ccli v i1\,

Block access and nrultipath:'l'hc system shall ltr.oviclc nativo
blocl( slor?rlic aoccss through Itriblc Channel. r,vith sullport li)r
I-LIN / volume proscnlation kl backup repository, servcrs and
tcdundant urultipath aocess. nll r.cquircd licenses ancl
componcnts lirr lcclurtdant Ir(l blucl< irccess shall trc included
Clontroller cache protection:'l'hc s),stcnt shall support
nrirlorecl \vlitc cachc bcl',vccn stotagc controllcr.s rvitlr non-
volatilc / flash-backed / ltorvcr'-loss protcctcd cache protcotion.
or an erluivalent manulhcturcl rncclranisn.r prevcntirrg data loss
in oasc o1'oontloller ol pou,cr lirilurc.
Ilackup integration: 'l-hc solution shall be suitable lil.
intcgration rvith the existing Vccanr [Jacl<up & Il.cplication
platlirrnr as rcpositorl, storirLlc through I.'ibrc Clhannei blocl<
oonneclivity 1o backup / rcpositurl, ser\/crs. SMB / Nlrs / NAS
acccss shrrll not bc consiclct'ccl a substitute litr.thc r.cquircd lIittrc
Channe I blocl< conncr:livity.
RAID / data protection: 'l-lic 

s1,51cp1 sirall supltort onterpr.isc
I{AID / parity-bascd rlata plotccliou suitablc lirr lar.gc-capaci11,
clrivcs ol' lzl 'l'l] or highcr, rvith ntartulirctur.cr.-supportccl
mcohanisnrs lirr sparo capaoity. rcbuilcl control and recluction ol'
robuild impact on systcnt avaiiability ancl ner.lbrniancc.
f)ata-at-rest encryptionl'l'hc s1,51cn1 shall support data-at-rest
encryption / protection using AllS-25(r cncryption. SUD / IrDE
drivcs, storagrc-levcl encryption or. ctprivalcnt ntanulhcturer-
suppoltcil nrcchanisnt. II' cncryption is intplenrcnted a1 thc
storage lcvcl, all rccluired S[]l) / IrDLI clrivcs. liccnses. ltc1,5; /
l<cy-rttaniig.cnroltt collponcnts ancl ootrllgur.ation clcrrrents
rcrprirecl lirr cnabling cncr'1,p1ion shall bc incluclecl. All dclivcrcd
oncryl)tcd drives shall be oI'ticialll, sr"rlrportccl / ccrtiliccl tr1, thc
storago nranulirctrrlel Ibr tlic ltlo;rosecl syslcnt.
Bacl<up inrnrutability: 'l'he soluLion shall allol,
inrlrlemcntation ol' intmutablc rcpositor.y" retentioli lor:l<.
WOIi.M or ciluivalcnt l)rotcction againsL unauthorizccl
moclilloatiorr ol dcletion o1'backLrp clata. Such pr.otcction rna;,
bc implenicntccl at storagle s),stcnl. baokup solttvar.e. opcr.ating
s)/stcrlr. lilc s1,51en1. dcdicaLcd repositorl, scr.vcr. or [racltult
aplrlianr:c lcvcl
lVlanagenrentl Dcdicated L-,thcrnct utnnagcutcnt intcrluco or
crluivalcnt out-o1'-bancl / in-band n'liltagcnlcnt nrecltanisnr
aocorcling 10 the manulircLurcl alchitccture. Wcb-basecl
miuragcmcnl intclfircc and/or CI-l/AI)l shall lrc sultportecl.
Strltport lirr SNMI), clnail alelts. s1,slog, r,crrclor llatlallcllent

lr05-l I--0 I tlit t.z..ll ).0?,3
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tools or equivalcnt ntonitoring ancl tiotilloation ntechanisms

-shall bc providcd
Ilcdundancy: I{cdr.rnclant hot-srvap pou,cr sr.rpplics shall bc
inolucled. l'owcl oolcls shall be inclr.rdcd. Controlle rs. clata paths.
Ihis arrcl exltansion paths shall bc rcclundant accor.cling to thc

llppt2scd nranu I'zrctulcl arch itectur
Veeam Ilackup integration: 1'he storagc s),stcnt shall be
suitablo Iirl intcgration rvith the cxisting Vccaln Baol<up &
Ileplication plaLlblnr as repositorl, stor.trgc vier l.-ibrc Clranncl
blocli oonnoctivity to thc baol<up / rcltository scr\,or. with LllN
/ volunrc prescntation. r'eclunclant FC paths and rrLrltipalh
aocess. Integlertion rnay be inrplenrcnted at repository scrvcr./
OS / Illc system / lracl<u1t soliri,arc lcvcl. SMI] / NIrS / NAS
trocess shall not be oonsidcrccl a substitute krr thc rcqLrir.ed IrC
block conncctivitv
Warranty and support:'l'hc pr.oposccl ec;uiltntcnI shall bc
supplicrd r.r,ith olllcial ntanulirclur.cr.servicc supl:ror1 litr.at lcast
3 1,cals, including ilcccss to sollu,arc anrl Illntrvar.e Lrpdates,
vcnclor tcchnical sultport. atrcl on-silc ser.vice \\,ith r.cplaccmcnL
o1'lirilcd cclripntcnt or coutpoltcnts on sitc. acoorcling to the
rranufhclurer's oI1iciaI sLtltpolt tern'ts
Sulrport registration and confirnration:'l'he cquiltrnent shall
bc lcgistclccl on tlre ol'llcial nranulitcturcr support por.tal anrl
attachcd lo thc llnal bcncliciarl,/ custontcr pr.olilc tbr acocss to
trpclatcs. sccurity notilicirtions. technioal rcoorln.rcndations,
scrv icc ot t i tlontcnl rtraltagcntent ancl lirtur.c sr:1tpor.t rcncrvals.
'l'hc biddcr shiLll ltloviclc an olllcial clocunrcnt issLrccl b1, thc
r.nanulirotulcr ol authorized ntanulircturer rcprcscntative
oonfirming thc availability ol'thc tlcclarccl suppor.t lo,cl lirr thc
proposecl ccpipntcnt Lrnder this procurcntcltl. 'l'lie clooLrntcnt
shall spccily tltc sLrpport tculls, supllort pcr.iod, scrvicr. t1,1tc.
sr.lpport tcrlitoty ancl the n.ran ulaclu rcr.'s arca ol' rcsporrsi bi l itl,.
and shall cxplicitll,conflrm tltat \\,arratity and scryice support is
plovidcd dircctly by thc manulitcturcr or tlirough its olliciai /
atttholizccl serVicc paltners. rvhile thc ntanulirotur.cr rcruains
lesponsiblc 1'or fi"rllilling thc lclcvant warrant),ancl scn,ice
obligat ions

co N,t PA rtTI N,t riNT U t, R Ii'[ ItA S I CON 0CTI V tTAl.ti
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Switch Ethernet pentru
re{ea de datacentru buc 4

Data-Centre Ethernet Switch
Manufacturer eligibility antl cybersecurity supply-chain
risl<: 'l-he ploposed crlrripnrcnt shall conrply rvith thc gcrrer.al
cybcrseoulity ancl sultply-chain cligibilitl, r.ccluircrncnts
applicablc to zrll componcrrts o1'thc pr.oposecl clata-ccntcr
i n ll'astluclu le
Manufacturer'/ Brantl: 'l'hc cclLripntent shall be suppliccl b-y an
irrternational Iv rocog.nizcd ntan u lirotLrr.cr. ol' errtcrpt.iso ancl/or
dala-ocntcl nctrvorl<infl ccluiltntcnt
Chassis: 19" r'ackltroLrnt chassis. maxirlurr.r I tl / I .2U. rvith
lnclimount kit included
Architccture: 'l'hc su,itch shall providc rcclunclant. non-
blocking / I ino-ratc arclritectulc rvith lorv-latcnr:1, lirrrvar.cling
pollirlnranoc and shall bo suitablc Iirr cleltlol,nrcnl as a Ical'/ top-
ol'^r'ack / aggrcp,ation stvitch in a clata-ccntcr. Lllhcrnct lirbr.ic.
'l-hc srvi tch shal l suppolt ad vancccl t-2lt-3 Iirnctional ity recl u ir.cd
Iirl rcclunclant data-ccntet nctr.r,orl<ing. ser.vcr oonncolivil),.
storagc conncotivity. virtualizatiotr 1tlatlbr.nts, backult
inliastruclurc and VXLAN IIVI)N lirtrric clcDloynrcnt.
Ports: Minintunt 48x I/10/25Cbtl Slrlr2tl por.ts anrl mininrurn
6x 40/10()GbU QSFI)2tl ports. S\\,itche s rvith a highe r nunrbcr
o1'40/l00Gb11 QSlrP2lt uplinh por.ts shall bc aoceptccl as
ccluivalent or supcrior'.
InclLrdcd opticai moclulcs ancl cablos: -l-lre dclivery shall incluclc
at lcast
. 24x l0/25Cbll SI.-P2tl I-l{ l0 l<rn nrorlules:
. 8x l0/25Cbll SlrP2ii SR 100 m nioclulos:
. 2x l00Cbll QSIrl']28 l,I{ l0 km nrodulcsi
. 2x l00Cbll QSI-'P2li AO(l / DA(t 3 nr modLrles/r:ablcs.

l'ag,ina 8 dirr I3
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All optioal rnodulos, transce ivcrs and cablc:s shall bc original,
vendor-certilled or ol'ficialll, supported by thc sr,vitch
manuliroLulcr lbr the Drortosed srvitch modcl.
I)erlbrnrance: rlin. sri,itching capacity ol' 4.8'Ibps; rnin.
lblrvardingr perlirrnranoe o1. I.tt llpps / l,tt00 Mpps; non-
blooking. / line-ralc;rerl'olntanoc lirr the ploposed port
conliguration: sul)pr)rt litr lossless lrl.her.net ntechanisnts
rccl u i recl lbr virtual ization, stol'agc tral'l'ic and I{DMA-rclatecl
tralllc.
Pacl<et buffer: Min.32N4l3 1-racltct bul'ltr or cquirialent
trul)tring alchitcclurc validatcd by thc ntaltular:tut.er as suitablc
lirr data-cr:ntcr. storagc. r,,irtLralization ancl losslcss lltlter.nct
rvo llt Ioa cls

ScalabiIity: ntin. 500.000 II)vz1 unioast routcs. ot'an cc1uivalc:nt
nranu lirclurcr'-con llrrnccl l-3 scal abi i ity pro li lc su itab lc lirr data-
ccnter lcal' / agg.rogatiorr rlcplol,plo;i1 niin. 90,000 MAC
acldress crrtlics. 7he ubot,escalabilily ptrranrcter.s shcrll be
c o n /i r n r e cl b1, 6 1 1i c i n, m u rt u fh c' t u re r d ocu n c n I u t i o tt.

l,2ll,3 an<l Ethcrnet fhbric features: /rll lirllorving I'caturcs
shall bc supltortccl ancl liocnscrl. tvhelc licrcnsing is lcquirccl
. VI-AN taggirrgl Illljll 802.1Q:
. LACII) / polt-channcl / lirrlt agt,glogationt
r lrLrnking:
. S'l-l) / I{S'I'P / MS'l'P or ccluivalcnt Ioop-plo,c:ntion

rrrcchan isnrs;
. .ittmbo lt'anrcs;
. r\C[,1

' QoS:. statio r0uting;
. O\l,l:
. llcil, / N4l,_B(il,:
. VXLAN',vith IlCl) l:.,VI)N contlol plane:
. VRIr ol cclrivalunt tlal'lic sogrncntation:
. nrLrlticast sUpport:
. I-LI)I):
. tIDLI) or ecluivalcuI rrnidilccl"ionirl linlt / linl<-lailru.c

cletecli on rnccltan isntt
. DCB / P|C / II)CN I DCIIX / I{oCl;v2-rclateci or ocluivalcnt

lossloss Iithclnet litnctionalitr,.
Multi-chassis linh aggregation: r,l)Cl, MC-t,ACi" VSX. Ml-AG
ot ecprivalcnt tcchrrology cnabling [-ACl) linl<s kr lrvo
indepcnclcnt su,itchos \vitl)out utiutciator)' stacking and rvith
itttlcpenrlcrrt eonlr'ol l)lilt)cs
Licenscs: All liccnses lr:cluirccl lbr thc rcquested L2l1,3,
VXI,AN I1VPN, MLAC / VSX / vl'C ol cquivalent, QoS.
losslcss [:]Lhernct. scoulity, autontnlion. tolcntctr), and
niortitorirrg lirnctions shall bc includcd in thc oll'crccl prico. 'l hc
right to use the roclLtcstcd lirnotions shall be pcrpetual or valid
Ibr thcr cntirc proposecl support peLiod (min. 5 Yeals). u,ithout
lequiring additional ntanclatory subscliptions lirr. the basic
opetulir>tr ol' thc proposccl clata-ccntcr' lirblic. Vcnclor support
subsoriptions arc aoccplcd il'inclLrded in thc ploposccl support
Dackagc.
llcdundant fabric opo ation: 'l he switclr shall suppolt ntulti-
chassis linl< agg.rcgation or r:cprivalcnt high-availability
tcchnologr,. inclrrdintrr lvll.AC / \rSX / vl)C or cqLrivalont.
al lori,ing t crlLtndlrtt conneclion o1' sorvcrs, sto|ag.c sl,stcnts and
rupstroanr/tlorvnsttciul netu,'orl< dcvices rvithoul. a single ltoint oI'
liri I rrre

Security anrl MACSec / link encryption: 'l'lrc su,iLch shall
support sccure nriutagcntellt via SSI Iv2, I l'l"l'l,S/'l'1.S.
SNIVIPv3. r'ole:-basecl accoss contlol. I{AI)lLJSi ancl/or
'l ACAClSr. evcr:t loggingr ancl integraLion rr,i1ir cxtr:r'nal
rnonitoling / SiIEM syslcms. 'l'he switch shall support IlllilJ
ti02. lAI.l MACScc / AIIS-25(; or e(luivalent haldu,alc-baserl
link crrcryption on at least 2 x 210/l00Gblr QSFl']2tl uplinl< /
backbone polts intcnricrl lirr inlcr'-srvitch. bacl<bonc. intcr-siLc
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or othcl conncotions cxposod to a potontially untrustcd
cnvironment.

l'll'S / crylltographic cornpliancer FIPS 140-2 / Irll,S 140-3
t'cquilcntcnts shall itpply to thc lolcrrant crl,ptogralthic modLrlcs
ruscd lbr sccLlrc ntanaL{cntent, aulheuLication. encr.yptccl
conrrnunication" MACScc / linl< cncrl,ption or othcl.
crl,ptographic lirnctions, aooolclirrg to o1'llcial ntanulirclurer
doounrcrrtirtion
Automation, nronitoring nnd telernetry:'l'he srvitch shall
support 0ut-ol'-band nlanagentcnt, dedicaled consolc 1tort.
tuininrunr I x 100/ I000Base-'[' uranager]ren1 port. I{tlS'l' AIrl or
ocluivalcnl ltloglanrntable intcrlirce. SNMIT. sl.-lorv i NctFlorv /
l l']ltrlX or ocl u i valcn I telentcl.rl, and rronitori ng ltrcclran isnts.
Nlanagerncnt: Dcdiottcd consolc port an(l ntinintrnt l x
I 00/I000Basc-'l' ou1-ol'-band ntanirgcnlcnt lrorl
Redundancy: Minimunr I+-l hot-su/appablc pou,cr supplics
anrl hot-srvappablc thns rvith N-t- | reclunclanoy. tlirllottt
direc'tion sholl be suitcrblc fbr tlte ltroposecl rucl< lcryotrt
Warranty antl support: Minintuni 3 ),cat's o1'ol'1jr:ial
manulircturcl sullport. inclutlingt solhvare / llrmr.r,ar.c ultdatcs.
Noxt []usincss Day halclu,alc rcplacoment and veltclor slll)port.
'I'ho equipmcnt shall bc registcrcd on thc ol'llcial vi:nclor sultport
poltal anci attachccl to thc llnal bcncliciary / oustorner prolrlc lbr
acoess to support rcneu,als. ultclates. rrotillcations ancl
rcoonirncnclations. The biddcr shall ltr.ovidc an ol.llcial
cloournent 1l'onr tlic rlanufircturcr or authorizecl nranuliictur.er.
roprcsontal.ive oonlilrning the availability ancl conclitions ol.the
proposccl supl)ort lcvel lbr thc ol'f'crcd ccpripnrcnt uncler this
llrocurcnrcnt. 'l-hc clocuntent shall specili, thc sultport tcr.nt.
scrvicc type. supllort tcrritory and rnanulitoturcr rosponsibilill,.
and shall cxplicitly conllrm that \\,arrant),and scr.vioc support is
plovidcd b1, thc manulirctLrler clircctly or through its ofllcial /
atrthorizccl sclvice partncrs. rvltilc tlrc ntanulircturcr rcntailrs
responsiblc I'or I'ullilling thc rclevant wirrraltly ancl selvicc
obligations

302321 l0-
8

Switch I.ibre (lh:rnncl
pcntru rc(ea de
rl atacen tru

buc 4

Storage Area Network (SAN) Fibre Channel switch
NIa n u tirctu rer' / Bra n d : I ntcrnati onal 11, rccog.n izccl cnlcrprisc
SAN / Iribrc Channcl srvitching manufirctulcr'
iVlanulircturer eligibility and cybcrsecurity supply-chain
risk: 'l'he ploposcrl ecluiltntent shall oontpll, u,ith the grencral
cybclscculity and suppll,-cltain cligibility locprircrnents
applicablo I.o all courlroncnts o1'thc proposed data-ccnter
in ll'astructr-rre

Chassis: rackntour.rt chassis 19" rvilh irtr:luded racl(ntount I(iL.

Architecture: [}ttcrprise SAN stvitch arohiteoluro rr,ith nou-
blocking / linc-ratc Iriblc Channol slvitching, Iow latcncy,
rcdunclant lirbric opcration and suilahiliL), Ibl nrission-cr.itical
storap.c. vi rtual izalion ancl backup tvorkloacls
Ports: Mininrunt 24 x (>,1Cb Fiblc Cltannel ports. At lcast 8
ports sllall bo acLit,atccl arrci liccnscd in thc sultpliocl
conliguratiorr. 'l'hc srvil-ch shall sLrpport lurthcr port aclivation
r"lll to thc |cclucstcd pol't oot-lut rvithoLrt |cltlacing thc chassis.
Min. Il x 32Cb or (rzlCb l.'ihrc Clhanncl shorl-rvavc transccivcrs
ancl ntinintum l x (r4(-ib Fibrc Channcl long-rvave l0 krn
transceivcr must bc inoludcd. All supplicd tlansceit,cls shall bc
original. vcnclor-ccrtilicd ol ol'licially sr.rpportcd by the su,itch
rnanuliroturcr lbr thc ltloltoscrl srvitch ntocle l.

Fa b ric fentu res :'l'he lbl lorvi n g ltalurcs shal I bc su1-rltortecl ancl
liccnsccl. rvhcrc liccnsing. is rccluirccl: lribre Clhanncl zot1ing..
ISl, / tl-port I'irblic conncctivitl,. trunl<ing ol ccluivalcnt linl<
agLtrcg.ati on. IrIJC or cclr i valerrt l inli rcl i ab i l itl, ntechan isrn, QoS
/ tralllc pliolitization" Iirblic scg.nrcntation throug.h VSAN /
Viltual Fablics / Iogical srvitclt / litbric ltaltitionilrg trr
cc1rrivalcnt rnanulirctr.rlcr firnotionalitv.
NVNIe ovcr FC: 'l'hc srvitch shall support NVMc ovcr Ii'ibrc
(lhanncl lirl conncctivity bctrvccn 1'rloposcd servcls. SAN
firblics ancl prinrarv stotagc systclns.
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NPM nccess gatervay: -l hc srvitch shall supporl NI,IV ancl

NPV / Accoss Cal*va)/ / F-porl trLtnking or cquivalcnt
manulhclur0r hrnctionalitl, fbr scalablc ancl rcdurrdant sorvcr.-
to-litbric connectivitl,.
ln-flight encryption: I-hc srvitch shall suppor.t AIrS-256 or
eclr:ivalcnt in-fiitr1ht enoryption 1ilr. inter-s*,itch / lirbric linl<s.
u,hcre such encryption is uscd in thc ltr.oltoscd ar.chitectur.c. II.
additiortal licenses arc lecluirccl lirr l.his lirnctionality. thel,shall
bc included
[,icenses: AII liocnscs lcquired litr.thc rcquestcd port aclivation,
Ihblic serviccs, zoning. ISL / trLrnl<ing. QoS. NVMc ovcr IrC.
NPIV / accoss g.atewil1, lirnctionalitl,, secur.ity, ntonitoring and
rnana8.ctnenl ltatr,rles shall bc incluclcd in the ol'l'cr.ecl pr.ice.
I.,iconses shall be pcrpctual or. r,alid litr. thc entir.e ltroposed
supl)ort poriod. II' tlte rlarrulactut'cr. pr.ovitlcs such licenscs only
as subscliptiolt-basccl liccnses. the subscriltlion ;reriod shall bc
at leasl 5 yczirs.

Management: Dcdicated cor.rsolc port and ntinintunt I x
I00/I000llase-'l out-oIbancl nranagemcnI port.'['he swilch
shall sLrppolt sccr-lre nranagenrenL through I I'f1'PS / l'l-S. SSII.
SNM I'}v3 ur cqr r ivalcnt sccure ntaltzigcnrent ntcchani sn.rs.

Monitoring and diagnostics: 'l'hc switch shall suppor.t lhbr.ic
nronitoring, port stalisti0s. evcnt lo51s, zrlerts, clitrgnostir-.s.
SNMI'} / s5,slog ol cclr"rivalcnt intcgration with cxtcrnal
nronitolinp. systgnts.
Ii,edundancy: it4inirnum l.t I ltot-swappablc 1tou,cr. sultltlics
ancl reduntlant hot-srvaltltablc lirns rvith N+ I or ccluivalcnl
rcclunclancl,. Air'1lori, clircction shall bc suitablc Ibr. the pr.oposcrl
racl< la1,out. Pori,cr corcls shall be inclurled.
F'lPS / cryptogr:tphic compliance: Iror cr.S,pkrgraphic
lirnctions rrsccl lirl sccru'c tnatragollent" autlicntication.
cnor),ptecl contrnun icaliorr. i n-ll i ght cnr:11,ption or. othcr. sccurily
Iirnctions, crl,ptogllaphic moclulcs validatcd uncler nrin. [.'lpS
140-2 or of)icial11, dcclared by the nranulirctur.or as contpliant
ri,ith min. Irll)S 140-2 rcquilernents shall be Lrseci. l'his
lcquireme nl apltlics only to rclcvarrt crl,pkrgraphic ntoclules ancl
scouri11, 1'r-rnctions and shall not bc intcrprclcd as a t.cqrrire nrcrrt
lbr F'll'S validation o1'thc cntilc srvitoh as a singlc clcviuc.
Cortil'ications and cont pliance: 'l'he ctpipntent shall conrpll,
u,ith applicablc CII lcquilcrrerrls ancl manulirotur.cr. quali11, /
c,n_v-inrrrnrentnl nranagcntenl starrclalrls. ri,hcrc apltlicable
Warranty and support: Minirnunt 5 years ol' ol'licial
manuliu:tulcr support. inclurling aoccss Lo solirvarc / tlrnt.uvare
updates, r,enclor supltort and Ncxt Llusiness Day har.clwarc
replaocrnenl or belter aocorcling kt thc manufaotur.cr's ollicial
sr.rpport ternts
Support registration and confirmation:'l'he ccpripnrcnt shall
bc legisLcrecl on thc ol'lrcial ntanulircturcr. sLll)llorl portal ancl
attachcd Lo thc final beneliciarl, / cuslonrct'plolile lirr access 1o
support lcnovals. Lrpclatcs. scr:ulit1, nolilications and tcchnical
rcooururcnclatious. I'hc bidclcr shall proviclc an ollioial
cloclnlcnt lirrl the rlanrrlircturol or authorizccl rtraltulirclur.cr.
rcllrcscntativc conlilnring tho availability of' thc clcclar.ccl
sr.lpport lcvel firr tlte ltroposcd crluipnrcnt undcr this
procllrcnlent. 'l-hc docuntcnt shall spccil), thc sullport tcnl.
sclvicc lype^ support terlitor'1, ancl ntanufirolt-n.er responsibi l ill,.
ancl shall conlllnr lhat \\'al'ranty ancl selvice support is pr.ovidcd
dircctly b), thc ntanulactiller or through its ol'llcial / nuthor.izecl
service partner'

COMPART N,TBNTUI, SOFT
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Soft cle virtualizare buc I

Virtualization software
'fypc: Barc-nrctal vilLualizatiun platlirlnt rr,ith support lirr.
haldrvalc-assisted virtualization on thc CPLJs o1.thc pr.oposccl
conll.ltrtirrp. scrvcls
ll a rdrva re conr pati b il it5, :'f he vi rtual ization so llwiu'e shal I be
o11)cially ccrtillcd / supportccl b), thc 1,lr'1n.11zatior.r sollrvare
vertclot lirl opelaliorr on lhe proposcd solt,cr haldtvarc.
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Gucst operatinB systenrs: 'l'hc platlorrn shall support a1 least

the lollou,irtu gucst opcrating, syslents: Windou,s Sorver 20 16.

2019, 20?-?-. 2025: SLlSll Linux: LibuntLr LinLrx: llerl IIat
l:)nlclprisc Linux: (lcntOS Lintrx; Miclosoll Winckrri,s l l I,ro.
[)rimnry storage integration:'l'he r,irtualizntion sollrvalc sltall
support the proltosccl [)rinrary Stora5_tc Metro / slr'clchcd clustcr.
via at least NVMe ovcr Iriblc (lltanncl protocol.
Iixtcrn a I d atasto re su plto rt: l'hc v irtual iziitiorr so llrvar.c shal I

sul)port datastolcs on cxtornal storage throug.h iSCSI, Itibrc
Channcl and NFSv4 or highot'.
Management console nvailability: 'l hc virtualization
nriuragement console shall support lligh Availiibilitl, nrodc in
acli i,c-passivc ol acl.i vc-acl ive con lj!,.uration,
Core virtualization l'eatures:'l'hc platlirrrn shall inclr-rde aud
licensc thc lirllor,r'in1r ILrnctions: VirtLriil Mar:hinc IIA. Vir,tual
Machinc Livc Migration. DistlitrLrtcd Sr itch. I)isrributed
I{csourcc Soltcclulcl or cquivalcnt resoLrr.oc-balancing
nrcchanisnr. \/M snaltshots arrd r,'l'l,M 2.0.
Zcro-dolvntirnc \zN,I rniglation: lhe lllatlur.m shall sitltport
tttiglation ol'rLrrrningl viltuirl nrachincs Ihrrr our, hosI to anothcr
rvith zclo dor,i,nl"intc.

Zero-dorvntirne storage migration: 'l'hc platlbrm shall
support n'riglatiorr ol'nrnrring virtual ntachincs liont orrc
(lirtastorc to anothcr witlt zero clorvntintc.
Autornation antl scripting: l-hc platlil'rn shall supllort
cxccution of scripts, incluclitrg shcll, bash. Porr,er.Shcll or
ecprivalcnt, cluring Vi\4 provisioning, r'naintenancc or
automatiorr rvolltllou s.

Storage-baserl snapshots:'l'hc viltuirlizzrtion sollrvare shall
sLlppolt nativc ur ollicialll, cortil'icd inte:lrration lbl elcating
stolagc-basccl snapshots o1'viltual ntachincs orr the ploposccl
Primalv Storap.c Mclro / stt'otchccl olustcr.
Bacl<u1l integration: 'l-ltc viltua)ization sol'lrvarc shall be
nativcly inleg.ralecl or ol'licialll' supl)oftc(l lirr integration u,ith
thc cxisting Vccanr llacl<Lip & Iioplicarion r;latlurnr.
Security and identity integration: l'hc lrlatlirrrn shalI support
Mrrlti-[i'ao1or Authcntication al)d integration rvith ]Vlicrosoll
Winrlori,s z\ctivc [)ilcctoly.
l,icensing: 'i'hc virtualization sollrvare shall bc licensed lor all
CPU colcs or sockcts installed in the plol:roscd ctrntprrlirrg.
sel'\'ers. accolcling to thu vcnckrr's licensing nrodcl. 'l'hc !icc:nsc
shall bc ltorpetual with ntininrurn 3 ycars ol'r,cndttr. support. or
sLrbscription-basccl tvith liccnsc anci sLlpllort irrcludcd firr.al lca:jt
5 )'eals.
Vendor supl)ol't: Vcndol support slrall bcr inoludcd rvith
24171365 rn,ailabilit), lbr thc rccltrilcd suppoi.t periorl
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[,ucriiri rlc instalare si
corr ligrr rtrc cch i;llr rrt errtc

set I

PIrl,sical instailation ol'thc cctuiltntcnl irt raclis. couucction ol'
purvel supply. labcling. o1'e quiprnont aud caltlcs, conlig-r.rr.atiorr
ol' scrvers irntl tltc centralizocl scrvcr lliltagcntonl arrrl
monitoringl systcnr. conligLrlation of lhc primarl, storagc in
nrctro clus(cl ntode, conlig.r.rratiou ol' the virtualization systent.
conliguration o1' nctrvolk cc1ui1'rntcrrl ancl oonncction ol' such
ccluipnrcnt to thc iritport nctrvolh, conligurzitiort o1'a VXl,z\N
thbric. Vl.ANs, OSl']F. ll(il'} ljVl,N and netr.voll< lrallic flhcring
rtrlos. oonligLrlation ol' trvo inclopcnclcnL lriblc Cltanncl Iabrics.
antl nrig.r'ation ol'viltual anci phlrsicnl ntachines [r'om lhc
cxisting ai|port inliastnlctt-lro.
(Jonli5rrrlation o1'thc bacliul-r systcnt aud ils connocliorr to the
hypervisol ancl stolagc. iucludirrg tcsting ol't arious dilta ccntcr
I a.Lrlt-tolcrancc sccniLrios.

302,32t I0-
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lnstruirc personal I'f ore 2A
'l'cchnical tl'ainiltg lirr I'l'ltersonncl orr platlilrnr a<lntinistr.atiorr.
nronitoling anrl rnainlenancc, rviih il c0tti ('icato ol' parl ici pirtion.
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Supolt tchnic post-
i rn 1l lenr en ta re

luni t2

l{cmotc / tole lthtrnc silpllort IoI qucsti0rrs" t|oLrblcshooting arrcl

consulting. u,ith local intclvcntions irr cnrolg.cr.tcy cascs lirr l2
Irorrths allcr dc:livcly. availabk:2411 at'ttl inr:lrrdcd in thc
\\'arta I) ty.
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1 . StatLrt de parteuer o{icial in Republica Moldova al llec[rLri proclucdtor al componentelor soluliei
of'eritc.
Cottflrntarea ar-rtcnticitilii procluselor, a provcnienlei legalc qi a dreptului de livrare, suport qi
garan[ie pcntrtt solu]ia oI'critd, prin clocun-rcnte emise dc procluczitor, clistribLritor oficial, partener
atrlorizat sar.t altd entitate abilitata in lanlul oficial r.le clistLibu{ie/suport,
Confirurarea capacitS.lii de prestare a serviciilor de garan(ie, sr.rport tehpic si mentenantd pentrLr
fiecare tip de echiparnent ol'erit, pe teritorir-rl RepLrbJicii Molclova, clirect ,u.i prin
parteneri/centre de service autorizate, cu respectarea nivelurilor lrinime cle seryiciu solicitate .

Min 1 proiect realizar in ultimii 3 ani cr-r procluse similare, cle con'rplcxitate sirnilara si suma nu
nrai ptrlirr decit 60Yo ale of.crtei

2.

J.

4.
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