TOV TUY
& XONTECH

Informafii generale despre ofertant

1. Date despre Prestator/Furnizor (persoana juridica/persoana fizica)
1.1 Denumirea completd/ Nume, prenume: “Xontech Systems” S.R.L.
1.2 Forma de organizare juridica: Societate cu Raspundere Limiata
1.3 Codul fiscal/IDNO: 1018600044509
1.4 Numarul si data inregistrarii de stat/expus politic (Da/Nu): Nr. 1018600044509 din
22.10.2018/NU
1.5 Sediul si adresa juridicd/adresa de domiciliu: MUN. CHISINAU, SEC.RISCANI, Alexandru cel
Bun nr.85
1.6 Numarul de telefon, fax, email: +373 22 876 583, office@xontech.md
1.7 Persoana imputernicita sa deschida si sa gestioneze contul
1.7.1  Numele, prenumele: Vicol Irina
1.7.2 Data silocul nasterii, IDNO: 07.09.1989, 2004003059285
1.7.3 Adresa de domiciliu: MDA DurlestiStr.N. Testemiteanu 24/2 ap.2
1.7.4 Functia detinuta: Administrator
1.7.5 Telefon, fax, e-mail: +373 22 876 583, office@xontech.md
1.7.6  Expus politic (Da/Nu): NU

Data: Semnatura prestator/furnizor
L.S

Digitally signed by Vicol Irina

Date: 2022.07.06 08:13:48 EEST

Reason: MoldSign Signature

Location: Moldova
S.C. "XONTECH Systems” SRL. B.C. “‘Banca Comerciala
IDNO: 1018600044509, TVA: 0610683 Romana Chisinau” S.A.
Adresa fizica: Str. Stefan cel Mare si Sfant 73/1 Filiala 2 Puskin, Chisinau, RM.
NBC - National Business Center, of. 101 Swift: RNCBMD2X504

MD-2012, Chisinau, RM. IBAN: MDO9RN000000022240011698
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Despre noi: @ xonTECH

1. Compania “XONTECH - oferd servicii in
domeniul consultantei, certificarii, auditdrii,
integrarii sistemelor informationale &
securitate pe piata din Republica Moldova.

2. Cu sute de proiecte implimentate pe
diverse solutii, cu zeci de certificdri si
consultante la nivel national si international,
“XONTECH’ devine unul dintre cei mai
importanti jucdtori de incredere in ceea ce
priveste furnizarea solutiilor catre clienti.

Push ON
Technology

3. XONTECH® are o echipd profesionistd
formatd din specialigti cu competente
dobdndite din experientd si studii

intensive, adaptate necesitdtilor actuale
domeniului IT & tendintelor internotioncle/
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Activitate ® XONTECH

= |ntegrator al sistemelor de Securitate i
IT;

= VAnzarea si implimentarea solutiilor
informationale Software & Hardware;

= Consultantd IT Security & GDPR,;

= Consultantd & Certificarea sistemelor de
management;

= Auditul de securitate si managementul
infrastructurii IT;

= Servicii de Penetration Testing;

, - = Cursuri gi Training-uri IT & CyberSec;

= Consultantd in business & Marketing. r
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Solutii Cyber Security :

Layers:

Cyber Security - Antivirus,
Advanced Threat Defence
(sandboxing), EDR &
honeypots;

Clasificarea informatiei,
etichetarea & marcare ei:

DLP & User productivity (de
prevenire a scurgerilor de
date/a datelor cu caracter
personal)

Mail & Web Protection;

WAF (Web Application
Firewall)

Database Protection;

Layers:

Vulnerability Management;

Audit & Manage - SIEM (log
mcmogement ;

NGFW (echipament de
protectie a retelei):

Back-up, arhivare, replicare
si Disaster Recovery;

Monitorizare &
management
infrastructurd;

PAM (Managementul
priveligiat al occesului);

Audit de Securitate;

& XONTECH

Layers:

Autentificarea multifactorial&
— software and hardware
tokens (OTP & SSO):

ITSM (deservirea organizatiei
si a clientilor acesteia) &
Asset inventory

Penetration Testing (intern &
extern).

Encryption - Criptare layer 4,
dynamic (simetric si
asimetric ), Site to Site;

Mobile Security Management
(UEM);

Forensics (investigatii
criminalistice).
Confidential



Solutii de securitate informationald

Layers:

« Antivirus, Advanced Threat Defence
(sandboxing) & EDR:

L 3

Together is power.
F-Secure.

- DLP (prevenireo scurgerilor de date/a
datelor cu caracter personal),
Clasificarea informatiei, etichetarea &
marcare ei:

rorcepoint U McAfee
Together is power.
DIGITALGUARDIAN ABQﬁl)EnggnQaﬂameS

™  UMcAfee  Gmem

Q) XONTECH

Layers:
- Mail Protection (Proxy):
. |
rorcepoint | ~4

F-Secure.

« Mail Archiving, Discovery, Investigation:

7 archiva

. Web Protection (Proxy):

rorcepoint U McAfee

Together is power.

- Database Protection & Platform:

J McAfewef ORACLE:

Together is power.
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Solutii de securitate informationald ® xoNTEcH

Layers:

+ NGFW (echipament de protectie a
retelei):

rorcepoint
sco:ﬁhwgsgsbngeljsq{g C I S c o ™

. SIEM (audit & log management):

Cilichtee m R

Together is power.

« Scanared vulnerabilitdtilor:

<> (Utenable (-\
F-Secure. acuneltix

Layers:

« Autentificarea multifactoriald,
Certificate PKI, PAM (accesul privilegiat
al utilizatorului):

wozzo @ O THALES
OneSpan

« Back-up, arhivare, replicare gi Disaster

Recovery;
VeeAM D& LTechnologies
Acronis druva
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Solutii de securitate informationald ® xoNTEcH

Layers: Layers:
« WAF (Web Application FireWCIII): « Penetrare Testing (intern & extern):
® oY
® AUSTRIA
CERTES
NETWORKS 4 milestone
« Mobile Device Monagement/ Unified
Endpoint Management: « Forensics (investigatii criminalistice):
@ Mobilelron !'?
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Solutii de securitate informationald ® xoNTEcH

Layers: Layers:
« Monitorizare & management - Sisteme de operare, baze de date,
infrastructurii: platforme de acces on-site si remote, etc.
PRTG () MICRDO" 1 1 -
ipswitch -
HEOTN%OORRK DFDEUE Secpme.(:ontrol. Perform. . M!croso.ft TeamViewer " AdObe

- Asset Inventory, Discovery, Analitycs

(inventariera infrastructurii IT) : 200Mm s [ IEE:
L N | d MICRDO"
O S D e SUPER INTiE:;\ADC:IiVDEII:lLAT PANEL SHARP
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Q) XONTECH

Solutii de infrastructurd hardware si software

. PC/Laptops: 3. Storage:

D&AL lechnologies

SLLLLELT
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CISCO.

NEC

& L/
Mikror ik
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NEC Solutie de Unified Communication AVAYA

Solutie de telefonie
(analog, digital si IP);

Solutie de Video
Conferintd;

Solutie de unified
Communication — 3C;

Solutie de Audio

o Face Recognition
Conferintq;

(solutia Nr. 1 — global);

Solutie de call center/Contact
center;

Solutie de ngtiintare &

Solutie dip DECT,; .
alarma.

& XONTECH



Serviciile aditionale:
Q) XONTECH

- Servicii de redlizare a infrastructurilor IT si configurare ale acestora:

 Crearea topologiei retelei
 Crearea utilizatorilor si integrarea lor in AD (Active Directory);
 Crearea politicilor de acces si rolurile pentru fiecare utilizator;

 Auditul infrastructurii existente si imbundtdtirea acesteiaq;

« Scanarea infrastructurii de vulnerbailitdti si remedierea lor;

- Plan de dezvoltare si modernizare ifrastructurd: servere, storage, router, switch, etc.
- Back-up si Disaster Recovery;
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Serviciile aditionale de certificare si instruire:

TUY

AUSTRIA

- Servicii de Cyber Security;

- Certificare si consultantd pe sistemele de management in baza standardelor ISO si nu doar:

ISO 9001:2015 — managementul calitdtii;

ISO 27001:2013 — managementul securitdtii informationale;

ISO 27701:2019 — managementul informatiilor cu caracter personal (GDRP);
ISO 22301:2019 — managementul continuitdtii afacerilor.

« Cursuri de formare in baza standardelor ISO si nu doar:

Auditor Inter Securitate informatioanla conf. ISO 27001/27001:

Specialist Securitate informationald;

ITIL Foundation;

PRINCE2 — managementul proiectelor;

ISO 37001 — Anti Bribery,

Business Continuity Management in baza ISO 22307;

GDPR Foundation — Data Protection Officer;

Managementul si analiza riscurilor securitdtii informationale conform standardelor ISO 31000 si ISO 27005;
Curs instruire si certificare MikroTik Certified Network Associate, etc.
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Contactele noastre!
Q) XONTECH

We belive in trusted partnership with each customer and partner. This objective is achieved through
the implementation of successful projects, consulting and solving customer issue, integration and
implementation of IT solution and best marketing tools to move further each customer business.

XONTECH Systems — Push on technology.

Tel. +373 22 876 583

73/1 Stefan cel Mare si Sfant st.,

NBC - National Business Center of. 101
Republic of Moldova, Chisinau, MD-2012
office@xontech.md

www.xontech.md
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