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Location: Moldova

CURRICULUM VITAE

Rolul propus in cadrul proiectului:

Nume: Gheorghe

Prenume: Miron-Gabriel

Nivel Educatie: Studii superioare 5 ani
Institutia Diploma obtinuta si
(de la Data — la Data) nivelul de scolarizare
Universitatea POLITEHNICA din Bucuresti Diploma de Licenta
Facultatea de Electronica si Telecomunicatii 5ani - Zi
Perioada 1991-1996

P wnNPR

5. Pozitia profesionala actuala

Consultant securitatea informatiei
Activitati si responsabilitati:

e Manager de proiect

e Audit IT si de securitate

e Trainer

e Teste de securitate ( teste de penetrare, evaluarea vulnerabilitatii sistemelor, testarea
securitatii colului sursa al programelor)

e Analiza forensic



Calificari relevante pentru proiect (ani experienta)
-Experienta in domeniul Tl - 1995 — prezent
-Experienta audit de securitate — 2003 — present

Experienta profesionald/ Experienta audit de securitate

2019- present

Purple8 Solutions, Bucuresti

CEO, Consultant securitatea informatiei

Manager de Proiect

Trainer de securitate

Furnizarea de consultanta IT pentru servicii |oT si securitate cibernetica,
Efectuati teste de penetrare, evaluarea vulnerabilitatilor, analiza codului sursa si
servicii de analiza criminalistica/forensic

Proiecte:

2022

2022

2022

2022

— Eau de Web, Bucuresti

servicii de consultanta IT pentru proiecte loT
teste de penetrare, evaluarea vulnerabilitatilor, analiza codului sursa
asigurarea calitatii in procesele de dezvoltare conform bunelor practici ITIL

- Bynet Consulting, Bucuresti

servicii de vulnerabilitate si servicii de penetrare pentru aplicatii web si mobile
servicii de vulnerabilitate si servicii de penetrare pentru infrastructura de retea si WiFl
Servicii tester cod sursa aplicatii

— MIXT ENERGY , Bucuresti

servicii de audit IT a “platforme informatice inovative pentru automatizarea
proceselor de crestere a plantelor in mediu controlat si monitorizarea acestora prin
intermediul serviciilor cloud—GreenHouse |oT”; a fost auditat nivelul de securitate al
sistemului informatic dezvoltat si asigurarea respectarii reglementarilor privitoare la
datele cu caracter personal

servicii de penetration testing pentru infrastructura loT

— Banca Romaneasca, Bucuresti



servicii de analiza digitala forensic pentru a sustine o investigatie in cadrul
departamentului juridic

2022 — TrustChain, Ploiesti

servicii de audit IT a “platformei unificate inovative de comunicare si control al
echipamentelor integrate in casele inteligente”; a fost auditat nivelul de securitate al
sistemului informatic dezvoltat si asigurarea respectarii reglementarilor privitoare la
datele cu caracter personal

2020 - 2022 - Banca Romaneasca, Bucuresti

servicii de optimizare a solutiei SIEM IBM Qradar

Optimizarea procesului de raspuns la incidente de securitate cibernetica prin
desfasurarea de exercitii pre-planificate, lansand atacuri cibernetice specifice,
emuland tactici, tehnici si proceduri (TTP) si asteptand ca echipa interna sa indice
detectarea atacului, identificand astfel orice slabiciuni in procesul de raspuns la
incidente.

2020 - 2022 - Sesiuni de training pentru produsele IBM Qradar, IBM Guardium, |12

2015 -2019

Consultant securitatea informatiei

Participarea in cadrul misiunilor anuale de audit la CEZ Romania, in calitate de auditor
ISACA si pentru realizarea testelor de penetrare ca support pentru misiunea de audit

2005 - 2019

Transfond SA, Bucuresti

Expert Securitate Tl

-coordonarea proiectului de dezvoltare a cadrului SMSI, politici, standarde, controale
de securitate in scopul certificarii organizatiei in confomitate cu 1S027001;
-implementarea si gestionarea programului de securitate in cadrul departamentului
TI

Implementarea bunelor practice oferite de COBIT si ITL in cadrul proceselor Tl
gestionarea proiectului de autorizare si acreditare a organizatiei ca furnizor de servicii
de arhivare electronica in conformitate cu prevederile legii 135/2007

participare la elaborarea regulilor de acces a bancilor in cadrul Sistemului Electronic
de Plati ,SEP

efectuarea prin sondaj a misiunilor de audit la participantii Sistemului Electronic de
Plati privind conformitatea si respectarea regulilor de sistem



implementarea si administrarea platformelor si solutiilor tehnice de securitate; (
Cisco, Checkpoint, Paloalto, Rapid7, IBM, Symantec, McAfee, Titus, etc)

realizarea testelor de securitate (scanare vulnerabilitati si teste de penetrare) pentru
aplicatii si infrastructura;

identificarea si gestionarea implementarii controalelor de securitate pentru
securizarea aplicatiilor in tehnologiile TI;

efectuarea anuala de misiuni de preaudit, analize de risc si evaluarea controalelor de
securitate in vederea pregatirii misiunilor de audit extern

implementarea si monitorizarea masurilor de hardening la nivelul infrastructurii IT;
implementarea si administrarea solutie SIEM, dezvoltare scenarii de raspuns la
incidentele de securitate

2003 - 2005

Ministerul Justitiei, Unitarea de Management a Proiectului de Cadastru si Carte Funciara

Expert IT

urmarire si identificare problemelor in cadrul procesului de dezvoltare a solutiei
informatice;

dezvoltarea arhitecturii solutiei Tl

dezvoltarea de politici , standard si controale in conformitate cu BS 7799
implementarea si managementul programului de securitatea in cadrul proiectului
efectuarea de misiuni de audit intern, analize de risc si evaluarea controalelor de
securitate in vederea pregatirii misiunilor de audit extern

contributii cu cele mai bune practice de securitate la activitatiile de planificare,
proiectare, implementare si intretinere a strategiei operationale

suport pentru echipa de management din cadrul Directiei Informatica din Registrul
Comertului privind strategii de dezvoltare si perfectionare;

sesiuni de instruire Tl a grefierilor in cadrul Institutului National al Magistraturii

2002 - 2003

Raiffeisen Bank, Bucuresti

Arhitect retea

administrarea si dezvoltarea infrastructurii retelei LAN si WAN;

-implementarea masurilor de control conform cadrului de securitate intern
Asiguearea suportului ethnic de nivel 2 pentru incidentele in reteaua LAN, WAN
Configurarea protocoalelor de rutare de nivel 3 precum EIGRP si BGP

Instalarea si configurarea instrumentelor de monitorizare a retelei LAN, WAN pentru
a evalua si identifica problemele de retea care cauzeaza intreruperi ale serviciilor



2000 - 2002
CEC, Bucuresti

Sef Serviciu IT

coordonarea departamentului de administrare infrastructura TI;

definirea si urmarirea indeplinirii obiectivelor stabilite pentru echipa coordonata
dezvoltarea si actualizarea de politici si procedure de lucru

Asistentd in gestionarea bugetului, prioritizarea proiectelor si recomandari pentru
echipamente si produse software noi

coordonarea activitatilor zilnice de administrare a infrastructurii Tl a sistemului
informatic;

evaluarea indeplinirii cerintelor de securitate

dezvoltarea scripturilor si programelor de automatizare

derularea de licitatii de dotare cu tehnica de calcul;

sustinerea anuala de sesiuni de instruire tehnica pentru un numar de 100
administratori Tl din reteaua nationala CEC;

participare la elaborarea planurilor strategice de dezvoltare a infrastructurii Tl;
participarea in proiectele de implementare a solutiilor noi ;

1998 - 2000
CEC, Bucuresti

Inginer de sistem IT

administrarea infrastructurii Tl formata din peste 300 servere Wndows , Linux;
sustinerea anuala de sesiuni de instruire tehnica pentru un numar de 100
administratori Tl din reteaua nationala CEC;

aplicarea si verificarea controalelor definite in politica de securitate

dezvoltarea scripturilor si programelor de automatizare

testarea anuala a planurilor de DR si BCP

1995 - 1998

Silvan Computers, Bucuresti

Inginer de sistem TI

administrarea retelei Tl formata si echipamenete de tip switch, router, modem
instalarea si configurarea aplicatiilor de contabilitate si ERP
cofigurarea accesului in retea pentru utilizatorii companiei



Alte informatii relevante

-Sustinerea de sesiuni oficiale de training pentru IBM Qradar (SIEM) , i2 (security
intelligence)

-Elaborarea materialelor si sustinerea de workshopuri privind diverse tehnologii de
securitate

Certificari si competente dobandite prin sesiuni de training
Certificari:

Certified Information Systems Auditor (CISA) —ISACA;
Web App Penetration Testing and Ethical Hacking (GWAPT)- SANS,
Certified Incident Handler (GCIH) - SANS,

TUV- Information Security Internal Auditor

Project Management PRINCE2 Practitioner;

ITIL Practitioner;

COBIT Foundation;

ISO 27001 Lead Implementer;

ECSA

EC-Counsil ECSA;

IBM Certified Analyst i2 Analyst Notebook,

IBM Certified i2 iBase Support Professional,

IBM Qradar

Rapid7 Nexpose Cerified Administrator,

Fortify Administrator,

Microfocus -Fortify SCA

formator acreditat CNFPA

Training si competente dobandite:

Trainings and certifications awarded
Mile2 - Threat Intelligence Analyst;

Mile2 - Secure Web Application Engineers;

Mile2 - Penetration Testing Consultant;

Mile2 - Digital Forensics Examiner;

Pentester Academy — Embedded/lot Linux for RedBlue Teams
Pentester Academy — Certified Red Team Professional



Pentester Academy — Certified Red Team Expert

Pentester Academy - Windows Process Injection for Red-Blue Teams
INE - Web Application Penetration Testing eXtreme

INE — Exploit Development

INE- Mobile Application Penetration Testing Professional

INE- Incident Handling&Response:SOC 3.0 Operations & Analytics
Microfocus — Fortify SCA;

SkyBox;

IBM Qradar (IBM Training);

IBM Guardiun (IBM Training);

IBM Endpoint Manager BigFix;

Qualys Vulnerability Management;

Rapid7 Nexpose, Metasploit (Rapid7 Training);

Mandiant - Windows Enterprise Incident Response

PCIDSS (IBR Training);

SUSE Linux Enterprise Server Administration (SUSE Training);
Symantec DLP (Symantec Training);

ISMS Implementer/Lead Implementer ISO 27001:2005 (Veridion 2010);
ITIL Foundation, ITIL RCV, ITIL PPO;

ECSA/LPT;

SANS Hacker Techniques, Exploits & Incident Handling;

SANS Web App Penetration Testing and Ethical Hacking;

SANS Network Penetration Testing and Ethical Hacking;

SANS Advanced Computer Forensic Analysis and Incident Response;
SANS Secure Coding in Java/JEE: Developing Defensible Application;
SANS Intrusion Detection In-Depth;

SANS Auditing Networks, Perimeters, and Systems;

SANS Cutting-Edge Hacking Techniques;

Audit for an Information Security Management System as for BS 7799-2/2002 and BS
ISO/IEC 17799:2000 Standards and European Accreditation Norms (Instructions,
Directives, Guidelines);

Business Continuity - Disaster Recover Planning;

Oracle DBA Fundamentals |;

AIX 5L System Administration;

Configuring and Troubleshooting Enterprise Networks;


https://www.pentesteracademy.com/course?id=50
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MINISTERUL INVATAMANTULUI

IPLOM DE LICENTA .

pmvékshwreA POLITEHNICA siN BucuREST/
se'baza sustinerii examenului de licentd din sesiunea (Y€ .,

~ anul 1996 [z ropunerea ! facu&atu de ELECTRONICA S/ ,

TEI_ECOMUN/ c4 T//

conferq -
GHEORG‘H& GR. M/IRON 0184'?/6!.

in localitatea ../2/C/esSTr , judetul .27 chovea
tara Romania | absolvent . a/ unNINERSITAT/ POLITENNICA
"0/N BUCUREST! — FACULTATEA )E ELECTRONICA JY/FAECOMUN/pefT//
TILIL DE INGINER
lTlPTOfI[U[ E/eaf/‘anfc

ecializarea Comunicati

thurlzru[iaz d':p[omz de licentd i se acordd toate drepturile léga&:

Diploma este insotita de anexele 1 si 2.




0NCONCONCONCONCONCONCON

CI s A Certified Information
. Systems Auditor.
An ISACA' Certification

ISACA hereby certifies that

Gabriel Gheorghe

has successfully met all requirements and is qualified as a Certified Information Systems Auditor;
in witness whereof, we have subscribed our signatures to this certificate.

Requirements include prerequisite professional experience; adherence to the ISACA Code of Professional
Ethics and the CISA continuing professional education policy; and passage of the CISA exam.

CISA-14116968 20 June 2014 31 January 2024

Certificate Number Date of Certification Expiration Date

DASan WM;A

ISACA Chief Executive Officer

0ONCONCONCONCONCONCONCON

$35 ISACA.
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& APM GROUP

THIS IS TO CERTIFY THAT
Miron-Gabriel Gheorghe

HAS SUCCESSFULLY DEMONSTRATED KNOWLEDGE TO MEET
THE REQUIREMENTS OF THE VERSION 3

ITILs
Foundation Examination

DATE

20 October 2008
REGISTRATION NUMBER
ITIL/401225
CERTIFICATE NUMBER

00077154-01-YBLQ

Alan Harpham
APMG Chairman

=
(or Hofoe

TTis cernficate remains the property of The APM Group Lid and shall be retimed immediately on request
The APM Group Lid, Sword House, Toliendge Road, High Wycombe, Buckinghamshire, HP13 610G,
England
Telephone - + 44 (0 1494 452450 Fax - ¢ 44 (0] 1494 459550 www apungropp, co.k
Registered i England Mo 2861902

ITIL® 13 o Remstered Trade Mark of the Office of Government Comimcree in the United Kingdom
and other countriesThe Best Practice lopa™ is a Trade mark of the Office of Governmeni Commerce,
The OGC logo® is a Registered Trade Mark of e Office of Gavemment Commerce.

00019108
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Certified Software Professional

Miron Gheorghe

Micro Focus hereby recognizes you as a Certified Software Professional, as you
successfully completed the requirementson:

Fortify SCA and SSC with Certified Professional Exam - (V)ILT -
FTSCA250-200

24-JAN-2022

DMIERD' 0. Weaeen
FD CUE /Director of Education

RAPID¥)

Rapid7’s Professional Services Organization hereby awards

Miron Gheorghe
the credential of

Nexpose Certified Administrator (NCA)

Having achieved a passing score on the Nexpose Certified Administrator exam, Rapid7's Professional
Services Organization recognizes the above recipient as having met all criteria required to effectively
administer Rapid7 Nexpose Enterprise vulnerability management system.

7

7 < Issued:11/3/14
Todd Lefkowitz Ryan Poppa
Vice President of PSO Nexpose Product Manager




RO M R NIA
MINISTERUL MUNCII,

'FAMILIEI, PROTECTIE| SOCIALE
§| PERSOANELOR VARSTNICE

MINISTERUL
EDUCATIEI NATIONALE

CERTEF[GAT Neo
DE ABSOLVIRE

DID-na ......... GHEDRGHE G. MIRON GABRIEL

CNP. [17] .
ziua ..8.... in localitatea ..

Lo PLOEST judetulisectorul

fiul (fnca) Iu1 ! ...GR'GORE i ALEXANDRINA

a participat in penoada 23082015:30082015 |3 programul de inifiere / perfectmnérel

specializare cu durata de ... & 0T, pentru ocupaﬂa (competente comune) .... 3
ORMA cod COR 242401

organizat de

judeful ........... SEGTOR.3 inmatriculat in Registrul na;ional al furnizorilor de formare

profesionala a adultilor cu nr. .........A¥9803/11.12:2014 si a promovat examenul de

absolvireinanul ...2%12

Prezentul certificat se elibereaza in conformitate cu prevederile Q.G nr. 129/2000,
republicaté i este Insotit de suplimentul descriptiv al certificatului.
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TUV s

Certificate

Register number of the certificate: TRI-AK/05/17420

TUV Rheinland InterCert

hereby certifies that

Mr. Gheorghe Miron-Gabriel

(date of birth: 08.02.1972, place of birth: Ploiesti) has completed the course

sIinformation Security Internal Auditor*
(BS 7799:2002)

and has passed the examination on 09.12.2005,

on the basis of the examination requirements of TUV Rheinland InterCert Ltd.

Budapest, 13.01.2006

bl I 22 "l age

Chair of the Examination Board, - £/ TOV Rheinland InterCert Academy

r
P
s

FMK: 13-0346-04



GIAC Certified Incident Handler (GCIH)

Name Miron Gheorghe Completed March 17th, 2007
Account ID 773762 Exam ID 396751

Wl GCIH Certification Exam 2
Q@‘ R, % Score: 92%
B\ 2 Status: Passed

1B

§

GIAC Web Application Penetration Tester (GWAPT)

Name Miron Gheorghe Completed April 30th, 2010
Account ID 773762 Exam ID 955162

GWAPT Certification Exam
Score: 88.67%
Status: Passed

Details
Questions Total 150
Status Passed
Exam Finished 2010-04-30 16:05

Duration 03:58:32
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”‘ Q N 3 ‘ Dm & qo Bd. Burebista nr. 4, bl. D13, sc. 4, et. 5, ap. 125-128,

Sector 3, Bucuresti, Roménia

know-how inseamnd putere

CERTIFICAT -

Se acordd Domnului
Gheorghe MIRON
pentru participarea la cursul

Business Continuity Management -
Disaster Recovery Planning P
_.“.\?m:cﬂoﬂ \
Silian NEAGU ™ = |
17-18 noiembrie 2004 //

CENTRUL DE TRAINING IT ROMSYM
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ﬂ‘ Q “3 “ sm [ ] ﬁo Bd. Burebista nr. 4, bl. D13, sc. 4, et. 5, ap. 125-128,

Sector 3, Bucuresti, Roméania

know-how Tnseamna putere

»CERTIFICAT-

Se acordd Domnului
Gheorghe MIRON
pentru participarea la cursul

Lead Auditor pentru sisteme de management
ale securitatii informatiilor -
conform standardului BS 7799 e
Silyian- .>m.c.

19 noiembrie 2004

CENTRUL DE TRAINING IT ROMSYM




training.ro ...

know-how inseamna putere

*CERTIFICAT -

Se acorda Domnului
Miron-Gabriel GHEORGHE

pentru participarea la cursul

Implementarea Sistemelor de management
ale securitatii informatiilor
conform standardului BS 7799 T
pstructor
my__&mj NEAGU
4-5 si 11-12 noiembrie 2004 \N\. 7

CENTRUL DE TRAINING IT ROMSYM




F::RTINET

Training Institute

This acknowledges that
Miron Gheorghe
successfully completed the course

FortiDDoS-F Series 6.3 Self-Paced

=)

Rob Rashotte
Vice President, Global Training &
Technical Field Enablement at Fortinet

Date: October 5, 2022
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¥ ANDIANT

A FireEye® Company

Certificate of Completion
This certificate is awarded to

Miron Gheorghe

for the successful completion of

Malware Analysis Crash Course

June 2, 2017
16 Hours

,Wﬂ.w/?,&nwll.

Brett Miller
Global Director of External Training
Mandiant, A FireEye Company




INSTITUTE

Thresents this corlyfcate to
Miron Gheorghe
Joratlending the
Top 5 ICS Incident Response Tabletops and How to Run Them
which tlook ppltlsce on
June 2, 2021

< ™

Crbioats Prowvea’  October 03, 2022 '%’A—ﬂ&“- -

s e Brian Corcoran, Director
Medoast Hewrs _____ 1 SANS Institute Webcasts

SANS OnDemand
Anytime, Anywhere

.Ag?ﬁc}@zﬁ hors MW o
Miron Gheorghe

(;#-.?«crf' «f(/ OO téﬁxf
o s

FORG610: Reverse-Engineering Malware: Malware Analysis Tools and Techniques (20130902 3155)

%M(f/ 4{@ SM'S (j:&g%m;m//?ky«kzm 73

2014-05-09 21:27:39

onD d Kimie Cabreira, Director
e CPE Credits: 36 SANS OnDemand
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Certificate Of Completion

Open-Source Intelligence Summit & Training 2021
February 11 - 12, 2021
Online
This certifies that
MIRON GHEORGHE

successfully completed the following course:
Course title: Open-Source Intelligence Summit

Date completed: February 12, 2021
Field of study: Specialized Knowledge and Applications
Delivery Mode: Live

CPE credits: 6.0

The SANS Institute Peggy Logue
11200 Rockville Pike, Suite 200 Registration Department
North Bethesda MD 20852 February 12, 2021
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Certificate Of Completion

Pen Test HackFest & Cyber Ranges Summit
June 04 - 05, 2020
Online
This certifies that

MIRON GHEORGHE
successfully completed the following course:

Course title: Pen Test HackFest & Cyber Ranges Summit

Date completed: June 05, 2020
Field of study: Specialized Knowledge and Applications

Delivery Mode: Live
CPE credits: 16.0
The SANS Institute Peggy Logue

11200 Rockville Pike, Suite 200 Registration Department
North Bethesda MD 20852 June 05, 2020
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Certificate Of Completion

Purple Team Summit & Training 2021
May 24 - 25, 2021
Online
This certifies that

MIRON GHEORGHE

successfully completed the following course:
Course title: Purple Team Summit
Date completed: May 25, 2021
Field of study: Specialized Knowledge and Applications
Delivery Mode: Live
CPE credits: 12.0
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The SANS Institute Peggy Logue
11200 Rockville Pike, Suite 200 Registration Department
Nerth Bethesda MD 20852 May 25, 2021
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