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CONTRACT N2 UNFPA/MDA/PSC/21/002
BETWEEN THE
UNITED NATIONS POPULATION FUND

AND

Digitally signed by Cojocari Andrei
Date: 2022.04.13 10:39:02 EEST
Reason: MoldSign Signature
Location: Moldova

FOR THE PROVISION OF: Develop and Implement the Cervical Screening Registry in the Republic of
Moldova

“S & T MOLD"” S.R.L.

This Contract is entered into between the United Nations Population Fund, a subsidiary organ of the
General Assembly of the United Nations (“UN”) in terms of Article 22 of the UN Charter, with its
Headquarters at 605 Third Avenue, New York, NY 10158, USA (the “UNFPA”) and “S & T MOLD” S.R.L., a
limited liability company organized under the laws of the Republic of Moldova, with its registered office
at 8, Calea lesilor str., Chisinau MD-2069 (the “Contractor”). UNFPA and the Contractor are collectively
referred to herein as the “Parties” and each individually as a “Party”.

WITNESSETH

WHEREAS, UNFPA wishes to engage the Contractor in order to provide the services of developing and
implementing the Cervical Screening Registry in the Republic of Moldova as specified in the Terms of
reference (the “TOR”) attached as Annex B (the “Services”) in accordance with the terms and conditions
set forth in this Contract;

WHEREAS, the Contractor represents that it possesses the requisite knowledge, skill, personnel, resources
and experience and that it is fully qualified, ready, able and willing to undertake and provide the Services
in accordance with the terms and conditions set forth in this Contract;

NOW, THEREFORE, in consideration of their mutual covenants herein contained, the Parties agree as
follows:

ARTICLE 1
CONTRACT DOCUMENTS

1.1. This document together with the Annexes attached hereto and referred to below, all of which
are incorporated herein and made a part hereof, constitute the entire contract between UNFPA
and the Contractor for the provision of the Services (the “Contract”).

UNFPA General Conditions of Contract: Contracts for the Provision of
Services (the “UNFPA General Conditions”);
Annex B: Terms of reference
Technical Specifications for the Development of the Cervical Screening
Registry in the Republic of Moldova
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1.2. The Contract documents are complementary of one another, but in case of ambiguities,
discrepancies, or inconsistencies between or among them, the following order of priority shall

apply:
1.2.1 First, this document;
1.2.2 Second, Annex A;
1.23 Third, Annex B
1.2.4 Fourth, Annex C

1.3. This Contract embodies the entire agreement between the Parties with regard to the subject
matter hereof and supersedes all contemporaneous or prior representations, agreements,
contracts and proposals, whether written or oral, by and between the Parties on this subject.

1.4. The following documents are referred to in this Contract only as aids in interpretation of the
rights and obligations of the Parties under the Contract but shall not be construed, for any
purposes or under any circumstances, as creating any such rights or obligations: (a) the
CONTRACTOR'’s technical proposal dated 12 February 2021 and (b) updated CONTRACTOR’s
financial proposal dated 19 April 2021 in response to (c) bid document
UNFPA/UNFPA/MDA/RFP/21/002 - develop and implement the Cervical Screening Registry.
The documents referred to in this Article 1.4 are not attached hereto but are known to, and in
the possession of, the Parties.

ARTICLE 2
COMMENCEMENT DATE; CONTRACT TERM

2.1 This Contract shall enter into force on the date of the last signature affixed by the Parties (the
“Commencement Date”). This Contract shall remain in force for 5 (five) months, starting from
the Commencement Date (the “Contract Term”), unless terminated by either Party in
accordance with Article 13 of the UNFPA General Conditions of Contract.

ARTICLE 3
OBLIGATIONS OF THE CONTRACTOR

3.1 The Contractor shall perform the Services as specified in Annex B with due diligence and
efficiency and in accordance with this Contract.

The Contractor shall submit to UNFPA the deliverables according to the following schedule:

RESPONSIBILITIES RESPONSIBILITIES OF THE

DELIVERABLES DEADLINE OF UNEPA CONTRACTOR
Deliverable 1. Provide technical Ensure high quality in the
A Project Plan developed and support, as needed. | completion of the Project Plan,
submitted to the UNFPA Moldova showing the main steps to be taken
Country Office and the Beneficiary | 2 weeks in the process of achieving the

milestones, development and
implementation phases, as well as
the challenges foreseen by the
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Company together with necessary
measures for their mitigation.

Deliverable 2.

Technical Documentation (System
Architecture Documentation)
developed and submitted to the
UNFPA Moldova Country Office

Provide technical

support, as needed.

Ensure the high quality of the
Technical Documentation of the
Cervical Screening Registry,
describing the conceptual model of
the system, defining the structure,

and the Beneficiary 3 weeks behaviour, functional
requirements of the software,
using wire frames, in order to
understand how the product will
interact with the final users.
Deliverable 3. Provide technical Ensure high quality in the process
Demo version of the technical support, as needed. | of development of the prototype /
solution for the Cervical Screening demo version of the technical
Registry developed and presented | 4 weeks solution for the Cervical Screening
to UNFPA Moldova Country Office Registry.
and the Beneficiary for comments
and clearance
Deliverable 4. Provide technical Ensure high quality in the process
Fully functional technical solution support, as needed. | of development of the fully
for the Cervical Screening Registry functional technical solution for the
developed and presented to Cervical Screening Registry. The
UNFPA Moldova Country Office | 8 weeks Company shall present the
and the Beneficiary for comments developed solution during a
and clearance meeting with the representatives
from the UNFPA and the
Beneficiary.
Deliverable 5. Provide technical Ensure high quality in the process
A Test Plan developed and support, as needed. | of development of the Testing
submitted to the UNFPA Moldova strategy and detailed Test Plan,
Country Office and the considering performing automated
Beneficiary. Testing  Reports testing (Unit tests), performance
submitted and approved by (load and stress) testing, security
UNFPA Moldova Country Office 2 weeks testing, regression testing,
and the Beneficiary. including developed functionalities
of the demo version.
Tests performed and test reports
submitted and approved.
Deliverable 6. Provide technical Ensure the high quality in the
Documentation: support, as needed. | process of development of the
e Downloadable Romanian version of downloadable
Administration Guide in PDF Administration Guide in PDF
format, format, System Installation and
e System Installation and Configuration Manual and
4 weeks

Configuration Manual,
e Downloadable User Manual
in PDF format,
developed and submitted to
UNFPA Moldova Country Office
and the Beneficiary. The

downloadable User Manual in PDF
format.
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documentation will be provided in
Romanian

Deliverable 7.

Provide technical

Ensure the high quality in the

Compilable and documented support, as needed. | process of development of
source code for applications, compilable and  documented
components (including  third- source code for applications,

party tools and libraries, licences, | 2 weeks components, including third-party
where applicable and automation tools and libraries, licenses, where
scripts), submitted to the UNFPA applicable.

Moldova Country Office and the

Beneficiary and accepted.

Deliverable 8. Provide technical Ensure the high quality in the
Training sessions for the users and support, as needed. | process of organization of training
administrator of Cervical sessions for all software users and
Screening Registry organized. the administrator on using the
Training documentation: Cervical Screening Registry,
e Training plan, developing the following
e Training materials, documentation: training plan,
e Training module in e-| 4 weeks training materials and a training

learning platform based on
Moodle,
developed and submitted to
UNFPA Moldova Country Office
and the Beneficiary. All training
content/materials will be

module in e-learning platform
based on Moodle.

provided in Romanian language.

3.2

33

3.4

3.5

Unless otherwise provided for in this Contract the Contractor shall furnish all technical and
administrative support, human resources, materials and equipment necessary to ensure the
timely and satisfactory performance of the Services.

All reports shall be written in the English language, and shall describe in detail the services
rendered under the Contract during the period of time covered in such report. All reports shall
be transmitted by the Contractor by mail and email to the address specified in Article 8.2 of this
Contract.

The Contractor represents and warrants the accuracy of any information or data provided to
UNFPA for the purpose of entering into this Contract, as well as the quality of the deliverables
and reports foreseen under this Contract in accordance with the highest industry and
professional standards.

The Contractor will maintain, within the Contract Term, detailed financial records, which clearly
identify all funds received from UNFPA and expended by the Contractor for the implementation
of the Contract. The Contractor is also required to ensure that adequate systems of internal
control are put in place to ensure the financial management of this Contract is conducted with
the required level of due diligence.

ARTICLE 4
PAYMENT AND FEE

[ A



DocuSign Envelope ID: A784512D-9F89-458D-BDE4-F46D84F72152

4.1

In full consideration for the complete, satisfactory, and timely performance of the Services under
this Contract, UNFPA shall pay the Contractor the fee of USD 149,498.20 (one hundred and
forty-nine thousand, four hundred and ninety-eight US dollars and 20 cents (the “Fee”).

The Fee will be paid to the Contractor according to the following payment schedule:

PAYMENT
PAYMENT DUE DATE AMOUNT BALANCE

1« installment — 15 % - upon submission and approval by

the UNFPA of deliverables # 1 and 2 22,424.73 USD 127,073.47 USD

2~ installment — 50 % - upon submission and approval by
the UNFPA of deliverables # 3 and 4 upon certification
by the UNFPA Moldova Country Office of satisfactory
completion of the tasks and successful performance.

74,749.10 USD 52,324.37 USD

3« installment — 20 % - upon submission and approval by
the UNFPA of deliverables # 5, 6 and 7 upon certification
by the UNFPA Moldova Country Office of satisfactory
completion of the tasks and successful performance

29,899.64 USD 22,424.73 USD

4+ installment — 15 % - upon submission and approval by
the UNFPA of deliverable # 8 upon certification by the
UNFPA Moldova Country Office of satisfactory
completion of the tasks and successful performance

22,424.73 USD 0.00 USD

Note: The payment will be made in MDL at the UN operational rate of exchange on the date of

4.2

4.3

4.4

4.5

payment.

The Fee shall be inclusive of all applicable cost of material, professional charges, allowances,
travel related costs and any other miscellaneous expenses applicable.

The Fee shall not be subject to any adjustment or revision because of price or currency
fluctuations or the actual costs incurred by the Contractor in the performance of the Contract.

Payments effected by UNFPA to the Contractor shall not be deemed to relieve the Contractor of
its obligations under this Contract nor as an acceptance of UNFPA of the Contractor’s
performance of the Services.

UNFPA shall make payments to the Contractor under this Contract within thirty (30) days after
the UNFPA's receipt of the Contractor's invoice(s) and complete set of supporting
documentation where applicable. The Contractor shall forward the original invoice(s) to the
address specified in Article 8.2 of this Contract. Payments shall be subject to satisfactory
completion of the deliverables stipulated under Article 3 of this Contract and acceptance by
UNFPA of the deliverables and invoice(s) submitted by the Contractor.

Payments by UNFPA shall be made to the Contractor’s following bank account:

Account name: S&T MOLD SRL
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5.1

6.1

6.2

6.3

6.4

6.5

6.6

Fiscal Code: 1002600033173
Bank Name: BC Energbank SA
Bank Address: Tighina 23/3 str., Chisinau, Republic of Moldova
IBAN Number: MD13EN000000222411025893
BIC (Swift address): ENEGMD22893
Currency: MDL (Moldovan Leu)
ARTICLE 5

SPECIAL CONDITIONS

No special conditions shall apply.

ARTICLE 6
SECURITY

The Contractor shall be fully responsible for the safety and security of its personnel and for the
safekeeping of all assets, equipment and supplies in the custody of the Contractor or its

personnel (as this term is referred to in Article 2 of the General Conditions).

The Contractor shall:

6.2.1 Putin place and maintain its own security plan, taking into account the security situation

in the country where the Services are being provided;

6.2.2 Assume all risks and liabilities related to the Contractor’s security, assets entrusted to it

by UNFPA and the full implementation of its own security plan.

The Contractor and its personnel are neither subject to, nor obliged to adhere to the United
Nations Security Management policies and procedures, except insofar as they relate to the
utilization of UNFPA’s assets, equipment and supplies, or as required to perform the Services
under this Contract.

UNFPA may lend reasonable assistance, when possible and to the extent feasible, to the
Contractor and its personnel. Any travel or financial assistance provided shall be on a space-
available and reimbursable basis.

UNFPA may, at its sole discretion, consent to the inclusion of the Contractor and its personnel
in the UNFPA security plan to the extent that it applies within the country where the Services
are being provided on the same terms that are offered to implementing partners of
UNFPA. Notwithstanding this provision, the Contractor acknowledges and agrees that the
UNFPA shall have no obligation to evacuate personnel from the country where the Services are
being provided in case of emergency or due to security developments.

Notwithstanding the foregoing, the Contractor acknowledges and agrees that the UNFPA shall
not be liable to the Contractor, or its personnel, in connection with the provision, or failure to
provide, any security assistance pursuant to this Article 6.1, or otherwise, and the Contractor
shall indemnify, defend, hold and save harmless the UNFPA and its officials, employees and
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6.7

7.1

7.2

7.3

7.4

7.5

7.6

agents from and against any claim or liability of any nature arising in respect of any safety or
security related incident, including without limitation, the death, injury or illness of any
personnel, or the loss, damage, destruction, sabotage or theft of any assets, equipment or
supplies in the custody of the Contractor or its personnel. The foregoing indemnity is without
prejudice to any other indemnity provided by the Contractor, or any other rights or remedies of
the UNFPA, under this Contract.

Upon the Contractor’s request, UNFPA may provide security advisory information to the
Contractor.

ARTICLE 7
REVIEW; IMPROPER PERFORMANCE

UNFPA reserves the right to review and inspect (including the performance of tests, as
appropriate) all Services performed by the Contractor under this Contract, to the extent
practicable, at all reasonable places and times during the Contract Term. UNFPA shall perform
such review and inspection in a manner that will not unduly hinder the performance of the
Services by the Contractor. The Contractor shall cooperate with all such reviews and inspections
by UNFPA, at no cost or expense to UNFPA.

If any Services performed by the Contractor do not conform to the requirements of this Contract,
without prejudice to and in addition to any of UNFPA’s other rights and remedies under this
Contract or otherwise, UNFPA shall have the following options, to be exercised in its sole
discretion:

If UNFPA determines that the improper performance can be remedied by way of re-performance
or other corrective measures by the Contractor, UNFPA may request the Contractor in writing
to take, and the Contractor shall take, at no cost or expense to the UNFPA, the measures
necessary to re-perform or take other appropriate actions to remedy the improperly performed
Services within 14 (fourteen) days after receipt of the written request from UNFPA or within
such shorter period as UNFPA may have specified in the written request if emergency conditions
so require, as determined by UNFPA in its sole discretion.

If the Contractor does not promptly take corrective measures or if UNFPA reasonably
determines that the Contractor is unable to remedy the improper performance in a timely
manner, UNFPA may obtain the assistance of other entities or persons and have corrective
measures taken at the cost and expense of the Contractor.

If UNFPA, in its sole discretion, determines that the improper performance cannot be remedied
by re-performance or other corrective measures by the Contractor, UNFPA, at UNFPA’s sole
discretion, may terminate the Contract in accordance with Articles 13.1 or 13.2 (second
sentence) of the UNFPA General Conditions, without prejudice to and in addition to any of its
other rights and remedies under this Contract or otherwise.

Neither review nor inspection hereunder, nor failure to undertake any such review or inspection,
shall relieve the Contractor of any of its warranty or other obligations under this Contract.

ARTICLE 8

(b (@
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8.1

8.3

8.4

8.5

MISCELLANEOUS

No terms or provisions of this Contract will be deemed waived and no breach excused, unless
such waiver or excuse is in writing and signed by the Parties giving the waiver or excuse. No
consent to, or excuse or waiver of, a breach of this Contract shall constitute a consent to, excuse
or waiver of any other subsequent breach. Any notice, request or approval required or permitted
to be given or made under the Contract shall be made in writing in the English language. Such
notice, request or approval, shall be deemed to be duly given or made when it shall have been
delivered by either (i) personal delivery against receipt, (ii) recognized overnight delivery service,
(iii) postage prepaid, return receipt requested certified mail, or (iv) email, addressed to the party
or parties for whom intended at the addresses shown below or such other addresses as intended
recipient previously shall have designated by written notice previously given pursuant to the
Contract.

For UNFPA:
Contractual Matters Technical / operational Matters:
Name: Nigina Abaszada Name: Violeta Prepelita
Title: UNFPA Representative Title: Project Officer
Branch/Division:  UNFPA Moldova CO Branch/Division: UNFPA Moldova CO
UNFPA, Address 131, 31 August 1989 UNFPA, Address 131, 31 August 1989 str.,
str., MD-2012, Chisinau, MD-2012, Chisinau,
Moldova Moldova
Tel: +373 22 214002 Tel: +373 60441 271
Email: abaszade@unfpa.org Email: prepelita@unfpa.org
For the Contractor:
Contractual Matters Technical / operational Matters:
Name: Andrei Cojocari Name: Ivan Evtodiev
Title: Chief Commercial Title: Project Manager
Officer
Contractor name: S&T MOLD SRL Contractor name: S&T MOLD SRL
Address: 8, Calea lesilor str., Address: 8, Calea lesilor str.,
Chisinau MD-2069 Chisinau MD-2069
Tel: +373 69 129 690 Tel: +373 69 434 585
Email: andrei.cojocari@snt.md Email: Ivan.Evtodiev@snt.md

If any provision of this Contract is held to be invalid, illegal or unenforceable, the validity, legality
and enforceability of the remaining provisions will not in any way be affected or impaired.

Neither the Contractor nor any of its personnel (as this term is referred to in Article 2 of the
General Conditions) shall engage in any corrupt, fraudulent, collusive, coercive, obstructive or
unethical practices (“Proscribed Practices”). In the event of any Proscribed Practice, in addition
to any other rights or remedies available to UNFPA under this Contract, the Contractor may,
inter alia, be declared ineligible to continue business with UNFPA.

For purposes of this Contract, the following shall apply:


mailto:abaszade@unfpa.org
mailto:prepelita@unfpa.org
mailto:andrei.cojocari@snt.md
mailto:Ivan.Evtodiev@snt.md
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8.6

8.7

8.8

8.9

8.5.1 “Corrupt practice” means the offering, giving, receiving, or soliciting, directly or indirectly,
of anything of value to influence improperly the actions of a public official;

8.5.2 “Fraudulent practice” means any act or omission, including misrepresentation, that
knowingly or recklessly misleads, or attempts to mislead, a party to obtain a financial or
other benefit, or to avoid an obligation;

8.5.3 “Collusive practice” means an arrangement between two or more parties designed to
achieve an improper purpose, including influencing improperly the actions of another
party;

8.5.4 “Coercive practice” means impairing or harming, or threatening to impair or harm,
directly or indirectly, any party or the property of the party to influence improperly the
actions of a party;

8.5.5 “Obstructive practice” means any act or omission intended to materially impede the
exercise of contractual rights of audit, investigation and access to information, including
destruction, falsification, alteration or concealment of evidence material to an
investigation into allegations of fraud and corruption;

8.5.6  “Unethical practice” means any conduct or behaviour that is contrary to staff or supplier
codes of conduct, such as those relating to conflict of interest, gifts and hospitality, post-
employment provisions, abuse of authority and harassment.

UNFPA has adopted a zero tolerance policy on gifts and hospitality. The Contractor acknowledges
that UNFPA personnel is prohibited from accepting any gift, even of a nominal value, including
drinks, meals, food products, hospitality, calendars, stationery, transportation, recreational trips
to sporting or cultural events, theme parks or offers of holidays, or any other forms of gifts,
hospitality, benefits or discounts. The Contractor shall not offer any forms of gifts, hospitality,
benefits or discounts to UNFPA personnel.

The Contractor acknowledges that the following vendors are considered ineligible for the award
of any contract by UNFPA:

8.7.1 Vendors suspended or removed from the UN Procurement Division vendors’ list;

8.7.2 Vendors declared ineligible by any UN organization;

8.7.3 Vendors included on the World Bank’s listing of ineligible firms;

8.7.4 Vendors included on the list maintained pursuant to the UN Security Council resolution
1267.

During the validity of this Contract, the Contractor shall inform UNFPA promptly and without delay
by written notice if it or any of its principal officers have been included in any of the lists or listings
referred to in Article 8.7 or if it or any of its principal officers have otherwise been declared
ineligible for the award of any contract by any UN organization. Failure to fulfill this requirement
will be considered as a breach of this Contract that entitles UNFPA to terminate this Contract
forthwith.

By signing this Contract, the Contractor agrees that UNFPA is free to disclose this Contract to other
UN agencies.

IN WITNESS WHEREOF, the authorized representatives of the Parties have signed this Contract on the

dates set forth below:
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For UNFPA
DocuSigned by:
Signature A{?Dﬁﬁﬂék?éﬁah
Name: Nigina Abaszada
Title UNFPA Representative
Date: 15-Jun-2021

(N.B. Each page of the contract is to be initialed)

B

Signature
Name:
Title
Date:

For S & T MOLD S.R.L.

DocuSigned by:
EEMW( Masau

B5711A8FFAOD45A...
Evghenii Mosanu

CEO
15-3Jun-2021

o
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ANNEX A

UNFPA GENERAL CONDITIONS OF CONTRACT: CONTRACTS FOR THE PROVISION OF SERVICES
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ANNEX B

TERMS OF REFERENCE

Approved by the Ministry of Health, Labor and Social Protection of the Republic of Moldova
(letter nr. 06/6859 as of 08.12.2020)

Title

Company to develop and implement the Cervical Screening Registry

Duty Station

Republic of Moldova

Duration 5 months
Contractor UNFPA Moldova Country Office
Beneficiary Ministry of Health, Labor and Social Protection

UNFPA Strategic
Plan Outcome

Sexual and Reproductive Health

UNDAF
Outcome

The people of Moldova, in particular, the most vulnerable, demand and
benefit from gender-sensitive and human rights-based, inclusive, effective
and equitable education, health and social policies and services

UNFPA Country

Enhanced health system capacity to develop and implement policies and
programmes at all levels that ensure equal access to high-quality sexual and

Programme reproductive health and reproductive rights services, including commodities

Output by those women, adolescents and youths left furthers behind, including in
humanitarian settings

Funding

“Cervical Cancer Prevention in Moldova” Project, co-financed by UNFPA,
United Nations Population Fund, and SDC, Swiss Agency for Development
and Cooperation/ Swiss Cooperation Office in Moldova

Budget range:

100,000.00 - 150,000.00 USD

BACKGROUND

UNFPA is the United Nations sexual and reproductive health agency with the main mission to deliver
a world where every pregnancy is wanted, every childbirth is safe and every young person’s potential
is fulfilled. UNFPA works with governments and partners to promote universal access to quality,
integrated sexual and reproductive health services. UNFPA also promotes comprehensive sexuality
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education and youth leadership, which empower young people to exercise autonomy, choice and
participation with regard to their sexual and reproductive health and rights. UNFPA partners with
governments and others to strengthen health systems, train health workers and improve access to
the full range of reproductive health. UNFPA also helps to engage men and boys to advance gender
equality.

UNFPA has been actively engaged in supporting the Government's efforts to implement an effective
cervical screening program and strengthen national capacities in this field, taking into account that
cervical cancer remains among the leading causes of cancer deaths in women at the country level. It
is affecting especially young women of 35- 45 years old, when they are at the top of their professional
careers and carrying for their families, thus the social impact of cervical cancer is greatly increased
because it removes mothers from their families and workers from the economy. At the same time,
cervical cancer is a type of cancer that can be easily prevented through HPV vaccination in
adolescence and cervical screening once in 3 years done at the family doctor for women aged 25-61
years.

In the past years, a series of interventions were supported at the national level by the United Nations
Population Fund (UNFPA), in partnership with Swiss Agency for Development and Cooperation (SDC),
International Cervical Cancer Prevention Association (ICCPA), RoAid, Government of Japan and other
partners, under the leadership of the Ministry of Health, Labor and Social Protection of the Republic
of Moldova, to implement a series of activities in the framework of Cervical Cancer Prevention in
Moldova Project. The main activities include, but are not limited to, the following activities:

- Cervical Screening Coordination Unit and the National Referral Colposcopy Centre, both
established within the Mother and Child Institute;

- Curriculafor cervical screening training (for family doctors, specialists in cytology, histopathology
and colposcopy) developed in line with international recommendation and integrated in the
program of medical education institutions;

- Standard for operation and functioning of cervical screening services in the Republic of Moldova
developed and approved;

- Medical specialists from different levels (Primary Health Care, cytologists, histopathologists,
colposcopists) trained in cervical screening in line with international recommendations;

- Medical equipment purchased and installed: Histopathology laboratory of the Mother and Child
Institute and the Morfopathology Department of the Republican Clinical Hospital were endowed
with financial support from SDC; RoAid financially contributed to the endowment of Cytology
Laboratory from the Republican Clinical Diagnostic Centre. Colposcopy equipment was also
purchased with financial support from the Japanese Embassy in Chisinau and installed in the
National Referral Colposcopy Centre.
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- 10 gynecological examination simulators were procured with RoAid support and distributed to
all medical education institutions (university and colleges) in order to be used for development
of practical skills of medical personnel for taking quality cervical smears at the PHC level in the
framework of cervical screening;

- Baseline KAP Study conducted in 2018 to assess the knowledge, attitudes, and practices related
to cervical cancer prevention and particularly to cervical screening;

- Post-intervention KAP Study to be conducted in 2020 in order to compare obtained data with
those collected in 2018 to evaluate the possible changes in dynamic occurred on the national
level with reference to the access to and quality of cervical screening services;

- Nationwide communication campaign on cervical cancer prevention implemented.

One of the most important interventions is development and implementation of a Cervical Screening
Registry that would ensure an organized cervical screening program as an integral part of the
informational system established on the level of Primary Health Care. Organized cervical screening
program is a cancer prevention method by detecting and treating abnormalities at an early stage,
which, if untreated, could develop into cervical cancer. The risk of invasive cervical cancer is reduced
by 90% in women participating regularly in organized programs. This means that 9 out of 10 invasive
cancer cases can be prevented by screening. Taking part in the screening reduces significantly the
risk of death from cervical cancer. In this context, it is important for doctors to ensure recruitment
of women to be subject to cervical screening. It is absolutely necessary for the doctor to have the
tools by which women can be recruited, by means of any communication channel (verbally,
telephone, personal letter sent home, SMS, e-mail, messenger apps, active home visit, patient’s visit
to the health care facility)

For this purpose, the Concept of the Registry was developed and approved jointly by the Ministry of
Health, Labor and Social Protection and the National Health Insurance Company (Annex 1). The
concept formulates the needs for an IT solution able to replace the current mechanism kept mostly
on paper by implementing a digital mechanism, gathering data into a central database and allowing
the medical staff to form the lists of target population, collect test results in electronic format,
establish case management and treatment recommendations, implement notification mechanisms
for the call/recall system. The automation of notification / invitation process will decrease the
administrative burden from the doctors, eliminating also the human factor.

Based on the framework described in the Concept, an International Consultant contracted by the
UNFPA, with experience in the field of IT in medical/health care domain, developed the technical
specifications of the Cervical Screening Registry, validated by the working group of the Ministry of
Health, Labor and Social Protection and approved by the Agency for Electronic Governance (Annex
2). These technical specifications describe the functionalities of the Registry and the main expected

@ @ 14



DocuSign Envelope ID: A784512D-9F89-458D-BDE4-F46D84F72152

results and should be considered by the contracted Company as the main resource for the
development of the Cervical Screening Registry.

During the last 5 years some important achievement were realized in the health information system
in Moldova, as implementation of the Primary Health Care Information System (SIA AMP) and the
rolling out of the hospital information system (SIA AMS). This also comprised expansion and
improvement of the ICT infrastructure and extensive training of staff. Furthermore, the MConnect
platform has become operational, which allows for safe and efficient data exchange between public
institutions. However, there is a lack of interoperability between these two systems, SIA AMP and
SIA AMP, and the contracted Company will have to take this issue into account during development
of the proposal, by observing at the same time the national legal framework in force.

Il.  OBJECTIVES OF THE ASSIGNMENT

The main objective of this assignment is to develop and implement a fully-fledged Cervical Screening
Registry based on the Concept of screening registry (Annex 1) and the technical specification of the
screening registry (Annex 2) approved by the Ministry of Health, Labor and Social Protection, with all
core functionalities developed and deployed according to the requirements defined during the
assignment.

The Ministry of Health, Labor and Social Protection is the main beneficiary and the owner of the
product to be developed and the database. The Cervical Screening Coordination Unit, established
within the Mother and Child Hospital, is the entity that will use Cervical Screening Registry to
permanently plan, monitor, assess in pre-determined terms and coordinate the provision and
promotion of cervical screening services. It will also assess the data, create reports, monitor,
calculate and analyze performance indicators, organize studies and generate annual and periodic
statistical reports upon request.

ll.  MILESTONES
In order to accomplish the above-mentioned assignment objectives, the contracted Company will

have to achieve the flowing milestones:

MILESTONE 1
Activity 1: Develop and submit the Project Plan

The contracted Company is expected to submit to the UNFPA Moldova Country Office and the
Beneficiary the Project Plan, showing the main steps to be taken in the process of achieving the
milestones, development and implementation phases, as well as the challenges foreseen by the
Company together with necessary measures for their mitigation. The document should give a clear
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vision of the future software product and create the basis for planning and software architecture, a
general description of the product.

Activity 2: Develop and submit the Technical Documentation (System Architecture
Documentation)

The contracted Company is expected to develop and submit to the UNFPA Moldova Country Office
and the Beneficiary the Technical Documentation (SAD: System Architecture Documentation) of the
Cervical Screening Registry. The document shall describe the conceptual model of the system,
defining the structure, behaviour, functional requirements of the software, using wire frames, in
order to understand how the product will interact with the final users. The document shall reflect
the coding standards, design patterns, style guides, user flows, mental maps. To develop the SAD, a
detailed business analysis shall be performed. The contracted Company will assess the technologies
and programming language used for the development of SIA AMP and will propose for the Cervical
Screening Registry technologies in line with the SIA AMP technological stack.

Programming language and technologies used for the development of the Cervical Screening
Registry should be compatible with both SIA AMP and SIA AMS technology stack:

- SIA AMP was developed using Java EE, JSF, Prime faces, jQuery, EJB, CDI, Eclipselink, JPA, JDBC,
EHCache;

- SIA AMS was developed using ASP classic and some functionalities using ASP.NET.2.0.

Proposed technologies shall be approved by the Beneficiary.

MILESTONE 2

Activity 3: Develop and present for comments and clearance the demo version of the technical
solution for the Cervical Screening Registry

The contracted Company will develop a prototype / demo version of the technical solution for the
Cervical Screening Registry in order to provide the Beneficiary a better view on the final products
early in the design and development cycle. The prototype / demo version will be presented during
a meeting with the participation of representatives from the UNFPA Moldova Country Office and
the and Beneficiary. Based on provided within the meeting comments and suggestions, the
contracted Company will update/modify the demo version of the technical solution and submit it
for final approval to the Beneficiary.

Activity 4: Develop and present for comments and clearance the fully functional technical
solution for the Cervical Screening Registry
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The contracted Company will develop the fully functional technical solution for the Cervical
Screening Registry with all functionalities developed and deployed according to the requirements
defined by UNFPA Moldova Country Office and will present it during a meeting with the
representatives from the UNFPA Moldova Country Office and the and Beneficiary. The product
should be operational, allowing real-time navigation through the pages. The contracted Company
will finalize the module based on provided within the meeting comments and suggestions and
submit it for final approval to the Beneficiary.

MILESTONE 3
Activity 5: Develop and submit the Test Plan

The contracted Company will develop and submit to the UNFPA Moldova Country Office and the
Beneficiary a Testing strategy and a detailed Test Plan. The testing strategy and the related Test
Plan shall consider performing automated testing (Unit tests), performance (load and stress)
testing, security testing, regression testing, including developed functionalities of the demo
version. Only Alpha testing shall be considered. The Test Reports shall be approved by the UNFPA
Moldova Country Office and the Beneficiary.

Activity 6: Develop and submit software documentation in Romanian

The contracted Company will develop and submit to the UNFPA Moldova Country Office and the
Beneficiary the following documents: downloadable Administration Guide in PDF format, System
Installation and Configuration Manual and downloadable User Manual in PDF format. All
documents shall be developed and provided in Romanian. The contracted Company shall also
prepare and deliver the relevant documentation for all developed APIs (API integration guide,
integration samples, human and machine-readable description in a standard description language
(e.g. WSDL, Swager)).

Activity 7: Submit the compilable and documented source code for applications, components
(including third-party tools and libraries, licenses, where applicable and automation scripts)

The contracted Company will develop and submit to the UNFPA Moldova Country Office and the
Beneficiary a compilable and documented source code for applications, components (including
third-party tools and libraries, licenses, where applicable), that are not available as COTS from third
parties. The source code shall use package managers for dependencies to 3™ party libraries. The
contracted company shall supply the deployment procedure and supporting tools for this.
Deployment procedure shall cover all the prerequisite before proceeding to system installation.
The deployment shall be automated and include database structure and seeding.
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Iv.

MILESTONE 4

Activity 8: Organization of training sessions for the users and administrator of Cervical Screening
Registry

The contracted Company will ensure the organization of training for all software users and the

administrator on using the Cervical Screening Registry. For this purpose, the following

documentation shall de developed and submitted for coordination and approval to the UNFPA

Moldova Country Office and the Beneficiary: training plan, training materials and a training module

in e-learning platform based on Moodle. All training content/materials shall be developed and

provided in Romanian language.

DELIVERABLES AND TIMEFRAME

# Deliverables Timeframe*

MILESTONE 1

1. A Project Plan developed and submitted to the UNFPA | 2 weeks
Moldova Country Office and the Beneficiary

2. Technical Documentation (System Architecture | 3 weeks
Documentation) developed and submitted to the UNFPA
Moldova Country Office and the Beneficiary

MILESTONE 2

3. Demo version of the technical solution for the Cervical | 4 weeks
Screening Registry developed and presented to UNFPA
Moldova Country Office and the Beneficiary for comments
and clearance

4. Fully functional technical solution for the Cervical Screening | 8 weeks
Registry developed and presented to UNFPA Moldova Country
Office and the Beneficiary for comments and clearance

MILESTONE 3

5. A Test Plan developed and submitted to the UNFPA Moldova | 2 weeks
Country Office and the Beneficiary. Testing Reports submitted
and approved by UNFPA Moldova Country Office and the
Beneficiary.

2 weeks

Tests performed and test reports submitted and approved.

6. Documentation: 4 weeks
- Downloadable Administration Guide in PDF format,

B
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- System Installation and Configuration Manual,

- Downloadable User Manual in PDF format,

developed and submitted to UNFPA Moldova Country Office
and the Beneficiary. The documentation will be provided in
Romanian

7. Compilable and documented source code for applications, | 2 weeks
components (including third-party tools and libraries,
licences, where applicable and automation scripts), submitted
to the UNFPA Moldova Country Office and the Beneficiary and

accepted.
MILESTONE 4
8. Training sessions for the users and administrator of Cervical | 4 weeks

Screening Registry organized.

Training documentation:

- Training plan,

- Training materials,

- Training module in e-learning platform based on Moodle,
developed and submitted to UNFPA Moldova Country Office
and the Beneficiary. All training content/materials will be
provided in Romanian language.

*The contracted Company shall organize the execution of abovementioned activities in
order to meet the established duration of overall 5 months.

V. WARRANTY PERIOD

The contracted Company shall provide 12 months of warranty for the developed solution. The
warranty period starts after final release and the end of the contract. During the warranty period
the contracted Company shall fix any identified defects. During this period, the contracted
Company shall provide necessary technical assistance, that will include at least fixing all defects
reported by the beneficiary, solving all incidents reported by the beneficiary, according to the
agreed SLAs.

Any incidents, malfunctions or changes of configuration that affect the proper functioning of the
informational system shall be addressed exclusively with the contracted company, not with third
parties. The contracted Company shall be responsible for any incidents related to the developed
informational system generated during operations performed by him/her, or at his/her
recommendation when new functionalities are added.

The updated and operational versions of the system shall automatically become ownership of the
Beneficiary, and the contracted Company shall perform the technical operations related to them
until contract termination, and shall give a warranty in the form they were delivered, of minimum
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12 months from the date the contract ends. The costs generated by the failures of the application
during the warranty period shall be at the expense of the contracted Company.

In the event of any incidents generated by the operations performed by the contracted Company,
or in case of failure to carry out the mandatory operations (updating the configuration, patches,
etc.) that destroy the operational configuration of the system, the contracted Company shall
assume the recommission costs, as well as the damages caused by the incident.

VI. PROPERTY RIGHTS

The Beneficiary (Ministry of Health, Labor and Social Protection) has the ownership rights on the
code of the application. Any change to the code results in a new version of the application for which
the contracted Company shall provide full warranty. The Beneficiary will keep the ownership rights
on the application. For a clear understanding, changes to the existing functionalities or new
developments of the application shall be made at the request of the Beneficiary. The beneficiary
shall not interfere with the code of the application, which is why the contracted Company shall be
responsible for the correct operation of the application during and after making changes to the
code. Any change in the application shall oblige the contracted Company to give a warranty for the
entire system and not just for the changes made. The Beneficiary shall continue to keep the
ownership rights on the entire application regardless of the changes made throughout the contract
period.

VIl. CHANGE REQUESTS

On the basis of the law or its operational needs, the Beneficiary may request from the contracted
Company to make some changes or add new functionalities, and the contracted Company shall be
permanently prepared to make them rapidly, without affecting the normal operation of the system.
They shall be performed based on an amendment of the Contract or in the framework of a distinct
Contract.

In line with its operational needs, the Beneficiary may ask the contracted Company for advice in
the form of written answers to its questions regarding the informational system. Also, the
contracted Company may be asked to come to the Beneficiary’s office to offer consultancy as
regards specific questions linked to the developed technical solution.

The development requests generally arise from legislative amendments or after improving the
functioning of business processes. The Beneficiary found that, usually, the changes made have an
immediate impact on the use of other components as well. When a change is made in the system,
its result is only part of what needs to be followed as it is necessary to conduct regular operations
in order to maintain and check the accuracy of the data in the entire system. For efficient software
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development operations and consultancy services aimed at maintaining consolidated information
in the system, the technical team of the contracted Company shall know in detail how the entire
system works and have all the necessary resources to respond to a request with very short or
medium deadlines. At the same time, it should have the ability to understand and see the impact
of any changes proposed by the Beneficiary, or which are necessary in order to ensure the
continuous functioning of the system and to intervene correctly whenever necessary.

Additional services include the services needed to make changes in the system, or in its parameters,
as a result of changing the business logic, modifying or introducing new functionalities into the
system. The additional services result in a new version of the application, adapted to the
requirements of the Beneficiary and involves the activity of analysts and developers. Examples:
change the calculation formulas, create new or change the existing fields, change the work
interfaces.

VIIl. MANAGEMENT ARRANGEMENTS

UNFPA Moldova Country Office will contract a selected Company that shall be a resident of the
Republic of Moldova or have a permanent office in Moldova or undertake to set up such office for
the duration of the contract and the warranty period. It will provide documentary evidence
(including information about the completed contracts and contact information of clients from
whom the references could be taken or whom the UNFPA may, when necessary, visit to familiarize
themselves with the systems put into operation by the Company) to demonstrate that it meets the
following experience requirements:
1. Have been in operation for at least five (5) years with main part of its business being the
development of Information Technology (IT) Systems, including software and services.
2. Has demonstrated experience in conducting at least two (2) contracts of similar
complexity in the last three (3) years.
3. Has demonstrated experience in software development in health sector.

The Company shall provide a team of the following key experts:

e Key expert 1. Team Leader

e Key expert 2. Software Developer
e Key expert 3. Software Developer
o Key expert 4. Software Developer
o Key expert 5. Software Tester

e Key expert 6. Trainer

o Key expert 1. Team Leader:
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The Team Leader is responsible for the day-to-day liaison with the Client; s/he must ensure the

internal coordination and guidance of the project experts and the project coordination with

external counterparts. The Team Leader must also ensure the availability of suitable experts in
accordance with the Project Work Plan. The Team Leader shall oversee that all reporting obligations

are fulfilled in a timely manner to a high-quality standard.

University degree in Computer Science or another relevant domain

At least 7 years of proven experience in software development

At least 3 years proven tracked experience in team/project management with at least 2
projects implemented in the last 3 years

At least 3 years of experience in software development using Java and relevant
corresponding tools from Java technology stack

At least three (3) successfully delivered projects of similar complexity in the health sector
At least 1 year of proven experience within the offering Company

Experience with unit testing, continuous integration, system analysis

Ability to communicate in Romanian and English

Key Expert 2. Software Developer:

University degree in Computer Science or another relevant domain

At least 5 years of proven experience in software development

At least 3 years of proven experience in web Ul design and development using responsive
frameworks, Experience with unit testing, continuous integration, DevOps, system analysis
progressive web apps

At least 3 vyears of experience in software development using Java and relevant
corresponding tools from Java technology stack

Certification in the required technology stack is an asset

Experience of working as a developer within at least three (3) successfully delivered projects
of similar complexity in the health sector

Ability to communicate in Romanian and/or English

Key Expert 3. Software Developer:

University degree in Computer Science or another relevant domain

At least 5 years’ experience in software development

At least 5 years’ experience in database design, development, and optimization

At least 3 years of experience in software development using Java and relevant
corresponding tools from Java technology stack

Experience with unit testing, continuous integration, DevOps, system analysis

Certification in the required technology stack is an asset

At least 3 years’ experience with Entity Framework
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Experience of working as a developer within at least three (3) successfully delivered projects
of similar complexity in the health sector
Ability to communicate in Romanian and/or English

Key Expert 4. Software Developer:

University degree in Computer Science or another relevant domain

At least 5 years of proven experience in software development

At least 5 years of proven experience in systems’ integration, API design and development
At least 3 years of experience in software development using Java and relevant
corresponding tools from Java technology stack

Experience with unit testing, continuous integration, DevOps, system analysis

Certification in the required technology stack is an asset

Experience of working as a developer within at least three (3) successfully delivered projects
of similar complexity in the health sector

Ability to communicate in Romanian and/or English

Key Expert 5. Software Tester:

University degree in Computer Science or another relevant domain

At least 3 years’ experience in software testing in projects of similar complexity

Experience in software testing analysis and design

Experience in performance (load and stress) testing and security testing

Experience in automated testing

Ability to communicate in Romanian and/or English

Experience of working as a tester within at least three (3) successfully delivered projects of
similar complexity in the health sector is an asset

Key Expert 6. Trainer:

University degree in Computer Science or another relevant domain

Experiences in conducting training sessions for end-users and IT specialists in at least 2
similar projects

Experience in writing technical and end-user documentation

Experience in on-line training development using Moodle e-learning system

Ability to communicate in Romanian

Knowledge of English would be an asset

TIMING (DURATION OF WORK)
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Assignment will be conducted during 5 months from the date the Contract enters into force.
Deliverables are expected to be submitted in accordance with the provisions of p. IV.
“DELIVERABLES AND TIMEFRAME” of the present Terms of Reference.

X. PAYMENT CONDITIONS

Contracted Company will be paid a fixed lump sum for the provision of services and payment will
be made in four installments as follows:

— 1%tinstallment — 15 % - upon submission and approval by the UNFPA of deliverables # 1
and 2.

— 2" jnstallment — 50 % - upon submission and approval by the UNFPA of deliverables # 3
and 4 upon certification by the UNFPA Moldova Country Office of satisfactory completion
of the tasks and successful performance.

— 3"ijnstallment — 20 % - upon submission and approval by the UNFPA of deliverables # 5,
6 and 7 upon certification by the UNFPA Moldova Country Office of satisfactory
completion of the tasks and successful performance.

— 4% jnstallment — 15 % - upon submission and approval by the UNFPA of deliverable # 8
upon certification by the UNFPA Moldova Country Office of satisfactory completion of the
tasks and successful performance.

Xi. BIDDERS CONFERENCE

UNFPA Moldova CO organized a bid conference to provide clarification regarding this Request
for Proposal on Wednesday, 27 January 2021 at 15:00 (Moldova local time). The bid
conference was organized online via ZOOM video-conferencing. Minutes of the Pre-Biding
Conference, including Q&As are published.

For UNFPA For S & T MOLD S.R.L.
DocuSigned by: DocuSigned by:
Signature Aﬁ?ﬁiﬁn@ﬁ?ﬁ?a’h Signature E685711Aalc|EA0(D4’5‘//}_’__OSNAIM
Name: Nigina Abaszada Name: Evghenii Mosanu
Title UNFPA Representative Title CEO
Date: 15-Jun-2021 Date: 15-Jun-2021
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GENERAL CONDITIONS OF CONTRACT

CONTRACTS FOR THE PROVISION OF SERVICES

1. LEGAL STATUS OF THE PARTIES: UNFPA (a subsidiary organ of the United Nations established by the General
Assembly in resolution 3019 (XXVII)) and the Contractor shall also each be referred to as a “Party” hereunder, and:

1.1 Pursuant, inter alia, to the Charter of the United Nations and the Convention on the Privileges and Immunities
of the United Nations, the United Nations, including its subsidiary organs, has full juridical personality and
enjoys such privileges and immunities as are necessary for the independent fulfillment of its purposes.

1.2 The Contractor shall have the legal status of an independent contractor vis-a-vis UNFPA, and nothing contained
in or relating to the Contract shall be construed as establishing or creating between the Parties the relationship
of employer and employee or of principal and agent. The officials, representatives, employees, or
subcontractors of each of the Parties shall not be considered in any respect as being the employees or agents of
the other Party, and each Party shall be solely responsible for all claims arising out of or relating to its
engagement of such persons or entities.

2. RESPONSIBILITY FOR EMPLOYEES: To the extent that the Contract involves the provision of any services to
UNFPA by the Contractor’s officials, employees, agents, servants, subcontractors and other representatives (collectively,

LT3

the Contractor’s “personnel”), the following provisions shall apply:

2.1 The Contractor shall be responsible for the professional and technical competence of the personnel it assigns to
perform work under the Contract and will select reliable and competent individuals who will be able to
effectively perform the obligations under the Contract and who, while doing so, will respect the local laws and
customs and conform to a high standard of moral and ethical conduct.

2.2 Such Contractor personnel shall be professionally qualified and, if required to work with officials or staff of
UNFPA, shall be able to do so effectively. The qualifications of any personnel whom the Contractor may
assign or may propose to assign to perform any obligations under the Contract shall be substantially the same,
or better, as the qualifications of any personnel originally proposed by the Contractor.

2.3 At the option of and in the sole discretion of UNFPA:

2.3.1 the qualifications of personnel proposed by the Contractor (e.g., a curriculum vitae) may be
reviewed by UNFPA prior to such personnel’s performing any obligations under the Contract;

2.3.2 any personnel proposed by the Contractor to perform obligations under the Contract may be
interviewed by qualified staff or officials of UNFPA prior to such personnel’s performing any
obligations under the Contract; and,

2.3.3 in cases in which, pursuant to Article 2.3.1 or 2.3.2, above, UNFPA has reviewed the qualifications
of such Contractor’s personnel, UNFPA may reasonably refuse to accept any such personnel.

2.4 Requirements specified in the Contract regarding the number or qualifications of the Contractor’s personnel
may change during the course of performance of the Contract. Any such change shall be made only following
written notice of such proposed change and upon written agreement between the Parties regarding such change,
subject to the following:

2.4.1 UNFPA may, at any time, request, in writing, the withdrawal or replacement of any of the
Contractor’s personnel, and such request shall not be unreasonably refused by the Contractor.

2.4.2 Any of the Contractor’s personnel assigned to perform obligations under the Contract shall not be
withdrawn or replaced without the prior written consent of UNFPA, which shall not be unreasonably
withheld.

2.4.3 The withdrawal or replacement of the Contractor’s personnel shall be carried out as quickly as
possible and in a manner that will not adversely affect the performance of obligations under the
Contract.
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2.4.4 All expenses related to the withdrawal or replacement of the Contractor’s personnel shall, in all
cases, be borne exclusively by the Contractor.

2.4.5 Any request by UNFPA for the withdrawal or replacement of the Contractor’s personnel shall not be
considered to be a termination, in whole or in part, of the Contract, and UNFPA shall not bear any
liability in respect of such withdrawn or replaced personnel.

2.4.6 If a request for the withdrawal or replacement of the Contractor’s personnel is not based upon a
default by or failure on the part of the Contractor to perform its obligations in accordance with the
Contract, the misconduct of the personnel, or the inability of such personnel to reasonably work
together with UNFPA officials and staff, then the Contractor shall not be liable by reason of any such
request for the withdrawal or replacement of the Contractor’s personnel for any delay in the
performance by the Contractor of its obligations under the Contract that is substantially the result of
such personnel’s being withdrawn or replaced.

2.5 Nothing in Articles 2.2, 2.3 and 2.4, above, shall be construed to create any obligations on the part of UNFPA
with respect to the Contractor’s personnel assigned to perform work under the Contract, and such personnel
shall remain the sole responsibility of the Contractor.

2.6 The Contractor shall be responsible for requiring that all personnel assigned by it to perform any obligations
under the Contract and who may have access to any premises or other property of UNFPA shall:

2.6.1 undergo or comply with security screening requirements made known to the Contractor by UNFPA,
including but not limited to, a review of any criminal history;

2.6.2 when within UNFPA premises or on UNFPA property, display such identification as may be
approved and furnished by UNFPA, and that upon the withdrawal or replacement of any such
personnel or upon termination or completion of the Contract, such personnel shall immediately return
any such identification to UNFPA for cancellation.

2.7 Within one working day after learning that any of Contractor’s personnel who have access to any UNFPA
premises have been charged by law enforcement authorities with an offense other than a minor traffic offense,
the Contractor shall provide written notice to inform UNFPA about the particulars of the charges then known
and shall continue to inform UNFPA concerning all substantial developments regarding the disposition of such
charges.

2.8 All operations of the Contractor, including without limitation, storage of equipment, materials, supplies and
parts, within UNFPA premises or on UNFPA property shall be confined to areas authorized or approved by
UNFPA. The Contractor’s personnel shall not enter or pass through and shall not store or dispose of any of its
equipment or materials in any areas within UNFPA premises or on UNFPA property without appropriate
authorization from UNFPA.

3. ASSIGNMENT:

3.1 Except as provided in Article 3.2, below, the Contractor may not assign, transfer, pledge or make any other
disposition of the Contract, of any part of the Contract, or of any of the rights, claims or obligations under the
Contract except with the prior written authorization of UNFPA. Any such unauthorized assignment, transfer,
pledge or other disposition, or any attempt to do so, shall not be binding on UNFPA. Except as permitted with
respect to any approved subcontractors, the Contractor shall not delegate any of its obligations under this
Contract, except with the prior written consent of UNFPA. Any such unauthorized delegation, or attempt to do
s0, shall not be binding on UNFPA.

3.2 The Contractor may assign or otherwise transfer the Contract to the surviving entity resulting from a
reorganization of the Contractor’s operations, provided that:

3.2.1 such reorganization is not the result of any bankruptcy, receivership or other similar proceedings;
and,

3.2.2 such reorganization arises from a sale, merger, or acquisition of all or substantially all of the
Contractor’s assets or ownership interests; and,

3.2.3 the Contractor promptly notifies UNFPA about such assignment or transfer at the earliest
opportunity; and,
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3.2.4 the assignee or transferee agrees in writing to be bound by all of the terms and conditions of the
Contract, and such writing is promptly provided to UNFPA following the assignment or transfer.

4. SUBCONTRACTING: In the event that the Contractor requires the services of subcontractors to perform any
obligations under the Contract, the Contractor shall obtain the prior written approval of UNFPA. UNFPA shall be
entitled, in its sole discretion, to review the qualifications of any subcontractors and to reject any proposed subcontractor
that UNFPA reasonably considers is not qualified to perform obligations under the Contract. UNFPA shall have the
right to require any subcontractor’s removal from UNFPA premises without having to give any justification therefor.
Any such rejection or request for removal shall not, in and of itself, entitle the Contractor to claim any delays in the
performance, or to assert any excuses for the non-performance, of any of its obligations under the Contract, and the
Contractor shall be solely responsible for all services and obligations performed by its subcontractors. The terms of any
subcontract shall be subject to, and shall be construed in a manner that is fully in accordance with, all of the terms and
conditions of the Contract.

5. INDEMNIFICATION:

5.1 The Contractor shall indemnify, defend, and hold and save harmless, UNFPA, and its officials, agents and
employees, from and against all suits, proceedings, claims, demands, losses and liability of any kind or nature
brought by any third party against UNFPA, including, but not limited to, all litigation costs and expenses,
attorney’s fees, settlement payments and damages, based on, arising from, or relating to:

5.1.1 allegations or claims that the possession of or use by UNFPA of any patented device, any
copyrighted material, or any other goods, property or services provided or licensed to UNFPA under
the terms of the Contract, in whole or in part, separately or in a combination contemplated by the
Contractor’s published specifications therefor, or otherwise specifically approved by the Contractor,
constitutes an infringement of any patent, copyright, trademark, or other intellectual property right of
any third party; or,

5.1.2 any acts or omissions of the Contractor, or of any subcontractor or anyone directly or indirectly
employed by them in the performance of the Contract, which give rise to legal liability to anyone not
a party to the Contract, including, without limitation, claims and liability in the nature of a claim for
workers’ compensation.

5.2 The indemnity set forth in Article 5.1.1, above, shall not apply to:

5.2.1 A claim of infringement resulting from the Contractor’s compliance with specific written instructions
by UNFPA directing a change in the specifications for the goods, property, materials, equipment or
supplies to be or used, or directing a manner of performance of the Contract or requiring the use of
specifications not normally used by the Contractor; or

5.2.2 A claim of infringement resulting from additions to or changes in any goods, property, materials
equipment, supplies or any components thereof furnished under the Contract if UNFPA or another
party acting under the direction of UNFPA made such changes.

5.3 In addition to the indemnity obligations set forth in this Article 5, the Contractor shall be obligated, at its sole
expense, to defend UNFPA and its officials, agents and employees, pursuant to this Article 5, regardless of
whether the suits, proceedings, claims and demands in question actually give rise to or otherwise result in any
loss or liability.

5.4 UNFPA shall advise the Contractor about any such suits, proceedings, claims, demands, losses or liability
within a reasonable period of time after having received actual notice thereof. The Contractor shall have sole
control of the defense of any such suit, proceeding, claim or demand and of all negotiations in connection with
the settlement or compromise thereof, except with respect to the assertion or defense of the privileges and
immunities of the United Nations, including its subsidiary organs, or any matter relating thereto, for which only
UNFPA itself is authorized to assert and maintain. UNFPA shall have the right, at its own expense, to be
represented in any such suit, proceeding, claim or demand by independent counsel of its own choosing.
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5.5 In the event the use by UNFPA of any goods, property or services provided or licensed to UNFPA by the
Contractor, in whole or in part, in any suit or proceeding, is for any reason enjoined, temporarily or
permanently, or is found to infringe any patent, copyright, trademark or other intellectual property right, or in
the event of a settlement, is enjoined, limited or otherwise interfered with, then the Contractor, at its sole cost
and expense, shall, promptly, either:

5.5.1 procure for UNFPA the unrestricted right to continue using such goods or services provided to
UNFPA;

5.5.2 replace or modify the goods or services provided to UNFPA, or part thereof, with the equivalent or
better goods or services, or part thereof, that is non-infringing; or,

5.5.3 refund to UNFPA the full price paid by UNFPA for the right to have or use such goods, property or
services, or part thereof.

6. INSURANCE AND LIABILITY:

6.1 The Contractor shall pay UNFPA promptly for all loss, destruction, or damage to the property of UNFPA
caused by the Contractor’s personnel or by any of its subcontractors or anyone else directly or indirectly
employed by the Contractor or any of its subcontractors in the performance of the Contract.

6.2 Unless otherwise provided in the Contract, prior to commencement of performance of any other obligations
under the Contract, and subject to any limits set forth in the Contract, the Contractor shall take out and shall
maintain for the entire term of the Contract, for any extension thereof, and for a period following any
termination of the Contract reasonably adequate to deal with losses:

6.2.1 insurance against all risks in respect of its property and any equipment used for the performance of
the Contract;

6.2.2 workers’ compensation insurance, or its equivalent, or employer’s liability insurance, or its
equivalent, with respect to the Contractor’s personnel sufficient to cover all claims for injury, death
and disability, or any other benefits required to be paid by law, in connection with the performance
of the Contract;

6.2.3 liability insurance in an adequate amount to cover all claims, including, but not limited to, claims for
death and bodily injury, products and completed operations liability, loss of or damage to property,
and personal and advertising injury, arising from or in connection with the Contractor’s performance
under the Contract, including, but not limited to, liability arising out of or in connection with the acts
or omissions of the Contractor, its personnel, agents, or invitees, or the use, during the performance
of the Contract, of any vehicles, boats, airplanes or other transportation vehicles and equipment,
whether or not owned by the Contractor; and,

6.2.4 such other insurance as may be agreed upon in writing between UNFPA and the Contractor.

6.3 The Contractor’s liability policies shall also cover subcontractors and all defense costs and shall contain a
standard “cross liability” clause.

6.4 The Contractor acknowledges and agrees that UNFPA accepts no responsibility for providing life, health,
accident, travel or any other insurance coverage which may be necessary or desirable in respect of any
personnel performing services for the Contractor in connection with the Contract.

6.5 Except for the workers’ compensation insurance or any self-insurance program maintained by the Contractor
and approved by UNFPA, in its sole discretion, for purposes of fulfilling the Contractor’s requirements for
providing insurance under the Contract, the insurance policies required under the Contract shall:

6.5.1 name UNFPA as an additional insured under the liability policies, including, if required, as a separate
endorsement under the policy;

6.5.2 include a waiver of subrogation of the Contractor’s insurance carrier’s rights against UNFPA;

6.5.3 provide that UNFPA shall receive written notice from the Contractor’s insurance carrier not less than
thirty (30) days prior to any cancellation or material change of coverage; and,

6.5.4 include a provision for response on a primary and non-contributing basis with respect to any other
insurance that may be available to UNFPA.
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10.

6.6 The Contractor shall be responsible to fund all amounts within any policy deductible or retention.

6.7 Except for any self-insurance program maintained by the Contractor and approved by UNFPA for purposes of
fulfilling the Contractor’s requirements for maintaining insurance under the Contract, the Contractor shall
maintain the insurance taken out under the Contract with reputable insurers that are in good financial standing
and that are acceptable to UNFPA. Prior to the commencement of any obligations under the Contract, the
Contractor shall provide UNFPA with evidence, in the form of certificate of insurance or such other form as
UNFPA may reasonably require, that demonstrates that the Contractor has taken out insurance in accordance
with the requirements of the Contract. UNFPA reserves the right, upon written notice to the Contractor, to
obtain copies of any insurance policies or insurance program descriptions required to be maintained by the
Contractor under the Contract. Notwithstanding the provisions of Article 6.5.3, above, the Contractor shall
promptly notify UNFPA concerning any cancellation or material change of insurance coverage required under
the Contract.

6.8 The Contractor acknowledges and agrees that neither the requirement for taking out and maintaining insurance
as set forth in the Contract nor the amount of any such insurance, including, but not limited to, any deductible or
retention relating thereto, shall in any way be construed as limiting the Contractor’s liability arising under or
relating to the Contract.

ENCUMBRANCES AND LIENS: The Contractor shall not cause or permit any lien, attachment or other encumbrance
by any person to be placed on file or to remain on file in any public office or on file with UNFPA against any monies
due to the Contractor or that may become due for any work done or against any goods supplied or materials furnished
under the Contract, or by reason of any other claim or demand against the Contractor or UNFPA.

EQUIPMENT FURNISHED BY UNFPA TO THE CONTRACTOR: Title to any equipment and supplies that may
be furnished by UNFPA to the Contractor for the performance of any obligations under the Contract shall rest with
UNFPA, and any such equipment shall be returned to UNFPA at the conclusion of the Contract or when no longer
needed by the Contractor. Such equipment, when returned to UNFPA, shall be in the same condition as when delivered
to the Contractor, subject to normal wear and tear, and the Contractor shall be liable to compensate UNFPA for the
actual costs of any loss of, damage to, or degradation of the equipment that is beyond normal wear and tear.

COPYRIGHT, PATENTS AND OTHER PROPRIETARY RIGHTS:

9.1 Except as is otherwise expressly provided in writing in the Contract, UNFPA shall be entitled to all
intellectual property and other proprietary rights including, but not limited to, patents, copyrights, and
trademarks, with regard to products, processes, inventions, ideas, know-how, or documents and other
materials which the Contractor has developed for UNFPA under the Contract and which bear a direct relation
to or are produced or prepared or collected in consequence of, or during the course of, the performance of the
Contract. The Contractor acknowledges and agrees that such products, documents and other materials
constitute works made for hire for UNFPA.

9.2 To the extent that any such intellectual property or other proprietary rights consist of any intellectual property
or other proprietary rights of the Contractor: (i) that pre-existed the performance by the Contractor of its
obligations under the Contract, or (ii) that the Contractor may develop or acquire, or may have developed or
acquired, independently of the performance of its obligations under the Contract, UNFPA does not and shall
not claim any ownership interest thereto, and the Contractor grants to UNFPA a perpetual license to use such
intellectual property or other proprietary right solely for the purposes of and in accordance with the
requirements of the Contract.

9.3 At the request of UNFPA, the Contractor shall take all necessary steps, execute all necessary documents and
generally assist in securing such proprietary rights and transferring or licensing them to UNFPA in compliance
with the requirements of the applicable law and of the Contract.

9.4 Subject to the foregoing provisions, all maps, drawings, photographs, mosaics, plans, reports, estimates,
recommendations, documents, and all other data compiled by or received by the Contractor under the Contract
shall be the property of UNFPA, shall be made available for use or inspection by UNFPA at reasonable times
and in reasonable places, shall be treated as confidential, and shall be delivered only to UNFPA authorized
officials on completion of work under the Contract.

PUBLICITY, AND USE OF THE NAME, EMBLEM OR OFFICIAL SEAL: The Contractor shall not advertise or
otherwise make public for purposes of commercial advantage or goodwill that it has a contractual relationship with
UNFPA, nor shall the Contractor, in any manner whatsoever use the name, emblem or official seal of the United Nations
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and UNFPA, or any abbreviation of the name of the United Nations and UNFPA in connection with its business or
otherwise without the written permission of the United Nations and UNFPA.

11. CONFIDENTIAL NATURE OF DOCUMENTS AND INFORMATION: Information and data that is considered
proprietary by either Party or that is delivered or disclosed by one Party (“Discloser”) to the other Party (“Recipient”)
during the course of performance of the Contract, and that is designated as confidential (“Information”), shall be held in
confidence by that Party and shall be handled as follows:

11.1 The Recipient shall:

11.1.1 use the same care and discretion to avoid disclosure, publication or dissemination of the
Discloser’s Information as it uses with its own similar Information that it does not wish to
disclose, publish or disseminate; and,

11.1.2  use the Discloser’s Information solely for the purpose for which it was disclosed.

11.2 Provided that the Recipient has a written agreement with the following persons or entities requiring them to
treat the Information confidential in accordance with the Contract and this Article 11, the Recipient may
disclose Information to:

11.2.1 any other party with the Discloser’s prior written consent; and,

11.2.2 the Recipient’s employees, officials, representatives and agents who have a need to know such
Information for purposes of performing obligations under the Contract, and employees officials,
representatives and agents of any legal entity that it controls, controls it, or with which it is under
common control, who have a need to know such Information for purposes of performing
obligations under the Contract, provided that, for these purposes a controlled legal entity means:

11.2.2.1  a corporate entity in which the Party owns or otherwise controls, whether directly
or indirectly, over fifty percent (50%) of voting shares thereof; or,

11.2.2.2  any entity over which the Party exercises effective managerial control; or,

11.2.2.3  for the United Nations, a principal or subsidiary organ of the United Nations
established in accordance with the Charter of the United Nations.

11.3 The Contractor may disclose Information to the extent required by law, provided that, subject to and without
any waiver of the privileges and immunities of the United Nations, including its subsidiary organs, the
Contractor will give UNFPA sufficient prior notice of a request for the disclosure of Information in order to
allow UNFPA to have a reasonable opportunity to take protective measures or such other action as may be
appropriate before any such disclosure is made.

11.4 UNFPA may disclose Information to the extent as required pursuant to the Charter of the United Nations, or
pursuant to resolutions or regulations of the General Assembly or rules promulgated thereunder.

11.5 The Recipient shall not be precluded from disclosing Information that is obtained by the Recipient from a
third party without restriction, is disclosed by the Discloser to a third party without any obligation of
confidentiality, is previously known by the Recipient, or at any time is developed by the Recipient completely
independently of any disclosures hereunder.

11.6 These obligations and restrictions of confidentiality shall be effective during the term of the Contract,
including any extension thereof, and, unless otherwise provided in the Contract, shall remain effective
following any termination of the Contract.

12. FORCE MAJEURE; OTHER CHANGES IN CONDITIONS:

12.1 In the event of and as soon as possible after the occurrence of any cause constituting force majeure, the
affected Party shall give notice and full particulars in writing to the other Party, of such occurrence or cause if
the affected Party is thereby rendered unable, wholly or in part, to perform its obligations and meet its
responsibilities under the Contract. The affected Party shall also notify the other Party of any other changes in
condition or the occurrence of any event which interferes or threatens to interfere with its performance of the
Contract. Not more than fifteen (15) days following the provision of such notice of force majeure or other
changes in condition or occurrence, the affected Party shall also submit a statement to the other Party of
estimated expenditures that will likely be incurred for the duration of the change in condition or the event of
force majeure. On receipt of the notice or notices required hereunder, the Party not affected by the occurrence
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of a cause constituting force majeure shall take such action as it reasonably considers to be appropriate or
necessary in the circumstances, including the granting to the affected Party of a reasonable extension of time
in which to perform any obligations under the Contract.

12.2 If the Contractor is rendered unable, wholly or in part, by reason of force majeure to perform its obligations
and meet its responsibilities under the Contract, UNFPA shall have the right to suspend or terminate the
Contract on the same terms and conditions as are provided for in Article 13, “Termination,” except that the
period of notice shall be seven (7) days instead of thirty (30) days. In any case, UNFPA shall be entitled to
consider the Contractor permanently unable to perform its obligations under the Contract in case the
Contractor is unable to perform its obligations, wholly or in part, by reason of force majeure for any period in
excess of ninety (90) days.

12.3 Force majeure as used herein means any unforeseeable and irresistible act of nature, any act of war (whether
declared or not), invasion, revolution, insurrection, terrorism, or any other acts of a similar nature or force,
provided that such acts arise from causes beyond the control and without the fault or negligence of the
Contractor. The Contractor acknowledges and agrees that, with respect to any obligations under the Contract
that the Contractor must perform in areas in which UNFPA is engaged in, preparing to engage in, or
disengaging from any humanitarian or similar operations, any delays or failure to perform such obligations
arising from or relating to harsh conditions within such areas, or to any incidents of civil unrest occurring in
such areas, shall not, in and of itself, constitute force majeure under the Contract.

13. TERMINATION:

13.1 Either Party may terminate the Contract for cause, in whole or in part, upon thirty (30) day’s notice, in writing,
to the other Party. The initiation of conciliation or arbitral proceedings in accordance with Article 16
“Settlement of Disputes,” below, shall not be deemed to be a “cause” for or otherwise to be in itself a
termination of the Contract.

13.2 UNFPA may terminate the Contract at any time by providing written notice to the Contractor in any case in
which the mandate of UNFPA applicable to the performance of the Contract or the funding of UNFPA
applicable to the Contract is curtailed or terminated, whether in whole or in part. In addition, unless otherwise
provided by the Contract, upon sixty (60) day’s advance written notice to the Contractor, UNFPA may
terminate the Contract without having to provide any justification therefor.

13.3 In the event of any termination of the Contract, upon receipt of notice of termination that has been issued by
UNFPA, the Contractor shall, except as may be directed by UNFPA in the notice of termination or otherwise
in writing:

13.3.1 take immediate steps to bring the performance of any obligations under the Contract to a close in a
prompt and orderly manner, and in doing so, reduce expenses to a minimum,;

13.3.2  refrain from undertaking any further or additional commitments under the Contract as of and
following the date of receipt of such notice;

13.3.3  place no further subcontracts or orders for materials, services, or facilities, except as UNFPA and
the Contractor agree in writing are necessary to complete any portion of the Contract that is not
terminated;

13.3.4 terminate all subcontracts or orders to the extent they relate to the portion of the Contract
terminated;

13.3.5 transfer title and deliver to UNFPA the fabricated or unfabricated parts, work in process,
completed work, supplies, and other material produced or acquired for the portion of the Contract
terminated;

13.3.6  deliver all completed or partially completed plans, drawings, information, and other property that,
if the Contract had been completed, would be required to be furnished to UNFPA thereunder;

13.3.7 complete performance of the work not terminated; and,

13.3.8 take any other action that may be necessary, or that UNFPA may direct in writing, for the
minimization of losses and for the protection and preservation of any property, whether tangible or
intangible, related to the Contract that is in the possession of the Contractor and in which UNFPA
has or may be reasonably expected to acquire an interest.
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14.

15.

16.
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13.4

13.5

13.6

13.7

NON-WAIVER OF RIGHTS: The failure by either Party to exercise any rights available to it, whether under the
Contract or otherwise, shall not be deemed for any purposes to constitute a waiver by the other Party of any such right or

In the event of any termination of the Contract, UNFPA shall be entitled to obtain reasonable written
accountings from the Contractor concerning all obligations performed or pending in accordance with the
Contract. In addition, UNFPA shall not be liable to pay the Contractor except for those goods delivered and
services provided to UNFPA in accordance with the requirements of the Contract, but only if such goods or
services were ordered, requested or otherwise provided prior to the Contractor’s receipt of notice of
termination from UNFPA or prior to the Contractor’s tendering of notice of termination to UNFPA.

UNFPA may, without prejudice to any other right or remedy available to it, terminate the Contract forthwith
in the event that:

13.5.1 the Contractor is adjudged bankrupt, or is liquidated, or becomes insolvent, or applies for a
moratorium or stay on any payment or repayment obligations, or applies to be declared insolvent;

13.5.2  the Contractor is granted a moratorium or a stay, or is declared insolvent;

13.5.3 the Contractor makes an assignment for the benefit of one or more of its creditors;
13.5.4  aReceiver is appointed on account of the insolvency of the Contractor;

13.5.5 the Contractor offers a settlement in lieu of bankruptcy or receivership; or,

13.5.6 UNFPA reasonably determines that the Contractor has become subject to a materially adverse
change in its financial condition that threatens to substantially affect the ability of the Contractor
to perform any of its obligations under the Contract.

Except as prohibited by law, the Contractor shall be bound to compensate UNFPA for all damages and costs,
including, but not limited to, all costs incurred by UNFPA in any legal or non-legal proceedings, as a result of
any of the events specified in Article 13.5, above, and resulting from or relating to a termination of the
Contract, even if the Contractor is adjudged bankrupt, or is granted a moratorium or stay or is declared
insolvent. The Contractor shall immediately inform UNFPA of the occurrence of any of the events specified
in Article 13.5, above, and shall provide UNFPA with any information pertinent thereto.

The provisions of this Article 13 are without prejudice to any other rights or remedies of UNFPA under the
Contract or otherwise.

any remedy associated therewith, and shall not relieve the Parties of any of their obligations under the Contract.

NON-EXCLUSIVITY: Unless otherwise specified in the Contract, UNFPA shall have no obligation to purchase any
minimum quantities of goods or services from the Contractor, and UNFPA shall have no limitation on its right to obtain

goods or services of the same kind, quality and quantity described in the Contract, from any other source at any time.

SETTLEMENT OF DISPUTES:

16.1

AMICABLE SETTLEMENT: The Parties shall use their best efforts to amicably settle any dispute,
controversy, or claim arising out of the Contract or the breach, termination, or invalidity thereof. Where the
Parties wish to seek such an amicable settlement through conciliation, the conciliation shall take place in
accordance with the Conciliation Rules then obtaining of the United Nations Commission on International
Trade Law (“UNCITRAL”), or according to such other procedure as may be agreed between the Parties in
writing.

16.2 ARBITRATION: Any dispute, controversy, or claim between the Parties arising out of the Contract or the

breach, termination, or invalidity thereof, unless settled amicably under Article 16.1, above, within sixty (60)
days after receipt by one Party of the other Party’s written request for such amicable settlement, shall be
referred by either Party to arbitration in accordance with the UNCITRAL Arbitration Rules then obtaining. The
decisions of the arbitral tribunal shall be based on general principles of international commercial law. The
arbitral tribunal shall be empowered to order the return or destruction of goods or any property, whether
tangible or intangible, or of any confidential information provided under the Contract, order the termination of
the Contract, or order that any other protective measures be taken with respect to the goods, services or any
other property, whether tangible or intangible, or of any confidential information provided under the Contract,
as appropriate, all in accordance with the authority of the arbitral tribunal pursuant to Article 26 (“Interim
measures”) and Article 34 (“Form and effect of the award”) of the UNCITRAL Arbitration Rules. The arbitral
tribunal shall have no authority to award punitive damages. In addition, unless otherwise expressly provided in
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the Contract, the arbitral tribunal shall have no authority to award interest in excess of the London Inter-Bank
Offered Rate (“LIBOR”) then prevailing, and any such interest shall be simple interest only. The Parties shall
be bound by any arbitration award rendered as a result of such arbitration as the final adjudication of any such
dispute, controversy, or claim.

17. PRIVILEGES AND IMMUNITIES: Nothing in or relating to the Contract shall be deemed a waiver, express or
implied, of any of the privileges and immunities of the United Nations, including its subsidiary organs.

18. TAX EXEMPTION:

18.1 Aurticle II, Section 7, of the Convention on the Privileges and Immunities of the United Nations provides, inter
alia, that the United Nations, including its subsidiary organs, is exempt from all direct taxes, except charges
for public utility services, and is exempt from customs restrictions, duties, and charges of a similar nature in
respect of articles imported or exported for its official use. In the event any governmental authority refuses to
recognize the exemptions of UNFPA from such taxes, restrictions, duties, or charges, the Contractor shall
immediately consult with UNFPA to determine a mutually acceptable procedure.

18.2 The Contractor authorizes UNFPA to deduct from the Contractor’s invoices any amount representing such
taxes, duties or charges, unless the Contractor has consulted with UNFPA before the payment thereof and
UNFPA has, in each instance, specifically authorized the Contractor to pay such taxes, duties, or charges
under written protest. In that event, the Contractor shall provide UNFPA with written evidence that payment
of such taxes, duties or charges has been made and appropriately authorized, and UNFPA shall reimburse the
Contractor for any such taxes, duties, or charges so authorized by UNFPA and paid by the Contractor under
written protest.

19. MODIFICATIONS:

19.1 Pursuant to the Financial Regulations and Rules of UNFPA, only the Chief of the Procurement Services
Branch of UNFPA or such other contracting authority as made known to the Contractor in writing, possesses
the authority to agree on behalf of UNFPA to any modification of or change in the Contract, to a waiver of any
of its provisions or to any additional contractual relationship of any kind with the Contractor. Accordingly, no
modification or change in the Contract shall be valid and enforceable against UNFPA unless provided by a
valid written amendment to the Contract signed by the Contractor and the Chief of the Procurement Services
Branch of UNFPA or such other contracting authority.

19.2 If the Contract shall be extended for additional periods in accordance with the terms and conditions of the
Contract, the terms and conditions applicable to any such extended term of the Contract shall be the same
terms and conditions as set forth in the Contract, unless the Parties shall have agreed otherwise pursuant to a
valid amendment concluded in accordance with Article 19.1, above.

19.3 The terms or conditions of any supplemental undertakings, licenses, or other forms of agreement concerning
any goods or services provided under the Contract shall not be valid and enforceable against UNFPA nor in
any way shall constitute an agreement by UNFPA thereto unless any such undertakings, licenses or other
forms are the subject of a valid amendment concluded in accordance with Article 19.1, above.

20. AUDITS AND INVESTIGATIONS:

20.1 Each invoice paid by UNFPA shall be subject to a post-payment audit by auditors, whether internal or
external, of UNFPA or the United Nations or by other authorized and qualified agents of UNFPA or the
United Nations at any time during the term of the Contract and for a period of three (3) years following the
expiration or prior termination of the Contract. UNFPA shall be entitled to a refund from the Contractor for
any amounts shown by such audits to have been paid by UNFPA other than in accordance with the terms and
conditions of the Contract.

20.2 UNFPA may conduct investigations relating to any aspect of the Contract or the award thereof, the obligations
performed under the Contract, and the operations of the Contractor generally relating to performance of the
Contract at any time during the term of the Contract and for a period of three (3) years following the
expiration or prior termination of the Contract.

20.3 The Contractor shall provide its full and timely cooperation with any such inspections, post-payment audits or
investigations. Such cooperation shall include, but shall not be limited to, the Contractor’s obligation to make
available its personnel and any relevant documentation for such purposes at reasonable times and on
reasonable conditions and to grant to UNFPA access to the Contractor’s premises at reasonable times and on
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21.

22.

23.

24,

25.

26.

217.

28.

reasonable conditions in connection with such access to the Contractor’s personnel and relevant
documentation. The Contractor shall require its agents, including, but not limited to, the Contractor’s
attorneys, accountants or other advisers, to reasonably cooperate with any inspections, post-payment audits or
investigations carried out by UNFPA or the United Nations hereunder.

LIMITATION ON ACTIONS:

21.1 Except with respect to any indemnification obligations in Article 5, above, or as are otherwise set forth in the
Contract, any arbitral proceedings in accordance with Article 16.2, above, arising out of the Contract must be
commenced within three years after the cause of action has accrued.

21.2 The Parties further acknowledge and agree that, for these purposes, a cause of action shall accrue when the
breach actually occurs, or, in the case of latent defects, when the injured Party knew or should have known all
of the essential elements of the cause of action, or in the case of a breach of warranty, when tender of delivery
is made, except that, if a warranty extends to future performance of the goods or any process or system and the
discovery of the breach consequently must await the time when such goods or other process or system is ready
to perform in accordance with the requirements of the Contract, the cause of action accrues when such time of
future performance actually begins.

ESSENTIAL TERMS: The Contractor acknowledges and agrees that each of the provisions in Articles 23 to 28
hereof constitutes an essential term of the Contract and that any breach of any of these provisions shall entitle
UNFPA to terminate the Contract or any other contract with UNFPA immediately upon notice to the Contractor,
without any liability for termination charges or any other liability of any kind.

SOURCE OF INSTRUCTIONS: The Contractor shall neither seek nor accept instructions from any authority external
to UNFPA in connection with the performance of its obligations under the Contract. Should any authority external to
UNFPA seek to impose any instructions concerning or restrictions on the Contractor’s performance under the Contract,
the Contractor shall promptly notify UNFPA and provide all reasonable assistance required by UNFPA. The Contractor
shall not take any action in respect of the performance of its obligations under the Contract that may adversely affect the
interests of UNFPA, and the Contractor shall perform its obligations under the Contract with the fullest regard to the
interests of the United Nations and UNFPA.

OFFICIALS NOT TO BENEFIT: The Contractor warrants that it has not and shall not offer to any representative,
official, employee, or other agent of UNFPA any direct or indirect benefit arising from or related to the performance of
the Contract or of any other contract with UNFPA or the award thereof or for any other purpose intended to gain an
advantage for the Contractor.

OBSERVANCE OF THE LAW: The Contractor shall comply with all laws, ordinances, rules, and regulations bearing
upon the performance of its obligations under the Contract. In addition, the Contractor shall maintain compliance with
all obligations relating to its registration as a qualified vendor of goods or services to UNFPA, as such obligations are set
forth in the United Nations and UNFPA vendor registration procedures.

CHILD LABOR: The Contractor represents and warrants that neither it, its parent entities (if any), nor any of the
Contractor’s subsidiary or affiliated entities (if any) is engaged in any practice inconsistent with the rights set forth in the
Convention on the Rights of the Child, including Article 32 thereof, which, inter alia, requires that a child shall be
protected from performing any work that is likely to be hazardous or to interfere with the child’s education, or to be
harmful to the child’s health or physical, mental, spiritual, moral, or social development.

MINES: The Contractor represents and warrants that neither it, its parent entities (if any), nor any of the Contractor’s
subsidiaries or affiliated entities (if any) is engaged in the sale or manufacture of anti-personnel mines or components
utilized in the manufacture of anti-personnel mines.

SEXUAL EXPLOITATION:

28.1 The Contractor shall take all appropriate measures to prevent sexual exploitation or abuse of anyone by its
employees or any other persons engaged and controlled by the Contractor to perform any services under the
Contract. For these purposes, sexual activity with any person less than eighteen years of age, regardless of
any laws relating to consent, shall constitute the sexual exploitation and abuse of such person. In addition, the
Contractor shall refrain from, and shall take all reasonable and appropriate measures to prohibit its employees
or other persons engaged and controlled by it from exchanging any money, goods, services, or other things of
value, for sexual favors or activities, or from engaging any sexual activities that are exploitive or degrading to
any person.

REV.: MAY 2012 GENERAL CONDITIONS OF CONTRACT FOR CONTRACTS FOR THE PROVISION OF SERVICES PAGE 10
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28.2 UNFPA shall not apply the foregoing standard relating to age in any case in which the Contractor’s personnel
or any other person who may be engaged by the Contractor to perform any services under the Contract is
married to the person less than the age of eighteen years with whom sexual activity has occurred and in which
such marriage is recognized as valid under the laws of the country of citizenship of such Contractor’s
personnel or such other person who may be engaged by the Contractor to perform any services under the
Contract.

- 0000 —

REV.: MAY 2012 GENERAL CONDITIONS OF CONTRACT FOR CONTRACTS FOR THE PROVISION OF SERVICES PAGE 11
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for the development of the Cervical Screening Registry
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Name. Legal framework. Legal basis. Regulatory acts

The Automated Information System for Primary Health Care (SIA AMP) is meant to
computerise the key duties and flows of medical, administrative and managerial staff of
the Health Care Providers in the Republic of Moldova (hereinafter as Providers). SIA AMP
also ensures the automated recording, control and coordination of the work of the
Providers’ key subdivisions, as well as the collection of the data necessary to inform the
decision-making and process personal data, including those related to the health
condition of those who benefit from health services.

The development of the system involved analysis work with the participation of external
providers of software solutions, professionals from the Ministry of Health, Labour and
Social Protection and from Providers. Currently, the system operates at the national level.
The SIA AMP information system is hosted by the Government Cloud (hereinafter
referred to as M-Cloud), and is maintained on an ongoing basis.

The applicable national law and the international conventions and treaties to which the
Republic of Moldova is a party are the legal and regulatory basis of SIA AMP. The
following laws and regulations govern SIA AMP development and operation:

* Law No 411 of 28 March 1995 on Health Care;

* Law No 982 of 11 May 2000 on Access to Information;

* Law No 1069 of 22 June 2000 on Computer Science;

 Law No 467 of 21 November 2003 on Computerization and State Information
Resources;

* Law No 412-XV of 9 December 2004 on Official Statistics;

* Law 100-XV of 26 April 2001 on Civil Status Documents;

* Law No 71 of 22 March 2007 on Registrys;

* Law No 133 of 8 July 2011 on Personal Data Protection;

* Law No 142 of 19 July 2018 on Exchange of Data and Interoperability;

* Law No 143 of 19 July 2018 Amending and Supplementing Certain Legal Acts;

* Government of the Republic of Moldova Decision No 586 of 24 July 2017
approving the Regulation on Keeping Medical Registrys;

» Government Decision No 988 of 10 October 2018 approving the Rules on Primary
Health Care Organization;

* Government Decision No 632 of 8 June 2004 approving the Policy for Building an
Information Society in the Republic of Moldova;

» Government Decision No 1123 of 14 December 2010 approving the Requirements
for Ensuring the Personal Data Security During Processing in Information Systems
of Personal Data;

» Government of the Republic of Moldova Decision No 101 of 5 February 2008
establishing the State Registry of High-Security Medical Forms;

» Government of the Republic of Moldova Decision No 272 of 6 March 2002 on the
Measures to Establish the ‘State Registry of Legal Entities’ Automated Information
System;
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*  RM Government Decision No 1128 of 14 October 2004 approving the Concept of
the Integrated Medical Information System;

» Government Decision No 128 of 20 February 2014 on Common Government
Technological Platform (M-Cloud);

» Government Decision No 656 of 5 September 2012 approving the Interoperability
Framework Program;

* Government Decision No 1090 of 31 December 2013 on the Governmental
Electronic Service of Access Authentication and Control (MPass);

* Government Decision No 405 of 2 June 2014 on Integrated Governmental
Electronic Service Digital Signature (MSign);

* RM Government Decision No 857 of 31 October 2013 on the National Strategy for
Information Society Development ‘Digital Moldova 2020’;

*  RM MoH Order No 695 of 13 October 2010 on Primary Health Care in the Republic
of Moldova,;

* MoH Order No 190 of 23 June 2003 establishing the Structure of District/Municipal
Health Care System, stipulating the structure and duties of medical informatics and
statistics departments of the public health care facilities;

* RM MoH Order No 828 of 31 October 2011 approving the Forms for Primary
Medical Records;

* MoH Order on Development and Submission of Annual Medical Statistical Reports
by Health Care Facilities, updated annually;

* MoH Order No 404 of 30 October 2007 on Legal Delimitation of Primary Health
Care at District Level,

» Order No 1086 of 30 December 2016 approving the Framework Regulations on
the Organisation and Operation of Health Care Providers;

 Order No 492/139A of 22 April 2013 on Medicines Reimbursed from the
Compulsory Health Insurance Funds;

e Order No 727-494-a of 21 September 2016 approving the Regulation on the
Organisation of Episodic Treatment at Treatment Rooms/Day Patient
Departments, Procedure Rooms and Home, with Medicines Reimbursed from the
Compulsory Health Insurance Funds, of the Most Frequent Diseases in the Family
Doctor Practice;

= Order No 1080 of 28 December 2017 approving the Nomenclature of Public
Primary Health Care Facilities at District Level;

* Order No 47 of 10 February 2016 approving the Nomenclature of Private Health
Care Providers;

* Order No 466 of 11 June 2015 approving the Nomenclature of Hospital Health
Care Facilities;

* MoH Order No 1023 of 29 December 2011 approving the Statistical Forms for
Primary Medical Records;

= MoH Order No 1087/721 of 30 December 2016 approving the Regulation on the
Registration of the Individual with the Family Doctor from the Health Care Facility
Providing Primary Health Care under the Compulsory Health Insurance;

» Order No 515-130-A of 13 April 2018 on PHC Performance Indicators;

e MoH and NHIC Joint Order No 596/404A of 21 July 2016 Approving the
Methodological Norms for the Implementation of the Single Program of
Compulsory Health Insurance;
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* MoH and NHIC Joint Order No 1131/658A of 29 December 2017 Approving the
Criteria for Contracting the Health Care Facilities under the 2018 Compulsory
Health Insurance System for 2018;

* Order No 87 of 01.06.2006 on the approval of technical regulation ,Software
lifecycle” RT 38370656 - 002:2006;
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Objective of the Project

The system described below is subject to the procurement of software development
services and formulates their technical, functional and non-functional specifications in
order to roll out it in the Contractor’s areas of interest. Specifically, this Project has the
following components:

PROJECT STRUCTURE DURATION / DEADLINE

Services for the development of the | Actual implementation period - 6
Cervical Screening Registry months after signing the contract.

User training services The Provider shall deliver training

services under this procedure.

Development of project related The Provider shall develop the project
documentation related documentation (project plan,
analysis and design documents, testing
plan, functional and performance test
results, top OWASP vulnerabilities),
complete users manuals and installing

guidelines.
Installing the application on test and The Provider shall set up and install the
production environment application on test and production

environment on the governmental
platform MCloud

Ensuring support The Provider shall ensure support
activities throughout entire warranty
period

Analysis document developed by the Provider shall be the first deliverable and will be
subject to approval and acceptance by the Beneficiary. Analysis document approved by
the Beneficiary shall be the reference for the Final Acceptance, governing over any other
technical document. Analysis document shall be drafted by the Provider, involving the
specialists of the Beneficiary, and will include:

» concrete details of the system architecture; sizing, infrastructure connections,
security features, etc;

data flows modelling, process design, logical interactions between system actors,
details about the data;

document templates, nomenclature;

,2use-case” cases, roles, access rights over entities;

data types, table structure, connections between tables;

application screens design;

details regarding the connections with other systems: data types, programming of
data exchange, access mode etc.

Y

YVVVVY
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The system will be described both in terms of architecture and operation, and in this paper
will be presented information on the technology used and how data are processed. The
Provider will have access to the source code of the Contractor’'s system and will take all
the risks arising from its modification. The services provided under this Project imply
offering a warranty for the SIA AMP for a period of at least 12 months from the date the
contract ends. In addition, the service Provider will document all the operations to modify
the system and will submit them to the Beneficiary, offering a warranty to the whole
system, starting with its development process and every time it intervenes in the system.

The initial chapters “SIA AMP overview” and “SIA AMP technical specifications” details
everything thoroughly so that the potential bidders could assess accurately the effort, the
necessary knowledge and their liability under this procurement.
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SIA AMP overview

In order to understand the requirements of the Terms of Reference as accurately as
possible, the Contractor informs the participants in the procurement about the technical
specifications of SIA AMP. The Automated Information System for Primary Health Care
is a national system of high complexity and strategic importance for the Health Care
Service Providers in the Republic of Moldova, on the basis of which the Medical Registrys
— the state information resource — are formed.

General characteristics of SIA AMP functioning

SIA AMP application has a 3-tier architecture, which allows its operation on the M-Cloud
infrastructure. SIA AMP operates in a centralized manner on the hardware infrastructure
designed for 99.9% availability and has the following general characteristics:

» covers the primary health care processes;

* can repair a module without affecting the others;

» complies with the applicable information technology standards;

» ensures flexibility to regularly adapt to the legal norms and to develop the software
after its implementation;

* uses a service-oriented architecture to easily make new changes, with
interventions only to the component to be updated, minimizing the costs and time
required to make the changes;

* has a modern, high performance architecture, structured on 3 levels (database
level, application level and access/user level);

* is meant to support a high number of clicks by users, both simultaneously and in
short intervals;

» is scalable horizontally and vertically to settle the future changes in the number of
users of the solution;

* recognizes correctly, accepts and integrates the information sources into the
system;

» keeps the user interface, the content of Registrys, of databases and of generated
documents in Romanian;

» allows the users to log in once to access all the modules of the application;

» aligns with the standards of information security and confidentiality and processing
of personal data;

» ensures a high safety during its use.
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User interface

The interface is permanently accessible to all Providers in the Republic of Moldova.

» SIA AMP has an intelligent, intuitive and user-friendly interface

Autentificare

Login:
T ——— pass
Parola:

Al ultat parola?

in sistemul informational dat se prelucreazi date cu caracter personal. Folosirea sistemelor
informationale de date cu caracter personal este controlata si folosirea neautorizata a acestora se
urmareste in conformitate cu legislatia. Pentru incilcarea prevederilor Legii privind protectia datelor
cu caracter personal, persoanele vinovate rispund in conformitate cu legislatia civila,
contraventionald sau penala.

» the work interface is accessed from the web browser and does not require the
installation of additional software components;

/[ siaamp %\

L C | @ nttps//sinampmd/sizamp/

Notificari ~ Receptie  Triaj  Fisa medicald  Stocuri

Concedii | Reactii

Reactii | Maladii
medicale | adverse i

Programe
de
alergice | cronice

Wiaj  |consultati] Imunizéri

Fis3 copil

Certificate|
de deces

Rezultate

Retate

instruire

Meniu Date [ i
Diagnosticel
. personale
L pacienti

» the user interface is in Romanian;
» the interface allows alternative ways to enter medical data, i.e. by using the
keyboard or the mouse;
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\\?‘ 3 3 CMF test Sectie test 2
i STATANIE i

Registratura  Triaj Fisa medicala Stocuri  Statistica

‘ N A F ~
‘ \ . \o’ Medic specialist Bucur Viorel

,2_ Pacienti Filtre de cautare

Bara de menimu

~ Cauta pacient ~

ume: " Nr. Polita:
Pacient nou
Prenume: IDNP: .
- Bara de titlu
Note clinice auta in: | Policlinica -
cohsus © Curata filtre Zona de filtre
" Bilete trimitere Rezﬂ cautare , Zona cu informatii

Actiuni ( Nume Prenume Sex IDNP

Mamaliga Valentina Feminin 159654753

2 K

Nr. Polita Data nagtere Medic de familie\

1234 20/02/1970 Buga Guguta

Bara de a Buga Guguta Masculin 12345678934569 16/06/2013 Buga Guguta
butoane ‘Plamadeala Ion Masculin | 1112 07/02/1998 Buga Guguta
-Mamaliga Flor Masculin 159654753 21/02/2014 Buga Guguta
| Ertei Masculin | 159654753 25/02/2014 Buga Guguta
Aciorba Vasea Masculin 31231232 13/03/2014 Buga Guguta

14/02/2014 Chivriga Anatol

Fisa pacient numel prenumel Feminin 1112222333337
Torba Grisa Masculin | 12345678934369
rfathh dndndndn Feminin 3132121

IAratz 19din9 | = <« T 10

D8/04/1972 Chivriga Anatol

1%03/1998 Bradut Ion j
|

‘ Paginatia

XLS

» the information/warning messages are simple and do not require advanced
technical knowledge.

= Module Loc consultatie:
= obligatoriu

Registratura Triaj Fisa medicala Stocuri Statistica

Date personale Triaj Consultatii Concedii medicale Complicatii tratam@ vizita: cimp obligaton:;D ’

Maladii cronice Programe de instruire Fisa copil Fisa gravida Certificate .

Consultatii

Date consultatie

Loc ¢ tie: cimp
Tip vizita: cimp obligatoriu

Nr. reg a consultatiei: Loc consultatie: Selecteaza .
Medic: Alexandr Kirilov Tip Asistenta Urgent3 prespitalicea'

Tip vizita: Selecteaz -
Data consultatie: 24/07/2014 n [Jurgenta [ asigurat

Diagnostic prezumtiv:

Actiuni Cod Denumire Caz nou
(0) inregistrari gasite

10
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Hardware and communication channels
The system has a hierarchical, client-server architecture with the following components:

* The hardware platform, consisting of the technical complex of data processing and
transport, which takes place in the M-Cloud system. The M-Cloud platform
ensures:

v Redundantly protected servers for database hosting, system software and
functional software (applications);

Communication equipment for the formation of local LAN networks and the
organization of WAN territorial communications;

The provided servers have Intel x86/x64 family processors

The hardware platform provided by the beneficiary is properly sized to allow
proper functioning of the system.

Optimal performance to achieve the objectives and ensure further rolling
out of the system;

Flexibility in using the available means in order to receive information from
external sources (other public institutions);

High level security of applications and data transfer;

Government information platforms’ operating rules.

AN NN U N NN

» The software platform has the following features:

v’ Microsoft Windows, from the Enterprise series, is the operating system of
the database servers and CentOS - of the application server;

v’ Microsoft SQL Server is the database management system.

v’ By default, there is a web browser on user stations.

Security system

The SIA AMP system operates in accordance with the security standards in force
regulating information confidentiality and personal data processing. SIA AMP has the
following characteristics:

» provides controlled user access to the database by diversifying the procedures of
processing and viewing data according to each user’s duties and responsibilities;

* is receptive to any changes in the list of users and/or rights granted to them
regarding the execution of data processing procedures (entering, editing, deletion,
viewing, etc.);

» is susceptible to any changes in the users’ rights regarding the structural elements
of the database, which are accessible to them;

» all user accounts are created by system administrators.

* includes data protection means in cases of system disturbances, unauthorized
access, technical accidents;

* includes data protection when transporting it via networks.

11
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Given the special nature of the information managed in SIA AMP, it has implemented a
security mechanism that allows only authorized access to its components.

The system has the following security levels that ensure data confidentiality:

e Security at application level is ensured by the protocol on the communication
between stations and the server; it is secure, HTTPS type with SSL Encryption
Certificate;

» Security at business level is ensured by the system access module: unique
authentication via the Governmental Electronic Service of Access Authentication
and Control (MPass) and, on its basis, access to the appropriate level of data.

* Security at database level: MS SQL server database has its own security
mechanism; access to information is made with the user/password, which are
encrypted by default on the communication channel. Database integrity is ensured
automatically, and changes to its structure are made solely on the basis of the
corresponding rights of the database administrator. In addition, the database has
its own backup mechanism, which allows in case of an accident to restore the
latest versions (going back to several days). In correlation with the allocated M-
cloud resources.

The system provides management and control of the access level, as well as identification
and authentication rights for all objects. Access and authentication rights are created for
each user group in the system; the system tracks the accessed information and
functionalities. The system provides access to statistical data for certain groups of
authenticated users. The system provides automatic verification of rights upon system
authentication. Whenever the system is accessed subsequently, it creates an access log
— an audit trail.

The following major types of users exist in the system:

* Administrator level: allows creating accounts, ensuring information security and
other configurations.
» Operator level: - allows entering and modifying the data specific to its activity;

The system has data retention mechanisms, secure access and audit of actions:

» Data retention and version control. The system allows storing medical information
(consultations, prescriptions, medical records) according to the legal requirements
with all their versions through programmable backup operations.

» Security. In order to ensure security, all accesses to system comply with the
access control rules in order to protect personal data. Security measures prevent
unauthorized use of data and protect against loss, unauthorized modification and
destruction of data in the system.

* Authentication. All users accessing the system are subject to the authentication
process.

» Authorization to functionalities. The users who use the system are authorized to
access the system functionalities on the basis of their identity, their roles in the
system and the permissions associated with the user role(s).

12



DocuSign Envelope ID: A784512D-9F89-458D-BDE4-F46D84F72152

» Authorization to data. The users who use the system are authorized to access the
system functionalities on the basis of their identity, their roles in the system and
the permissions associated with the user role(s). For example, a doctor has access
only to his/her patients’ electronic records.

* Non-repudiation. Non-repudiation is a way to ensure that a user cannot deny later
that he/she has performed an operation. Non-repudiation is implemented through
the following mechanisms:

v’ User uniqueness in the system;
v Audit of all the operations carried out by the system;
v’ Version control mechanism for medical records.

» Secured data exchange. Any communication between the system and the outside
world uses encryption methods both at the level of the communication channel and
at the level of transmitted messages (SOAP messages).

* Audit. Any operation carried out by users or by other accessed systems is stored
in the audit trail. It is thus allowed to investigate incidents by an administrator.

13
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SIA AMP modules

The SIA AMP consists of a set of modules that cover various functionalities and have
limited access depending on the role and access rights. The system’s modules are:

« Human resources;

* Reqistry;

» Triage;

* Medical office;

* Laboratory;

» Statistics and Reporting;
» Stocks administration;

e Administration;

e b SRR

3 I \ P& R / [ H j i i

: | . T I - \ | 1 |

i 1 . b . / ] e \ | i |

) i s P % / | 3 | | | \

) H 3 b 8 . ] , \ | | 1

v g \ W v
Administrare | Adaugare Personal medical Enphcbabosiiid [ [ Pacient Programare Pacient | | Consult Medical Consutt Tria) Luare Analize | Submodul Rapoarte GestionareStocur
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Modules of the Automated Information System for Pri mary Health Care

Human Resources module

This module is intended to uniformly manage human resources involved in primary care
and specialized outpatient care (doctors, nurses, etc.). This manages personal data
(identification, residence etc.), contact details of SIA AMP users.

Reqgistry module

This module is intended to record patient appointments requesting medical consultation.
This module the appointment date, the doctor, the institution and other data needed to
make an appointment.

Triage module

This module is intended to enter data on the specific functionalities of the triage office of
the primary medicine centers, preventive medical examinations etc.

Medical office module

This module is intended to uniformly manage patient data, to enter/view the information
about patient visits (consultations, treatment, vaccinations etc.). The module provides
access to the history of patient visits to family doctors, health professionals etc.

Laboratory module

This module is intended to manage the patients’ medical examinations, requests and
medical tests’ results.

Statistics and Reporting module

This module is intended to generate operational statistics, ad hoc analysis. Each report
has filtering criteria specific to each type of report. This module collects information from
all the modules of the system: health staff, patients, medical offices etc., and generates
centralizers, various statistics and reports.

In the Statistics and Reporting Module, the institutions to which the medical center is
subordinated can generate reports with statistics on, doctors etc. Also, the module allows
viewing some performance indicators.

Stocks administration module

This module is intended to manage the health facility’s stocks, distribute consumables to
departments and doctors and record the consumption made. The module manages
invoices, inputs and outputs of the health facility’s warehouse, entering data on goods
guantity, unit price, date of production of the medicine, expiry date, etc. This module also
allows users to obtain the current status of the existing stocks.

15
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Contraceptives’ record keeping module

Distribution Channel Table is used to record the name of the various locations of the
medical network where contraceptives are distributed. Each record contains the name of
the location, the unique registration code of the location, and the code of the person who
usually supplies medical products for that location. At the same time, this module keeps
record of quantitative indicators of contraceptive stocks and of patient-level distribution.

Administration and Audit module

This module is intended to perform the operations necessary for the normal functioning
of the entire process. The module allows to manage the nomenclatures, users and other
elements necessary for the operation of the SIA AMP. The system administration is
divided into 2 parts:

» Administration of the application at general level
» Administration at local level

Administration of the application at general level includes:

» Administration of the security system.

» User data related to the use of the system.

» Definition of the user groups.

» Configuration of the users’ access rights to various resources.

* Audit reports.

» Definition of the journaling actions.

* Management of the application nomenclatures (add, modify, delete, map with
standard nomenclatures)

» Configuration of the connections with third parties (server IP and data to connect
the application to the Population Registry, server IP and data to connect the
application to NHIC).

* Management of the user accounts, which allows to add, modify, inactivate the
corresponding registration to a user.

Local-level administration  (module-specific) allows setting  module-specific
configurations:

* Registry - maintaining the registry with the costs of medical services and
procedures.

* Medical office - administration of the National Immunization Programme, the
immunization schedule.

» Laboratory - configuration of tests and parameters depending on the device used,
test registry.

* Human Resources - management of the organization’s infrastructure,
organizational chart of the institution, departments, sections, positions and related
nomenclatures.

» Stocks - maintaining the nomenclature of medicines and health care products,
suppliers and units of measurement
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This module also ensures identifying the actions performed by a user, chronologically. In
case of an incident, the SIA AMP administrator can check the history of the operations
performed by any user in order to identify and correct the problem. The SIA AMP records
information on system authentications, patient records that have been accessed, type of
access and printed information. For any type of data modification, SIA AMP records the
time of the modification, the user who modified it and the changes made (the previous
state is stored in a historical data table). Each record is versioned. The actions are audited
regardless of whether the action was successful or not.
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Services of SIA AMP development

Under this project, services of SIA AMP development refer to the initial functionalities of
the Cervical Screening Registry and are part of a larger project, and at this stage the
Contracting Authority requests analysis and development services with the following
results:

Preamble

Organized cervical screening is a cancer prevention method by detecting and treating
abnormalities at an early stage, which, if untreated, could develop into cervical cancer.
The risk of invasive cervical cancer is reduced by 90% in women patrticipating regularly
in organized programs that use one of the two recommended screening tests. This means
that 9 out of 10 invasive cancer cases can be prevented by screening. Taking part in the
screening reduces significantly the risk of death from cervical cancer. Cervical screening

is a complex multistep process that includes:

» Identification of the population to be screened.

« Information about and promotion of cervical screening among women to be
screened, in order to raise the participation level.

e Screening recruitment (invitation).

* Individual guidance, personal risk assessment.

» Taking the cytological smear.

e Smear dispatch.

* Receipt of cytological smear result.

e Using the screening test result together with the person’s history and clinical
profile to determine and plan subsequent care.

* Follow-up the clinical recommendations and surveillance of women with
abnormal cytology results over time.

In this context, it is important for doctors to ensure recruitment of women to be subject to
cervical screening. It is absolutely necessary for the doctor to have the tools by which
women can be recruited, by means of any communication channel (verbally, telephone,
personal letter sent home, SMS, e-mail, messenger apps, active home visit, patient’s visit
to the health care facility).

The following services are involved in cervical screening:

* Primary health care;
= Cervical cytology;

= Colposcopy;

= Histology.

Women taking part in the cervical screening are examined in line with the Standard on
Organization and Functioning of the Cervical Screening Service in the Republic of
Moldova (SOP). According to the SOP, the asymptomatic women aged 25-61 years shall
be invited for screening once every 3 years by family doctors, while asymptomatic women
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diagnosed with HIV/AIDS or the ones under immunosuppressive therapy shall be invited
once a year. If women do not show up for screening according to the recommended
timeline, the doctors shall start the procedure of contacting women by available channels
and reschedule them for another date, so that they could keep being part of the cervical
screening program.

The recruitment process consists of an active, compulsory invitation of all women of
primary and secondary level.

The purpose of this paper is to formulate a single vision on the development and
implementation of the Cervical Screening Registry (hereinafter — the Registry), to
substantiate and formulate the necessary legal and technical interventions, to raise the
early detection of cervical cancer, to improve the cervical cancer morbidity and mortality
indicators.

The Unit coordinating the cervical screening implementation shall use the Cervical
Screening Registry to permanently plan, monitor, assess in pre-determined terms and
coordinate the provision and promotion of cervical screening services. It shall also
analyze data, create reports, monitor, calculate and analyze performance indicators,
organize studies and generate annual and periodic statistical reports upon request.

The Registry uses incoming and outgoing documents. They will be updated according to
the needs of the healthcare sector, in compliance with the legislation in force.

Incoming documents are forms 025/e, 203-1e, 203-2e, 232-1e, 232e, 233-1e, 233e, 234-
le, 234e, which will be Registryed by the Automated Information System Primary Health
Care (SIA AMP). The Population Registry (form 166/e) with females aged 12 years, who
can be vaccinated against HPV, will be another source of information.

Information space of the Cervical Screening Registr vy

This section comprises all the items, their attributes and scenarios that influence the
information space of the Cervical Screening Registry and aims to define and provide an
understanding of the system. Each data item below is characterized by the following
peculiarities:

» uniqueness (the uniqueness of the item means the existence of the unique
identifier, which distinguishes the given item from other similar items);

» state (the state of the item is defined by a set of attributes, which describe the
variable properties of the item, considered in the system);

> behavior (the behavior of the item is described by the list of events occurring to the
item and considered in the system),

» whether the item belongs to the system (i.e., it is initially considered and identified
in the given system) or it is borrowed (i.e., it is taken together with the identifier
from another system).
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List of data items from the Cervical Screening Regi  stry:

1)

4)

5)

Individual person

patient;

patient without personal identification number (IDNO);

doctor;

sampler;

laboratory technician.

Health care provider;

Health care provider from the Republic of Moldova, both public and private who

provides primary, specialized outpatient and hospital health care;

Investigation request:

- Cervical cytology request form — 203-1/e;

- Referral to colposcopic examination — 232/e;

- Referral to histopathological investigation of the post-surgery material after
hysterectomy — 233/e;

- Referral to histopathological investigation in single or multifocal cervical
biopsies/excisions — 234/e;

Investigation result:

- Cervical cytological investigation result — 203-2/e;

- Result of colposcopic examination — 232/e-1;

- Result of the histopathological investigation of the cervical lesions in
hysterectomy specimens — 233-1/e;

- Result of histopathological investigation in single or multifocal cervical
biopsies/excisions — 234-1/e;

Management recommendation depending on the cytological result — the system

will analyze investigation results, and taking into account the patient history, will

generate the management recommendation in accordance with the SOP

(Standard for the operation and functioning of the cervical screening services in

the Republic of Moldova);

Informational objects identifiers

1)
2)
3)

4)

The identifier of the informational object “Individual person” is the state
identification number of the individual person (IDNO).

The identifier of the informational object “Health care provider” is the identification
number of the Health care provider (IDNO).

The identifier of the informational objects “Investigation request” and “Investigation
result” is a system-generated number.

The identifier of the informational objects “Management recommendation” is a
system-generated number

Informational objects associated scenarios

The baseline scenario represents the list of events related to the informational objects
registered in the Cervical Screening Registry, as follows:

1)

Individual entity/Patient:
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Include in the list the eligible patients to be included in the screening
programme;

Include in the list the patients invited to screening;

Record the patient include in the screening programme;

Transfer of the patient to be recorded in Cancer Registry;

2) Individual entity/Doctor, smear taker, laborator vy staff;

Record;
Modify the record,
Delete the record;

3) Medical services provider;

Record;
Modify the record,
Delete the record;

4) Investigation request form;

Initiate the form;
Transmit the form;
Receive and fill in the form;

5) Investigation result;

Develop, fill in the investigation result;
Transmit investigation result;
Develop the history of investigation results;

6) Management recommendation:

Generate recommendation;

Modify recommendation;

Delete recommendation;

Develop the history of recommendations;

Other scenarios/ functionalities:

7) Creation of Lists:

The general list of patients to be included in the programme;

The list of patients to be included in the programme in the current year. The
patients that missed the appointment the previous year should be included in
the list of patients for the current year;

Lit of the patients that were invited to appointments/investigations but missed
them;

The list of patients that exceed the term for investigations;

The list of patients with pathologies, with investigations in accordance with the
management algorithm.

8) Creation of Notifications

Notification related to creation of lists on the need to invite the patients to
appointments/investigations;

Notification sent to the Laboratory regarding submission of Investigation
Request Form and transmission of the sample to the laboratory (pending form);
Notification sent to the smear taker/doctor that initiated the Form on the fact
that the sample did not reach the laboratory;

Notification sent to the doctor and smear taker on the result of the sample;
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9)

Notification sent to the doctor and smear taker in case the sample result was
not received during one month;

Notification sent the medical specialist (colposcopist) on the fact that there is a
number of patients with positive results that should receive colposcopy
services;

Notification on investigation results;

Other notifications;

Appointment for health services:

Appointment for colposcopy;

Appointment for routine screening. Family doctor/nurse makes the appointment
for medical services;

Appointment for medical treatment;

Appointment for monitoring;

10)Traceability of samples — the circuit of samples between different service
providers and actors involved in the screening programme;

11)Calculation of performance indicators;

12)Drafting reports.

Data of the ‘Cervical Screening Registry’ system

The system data represents all the attributes of the informational objects:

1)

2)

3)

4)

5)

a)
b)

n
d)
e)

f)

data on the informational object “Individual person”:

IDNO;

person’s identification data:
surname;

name;

date of birth;

Home address and/or residency;
Status of medical insurance;
Number of medical insurance
Contact data (tel. number, email);

data on the informational object “Medical services provider”:

IDNO of the health facility;
Name of the health facility;

data on the informational object “Laboratory”:

IDNO of the laboratory health facility;
Name of the laboratory health facility;

data on the informational object “Pap test history”:

Laboratory (IDNO, Name, Address);
Test date;
Result based on the classifiers (CIM10, Bethesda);

data on the informational object “Cervical cytology request form — 203-1e":
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b)

d)

K)

1)

unique identifier;

identification data regarding the patient:
- patient’s IDNO;

- patient’s surname;

- patient’s name;

- patient’s date of birth;

- number of patient’s medical insurance;
- patient’s address;

- patient’s phone number;

- patient’s e-mail;

information about the medical services provider:
- IDNO

- Provider's name;

- Provider’s phone number;
Information about the smear taker:

- IDNP;

- surname;

- name;

- phone number;

clinical data:

date of smear taken;

date of last menstrual period;

sampling site (cervix, vault);

IUD (intrauterine contraceptive device);
CP/COC/THS;

HPV vaccination;

Pregnancy;

HIV positive;

Viremia

CD4

Postmenopausal bleeding;

Postcoital bleeding;

Viewed cervix (Yes, No);

Postpartum <12 weeks;
Postmenopause;

Total hysterectomy;

Suspicious cervix;

collection of Pap tests history items;
electronic signature of the smear taker;
sample collection date;

patient’s signature date;

Information about the laboratory

- IDNO of the health facility that has a laboratory;
- Name of laboratory (health facility);
- Department of the health facility;
intact sample (Yes, No);

filled in form (Yes, No);

m) information about the laboratory staff (recorder);
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6)

p)

b)
c)

d)

surname of the laboratory staff (recorder);
name of the laboratory staff (recorder);
signature of the laboratory staff (recorder);
date and time of receipt in the laboratory;

information about primary examination:

surname of the laboratory staff, primary examination;

name of the laboratory staff, primary examination;

date of the primary examination;

result of the primary examination;

electronic signature of the laboratory staff, primary examination;

information about the rapid examination:

surname of the laboratory staff, rapid examination;

name of the laboratory staff, rapid examination;

date of the rapid examination;

result of the rapid examination;

electronic signature of the laboratory staff, rapid examination;

information about cytopathology examination:

surname of the doctor-laboratory staff, cytopathology examination;

name of the doctor-laboratory staff, cytopathology examination;

date of the cytopathology examination;

cytopathology examination result;

electronic signature of the doctor-laboratory staff, cytopathology examination;

data on the informational object “Cervical cytoloqy investigation result - 203-2/e":

investigation result identifier;
identifier of the Cervical cytology request form;
information about the smear taker:

smear taker IDNP;

smear taker surname;
smear taker name;

IDNO of the medical facility;
name of the medical facility;
smear taker subdivision;
smear taker phone number;

information about the patient:

patient’s IDNP;

patient’s surname;
patient’'s name;
patient’s date of birth;
patient’s address;
patient’s phone number;
patient’s e-mail;

Pap smear sampling date;
presence of cells in the transformation zone (Yes, No);
conclusion/ investigation result:

UNSAT;
UNSAT reason;
NILM;

ASC-US;
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7

h)

)
K)

1)

- ASC-US previous cellular abnormalities (Yes, No);
- ASC-H;
- LSIL;
- LSIL previous cellular abnormalities (Yes, No);
- HSIL;
- HSIL with suspected invasion;
- SCC;
- AGC;
- Endocervical AGC;
- NOS;
- ACG, endocervical/endometrial FN/FN/NOS;
- AGC, FN — with suspected invasion;
- Other malignant lesions/type/origin;
Simultaneous conditions (one or more values):
- Endometrial cells present in women = 45 years;
- Trichomonas vaginalis;
- Herpes simplex virus;
- Cytomegalovirus;
- Candida spp;
- Actinomyces;
Management recommendation:
- Routine recall every 3 years;
- annual recall;
- repeat after 3 months,
- repeat after 6 months,
- repeat after 12 months;
- referral to colposcopy (14 days),
- referral to colposcopy (28 days),
referral to the Institute of Oncology (7 days);
W|thout further cytology;
information about the cyto-screener:
- surname;
- name;
- electronic signature;
date of the result;

m) family doctor’s confirmation that the results have been communicated to the patient

n)

0)

a)
b)

(Yes, No);
family doctor’s electronic signature;
date of family doctor’s electronic signature;

data on the informational object “Referral to colposcopy examination — 232/e":

identifier of investigation request;
identification data about the patient:
- patient’s IDNP;

- patient’s surname;

- patient’s name;

- patient’s date of birth;

- number of medical insurance;

- patient’s address;
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8)

d)

f)
9)

i)
)
a)

c)

d)

f)

9)
h)

- patient’s contact details (phone number, email);
information about the medical services provider:
- Provider’s INDP;

- Provider’s surname;

- Provider's name;

- Provider facility’s IDNO;

- Provider facility’'s name;

- Provider’s unit;

- Provider’s phone number;

- Provider’'s e-mail;

date of the referral Pap test;

result of the referral Pap test;

clinical details;

previous colposcopy (Yes, No);

result of previous colposcopy;

previous treatment (Yes, No);

histological result;

data on the informational object "Result of the colposcopy examination — 232/e-1":
identifier of investigation request;

identifier of investigation result;

identification data about the patient:

- patient’'s INDP;

- patient’s surname;

- patient’s name;

- patient’s date of birth;

- number of medical insurance,;

- patient’s address;

- patient’s contact details (phone number, email);

information about the family doctor/gynecologist that requested the investigation:
- INDP of the family doctor/gynecologist who requested colposcopy;

- surname of the family doctor/gynecologist who requested colposcopy;

- name of the family doctor/gynecologist who requested colposcopy;

data about the medical services provider:

- Health care provider's IDNO;

- Provider's name;

- Provider’s unit;

Information on the appointment/referral:

- primary patient with abnormal screening test result;

- Symptoms;

- Suspicious clinical cervix;

- For treatment;

- Monitoring visit;

Cytological referral result (ASCUS, LSIL, HSIL, ASCH, AGC, NOS, HSIL with
suspected invasion, AGC FN);

Investigation history (ASCUS, LSIL, HSIL, ASCH, AGC, NOS, HSIL with
suspected invasion, AGC FN):

High-risk oncogenic HPV status (positive, negative, unknown, identified HPV

types);
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)
K)

1)

Pregnant (Yes, No);
Pregnancies:

- Number of pregnancies;
- Number of childbirths;
parity 2;

m) UM data;

n)
0)

)
)
)

smoker (Yes, No);

heart diseases:

No

HTA

ischemic heart disease

valvular disease

atrial fibrillation;

description of heart disease;

medications used;

contraception (Not used, COC/CP, Barrier);

other types of contraception;

known allergy (No, to lidocaine, to iodine, to latex);

known allergy, others;

immunodeficiency status (No, HIV, viremia, CD4, latrogenic (field for
specification));

previous colposcopies:

previous visits to colposcopy (No, Yes — untreated, Yes — treated)
treatment date;

colposcopy (Satisfactory, Unsatisfactory, Not performed);

reason for unsatisfactory colposcopy;

reason why colposcopy was not performed;

viewed squamo-columnar junction (Complete, Partial, Not visualized);
transformation zone (Type 1, Type 2, Type 3, congenital TZ);

when the 5% acetic acid solution was applied, the acetowhite reaction appeared
within 30 seconds to 3 minutes;

aa)viewing (Fine punctuation, Coarse punctuation, Fine mosaicism, Coarse

mosaicism);

bb)Abnormal colposcopic findings are recorded in the quadrant (1, II, I, IV);
cc) SWEDE Score Result (0,1,2,3,4,5,6,7,8,9,10);

Observation: the system will include the mechanism for calculating the SWEDE
score;

dd)Cervix:

Not examined;

Unsatisfactory colposcopy;
Standard / Lack of any disease;
Signs of infection/inflammation;
Low-grade cervical lesion;
High-grade cervical lesion;
Glandular lesion (AIS);
Invasion;

Polyp;
Ectropion;
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ee)

99)

hh)

Others;

Vagina:

Not examined,;

Unsatisfactory vaginoscopy;

Reason for unsatisfactory vaginoscopy;

Standard / Lack of any disease;

Signs of inflammation/infection;

Low-grade VAIN;

High-grade VAIN;

Invasion;

Others;

Vulva:

Not examined,;

Unsatisfactory vulvoscopy;

Reason for unsatisfactory vulvoscopy;

Lack of any disease;

Lichen sclerosus et atrophicus/dystrophy;

Inflammation;

Low-grade VIN;

High-grade VIN;

Invasion;

Others;

Biopsy:

biopsy taken (Yes, No);

type of biopsy (punch-biopsy);

punch-biopsy type value;

other type of biopsy;

method used (Loop electrosurgical excision procedure (LEEP), Cryotherapy,
Diathermocoagulation);

type of excision (Type 1 (7-10 mm), Type 2 (10-15 mm), Type 3 (>15 mm));
anesthesia (No, Local, General);

General anesthesia - reasons (Large lesion, High risk of bleeding, Patient anxiety,
Difficult access, Other interventions were needed);

complications (No, Bleeding, Injuries to adjacent organs, Others);

complications, others;

number of excised tissue samples;

number of excised tissue samples - Reasons (Large lesion, Difficult access,
Doctor's decision);

Management recommendations:

multidisciplinary discussion (Yes, No);

colposcopic treatment (Yes, No);

colposcopic monitoring (consultation over 1 month, consultation over 2 months,
consultation over 2 months, consultation over 6 months, consultation over 12
months);

colposcopic monitoring, others;

AMP monitoring (cytology over 6 months, cytology over 12 months, annual recall
during 4 years, annual recall during 9 years, annual recall, routine screening);
AMP monitoring, others;
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9)

10)

referral to the gynecologic oncologist/Institute of Oncology (Yes, No);

i) electronic signature of the doctor;
jj) date of the examination result;

kk) Free field for text with colposcopic conclusion or recommendations.

n)
0)
p)
Q)
r

s)
Y

u)
v)
w)
X)
y)

cc) surname of the laboratory technician who received the sample;
dd)name of the laboratory technician who received the sample;

data on the informational object “Referral to histopathological investigation of the

post-surgery material after hysterectomy — 233/e™:

referral form identifier;
patient’s surname;

patient’'s name;

patient’s date of birth;
patient’s age;

patient’s address;

patient’'s IDNO;

patient’s insurance policy No;
patient’s phone number;
patient’s e-mail;

Health care provider's IDNO;
Provider’'s name;

m) Provider’s section;

medical record No;

family doctor’s surname;
family doctor’s name;
diagnosis;

description of the part sent;
date of collection;

fastening method;

requested examination;
surgeon’ surname,

surgeon’s name;

UM;

menopause (Yes, No);

z) previous colposcopy (Yes, No);
aa)previous treatment (Yes, No);
bb)description of previous treatment;

ee)signature of the laboratory technician;
ff) date of referral,

a)

c)

data on the information item (Result of the histopathological investigation of the

cervical lesions in hysterectomy specimens — 233-1/e);

identifier of investigation request;
identifier of investigation result;
identification data about the patient:

patient’s INDP;
patient’s surname;
patient’'s name;
patient’s date of birth;
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- number of medical insurance,;
- patient’s address;
- patient’s contact details (phone number, email);

d) information about medical services provider:
- IDNO;
- Provider's name;

e) date of receipt;

f) date of medical conclusion;

g) number of medical conclusion;

h) pathologist’s surname;

i) pathologist’s name;

J) surgeon’ surname;

k) surgeon’s name;

[) Vaginal cuff (present, absent);

m) length;

n) diameter;

0) dimensions of uterus:

- size;

- transverse;

— anteroposterior;

p) adnexa (presence, absence, normal, abnormal);

g) details of abnormal adnexa;

r no tumour seen;

s) maximum dimension of tumour 1;

t) maximum dimension of tumour 2;

u) position of cervical tumour (anterior, posterior, right, left, circumferential,
ectocervix, endocervix);

V) macroscopic involvement of vagina (Yes, No);

w) macroscopic involvement of parametria (Yes, No);

X) macroscopic involvement of paracervical tissue (Yes, No);

y) type (squamous carcinoma, adenosquamous carcinoma, adenocarcinoma,
neuroendocrine carcinoma, other);

z) type specification;

aa)differentiation (high/grade 1, moderate/grade 2, poor/grade 3, not applicable);

bb)maximum horizontal dimension of the tumour;

cc) thickness/depth of invasion (as appropriate);

dd)Maximum dimension of cervical stroma involvement (Minimum dimension not
affected);

ee)lts positioning;

ff) The closest radial resection margin (Including paracervical tissue thickness);

gg)lts positioning;

hh)Vaginal involvement (Yes, No);

i) Distance from distal vaginal epithelial margin;

Jj) Its positioning;

kk) Paracervical involvement (Yes, No, Left, Right);

Il) Parametrial involvement (Yes, No, Left, Right);

mm) Lymphovascular invasion (Yes, No);

nn)CIN (present, absent);

00)Grade 1/2/3
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11)

pp)CGIN (present, absent);
gq) SMILE (present, absent);
rr) Total number:

- right;

- left;

- lliac;

- right;

- left.

ss) Number of those involved:
- right;

- left;

- lliac;

- right;

- left.

tt) extranodal spread (Yes, No);

uu)Para-aortic nodes (positive, negative, not sampled, Total number, number of

positive nodes);
vv) extranodal spread (Yes, No);
ww) normal endometrium,;
xX) abnormal endometrium;
yy) hormal myometrium;
zz) abnormal myometrium;

aaa) normal right adnexum;
bbb) abnormal right adnexum;
cce) normal left adnexum;
ddd) abnormal left adnexum;
eee) provisional pathological FIGO stage;
fff) pTNM stage:

- pT;

- pN;

- M.

0g99) SNOMED code:

- T3,

- M1,

- T2

- M2;

hhh) diagnosis;
i) signature of pathologist;
jii) data of the result.

Data on the informational object “Referral to histopathological investigation in

single or multifocal cervical biopsies/excisions — 234/e”:

a) identifier of investigation request;
b) identification data about the patient:
- patient’s INDP;
- patient’s surname;
- patient’s name;
- patient’s date of birth;
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12)

d)

- patient’s age;

- number of mandatory medical insurance,;
- patient’s address;

- patient’s contact details (phone number, email);
information about medical services provider:
- IDNO;

- Provider's name;

- Provider’s section;

- medical record No;

Pap test date;

Pap test result;

clinical details;

previous colposcopies (Yes, No);

previous treatment (Yes, No);

details about previous treatment;

previous histological result;

current colposcopy conclusion;

date of current colposcopy;

indications for biopsy/excision;

biopsy taken (Yes, No);

type of biopsy:

punch-biopsy;

another;

Method used:

Loop electrosurgical excision procedure (LEEP);
Cryotherapy;

Diathermocoagulation;

Type of excision (Type 1 (7-10 mm), Type 2 (10-15 mm), Type 3 (>15 mm));
Number of pieces (1, 2, 3);

Doctor's surname;

Doctor's name;

Signature of doctor;

Date of referral.

Data on the informational object “Result of histopathological investigation in single
or multifocal cervical biopsies/excisions — 234-1/e”:
identifier of investigation request;

identifier of investigation result;

identification data about the patient:

- patient’s INDP;

patient’s surname;

patient’'s name;

- patient’s date of birth;

- number of medical insurance;

information about medical services provider:

- IDNO;

- Provider's name;

- Provider’s section

- Data of receipt;
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2)

aa)
bb)
cc)
dd)
ee)
ff)

99)
hh)

)
kk)
)

13)

date of medical conclusion;
Number of medical conclusion;
pathologist’'s name;
pathologist’s surname
surgeon’ surname;
surgeon’s name,
description of specimen and macroscopic data (Wedge, Cone, Loop);
Loop:
dimension 1;
dimension 2;
thickness/depth;
number of fragments;
dimensions of each and in aggregate;
invasive malignancy type (squamous carcinoma, adenosquamous carcinoma,
adenocarcinoma, adenocarcinoma, other, description);
differentiation of invasive carcinoma (Well/Grade 1, Moderate/Grade 2,
Poor/Grade 3, Not applicable);
distribution of invasive component (Unifocal, Multifocal);
maximum horizontal dimension of tumour;
maximum thickness/depth of invasion;
presence of invasive foci in three consecutive sections (Yes, No);
CIN (present, absent);
CIN grade (CIN 1, CIN 2, CIN 3);
CGIN (present, absent);
CGIN grade (low, high);
SMILE (present, absent);
ectocervical resection margin (not involved, involved);
ectocervical resection margin specifications;
endocervical resection margin (not involved, involved);
endocervical resection margin specifications;
deep lateral/radial resection margin (not involved, involved);
deep lateral/radial resection margin specifications;
lymphovascular space invasion (present, absent);
provisional pathological FIGO stage;
pTNM stage:
pT,
PN;
M.
SNOMED code:
T1;
M1,
T2,
M2;
diagnosis;
signature of pathologist;
date of the result;

data on the informational object “Management recommendation”:
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a)

name of recommendation (will be automatically generated depending on the
result);

recall:

routine (every 3 years);

annual from 25 years old;

repeat at (6, 18; 30) months (2.5 years monitoring in total);

repeat at (6, 12) months and then annually for 4 years (five-year monitoring in
total);

referral to colposcopy;

repeat Pap test in 3 months;

repeat after 3 months or referral to gynecologist if it is difficult to obtain a
satisfactory smear;

repeat Pap test after 5 months;

referral to colposcopy within 14 days;

referral to colposcopy within 7 days;

General Remark: The result note will contain only the values related to the patient
concerned and the recommendation, which will be clearly emphasized.

Use of Classifications

To ensure authenticity and to reduce the volume of information stored in the system, a
classification system will be used. Thus, at least the following classifications will be used:

PN

o o

International Classification of Diseases ICD-10-WHO;

International Classification of Diseases for Oncology ICD-0-3;

Classification of Health Care Providers;

2014 Bethesda System for reporting cervical cytology results adapted for use in
the Republic of Moldova according to SOP;

TNM and FIGO Staging of Cervical Cancer according to SOP;

TNM Classification of Cervical Cancer according to SOP;

To make sure that the informational resource of the Cervical Screening Registry is
developed properly, it will be necessary to ensure its interoperability with the following
informational resources:

>
>
>

>

IS “State Registry of Population” — to use data on natural persons;

IS “State Registry of Legal Entities” — to use data on legal entities;

IS “Primary Health Care” — to use data on the family doctor, health care services
provider, laboratories;

IS “Hospital Health Care” — to use data on doctors, health care services provider.

Cervical Screening Registry will use the following government platform services:

>

>

MPass electronic service for authentication and access control — to organize the
log in and access of users in the system;

MSign electronic signature governmental service — to sign the documents of the
system:;
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» MConnect interoperability platform — to ensure data exchange with other

informational resources;
» MLog logging and audit service — to log important events produced in the system;
» MNotify electronic notification governmental service — to ensure the notification

process.
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Cervical Screening Registry Module — extension of S |A AMP functionalities as

follows:

Functionality

Description. Expected results

Family doctor

Module intended for the family doctor

Establish a countrywide
database of patients;

Implement in SIA AMP mechanisms that would select
patients eligible for screening Registry.

The mechanism must be dynamic, taking into account
the age of the patients and the current date.

The system must have a history mechanism to facilitate
access to dynamic historical data.

The expected amount of data will be correlated with the
following indicators:

- 330 000 — patients annually

- 363 000 — cytology tests per year

- 63 000 — colposcopies per year

The tests will be processed in approximately 14
laboratories.

The module should allow encryption of database tables
and columns, in order to ensure a high level of personal
data protection.

Location in SIA AMP — Medical Office Module

1.2

Implement mechanisms
to notify patients about
various actions or events

The module must have a mechanism to select patients
that are eligible for screening, according to various
criteria established by the user.
The notification mechanism must be based on the rules
set in Annex 2.
The module must have a notification mechanism (e-mail,
SMS, etc.). Notifications must be generated by the user
and/or administrator. They will be recorded in the
database.
The user must be able to check at any time the list of
eligible patients and their status, as follows:

a. Selected patient

b. Notified patient (notification type)

c. Number of notifications sent

d. No response (feedback)

e. Patient contacted by telephone (appointment

made/refused appointment)

f. Examined patient.
Status information and screening appointment will be
visible in the patient record.
The system must include a notification mechanism for
the family doctor when accessing the medical record.
The following lists will be included in the report module:
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Functionality

Description. Expected results

1. Women from List 1. The total list of women
eligible for screening in the current year /
required period.

2. Women from List 2. The total list of women that
were not screened during the past two years /
required period.

The doctor must have the possibility to exclude eligible
people from the list (pointing out the reason). If the
person is eligible, but she has not been in the country for
a long time, it does not make sense to keep this person
on the list.

The doctor must be able to access the list of excluded
people and add them back to the list (if the person returns
after a while).

The security module will have an embedded competence
that can grant access to the notifications module to the
users appointed by the beneficiary.

On the basis of access right, the user will be able to
generate a screening invitation (printable document) to
the patient that is eligible under the screening program.
Location in SIA AMP — Medical Office Module

1.3

Implement the

examination — extension

form

A specific screening section will be added to the
examination form, which will be available only to the
eligible patients.

This section will contain the fields from the forms
described above.

After filling in the mandatory fields, the system will allow
generating the cervical cytology sampling form, which
will include both elements of the aforementioned forms
and a unique system-level identifier. It will consist of 2
letters and 4 digits. E.g.: AA1234.

Location in SIA AMP — Medical Office Module

14

View results

In SIA AMP, section 025 of the medical record, test
history, the family doctor will view the result note issued
by the laboratory that processed the sample.

Location in SIA AMP — Medical Office Module

15

SIA  AMP Notification

Module

A special module will be developed for family doctors,
which will generate alerts when a result is positive.
Basically, the family doctor, after the authentication in the
system will receive a series of alerts with receipt
confirmation for the appointed patients and established
events.

Location in SIA AMP — Administration Module

Triage/Registry Module
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Functionality Description. Expected results
2.1 Notify the patients A new function that will generate notifications at
centralized level for all the patients that are served by the
primary health care facility and that meet the eligibility
criteria will be developed under the Triage Module.
The system will use interconnection mechanisms,
through which it will update in real time the list of
appointments — patient/family doctor
At the same time, if a patient changes his/her family
doctor, the system should automatically transmit the
status from the screening Registry.
The status for the notifications issued will be filled in for
each patient individually.
Location in SIA AMP — Administration Module
Location in SIA AMP — Registry Module
2.2 Monitor the activity The system will have a centralized mechanism for
monitoring the notification/appointment of patients for
screening
Users will be able to view the status for the section
‘Management Recommendations’ of the cytological
examination.
Location in SIA AMP — Administration Module
3 Laboratory Extending the functionalities of the Laboratory Module
3.1 Security The Laboratory Module will be available for laboratories
performing cytological investigations.
The system will generate different entities for each
laboratory. This process should be configurable and
specific to the global administration component.
The access to this service will be allowed only on the
basis of MPass and authorizations from the beneficiary
of NHIC/ MoH.
The access will be configurable in the security
component. The system administrator will grant access
on the basis of the law in force.
Location in SIA AMP — Laboratory Module
3.2 Implement mechanisms | The system will generate a document classifying all the
for referring to tests and | samples collected, which will contain the following
receiving test results; information:
1. patient’s IDNO
2. Name and surname
3. Sample unique identifier
4. Patient’s family doctor
5. Phone/email
6. Sampler’'s name and surname;
7. Sampler’s phone number/e-mail;
8. Sample collection date
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Functionality

Description. Expected results

The collected samples will be accompanied in the
laboratory by this document.
Location in SIA AMP — Laboratory Module

3.3

Implementation —
cytology

Allow the advanced search of requests for cytology
laboratory tests on the basis of the unique code;

Allow viewing specific and pathological results;

Allow the ‘bulk’ processing of the requests received;
Allow the detailed editing of requests for laboratory tests
— cytology;

Provide modern ways of tracking the status of an
application;

Provide modern ways of editing the results;

Protect the information from changes made by
unauthorized persons;

Location in SIA AMP — Laboratory Module

3.4

Edit the result

In SIA AMP, the laboratory, on the basis of the unique
identifier, will access the requests for cytological
examination and will be able to edit the result.

The system will provide the laboratory doctor with a
working section, which will contain a range of predefined
fields according to the above mentioned specifications.
The pre-filled section will contain business rules in line
with the relevant standards.

The result note will contain only the filled-in values, as
well as the related explanations, where applicable.

The system should allow implementing the result
templates — explanations, predefined text, etc.

Location in SIA AMP — Laboratory Module

3.5

Laboratory reports

The system will provide a set of reports that can be
configurable for investigations conducted under the
screening program.

The access to reports and investigations will be
established by the general administrator of the system.
Location in SIA AMP — Laboratory Module

3.6

Interoperability

The developer will create an interoperability interface for
the laboratories that already have an IT system. This is
necessary both to send the investigation requests and to
receive the result notes. All the communication activities
should be performed in accordance with the law in force.
Location in SIA AMP — Administration Module

Specialist doctor

Specialist examination

In the section ‘Specialist doctor’ the system should allow
to conduct a specialized examination, both on the basis
of the referral from the family doctor and direct visits
Location in SIA AMP — Medical Office Module

4.2.

Examination form —
extension

A specific screening section will be added to the
examination form, which will be available only to the
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Functionality

Description. Expected results

eligible patients. With the help of this section, the

specialist doctor will be able to view the status of the

patient in the screening Registry. At the same time, the
specialist doctor will have access to the history of
cytological examinations.

- Atfter filling in the mandatory fields of the examination
form, the system will allow to generating the cervical
cytology sampling form, which is going to include
both elements of the aforementioned forms and a
unique system-level identifier. It will consist of 2
letters and 4 digits. E.g.: AA1234.

Once the cytological examination is done, data about it

will be available in the medical record.

The family doctor of the patient, but also to the specialist

doctor have access to this information.

Location in SIA AMP — Medical Office Module

4.3

Examination form —

colposcopic examination

A new type of examination will be developed under the
system — colposcopic examination

It must contain time sections like DDL, Radio Button,
Free text.

Following the colposcopic examination, the specialist
doctor must be able to upload in the system a series of
pictures from the investigation equipment. The system
limit is 5 files with a maximum size of 3 Mb each.
Location in SIA AMP — Medical Office Module

During the colposcopic examination, the doctor will take
a sample for biopsy and will send it to the laboratory of
pathological anatomy for microscopic and histological
examination.

- A sampling form will be generated within the system
and it will contain an unique identifier consisting of 2
letters and 4 digits. E.g.: AA1234.

The sampling form will be issued only after all the
mandatory fields are filed according to the protocol.

Location in SIA AMP — Medical Office Module

Laboratory
pathological anatomy

of

Extend the functionalities of Laboratory Module

5.1

Security

The Laboratory Module will be available to all the
laboratories that conduct investigations for pathological
anatomy.

The system will generate different entities for each
laboratory. This process should be configurable and
specific to the global administration component.

The access to this service will be allowed only on the
basis of MPass and authorizations from the beneficiary
of NHIC/ MoH.

location in SIA AMP — Laboratory Module
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Functionality

Description. Expected results

5.2

Implement mechanisms
for referring to tests and
receiving test results;

The system will generate a document classifying all the
samples collected and will contain the following
information:

9. patient’s IDN

10.Name and surname

11. Sample unique identifier

12. Colposcopist who collect the samples

13. Sample collection date

14.Phone/email
The collected samples will be accompanied in the
laboratory by this document.
location in SIA AMP — Administration Module

5.3

Implementation —
Pathological Anatomy

Allow the advanced search of requests for pathological
anatomy laboratory tests on the basis of the unique code;
Allow viewing specific and pathological results;

Allow the ‘bulk’ processing of the requests received,;
Allow the detailed editing of requests for laboratory tests
— pathological anatomy;

Provide modern ways of tracking the status of an
application;

Provide modern ways of editing the results;

Protect the information from changes made by
unauthorized persons;

location in SIA AMP — Laboratory Module

5.4

Edit the result

In SIA AMP, the laboratory, on the basis of the unique
identifier, will access the requests for examination and
will be able to edit the result.

In the Laboratory sections, based on the unique
identifier, the doctor will have access to a series of
information from the patient's record as follows:

- Referral form to cytology

- Referral form to colposcopy

- Referral form to histology

- Result note: cytology, colposcopy, histology
Access to medical information will be done in accordance
with the legal provisions in force.

The system will provide the laboratory doctor with a
working section, which will contain a range of predefined
fields according to the regulations in force.

The pre-filled section will contain business rules in line
with the relevant standards.

The result note will contain only the filled-in values, as
well as the related explanations, where applicable.

The system should allow implementing the result
templates — explanations, predefined text, etc.

The system should allow to upload and store pictures
related to the result note.
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Functionality

Description. Expected results

The system limit is 5 files with a maximum size of 3 Mb
each.
location in SIA AMP — Laboratory Module

5.5

Laboratory reports

The system will provide a set of reports that can be
configurable for investigations conducted under the
screening program.

The access to reports and investigations will be
configurable. The system administrator grants the
access on the basis of the law in force.

location in SIA AMP — Laboratory Module

Electronic signature

The system will include a mechanism for electronic
approval/signing of the documents in the system, by
integrating the MPass service

Analysis of Cervical
Screening Registry
Module — Reporting

It is a module intended for the screening department to
be used for planning, assessing and coordinating the
processes.

It will have access to the reporting system and will be
able to perform a series of queries in the database.

The structure of the reports is described in detail in the
Annex 1

Location in SIA AMP — Statistics Module

Visual identity

As regards the described functionalities (for example the
location/grouping of the buttons, dropdown, menus, etc.)
in this term of reference, the provider used the visual
identity within the SIA AMP.

Application
ergonomics

The Provider will implement a series of mechanisms to
optimize the experience of working with the system. For
example, minimize the number of clicks while using the
nomenclatures, automatic completion, navigation
through the page with the TAB button and saving the
data by pressing the ENTER key.

10

Communication
module
Interoperability

The Provider will develop a communication module
independent from SIA AMP platform. It will automatically
retrieve data from SQL databases, standardize them and
send them via WS through the M-connect platform to
other entities / systems. At the same time, the module
will be able to take standardized data and transmit them
through the WS mechanism (M-Connect) and transpose
them into SQL databases.

The technical specifications of the forms to be submitted
will be defined in the analysis stage.

The fields, as well as the business rules, are defined in
the medical forms in force, used today in lettered format.

11

Interconnection  with
external systems

The system should allow interconnection with other
systems. The data exchange must be bidirectional.

The reference system (nomenclatures) used will be the
one published by the Ministry of Health, Labor and Social
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Functionality

Description. Expected results

Protection on the date of signing the contract. For
example, the Form 027e.
Interoperability mechanism will observe the M-Connect
standards.
The systems included in the interoperability system are
the following:

1. SIAAMS

2. Cancer Registry

3. DRG-Online

12

New Registry s
reports in SIA AMP

and

The system must automatically complete the following
Registrys:

Registry for the registration of taken smears;

Registry for the registration of cytological analysis;
Registry for the registration of colposcopic
investigations;

Registry for the registration of histopathological analysis;
Statistical report on data and specific diseases
Registryed during the cervical screening.

Observation: reporting template might be changed. At
the analysis stage, the final approved version will be
requested from the Ministry of Health Labor and Social
Protection on the date of signing the contract.

Within the system, reception, transmission and reporting
mechanisms will be implemented for the following forms:
203/e, 203-2/e, 232-1/e, 232/e, 233-1/e, 233/e, 234-1/e,
234/e.
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Interoperability and functional space

CNAM
SIA AMP
ANSP/
MSMPS
UNITATEA DE Registul de
COORDONARE screening cervical
Registru
Cancer
STATIONAR
Laboratoare
contractate

Figure 1 — Interconnection of the Cervical Screening Registry with other ISs

The Cervical Screening Registry comprises all software, hardware, information,
organization, data transmission systems, data use technology, legal provisions and
infrastructure needed to support the information activity.

Programming language and technologies used for the development of the Cervical
Screening Registry should be compatible with both SIA AMP and SIA AMS technology stack:

- SIA AMP was developed using Java EE, JSF, Prime faces, jQuery, EJB, CDlI,
EclipseLink, JPA, JDBC, EHCache;

- SIA AMS was developed using ASP classic and some functionalities
using ASP.NET.2.0.

Proposed technologies shall be approved by the Beneficiary.

Property rights

The Beneficiary (Ministry of Health, Labor and Social Protection) has the ownership rights
on the code of the application. Any change to the code results in a new version of the
application for which the contracted Company shall provide full warranty. The Beneficiary
will keep the ownership rights on the application. For a clear understanding, changes to
the existing functionalities or new developments of the application shall be made at the
request of the Beneficiary. The beneficiary shall not interfere with the code of the
application, which is why the contracted Company shall be responsible for the correct
operation of the application during and after making changes to the code. Any change in
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the application shall oblige the contracted Company to give a warranty for the entire
system and not just for the changes made. The Beneficiary shall continue to keep the
ownership rights on the entire application regardless of the changes made throughout the
contract period.

Functional space of the Cervical Screening Registry
The main functions of the Cervical Screening Registry are listed below:

1)
2)

record information about patients aged 24-62 years;

ensure logical checks of recorded medical data, in line with the legislation in
force;

generate alerts and notifications regarding scheduled appointments;

gather and store information in the database of the Cervical Screening Registry;
ensure data exchange with other state institutions through the M—-Connect
interoperability platform;

3)
4)
5)

Notificari

Trimitere la

[g ‘ 1 investigatie

colposcopicd

*‘A Medic
specialist
nregistrarea —_——— — — — -~
femeilor in / \
(, Registrul de { . . n ) |
o sareening | | Sistemul Informational Asistenta |
e 6 ;1 1 | Medicala Primara | ———
\)) Rechemare l Componenta Screen|ng I
. Prelevare probe " | Prelevare .
Pacienta dicd probe, N o J Alte sisteme
Medicde | riicereta SIAAMP medicale
familie investigatie
Trimitere la investigatie, Trimitere investigatie,
probe probe
o )

Rezultat Rezultat [

A 1] \1 Rezultat Rezultat

investigatie investigatie
Laborant Laborant

Laborator Extern
Laborator contractat

Laborator AMP
Laborator contractat

Figure 1 — Diagram of Cervical Screening Registry flows

Data will be entered into the Cervical Screening Registry in line with the requirements set
in the instruction developed by MoHLSP and approved by a Government Decision.
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General requirements for the development of SIA AMP | transfer of knowledge and
consultancy

Security and audit requirements

To develop the system, the developer will comply with the requirements set out in the
Government Decision No 1123 of 14 December 2010 approving the Requirements for
ensuring the security of personal data during their processing in the information system
of personal data, Official Gazette No 254-256 of 24 December 2010, minimum:

1.

2.

Authentication in the system shall be done by using the Government authentication

and control service of the MPass access;

Possibility to identify and authenticate the equipment used to process the personal

data;

The administration of user identifiers shall include:

1) univocal identification of each user;

2) checking the authenticity of each user;

3) obtaining the authorization from the person responsible for issuing the user ID;

4) ensuring that the user ID is issued to a person that was correctly determined,;

5) deactivating the user account after an inactive period, established in advance
(inaction for a maximum period of 2 months);

6) making archive copies of user IDs.

The user’s attempts to log in/log out the system shall be recorded according to the

following parameters:

1) the date and time of the log in/log out attempt;

2) User ID;

3) the result of the log in/log out attempt — positive or negative.

The attempts to start/end the working session of the applicative programs and

processes intended for processing personal data, changes to users’ access rights,

and the status of the access objects shall be recorded according to the following

parameters:

1) date and time of the start attempt;

2) name/identifier of the applicative program or process;

3) User ID;

4) outcome of the start attempt — negative or positive.

The attempts to obtain access (execution of operations) for applications and

processes intended for personal data processing shall be recorded according to

the following parameters:

1) date and time of the attempt to obtain the access (execution of operation);

2) name (identifier) of the application or process;

3) User ID;

4) specifications of the protected resource (identifier, logic name, file name,
number, etc.);

5) type of the operation requested (read, record, delete, etc.);

6) outcome of the attempt to obtain the access (execution of operation) — negative
or positive.

Changes to user’s access rights (competences) and the status of access objects

shall be recorded according to the following parameters:

1) date and time when competences are changed;
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2) ID of the administrator who made the changes;
3) user ID and his/her competencies or specifying the access objects and their
new status.

8. The retrieval of personal data information from the system (electronic documents,
data, etc.), changes to subjects’ access rights and the status of access objects
shall be recorded according to the following parameters:

1) date and time of the retrieval,

2) name of the information and the ways to access it;

3) specification of the equipment (device) that released the information (logical
name);

4) user ID of the person who requested the information;

5) volume of the document retrieved (number of pages, tabs, copies) and the
result of the retrieval — positive or negative.

9. The results of the security audit shall be stored for no less than two years with the
possibility to extend this term if necessary (investigations or legal proceedings).
10.Cervical Screening Registry will be integrated with the governmental electronic
journaling service MLog, having as objective the evidence, journaling and audit of
events in the system, in accordance with p. 4 of Government Decision 708/2014.

Business processes subject to the MLog journaling mechanism:
» Access/modify/create the patient’s medical record
» Request for paraclinical investigation
» Validation of paraclinical investigation result
> View the paraclinical investigation result
» View the reports

11.Cervical Screening Registry will be integrated with the governmental electronic
notification service MNotify. MNotify service will allow notification of recipients
through different notification channels (electronic address (e-mail), short message
service (SMS), instant messenger (chat), push notifications and the Government
for Citizen Portal).
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Service Quality Requirements
Working model. Intervention procedures

The system is hosted in the Government Cloud and operates on a professional basis.
Access to the system’s servers is done securely both inside and outside the data center.
When performing maintenance work, it is important to maintain proper communication
between the Provider’'s team and the Beneficiary’s team. The Beneficiary’s experts must
understand the technical terminology specific to the information systems, not only the
terminology specific to the application. The Beneficiary’s previous experience has shown
that some situations can be dealt with only when technical groups from all the system’s
levels are involved, provided that the quality and safety of the system is maintained
constantly.

Good communication among support teams is essential in the process of expanding the
system and providing a good user experience. All such operations are carried out in
conditions of maximum cybersecurity, with strict observance of the law in force.

The extension of software platform at the application level is carried out securely by
experts accessing it outside the data center. Simpler situations, especially
recommendations, can be handled by phone or e-mail. However, situations with a higher
complexity or risk may arise, which require mandatory on-site presence of the technical
support teams and communication between their managers for the operations to be
successful. In case of incidents, the Provider shall ensure the following intervention
procedures during the contract period:

* Secure remote intervention [remote access]. The recommendations of the
specialists of the Governmental Cloud Data Center will be followed,;

» Technical interventions and recommendations by telephone, by email, or by other
means of electronic communication, including video conferencing;

* On-site interventions, in situations when the specialists of the Government Data
Center consider necessary such an approach to the situation.

Intervention time [SLA]

The system is designed for a correct and continuous functioning. The scheduled
interventions and their duration are agreed with the Beneficiary following the consultation
and approval by all support departments. The internal services for this project are created
to ensure a level of availability to which the services purchased through this procedure
must be aligned. In case of an incident, required time for technical operations is the
following:

Response time 2 hours
Intervention time for server malfunctions or alteration of system | 2 hours
configuration in the Government Cloud, as well as major system
components.

Note: if needed, the request can be for on-site intervention.

Intervention time for corrective actions 8 hours
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Annex 1

Reports (automatically created by the system, also available in EXCEL format)

Reports for Primary Health Care

1.

The total list of women eligible for screening in the current year/required period:
No in the queue;

ID;

No of PHC outpatient file (* the active box that allows accessing the PHC record
to view more details about the patient’s history and family doctor);

Surname, name;

Age;

Result of the previous test;

Year of the previous test;

Result of the penultimate test;

Year of the penultimate test.

The total list of outstanding women, who were not screened during the past two
years/required period:

No in the queue;

ID;

No of PHC outpatient file (* the active box that allows accessing the PHC record
to view more details about the patient’s history and family doctor);

Surname, name;

Age;

Result of the previous test;

Year of the previous test;

The total list of women, who were screened in the current year/required period and
were found to have a NILM result

No in the queue;

ID;

No of PHC outpatient file (* the active box that allows accessing the PHC record
to view more details about the patient’s history and family doctor);

Surname, name;

Age;

Result of the previous test;

Year of the previous test;

Result of the penultimate test;

Year of the penultimate test;

Recommendations from the cytological result form.

The total list of women that were screened in the current year/required period and
were found to have an atypical result (ASC-US, LSIL, ASC-H, HSIL, HSIL with
suspected invasion, SCC, endocervical AGC, AGC FN, AGC-NOS, AGC FN with
suspected invasion, other malignant lesions)

No in the queue;

ID;
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10.

No of PHC outpatient file (* the active box that allows accessing the PHC record
to view more details about the patient’s history and family doctor);

Surname, name;

Age;

Result of the previous test;

Year of the previous test;

Result of the penultimate test;

Year of the penultimate test;

Recommendations from the cytological result form.

The total list of women that were screened in the current year/required period and
were found to have an UNSAT result

No in the queue;

ID;

No of PHC outpatient file (* the active box that allows accessing the PHC record
to view more details about the patient’s history and family doctor);

Surname, name;

Age;

Result of the previous test;

Year of the previous test;

Result of the penultimate test;

Year of the penultimate test;

Recommendations from the cytological result form.

Rate of screening coverage in the current year/required period (available per
doctor/institution/district/country):

It will be calculated as a percentage of the total number of women that received
the cytological result, which was viewed by the family doctor to the total number of
women eligible for screening;

Rate of recruitment for screening in the current year/required period (available per
doctor/institution/district/country):

It will be calculated as a percentage of the total number of women that received
the cytological result to the number of women invited for screening (* the invitation
will be active at the moment of printing the invitation letter)

Rate of women that were found to have atypical result in the current year/required
period (available per doctor/institution/district/country):

It will be calculated as a percentage of the total number of women with atypical
result (ASC-H, HSIL, HSIL with suspected invasion, SCC, endocervical AGC, AGC
FN, AGC-NOS, AGC FN with suspected invasion, other malignant lesions) to the
total number of women that received the cytological result

Rate of women that were found to have high level atypicalities in the current
year/required period (available per doctor/institution/district/country):

It will be calculated as a percentage of the total number of women with atypical
result (ASC-H, HSIL, HSIL with suspected invasion, SCC, endocervical AGC, AGC
FN, AGC-NOS, AGC FN with suspected invasion, other malignant lesions) to the
total number of women that received the cytological result

The total list of women referred for colposcopy in the current year/required period
(per doctor/institution/district/country)
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11.

12.

13.

No in the queue;

ID;

No of PHC outpatient file (* the active box that allows accessing the PHC
record/colposcopy to view more details about the patient’s history and family
doctor, coploscopist, and accessing the laboratory file to view the investigations
history);

Surname, name;

Age;

Current cytological result;

Recommendations from the cytological result form

Result of the previous test;

Year of the previous test;

Result of the penultimate test;

Year of the penultimate test;

Previous colposcopies (yes/no);

Previous colposcopic treatment (yes/no)

The total list of colposcopically examined women in the current year/required
period (per doctor/institution/district/country)

No in the queue;

ID;

No of PHC outpatient file (* the active box that allows accessing the PHC
record/colposcopy to view more details about the patient’s history and family
doctor, coploscopist, and accessing the laboratory file to view the investigations
history);

Surname, name,

Age;

Current cytological result;

Recommendations from the cytological result form

Result of the previous test;

Year of the previous test;

Result of the penultimate test;

Year of the penultimate test;

Previous colposcopies (yes/no);

Previous colposcopic treatment (yes/no).

Rate of women referred for colposcopy in the current year/required period (per
doctor/institution/district/country)

It will be calculated as a percentage of the total number of women that received a
recommendation for colposcopy according to the ‘Cervical cytological investigation
result — 203-2/e’ form to the total number of women invited/referred for colposcopy
(* the reference will be active at the moment of printing the invitation letter)

Rate of women colposcopically examined in the current year/required period (per
doctor/institution/district/country)

It will be calculated as a percentage of the total number of women colposcopically
examined to the total number of women invited/referred for colposcopy (* the
reference will be active at the moment of printing the invitation letter)
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14.

15.

16.

17.

Rate of women referred for colposcopy and examined in due time according to the
Algorithm of Cytology Results Management in the current year/required period (per
doctor/institution/district/country)

It will be calculated as a percentage of the total number of women referred for
colposcopy and examined in due time according to the Algorithm to the number of
women eligible for colposcopy according to the Algorithm and/or recommendation
from ‘Cervical cytological investigation result — 203-2/e’

Rate of women with UNSAT in the current year/required period (available per
doctor/institution/district/country):

It will be calculated as a percentage of the total number of women with UNSAT to
the total number of cytology results produced

Rate of eligible age women screened in the current year/required period (available
per doctor/institution/district/country):

It will be calculated as a percentage of the total number of screened women of
eligible age to the total number of screened women

Rate of screened women during recommended interval in the current year/required
period (available for doctor/institution/district/country):

It will be calculated as a percentage of the total number of screened women with
an interval of 3 years + the total number of screened women within the
recommended interval in the ‘Cervical cytological investigation result — 203-2/e’
and ‘Result of colposcopic examination — 232/e-1’ forms to the total number of
screened women.

Reports for Cytology Laboratory

1.

The list of cytologies Registryed in laboratory in the current year/required period
(per laboratory/country)

No in the queue;

ID;

Surname, name;

Age;

PHCF of PHC;

Date of cytology collection;

Date of registration in the laboratory.

Rate of investigations Registryed in the laboratory within 7 days from collection in
the current year/required period (per laboratory/country):

It will be calculated as a percentage of the total number of cytology tests Registryed
in the laboratory within 7 days from the collection date to the total number of
cytology tests Registryed in the laboratory

Rate of ‘Cervical cytology request form — 203-1e’ forms appropriately filled in the
current year/required period (per laboratory/country):

It will be calculated as a percentage of the total number of forms appropriately filled
in to the total number of forms Registryed in the laboratory

Rate of damaged slides in the current vyear/required period (per
laboratory/country/PHCF of PHC):

52



DocuSign Envelope ID: A784512D-9F89-458D-BDE4-F46D84F72152

- It will be calculated as a percentage of the total number of samples not Registryed
due to incorrect transportation or damage to the total number of collected slides
5. The list of Registryed NILM cytology in the current year/required period (per
laboratory/country):
- Noin the queue;
- ID;
- Surname, name,
- Age;
- PHCF of PHC,;
- Date of registration in laboratory;
- Date of primary examination;
- Result of primary examination;
- Date of swift examination;
- Result of swift examination;
- Date of examination by doctor;
- Result of examination by doctor;
- Date of the final result;
- Final result;
- Recommendation.
6. Rate of NILM results examined by doctor in the current year/required period (per
laboratory/country)
- It will be calculated as a percentage of the total number of NILM results examined
by doctor to the total number of NILM results
7. List of UNSAT cytology results in the current year/required period (per
laboratory/country)
- Noin the queue;
- ID;
- Surname, name,
- Age;
- PHCF of PHC;
- Date of registration in laboratory;
- Date of primary examination;
- Result of primary examination;
- Date of swift examination;
- Result of swift examination;
- Date of examination by doctor;
- Result of examination by doctor;
- Date of the final result;
- Final result;
- Recommendation.
8. Rate of UNSAT cytology results in the current year/required period (per
laboratory/country)
- It will be calculated as a percentage of the total number of UNSAT cytology results
to the total number of cytology results produced by laboratory
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7.,8.,9.,10.,11.,12.,13.,14.,15.,16.,17. The lists of atypical cytology results (ASC-US,
LSIL, ASC-H, HSIL, HSIL with suspected invasion, SCC, endocervical AGC, AGC FN,
AGC-NOS, AGC FN with suspected invasion, other malignant lesions) in the current
year/required period (per laboratory/country)

- Noin the queue;

- ID;

- Surname, name,

- Age;

- PHCF of PHC,;

- Date of registration in laboratory;
- Date of primary examination;

- Result of primary examination;

- Date of swift examination;

- Result of swift examination;

- Date of examination by doctor;

- Result of examination by doctor;
- Date of the final result;

- Final result;

- Recommendation.

18.,19.,20.,21.,22.,23.,24.,25.,26.,27.,28. Rate of abnormalities detected in the current
year/required period (per laboratory/country)

- It will be calculated as a percentage of the total number of atypical cytology results
to the total number of cytology results produced by laboratory.

29.,30.,31.,32.,33.,34.,35.,36.,37.,38.,39. The structure of atypical cytology results (ASC-
US, LSIL, ASC-H, HSIL, HSIL with suspected invasion, SCC, endocervical AGC, AGC
FN, AGC-NOS, AGC FN with suspected invasion, other malignant lesions) of the total
number of abnormalities detected in the current year/required period (per
laboratory/country)

- It will be calculated as a percentage of every atypical result from the number of
abnormalities to the total number of abnormalities detected by laboratory

40. The list of investigations per health worker (laboratory technician, doctor) in the
current year/required period (per laboratory/country):

- Noin the queue;

- Surname, name of the health worker;

- ID of the examined cytology sample (* the active box, that allows accessing all
data about this case from laboratory and/or per program);

- date of the primary examination;

- result of the primary examination;

- date of the swift examination;

- result of swift examination;

- date of examination by doctor;

- result of examination by doctor;
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- date of conclusion;
- result of conclusion.

41. The list of cytology results produced in more than 30 calendar days in the current
year/required period (per laboratory/country):

- Noin the queue;

- The ID of examined cytology sample (* the active box that allows accessing all
data about this case from laboratory and/or per program);

- date of the primary examination;

- result of the primary examination;

- date of the swift examination;

- result of swift examination;

- date of examination by doctor;

- result of examination by doctor;

- date of conclusion;

- result of conclusion.

42. Rate of cytology results produced in more than 30 calendar days in the current
year/required period (per laboratory/country):

- it will be calculated as a percentage of the total number of atypical cytology results
produced in more than 30 days to the total number of cytology results produced by
laboratory.

Colposcopy Reports

1. Total list of women referred for colposcopy (source SIA SR of PHC when filling in
the Referral to Colposcopic Examination — 232/e form by the family doctor) in the
current year/required period, is also found in the reports from PHC, point 10, by
PHCF of PHC, PHC sector, colposcopy office:

- Noin the queue;

- ID;

- No of PHC outpatient file (* the active box that allows accessing the PHC record
to view more details about the patient’s history and family doctor, accessing the
laboratory file to view the investigations history);

- Surname, name,

- Age;

- Cytology test result that caused the referral for colposcopy;

- Date of cytology test that caused the referral for colposcopy;

- Recommendations from the form with the cytological result;

- Date of referral to colposcopy;

- The colposcopy office where the patient was referred;

- Result of the previous test;

- Date of previous test;

- Previous colposcopies (yes/no);

- Previous colposcopic treatment (yes/no).

55



DocuSign Envelope ID: A784512D-9F89-458D-BDE4-F46D84F72152

2. Total list of women with outstanding colposcopy tests, referred according to the
Referral to Colposcopic Examination — 232/e form, but did not made the
colposcopy in the current year/required period, by PHCF of PHC, PHC sector,
colposcopy office:

- Noin the queue;

- ID;

- No of PHC outpatient file (* the active box that allows accessing the PHC record
to view more details about the patient’s history and family doctor, and accessing
the laboratory file to view the investigations history);

- Surname, name,

- Age;

- Date of colposcopy referral (* the active box that allows accessing directly the
Referral to Colposcopic Examination — 232/e form)

- The colposcopy office where the patient was referred.

3. Total list of women referred for colposcopy and examined, but who came for
colposcopy with delay of < 2 weeks, < 12 weeks, > 12 weeks compared with
predefined referral terms set out by the Algorithm of Cytology Results
Management, in the current year/required period, by PHCF of the PHC, PHC
sector, the colposcopy office:

- Noin the queue;

- ID;

- No of PHC outpatient file (* the active box that allows accessing the PHC record
to view more details about the patient’s history and family doctor, and accessing
the laboratory file to view the investigations history);

- Surname, name;

- Age;

- Date of colposcopy referral (* the active box that allows accessing directly the
Referral to Colposcopic Examination — 232/e form)

- Colposcopy office where the patient was referred;

- Colposcopy result;

- Recommendations.

4. Total list of women referred for colposcopy and examined within the referral terms
set out in the Algorithm of Cytology Results Management, classified by atypical
reference indication (ASC-US, LSIL, ASC-H, HSIL, HSIL with suspected invasion,
SCC, endocervical AGC, AGC FN, AGC-NOS, AGC FN with suspected invasion,
other malignant lesions), in the current year/required period, by PHCF of PHC,
PHC sector, colposcopy office:

- Noin the queue;

- ID;

- No of PHC outpatient file (* the active box that allows accessing the PHC record
to view more details about the patient’s history and family doctor, and accessing
the laboratory file to view the investigations history);

- Surname, name;

- Age;

- Date of colposcopy referral (* the active box that allows accessing directly the
Referral to Colposcopic Examination — 232/e form)
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Colposcopy office where the patient was referred;
Colposcopy result;
Recommendations.

6. List of women subject to primary/secondary colposcopic examination (total, insured,

uninsured) classified by ASC-US, LSIL, ASC-H, HSIL, HSIL with suspected
invasion, SCC, endocervical AGC, AGC FN, AGC-NOS, AGC FN with suspected
invasion, other malignant lesions:

No in the queue;

ID;

No of PHC outpatient file (* the active box that allows accessing the PHC record
to view more details about the patient’s history and family doctor, and accessing
the laboratory file to view the investigations history);

Surname, name;

Age;

Date of colposcopy referral (* the active box that allows accessing directly the
Referral to Colposcopic Examination — 232/e form)

Colposcopy office where the patient was referred;

Colposcopy result;

Recommendations.

List of women colposcopically examined (primary/secundary), (insured/uninsured),
from whom biopsy was taken, classified by ASC-US, LSIL, ASC-H, HSIL, HSIL
with suspected invasion, SCC, endocervical AGC, AGC FN, AGC-NOS, AGC FN
with suspected invasion, other malignant lesions:

No in the queue;

ID;

No of PHC outpatient file (* the active box that allows accessing the PHC record
to view more details about the patient’s history and family doctor, and accessing
the laboratory file to view the investigations history);

Surname, name;

Age;

Date of colposcopy referral (* the active box that allows accessing directly the
Referral to Colposcopic Examination — 232/e form)

Colposcopy office where the patient was referred;

Colposcopy result;

Biopsy result;

Recommendations.

List of women (primary/secundary), (insured/uninsured), who received excisional
colposcopy treatment, classified by ASC-US, LSIL, ASC-H, HSIL, HSIL with
suspected invasion, SCC, endocervical AGC, AGC FN, AGC-NOS, AGC FN with
suspected invasion, other malignant lesions:

No in the queue;

ID;
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10.

11.

12.

No of PHC outpatient file (* the active box that allows accessing the PHC record
to view more details about the patient’s history and family doctor, and accessing
the laboratory file to view the investigations history);

Surname, name;

Age;

Date of colposcopy referral (* the active box that allows accessing directly the
Referral to Colposcopic Examination — 232/e form)

Colposcopy office where the patient was examined;

Date of the colposcopy examination;

Colposcopy result;

Biopsy taken (yes/no)

Biopsy result (waiting, result)

Colposcopy treatment (yes: treatment type: LEEP, LLETZ, HET)

- Histology result after treatment, extract from point 12: data on the
information item (Result of histopathological investigation in single or multifocal
cervical biopsies/excisions — 234-1/e)

Recommendations.

Total number of visits to colposcopy:

insured/uninsured/paid,;
primary/secondary;
monitoring/post-treatement;

with reference/consultation;

Pregnant women during I/II/Ill trimester

Rate of women referred according to the Referral to Colposcopic Examination —
232/e and colposcopically examined in due time according to the Algorithm of
Cytology Results Management, in the current year/required period (per
doctor/institution/country)

It will be calculated as a percentage of the total number of women referred
according to the Reference for Colposcopic Examination — 232/e and
colposcopically examined in due time according to the Algorithm to the total
number of colposcopically examined women.

Rate of women colposcopically examined without the Referral to Colposcopic
Examination - 232/e in the current year/required period (per
doctor/institution/country):

It will be calculated as a percentage of the total number of women colposcopically
examined without the Reference for Colposcopic Examination — 232/e to the total
number of colposcopy examinations.

Rate of women with severe atypicalities (ASC-H, HSIL, HSIL with suspected
invasion, SCC, endocervical AGC, AGC FN, AGC-NOS, AGC FN with suspected
invasion, other malignant lesions) colposcopically examined in the current
year/required period (per doctor/institution/country):

It will be calculated as a percentage from the total number of women with ASC-H,
HSIL, HSIL with suspected invasion, SCC, endocervical AGC, AGC FN, AGC-
NOS, AGC FN with suspected invasion, other malignant lesions colposcopically
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13.

14.

15.

16.

17.

18.

19.

examined to the total number of women with the mentioned atypicality, who
received the Reference for Colposcopic Examination — 232/e

Rate of women with severe atypicalities (ASC-H, HSIL, HSIL with suspected
invasion, SCC, endocervical AGC, AGC FN, AGC-NOS, AGC FN with suspected
invasion, other malignant lesions) colposcopically examined in the current
year/required period (per doctor/institution/country) in the structure of colposcopy
examinations:

It will be calculated as a percentage from the total number of women with ASC-H,
HSIL, HSIL with suspected invasion, SCC, endocervical AGC, AGC FN, AGC-
NOS, AGC FN with suspected invasion, other malignant lesions colposcopically
examined to the total number of colposcopically examined women.

Rate of women with a SWEDE Score =5 from whom biopsy was taken in the
current year/required period (per doctor/institution/country):

it will be calculated as a percentage of the total number of women with a SWEDE
Score =5 from whom biopsy was taken to the total number of women with a WEDE
Score =5 colposcopically examined

Rate of women with a SWEDE Score =5 from whom biopsy was taken in the
current year/required period (per doctor/institution/country):

it will be calculated as a percentage of the total number of women with a SWEDE
Score 25 from whom biopsy was taken at the first consultation to the total number
of women with a SWEDE Score 25 from whom biopsy was taken

Rate of women with a SWEDE Score <5 from whom biopsy was taken in the
current year/required period (per doctor/institution/country):

it will be calculated as a percentage of the total number of women with a SWEDE
Score <5 from whom biopsy was taken to the total number of women with a WEDE
Score <5 colposcopically examined.

Rate of CIN 2+ results in the structure of biopsies performed this year/required
period (per doctor/institution/country):

it will be calculated as a percentage of the total number of examined CIN II+ to the
total number of biopsies performed by the colposcopy office.

Rate of colposcopically examined women without the Referral to Colposcopic
Examination — 232/e from whom biopsy was taken in the current year/required
period (per doctor/institution/country):

it will be calculated as a percentage of the total number of colposcopically
examined women without the Reference for Colposcopic Examination — 232/e from
whom biopsy was taken to the total number of colposcopy examinated women
without the Reference for Colposcopic Examination — 232/e.

Correlation table of the referral cytological results/Swede score/biopsy/excisional
post-treatment histology in the current year/during the required period (per
doctor/institution/country):

No in the queue;

ID;

Surname, name;

Age;

Laboratory/cytologist who performed the cytology;

Cytological result;
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20.

21.

22.

23.

24.

25.

26.

27.

28.

Colposcopy office/doctor who performed the colposcopy;

SWEDE score;

Colposcopy office/doctor who performed the biopsy;

Biopsy result (waiting, result);

Colposcopy office/doctor who performed the colposcopy treatment (yes: type of
treatment: LEEP, LLETZ, HET),

Post-treatment histology result

Rate of women with a SWEDE Score 25 for whom biopsy/LLETZ was made with
CIN 2+ result in the current year/required period (per doctor/institution/country)

it will be calculated as a percentage of the total number of CIN 2+ biopsies with a
SWEDE Score 25 to the total number of biopsies of women with a SWEDE Score
>5

Rate of CIN 2+ results among biopsy results who received excisional treatment in
the current year/required period (per doctor/institution/country):

it will be calculated as a percentage of the total number of women with CIN 2+ who
received excisional treatment to the total number of excisional treatments

Rate of CIN 2+ results after excisional treatments in the current year/required
period (per doctor/institution/country):

it will be calculated as a percentage of the total number of examined CIN 2+ results
in the post-excisional histology to the total number of excisional treatments

Rate of appropriate histology results after excisional treatment in the current
year/required period (per doctor/institution/country):

it will be calculated as a percentage of the total number of appropriate histology
results (positive excisional margins, the quality of sample, denuded margins, the
thickness of the sample, etc. from the Result of the investigation in cervical
excisional biopsies — 234-1/e form) to the total number of excisional treatments.
Rate of LEEP/LLETZ excisions at the first visit in the current year/required period
(per doctor/institution/country):

it will be calculated as a percentage of the total number of LEEP/LLETZ excisions
performed at first consultation for colposcopy to the total number of excisional
treatments performed

Rate of inappropriate excisions at women = 50 years in the current year/required
period (per doctor/institution/country):

it will be calculated as a percentage of the total number of inappropriate excisions
at women = 50 years to the total number of inappropriate excisions

Rate of biopsies performed through excisions in TZ type 3 in the current
year/required period (per doctor/institution/country):

it will be calculated as a percentage of the total number of biopsies performed
through excisions at women with TZ type 3 to the total number of women with TZ
3

Rate of pregnant women referred for colposcopy with SWEDE Score =5 from
whom biopsy was taken in the current year/required period (per
doctor/institution/country);

Rate of pregnant women from whom biopsy was taken during the pregnancy with
CIN 2+ result in the current year/required period (per doctor/institution/country);
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29.

Rate of pregnant women from whom biopsy was taken during the pregnancy with
CIN 2+ result, who received postpartum excisional treatment in the current
year/required period (per doctor/institution/country).

Histological Reports

1.

List of biopsies/excisional material recorded in the laboratory in the current
year/required period (per laboratory/country/PHCF colposcopy office)

No in the queue;

ID;

Surname, name,

Age;

PHCF which referred the sample;

Date of biopsy/histology collection;

Date of registration in the laboratory.

Rate of laboratory investigations Registryed within 48 hours after collection in the
current year/required period (per laboratory/country/PHCF colposcopy office):

It will be calculated as a percentage of the total number of samples Registryed in
the laboratory within 48 hours from the date of collection to the total number of
samples Registryed in the laboratory

Rate of ‘Referral to histopathological investigation in single or multifocal cervical
biopsies/excisions — 234/e’ forms appropriately filled in the current year/required
period (per laboratory/country/PHCF colposcopy office):

It will be calculated as a percentage of the total number of forms appropriately filled
in to the total number of forms Registryed in the laboratory

Rate of ‘Referral to histopathological investigation of the post-surgery material after
hysterectomy — 233/e’ forms appropriately filled in the current year/required period
(per laboratory/country/PHCF colposcopy office):

It will be calculated as a percentage of the total number of forms appropriately filled
in to the total number of forms Registryed in the laboratory

Rate of damaged samples in the current year/required period (per
laboratory/country/PHCF colposcopy office):

It will be calculated as a percentage of the total number of unRegistryed samples
because of incorrect transportation or damage to the total number of collected
samples

Rate of samples transported in solution of 10% formalin in the current
year/required period (per laboratory/country/PHCF colposcopy office):

It will be calculated as a percentage of the total number of samples transported in
solution of 10% Formalin to the total number of transported samples

The list of CIN 2- results from biopsies/excisional samples/post-surgery material
after  hysterectomy in the current vyear/required period (per
laboratory/country/PHCF colposcopy office):

No in the queue;

ID;

Surname, name,

Age;

61



DocuSign Envelope ID: A784512D-9F89-458D-BDE4-F46D84F72152

10.

11.

PHCEF colposcopy office;

Cytological result;

SWEDE score;

Colposcopy conclusion

Date of registration in laboratory;

Date of the final result;

Final result;

Recommendation.

Rate of CIN 2- results from biopsies/excisional samples/post-surgery material after
hysterectomy in the current year/required period (per laboratory/country/PHCF
colposcopy office)

It will be calculated as a percentage of the total number of examined CIN 2 results
to the total number of hystology results

The list of CIN 2+ results (classified under CIN 2, CIN 3, CIS, CIN 3 with invasion,
microinvasive squamous cancer, CGIN, adenocarcinoma) from
biopsies/excisional samples/post-surgery material after hysterectomy in the
current year/required period (per laboratory/country/PHCF colposcopy office):

No in the queue;

ID;

Surname, name;

Age;

PHCEF colposcopy office;

Cytological result;

SWEDE score;

Colposcopy conclusion

Date of registration in laboratory;

Date of the final result;

Final result;

Recommendation.

Rate of CIN 2+ results from biopsies/excisional samples/post-surgery material
after hysterectomy (classified under CIN 2, CIN 3, CIS, CIN 3 with invasion,
microinvasive squamous cancer, CGIN, adenocarcinoma) examined in the current
year/required period (per laboratory/country/PHCF colposcopy office)

It will be calculated as a percentage of the total number of CIN 2+ examined results
of each type, to the total number of hystological results

The list of unclassified SIL results from biopsies/excisional samples/post-surgery
material after hysterectomy in the current vyear/required period (per
laboratory/country)

No in the queue;

ID;

Surname, name;

Age;

PHCF colposcopy office;
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12.

13.

14.

15.

16.

Cytological result;

SWEDE score;

Colposcopy conclusion

Date of registration in laboratory;

Date of the final result;

Final result;

Recommendation.

Rate of unclassified SIL results from biopsies/excisional samples/post-surgery
material after hysterectomy examined in the current year/requested period (per
laboratory/PHCF colposcopy office)

It will be calculated as a percentage of the total number of unclassified SIL results
to the total number of results produced by laboratory

The list of invalid results for the processing of the results from biopsies/excisional
samples/post-surgery material after hysterectomy in the current year/required
period (per laboratory/country/PHCF colposcopy office)

No in the queue;

ID;

Surname, name;

Age;

PHCF colposcopy office;

Cytological result;

SWEDE score;

Colposcopy conclusion

Date of registration in laboratory;

Date of the final result;

Final result;

Recommendation.

Rate of invalid results for the processing of the result from biopsies/excisional
samples/post-surgery material after hysterectomy in the current year/required
period (per laboratory/country/PHCF colposcopy office)

It will be calculated as a percentage of the total number of invalid results to the
total number of results produced by laboratory

Rate of results from biopsies/excisional samples/post-surgery material after
hysterectomy examined in 7 days/14 days/30 days in the current year/requested
period (per laboratory/PHCF colposcopy office)

It will be calculated as a percentage of the total number of results produced in 7
days/14 days/30 days to the total number of the results produced

List of investigations results from biopsies/excision samples/post-surgery material
after hysterectomy per diagnosis developed (CIN 1, CIN 2, CIN 3, CIN 3 with
invasion per health worker (laboratory technician, doctor), microinvasive
squamous cancer, invasive squamous cancer, GCIN, Adenocarcinoma, invalid
samples, unclassified SIL, etc.) in the current year/required period (per
laboratory/country):
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17.

18.

No in the queue;

ID;

Surname, name;

Age;

PHCEF colposcopy office;

Cytological result;

SWEDE score;

Colposcopy conclusion

Date of registration in laboratory;

Date of the final result;

Final result;

Recommendation.

The structure of hystological results produced from biopsies/excision
samples/post-surgery material after hysterectomy per diagnosis (CIN 1, CIN 2, CIN
3, CIN 3 with invasion, microinvasive squamous cancer, invasive sguamous
cancer, GCIN, Adenocarcinoma, invalid samples, unclassified SIL, etc.) per health
worker (laboratory technician, doctor) in the current year/required period (per
laboratory/country):

It will be calculated as a percentage of the total number of each separate result
produced by doctor/laboratory technician to the total cytological results produced
by health worker/laboratory.

Correlation table of the reference cytological results/biopsy/excisional post-
treatment histology/post-surgery material after hysterectomy in the current
year/during the required period (per doctor/institution/country/PHCF colposcopy
office):

No in the queue;

ID;

Surname, name;

Age;

Laboratory/cytologist who performed the cytology;

Cytological result;

Colposcopy office/doctor who performed the colposcopy;

SWEDE score;

Colposcopy office/doctor who performed the biopsy;

Biopsy result (waiting, result);

Colposcopy office/doctor who performed the colposcopy treatment (yes: type of
treatment: LEEP, LLETZ, HET);

Post-treatment histology result
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Annex 2
Management depending on the cytological result
Bethesda Interpretation of Cytology Management
Classificatio
n
Negative for intraepithelial lesion or malignancy Routine recall every 3
Adequate Pap test without recording abnormal cells  |years;
Special cases:
a. HIV positive women Annual recall at the age
of 20
b. 1st Pap test after a previous ASC-US or LSIL|Repeat at 6 months
NILM result, or after the treatment of a low-grade
abnormality. In order to return to routine recalls, 2
NILM Pap tests are required
C. 1st Pap test after an AGC result or after the|Repeat at 6 and 12
treatment of a low-grade abnormality. months and then
annually for 4 years (5-
year monitoring in total)
d. 1st Pap test after a HSIL result or AGC-FN, or|Repeat at 6 and 12
treatment. months and then
annually for 9 years (10-
year monitoring in total)
e. Suspicious cervix. Colposcopic referral
within 14 days.
Unsatisfactory Repeat Pap test in 3
months
UNSAT a. The sampler states that the cervix was poorly viewed|Repeat after 3 mon_ths
or refer to gynecologist
b. The third inadequate/unsatisfactory Pap test. Colposcopic referral
within 28 days
Atypical Squamous Cells of Uncertain Significance Repeat Pap test after 6
months
Special cases:
ASC-US a. 1stPap test with ASC-_US after a CIN _treatment
b. The second consecutively Pap test with ASC-US :
C. Any third abnormal Pap test during the last 10 C_olp_oscoplc referral
years. within 28 days
d. 1st ASC-US for HIV positive women.
Low Grade Squamous Intraepithelial Lesion Repeat Pap test after 6
months
Special cases:
LSIL a. 1st LSIL after a treatment for CIN
b. The second consecutive LSIL result Colposcopic referral
C. Any third abnormal Pap test during the last 10 within 28 days
years
d. 1stLSIL for HIV positive women
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Bethesda Interpretation of Cytology Management
Classificatio
n
ASC-H Atypical squamous cells do not exclude HSIL Colposcopic referral
within 14 days
High Grade Squamous Intraepithelial Lesion Colposcobic referral
HSIL a. High Grade Squamous Intraepithelial Lesion with| - b b
; within 14 days
Suspected Invasion
Atypical Glandular Cells
AGC * Endocervical Colposcopic referral
+ Unspecified otherwise (NOS) within 14 days
+ Non-specific type
Atypical Glandular Cells, suggestive modifications for
neoplasia
AGC. EN ' Endocerw_cal Colposcopic referral
' * Endometrial within 14 days
+ Unspecified otherwise (NOS)
* Non-specific  type with  suspected invasion
(Adenocarcinoma)
Squamous cells carcinoma with cytological signs .
SCC asc,]sociated with invasive malignancyy;m_dgsuggesgve Referral_ to gyneco_loglc
clinical details, as visually suspicious cervix, the :mcplogmt_/(ﬁpcglggmal
presence of symptoms, etc. nstitute within 7 days
Other Referral to gynecologic
malignant oncologist/Oncological
lesions Institute within 7 days
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CONTRACT nr. 94
de achizitionare a serviciilor de mentenanti a sistemului informatic Hipocrate

Cod CPV: 72600000-6

{Fianuarie 2022 mun. Chisiniu

Furnizorul de Servicii Autoritatea contractanti

”S&T Mold” SRL .
(denumirea  completd a  intreprinderi,
organizafiei)
reprezentatd prin _director Evghenii MOSANU,

(functia, numele, prenumele)
care actioneazi in baza Statutului,

IMSP Centrul National de

Medicalia Urgenti Prespitaliceasci,
(denumirea completd a intreprinderii, asociatiei, organizatiei)
reprezentatd prin director Boris GOLOVIN,

(functia, numele, prenumele)

care actioneazd in baza Regulamentului .

Asistenti

asociatiei,

denumit(a) in continuare Prestator,
inregistratd in Registrul de Stat cu

nr. 1002600033173 din 23.11.1995,
pe de o parte,

denumit(a) in continuare Beneficiar,
inregistratd in Registrul de Stat cu
nr. 1015600032824 din 01.10.2015,
pe de altd parte,

ambii (denumiti(te) in continuare Pdr¢i), au incheiat prezentul Contract referitor la achizitionarea
serviciilor de mentenanti a sistemului informatic Hipocrate, conform CMV nr. ocds-b3wdp1-
MD-1641196762812 din 03.01.2021 denumite in continuare Servicii. Urmatoarele documente vor fi
considerate parti componente si integrale ale Contractului:

a) Specificatia tehnica si de pret —Anexanr. 1;

b) Reguli generale de organizare a procesului de prestarea serviciilor de mentenanta —
Anexa 2

¢) Model Cerere cu privire la notificarea defectului — Anexa 3;

d) Model Cerere cu privire la propunerea de modificare — Anexa 4;

€) Model ACT de acceptanti a serviciilor prestate (mentenanti / suport) — Anexa 5;

f) Model ACT cu privire la serviciile prestate (de modificare)- Anexa 6.

1. Obiectul Contractului
1.1. Prestatorul i§i asumd obligatia de a presta serviciile de mentenant a sistemului informatic

Hipocrate, pe perioada de valabilitate a contractului, pentru modulul de management al activititii
serviciului farmaceutic, conform cerintelor / necesitatilor Beneficiarului, referitor la functionalitatile
existente, si anume:
¢ Evidenta detaliata a produselor eliberate dintr-un anumit stoc cu detalierea fiecirui
bon de consum pe care acestea au fost eliberate;
* Posibilitatea returului produselor din bonul de consum de prescriptii medicale pe baza
formularului de retur;
¢ Eliberarea produselor din gestiuni cantitativ — valoric, cu consultarea stocului existent
si urmdrirea trasabilitifii pe lot si a autorizatiei de punere pe piat;
¢ Generarea automata a numarului de bon de consum per departament si gestiune;



» Atribuirea intervalului dinamic de imprimare pentru bonurile de consum de prescriptii
medicale;

» Generarea balantei de verificare cantitativ-valorica a produselor pe sursa de finantare
si/sau articole bugetate;

e Configurarea limitelor de prescriere a produselor cu posibilitatea rezervarii

e Configurarea unui stoc de rezerva pentru situatii de urgenta per gestiune;

o Alertate pentru situatiile in care stocul scade sub limita configurata;

e Gestionarea listelor de inventariere;

e Urmdrirea consumului unui medicament sau a unei liste de medicamente;

o Urmirirea si gestionarea consumului de medicamente pentru fiecare sectie sau unitate;
e Generarea si managementul transferurilor intre gestiuni;

e Configurarea barem-urilor pe gestiunea de urgenta a departamentelor si generarea
automata a necesarului pentru completarea acestora;

e Estimarea necesarului de medicamente raportat la consulul pe perioada anterioara,
predefinita;

o Trasabilitatea la transferul intre gestiuni;

e Modalitatea de acces securizat.

1.2. Beneficiarul se obligd, la rindul s&u, s achite si sd receptioneze serviciile prestate de
Prestator.

1.3. Calitatea serviciilor se atesti prin certificatele de calitate indicate in Specificatie.
Serviciile prestate in baza contractului vor respecta standardele indicate in Specificatie. Cind nu este
menfionat nici un standard sau reglementare aplicabild, se vor respecta standardele sau alte
reglementari autorizate in tara de origine a produselor.

2.Termenele si conditiile de livrare

2.1 Serviciile de mentenanti a sistemului informatic Hipocrate vor fi prestate de citre
Prestator, dupi semnarea contractului pini la finele anului 2022.

2.2. Documentatia de prestare a serviciului (mentenanti si suport) conform pct.1.1 din Anexa
nr.1 al prezentului Contract include:

1) Originalele facturilor fiscale 2 exemplare
2) Act de acceptanta a serviciilor prestate (de mentenanti si 2 exemplare
suport) (Anexa nr.5)

2.3. Documentatia tehnicd pentru solicitirile de modificare (SOW- cerinte functionale
semnate de cétre Parti) si cea de insotire a serviciului prestat conform pct.1.2 din Anexa nr.1 al
prezentului Contract include:

1) Originalele facturilor fiscale 2 exemplare
2) Act cu privire la serviciile prestate (de modificare) (4dnexa 2 exemplare
nr.6)

2.4, Data prestérii serviciilor se considera data emiterii actului de acceptanta a serviciilor si a
facturii fiscale.

3. Pretul Contractului si conditiile de plata
3.1. Pretul serviciilor prestate conform prezentului Contract este stabilit in lei moldovenesti,
fiind indicat in Specificatia prezentului Contract.
3.2. Suma totald a prezentului Contract, inclusiv TVA, se stabileste in lei moldovenesti si
constituie: 149 976.00 lei (o sutd patruzeci §i noud mii noud sute saptezeci si sase lei, 00 bani) MD.
3.3. Achitarea plitilor pentru serviciile prestate se va efectua in lei moldovenesti.
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3.4. Metoda si conditiile de plata de cétre Beneficiar vor fi: lunar, conform facturilor fiscale,
in decurs de 20 zile bancare din data emiterii facturii fiscale si a actului de acceptanta.

3.5. La finele fiecdrei luni se intocmeste Act de acceptanti a serviciilor prestate (4nexa nr.5)
pentru luna respectiva, fapt ce confirma indeplinirea obligatiilor de citre Partile contractante.

3.6. Beneficiarul poate solicita Prestatorului s furnizeze servicii suplimentare de modificare
pentru functionalititi suplimentare ale sistemului, conform pct.1.2 din Anexa nr.l al prezentului
Contract. In acest caz pértile vor stabili de comun acord, bazanduse pe principiul «de la caz la caz»
forta de muncd, orarul, etc. Pretul calculat pentru serviciile prestate este achitat de citre Beneficiar in
termen de 20 zile bancare, din momentul emiterii de Prestator a documentatiei specificate in pct.2.3.

3.7. Plidtile se vor efectua prin transfer bancar pe contul de decontare al Prestatorului indicat
in prezentul Contract.

4. Conditiile de predare-primire
4.1. Serviciile se considerd prestate de catre Prestator si receptionate de citre Beneficiar
daca:

a) cantitatea acestora corespunde informatiei indicate in serviciilor si documentele de
insotire conform punctului 2.2 al prezentului Contract;

b) calitatea serviciilor aferente corespunde informatiei indicate in Specificatie;

4.2. Prestatorul este obligat si prezinte Beneficiarului un exemplar original al facturii fiscale
si actul de acceptanta pentru serviciile prestate, pentru efectuarea platii. Pentru nerespectarea de citre
Prestator a prezentei clauze, Beneficiarul 1si rezerva dreptul de a majora termenul de achitare previzut
in punctul 3.4 corespunzitor numarului de zile de intirziere §i de a fi exonerat de achitarea penalititii
stabilite in punctul 9.9.

4.3 in cazul in care Beneficiarul nu inainteazi careva Pretentii scrise In termen de 5 zile
lucratoare de la data primirii facturii fiscale si actului de acceptanta pentru serviciile prestate, atunci
serviciile se considerd acceptate tacit si Beneficiarul este obligat si le achite in modul stabilit de
contract.

5. Standarde
5.1 Serviciile prestate in baza contractului vor respecta standardele prezentate de citre
furnizor in propunerea sa tehnica.
5.2 Cind nu este mentionat nici un standard sau reglementare aplicabild se vor respecta
standardele sau alte reglementiri autorizate n tara de origine a produselor.

. 6. Obligatiile partilor

6.1. In baza prezentului Contract, Prestatorul se obliga:

a) sa presteze serviciile in conditiile previzute de prezentul Contract;

b) sd@ anunte Beneficiarul dupd semnarea prezentului Contract, in decurs de 5 zile
calendaristice, prin telefon/fax sau telegrami autorizatd, despre disponibilitatea inceperii prestirii
serviciilor;

c) sd asigure integritatea si calitatea Serviciilor pe toati perioada de pini la receptionarea lor
de citre Beneficiar.

d) Sa ofere servicii de suport tehnic si mentenant.

6.2. in baza prezentului Contract, Beneficiarul se obliga:

a) sa asigure administrarea HW si SW, si sa indeplineasca toate activitatile
operationale, de mentinere si verificare regulate (zilnic, lunar etc), inclusiv crearea backup-urilor
zilnice al SW (bazele de date si aplicatii), in dublu exemplar stocate pe echipamente diferite;
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b) si utilizeze Solutia intr-un mediu fizic care este in deplina conformitate cu Documentatia
si oricare manuale hardware, instructiuni sau recomandari ale producatorului Solutiei;

c) sd asigure ca un reprezentant al Beneficiarului sa fie disponibil si va insoti angajatii
Prestatorului sau a subcontractorilor Prestatorului mereu cind angajatii Prestatorului sau a
subcontractorilor Prestatorului sunt on-site. Angajatii Prestatorului sau a subcontractorului acestuia
nu va ramine on-site in absenta reprezentantului Beneficiarutui.

d) sirespecte normativele Prestatorului, formele si protocoalele comunicationale cu
privire la notificarea erorilor;

€) si Intreprindd toate mésurile necesare pentru asigurarea receptiondrii in termenul stabilit
a serviciilor prestate in corespundere cu cerintele prezentului Contract;

f) sa asigure achitarea serviciilor prestate, respectind modalitatile si termenele indicate in
prezentul Contract.

7. Justificarea neexecutarii datorita unui impediment
7.1. Neexecutarea obligatiei de céitre o parte este justificatd daci ea se datoreazi unui impediment
in afara controlului acesteia i dacd partii nu i se putea cere in mod rezonabil si evite sau si depaseasci
impedimentul ori consecintele acestuia;

7.2. Neexecutarea nu este justificatd dacd partea care invocd neexecutarea ar fi putut in mod
rezonabil si ia in considerare impedimentul la data incheierii;

7.3. In cazul in care impedimentul justificator este doar temporar, justificarea produce efecte pe
durata existentei impedimentului. Totusi, daca intirzierea capita trasiturile neexecutirii esentiale, cealalt
parte poate s3 recurgi la mijloacele juridice de aparare intemeiate pe o asemenea neexecutare;

7.4. In cazul in care impedimentul justificator este permanent, obligatia se stinge. Obligatia
corelativa de asemenea se stinge. In cazul obligatiilor contractuale, efectele restitutive ale acestei stingeri
sint reglementate prin dispozitiile art. 926 - 932 Cod Civil al Republicii Moldova, care se aplici in mod
corespunzator;

7.5. Partea care invocd neexecutarea are obligatia de a asigura ca cealaltd parte si primeasci o
notificare despre impediment si efectele lui asupra capacititii de a executa, intr-un termen 5 zile dupa ce
prima parte a cunoscut sau trebuia si cunoasci aceste circumstante. Partea informati despre neexecutare
are dreptul la despégubiri pentru orice prejudiciu rezultat din neprimirea respectivei notificiri;

7.6. Impedimentul justificator nu exonereazi partea care invocd neexecutarea de plata
despigubirilor dacd impedimentul a aparut dupd neexecutarea obligatiei, cu exceptia cazului cind cealaltd
parte nu ar fi putut, oricum, din cauza impedimentului, si beneficieze de executarea obligatiei.

8. Rezolutiunea contractului
8.1. Rezolutiunea totald sau partiald a Contractului se poate realiza cu acordul comun al Pirtilor.
8.2. Rezolutiunea totald sau partiali poate fi declarata unilateral de citre:
a)  Beneficiar in caz de refuz al Prestatorului de a presta total sau partial Serviciile previzute in
prezentul Contract;
b)  Beneficiar in caz de nerespectare de ciitre Prestator a termenelor de prestare;
c)  Prestato in caz de nerespectare de catre Beneficiar a termenelor de plati a Serviciilor;
d)  Prestator sau Beneficiar in caz de nesatisfacere de citre una dintre Parti a pretentiilor inaintate

conform prezentului Contract.
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8.3. Dreptul de a declara rezolutiunea se exercita de citre partea Indreptatita prin declaratie scrisa
care notificatd rezolutiunea celeilalte parti contractante intr-un termen de 5 zile lucratoare de la
data la care a luat nagtere dreptul sau de la data la care a avut cunostintd sau se poate astepta si
fi avut cunostinta despre neexecutare.

8.4. Partea instiinfatd este obligatd sa raspundi in decurs de 5 zile lucritoare de la primirea
notificarii.

8.5. in cazul in care litigiul nu este solufionat in termenele stabilite, partea initiatoare va declara
rezolutiunea totald sau partiala.

9. Reclamatii si sanctiuni

9.1. Reclamatiile privind cantitatea serviciilor prestate sunt inaintate Prestatorului la
momentul receptiondrii lor, fiind confirmate printr-un act intocmit in comun cu reprezentantul
Prestatorului.

9.2. Pretentiile privind calitatea serviciilor prestate sunt naintate Prestatorului in termen de
5 zile lucrdtoare de la depistarea deficientelor de calitate §i trebuie confirmate printr-un certificat
eliberat de o organizatie independenti neutra si autorizati in acest sens.

9.3. Vinzitorul este obligat s& examineze pretentiile inaintate in termen de 5 zile lucritoare
de la data primirii acestora i s& comunice Cumpéritorului despre decizia luati.

9.4. In caz de recunoastere a pretentiilor, Vinzitorul este obligat, in termen de 5 zile, si livreze
suplimentar Cumpératorului cantitatea nelivratd de bunuri si/sau servicii aferente, iar in caz de
constatare a calitdtii necorespunzitoare — si le substituie sau si le corecteze in conformitate cu
cerintele Contractului.

9.5. Prestatorul poartd raspundere pentru calitatea serviciilor in limitele stabilite, inclusiv
pentru viciile ascunse.

9.6. Pentru prestarea cu intarziere a serviciilor, Prestatorul poartd rispundere materiald in
valoare de 0,1% din suma Serviciilor neprestate, pentru fiecare zi de intérziere, insa suma penalititilor
nu poate depési 5% din valoarea serviciilor neprestate.

9.7. Pentru achitarea cu intérziere, Beneficiarul poartd rispundere materiald in valoare de
0,1% din suma serviciilor neachitate, pentru fiecare zi de intarziere, insi suma penalititilor nu poate
depisi 5% din valoarea serviciilor neachitate.

10. Drepturi de proprietate intelectuali

10.1. Prestatorul are obligatia sd despigubeascd Beneficiarul impotriva oriciror:

a) reclamatii §i actiuni in justitie, ce rezultd din incilcarea unor drepturi de proprietate
intelectuald (brevete, nume, mirci inregistrate etc.), legate de echipamentele, materialele, instalatiile
sau utilajele folosite pentru sau in leg#turd cu produsele achizitionate, si

b) daune-interese, costuri, taxe si cheltuieli de orice naturd, aferente, cu exceptia situatiei in
care o astfel de incélcare rezulti din respectarea Caietului de sarcini Intocmit de citre Beneficiar.

11. Dispozitii finale

11.1. Litigiile ce ar putea rezulta din prezentul Contract vor fi solutionate de citre Parti pe
cale amiabila. In caz contrar, ele vor fi transmise spre examinare in instanta de judecati competenti
conform legislatiei Republicii Moldova.

11.2. De la data semndrii prezentului Contract, toate negocierile purtate si documentele
perfectate anterior isi pierd valabilitatea.

11.3 Partile contractante au dreptul, pe durata indeplinirii contractului, s& convini asupra
modificérii clauzelor contractului, prin act aditional, numai in cazul aparitiei unor circumstante care
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lezeazi interesele comerciale legitime ale acestora si care nu au putut fi previizute la data incheierii
contractului. Modificarile si completérile la prezentul Contract sint valabile numai in cazul in care au
fost perfectate in scris §i au fost semnate de ambele Pirti.

11.4. Nici una dintre Péarti nu are dreptul si transmité obligatiile si drepturile sale stipulate in
prezentul Contract unor terte persoane fard acordul in scris al celeilalte parti.

11.5. Prezentul Contract este intocmit in doud exemplare in limba de stat a Republicii
Moldova, cate un exemplar pentru Prestator si Beneficiar.

11.6. Prezentul Contract se considerd incheiat la data semndrii, fiind valabil pani la 31
decembrie 2022.

11.7. Prezentul Contract reprezinti acordul de vointa al ambelor parti si este semnat astizi, /7
ianuarie 2022.

Pentru confirmarea celor mentionate mai sus, Partile au semnat prezentul Contract in conformitate
cu legislatia Republicii Moldova, la data si anul indicate mai sus.

Datele juridice, postale si bancare ale Partilor:

Prestatorul Beneficiarul
”S&T Mold” SRL IMSP Centrul National de Asistenti
Medicala Urgentia Prespitaliceasci

mun.Chiginau, str. Calea Iesilor, 8 Tel/fax:( 022) 28-62-70; 28-65-01
Tel.: +37369101753 mun. Chisindu str. C. Varnav, 16
IBAN: MD13EN000000222411025893 Ministerul Finantelor Trezoreria de Stat
Banca: BC Energbank SA, cod fiscal 1015600032824
sucursala Buiucani
ENEGMD22893 Cod IBAN MD21TRPCCC518430A00401AA

Cod fiscal: 1002600033173
TVA: 0501007

I Semniturile pirtilor
" VfBrestator” n|  “Beneficiar”
| Dire s /' Evghenii Mosanu Director / ;i‘,":«( Boris Golovin
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Anexa nr. 1 la contractul
nr. 04 din{¥.01.2022

Specificatia tehnici si de pret

Serviciile solicitate Q/ Pret fara Pret cu Suma fira Suma cu

b Cod CPV: 48000000-0 | buc TVA TVA TVA TVA

ord

1| Servicii de mentenanta a 1| 124980.00 | 149976.00 | 124980.00 | 149976.00
sistemului informatic Hipocrate

SUMA TOTALA: 124 980.00 | 149 976.00

Servicii optionale:

Nr./ Serviciile solicitate de modificare Q/ Pret fird | Pretcu
ord Cod CPV: 48000000-0 Om/zi TVA TVA

1 | Rezerva tehnica de dezvoltare - Pretul pentru lzi/om dedicata
dezvoltariisi consultantei in limita a 30 zile/om. Aceasta rezerva va fi
disponibila permanent Autorititii Contractante 1 4500.00 | 5400.00
pentru a fi consumata la cerere, in baza comenzilor — Cerinte de
modificare,la pretul ofertat in prezenta procedura.

wPrestaior”: »Beneficiar”:

/ Boris Golovin




Anexa n;.Z la contractul
nr. 04 din47.01.2022

Conditiile de prestare

1. Reguli generale de organizare a procesului de prestare a serviciilor

1.1. Notiuni generale

Defect — incident, problemd,eroare de programa (sau un set de erori) ce duc la necorespunderea rezultatelor
asteptate de la functionarea produsului software si care determind stoparea/intreruperea/reducerea calititii
functionalititii softului aplicativ.

1.2. Interactiunea intre Parti
Interactiunea dintre Prestator si Beneficiar se va efectua prin intermediul persoanelor responsabile, desemnate

de ambele Pirfi.

fn scopul clasificarii si optimizarii procesului de gestiune a solicitarilor, apelurile referitoare la defectele de
utilizare a sistemului si doleantele utilizatorilor vor fi preluate de persoanele responsabile din partea
Beneficiarrului care, dupd examinarea si prioritizarea acestora, vor decide care necesiti a fi redirectionate citre
echipa Prestatorului prin intocmirea Cererii cu privire la notificarea defectului (Anexa nr.3 la Contract) sau
Cererii cu privire la propunerea de modificare (Anexa nr.4 la Contract).

1.3.  Persoane responsabile

Prestatorul desemneazi persoane responsabile de relatia cu Beneficiar (Managerul Suport Client). Prestatorul
va informa prin scrisoare oficiald Beneficiarul despre echipa desemnati si datele de contact a acesteia in termen
de maxim 3 zile de la semnarea Contractului. Schimbarea persoanelor responsabile se va face conform
aceleiasi proceduri.

1.4. Serviciul de Suport Client “Hot-Line”

Suportul operational la utilizarea serviciilor este asigurat de cétre Prestator prin intermediul Serviciului de
Suport Client “Hot-Line” (in continuare SSC).

Date de contact:

Chisindu, str. Calea Iesilor 8

s +37322837959

*  servicedesk@snt.md

Beneficiarul va contacta SSC, prin intocmirea Cererilor, in urmitoarele scopuri:

- pentru solutionarea defectelor;

- pentru solicitarea modificarilor functionalititilor existente;

- pentru solicitarea informatiei §i consultantei in vederea solutionirii defectelor legate de utilizarea
sistemului;

- pentru solicitarea realizérii anumitor activitati si actiuni ce sunt in responsabilitatea Prestatorului

- pentru solicitarea analizei unei solicitiri de modificare.

Prestatorul | oferd Beneficiarului posibilitatea de a contacta SSC prin urmitoarele modalitati:



- expedierea unui e-mail la adresa SSC servicedeskia snt.md ;
- efectuarea unui apel telefonic la numirul de telefon: +373 22 837 959.

Programul de lucru al SSC este de la 08:00 la 17:00 in zilele de lucru conform legislatiei Republicii Moldova.
Toate interpelarile Beneficiarului vor fi inregistrate in SSC.

Orice defect sau necesitate aparuti la utilizarea serviciilor, Beneficiarul o va adresa initial catre SSC. in caz
de necesitate, chestiunea poate fi ulterior escaladatid citre Managerul Suport Clienti sau conducitorul
Prestatorului. in ultima instants, pot fi formate grupuri de lucru specializate din partea Prestatorului si
Beneficiarului, pentru a gestiona orice aspect ivit in relatiile dintre acestia.

1.5. Reguli fatd de procesul de aplicare a modificirilor

Fiecare actiune de modificare a codului surs3, cu exceptia celor urgente, neefectuarea imediati a cérora poate
duce la indisponibilitatea serviciilor sau poate afecta functionarea acestora, va fi coordonati in prealabil cu
Beneficiarul.

Pentru fiecare modificare va fi pregitit setul de aplicare a modificirilor care va include:

1. Pachetul de instalare a modificarilor.

2. Descrierea modificarilor aplicate si componentele afectate.

3.Planul detaliat de efectuare a lucririlor cu indicarea: termenelor, consecutivititii, actiunilor si
persoanelor responsabile.

Aceste modificdri necesitd testarea prealabild implementdrii in mediul de productie. Prestatorul va notifica
despre disponibilitatea modificarilor pentru efectuarea testelor in mediul de testare si va coordona Planul de
testare cu Beneficiarul. Beneficiarul participi la testele initiate de Prestator, conform Planului de testare.

2. Reguli privind prestare a serviciilor de suport

Serviciile de suport sunt orientate solutionirii incidentelor si problemelor de utilizare a softului aplicativ prin:
analiza defectelor, introducerea corectérilor, documentarea corectarilor si actualizarea documentelor pentru
softul aplicativ.

2.1.  Clasificarea incidentelor

Prestatorul si Beneficiarul vor conlucra strins in vederea prevenirii incidentelor si in vederea solutionirii
operative a celor produse pentru a minimiza impactul acestora asupra utilizatorilor. Efortul si prioritatea
acordatd pentru solutionarea unui incident va tine cont de regulile stabilite la acest capitol.

a0 .

Impactul incidentului caracterizeazd consecintele acestuia asupra disponibilititii si performantei softului
aplicativ. Urgenta incidentului caracterizeazi operativitatea cu care acesta trebuie solutionat pentru a minimiza
impactul incidentului asupra Beneficiarului.

Prioritatea de escaladare si solutionare a incidentelor va fi in functie de impactul si urgenta incidentului.
Algoritmul aplicat pentru stabilirea prioritatii unui incident este definit in continuare.

Tabelul 1. Stabilirea priorititii de solutionare a incidentelor

PRIORITATE Impact
Inalt Mediu Jos
Urgenti Inalt Critic Inalt Mediu
Mediu Inalt Mediu Jos
Jos Mediu Jos Neglijabil




Tabelul 2. Matricea de estimare a urgentei incidentului

URGENTA

Descriere

Inalti

Un incident este estimat ca avind nivelul urgentei ,,Inalt” in una sau mai multe din
urmatoarele cazuri:

- pagubele provocate de incident cresc extrem de rapid;

- existd activititi gi operatiuni critice pentru business procesele Beneficiarului ce trebuie s
fie efectuate imediat;

- reactiunea imediati poate preveni riscuri legale majore si de securitate (protectie) a
informatiei.

Medie

Un incident este estimat ca avind nivelul urgentei ,,Mediu” in una sau mai multe din
urmitoarele cazuri:

-pagubele provocate de incident cresc considerabil in timp;

-exista activititi si operatiuni importante pentru business procesele Beneficiarului ce trebuie
sa fie efectuate imediat;

-reactia operativa poate preveni riscuri legale moderate si de securitate a informatiei.

Joasa

Un incident este estimat ca avind nivelul urgentei ,,Jos” in una sau mai multe din
urmatoarele cazuri:

- pagubele provocate de incident cresc relativ putin in timp;
- activitatile si operatiunile afectate nu trebuie continuate imediat;
- nu exista riscuri legale si de securitate a informatiei semnificative.

Tabelul 3. Matricea de evaluare a impactului incidentului

IMPACT

Descriere

Inalt

Un incident este estimat ca avind nivelul impactului ,Inalt” in una sau mai multe din
urmitoarele cazuri:

- activitatile cheie ale Beneficiarului sunt intrerupte;

- incidentul este vizibil din exteriorul organizatiei Beneficiarului si afecteazi utilizatori
externi, reputatia i imaginea Cumparatorului;

- exista riscuri legale si financiare majore pentru Cumparator;

Mediu

Un incident este estimat ca avind nivelul impactului ,,Major” in una sau mai multe din
urmitoarele cazuri:

- activitdtile importante ale Beneficiarului sunt intrerupte sau activititile cheie sunt
desfasurate cu dificultate;

- incidentul a afectat utilizatori interni si un numir nesemnificativ de utilizatori externi;
- existd riscuri legale si financiare semnificative pentru Beneficiar;

Jos

Un incident este estimat ca avind nivelul impactului ,,Jos” in una sau mai multe din
urmétoarele cazuri:

- activitétile interne nesemnificative ale Beneficiarului sunt intrerupte, sau activitatile
importante sunt desfisurate cu dificultate;

- incidentul a afectat doar utilizatori interni ai Beneficiarului.

2.2. Raportarea si solutionarea incidentelor

Orice incident aferent Serviciilor este raportat de Beneficiar citre SSC, conform procedurilor stabilite la
capitolul 1.,Reguli generale de organizare a procesului de prestare a serviciilor”.




Prestatorul va reactiona la incidentele raportate de Beneficiar, conform regulilor din tabelul de mai jos.
Regulile se aplici pentru perioada orelor de lucru. in afara orelor de lucry, solutionarea incidentelor se va baza

pe principiul ,,cel mai bun efort™.

Prioritate Timpul de reactie Timpul de Timp maxim Raportare
incident solutionare pentru corectare a primara
cauzei*
Critica Timpul de reactie al pind la 8 ore 12 ore SSC
Prestatorului — 1 ora
Tnalta Timpul de reactie al 12 ore ora 12 a zilei SSC
Prestatorului — 3 ore urmétoare
Medie Timpul de reactie al 24 ore 5 zile SSC
Prestatorului — 8 ore
Joasa Timpul de reactie al 3 zile 10 zile SSC
Prestatorului — 24 ore;
Neglijabila | Timpul de reactie al Cel mai bun efort - SSC
Prestatorului — 72 ore;
*Nota:

- se aplica pentru situatia cand solutionarea incidentului se face prin aplicarea unor masuri de ocolire.

- se aplica doar in cazul respectirii p. 6.2 al prezentului Contract de citre Beneficiar

3. Reguli privind prestare a serviciilor de modificare

Serviciile de modificare sunt orentate spre asigurarea efectudrii modificarilor privind problemele
aparute, imbunatitirii formelor de raportare, modificarilor/adiugarilor functionalitatilor ca urmare al
modificarii cadrului legal sau imbunététirii esentiale a business proceselor, documentirii si instruirii
pentru noile functionalitéti si consultantei la intrebérile privind softul aplicativ.

3.1. Solicitarea Serviciilor de modificare
Solicitarea serviciilor de modificare se efectueazi de grupul de lucru responsabil din partea
Beneficiarului in baza unei Cereri cu privire la propunerea de modificare (Anexa nr.4 al Contractului).

In rezultatul analizei solicitérii, Prestatorul va comunica planul de solutionare cu indicarea: timpului,
lucririlor necesare de efectuat, necesarul de resurse, inclusiv din partea Beneficiarului si a costului
estimativ conform tarifelor.

3.2. Prestarea Serviciilor de modificare
Prestarea serviciilor de modificare se va efectua cu aplicarea urmitoarelor reguli:

a. Prestarea serviciilor se efectueaza exclusiv in baza planului aprobat de Beneficiar privind prestarea
serviciilor. In caz de necesitate planul de solutionare poate fi modificat, cu acordul Pértilor, fapt mentionat
in noul plan, care va contine referinta la planul initial.

b. Serviciul se considerd prestat in momentul confirmérii acceptarii solutiei de citre Beneficiar.

c. Termenul de prestare a serviciului include timpul necesar Prestatorului colectirii informatiei,
documentrii, analizei, prestirii nemijlocite a serviciului si acceptarii rezultatului de citre Beneficiar.

d. Neacceptarea rezultatului de citre Beneficiar nu este considerat motiv pentru tarifare suplimentar sau
modificarea planului de solutionare dacé n-au fost modificate conditiile initiale ale solicitirii (formularea
problemei §i rezultatul solicitat) sau dacd in procesul de analizi nu s-a identificat necesitatea efectuirii
unor lucréri suplimentare.

e. In cazul nealocdri in termenii agreati a resurselor necesare din partea Beneficiarului termenul de
solutionare se majoreazi cu timpul respectiv.




f. Prestatorul va asigura executarea lucrérilor de elaborare a functionalitatilor suplimentare, in baza unor
proceduri general recunoscute si acceptate, si a standardelor agreate de Beneficiar, tinind cont si de
ultimele cerinte in materie de elaborare, si calculate in baza tarifelor convenite de pirti.

g. Prestatorul, prealabil preddrii citre Beneficiar, va asigura testarea functionalititilor suplimentare (pe
serverul de testare), conform cerintelor si conditiilor inaintate de Beneficiar, care se vor consemna prin
proces-verbal. Pentru a testa functionalitatea suplimentari solicitatd de Beneficiar, acesta din urmi va
asigura mediul software, care va corespunde exact cu sistemul real si va asigura acces liber Prestatorului,
precum si va oferi instrumente de testare necesare.

h. Beneficiarul este in drept sa verifice (testeze) functionalitaile suplimentare ale sistemului, predate de citre
Prestator, in conformitate cu procedurile statuate in contract.

4. Alte cerinte si reguli privind prestarea serviciilor
4.1.  Solutionarea divergentelor

Orice divergente aparute intre Parti vor fi solutionate cu efort comun si prin strinsi conlucrare intre
Parti. In acest scop, vor fi aplicate urmitoarele reguli:

1) Pértile vor forma un grup comun de lucru in scopul solutionarii divergentelor. De comun acord,
in grupul de lucru pot fi acceptati reprezentanti ai partilor terte, inclusiv: experti independenti.

2) La necesitate, pirtile vor pregati probele electronice relevante pentru aspectele ce au devenit
obiect de divergenta.

3) Grupul de lucru se va convoca si va examina subiectul divergentelor si probele existente la
subiect. Pértile vor aplica prevederile Contractului si prezentele Reguli in scopul clarificarii tuturor
aspectelor disputate si identificirii unei solutii echitabile pentru divergentele ivite. in acest scop, pot
fi ascultate, sau obtinute n scris, opiniile membrilor externi, convocati in grupul de lucru, precum si
rezultatele de expertizi ale probelor electronice existente.

4) Concluzia grupului de lucru va fi fixatd in baza unui proces - verbal, semnat de membrii grupului
de lucru.

Identificarea unei solufii echitabile pentru ambele Parti, in limite angajamentelor asumate ale Pirtilor,
este preferabild in toate situatiile de divergentd. In cazul in care o asemenea solutie nu poate fi
identificats, partile vor aplica prevederile Contractului pentru solutionarea litigiilor.

4.2. Raportarea privind nivelul serviciilor

Prestatorul opteazd pentru prestarea transparentd a serviciilor citre Beneficiar. In acest scop,
Vanzatorul va prezenta la cererea Beneficiarului rapoarte privind continutul si nivelul serviciilor
acordate.

Rapoartele prezentate, regularitatea si modalitatea de prezentare a acestora, este stabilitd in tabelul
de mai jos.

Tip raport Continut Regularitatea
Raport cu lista incidentelor/erorilor Descrierea defectului, perioada La cererea Beneficiarului, pe
remediate inaintérii si solutionarii, statutul suport de hartie
rezolvarii.
Raport privind implementarea Descrierea modificérii, perioada | In luna cind a avut loc
modificarilor inaintdrii si statutul implementarea si acceptarea
implementérii. modificarii




4.3. Securitatea informatiei
Prestatorul este responsabil pentru securitatea tehnologica si functionala a softului aplicativ in limitele
sarcinilor de mentenanta indeplinite.

Beneficiarul este responsabil pentru utilizarea securizati a serviciilor oferite de Prestator.

In cazul unui incident de securitate a informatiei, Partea ce a constatat incidentul va notifica imediat
si cealaltd Parte, daci aceasta poate fi de asemenea afectati de incident. Partile vor coordona misurile
necesar a fi Intreprinse in scopul diminuérii impactului incidentului si solutionrii acestuia.

La solicitarea Beneficiarului, Prestatorul va intreprinde actiunile de rigoare in scopul colectarii si
conservérii probelor ce pot fi necesare la investigarea incidentului si la probarea juridici a
responsabilitétii pentru incident. In acest scop, Prestatorul, la solicitarea Beneficiarului, poate efectua:

- Colectarea si conservarea fisierelor log ce contin informatia privind accesul la nivelul
componentelor de retea;

- Efectuarea copiilor de rezervi depline pentru softul aplicativ, stocarea acestora in conditii ce
asigurd integritatea copiilor de rezervi efectuate;

- Intocmirea proceselor- verbale cu participarea a cel putin 3 specialigti din partea Prestatorului,
privind efectuarea copiilor de rezerva. Prezenta reprezentantilor Beneficiarului este solicitata;

- Mentinerea formalizatd a Registrului privind detinerea probelor conservate (chain of custody).

Dupa solutionarea unui incident de securitate, partile vor intocmi rapoarte individuale privind
gestiunea incidentului. De comun acord vor intocmi un plan de actiuni pentru prevenirea repetirii
incidentelor similare.

»Beneficiar”:




Anexa nr. 3 la contractul
nr. (¥ din 4/7.01.2022

MODEL

Cerere cu privire la notificarea defectului

FORMULAR DE INREGISTRARE A DEFECTULUI

SUBSISTEMUL

Autor:

Data:
Categoria problemei Software 1 Process 0  Date O
Prioritate Inalta 0  Medie O Joasa O

Descrierea problemei:

Elemente anexate:

Semnitura autorului;

Solutionat de citre: |

| Data: |

Descrierea solutiei:

»Beneficiar”:

/ Boris Golovin
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Anexa nr. 4
la contractul nr. 05
din /7.01.2022

MODEL

Cerere cu privire la propunerea de modificare

FORMULAR DE INREGISTRARE

SUBSISTEMUL

Autor:

Data:
Categoria problemei Software (1  Procese 0  Date O
Prioritate Inalta O Medie 00 Joasa Ol
Descrierea:
Elemente anexate:
Semnitura autorului:
Solutionat de ciitre: ] ]Data: |
Descrierea solutiei:

wBeneficiar”:

/ Boris Golovin




Anexa nr.5
la contractul nr. 04~
din 7#:01.2022

MODEL
ACTUL Nr.
de acceptanti a serviciilor prestate (mentenanti / suport)
conform Contractului nr. din

IMSP Centrul National de Asistentii Medicali Urgenti Prespitaliceasci , reprezentati prin director Boris
Golovin, care actioneazi in baza Regulamentului. inregistratd in Registrul de Stat cu nr. 1015600032824 din
01.10.2015, denumit(a) in continuare Beneficiar, pe de o parte, si

SRL ”S&T Mold” care activeazi in conformitate cu legislatia Republicii Moldova, cu sediul mun.Chisinau,
str. Calea Iesilor, 8, denumit in continuare "Prestator", reprezentati legal, pentru semnarea prezentului Act,
de director Evghenii Mosanu , pe de alti parte,

au incheiat prezentul Act, dupid cum urmeazi:
1. In conformitate cu prevederile Contractului nr. , Prestatorul a prestat servicii de suport tehnic

de remediere a incidentelor/ erorilor pentru perioada de la pini la , iar rezultatul
a fost acceptat de citre Beneficiar pentru perioada mentionati.

2. Taxa lunara a serviciilor prestate, conform Contractului prenotat este de: lei MD, cu
TVA.

3. Prezentul ACT este fntocmit in 2 exemplare, cite unul pentru fiecare parte.
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Anexa nr.6
la contractul nr. 04~
din /7 .01.2022

Model
ACTUL Nr.
cu privire la serviciile prestate (de modificare)
conform Contractului nr.

IMSP Centrul National de Asistentii Medicald Urgenti Prespitaliceascii , reprezentati prin director Boris
Golovin, care aclioneaza in baza Regulamentului, inregistrat in Registrul de Stat cu nr. 1015600032824 din
01.10.2015, denumit(a) in continuare Beneficiar, pe de o parte, si

SRL ”S&T Mold” care activeazi in conformitate cu legislatia Republicii Moldova, cu sediul mun.Chiginiu,
str. Calea Iesilor, 8, denumit in continuare "Prestator”, reprezentatd legal, pentru semnarea prezentului Act,
de director Evghenii Mosanu , pe de alta parte,

au incheiat prezentul Act, dupa cum urmeaz:

1.1n conformitate cu prevederile Contractului nr. , Prestatorul a prestat servicii de

modificare a aplicatiei in conformitate cu cerintele Beneficiarului pentru perioada de la
pind la , lar rezultatul a fost acceptat de citre Beneficiar pentru perioada
mentionati.
2. Pretul serviciilor prestate, este de: lei, cu TVA.

3. Prezentul ACT este intocmit in 2 exemplare, cate unul pentru fiecare parte.

Beneficiar:




ACHIZITII PUBLICE

CONTRACT nr. /7' 07/

de prestare servicii

Cod CPV: 72261000-2

w0 s Pp? 2027

mun. Chisinsiu

Prestatorul de servicii

Autoritatea contractanti

SRL ”S&T MOLD”

reprezentatd prin  Director General DI
MOSANU Evghenii,care actioneazi in bazi
Statutului

IDNO 1002600033173

denumita in continuare Prestator,

pe de o parte,

CASA NATIONALA DE ASIGURARI SOCIALE
reprezentatd prin Director General Dna TIBIRNA
Elena, care actioneazi in baza regulamentului privind
organizarea §i functionarea Casei Nationale de
Asiguréri Sociale (HG. 230 din 10.04.2020),

IDNO 1004600030235

denumit(a) in continuare Beneficiar,

pe de alti parte,

ambii (denumiti in continuare Parti), au incheiat prezentul Contract referitor la urmatoarele:

a. Achizitionarea Serviciilor de suport si modificare a sistemului informational . Protectia

Sociald denumite in continuare Servicii, conform Licitatiei Publice deschise ID ocds-b3wdpl-
MD-1605792697613-EV-1605796337131 din data 21.12.2020, in baza deciziei Grupului de
Lucru pentru Achizitii Publice al Casei Nationale de Asigurari Sociale Nr. 35/2 din 24.12.2020,

procesul-verbal nr. 35/1 din 24.12.2020.

b. Urmitoarele documente sunt considerate parti componente si integrale ale Contractului:

1. Specificatia serviciilor §i pretul (4dnexa nr.1);

NS AW

Conditiile de prestare, inclusiv lista componentelor aplicative (dnexa nr.2);
Actul cu privire la serviciile prestate (de suport) (4nexa nr.3);

Cererea cu privire la notificarea defectului (4nexa nr.4);

Raport cu lista incidentelor/defectelor remediate (4nexa nr.5);

Cererea cu privire la propunerea de modificare (4nexa nr.6);

Raport privind implementarea modificarilor (4nexa nr.7);

vot




8. Actul cu privire la serviciile prestate (de modificare) (4dnexa nr.8);

9. Acord privind asigurarea securititii datelor §i utilizarea accesului de la distantd la
resursele informationale CNAS (Anexa nr.9).

c. Prezentul Contract va predomina asupra tuturor altor documente componente. In cazul unor
discrepanfe sau inconsecvente intre documentele componente ale Contractului, documentele vor
avea ordinea de prioritate enumerati mai sus.

d. In calitate de contravaloare a plailor care urmeazi a fi efectuate de Beneficiar, Prestatorul
se obligd si presteze Beneficiarului serviciile si si inldture defectele lor in conformitate cu
prevederile Contractului sub toate aspectele.

e. Beneficiarul se obligd si pliteascd Prestatorului, pentru serviciile prestate, precum si a
inlaturdrii defectelor, pretul Contractului sau orice altd sumi care poate deveni platibild conform
prevederilor Contractului in termenele si modalitatea stabilitd de Contract.

1. Obiectul contractului

1.1. Prestatorul isi asumd obligatia de a presta serviciile conform Anexei nr.1 din prezentul
Contract.

1.2. Beneficiarul se obligd, la rindul siu, si achite si si receptioneze serviciile prestate de
Prestator.

1.3. Termenul de garantie a serviciilor prestate pentru noile dezvoltiri conform cerintelor CNAS

constituie 12 luni de-la semnarea “Actului cu privire la serviciile prestate (de modificare)”
(Anexa 8.)

2. Termenele si conditiile de prestare
2.1. Prestarea Serviciilor se efectueazi la distantd sau la oficiul Beneficiarului.
2.2. Documentatia tehnici si cea de insotire trebuie s fie perfectati si expediati citre Beneficiar.

2.3. Documentatia de prestare a serviciului conform pct.1 din Anexa nr.1 al prezentului Contract

include:
1) Originalele facturilor fiscale 2 exemplare
2) Act cu privire la serviciile prestate (de suport) (4nexa nr.3) 2 exemplare

3) Raport cu lista incidentelor/defectelor remediate (dnexa nr.5) 2 exemplare

2.4. Documentatia tehnicd (SOW- cerinte functionale semnate de citre Parti) si cea de insotire a
serviciului prestat conform pct.2 din Anexa nr.1 al prezentului Contract include:

1) Originalele facturilor fiscale 2 exemplare
2) Act cu privire la serviciile prestate (de modificare) (Adnexa nr.8) 2 exemplare
3) UAT (Teste de acceptantd) 2 exemplare
4) Raport privind implementarea modificarilor (4nexa nr.7) 2 exemplare

2.5. Prestarea serviciilor se efectueazi in mod urmitor:
— pentru pozitia 1.1 din Anexa nr.1 a Contractului — *Servicii de suport pentru software-ul
aplicativ SPAS” incepind cu 01.01.2021 pind la 30.06.2022;
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— pentru pozitia 1.2 din_Anexa nr.1_a Contractului — “Servicii de modificare in software-ul
aplicativ SPAS” incepind cu 01.03.2021 pind la 30.06.2022;.

3. Pretul si costul total al Contractului si conditiile de plata.

3.1. Pretul Serviciilor prestate conform prezentului Contract este stabilit in lei moldovenesti,
fiind indicat in Anexa nr. 1 al prezentului contract.

3.2. Suma totald a prezentului Contract constituie: 11 124 000,00 (unsprezece milioane una suti
doudzeci si patru mii lei, 00 bani) lei cu TVA.

3.3. Achitarea se va efectua lunar prin transfer, conform serviciilor prestate de facto, timp de 25
de zile dupid prestarea serviciilor, dupd semnarea de c#tre ambele Péarti a documentatiei
specificate in pct. 2.3 si pct.2.4. din prezentul contract conform efortului stabilit de ambele Pérti
si dupd prezentarea rapoartelor detaliate, care vor include descifrarea efortului exprimat in
om/ore, reiesind din volumul preconizat pentru Servicii de suport tehnic i modificare SII CNAS
pentru 18656 om/ord pentru 1 an si 6 luni, si Servicii de modificare in software-ul aplicativ
pentru 25520 om/orad pentru 1 an si 4 luni reiegind din 8 ore lucritoare pe zi, 5 zile lucritoare pe
saptimand, 22 zile lucratoare pe luni (indiferent de numarul de persoane implicate).

3.4. Beneficiarul va solicita Prestatorului si furnizeze serviciile conform Anexei nr.l al
prezentului Contract in limita sumei prevazute in Anexa nr.1. Pértile vor stabili de comun acord,
bazinduse pe principiul «de la caz la caz» forta de munci, orarul, etc.

3.6. Pretul serviciilor pe parcursul valabilitatii Contractului nu se modifica.

4. Conditiile de predare-primire a serviciilor
4.1. Serviciile se considers prestate de catre Prestator si receptionate de cétre Beneficiar, daca:

1. cantitatea serviciilor corespunde informatiei indicate in Anexa nr.l1 si Anexa nr.2 al
prezentului Contract;

2. calitatea serviciilor corespunde prevederilor indicate in pct.1.3 din prezentul Contract.

4.2, Prestatorul este obligat si prezinte Beneficiarului documentatia tehnicd si cea de insofire
specificatd in pct.2.3 si pct.2.4 pentru efectuarea platii. Pentru nerespectarea de ciétre Prestator a
prezentei clauze, Beneficiarul isi rezervd dreptul de a majora termenul de achitare previzut in
pet. 3.3 corespunzétor numarului de zile de intirziere si de a fi exonerat de achitarea penalitétii
stabilite in pct.10.4.

5. Standarde

5.1. Serviciile prestate in baza Contractului vor respecta standardele si normativele de domeniu
sau alte reglementari autorizate.

6. Obligatiile partilor
6.1. In baza prezentului Contract, Prestatorul se obliga:

a) de a presta serviciile in concordantd cu obligatiile asumate prin Contract in baza
legislatiei existente, know-how existent, recomanddrilor si cerintelor software-lui de

sistem;



g)

h)

i)

sd asigure functionarea neintrerupti a sistemelor aplicative;

in mod operativ si solutioneze la distantd problemele simple in scopul economisirii
timpului Beneficiarului;

sa se deplaseze la oficiul Beneficiarului, la fel si la oficiile teritoriale, daci incidentul nu
poate fi solutionat la distanta;

sd asigure elaborarea/ajustarea instructiunilor de exploatare necesare in conformitate cu
standardele;

sé respecte procedura de inregistrare a defectelor ce se referd la conditiile prezentului
Contract si ordinea de solutionare a acestora;

dupa rezultatele de solutionare a defectelor si prezinte recomandirile pentru anihilarea
acestora i instructiunile necesare pentru solutionarea defectelor similare pe viitor;

sd prezinte Beneficiarului lista persoanelor autorizate din partea Prestatorului in grupul de
proiect calificat, conform criteriilor §i cerintelor de calificare stabilite in documentatia
procedurii de achizitie publici;

sd asigure integritatea si calitatea serviciilor prestate.

6.2. In baza prezentului Contract, Beneficiarul se obligi:

a)

b)

d)

sd informeze Prestatorul referitor la orice observatie/defectiune a functionarii aplicatiilor
software §i sd prezinte Prestatorului orice informatie utildi pentru determinarea
defectiunii;

sd prezinte, in termen de 5 (cinci) zile calendaristice Prestatorului, toatd: informatia,
documentele §i materialele necesare pentru prestarea serviciilor, si asigure acces

securizat la serverele CNAS in termen de 5 (cinci) zile calendaristice de la semnarea
prezentului Contract;

in cazul defectiunii aplicatiilor software Beneficiarul este obligat si plaseze cererea de
apel a specialistului Prestatorului; si prezinte Prestatorului lista persoanelor autorizate din
partea Beneficiarului, responsabile pentru perfectarea apelurilor si  semnarea
documentelor de lucru;

sd primeascd §i s achite costul serviciilor in ordinea si termenele, previzute in prezentul
Contract si anexele lui.

7. Justificarea Neexecutiirii Datoriti Unui Impediment

7.1. Neexecutarea obligatiilor asumate in baza prezentului Contract, se justifici numai in cazul
intervenirii unui impediment semnificativ in afara controlului Pirtilor, care nu putea fi in mod
rezonabil evitat sau depdsit, sau consecintele ciruia nu puteau fi in mod rezonabil evitate sau
depasite (rdzboaie, calamititi naturale: incendii, inundatii, cutremure de pamint, precum si alte
circumstante care nu depind de vointa Partilor).

7.2. In cazul in care impedimentul justificator este temporar, neexecutarea este justificatd doar pe
durata existenfei impedimentului. Momentul declansirii si termenul de actiune trebuie si fie
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confirmate printr-un certificat, eliberat in mod corespunzitor de citre organul competent din tara
Pértii care invoca asemenea circumstante.

7.3. Partea care se confruntd cu un impediment care justifici neexecutarea, are obligatia de a
notifica cealaltd parte despre impediment si efectele lui asupra capacitatii de a executa in termen
de cel mult 10 (zece) zile lucratoare.

7.4. Impedimentul justificator nu exonereaza Pértile de plata despégubirilor daca impedimentul a
aparut dupid neexecutarea obligatiei, cu exceptia cazului cind Partea respectivd nu ar fi putut,
oricum, din cauza impedimentului, sa beneficieze de executarea obligatiei.

8. Rezolutiunea Contractului
8.1. Rezolutiunea Contractului se poate realiza cu acordul comun al Partilor.
8.2. Contractul poate fi rezolutionat in mod unilateral de citre:

a. Beneficiar in caz de refuz al Prestatorului de a presta serviciile prevazute in prezentul
Contract;

b. Beneficiar in caz de nerespectare de citre Prestator a termenelor de prestare;
c. Prestator in caz de nerespectare de catre Beneficiar a solicitarilor de plati a serviciilor;

d. Prestator sau Beneficiar in caz de nesatisfacere de citre una dintre Parti a pretentiilor
inaintate conform prezentului Contract.

8.3. Partea initiatoare a rezilierii Contractului este obligatd si comunice in termen de 5 (cinci)
zile lucratoare celeilalte Parti despre intentiile ei printr-o scrisoare motivata.

8.4. Partea instiintatd este obligatd si rispundd in decurs de 5 (cinci) zile lucriitoare de la
primirea notificarii. In cazul in care litigiul nu este solutionat in termenele stabilite, partea
inifiatoare are dreptul sa prezinte documentele corespunzitoare Agentiei Achizitii Publice pentru
inregistrarea declaratiei de reziliere.

9. Reclamatii

9.1. Reclamatiile privind cantitatea serviciilor prestate sint inaintate Prestatorului la momentul
receptiondrii lor.

9.2. Pretentiile privind calitatea serviciilor prestate sint inaintate Prestatorului in termen de 5
(cinci) zile lucrdtoare de la depistarea deficientelor de calitate.

9.3. Prestatorul este obligat si examineze si si lichideze pretentiile inaintate in termen de 5
(cinci) zile lucratoare de la data primirii acestora.

9.4. Prestatorul este obligat, in termen de 5 (cinci) zile, s presteze suplimentar Beneficiarului
serviciile neprestate, iar in caz de constatare a calititii necorespunzitoare — si le presteze in
conformitate cu cerintele Contractului.

9.5. Prestatorul poartd raspundere pentru calitatea serviciilor prestate in limitele stabilite, inclusiv
pentru defectele ascunse.

9.6. In cazul devierii de la calitate cheltuielile pentru stajionare sau intirziere sint suportate de

partea vinovati.



10.Sanctiuni

10.1.  Forma de garantie de buna executare a contractului agreati de Beneficiar este Garantia de
buni executie, In cuantum de 5% din valoarea Contractului.

10.2.  Pentru refuzul de a presta serviciile previzute In prezentul Contract, se va retine garantia
de bund executare a Contractului, in cazul in care ea a fost constituiti in conformitate cu
prevederile punctului 10.1, in caz contrar Prestatorul suporti o penalitate in valoare de 5% din
suma totald a Contractului.

10.3. Pentru prestarea cu intirziere a serviciilor conform termenilor stabiliti in Planul de realizare
privind prestarea serviciilor conform prezentului contract semnat de ambele Parti, Prestatorul
poartd raspundere materiald in valoare de 0,1% din suma serviciilor neprestate, pentru fiecare zi
de intirziere, dar nu mai mult de 5 % din suma totali a prezentului Contract.

10.4. Pentru achitarea cu intirziere, Beneficiarul poartd raspundere materiald in valoare de 0,1%
din suma serviciilor neachitate, pentru fiecare zi de intirziere, dar nu mai mult de 5% din suma
totald a prezentului Contract.

11. Drepturi de proprietate intelectuali
11.1. Prestatorul are obligatia sa despagubeasca Beneficiarul impotriva oricaror:

1. reclamatii si actiuni in justitie, ce rezultd din incilcarea unor drepturi de proprietate
intelectuala (brevete, nume, marci inregistrate etc.), legate de echipamente, materiale,
instalatii sau utilaje folosite pentru sau in legituri cu serviciile prestate, si

2. daune-interese, costuri, taxe si cheltuieli de orice naturd, aferente, cu exceptia situatiei in
care o astfel de incilcare rezultd din respectarea Caietului de sarcini intocmit de citre
Beneficiar.

11.2. Toate rezultatele obtinute in rezultatul prestdrii serviciilor apartin Beneficiarului fira
limitarea in timp.

12. Confidentialitate

12.1. Partile confirma ci in timpul executarii prezentului Contract vor avea acces la informatii cu
caracter confidential, date cu caracter personal si informatii cu conditii speciale de acces.

12.2. Asigurarea securitéfii informatiilor se va face in conformitate cu prevederile Acordului

privind asigurarea securitdfii datelor si utilizarea accesului de la distanti la resursele informationale
CNAS (Anexa nr.9).

13. Dispozitii finale

13.1. Litigiile ce ar putea rezulta din prezentul Contract vor fi solutionate de citre Pirti pe cale
amiabili. In caz contrar, ele vor fi transmise spre examinare in instanta de judecatd competents
conform legislatiei Republicii Moldova.

13.2. De la data semndrii prezentului Contract, toate negocierile purtate si documentele
perfectate anterior isi pierd valabilitatea.

13.3. Pirtile contractante au dreptul, pe durata indeplinirii contractului, si convini asupra
modificirii clauzelor contractului, prin act aditional, numai in cazul aparitiei unor circumstante
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care lezeaza interesele comerciale legitime ale acestora si care nu au putut fi previzute la data
incheierii contractului. Modificarile si completarile la prezentul Contract sint valabile numai in
cazul in care au fost perfectate in scris si au fost semnate de ambele Pirti.

13.4. Nici una dintre Parti nu are dreptul sa transmiti obligatiile si drepturile sale stipulate in
prezentul Contract unor terte persoane fira acordul scris al celeilalte Parti.

13.5. Prezentul Contract este intocmit in dous exemplare care se remit ciitre:
1. Prestator —un exemplar;
2. Beneficiar — un exemplar;

13.6. Prezentul Contract se considerd incheiat la data semnirii si intrd in vigoare din data
comunicdrii cétre prestator privind transmiterea citre Agentia Achizitii Publice a Dirii de seama,
fiind valabil pini la 31 decembrie 2022.

13.7. Prezentul Contract reprezintd acordul de vointd al ambelor Parti si este semnat astizi,
«pS = _p4 2021.

13.8. Pentru confirmarea celor mentionate mai sus, Pirtile au semnat prezentul Contract in
conformitate cu legislatia Republicii Moldova, la data si anul indicate mai sus.

14. Adresele juridice, postale si bancare ale Partilor:

Prestatorul Beneficiarul
SRL ”S&T MOLD” Casa Nationala de Asiguriri Sociale
Sediul: mun. Chigindu, Str. Serghei Lazo 40,
adresa postal si oficiul: mun.Chisindu, str. mun. Chisindu,str. Gh. Tudor,3

Calea Iesilor 8.

Telefon: 022-83-79-60

:022-257- -257-
Mail: office(@snt.md; andrei.cojocari@snt.md Telefon:022-257-551, 022-257-613

Banca: BC Energbank SA, sucursala Buiucani Ministerul Finantelor, Trezoreria de Stat

Cod bancar: ENEGMD?22893 Cod bancar: TREZMD2X
IBAN: MD13EN000000222411025893 IBAN MDS84TRPFAH518710A01691AA

Cod TVA: 0501007

Cod fiscal: 1002600033173 Cod fiscal: 1004600030235

Semniiturile pirtilor

Semniétura autorizati:
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Anexanr.1
la Contractul Ne VA /, '/ ﬂ/ﬁr’/ /

din S, p+. 2027
Specificatia serviciilor si pretul
Lo Servicii de suport si modificare P;e:nl::t‘;te P;ejn'::;tzte Total fira Total cu
Sistemului Informational ,,Protectia y TVA lei TVA, lei
tul A ; om/ord fird | omvord cu
Sociali” CNAS TVA lei MDL | TVA, lei MDL MDL MDL
Servicii de suport pentru software-ul
aplicativ SPAS (Anexa nr. 2):
e  Analiza datelor gi identificarea cauzelor
rezultatelor gresite ale operdrii al
software-ului.
1.1 e  Eliminarea problemelor detectate 1in
‘ software aplicativ prin modificarea
componentelor software sau elaborarea si
aplicarea procedurilor automatizate de
corectare a datelor.
e Consultantdi cu privire la intrebarile
specifice ale software-ul aplicativ.
Servicii de modificare in software-ul aplicativ
SPAS (Anexa nr. 1):
e  Modificarea functionalititilor, inclusiv a
formelor de rapoarte, ca urmare a
modificérilor in legislatie din domeniul
asigurari sociale.
e  Adaugarea functiilor noi, inclusiv
rapoartelor, necesitatea cirora a apirut
odatdi cu modificarea legislatiei din
asigurari sociale.
e  Modificarea functionalitifilor legati de
ﬁnbunatﬁtirea esenﬁalﬁ a functionirii 209 8 42 4 251 8109
business-proceselor interne. ’ ’ 9270000.00| 11124000.00
*  Documentarea modificdrilor efectuate | |oi om/ord | lei om/ora ’ ?
(conform reglementarii tehnice
"Procesele ciclului de viatid al software-
ului" RT 38370656 -002:2006).
e  Consultanta privind modificarile realizate
1.2 Nivelul serviciilor la Lotul 1:
1. Existenta serviciului “Hot-Line”. 5/7, 8/24.
e Timpul de riaspuns la solicitarea din
partea CNAS — nu mai mult timp de 1
Ora;
o Inregistrarea cererilor, statutul in
progres de rezolvare acestora, analiza
rezultatelor.
e  Furnizarea rapoartelor privind serviciile
prestate.
2. Existenta grupului de proiect calificat asigurat
pentru indeplinirea serviciilor solicitate, inclusiv
ingineri, analisti de sistem si dezvoltatori cu
experienta in domeniu (Oracle Database
Specialist; Business Analitic; Programator
platforme ORACLE - Oracle Database
Enterprise Edition 10g, Oracle Forms, Oracle
Reports, PL/SQL, tehnologiile Web Services,
.Net; Project management - PMP sau echivalent;
Project administrator min 5 ani experientd in
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proiectele similare) (cerintele in Anexa nr.2)

Termenul de realizare si implementare a
modificdrilor, asociate cu modificiri in
legislatie, trebuie si fie indeplinite de citre
Prestator in termenele stabilite in actul normativ.
Termenul de realizare si implementare a altor
tipuri de modificiri se determini prin acordul
pértilor, dar nu mai mult de:

* Pind la 10 zile pentru modificari minore.

» Pind la 30 zile pentru modificéri de volume
medii.

» Pind la 60 zile pentru modificari de volume
mari.

Efortul total preconizat, reiesind din 8 ore
lucratoare pe zi, 22 zile lucritoare pe luni
(indiferent de numirul de persoane implicate),
pentru:

- Servicii de suport pentru software-ul
aplicativ constituie 18656 om/ord pentru 1 an si
6 luni.

- Servicii de modificare in software-ul
aplicativ constituie 25520 om/or# pentru 1 an si
4 luni.

Achitarea se va efectua conform lucrérilor
executate de facto si doar dupd prezentarea
rapoartelor detaliate, care vor include descifrarea
efortului exprimat in om/lund, facturilor si
actelor de prestare semnate de cétre parti.

Suma totala fard TVA lei MDL

9270 000,00

Suma totala cu TVA lei MDL

11 124 000,00




Anexanr.2
la Contractul Ne M/
din 07, o/ 202/

Lista componentelor aplicative Sistemului Informational ,,Protectia Sociali” CNAS

Modul Pensii: acordarea si achitarea pensiilor (toate tipurile), componenta SPAS

Modul Indemnizatii: acordarea i achitarea indemnizatiilor (toate tipurile), componenta SPAS

Statistici §i raportare pentru pensii i indemnizatii, componenta SPAS

Interfete externe §i web-service (institutiile bancare, Posta Moldovei, Serviciul Fiscal de Stat,
Ministerul Sandtatii, Muncii §i Protectiei Sociale, Ministerul Finantelor, Agentia Servicii
Publice, etc.), schimb de date intre componentele sistemului informational

Modul Contributii, componenta SPAS

Registrul persoanelor asigurate, componenta SPAS

Registrul Angajatorilor, componenta SPAS

E-Cerere - Sistema pentru prelucrarea cererilor online, componenta SPAS

RSUD - sistema pentru extragerea datelor din RSUD si actualizare datelor in Registrul
angajatorilor, componenta SPAS

10.

Modul Securitate, componenta SPAS




Conditiile de prestare

1. Reguli generale de organizare a procesului de prestare a serviciilor

1.1 Notiuni generale

Defect — incident, problemi,eroare de programa (sau un set de erori) ce duc la necorespunderea
rezultatelor asteptate de la functionarea produsului software si care determini
stoparea/intreruperea/reducerea calititii functionalitatii softului aplicativ.

1.2 Interactiunea intre Pirti

Interactiunea dintre Prestator §i Beneficiar se va efectua prin intermediul persoanelor
responsabile, desemnate de ambele Parti.

in scopul clasificarii $i optimizirii procesului de gestiune a solicitérilor, apelurile referitoare la
defectele de utilizare a sistemului si doleantele utilizatorilor vor fi preluate de persoanele
responsabile din partea Beneficiarului care, dupa examinarea si prioritizarea acestora, vor decide
care necesitd a fi redirectionate citre echipa Prestatorului prin intocmirea Cererii cu privire la
notificarea defectului(Anexa nr.4 la Contract) sau Cererii cu privire la propunerea de modificare
(Anexa nr.6 la Contract).

1.3, Persoane responsabile

Prestatorul desemneazi persoane responsabile de relatia cu Beneficiarul (Managerul Suport
Client). Prestatorul va informa prin scrisoare oficiali Beneficiarul despre echipa desemnati si
datele de contact a acesteia in termen de maxim 3 zile de la semnarea Contractului. Schimbarea
persoanelor responsabile se va face conform aceleiasi proceduri.

Beneficiarul desemneazi persoane responsabilede interactiunea cu Prestatorul. Beneficiarul va
informa prin scrisoare oficiali Beneficiarul despre echipa desemnati si datele de contact a
acesteia in termen de maxim 3 zile de la semnarea Contractului. Schimbarea persoanelor
responsabile se va face conform aceleiasi proceduri.

1.4, Serviciul de Suport Client “Hot-Line”

Suportul operational la utilizarea serviciilor este asigurat de catre Prestator prin intermediul
Serviciului de Suport Client “Hot-Line” (in continuare SSC). Beneficiarulva contacta SSC, prin
intocmirea Cererilor, in urmitoarele scopuri:
- pentru solutionarea defectelor;
- pentru solicitarea modificarilor functionalitatilor existente;
- pentru solicitarea informatiei si consultantei in vederea solutiondrii defectelor legate de
utilizarea sistemului;
- pentru solicitarea realizérii anumitor activitati si acfiuni ce sunt in responsabilitatea
Prestatorului;
- pentru solicitarea analizei unei solicitiiri de modificare.

Prestatorul oferd Beneficiarului posibilitatea de a contacta SSC prin urmatoarele modalititi:
- expedierea unui e-mail la adresa SSC servicedesk @ snt.md ;
- efectuarea unui apel telefonic la numirul de telefon: 022 83 79 59,
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Programul de lucru al SSC este de la 08:00 la 17:00 in zilele de lucru conform legislatiei
Republicii Moldova. Toate interpelarile Beneficiarului vor fi inregistrate in SSC.

Orice defect sau necesitate aparuté la utilizarea serviciilor, Beneficiarul o va adresa initial ciitre
SSC. In caz de necesitate, chestiunea poate fi ulterior escaladatd cétre Managerul Suport Clienti
sau conducitorul Prestatorului. In ultima instantz, pot fi formate grupuri de lucru specializate din
partea Prestatorului si Beneficiarului, pentru a gestiona orice aspect ivit in relatiile dintre acestia.

1.5.  Reguli fatd de procesul de aplicare a modificarilor

Fiecare actiune de modificare a codului sursi, cu exceptia celor urgente, neefectuarea imediati a
cdrora poate duce la indisponibilitatea serviciilor sau poate afecta functionarea acestora, va fi
coordonati in prealabil cu Beneficiarul.

Pentru fiecare modificare va fi pregitit setul de aplicare a modificirilor care va include:
1. Pachetul de instalare a modificarilor.
2 Descrierea modificarilor aplicate si componentele afectate.
3 Planul detaliat de efectuare a lucrérilor cu indicarea: termenelor, consecutivititii, actiunilor
si persoanelor responsabile.

Aceste modificdri necesiti testarea prealabild implementérii in mediul de productie. Prestatorul
va notifica despre disponibilitatea modificirilor pentru efectuarea testelor in mediul de testare si
va coordona Planul de testare cu Beneficiarul. Beneficiarul participi la testele initiate de
Prestator, conform Planului de testare.

2. Reguli privind prestare a serviciilor de suport

Serviciile de suport sunt orientate solutiondrii incidentelor si problemelor de utilizare a softului
aplicativ prin: analiza defectelor, introducerea corectirilor, documentarea corectirilor si
actualizarea documentelor pentru softul aplicativ.

2.1 Clasificarea incidentelor

Prestatorul si Beneficiarul vor conlucra strins in vederea prevenirii incidentelor si in vederea
solufiondrii operative a celor produse pentru a minimiza impactul acestora asupra utilizatorilor.
Efortul si prioritatea acordatd pentru solutionarea unui incident va {ine cont de regulile stabilite
la acest capitol.

-----

softului aplicativ. Urgenta incidentului caracterizeazi operativitatea cu care acesta trebuie
solutionat pentru a minimiza impactul incidentului asupra Beneficiarului.

Prioritatea de escaladare si solutionare a incidentelor va fi in functie de impactul si urgenta
incidentului. Algoritmul "aplicat pentru stabilirea prioritdtii unui incident este definit in
continuare.

Tabelul 1. Stabilirea priorititii de solutionare a incidentelor

PRIORITATE Impact
Inalt Mediu Jos
Urgenta Inalt Critic Inalt Mediu
Mediu Inalt Mediu Jos

-



L |

Jos Mediu ‘ Jos Neglijabil

Tabelul 2. Matricea de estimare a urgentei incidentului
URGENTA Descriere
Inalti Un incident este estimat ca avind nivelul urgentei ,,Inalt” in una sau mai multe din

urmitoarele cazuri:

- pagubele provocate de incident cresc extrem de rapid,

- existd activiti{i si operatiuni critice pentru business procesele Beneficiarului ce
trebuie si fie efectuate imediat;

- reactiunea imediatd poate preveni riscuri legale majore si de securitate (protectie)
a informatiei.

Medie

Un incident este estimat ca avind nivelul urgentei ,,Mediu” in una sau mai multe
din urmétoarele cazuri:

- pagubele provocate de incident cresc considerabil in timp;

- existd activitdti §i operatiuni importante pentru business procesele Beneficiarului
ce trebuie si fie efectuate imediat;

- reactia operativd poate preveni riscuri legale moderate si de securitate a
informatiei.

Joasa

Un incident este estimat ca avind nivelul urgentei ,,Jos” in una sau mai multe din
urmaétoarele cazuri:

- pagubele provocate de incident cresc relativ putin in timp;

- activititile si operatiunile afectate nu trebuie continuate imediat;

- nu existé riscuri legale si de securitate a informatiei semnificative.

Tabelul 3.

Matricea de evaluare a impactului incidentului

IMPACT

Descriere

Inalt

Un incident este estimat ca avind nivelul impactului ,,Inalt” in una sau mai
multe din urmétoarele cazuri:

1. activitatile cheie ale Beneficiarului sunt intrerupte;

2. incidentul este vizibil din exteriorul organizatiei Beneficiarului si afecteaza
utilizatori externi, reputatia si imaginea Beneficiarului;

3. existd riscuri legale si financiare majore pentru Beneficiar;

Mediu

Un incident este estimat ca avind nivelul impactului ,,Major” in una sau mai
multe din urmétoarele cazuri:

4. activititile importante ale Beneficiarului sunt intrerupte sau activititile
cheie sunt desfisurate cu dificultate;

5. incidentul a afectat utilizatori interni §i un numé&r nesemnificativ de
utilizatori externi;

6. existd riscuri legale si financiare semnificative pentru Beneficiar;

Jos

Un incident este estimat ca avind nivelul impactului , Jos” 1n una sau mai
multe din urmétoarele cazuri:

7. activitafile interne nesemnificative ale Beneficiarului sunt intrerupte, sau
activitatile importante sunt desfisurate cu dificultate;

8. incidentul a afectat doar utilizatori interni ai Beneficiarului.

/////ﬂ///
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2.2.  Raportarea si solutionarea incidentelor

Orice incident aferent Serviciilor este raportat de Beneficiar citre SSC, conform procedurilor
stabilite la capitolul 1.,Reguli generale de organizare a procesului de prestare a serviciilor”.

Prestatorul va reactiona la incidentele raportate de Beneficiar, conform regulilor din tabelul de
mai jos. Regulile se aplicd pentru perioada orelor de lucru. in afara orelor de lucru, solutionarea
incidentelor se va baza pe principiul ,,cel mai bun efort”.

Prioritate Timpul de reactie Timpul de Timp maxim Raportare
incident solutionare pentru corectare primari
a cauzei*
Critica Timpul de reactie al pind la 3 ore 8 ore SSC
Prestatorului — imediat
Inalts Timpul de reactie al 8 ore ora 12 a zilei SSC
Prestatorului — 15 minute urmaitoare
Medie Timpul de reactie al 24 ore 5 zile SSC
Prestatorului — 4 ore
Joasa Timpul de reactie al 3 zile 10 zile SSC
Prestatorului — 24 ore;
Neglijabila | Timpul de reactie al Cel mai bun - SSC
Prestatorului — 72 ore; efort
*Nota: se aplicd pentru situatia cind solutionarea incidentului se face prin aplicarea unor misuri
de ocolire.
3. Reguli privind prestare a serviciilor de modificare

Serviciile de modificare sunt orientate spre asigurarea efectudrii modificirilor privind
problemele ap#rute, imbunatitirii formelor de raportare, —modificarilor/adiugirilor
functionalitétilor ca urmare al modificarii cadrului legal sau Imbunititirii esentiale a business
proceselor, documentdrii §i instruirii pentru noile functionalitifi si consultantei la intrebarile
privind softul aplicativ.

3.1 Solicitarea Serviciilor de modificare

Solicitarea serviciilor de modificare se efectueaza de grupul de lucru responsabil din partea
Beneficiarului in baza unei Cereri cu privire la propunerea de modificare (Anexa nr.6 al
Contractului).

In rezultatul analizei solicitirii, Prestatorul va comunica planul de solutionare cu indicarea:
timpului, lucrérilor necesare de efectuat, necesarul de resurse, inclusiv din partea Beneficiarului
si a costului estimativ conform tarifelor.

3.2. Prestarea Serviciilor de modificare

Prestarea serviciilor de modificare se va efectua cu aplicarea urmitoarelor reguli:

a) Prestarea serviciilor se efectueazi exclusiv in baza planului aprobat de Beneficiar privind
prestarea serviciilor. In caz de necesitate planul de solutionare poate fi modificat, cu acordul
Partilor, fapt mentionat in noul plan, care va contine referinta la planul initial.

b) Serviciul se considerd prestat in momentul confirmirii acceptirii solutiei de ciitre Beneficiar.
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¢) Termenul de prestare a serviciului include timpul necesar Prestatorului colectirii informatiei,
documentdrii, analizei, prestirii nemijlocite a serviciului si acceptiirii rezultatului de citre
Beneficiar.

d) Neacceptarea rezultatului de citre Beneficiar nu este considerat motiv pentru tarifare
suplimentara sau modificarea planului de solutionare daca n-au fost modificate conditiile
initiale ale solicitdrii (formularea problemei §i rezultatul solicitat) sau dac# in procesul de
analizi nu s-a identificat necesitatea efectudrii unor lucriri suplimentare.

e) In cazul nealocdri in termenii agreati a resurselor necesare din partea Beneficiarului termenul
de solutionare se majoreazi cu timpul respectiv.

f) Prestatorul va asigura executarea lucrarilor de elaborare a functionalititilor suplimentare, in
baza unor proceduri general recunoscute i acceptate, si a standardelor agreate de Beneficiar,
tinind cont §i de ultimele cerinte in materie de elaborare, si calculate in baza tarifelor
convenite de pirti.

g) Prestatorul, prealabil predarii citre Beneficiar, va asigura testarea functionalitatilor
suplimentare (pe serverul de testare), conform cerintelor si conditiilor naintate de Beneficiar,
care se vor consemna prin proces-verbal. Pentru a testa functionalitatea suplimentars
solicitatd de Beneficiar, acesta din urma va asigura mediul software, care va corespunde
exact cu sistemul real §i va asigura acces liber Prestatorului, precum si va oferi instrumente
de testare necesare.

h) Prestatorul va prezenta pentru functionalitifile suplimentare realizate, urmitoarele livrabile

care vor corespunde cerintelor Ordinului Ministerului Tehnologiei Informatiei si
Comunicatiilor nr. 78 din 01.06.2006 cu privire la aprobarea reglementiirii tehnice "Procesele
ciclului de viat3 al software-ului" RT 38370656 -002:2006, inclusiv:
1. Proiectul tehnic al sistemului actualizat (in limba roméana);
2. Ghidul administratorului actualizat (in limba roméan3);
3. Ghidul utilizatorului (in limba roméana);
4. Codul sursi actualizat (pe purtitor magnetic — CD) in dous exemplare, cu
toate bibliotecile si instrumentele necesare compilarii componentelor sistemului;
5. Actul de predare in exploatare industriala (in limba roména).
1) Beneficiarul este in drept si verifice (testeze) functionalitifile suplimentare ale
sistemului, predate de citre Prestator, in conformitate cu procedurile statuate in contract.

4 Alte cerinte si reguli privind prestarea serviciilor
4.1.  Solutionarea divergentelor

Orice divergente aparute intre Parti vor fi solutionate cu efort comun si prin strinsi conlucrare

intre Parti. In acest scop, vor fi aplicate urmatoarele reguli:

- Pirtile vor forma un grup comun de lucru in scopul solutiondrii divergentelor. De
comun acord, in grupul de lucru pot fi acceptati reprezentanti ai pirtilor terte, inclusiv:
experti independenti.

- La necesitate, pértile vor pregiti probele electronice relevante pentru aspectele ce au
devenit obiect de divergenta.

- Grupul de lucru se va convoca si va examina subiectul divergentelor si probele
existente la subiect. Partile vor aplica prevederile Contractului si prezentele Reguli in
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scopul clarificérii tuturor aspectelor disputate si identificarii unei solutii echitabile pentru
divergentele ivite. in acest scop, pot fi ascultate, sau obtinute in scris, opiniile membrilor
externi, convocati in grupul de lucru, precum si rezultatele de expertizd ale probelor
electronice existente.

- Concluzia grupului de lucru va fi fixatd in baza unui proces - verbal, semnat de
membrii grupului de lucru.

- Identificarea unei solufii echitabile pentru ambele Parti, in limite angajamentelor
asumate ale Pirtilor, este preferabili in toate situatiile de divergent. In cazul in care o
asemenea solutie nu poate fi identificatd, partile vor aplica prevederile Contractului
pentru solutionarea litigiilor.

4.2 Raportarea privind nivelul serviciilor

Prestatorul opteazd pentru prestarea transparentd a serviciilor citre Beneficiar. In acest scop,
Prestatorul va prezenta cu regularitate Beneficiarului rapoarte privind continutul si nivelul
serviciilor acordate.

Rapoartele prezentate, regularitatea si modalitatea de prezentare a acestora, este stabilitd in
tabelul de mai jos.

Tip raport Continut Regularitatea
Raport cu lista incidentelor/erorilor | Descrierea defectului, perioada | Lunar, pe suport de hértie
remediate inaintérii i solutionarii,
statutul rezolvérii.
Raport privind implementarea Descrierea modificérii, In luna cind a avut loc
modificarilor perioada inaintérii si statutul implementarea i
implementérii. acceptarea modificarii

4.3 Securitatea informatiei

Prestatorul este responsabil pentru securitatea tehnologica si functionald a softului aplicativ in
limitele sarcinilor de mentenantd indeplinite.

Beneficiarul este responsabil pentru utilizarea securizati a serviciilor oferite de Prestator.

In cazul unui incident de securitate a informatiei, Partea ce a constatat incidentul va notifica
imediat §i cealaltd Parte, dacd aceasta poate fi de asemenea afectati de incident. Partile vor
coordona masurile necesar a fi intreprinse in scopul diminudrii impactului incidentului si
solutiondrii acestuia.

Presatorul va intreprinde actiunile de rigoare in scopul colectarii si conservirii probelor ce pot fi
necesare la investigarea incidentului i la probarea juridici a responsabilititii pentru incident. In
acest scop, Prestatorul, va efectua:

1. Colectarea si conservarea fisierelor log ce contin informatia privind accesul la nivelul
componentelor de retea;
2. Efectuarea copiilor de rezerva depline pentru softul aplicativ, stocarea acestora in

conditii ce asigurd integritatea copiilor de rezerva efectuate;
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3. intocmirea proceselor- verbale cu participarea a cel pufin 3 specialisti din partea
Prestatorului, privind efectuarea copiilor de rezervi. Prezenta reprezentantilor
Beneficiarului este solicitata;

4. Mentinerea formalizati a Registrului privind detinerea probelor conservate (chain of
custody).

Dupa solutionarea unui incident de securitate, partile vor intocmi rapoarte individuale privind
gestiunea incidentului. De comun acord vor intocmi un plan de actiuni pentru prevenirea
repetirii incidentelor similare.

5. Mediul de dezvoltare si a mediului de testare

Pentru prestarea serviciilor conform contractului Prestatorul utilizeazd mediul de dezvoltare a
Beneficiarului.

I Pentru efectuarea testdrilor functionale a softului aplicativ si a integririi sistemelor
Beneficiarului, Beneficiarul pune la dispozitia Prestatorului un mediu de test pentru softul
aplicativ. Mediul de test este utilizat de ambele Pirti in urmitoarele cazuri:

1. La aparitia unor probleme semnificative in mediul de productie pentru simularea

situatiilor problematice;
2. La implementarea modificarilor importante pentru sistemul informational si
testarea lor prealabili;

3. La efectuarea recalculdrilor necesare pentru corectarea datelor.
Accesarea softului aplicativ in mediul de testare se face in bazi de canale securizate.
Prestatorul este responsabil de procesul de testare a serviciului realizat, cu utilizarea tuturor
tipurilor de testdri §i verificri, la corespunderea caracteristicilor §i functionalitatii produsului
elaborat / modificat cu cerintele inaintate de Beneficiar. Dupa fiecare modificare de Soft se
initiaza procesul de aprobare si Prestatorul prezinta dovezii obiective despre faptul ca serviciile
prestate de produsul software elaborat / modificat sau de orice element software, corespund
cerintelor §i necesitafilor inaintate de Beneficiar. Procesul de aprobare se finalizeaza cu Proces
verbal de aprobare prezentat de Prestator Beneficiatului si se initiazi de Beneficiar exploatarea
experimentald a produsului. Exploatarea experimentald a produsului software acords informatie
despre comportamentul sistemului in mediul real de exploatare, cu utilizarea datelor reale. In
procesul exploatdrii experimentale, toate devierile in functionare si observatiile, detectate, se
inlatura de cétre Prestator pini la finisarea exploatirii experimentale.
Procedura de colaborare, accesul si utilizarea mediului de dezvoltare, mediului de testarea si
instalarea oricaror modificdri este elaboratd si aprobati de parti in termen de 10 zile de la
semnarea Contractului.

6. Livrabile

Prestatorul mentine in stare actuald documentatia tehnicid aferentd softului aplicativ.
Documentatia contine suficientd informatie pentru ca orice echipa de dezvoltatori soft
/administratori terti sé poati prelua serviciile de mentenant.

Prestatorul va notifica Beneficiarul despre noile versiuni si modificirile importante, la
documentatia tehnica aferentd softului aplicativ destinati Beneficiarului.

La finalizarea Contractului Prestatorul va asigura innoirea urmatoarelor livrabile:




- Codul sursa.
- Documentatia tehnica.
- Ghidul utilizatorilor.

- Ghidul administratorului.

Prestator:
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Anexa nr.3

la Contractul Ne ﬂj 'p7 /%

din /5, /7. 202/

Model al Actului cu privire la serviciile prestate (de suport) conform Contractului

ACTUL Nr.
cu privire la serviciile prestate (de suport)

conform Contractului nr.

Casa Nationald de Asiguriri Sociale, care actioneazi in baza regulamentului privind organizarea si functionarea
Casei Nafionale de Asigurdri Sociale (HG. Nr.230 din 10.04.2020), cu sediul in str. Gheorghe Tudor 3, mun.
Chisindu, Republica Moldova (denumita in continuare "Beneficiar"), reprezentati legal pentru semnarea prezentului
Act de TIBIRNA Elena in calitate de Director General,

pe de o parte si

S&T IT MOLD S.R.L., care activeaza in conformitate cu legislatia Republicii Moldova, cu sediul mun. Chiginau,
str. Serghei Lazo 40 , (denumit in continuare "Prestator"), reprezentati legal, pentru semnarea prezentului Act de
MOSANU Evghenii in calitate de Director General,

pe de altd parte,

au Incheiat prezentul Act, dupd cum urmeazi:

a. in conformitate cu prevederile Contractului nr. , Prestatorul a prestat servicii de suport tehnic
de remediere a incidentelor/ erorilor pentru perioada de la pind la _, dar
rezultatul a fost acceptat de citre Beneficiar pentru perioada mentionats.

b. Plata serviciilor prestate, conform Contractului prenotat este de: lei MD, cu TVA ce
constituie efortul de ~ Oml/ora.

c. Prezentul ACT este intocmit in 2 exemplare, cite unul pentru fiecare parte.

Prestator Beneficiar

oLDUYA o

Prestatoy:

LS.
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Anexa nr.4 _
Ia Contractul Ne ﬂj 'Y /fg//
din 05, o/ 2027

Model al Cererii cu privire la notificarea defectului

Cererea cu privire la notificarea defectului
FORMULAR DE INREGISTRARE A DEFECTULUI

SUBSISTEMUL

Autor:

Data:
Categoria problemei Software 0  Procese 0  Date O
Prioritate Inalta 0  Medie O  Joasa O
Descrierea problemei:
[Elemente anexate:
Semniitura autorului:
Solutionat de citre: Data:
IDescrierea solutiei:

/



Anexa nr.5

la Contractul Ne ﬂ/ i ’{//
din V5, 0/ 2021

Model al Raportului cu lista incidentelor/defectelor remediate

Raport cu lista incidentelor/defectelor remediate

Nr.d/o Descrierea defectului Data inaintirii Persoana, care a Statutul Data rezolvirii
inaintat defectul rezolvirii

Au semnat persoane responsabile din partea:

Prestator Beneficiar

Prestatby:

LS.




Anexa nr.6

la Contractul Ne ﬂ.;' / 7’/1//
din /7. /4 2024

Model al Cererii cu privire la propunerea de modificare

Cererea cu privire la propunerea de modificare
FORMULAR DE iNREGISTRARE

SUBSISTEMUL

Autor:

Data:
Categoria problemei Software (1  Procese 0  Date O
Prioritate Inalta O Medie 00 Joasa O
Descrierea:
-lemente anexate:
Semnitura autorului:
Solutionat de citre: Data:
Descrierea solutiei:

Prestator Beneficiar

Prestatol;




Anexa nr.7

la Contractul Ne ﬂ/ ' ﬁ/f//
din_ 00 /7 2037

Model al Raportului privind implementarea modificdrilor

Raport privind implementarea modificirilor

Nr.d/o Descrierea modificirii Data inaintirii | Persoana, care a Statutul Data rezolvirii
inaintat rezolvirii

Au semnat persoane responsabile din partea:

Prestator Beneficiar

Prestatop:

e



Anexa nr.8
la Contractul Ne 07 P {,?/
din /5. /7. 202/

Model al Actului cu privire la serviciile prestate (de modificare) conform
Contractului

ACTUL Nr.
cu privire la serviciile prestate (de modificare)

conform Contractului nr.

Casa Nationald de Asiguriiri Sociale, care actioneazi in baza regulamentului privind organizarea si functionarea
Casei Nationale de Asigurdri Sociale (HG. Nr.230 din 10.04.2020), cu sediul in str. Gheorghe Tudor 3, mun.
Chisinau, Republica Moldova (denumiti in continuare "Beneficiar"), reprezentati legal pentru semnarea prezentului
Act de TIBIRNA Elena in calitate de Director General,

pe de o parte si

S&T IT MOLD S.R.L., care activeazi in conformitate cu legislatia Republicii Moldova, cu sediul mun. Chisindu,
str. Serghei Lazo 40 , (denumit in continuare "Prestator"), reprezentats legal, pentru semnarea prezentului Act, de
MOSANU Evghenii in calitate de Director General,

pe de altd parte,
au incheiat prezentul Act, dupd cum urmeaza:

1. In conformitate cu prevederile Contractului nr. , Prestatorul a prestat servicii de modificare a
aplicatiei in conformitate cu cerintele CNAS pentru pericada de la pind la
, iar rezultatul a fost acceptat de citre Beneficiar pentru perioada mentionata.

2. Efortul pentru serviciile prestate, este de: Om/ora.
3. Pretul serviciilor prestate, este de: ,cuTVA,
Prezentul ACT este intocmit in 2 exemplare, cate unul pentru fiecare parte.

Prestator Beneficiar

Prestatot:

LS.
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Anexa nr.9

la Contractul Ne 07 ! / /o /

din )/ 07/ 2027

Model al Acordului privind asigurarea securitdtii datelor §i utilizarea
accesului de la distantd la resursele informationale CNAS

Acord
privind asigurarea securititii datelor
si utilizarea accesului de la distanta la resursele informationale CNAS

Prezentul acord este agreat Intre Pérti in scopul asigurarii securititii datelor, operatiunilor si sistemelor
informationale la accesarea de la distanti la resursele informationale ale Casei Nationale de Asigurari
Sociale.

1. Notiuni
1.1, Termenii utilizati in prezentul Acord vor avea semnificatiile specificate mai jos:

Informatie — orice fel de date vizualizate, prelucrate, modificate, date digitale, date pe orice fel de suport,
inclusiv datele cu caracter personal si datele despre persoane juridice.

Date cu caracter personal - date despre o persoani fizica, ce permit identificarea ei directi sau indirect.

Detindtor al datelor cu caracter personal - persoani fizicd sau juridici care organizeazi si efectueazi
prelucrarea datelor cu caracter personal, precum si care determind scopurile, esenta si mijloacele de prelucrare a
acestora.

Prelucrarea datelor cu caracter personal - orice operatiune sau set de operatiuni care se efectueazi asupra
datelor cu caracter personal la colectare, inregistrare, organizare, stocare, precizare, adaptare, modificare,
excludere, consultare, acordare a accesului, utilizare, transmitere, difuzare, blocare sau distrugere.

Transmiterea datelor cu caracter personal - punerea la dispozitia Beneficiarului a datelor cu caracter personal
de citre Prestator.

2. Obiectul Acordului

2.1. Obiectul prezentului Acord 1l constituie regulile si ordinea prestirii de Beneficiar citre Prestator a
accesului de la distantd la resursele informationale CNAS (in continuare Serviciu), precum si
determinarea persoanelor responsabile de la ambele Parti, drepturile si obligatiile lor.

2.2. In scopul prestérii i utilizarii Serviciilor, Prestatorul si Beneficiarul vor comunica exclusiv prin
intermediul persoanelor responsabile desemnate.

2.3. Informafia furnizati de cétre Beneficiar contine date cu caracter personal, ce fac parte din
categoria informatiei confidentiale.
3. Obligatiile Beneficiarului

3.1. Va atribui utilizatorilor desemnati de Prestator un nume login §i parold, care poartd un caracter
secret $i nu pot fi divulgate.

3.2. Va bloca accesul la informatie pentru utilizatorii nominalizati de Prestator, indati ce a fost
Ingtiinfat de cétre Prestator despre schimbarea utilizatorilor, pentru a efectua modificirile
corespunzétoare.
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3.3. Partile vor efectua consultatii curente pe intrebarile legate de serviciile prestate la tel:
Din partea Beneficiarului: tel:
Din partea Prestatorului: tel:

4. Obligatiile Prestatorului

4.1.Va desemna o persoand responsabild (4dministrator) de indeplinirea prevederilor prezentului
Acord.

4.2. Administratorul, in termen de 2 zile de la data semnarii prezentului Acord, prezinti Beneficiarului
lista utilizatorilor, care va fi aprobata de Prestator.

4.3. Administratorul va informa Beneficiarul, in termen de 2 zile lucritoare despre modificarea listei
utilizatorilor (concediere, transfer). In cazul in care va fi necesar de inclus noi utilizatori cu dreptul de
acces de la distantd la retelele corporative CNAS, se va elabora din partea Prestatorului un demers care
trebuie s confine in mod obligatoriu:

- N.P.P. persoanei care are nevoie de acces de la distanti;

- IDNP;

- functia persoanei care are nevoie de acces de la distant;

- resursele la care va avea drept spre accesare la administrare;

- domeniul in care va activa persoana (baze de date, server, cerere, subsistem sau o alti parte a retelei
corporative), in cazul in care sunt necesare drepturile respective.

4.4. Va informa Beneficiarul despre desemnarea Administratorului, in cazul concedierii ori
transferului acestuia in alte subdiviziuni ori organizatii, prezentind extrasul/copia ordinului privind
numirea noului Administrator, in termen de 2 zile de la data numirii acestuia.

4.5. Utilizatorii vor aplica nume de login §i parold, care poartd un caracter secret si nu poate fi
divulgat. Parola va contine cel putin opt simboluri pe diferite registre de tastaturs, cu schimbarea
lunara a acesteia.

4.6.Va asigura executarea politicii ,ecranului curat", adicd finisarea obligatorie a lucrului sau
deconectarea terminalului in cazul lipsei necesitatii utilizirii lui.

4.7. Va lua misuri de neadmitere a persoanelor terte la LAM ale utilizatorilor.
4.8. Nu va admite copierea, difuzarea nesanctionata si alte actiuni ilicite a informatiei.
4.9. Nu va difuza informatiile legate de modul de utilizare a resurselor informationale a Beneficiarului.

4.10.Va asigura informarea imediatd despre incidentele de nerespectare a securitifii informationale
care au avut loc In procesul receptiondrii informatiei.

4.11. Va prezenta informatia necesara in procesul cercetarii incidentelor de securitate informationala.

4.12. Va purta rispundere conform legislatiei in vigoare, pentru transmiterea si/sau utilizarea
nesanctionatd a informatiei si nu o va oferi partilor terte fira acordul scris al Beneficiarului.

5. Riispunderea pirtilor

5.1. Ambele parfi poarti rispundere pentru neindeplinirea sau indeplinirea necorespunzitoare a
prevederilor prezentului Acord in conformitate cu legislatia in vigoare.
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ACHIZITII PUBLICE

CONTRACT nr. 09
de achizifionare a serviciilor de mentenanti a sistemului informatic Hipocrate

Cod CPV: 72600000-6

11 ianuarie 2021 mun. Chisiniu
Furnizorul de Servicii Autoritatea contractanti

”S&T Mold” SRL , IMSP__ Centrul National de Asistentii
(denumirea  completd a  intreprinderii,  asociatiei, | Medicali Urgentit
organizafie}) . Prespitaliceascii .
reprezentata prin dll'eCt.Ol' Evghenii MOSANU, (denumirea completd a intreprinderii, asociatiei, organizatiei)

. (functia, numele, prenumele) reprezentatd prin director Boris GOLOVIN,
care aclioneazi in baza Statutului. (functia, numele, prenumele)
denumit(a) in continuare Prestator, care actioneaz3 in baza Regulamentului .
inregistrata in Registrul de Stat cu denumit(a) in continuare Beneficiar,
nr. 1002600033173 din 23.11.1995, inregistratd in Registrul de Stat cu
pe de o parte, nr. 1015600032824 din 01.10.2015

pe de altd parte,

ambii (denumiti(te) in continuare Pdri), au incheiat prezentul Contract referitor la achizitionarea

serviciilor de mentenanti a sistemului informatic Hipocrate, conform CMYV nr. ocds-b3wdp1-
MD- 1609245527427 din 09.01.2021 denumite in continuare Servicii. Urmiitoarele documente vor fi
considerate parti componente si integrale ale Contractului:

a) Specificatia tehnica si de pret —Anexanr. 1;

b) Reguli generale de organizare a procesului de prestarea serviciilor de mentenanta —

Anexa 2

¢) Model Cerere cu privire la notificarea defectului — Anexa 3;

d) Model Cerere cu privire la propunerea de modificare — Anexa 4;

¢) Model ACT de acceptantd a serviciilor prestate (mentenantd / suport) — Anexa 5;

f) Model ACT cu privire la serviciile prestate (de modificare)- Anexa 6.

1. Obiectul Contractului

1.1. Prestatorul isi asuma obligatia de a presta serviciile de mentenanti a sistemului informatic
Hipocrate, pe perioada de valabilitate a contractului, pentru modulul de management al activititii
serviciului farmaceutic, conform cerintelor / necesitatilor Beneficiarului, referitor la functionalititile
existente, si anume:

e Evidenta detaliata a produselor eliberate dintr-un anumit stoc cu detalierea fiecarui
bon de consum pe care acestea au fost eliberate;

e Posibilitatea returului produselor din bonul de consum de prescriptii medicale pe baza
formularului de retur;

e Eliberarea produselor din gestiuni cantitativ — valoric, cu consultarea stocului existent
si urmdrirea trasabilitatii pe lot si a autorizatiei de punere pe piati;

¢ Generarea automata a numérului de bon de consum per departament si gestiune;



e Atribuirea intervalului dinamic de imprimare pentru bonurile de consum de prescriptii
medicale;

* Generarea balantei de verificare cantitativ-valorica a produselor pe sursa de finantare
si/sau articole bugetate;

e Configurarea limitelor de prescriere a produselor cu posibilitatea rezervirii

e Configurarea unui stoc de rezerva pentru situatii de urgenta per gestiune;

e Alertate pentru situatiile in care stocul scade sub limita configurata;

¢ QGestionarea listelor de inventariere;

e Urmadrirea consumului unui medicament sau a unei liste de medicamente;

¢ Urmidrirea si gestionarea consumului de medicamente pentru fiecare sectie sau unitate;
¢ Generarea si managementul transferurilor intre gestiuni;

e Configurarea barem-urilor pe gestiunea de urgenta a departamentelor si generarea
automata a necesarului pentru completarea acestora;

e Estimarea necesarului de medicamente raportat la consulul pe perioada anterioara,
predefinita;
Trasabilitatea la transferul intre gestiuni;
Modalitatea de acces securizat.

1.2. Beneficiarul se obligi, la rindul siu, si achite §i si receptioneze serviciile prestate de
Prestator.

1.3. Calitatea serviciilor se atestd prin certificatele de calitate indicate in Specificatie.
Serviciile prestate in baza contractului vor respecta standardele indicate in Specificatie. Cind nu este
mentionat nici un standard sau reglementare aplicabild, se vor respecta standardele sau alte
reglementdri autorizate in {ara de origine a produselor.

2. Termenele si conditiile de livrare
2.1 Serviciile de mentenanti a sistemului informatic Hipocrate vor fi prestate de ciitre
Prestator, dupa semnarea contractului pini la finele anului 2021.
2.2. Documentatia de prestare a serviciului (mentenanti si suport) conform pct.1.1 din Anexa
nr.1 al prezentului Contract include:
1) Originalele facturilor fiscale 2 exemplare
2) Act de acceptantd a serviciilor prestate (de mentenant si 2 exemplare
suport) (Anexa nr.5)
2.3. Documentatia tehnicd pentru solicitirile de modificare (SOW- cerinfe functionale
semnate de catre Parti) si cea de insotire a serviciului prestat conform pct.1.2 din Anexa nr.1 al
prezentului Contract include:

1) Originalele facturilor fiscale 2 exemplare

2) Act cu privire la serviciile prestate (de modificare) (Anexa 2 exemplare
nr.6)

2.4. Data prestarii serviciilor se considerd data emiterii actului de acceptanta a serviciilor si a
facturii fiscale.

3. Pretul Contractului si conditiile de plata
3.1. Pretul serviciilor prestate conform prezentului Contract este stabilit in lei moldovenesti,
fiind indicat in Specificatia prezentului Contract.
3.2. Suma totalad a prezentului Contract, inclusiv TVA, se stabileste in lei moldovenesti si
constituie: 149 976,00 lei (o sutd patruzeci si noud mii noud sute saptezeci si sase lei, 00 bani) MD.
3.3. Achitarea platilor pentru serviciile prestate se va efectua in lei moldovenesti.



3.4. Metoda si conditiile de platé de catre Beneficiar vor fi: lunar, conform facturilor fiscale,
in decurs de 20 zile bancare din data emiterii facturii fiscale si a actului de acceptanta.

3.5. La finele fiecdrei luni se intocmeste Act de acceptantd a serviciilor prestate (4nexa nr.5)
pentru luna respectiva, fapt ce confirma indeplinirea obligatiilor de citre Pirtile contractante.

3.6. Beneficiarul poate solicita Prestatorului si furnizeze servicii suplimentare de modificare
pentru functionalititi suplimentare ale sistemului, conform pct.1.2 din Anexa nr.1 al prezentului
Contract. in acest caz pirtile vor stabili de comun acord, bazénduse pe principiul «de la caz la caz»
forta de muncs, orarul, etc. Pretul calculat pentru serviciile prestate este achitat de citre Beneficiar in
termen de 20 zile bancare, din momentul emiterii de Prestator a documentatiei specificate in pct.2.3.

3.7. Pldtile se vor efectua prin transfer bancar pe contul de decontare al Prestatorului indicat
in prezentul Contract.

4. Conditiile de predare-primire

4.1. Serviciile se considerd prestate de citre Prestator si receptionate de citre Beneficiar
daca:

a) cantitatea acestora corespunde informatiei indicate in serviciilor si documentele de
insotire conform punctului 2.2 al prezentului Contract;

b) calitatea serviciilor aferente corespunde informatiei indicate in Specificatie;

4.2. Prestatorul este obligat si prezinte Beneficiarului un exemplar original al facturii fiscale
si actul de acceptanta pentru serviciile prestate, pentru efectuarea platii. Pentru nerespectarea de citre
Prestator a prezentei clauze, Beneficiarul isi rezerva dreptul de a majora termenul de achitare previzut
in punctul 3.4 corespunzitor numdarului de zile de intirziere si de a fi exonerat de achitarea penalititii
stabilite in punctul 9.9.

4.3 in cazul in care Beneficiarul nu inainteaza careva Pretentii scrise in termen de 5 zile
lucratoare de la data primirii facturii fiscale si actului de acceptanti pentru serviciile prestate, atunci
serviciile se considera acceptate tacit si Beneficiarul este obligat si le achite in modul stabilit de
contract.

S. Standarde
5.1 Serviciile prestate in baza contractului vor respecta standardele prezentate de citre
furnizor in propunerea sa tehnici.
5.2 Cind nu este menfionat nici un standard sau reglementare aplicabild se vor respecta
standardele sau alte reglementiri autorizate in tara de origine a produselor.

) 6. Obligatiile partilor

6.1. In baza prezentului Contract, Prestatorul se obligi:

a) sd presteze serviciile in conditiile previzute de prezentul Contract;

b) sd anunte Beneficiarul dupd semnarea prezentului Contract, in decurs de 5 zile
calendaristice, prin telefon/fax sau telegrami autorizata, despre disponibilitatea inceperii prestirii
serviciilor;

¢) sdasigure integritatea si calitatea Serviciilor pe toati perioada de pini la receptionarea lor
de citre Beneficiar.

d) Sa ofere servicii de suport tehnic si mentenanta.

6.2. In baza prezentului Contract, Beneficiarul se obligi:

a) sa asigure administrarea HW si SW, si sa indeplineasca toate activitatile
operationale, de mentinere si verificare regulate (zilnic, lunar etc), inclusiv crearea backup-urilor
zilnice al SW (bazele de date si aplicatii), in dublu exemplar stocate pe echipamente diferite;
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b) sd utilizeze Solutia intr-un mediu fizic care este in deplina conformitate cu Documentatia
si oricare manuale hardware, instructiuni sau recomandari ale producatorului Solutiei;

c) sd asigure ca un reprezentant al Beneficiarului s& fie disponibil si va insoti angajatii
Prestatorului sau a subcontractorilor Prestatorului mereu cind angajatii Prestatorului sau a
subcontractorilor Prestatorului sunt on-site. Angajatii Prestatorului sau a subcontractorului acestuia
nu va ramine on-site in absenta reprezentantului Beneficiarului.

d) sirespecte normativele Prestatorului, formele si protocoalele comunicationale cu
privire la notificarea erorilor;

¢) sa intreprindd toate masurile necesare pentru asigurarea receptionrii in termenul stabilit
a serviciilor prestate in corespundere cu cerintele prezentului Contract;

f) sa asigure achitarea serviciilor prestate, respectind modalitatile si termenele indicate in
prezentul Contract.

g) sa asigure administrarea HW si SW, si sa indeplineasci toate activitifile operationale,
de mentinere si verificare regulate (zilnic, lunar etc), inclusiv crearea backup-urilor zilnice al SW
(bazele de date si aplicatii), in dublu exemplar stocate pe echipamente diferite

h) si utilizeze Solutia Intr-un mediu fizic care este in deplina conformitate cu
Documentatia si oricare manuale hardware, instructiuni sau recomandri ale producitorului Solutiei.

i) sdasigure ca un reprezentant al Beneficiarului este disponibil si insoteste angajatii
Prestatorului sau a subcontractorilor Prestatorului mereu cind angajatii Prestatorului sau a
subcontractorilor Prestatorului sunt on-site. Angajatii Prestatorului sau a subcontractorului acestuia
nu va ramine on-site in absenta reprezentantului Beneficiarului.

j) sdurmeze normativele Prestatorului, formele si protocoalele comunicationale cu privire
la notificarea erorilor.

7. Justificarea neexecutirii datoritd unui impediment
7.1. Neexecutarea obligatiei de citre o parte este justificati dacd ea se datoreaza unui impediment
in afara controlului acesteia si daci partii nu i se putea cere in mod rezonabil si evite sau si depiseasca
impedimentul ori consecintele acestuia;

7.2. Neexecutarea nu este justificatd dac partea care invocd neexecutarea ar fi putut in mod
rezonabil s3 ia in considerare impedimentul la data incheierii;

7.3. In cazul in care impedimentul justificator este doar temporar, justificarea produce efecte pe
durata existentei impedimentului. Totugi, daci intirzierea capati trisiturile neexecutirii esentiale, cealalti
parte poate si recurga la mijloacele juridice de aparare intemeiate pe o asemenea neexecutare;

7.4. In cazul in care impedimentul justificator este permanent, obligatia se stinge. Obligatia
corelativd de asemenea se stinge. in cazul obligatiilor contractuale, efectele restitutive ale acestei stingeri
sint reglementate prin dispozitiile art. 926 - 932 Cod Civil al Republicii Moldova, care se aplici in mod
corespunzitor;

7.5. Partea care invocd neexecutarea are obligatia de a asigura ca cealalti parte si primeascd o
notificare despre impediment si efectele lui asupra capacititii de a executa, intr-un termen 5 zile dupa ce
prima parte a cunoscut sau trebuia si cunoasci aceste circumstante. Partea informats despre neexecutare
are dreptul la despagubiri pentru orice prejudiciu rezultat din neprimirea respectivei notificiri;
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7.6. Impedimentul justificator nu exonereaza partea care invocd neexecutarea de plata
despagubirilor dacd impedimentul a ap&rut dupi neexecutarea obligatiei, cu exceptia cazului cind cealaltid
parte nu ar fi putut, oricum, din cauza impedimentului, si beneficieze de executarea obligatiei.

8. Rezolutiunea contractului
8.1. Rezolutiunea totald sau partiald a Contractului se poate realiza cu acordul comun al Pirtilor.
8.2. Rezolutiunea totald sau partiala poate fi declarata unilateral de citre:
a)  Beneficiar in caz de refuz al Prestatorului de a presta total sau partial Serviciile prevazute in
prezentul Contract;
b)  Beneficiar in caz de nerespectare de citre Prestator a termenelor de prestare;
¢)  Prestato in caz de nerespectare de citre Beneficiar a termenelor de plati a Serviciilor;
d)  Prestator sau Beneficiar in caz de nesatisfacere de citre una dintre Parti a pretentiilor inaintate
conform prezentului Contract.
8.3. Dreptul de a declara rezolutiunea se exerciti de citre partea indreptitita prin declaratie scrisa
care notificati rezolutiunea celeilalte parti contractante intr-un termen de 5 zile lucritoare de la
data la care a luat nagtere dreptul sau de la data la care a avut cunostinti sau se poate astepta si
fi avut cunostinti despre neexecutare.
8.4. Partea ingtiintatd este obligatd si rispundi in decurs de 5 zile lucritoare de la primirea
notificarii.
8.5. In cazul in care litigiul nu este solutionat in termenele stabilite, partea initiatoare va declara
rezolutiunea totald sau partiali.

9. Reclamatii si sanctiuni

9.1. Reclamatiile privind cantitatea serviciilor prestate sunt inaintate Prestatorului la
momentul recepfiondrii lor, fiind confirmate printr-un act intocmit in comun cu reprezentantul
Prestatorului.

9.2. Pretentiile privind calitatea serviciilor prestate sunt inaintate Prestatorului in termen de
5 zile lucritoare de la depistarca deficientelor de calitate si trebuie confirmate printr-un certificat
eliberat de o organizatie independents neutrd si autorizata in acest sens.

9.3. Vinzitorul este obligat si examineze pretentiile inaintate in termen de 5 zile lucritoare
de la data primirii acestora §i si comunice Cumpéritorului despre decizia luati.

9.4. Incazde recunoastere a pretentiilor, Vinzitorul este obligat, in termen de 5 zile, si livreze
suplimentar Cumpératorului cantitatea nelivratd de bunuri si/sau servicii aferente, iar in caz de
constatare a calitdtii necorespunzitoare — sa le substituie sau si le corecteze in conformitate cu
cerintele Contractului.

9.5. Prestatorul poartd rispundere pentru calitatea serviciilor in limitele stabilite, inclusiv
pentru viciile ascunse.,

9.6. Pentru prestarea cu intérziere a serviciilor, Prestatorul poarti rispundere materiald in
valoare de 0,1% din suma Serviciilor neprestate, pentru fiecare zi de intérziere, insi suma penalitétilor
nu poate depési 5% din valoarea serviciilor neprestate.

9.7. Pentru achitarea cu intarziere, Beneficiarul poarti raspundere materiald in valoare de
0,1% din suma serviciilor neachitate, pentru fiecare zi de intirziere, insa suma penalitétilor nu poate
depisi 5% din valoarea serviciilor neachitate.

10. Drepturi de proprietate intelectuala
10.1. Prestatorul are obligatia si despagubeasca Beneficiarul impotriva oricaror:



a) reclamafii si actiuni in justitie, ce rezultad din incilcarea unor drepturi de proprietate
intelectuald (brevete, nume, maérci inregistrate etc.), legate de echipamentele, materialele, instalatiile
sau utilajele folosite pentru sau in legaturd cu produsele achizitionate, si

b) daune-interese, costuri, taxe si cheltuieli de orice naturd, aferente, cu exceptia situatiei in
care o astfel de incélcare rezultd din respectarea Caietului de sarcini intocmit de citre Beneficiar.

11. Dispozitii finale

11.1. Litigiile ce ar putea rezulta din prezentul Contract vor fi solufionate de cétre Pirti pe
cale amiabil. in caz contrar, ele vor fi transmise spre examinare in instan{a de judecati competenti
conform legislatiei Republicii Moldova.

11.2. De la data semnérii prezentului Contract, toate negocierile purtate si documentele
perfectate anterior isi pierd valabilitatea.

11.3 Partile contractante au dreptul, pe durata indeplinirii contractului, s& convini asupra
modificrii clauzelor contractului, prin act aditional, numai in cazul aparitiei unor circumstante care
lezeazi interesele comerciale legitime ale acestora si care nu au putut fi previzute la data incheierii
contractului. Modificérile i completirile la prezentul Contract sint valabile numai in cazul in care au
fost perfectate 1n scris si au fost semnate de ambele Parti.

11.4. Nici una dintre Pérti nu are dreptul s transmiti obligatiile si drepturile sale stipulate in
prezentul Contract unor terte persoane fiird acordul in scris al celeilalte parti.

11.5. Prezentul Contract este intocmit in dous exemplare in limba de stat a Republicii
Moldova, cite un exemplar pentru Prestator si Beneficiar.

11.6. Prezentul Contract se considerd incheiat la data semnirii, fiind valabil pana la 31
decembrie 2021.

11.7. Prezentul Contract reprezinta acordul de vointa al ambelor pirti si este semnat astizi, 11
ianuarie 2021.

Pentru confirmarea celor mentionate mai sus, Partile au semnat prezentul Contract in conformitate
cu legislatia Republicii Moldova, la data si anul indicate mai sus.

Datele juridice, postale si bancare ale Pirtilor:

Prestatorul Beneficiarul
”S&T Mold” SRL IMSP Centrul National de Asistenti
Medicald Urgenti Prespitaliceasca

mun.Chisindu, str. Serghei Lazo, 40 Tel/fax:( 022) 28-62-70; 28-65-01
Tel.: +37369101753 mun. Chigindu str. C. Varnav, 16
IBAN: MD13EN000000222411025893 Ministerul Finantelor Trezoreria de Stat
Banca: BC Energbank SA, cod fiscal 1015600032824
sucursala Buiucani
ENEGMD?22893 Cod IBAN MD21TRPCCC518430A00401AA

Cod fiscal: 1002600033173
TVA: 0501007
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Anexa nr. 1 la contractul
nr. 09 din 11.01.2021

Specificatia tehnici si de pret

Serviciile solicitate Q/ Pret firi Suma fird Suma cu

I Cod CPV: 48000000-0 buc TVA Pref cu TVA TVA TVA

ord

1 | Servicii de mentenanti a sistemului

. - 1 | 124980.00 | 149976.00 | 124980.00 | 149976.00
informatic Hipocrate

SUMA TOTALA: 124 980.00 | 149 976.00

Servicii optionale:

Serviciile solicitate de modificare Q/ Pret fiird | Pretcu
ord Cod CPV: 48000000-0 Om/zi TVA TVA

1 | Rezerva tehnica de dezvoltare - Pretul pentru 1zi/om dedicata dezvoltarii
pentru a fi consumata la cerere, in baza comenzilor — Cerinte de 1 4500.00 | 5400.00
modificare,la pretul ofertat in prezenta procedura.

»Beneficiar”:

Director / \M __/ Boris Golovin

>
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Anexa nr.2 la contractul
nr. 09 din 11.01.2021

Conditiile de prestare

1. Reguli generale de organizare a procesului de prestare a serviciilor

1.1.  Notiuni generale

Defect — incident, problemi,eroare de programa (sau un set de erori) ce duc la necorespunderea rezultatelor
asteptate de la functionarea produsului software i care determind stoparea/intreruperea/reducerea calititii
functionalitétii softului aplicativ.

1.2. Interactiunea intre Parti

Interactiunea dintre Prestator si Beneficiar se va efectua prin intermediul persoanelor responsabile, desemnate
de ambele Pirti.

fn scopul clasificirii si optimizérii procesului de gestiune a solicitérilor, apelurile referitoare la defectele de
utilizare a sistemului si doleantele utilizatorilor vor fi preluate de persoanele responsabile din partea
Beneficiarrului care, dupa examinarea §i prioritizarea acestora, vor decide care necesiti a fi redirectionate cétre
echipa Prestatorului prin intocmirea Cererii cu privire la notificarea defectului (Anexa nr.3 la Contract) san
Cererii cu privire la propunerea de modificare (Anexa nr.4 la Contract).

1.3. Persoane responsabile

Prestatorul desemneazi persoane responsabile de relatia cu Beneficiar (Managerul Suport Client). Prestatorul
va informa prin scrisoare oficiala Beneficiarul despre echipa desemnati si datele de contact a acesteia in termen
de maxim 3 zile de la semnarea Contractului. Schimbarea persoanelor responsabile se va face conform
aceleiasi proceduri.

1.4. Serviciul de Suport Client “Hot-Line”

Suportul operational la utilizarea serviciilor este asigurat de citre Prestator prin intermediul Serviciului de
Suport Client “Hot-Line” (in continuare SSC).

Date de contact:

Chisindu, str. Serghei Lazo, 40

437322837959

¢ servicedesk@bass.md

Beneficiarul va contacta SSC, prin intocmirea Cererilor, in urmitoarele scopuri:

- pentru solutionarea defectelor;
- pentru solicitarea modificarilor functionalititilor existente;

- pentru solicitarea informatiei si consultantei in vederea solutionirii defectelor legate de utilizarea
sistemului;

- pentru solicitarea realizirii anumitor activitéi si actiuni ce sunt in responsabilitatea Prestatorului;
- pentru solicitarea analizei unei solicitiri de modificare.

Prestatorul 1 oferd Beneficiarului posibilitatea de a contacta SSC prin urmitoarele modalitati:



- expedierea unui e-mail la adresa SSC servicedesk@bass.md ;
- efectuarea unui apel telefonic la numarul de telefon: +373 22 837 959.

Programul de lucru al SSC este de la 08:00 la 17:00 in zilele de lucru conform legislatiei Republicii Moldova.
Toate interpelirile Beneficiarului vor fi inregistrate in SSC.

Orice defect sau necesitate aparuti la utilizarea serviciilor, Beneficiarul o va adresa initial catre SSC. In caz
de necesitate, chestiunea poate fi ulterior escaladatd citre Managerul Suport Clienti sau conducitorul
Prestatorului. fn ultima instants, pot fi formate grupuri de lucru specializate din partea Prestatorului si
Beneficiarului, pentru a gestiona orice aspect ivit in relatiile dintre acestia.

1.5. Reguli fati de procesul de aplicare a modificiirilor

Fiecare actiune de modificare a codului sursi, cu exceptia celor urgente, neefectuarea imediati a ciirora poate
duce la indisponibilitatea serviciilor sau poate afecta functionarea acestora, va fi coordonati in prealabil cu
Beneficiarul.

Pentru fiecare modificare va fi pregitit setul de aplicare a modificirilor care va include:

1. Pachetul de instalare a modificirilor.

2. Descrierea modificarilor aplicate i componentele afectate.

3.Planul detaliat de efectuare a lucrdrilor cu indicarea: termenelor, consecutivititii, actiunilor si
persoanelor responsabile.

Aceste modificari necesiti testarea prealabild implementirii in mediul de productie. Prestatorul va notifica
despre disponibilitatea modificarilor pentru efectuarea testelor in mediul de testare si va coordona Planul de
testare cu Beneficiarul. Beneficiarul participi la testele initiate de Prestator, conform Planului de testare.

2. Reguli privind prestare a serviciilor de suport

Serviciile de suport sunt orientate solutionarii incidentelor si problemelor de utilizare a softului aplicativ prin:
analiza defectelor, introducerea corectarilor, documentarea corectirilor si actualizarea documentelor pentru
softul aplicativ.

2.1. Clasificarea incidentelor

Prestatorul si Beneficiarul vor conlucra strins in vederea prevenirii incidentelor i in vederea solutiondrii
operative a celor produse pentru a minimiza impactul acestora asupra utilizatorilor. Efortul si prioritatea
acordata pentru solutionarea unui incident va tine cont de regulile stabilite la acest capitol.

.....

Impactul incidentului caracterizeazi consecintele acestuia asupra disponibilitatii si performantei softului
aplicativ. Urgenta incidentului caracterizeazi operativitatea cu care acesta trebuie solutionat pentru a minimiza
impactul incidentului asupra Beneficiarului.

Prioritatea de escaladare si solutionare a incidentelor va fi in functie de impactul si urgenta incidentului.
Algoritmul aplicat pentru stabilirea priorititii unui incident este definit in continuare.

Tabelul 1. Stabilirea priorititii de solutionare a incidentelor

PRIORITATE Impact
Inalt Mediu Jos
Urgenti Inalt Critic Inalt Mediu
Mediu Inalt Mediu Jos
Jos Mediu Jos Neglijabil




Tabelul 2. Matricea de estimare a urgentei incidentului

URGENTA

Descriere

Inalti

A

Un incident este estimat ca avind nivelul urgentei ,,Inalt” in una sau mai multe din

urmétoarele cazuri:

- pagubele provocate de incident cresc extrem de rapid;
- existd activititi si operatiuni critice pentru business procesele Beneficiarului ce trebuie si
fie efectuate imediat;

- reactiunea imediatd poate preveni riscuri legale majore si de securitate (protectie) a
informatiei.

Medie

A

Un incident este estimat ca avind nivelul urgenfei ,,Mediu” in una sau mai multe din

urmitoarele cazuri;

-pagubele provocate de incident cresc considerabil in timp;

-exista activititi si operatiuni importante pentru business procesele Beneficiarului ce trebuie
sa fie efectuate imediat;

-reactia operativi poate preveni riscuri legale moderate si de securitate a informatiei.

Joasi

Un incident este estimat ca avind nivelul urgentei ,,Jos” in una sau mai multe din
urmatoarele cazuri:

- pagubele provocate de incident cresc relativ putin in timp;
- activittile si operatiunile afectate nu trebuie continuate imediat;
- u existd riscuri legale si de securitate a informatiei semnificative.

Tabelul 3. Matricea de evaluare a impactului incidentului

IMPACT

Descriere

Inalt

Un incident este estimat ca avind nivelul impactului ,,inalt” in una sau mai multe din
urmitoarele cazuri:

- activitdile cheie ale Beneficiarului sunt intrerupte;

- incidentul este vizibil din exteriorul organizatiei Beneficiarului si afecteazi utilizatori
externi, reputatia si imaginea Cumparatorului;

- existd riscuri legale si financiare majore pentru Cumparator;

Mediu

Un incident este estimat ca avind nivelul impactului ,,Major” in una sau mai multe din
urmatoarele cazuri:

- activititile importante ale Beneficiarului sunt fatrerupte sau activititile cheie sunt
desfagurate cu dificultate;

- incidentul a afectat utilizatori interni si un numar nesemnificativ de utilizatori externi;
- existd riscuri legale si financiare semnificative pentru Beneficiar;

Jos

Un incident este estimat ca avind nivelul impactului ,,Jos” in una sau mai multe din
urmitoarele cazuri;

- activitatile interne nesemnificative ale Beneficiarului sunt intrerupte, sau activititile
importante sunt desfisurate cu dificultate;

- incidentul a afectat doar utilizatori interni ai Beneficiarului.

2.2. Raportarea si solutionarea incidentelor

Orice incident aferent Serviciilor este raportat de Beneficiar citre SSC, conform procedurilor stabilite la

capitolul 1.,Reguli generale de organizare a procesului de prestare a serviciilor”.

)




Prestatorul va reactiona la incidentele raportate de Beneficiar, conform regulilor din tabelul de mai jos.
Regulile se aplica pentru perioada orelor de lucru. In afara orelor de lucru, solutionarea incidentelor se va baza

pe principiul ,,cel mai bun efort”,

Prioritate Timpul de reactie Timpul de Timp maxim Raportare
incident solutionare pentru corectare a primari
cauzei*
Critica Timpul de reactie al pini la 8 ore 12 ore SSC
Vanzatorului — 1 ora
Inalta Timpul de reactie al 12 ore ora 12 a zilei SSC
Vanzatorului — 3 ore urmatoare
Medie Timpul de reactie al 24 ore 5 zile SSC
Vanzatorului — 8 ore
Joasa Timpul de reactie al 3 zile 10 zile SSC
Vanzatorului — 24 ore;
Neglijabilda | Timpul de reactie al Cel mai bun efort - SSC
Vanzatorului — 72 ore;
*Noti:

- se aplica pentru situatia c4nd solutionarea incidentului se face prin aplicarea unor mésuri de ocolire.

- se aplica doar in cazul respectirii p. 6.2 al prezentului Contract de citre Beneficiar

3. Reguli privind prestare a serviciilor de modificare

Serviciile de modificare sunt orentate spre asigurarea efectusrii modificarilor privind problemele
apdrute, imbunétatirii formelor de raportare, modificarilor/adaugarilor functionalititilor ca urmare al
modificarii cadrului legal sau imbunatitirii esentiale a business proceselor, documentarii si instruirii
pentru noile functionalitati si consultantei la intrebarile privind softul aplicativ.

3.1.  Solicitarea Serviciilor de modificare
Solicitarea serviciilor de modificare se efectueazi de grupul de lucru responsabil din partea
Beneficiarului in baza unei Cereri cu privire la propunerea de modificare (Anexa nr.4 al Contractului).

In rezultatul analizei solicitarii, Prestatorul va comunica planul de solutionare cu indicarea: timpului,
lucrdrilor necesare de efectuat, necesarul de resurse, inclusiv din partea Beneficiarului si a costului
estimativ conform tarifelor.

3.2.  Prestarea Serviciilor de modificare
Prestarea serviciilor de modificare se va efectua cu aplicarea urmitoarelor reguli:

a. Prestarea serviciilor se efectueazi exclusiv in baza planului aprobat de Beneficiar privind prestarea
serviciilor. In caz de necesitate planul de solutionare poate fi modificat, cu acordul Partilor, fapt mentionat
in noul plan, care va contine referinta la planul initial.

b. Serviciul se considera prestat in momentul confirmarii acceptirii solutiei de citre Beneficiar.

c. Termenul de prestare a serviciului include timpul necesar Prestatorului colectirii informatiei,
documentrii, analizei, prestérii nemijlocite a serviciului si acceptirii rezultatului de citre Beneficiar.

d. Neacceptarea rezultatului de citre Beneficiar nu este considerat motiv pentru tarifare suplimentard sau
modificarea planului de solutionare daci n-au fost modificate conditiile initiale ale solicitirii (formularea
problemei si rezultatul solicitat) sau daca in procesul de analizi nu s-a identificat necesitatea efectuirii
unor lucréri suplimentare.

e. In cazul nealociri in termenii agreati a resurselor necesare din partea Beneficiarului termenul de
solutionare se majoreazi cu timpul respectiv.

e




f. Prestatorul va asigura executarea lucririlor de elaborare a functionalititilor suplimentare, in baza unor
proceduri general recunoscute si acceptate, si a standardelor agreate de Beneficiar, tinind cont si de
ultimele cerinte in materie de elaborare, si calculate in baza tarifelor convenite de parti.

g Prestatorul, prealabil predarii citre Beneficiar, va asigura testarea functionalitatilor suplimentare (pe
serverul de testare), conform cerintelor si conditiilor inaintate de Beneficiar, care se vor consemna prin
proces-verbal. Pentru a testa functionalitatea suplimentari solicitati de Beneficiar, acesta din urmi va
asigura mediul software, care va corespunde exact cu sistemul real si va asigura acces liber Prestatorului,
precum si va oferi instrumente de testare necesare.

h.  Beneficiarul este in drept sa verifice (testeze) functionalititile suplimentare ale sistemului, predate de citre
Prestator, in conformitate cu procedurile statuate in contract.

4. Alte cerinte si reguli privind prestarea serviciilor
4.1.  Solutionarea divergentelor
Orice divergente apérute intre Parti vor fi solutionate cu efort comun si prin strinsa conlucrare intre

Piarti. in acest scop, vor fi aplicate urmatoarele reguli:

1) Partile vor forma un grup comun de lucru in scopul solutionrii divergentelor. De comun acord,
in grupul de lucru pot fi acceptati reprezentanti ai partilor terte, inclusiv: experti independenti.

2) La necesitate, pértile vor pregiti probele electronice relevante pentru aspectele ce au devenit
obiect de divergenta.

3) Grupul de lucru se va convoca §i va examina subiectul divergentelor si probele existente la
subiect. Partile vor aplica prevederile Contractului si prezentele Reguli in scopul clarificarii tuturor
aspectelor disputate si identificarii unei solutii echitabile pentru divergentele ivite. In acest scop, pot
fi ascultate, sau obtinute in scris, opiniile membrilor externi, convocati in grupul de lucru, precum si
rezultatele de expertizi ale probelor electronice existente.

4) Concluzia grupului de lucru va fi fixatd in baza unui proces - verbal, semnat de membrii grupului
de lucru.

Identificarea unei solutii echitabile pentru ambele Parti, in limite angajamentelor asumate ale Pirtilor,
este preferabild in toate situatiile de divergentd. In cazul in care o asemenea solutie nu poate fi
identificatd, pértile vor aplica prevederile Contractului pentru solutionarea litigiilor.

4.2. Raportarea privind nivelul serviciilor

Prestatorul opteazd pentru prestarea transparentd a serviciilor citre Beneficiar. In acest scop,
Vanzatorul va prezenta la cererea Beneficiarului rapoarte privind continutul si nivelul serviciilor
acordate.

Rapoartele prezentate, regularitatea si modalitatea de prezentare a acestora, este stabiliti in tabelul
de mai jos.

Tip raport Continut Regularitatea
Raport cu lista incidentelor/erorilor Descrierea defectului, perioada La cererea Beneficiarului, pe
remediate Inaintrii si solutionarii, statutul | suport de hartie
rezolviarii.
Raport privind implementarea Descrierea modificirii, perioada | In luna cind a avut loc
modificérilor inaintdrii si statutul implementarea i acceptarea
implementarii. modificarii




4.3. Securitatea informatiei

Prestatorul este responsabil pentru securitatea tehnologica si functionali a softului aplicativ in limitele
sarcinilor de mentenanta indeplinite.

Beneficiarul este responsabil pentru utilizarea securizati a serviciilor oferite de Prestator.

In cazul unui incident de securitate a informatiei, Partea ce a constatat incidentul va notifica imediat
si cealaltd Parte, dac# aceasta poate fi de asemenea afectati de incident. Pirtile vor coordona misurile
necesar a fi intreprinse in scopul diminurii impactului incidentului si solutionirii acestuia.

La solicitarea Beneficiarului, Prestatorul va intreprinde actiunile de rigoare in scopul colectarii si
conservérii probelor ce pot fi necesare la investigarea incidentului si la probarea juridici a
responsabilitéfii pentru incident. In acest scop, Prestatorul, la solicitarea Beneficiarului, poate efectua:

- Colectarea si conservarea figierelor log ce contin informatia privind accesul la nivelul
componentelor de retea;

- Efectuarea copiilor de rezervi depline pentru softul aplicativ, stocarea acestora in conditii ce
asigurd integritatea copiilor de rezerva efectuate;

- intocmirea proceselor- verbale cu participarea a cel putin 3 specialisti din partea Prestatorului,
privind efectuarea copiilor de rezervi. Prezenta reprezentantilor Beneficiarului este solicitati;

- Mentinerea formalizati a Registrului privind detinerea probelor conservate (chain of custody).

Dupé solutionarea unui incident de securitate, pértile vor intocmi rapoarte individuale privind
gestiunea incidentului. De comun acord vor intocmi un plan de actiuni pentru prevenirea repetarii
incidentelor similare.

»Prestator”; »Beneficiar”:

Director /




MODEL

Anexa nr. 3 la contractul
nr. 09 din 11,.01.2021

Cerere cu privire la notificarea defectului

FORMULAR DE fNREGISTRARE A DEFECTULUI

SUBSISTEMUL

Autor:

Data:

Categoria problemei

Software [J

Procese 0  Date O

Prioritate

Inalta OJ

Medie O Joasa O

Descrierea problemei:

Elemente anexate:

Semnitura autorului:

Solutionat de citre: f

| Data:

Descrierea solutiei:

»Beneficiar”:

/ Boris Golovin




Anexanr. 4
la contractul nr. 09
din 11.01,2021

MODEL

Cerere cu privire la propunerea de modificare

FORMULAR DE INREGISTRARE

SUBSISTEMUL

Autor:

Data:
Categgia problemei Software 0  Procese OJ Date O
Prioritate Inalta O Medie OO Joasi O
Descrierea:
Elemente anexate:
Semniitura autorului:
Solutionat de citre: | |Data: |
Descrierea solutiei:

wBeneficiar”:

Dirgé :N eci / Boris Golovin




Anexa nr.5
la contractul nr. 09
din 11.01.2021

MODEL
ACTUL Nr.
de acceptanta a serviciilor prestate (mentenanti / suport)
conform Contractului nr. din

IMSP Centrul National de Asistenti Medicali Urgentii Prespitaliceasci , reprezentatd prin direcior Boris
Golovin, care actioneaza in baza Regulamentului. inregistrati in Registrul de Stat cu nr. 1015600032824 din
01.10.2015, denumit(a) in continuare Beneficiar, pe de o parte, si

SRL ”S&T Mold” care activeazi in conformitate cu legislatia Republicii Moldova, cu sediul mun.Chisindu,
str. Serghei Lazo, 40, denumit in continuare "Prestator", reprezentata legal, pentru semnarea prezentului Act,
de director Evghenii Mosanu , pe de alti parte,

au incheiat prezentul Act, dupd cum urmeazi:
1. In conformitate cu prevederile Contractului nr. , Prestatorul a prestat servicii de suport tehnic

de remediere a incidentelor/ erorilor pentru perioada de la pind la , iar rezultatul
a fost acceptat de ciitre Beneficiar pentru perioada mentionati.

2. Taxa lunara a serviciilor prestate, conform Contractului prenotat este de: lei MD, cu
TVA.

3. Prezentul ACT este Intocmit in 2 exemplare, cite unul pentru fiecare parte.

Beneficiar:

WA, NG ]

WA MEOicy
el gy

N ey




Anexa nr.6
la contractul nr. 09
din 11.01.2021

Model
ACTUL Nr.
cu privire la serviciile prestate (de modificare)
conform Contractului nr.

IMSP Centrul National de Asistenti Medicald Urgentii Prespitaliceasci » reprezentata prin director Boris
Golovin, care actioneazi in baza Regulamentului. inregistratii in Registrul de Stat cu nr. 1015600032824 din
01.10.2015, denumit(a) in continuare Beneficiar, pe de o parte, si

SRL ”S&T Mold” care activeazi in conformitate cu legislatia Republicii Moldova, cu sediul mun.Chisinau,
str. Serghei Lazo, 40, denumit in continuare "Prestator", reprezentati legal, pentru semnarea prezentului Act,
de director Evghenii Mosanu , pe de alti parte,

au incheiat prezentul Act, dupd cum urmeaza:

1.in conformitate cu prevederile Contractului nr. , Prestatorul a prestat servicii de

modificare a aplicatiei in conformitate cu cerintele Beneficiarului pentru perioada de la
pind la . lar rezultatul a fost acceptat de citre Beneficiar pentru perioada
mentionati.
2. Pretul serviciilor prestate, este de: lei, cu TVA.

3. Prezentul ACT este intocmit in 2 exemplare, cate unul pentru fiecare parte.

Beneficiar:




ACHIZITII PUBLICE

CENTRUL PENTRUACHIZITILRUSLICE |
CENTRALIZATE IN SANATATE ‘
INREGISTRAT gl
(8ol OIG5 5 [Df byt :0S]Of 20 RS
[ACHIZITIT DTSTTUZITIVE MEEA'E T

CONTRACT nr.o/ 703955/ /

de achizitionare servicii

Cod CPV _72200000-7_

»_04"august 2021 mun. Chisiniu
(localitarea)
' Furnizorul de Servicii Beneficiar Centrul pentru achizitii ]I
| publice centralizate in |
- e . sanatate
‘ SRL “S&T MOLD” Ministerul Sanatatii, Muncii si -
(denumirea completd a intreprinderii, Protectiei Sociale,

asociatiel, organizafici)
reprezentata prin director

(denumirea compleld a ntreprinderii, reprezentat prin director,

asociatiei, organizatiei) dnul Ivan ANTOC],
general, dnul MOSANU reprezentatd prin secretar de (functia, numele, prenumele)
Evghenii, stat,dl‘l.a ZATIC Tatiana, care actioneaza in baza

(functia, mumele, prenumele) (functia, mmele, premimele) Statutului,

care actioneazi in calitate de (statut, regulament, holdrire erc.)

i farii i . . . denumit in continuare Centru
Lider al Asocierii dintre S&'1 Regulamentului, denumit(a) ,
Mold SRL si S&T IT Services (statul, regulament, hotdrire elc.) IDNO 1016601000212,

care actioneaza in baza

SRI., in continuare Prestator , in continuare Beneficiar, fse i”di"d cod fiscal)
: de cealalta parte.
IDNO 1002600033173. IDNQO 1007601000791.
(se indica cod fiscal) (se indicd cod fiscal)
pe de o parte, pe de alta parte, '

denumite in continuare Pdrfi, au incheiat prezentul Contract cu privire la urmatoarele:

a. Achizifionarea Serviciilor de mentenantid corectivi a Portalului certificatclor de
concediu medical (repetat), denumite in continuare Servicii, conform procedurii de achizitii
publice de tip  COP nr. veds-b3wdp 1-MD-1620908989239 | In baza deciziei Grupului de Lucru
pentru achizitionarea dispozitivelor medicale din cadrul Centrului pentru achizitii publice
centralizate in sandtate (CAPCS) din 19.07.2021.

b. Urmitoarele documente vor fi considerate péarti componente si integrante ale
Contractului:

1. Specificatia de pret (Anexa nr.1);

2. Specificatii tehnice — oferta tehnici (Anexa nr.2).

3. Model Act cu privire la serviciile prestate (Anexa nr.3).



4. Specificarea tehnica deplind (Anexa nr. 4)

c. Prezentul Contract va prevala asupra tuturor altor documente componente. In cazul unor
discrepante sau inconsecvente intre documentele componente ale Contractului, documentele vor
avea ordinea de prioritate enumeratd mai sus.

d. Tn calitate de contravaloare a platilor care urmeazi a fi efectuate de Beneficiar,
Prestatorul se obliga prin prezenta si presteze Beneficiarului serviciile si sa inliture defectele lor.
sub toate aspectele, in conformitate cu prevederilé Contractului.

e. Beneficiarul se obligd sd plateascd Prestatorului preful Contractului, in termenele si
modalitatea stabilite de prezentul Contract.

1. Obiectul Contractului

1.1. Prestatorul isi asuméa obligatia de a presta Servicii de mentenantd corectivid a
Portalului certificatelor de concediu medical (denumite in continuare Servicii) in favoarea
Beneficiarului, conform conform Specificatiei tehnice si de pret (Anexei nr.2 si Anexei nr.1) din
prezentul Contract.

1.2. Beneficiarul se obligd, la rdndul sdu, sa receptioneze serviciile prestate de Prestator si
sa transfere Prestatorului mijloacele financiare pentru serviciile receptionate.

1.3. Serviciile prestate conform Contractului vor respecta standardele indicate in
Specificatia tehnicd. Cand nu este mentionat niciun standard sau reglementare aplicabild, se vor
respecta standardele sau alte reglementéri autorizate in tara de origine a produselor.

1.4. Termenul de garantie constituie 12 luni din momentul semndérii actului cu privire la
serviciile prestate.

2. Termenele si conditiile de prestare.

2.1. Prestarea Serviciilor se efectueaza de catre Prestator pe parcursul a 90 zile lucritoare
incepand cu data semndrii contractului de Parti.

2.2. Serviciile vor fi prestate la distanta sau la oficiul Beneficiarului.

2.3. Documentatia de insotire a Serviciilor, include:
1) Originalele facturilor fiscale; 2 exemplare
2) Act cu privire la serviciile prestate (Anexa nr.3); 2 exemplare

2.4. Originalele documentelor prevazute in punctul 2.3. se vor prezenta Beneficiarului cel
tarziu la momentul prestarii serviciilor. Prestarea s¢ considerd incheiatd in momentul in care sunt
prezentate documentele de mai sus.

3. Pretul si conditiile de plati.

3.1. Pretul Serviciilor prestate conform prezentului Contract este stabilit in lei
moldovenesti, fiind indicat In Specificatia prezentului Contract, conform Anexei 1, si constituie
403,200.00 lei MD (patru sute trei mii, doui sute Lei. 00 bani) inclusiv TVA.

3.2. Plata (achitarea) Serviciilor se efectueazi in lei moldovenesti, in termen de 30 zile
calendaristice de la semnarea documentelor stipulate in pct.2.3 al contractului, suma stabilitd in

conformitate cu specificatia pretului din Anexa nr.1 al prezentului Contract.
3.3. Pretul serviciilor pe parcursul valabilitatii Contractului nu se modifica.

4. Conditiile de predare-primire a serviciilor



4.1. Serviciile se considera predate de citre Prestator si receptionate de catre Beneficiar
daci:

a) cantitatea serviciilor corespunde informatiei indicate in Anexa nr.1 si Anexa nr.2 al
prezentului Contract;

b) calitatea serviciilor corespunde prevederilor indicate In pet.1.3 din prezentul Contract.

4.2. Prestatorul este obligat s prezinte Beneficiarului documentatia de insotire &
Serviciiolor specificatd in pct.2.3 pentru efectuarea plagii. Pentru nerespectarea de citre Prestator
a prezentei clauze, Beneficiarul isi rezerva dreptul de a majora termenul de achitare previazut in
pet. 3.2 corespunzdtor numarului de zile de intdrziere si de a fi exonerat de achitarea penalitatii
stabilite In pct.10.5.

4.3. Beneficiarul poate formula obiectii la Documentatia de insotire a serviciilor in
termen de maxim 10 zile calendaristice de la receptionarea acestora. La expirarea acestui termen,
serviciile se considerd acceptate de citre Beneficiar si urmeaza si fie achitate in cuantumul si
modul stabilit de pct. 3.1 si pct.3.2 din contract.

5. Standarde

5.1. Serviciile prestate in baza Contractului vor respecta standardele prezentate in pct.1.3
din prezentul Contract.

6. Obligatiile Partilor

6.1 In baza prezentului Contract, Prestatorul se obliga:

a) S presteze serviciile in conditiile prevazute de prezentul Contract si Anexa nr.4;

b) sa anunte Beneficiarul dupd semnarea prezentului Contract, in decurs de 3 zile
lucrdtoare, prin telefon/fax sau telegrama autorizatd, despre disponibilitatea prestarii
Serviciilor;

c) sd asigure conditiile corespunzitoare pentru receptionarea Serviciilor de citre
Beneficiar [destinatar, dupa caz],. in termenele stabilite, in corespundere cu cerintele
prezentului Contract;

d) si asigure integritatea si calitatea Serviciilor pe toatd perioada de pind la receptionarea
for de citre Beneficiar [destinatar, dupi caz].

e) sa notifice in decurs de 3 zile lucrdtoare deficientele aparute in procesul modificarii

corective a portalului, cauzate de cétre Beneficiar.

6.2. In baza prezentului Contract, Beneficiarul se obliga:

a) sa inlature deficientele notificate de catre Prestator, cauzate de catre Beneficiar, in
decurs de 2 zile lucratoare.

b) sa ofere raspuns Prestatorului in termen optim;

c) sa asigure organizarea scdintelor de lucru cu persoanele Imputernicite ale
Beneficiarului, inclusiv , la necesitate, cu terte institutii / autoritdti publice pentru
realizarea modificdrilor corective a portalului,

d) sd intreprindd toate mésurile necesare pentru asigurarea receptiondrii in termenul
stabilit a Serviciilor prestate in corespundere cu cerintele prezentului Contract;

e) sd asigure achitarea Serviciilor prestate, respectind modalititile si termenele indicate
in prezentul Contract. »

7. Justificarea neexecutirii datorita unui impediment



7.1.  Neexecutarea obligatiei de citre o parte este justificatd dacad ea se datoreazd unui
impediment in atara controlului acesteia si daca partii nu i se putea cere in mod rezonabil si evite
sau sa depaseascd impedimentul ori consecintele acestuia;

7.2.  Neexecutarea nu este justificatd dacé partea care invoca neexecutarea ar fi putut in
mod rezonabil sd ia in considerare impedimentul la data incheierii;

73. In cazul in care impedimentul justificator este doar temporar, justificarea produce
efecte pe durata existentei impedimentului. Totusi, daca intirzierea capiti trasaturile neexecutarii
esentiale, cealaltd parte poate sd recurgd la mijloacele juridice de apdrare intemeiate pe o
asemenea neexecutare;

7.4.  1n cazul in care impedimentul justificator este permanent, obligatia se stinge.
Obligatia corelativa de asemenea se stinge. In cazul obligatiilor contractuale, efectele restitutive
ale acestei stingeri sant reglementate prin dispozitiile art. 926 - 932 Cod Civil al Republicii
Moldova, care se¢ aplicd In mod corespunzéator;

7.5.  Partea care invocd neexecutarea are obligatia de a asigura ca cealaltd parte sa
primeascd o notificare despre impediment si efectele lui asupra capacitagii de a executa, intr-un
termen 10 zile dupa ce prima parte a cunoscut sau trebuia sd cunoasca aceste circumstante. Partea
informatd despre neexecutare are dreptul la despagubiri pentru orice prejudiciu rezultat din
neprimirea respectivei notificari;

7.6.  Impedimentul justificator nu exonereazi partea care invocd neexecutarea de plata
despagubirilor dacd impedimentul a aparut dupa neexecutarea obligatiei, cu exceptia cazului cand
cealaltd parte nu ar fi putut, oricum, din cauza impedimentului, s& beneficieze de executarea
obligatiei.

8. Rezolutiunea Contractului

8.1.  Rezolutiunea Contractului se poate efectua cu acordul comun al Pértilor.

8.2.  Contractul poate fi rezolvit in mod unilateral in caz de:

a. refuz al Prestatorului de a presta serviciile previzute in prezentul Contract;

b. nerespectare de citre Prestator a termenelor de prestare a serviciilor stabilite;

c. nerespectare de cétre Beneficiar sau Centro/CAPCS a termenelor de transfer si platé ale
Serviciilor;

d. nesatisfacere de catre una dintre Parti a pretentiilor naintate conform prezentului
Contract.

8.3.  Partea initiatoare a rezolutiunii Contractului este obligatd si comunice. in termen
de 10 (zece) zile lucritoare, celorlalte Parti intentiile ei printr-o scrisoare motivata.

8.4.  Partea nstiintatd este obligatd sé rdspunda la scrisoare in decurs de 10 (zcce) zile
lucritoare de la primirea notificarii. In cazul in care litigiul nu este solutionat in termenele
stabilite, partea initiatoare are dreptul s& prezinte documentele corespunzatoare si si solutioneze
litigiul Tn instanta de judecatd competentd a RM..

9. Reclamatii

9.1.  Reclamatiile privind cantitatea serviciilor prestate sunt inaintate Prestatorului la
momentul receptiondrii lor.

9.2.  Pretentiile privind calitatea serviciilor prestate sdnt naintate Prestatorului in
termen de 10 (zece) zile lucritoare de la depistarea deficientelor de calitate.

9.3.  Prestatorul este obligat sd examineze si sd lichideze pretentiile Tnaintate in termen



de 10 (zece) zile lucritoare de la data primirii acestora.

9.4. Prestatorul este obligat, in termen de 10 (zece) zile lucritoare, sd presteze
suplimentar Beneficiarului serviciile neprestate, iar n caz de constatare a calitatii
necorespunzatoare — s le presteze in conformitate cu cerintele Contractului.

9.5.  Prestatorul poarta raspundere pentru calitatea serviciilor prestate in limitele
stabilite, inclusiv pentru defectele ascunse. -

9.6. In cazul devierii de la calitate cheltuielile pentru stationare sau intirziere sunt
suportate de partea vinovata.

10. Sanctiuni

10.1. Forma de garantie de buna executare a contractului agreatd de Parti este transferul
bancar in cuantum de 5% din valoarea Contractului in contul CAPCS, si anume:

MEF-TT Chisinau-bugetul de stat

Centrul pentru Achizitii Publice Centralizate in Sanatate

Cod fiscal: 1016601000212

Cont IBAN: MD23TRPCCC518430B01859AA

Banca benefic.: Ministerul Finantelor-Trezoreria de stat

Codul bancii: TREZMD2X

10.2. Garantia de buna executie va fi restituita fa contul Prestatorului in termeni legali,

de maxim 10 zile lucritoare de la data incetarii termenului de valabilitate a contactului sau
odatd cu efectuarea plitii pentru Serviciile prestate.

10.3. Pentru refuzul de a presta serviciile previzute in prezentul Contract, se va retine
garantia de bunid executare a Contractului, constituitd in conformitate cu prevederile punctului
10.1 din prezentul Contract.

10.4. Pentru prestarea cu intarziere a serviciilor, Prestatorul poarta raspundere materiald
in valoare de 0,1% din suma serviciilor neprestate, pentru fiecare zi de intarziere, dar nu mai
mult de 5 % din suma totald a prezentului Contract.

10.5. Pentru achitarea cu intarziere a serviciilor cétre Prestator, Beneficiarul poarta
raspundere materiald in valoare de 0,1% din suma servicitlor neachitate, pentru fiecare zi de
intdrziere, dar nu mai mult de 5% din suma totald a prezentului Contract.

10.6. Prestatorul va fi exonerat de raspundere si de aplicarca oricirei penalitéti in cazul
in care intérzierile sunt datorate exclusiv din vina sau faptele Beneficiarului.

11. Drepturi de proprietate intelectuala

11.1. Prestatorul are obligatia sa despdgubeasci Beneficiarul impotriva oricaror:

a. reclamatii si actiuni in justitie, ce rezultd din incédlcarea unor drepturi de
proprietate intelectuald (brevete, nume, mirci inregistrate etc.), legate de echipamente,
materiale, instalatii sau utilaje folosite pentru sau in legéturd cu serviciile prestate, si

b. daune-interese, costuri, taxe si cheltuieli de orice natura, aferente, cu exceptia
situatiei in care o astfel de inciélcare rezultd din respectarea Caietului de sarcini intocmit de
citre Beneficiar.

12. Dispozitii finale

12.1. Litigiile ce ar putea rezulta din prezentul Contract vor fi solutionate de citre Parti
pe cale amiabild. In caz contrar, ele vor fi transmise spre examinare in instanta de judecati



competentd conform legislatiei Republicii Moldova.

12.2. Partile contractante au dreptul, pe durata indeplinirii contractului, sd convina
asupra modificarii clauzelor contractului, prin acord aditional, numai in cazul aparitiei unor
circumstante care lezeazd interescle legale ale acestora si care nu au putut fi previzute la data
incheierii contractului. Modificarile si completarile la prezentul Contract sant valabile numai
in cazul in care au fost perfectate in scris si au fost semnate de toate Partile contractante.

12.3.Nici una dintre Parti nu are dreptul sd transmita obligatiile si drepturile sale
stipulate in prezentul Contract unor terie persoane fard acordul scris al celeilalte Parti.
12.4. Prezentul Contract este intocmit in trei exemplare care se remit citre:
12.4.1. Prestator — un exemplar;
12.4.2. Beneficiar — un exemplar;
12.4.3. Centrul pentru Achizitii Publice Centralizate in Sénidtate — un
exemplar.

12.5.  Prezentul Contract se considerd incheiat la data semnarii i intrd in vigoare dupa
inregistrarea contractului de catre Centru pentru achizitii publice centralizate in
sdndtate, fiind valabil pana la 31 decembrie 2021 .

12.6. Prezentul Contract reprezintd acordul de vointd a Partilor si este semnat astizi,

0{ august 2021,

Datele juridice, postale si bancare ale Partilor:

_ Prestator: ‘ Beneficiar: pentru achizitii
| SRL “S&T MOLD” Ministerul Sanatitii, Muncii si |publice centralizate
| ‘ Protectiei Sociale ‘in siniitate
“Adresa juridicd: mun. Chisindu, I' Adresa postald: mun. Chisinau, str. Oficiul central,
str. Calea lesilor 8. | Vasile Alecsandri 2 mun.Chisindu, str. Grigore |
' Vieru 22/2;
Adresa  juridicd: mun.
Chisindu, str.Alexandru
| Cosmescu nr.3
“Telefon: 022 837-960, Telefon: 022 268822 ' Telefon: 022 222445
E-mail: olficewwsnt.d secretariaticmsmps.eov.md Email:  officelwcapes.md |
| J1
| IBAN: IBAN: IBAN:
MD 13EN000000222411025893 | MD87TRPBAA222210P15309AB | MD75TRPCCC518430C0
1859AA
Banca: B.C. ,Energbank™ S.A. Banca: Ministerul Finantelor - | Banca: Ministerul ',
Sucursala Buiucani, mun. | Trezoreria de  Stat-Chisinau- | Finantelor — Trezoreria de ‘
Chisindu bugetul de stat Stat-Chisinau-bugetul ~ de
f stat
Cod Bancar: ENEGMD22893 TREZMD2X TREZMD2X
Cod fiscal: 1002600033173 Cod fiscal: 1007601000791 Cod .
1016601000212
Cod TVA: 0501007 I ]
L ___—“ - Semniturile Partilor ) Y o
Semnitura autorizata: B i Betiliieradueaizdegang um‘rj? '&i ‘ﬂhgm@&p‘t\aﬂ FlutOllldtj‘f- (
Dijtitally signed by Mesanu Evghenil j A% ||l <Reason: MoldSign Signature D1le Eﬁﬁ/m.' 14:39:57 EEST f
Dete: 202108 05 08:59°43 EEST i weation:Moldevi Reasotl STl Sioncire

I_ocation: Moldova

e : Al
Reason: MoldSign Signature UE@ . Location: Moldova é g&
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Nr

la contractul nr.

Anexanr. 1
din .08.2021

Specificatia serviciilor si pretul acestora

Denumirea bunurilor Unita | Canti- | Pret Pret unitar
si/sau a serviciilor tea tatea unitar | (cuTVA),
de (fara MDL
misu TVA),
o ra - | MDL )
2 3 4 5 6
Servicii de mentenantd
corectivi a Portalului serv | 336,000.00 | 403,200.00
certificatelor de
concediu medical
TOTAL, MDL
PRESTATOR BENEFICIAR
Semniitura autorizati: Semnitura autorizata:
Evghenii -
! MOSANU ZATIC
|
L.S. L.S

~ Tatiana

Suma, fari
TVA,

MDL

336,000.00

336,000.00

Suma Termenul
cuTVA, de.lelsvt.r‘a‘ze/
MDL prestar
8
. 90 de zile
403,200.00 1}, crstoarede la
data semnarii
contractului
403,200.00

Centrul pentru achizitii publice
centralizate in sinitate

Semnatura autorizati:

Ivan
ANTOCI

L.S.




La contractul nr. din

Anexa nr. 2
.08.2021

SPECIFICATII TEHNICE

Nr. ‘ . -~ Specificarea tehnici deplini
| dio ‘ Denumirea serviciilor ‘

' Servicii de mentenanta '
corectiva a Portalului Conform Anexet nr.4
certificatelor de
concediu medical

| Centrul pentru achizitii publice |

PRESTATOR BENEFICIAR - A e
i ‘ centralizate in sinditate
- . Semnatura autorizata: | Semnatura autorizata:
Semnitura autorizata:
|
Evehenii Tatiana | N Ivan
VAgS 2 J’
MOSANU ZATIC ANTOCI

L.S. LS. L.S.




Anexa nr. 3
La contractulnr.  din .08.2021

Modelul Actului cu privire la serviciile prestate

ACTUL Nr.
cu privire la serviciile prestate

conform Contractului nr.

Ministerul Sanatitii, Muncii si Protectiei Sociale al RM, care activeazd in baza
Regulamentului, cu sediul in str. V.Alecsandri 2, mun. Chisindu, Republica Moldova, (denumitd in
continuare  "Beneficiar'), reprezentatd legal pentru semnarea prezentului Act de cdtre

,incalitatede , pe de o parte, si

SRIL. ”S&TMOLD”, care activeazd in baza Statutului, cu sediul Tn mun. Chisindu, str. Calea
[esilor 8, (denumitd in continuare "Prestator"), reprezentati legal, pentru semnarea prezentului
Act, de cétre _, in calitate de . pe de alta parte,

au incheiat prezentul Act, dupd cum urmeaza:

1. In conformitate cu prevederile Contractului nr.  din 2021, Prestatorul a
prestat servicii de mentenanta corectivd a Portalului certificatelor de concediu medical pentru
perioada de la 2021 pind la 2021, iar rezultatul a fost

acceptat de cétre Beneficiar.

2. Pretul serviciilor prestate, conform Contractului prenotat, cste de:
lei MD, cu TVA.

3. Prezentul ACT este intocmit in 2 exemplare, cite unul pentru fiecare parte.

Prestator: Beneficiar:
L.S. L.S.

| Centrul pentru achizitii publice

PRESTATOR BENEFICIAR . . IRV
- centralizate in sdndtate
- L Semniitura autorizata: Semnitura autorizati:
Semnatura autorizata:
Evehenii S Tatiana Ivan
— — = &
MOSANU ZATIC ANTOCI




Specificarea tehnica deplina
Anexa 4

Digitally sighed by Zatic Tatiana
Date: 2021.08.05 14:22:49 EEST
Reason: MoldSign Signature

Location: Moldova . .
oeat igitally signed by Antoci Ivan

Date: 2021.08.05 14:39:23 EEST
Reason: MoldSign Signature
Location: Moldova

Digitally signed by Mosanu Evghenii
Date: 2021.08.05 09:01:06 EEST
Reason: MoldSign Signature
Location: Meldova




Cerinta

Baza jundico-normativd sub care se desfasoara
proiectul include legislatia nationald in vigoare,
conventiile si tratatele internationale, la care
Republica Moldova este parte. Crearea i
functionarea  sistemelor  informationale  este
reglementatd de urmdtoarele acte legislative si
normative:

Ltegea nr.411-Xll  din  28.03.1995 ,Ocrotirii
sdndtdatii”;

Legea nr.982 din 11 mai 2000 privind accesul la
informatie;

Legea nr.1069 din 22 iunie 2000 ,Cu privire la
informaticd”;

Legea nr.467 din 21 noiembrie 2003 cu privire la
infarmatizare si la resursele informationale de stat;

Legea nr.412-XV din 09.12.2004 ,Cu privire lao
Statistica oficiald”

Legea 100-XV din 26 aprilie 2001 , Privind actele din
starea civila”

Legea nr. 71 din 22 martie 2007 cu privire la registre;

Legea nr.133 din 08 iulie 2011 privind protectia
datelor cu caracter personal;

Hotdrdrea Guvernului Republicii Moldova Ne.586
din 24.07.2017 pentru aprobarea Regulamentului
privind modul de tinere a Registrului medical;

Hotdrarea Guvernului nr.632 din 8 iunie 2004 despre
aprobarea Politicii de edificare a societdtii
informationale in Republica Moldova;

Hotdrdrea Guvernului nr.1123 din 14 decembrie
2010 privind aprobarea Cerintelor fatd de
asigurarea securitdtii datelor cu caracter personal ia
prelucrarea  acestora In  cadrul  sistemelor
informationale de date cu caracter personal;

Hotdrdrea Guvernului Republicii Moldova Ne. 101
din 5 februarie 2008 privind instituirea ,Registrului
de stat al formularelor medicaole de strictd
evidentd”;

Hotdrarea Guvernului Republicii Moldova Ne.272
din 6 martie 2002 privind mdsurile de creare a

Réspun_s

Confirmam ca am juat la cunostinta si asumam
desfasurarea proiectului in acord cu

Baza juridico-

normativd sub care se desfdsoard proiectul include
legislatia nationald in vigoare, conventiile si tratatele
internationale, la care Republica Moldova este parte.

La crearea si functionarea sistemelor informationale se va
tine cont de reglementarile urmdtoarelor acte legislative

si normative:

® [egeanr.d411-Xlldin 28.03.1995 ,,Ocrotirii sandtatii”;

® [egea nr.982 din 11 mai 2000 privind accesul la
informatie;

® [(egea nr.1069 din 22 iunie 2000 ,Cu privire la
informaticd”;

® |egeag nr.d467 din 21 noiembrie 2003 cu privire lg
informatizare si la resursele informationale de stat;

® [egea nr.412-XV din 09.12.2004,,Cu privire la Statistica
oficiald”

® [egea 100-XV din 26 aprilie 2001 ,Privind actele din
starea civild”

® [egea nr. 71din 22 martie 2007 cu privire la registre;

® |egeo nr.133 din 08 iulie 2011 privind protectic datelor
cu caracter personal;

® Hotdrdrea Guvernului Republicii Moldova N2.586 din
24.07.2017 pentru aprobarea Regulamentului privind
modul de tinere a Registrului medical;

®  Hotdrdrea Guvernului nr.632 din 8 iunie 2004 despre
aprobarea  Politicii  de  edificare a  societdtii
informationale in Republica Moldova;

® (jotdrdrea Guvernului nr.1123 din 14 decembrie 2010
privind aprobarea Cerintelor fotd de asigurarea
securit@tii datelor cu caracter personal lo prelucrarea
acestora in cadrul sistemelor informationaie de date cu
caracter personal;

® Hotdrdrea Guvernului Republicii Moldova Ne. 101 din 5
februarie 2008 privind instituirea , Registrului de stat al
formularelor medicale de strictd evidentd”;

® Hotdrdrea Guvernului Republicii Moldova Ne.272 din 6

martie 2002 privind mdsurile de creare a sistemului
informational automatizat ,Registrul de stat al
unitdtilor de drept";




sistemului inforrhajtl’or;aﬁutam_atiz_at_,, ﬁegErque
stat al unitétilor de drept”;

Hotdrdrea Guvernului RVi Ne.1128 din 14.10.2004
privind aprobarea Conceptiei Sistemului
Informaticnal Medical Integrat;

Ordinul nr. 87 din 01.06.2006 cu privire la aprobarea
reglementdrii tehnice "Procesele ciclului de viatd al
software-ului" RT 38370656 - 002:2006

Ordinul MS RM nr. 695 din 13.10.2010 ,Cu privire la
Asistenta  Medicald  primard din  Republica
Moldova”;

Ordinului MS nr.190 din 23 junie 2003 ,,Cu privire la
instituirea structurii sistemului sandtatii
raionale/municipale”, ce prevede structura  si
responsabilitatile  sectiilor de informaticd  si
statisticd medicald din cadrul institutiilor medicale
publice;

Ordinul MS RM nr. 828 din 31.10.2011 ,,Cu privire la
aprobarea formularelor de evidentd medicald
primard;

Ordinul MS ,,Cu privire lo intocmirea si prezentarea

dérilor de seamd statistice medicale anuale de cétre
institutiile medico-sanitare”, actualizat anual;

Ordinul MS nr. 404 din 30 octombrie 2007 “Cu
privire lo delimitarea juridicd o asistentei medicale
primare la nivel raional”;

Ordinul nr. 1086 din 30.12.2016 cu privire la
aprobarea Regulamentelor-cadru de organizare si
functionare ale prestatorilor de servicii de sdndtate

Ordinul nr. 1080 din 28 decembrie 2017 ,Cu privire
la aprobarea Nomenclatorului Institutiilor medico-
sanitare Publice de asistentd medicaid primord la
nivel de raion”;

Ordin nr. 47 din 10.02.2016 Cu privire la aprobarea
Nomenclatorului prestatorilor privati de servicii de
sdndtate

Ordir nr. 466 din 11.06.2015 cu privire la aprobarea
Nomenclatorului  institutiilor ~ medico-sonitare
spitalicesti

Ordinul MS Nr. 1023 din 29.12.2011 privind
aprobarea formularelor statistice de evidentd
medicald primard ;

Ordinul nr. 1087/721 din 30.12.2016 despre
aprobarea Regulamentului privind inregistrarea
persoanei la medicul de familie din institutia
medico-sanitard ce presteazd asistentd medicald

Hotdrdrea Guvernului RM Ne. 1128 din 14.10.2004
privind aprobarea Conceptiei Sistemului Informational
Medical Integrat;

Ordinul nr. 87 din 01.06.2006 cu privire la aprobarea
reglementdrii tehnice "Procesele ciclului de viotd ol
software-ului" RT 38370656 - 002:2006

Ordinul MS RM nr. 695 din 13.10.2010 ,,Cu privire la
Asistenta Medicald primard din Republica Moldova”,

Ordinului MS nr.190 din 23 iunie 2003 ,Cu privire la
instituirea structurii sistemului sanatdtii
raionale/municipale”, ce prevede  structura  si
responsabilitétile sectiilor de informaticd si statisticd
medicald din cadrul institutiilor medicale publice;

Ordinul MS RM nr. 828 din 31.10.2011 ,,Cu privire la
aprobarea formularelor de evidentd medicald primard;

Ordinul MS ,Cu privire la intocmirea si prezentorea
ddrilor de seamd stotistice medicale anuale de cdtre
institutiile medico-sanitare”, actualizat anual;

Ordinul MS nr. 404 din 30 octombrie 2007 “Cu privire lo
delimitarea juridicd a asistentei medicale primare la
nivel raional”;

Ordinul nr. 1086 din 30.12.2016 cu privire la aprobarea
Regulamentelor-cadru de organizare si functionare ole
prestatorilor de servicii de séndtate

Qrdinul nr. 1080 din 28 decembrie 2017 ,,Cu privire la
aprobarea  Nomenclatorului  Institutiilor  medico-
sanitare Publice de asistentd medicald primard la nivel
de raion”;

Ordin nr. 47 din 10.02.2016 Cu privire la aprobarea
Nomenclatorului prestatorilor privati de servicii de
sdndtate

Ordin nr. 466 din 11.06.2015 cu privire la aprobarea
Nomenclatorului institutiilor medico-sanitare
spitalicesti

Ordinul MS Nr. 1023 din 29.12.2011 privind aprobarea
formularelor statistice de evidentd medicald primaré ;

Ordinul nr. 1087/721 din 30.12.2016 despre aprobarea
Regulamentului privind inregistrarea persoanei la
medicul de familie din institutic medico-sanitard ce
presteazd  asistentd medicald  primard in cadrul
asigurdrii obligatorii de asistentd medicald

Ordinul comun al MS si CNAM nr. 596/404A din
21.07.2016 privind aprobarea Normelor metodologice

de aplicare a Programului unic al asigurdrii obligatorii
de agsistentd medicala

Ordinul comun al MS si CNAM nr. 1131/658A din
29.12.2017 Criteriile de contractare a institutiilor




primard in cadrul asigurdrii obligatorii de asistentd

medicald

Ordinul comun ol MS si CNAM nr. 596/404A din
21.07.2016 privind aprobarea Normelor
metodologice de aplicare a Programului unic al
asigurdrii obligatorii de asistentd medicald

Ordinul comun al MS si CNAM nr. 1131/658A din
29.12.2017 Criteriile de contractare o institutiilor
medico-sanitare Tn cadrul sistemului asigurdrii
obligatorii de osistentd medicald pentru anul 2018

Hotdrdre de Guvern Nr.128 din 20.02.2014 privind
platforma tehnologicd guvernamentald comund
{MCloud)

medico-sanitare in cadrul sistemului  asigurdrii

obligatorii de asistentd medicald pentru anul 2018

Hotdrdre de Guvern Nr.128 din 20.02.2014 privind |

platforma  tehnologicd guvernamentald comund

(MCloud)



principiul legitimitétii, potrivit cdruia functiile sl
operatiile efectuate de utilizatori sunt legale si
conforme cu drepturile omului si legislatia nationala
in vigoare;

principiul autenticitdtii datelor, care presupune ca
informatiile péastrate pe dispozitive de stocare a
datelor sau pe suport de hértie corespund starii
reale a obiectelor;

principiul identificérii, conform céruia pachetelor
informationale li se atribuie un cod de clasificare la
nivel de sistem, prin care este posibild identificarea
univoca si raportarea la acestea;

principiul temeiniciei datelor, care prevede ca
introducerea datelor se efectueaza doar in baza
nscrierilor din documentele acceptate ca surse de
informatii;

principiul auditului  sistemului, care presupune
inregistrarea informatiei despre schimbariie care au
loc, pentru a face posibild reconstituirea istoriei
unui document sau starea tui la o etapd anterioard;

principiul independentei de platforma software,
conform ciruia poate fi construit pe baza modulelor
elaborate la comandéd sau a produselor software
existente. Conceptul nu limiteazd in nici un fel
abordarea dezvoltdrii sistemului atat timp cat sunt
satisfacute nevoile identificate si se oferd cea mai
mare valoare pentru pretul oferit.

principiul  accesibilitdtii  si  integraobilitdtii, care
presupune cd, chiar dacd oferd functionalitati
multiple, este construit ca un element integral si
folosit de utilizatori prin intermediul unel interfete
unice. Mai muit decat atat, acest principiu prevede
ca expansiunea si dezvoltarea sistemului se vor face
nrin protocoale si puncte de conexiune proiectate
din start;

principiul confidentialitatii informatiei, care prevede
raspunderea personald, in conformitate cu legislatia
in vigoare, a colaboratorilor responsabili de
prelucrarea informatiei in sistem pentru utilizarea si
difuzarea neautorizata a informatiei;

| mcipiile de baza vor fi respecfate in totala conformitate cu

cerintele autoritatii contractante.




principiui compatibilitatii, conform caruia trebuie sa
fie compatibil cu sistemnele existente atatin tara, cat
si peste hotarele ei;

principiul orientarii spre utilizator, potrivit cdruia
structura, continutul, mijloacele de acces si
navigarea sunt focalizate spre utilizatori;

principiul  extensibilitdtii, conform cdruia
componentele oferd facilitdti de ajustare si
extindere a functionalitdtilor existente pentru
conformare cu necesitatile in continud schimbare;

principiul dezvoltdrii progresive, potrivit cdruia
elaborarea sistemului si modificarea permanentd a
componentelor sale se efectueazd in conformitate
cu tehnologiile informationale avansate;

principiul  consecutivitdtii, care presupune
elaborarea si implementarea proiectului pe etape;

principiul eficientei functionarii, care presupune
optimizarea raportului dintre calitate si cost;

principiul utilizdrii standardelor deschise, care se
aplica pentru a asigura atat interoperabilitatea cu
sistemele externe, cdt si pastrarea informatiei, in
conformitate cu normele in vigoare;

principiul securitdtii informationale, care presupune
asigurarea  nivelului  dorit de integritate,
exclusivitate, accesibilitate si eficientd a protectiei
datelor impotriva pierderii, denaturarii, distrugerii si
utilizdrii  neautorizate. Securitatea sistemuiui
presupune rezistenta la atacuri si protectia
caracterului secret, a integritatii si pregatirii pentru
lucru, cit si a datelor acestuia.




Portalul certificatelor de concediu medical a fost
lansat in productie in septembrie 2019 si a permis
personalului medical Tnregistrarea datelor
certificatelor de concediu medical necesare pentru
calcularea indemnizatiillor pentru incapacitatea
temporard de munca. Totodata pe parcursul utilizdrii
Portaluiui s-a constatat faptul ¢d Tn situatiile in care
utilizatorii admit erori la introducerea datelor in
Portal, sau intdrzie inregistrarea lor, este greu de
efectuat corectiile necesare asupra datelor. Astfel in
unele cazuri este necesar de anulat unul sau cdteva
certificate de concediu medical pentru a restabili
ordinea corectd a certificatelor si de modificare a
datelor certificatelor de concediu medical. Scopurile
dezvoltarii modificdrilor iIn cadrul Portalului sunt
urmdtoarele:

®  Posibilitdti mai extinse de a face corectii in datele

certificatelor de concediu medical,

® pPosibilitatea de a inregistra neconditionat datele
certificatelor de concediu medical;

® Actualizarea automata a statutului certificatelor de
concediu medical dupa emiterea deciziei de catre
CNAS;

® Transmiterea automatd a tuturor certificatelor de
concediu medica! fard interventia ultericard a
utilizatorilor.

e Micsorarea timpului de procesare a datelor

certificatelor de concediu medical;

® (Cresterea calitatii datelor Inregistrate.

in prezenta documentatie sunt reflectate informatii
privind tehnologia folosita si modul in care sunt
prefucrate datele. Prestatorul va avea acces la codul
sursa al sistemului si Tsi va asuma riscurile ce decurg
din modificdrile acestuia. Asumarea serviciilor implica
acordarea garantiei asupra Portalului pentru o
perioada de minim 12 luni dupa semnarea actului de
predare primire pentru modificirile software (cod
sursa) realizate pe perioada contractului. De
asemenea prestatorul serviciilor va documenta toate

operatiunile de modificare a sistemului si le va

Serviciile vor fi prestate intru respectarea intocmai a scopului
lucrarilor solicitate




F—,

a suportat modificéri.

Obiectivele proiectului

descris in
serviciilor

obiectul
scopul

face
mentenanta

continuare
de

Sistemul

achizitiei in

| asigurdrii bunei functiondari.

Portalu! certificatelor de concediu medical necesitd
optimizarea modului de Tnregistrare si corectare a
datelor De
de
transmitere a datelor si receptionare a rdspunsului din
partea CNAS.

certificatelor de concediu medical.

asemenea este nevoie de optimizat modul

Astfel in cadrul serviciilor de mentenanta
corectivda a Portalului vor fi efectuate
urmatoarele lucrari:

Nr. Descriere

1. Eliminarea restrictiei de modificare a
certificatului de concediu medical
din
invers.

"Primar" In "Continuare" si

2. Eliminarea restrictiei de inregistrare

a certificatelor de concediu medical

‘ "Continuare" dacd pe certificatul

| anterior a fost aprobatd decizie de
refuz.

“Eliminarea restrictiel de inregistrare
a certificatelor "Continuare" dacd a

‘ fost specificata iesirea la serviciu.

de

certificatelor de concediu medical pe

4, Posibilitatea afisare a
0 persoand eliberate de catre orice

! prestator.

3 TPosibilitatea de a  nregistra

certificate de concediu medical in

de

introducerii

continuare  fdrd  restrictia
necesitate a

certificatului precedent.
6. Posibilitate de a transmite automat
certificate de concediu medical Tn
cazul in care se formeaza lantul logic
(pericade consecutive fara lacune) al
pericadelor pentru care au fost

acordate certificatele.

— % = = T e
| Oferta tehnica prezentata raspunde intocmai obiectivelor |

[ proiectului

vom analiza si dezvolta urmatoare functionalitati

al sistemului si vom actualiza documentatia in
conformitate cu lista lucrarilor in cadrul serviciilor

de mentenanta corectivd a Portalului:

" Descriere

Eliminarea restrictiei de modificare a
certificatului de concediu medical din

"Primar" in "Continuare” si invers.

“Eliminarea restrictiei de Inregistrare a

de
daca

concediu  medical

pe
anterior a fost aprobata decizie de refuz.

certificatelor

"Continuare" certificatul

Eliminarea restrictiei de inregistrare a
certificatelor "Continuare™ dacd a fost

specificatd iesirea la serviciu.

Posibilitatea de afisare a certificatelor de

concediu medical pe o persoand

eliberate de cdtre orice prestator.

“Posibilitatea de a Inregistra certificate
de concediu medical in continuare fara
restrictia de necesitate a introducerii
certificatului precedent.

Posibilitate de a transmite automat
certificate de concediu medical in cazul
in care se formeazd lantul logic

(perioade consecutive fard lacune) al

perioadelor pentru care aufost acordate

certificatele.

Posibilitatea de receptionare de la CNAS
a statutului actuaiizat al certificatului de




7. Posibilitatea de receptionare de la
CNAS a statutului actualizat al
certificatului de concediu medical
Tnregistrat si de al actualiza in Portal.
8. ["Posibilitatea  de a vizualiza
certificatele de concediu medical
| ‘ "Continuare" pentru care nu existd

| un certificat care sd se termine cu

[ ziua anterioard zilei de start a

certificatului "Continuare”.

9. Activarea  optiunii inderr;niza;;ie
pentru maternitate cu posibilitatea
de a elibera certificatul la o data
| anterioara (inclusiv cu 30 sdptamani
| fnapoi de la ziua curentd). Pentru

gravidele care se afla la intretinerea

sotului  se vor completa data
casdtoriei, datele sotului prin
specificarea IDNP/CPAS, si preluarea
datelor din Registrul dle stat al
populatiei prin platforma de
MConnect.
10. Actualizarea documentatiei,
| manualelor si ghidurilor de utilizare.

In procesul de lucru Dezvoltatorul de comun cu
reprezentantii AGE si CNAS vor stabili specificatia
tehnicd pentru schimbul de date cu platforma
MConnect. Dezveltatorul va asigura corespunderea
functiiior de interdependentd a  Portalului
certificatelor de concediu medical si sistemului
informational CNAS pentru implementarea cerintelor
de schimb de date. Dezvoltatorul va asigura
implementarea si testarea deplind a fluxurilor intre
Portal si  CNAS. Totodatdi, urmare a
functionalitatilor noi implementate
Dezvoltatorul va asigura In continuare
functionarea corectd a tuturor serviciilor AGE
implementate in proiect (MPass, MSign,
MConnect) si  configurarea solutiei in
mediului MCloud pentri a corespunde

dezvoltarilor noi pe mediul de testare si
|
| productie.

concediu medical fnregistrat si de al
actualiza in Portal.
Posibilitatea de a vizualiza certificatele

(€]

de concediu medical "Continuare”
pentru care nu existd un certificat care
sd se termine cu ziua anterioard zilei de
start a certificatului "Continuare".

9. Activarea optiunii indemnizatie pentru
maternitate cu posibilitatea de a elibera

certificatul ia o data anterioara (inclusiv
cu 30 sdptdmani inapoi de la ziua
curentd). Pentru gravidele care se afld la
intretinerea sotului se vor completa
data cdsdtoriei, datele sotului prin
specificarea IDNP/CPAS, si preluarea
datelor din Registrul dle stat al
l | _pﬂu_la_tieiprin platforma de MConnect.

10. Actualizarea documentatiei, manualelor

] si ghidurilor de utilizare.

Copsumam 33 partichdm o

Intorrdepondnatd

3
sistermtiut informational CNAS In baza acordulul penuy
schimb de date Intre Beneficiar 31 £MAS. Totodatd ne
asumam ca functionalitatile noi dezvoltate nu vor
deregla functionarea serviciilor AGE deja implementate
si nu vor fi efectuate careva modificari care pot duce la
necorespunderea configuratiei solutiei in mediul
MCloud, cu conditie ca fa momentul inceperii procesului
de dezvoltare totul functioneaza corect si corespunde
cerintelor de dezvoltari noi.




Toate cerintele sunt obligatorii.

Pe langa cerintele functionale Dezvoltatorul
va prezenta documentatia aferentd proiectului si
anume:

e Documentul de analizd si proiectare pentru
functionalitatile solicitate;

e Rezultatele testdrii pe mediul de test;

s  Manualele siinstructiunile de utilizare actualizate.

Durata estimata pentru serviciile de modificare a
functionalitdtilor in cadrul Portalul certificatelor de
concediu medical este pand la 90 zile lucrdtoare de la
semnarea contractului.

| cerintele obligatorii vor fi respectate

Asumam livrarea urmatoarelor
documente:

- Documentul de analizd si proiectare pentru
| functionalitatile solicitate;

- Rezultatele testarii pe mediul de test;

- Manualele siinstructiunile de utilizare actualizate.

Aviand in vedere totalitatea cerintelor expuse Tn caietul
de sarcind ne asumam executarea lucrarilor in termen
de 90 zile

Asumarea serviciilor implicd acordarea garantiei
asupra Portalului certificatelor de concediu medical
pentru o perioadd de 12 luni dupd semnarea
actului de predare primire pentru modificdrile
software (cod sursa) realizate pe pericada
contractulul. De asemenea prestatorul serviciilor va
documenta toate operatiunile de modificare a
sistemului si le va prezenta Beneficiarului impreuna cu
codul sursa care a suportat modificari.

I Specificatii tehnice
Arhitectura Portalului  permite functionarea pe
infrastructura M-Cloud si functioneaza centralizat pe
infrastructura hardware conceputd pentru
disponibilitate 99.9% cu urmatoarele caracteristici
generale:

® respectd standardele in vigoare a tehnologiilor

informationale;

® asigurd flexibilitate In  vederea  adaptérii
permanente la normele juridice si in vederea

dezvoltarii softului dupd implementare;

e utilizeaza o arhitectura orientata pe servicii pentru
a acomoda cu usurintd noi moditicadri cu interventii

Asumam urmatoarele, conform cerintelor;

- Acordarea garantiei asupra Portalului certificatelor
de concediu medical pentru o perioadd de 12
luni dupd@ semnarea actului de predare primire
pentru modificarile software (cod sursa) realizate
pe perioada contractului;
e Documentul de analizd si  proiectare pentru
functionalitatile solicitate;

¢ Rezultatele testdrii pe mediul de test;
» Manualele siinstructiunile de utilizare actualizate.

Imprimarea manualelor de utilizare este
responsabilitatea Beneficiarului.

Dezvoltarile si serviciile de mentenanta vor respecta
specificatiile tehnice

exclusiv  asupra componentei de actualizat,|




minimizdnd costurile si timpul necesar realizarii
modificarilor;
® intretine Tn iimba

romana interfata utilizator,

continutul  registrelor, bazelor de date si

documentelor generate;

* permite ca utilizatorul s se autentifice o singura
data
modulului;

pentru a accesa toate functionalitatile

® utilizeazd serviciul guvernamental M-Pass pentru
autentificare;

®  asigurd schimbul de date cu CNAS prin intermediul
platformei MConnect;

e corespunde cerintelor standardelor securitdtii si
confidentialitatii informatiei si prefucrarii datelor cu
caracter personal; |

®  asigurd o siguranta sporita in exploatare.

Beneficiar al sistemul este Ministerul Sandtatii, Muncii Am luat cunostintd si asumdm ca primul livrabil va

si Protectiei Sociale. Documentul de Analiza elaborat
de Furnizor va constitui primul livrabil si va fi supus
aprobdrii si acceptadrii de catre MSMPS In comun cu
CNAM si CNAS. Documentul de analizd aprobat de
c8tre MSMPS fn comun cu CNAM si CNAS va fi reperul

| pentru Acceptanta Final3, primand in fata oricdrui alt

document tehnic. Documentul de Analizd va fi
fntocmit de cdtre Furnizor, cu implicarea specialistilor

Beneficiarului.
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constitui Documentul de analizd, si va fi supus aprobarii
si acceptdrii de catre MSMPS in comun cu CNAM si CNAS.
Documentul de analizd aprobat de citre MSMPS in
comun cu CNAM si CNAS va fi reperul pentru Acceptanta
Finald, primand in fata oricdrui alt document tehnic.
Documentul de Analizd va fi intocmit de cdtre Furnizor,
cu implicarea specialistilor Beneficiarului.

Tindnd cont de solicitare de dezvoltare in termeni cat mai
restransi, contam pe o cooperare din partea tuturor
partilor implicate in oferirea si prezentarea informatilor
descrise  exhaustiv pentru  elaborarea
documentului de analizad in termeni cat mai restransi.

necesare




l
|

[ . : . -
Contextul in care Furnizorul va desfasura serviciile

contractate este urmatorul:

Beneficiarul detine dreptul de proprietate asupra
codului aplicatiei. Orice operatiune de modificare a
codului genereazd o noua versiune a aplicatiei
pentru care dezvoltatorul [cel care efectueazd
modificarea] va  oferi  garantie completa.
Beneficiarul si pdstreaza in continuare dreptul de
proprietate asupra aplicatiei. Pentru o intelegere
clara, modificarile functionalitatilor existente sau
noile dezvoltdri ale aplicatiei se fac la cererea
Beneficiarului. Beneficiarul nu intervine asupra
codului aplicatiei, motiv pentru care rdaspunderea
functiondrii corecte a aplicatiei in timpul si dupd
executarea  modificdrilor de cod apartine
dezvoltatorului. Orice modificare asupra aplicatiei
implicd din  partea dezvoltatorului  obligatia
acordarii garantiei pentru Intreg sistemul si nu doar
pe modificarile efectuate.

in acelasi context este important de retinut faptul
ca eventualele incidente, disfunctionalitati sau
alterdri de configuratie care privesc buna
functionare a sistemelor se vor trata exclusiv cu
furnizorul serviciilor si nu cu terte persoane.
Asumarea serviciilor din acest proiect implicd

acordarea garantiei asupra sistemelor implicate.

Beneficiarul isi pdstreaza dreptul de proprietate
asupra aplicatiel indiferent de imbunatatirile aduse
acesteia pe parcursul desfasurdrii contractului.

in baza legislatiei sau a necesitatilor operationale,
Beneficiarul poate solicita Furnizorului modificari,
sau functionalitati noi, iar Furnizorul trebuie sa fie
pregatit in permanenta sa le implementeze rapid,
fard a afecta functionarea normald a sistemuilui.

in baza necesitatilor operationale, Beneficiarul
poate solicita Furnizorului consultantd in forma de
rdspunsuri scrise la intrebdrile cu privire la sistemul
dezvoltat, sau consultantd in formd de prezentari la
oficiul Beneficiarul cu privire la intrebdri specifice
legate de sistemul dezvoltat.

Furnizorul este responsabil pentru eventualele
incidente asupra sistemelor implicate generate pe

12

Asumam  cele expuse In compar_‘cimentui dat.
Deasemenea noi suntem gata sa executdm orce
modificare sau solicitare de la beneficiar, in baza
conditiilor contractuale.



parcursul opera;iﬁiioms@r:ag -de_el, sau fa
recomandarea lul pe durata realizdrii de noi
functionalitati.

Versiunile actualizate si functionale ale sistemului
intra automat in proprietatea Beneficiarului, iar
furnizorul executd operatiunile tehnice asupra
acestora pana la finalizarea contractului si acorda
garantie asupra lor, in forma in care aui fost predate.
Cheltuielile generate de defectiunile aplicatiel in
perioada de garantie vor fi suportate de catre
Furnizor.
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Mod de lucru. Modalitati de interventie

Toate componentele Portalului sunt gdzduite in

Cloud-ul guvernamental (M-Cloud). Accesul la
serverele sistemului se face in mod securizat atat din
interiorul centrului de date cat si din exterior. in
timpul desfasurdrii operatiunilor de intretinere este
important de pdstrat o comunicare corectd intre
echipa Furnizorului si cea a beneficiarului. Expertii
Beneficiarului trebuie s3 inteleagd terminologia
tehnicd specificd sistemelor informatice, nu doar pe
cea specificd aplicatiei. Experientele anterioare ale
beneficiarului au demonstrat ca unele situatii pot fi
tratate doar in conditiile implicdrii echipelor tehnice
de la toate nivelurile sistemului in conditiile de
mentinere permanentd a calitdtii si securitdtii
sistemului.

Buna comunicare intre echipele de suport este
esentiald in procesul de intretinere a sistemului si al
asigurdrii unei bune experiente a utilizatorilor
sistemului. Toate operatiunile de acest fel se
desfdsoard n conditii de securitate cibernetica
maxima3, cu respectarea strictd a legislatiei in vigoare.
Operatiunile de intretinere la nivelul aplicativ si de
platformd software se desfdsoard in mod securizat
prin accesul expertilor din afara centrului de date.
Situatiile mai simple, in special recomandari, pot fi
tratate telefonic, sau prin email. Pot apdrea insd si
situatii cu nivel sporit de complexitate sau risc, In care
este necesara prezenta on-site a echipelor de suport
tehnic si comunicarea intre managerii acestora devine
obligatorie pentru succesul operatiunilor. Pe periocada
contractului vor fi disponibile din partea Furnizorului
urmdtoarele modalitdti de interventie Tn cazul
incidentelor, dar si pentru operatiuni normale de
intretinere:

® [nterventie de la distantd {remote acces],
securizatd. Se wvor respect recomandarile
specialistilor Centrului de Date al Cloud-uluii

guvernamental;

® Interventii tehnice si recomandari telefonice, prin

email, sau prin alte mijloace de comunicatie
electronicd, inclusiv videoconferinta;
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vedere ca aplicatia este rulata pe MCloud ne vom
conforma cu regulile impuse de MCloud.

Toate adresarile vor fi raportate intr-un sistem de
ticketing.




e Interventii on-site, in situatiile In care specialistii
centrului de date guvernamental apreciaza ¢3 este
necesara o astfel de abordare a situatiei.

Cerinte pentru Call Center -

Prin ofertd, furnizorul serviciilor achizitionate de cétre
Beneficiar asuma urmdtoarele conditii minime de
suport tehnic pe aplicatie, la nivelul Call Center-ului:

® Disponibilitate Call Center prin email, telefon
acordat la programul de tucru al beneficiarului;

®  Modalitati de asigurare a suportului; emalil, telefon,
remote acces.

Obligatii solicitate pentru Call Center in cazul unui

incident la nivelul centrului de date:

e  Personalul Call Center -ului va trebui sd dispuna
permanent actualizatd lista specialistilor disponibili
pentru interventie;

e Personalul Call Center-ului trebuie sd8 mentina
legatura cu specialistii (telefonicd, email, sms) pe
parcursul interventiilor astfel Tncat utilizatorii sa
noatd primi informatii corecte privind starea de
functionare a sistemului;

e (Call Center-ul nu va dirija utilizatorii citre echipele
de interventie, ci va actiona ca punct unic de contact
pe toatd durata incidentului pdna la reintrarea
sistemului Tn regim normal de operare.

Timpi de interventie [SLA]

Sistemul este conceput in scopul functionarii corecte

si continue. Interventiile programate si durata
acestora se agreeazd cu fTmpreuna cu beneficiarul in

urma consultdrii  si agredrii  de cdtre toate o
departamentele de suport. Serviciile interne pentru
acest proiect sunt dimensionate pentru asigurarea
unui nivel de disponibilitate la care trebuie sa se
alinieze si serviciile achizitionate prin prezenta
procedura. In situatii de incident Dezvoitatorul va
analiza problema si va informa Beneficiarul. Pentru
situatiile  ce tine de functionarea Portalului
(incidentele ce tin de MCloud nu sunt considerate),
timpii  solicitati pentru operatiunile tehnice sunt
urmatorii:

| Timp de rdspuns 2
‘ ore

(- — —_—— H
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Ne asumdm urmatoarele cerinte legate de Call Center:

Cerinte pentru Call Center

Prin ofertd, furnizorul serviciilor achizitionate de catre
Beneficiar asuma urmatoarele conditii minime de suport
tehnic pe aplicatie, la nivelul Call Center-ului:

® Disponibilitate Call Center prin email, telefon acordat la
programul de lucru al beneficiarului;

e  Modalitdti de asigurare a suportului; email, telefon,
remote acces.

Obligatii solicitate pentru Call Center in cazul unui
incident la nivelul centrului de date:

® Personalul Call Center -ului va contacta personalul
MCloud pentru a informa despre incidente legate de
MCloud.

Asumam timpii de interventie pentru obiectele ce cad sub
incidenta garantiei inclusiv pentru componentele
modificate pentru executarea lucrdrilor in conformitate
cu subiectul contractului.




Timpi de interventie pentru defectiuni
(software) de configurare la nivelul serverelor
sau alterarea configuratiei sistemului in Cloud-ul
guvernamental (M-Cloud) cat si a
componentelor majore ale sistemului.

Timpi de interventie pentru actiuni corective

ore
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Beneficiarul a identificat urmatoarele cerinte
minime privind expertiza pe care trebuie sd o
aibd furnizorul:

1. S3 demonstreze prin  documente
justificative  utilizarea in  proiectele
dezvoltate a serviciului guvernamental de
autentificare si control MPass

2. S& demonstreze prin  documente
justificative  utilizarea  in  proiectele
dezvoltate a serviciului guvernamental de
semnatura electronica MSign

3. S3a demonstreze  prin  documente
justificative  utilizarea Tn  proiectele
dezvoltate a platformei guvernamentale de
interoperabilitate MConnect

4. S& demonstreze documente justificative '

utilizarea Tn proiectele dezvoltate a
platformei guvernamentale de
interoperabilitate MCloud

5. Echipa alocatd trebuie sd dispuna de

experienta solicitatd. Necorespunderea va
duce la descalificarea Furnizorului.
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informatia despre experienta furnizorului este anexata.



Beneficiarul solicitd o echipda de minim 6
‘ persoane care vor participa la dezvoltarea si

implementarea functionalitatilor.

Beneficiarul a identificat urmdatoarele cerinte
minime privind expertiza pe care trebuie sa o
‘ aiba echipa tehnica a furnizorului:

I Expert - Manager de proiect

¢ Minim 5 ani experienta In managementul

| proiectelor in  domeniul  Tehnologii

| Informationale si Comunicatii;

e Experienta in cel putin 3 proiecte de
implementare a unor solutii similare ca
efort si complexitate, in rolul de
manager de proiect pentru toata durata
proiectului;

e Experienta de lucru de cel putin 1 an in
cadrul companiei Ofertantului sau a
grupului din care aceasta face parte;

e Studii Superioare, detinerea unui Certificat
de calificare manager de proiect emis de o
institutie recunoscuta la nivel international
in domeniul managementului proiectelor
{(PMP, PMI-ACP sau PRINCEZ2);

e Cunoasterea limbii romane este
obligatorie.

e Noté: In cazul in care oferta este depusa de

o asociere, managerul de proiect trebuie sa
dispuna de experientd Tn cadrul companiei

lider al asocierii minim 1 an.

il §
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Informatia despre echipa este prezentata ca parte a ofertei cu
respectarea cerintelor




Participarea la implementarea a cel putin
un proiect in domeniul medical/social in R.
Moldova

Specialist infrastructura sistem

Studii superioare TIC finalizate cu diploma
de licenta;

Competente dovedite prin certificare in
managementul serviciilor [T;

Experienta profesionala generald in
domeniul informatic de minim 5 ani;
Experienta dobéanditd prin participarea in
cel putin 3 proiecte la activitati IT complexe
privind infrastructura software si hardware
din cadrul sistemelor informatice

Specialist asigurare a calitatii in domeniul

securitatii

Studii superioare finalizate cu diploma de
licenta in domeniul informatic;

Experienta profesionald generald in
domeniul informatic de minim 5 ani;
Competente privind auditul securitatii
sistemelor informatice, dovedite prin
prezentarea unei certificari in domeniu
emisd de autoritate publica competentd cu
recunoastere generala sau de catre un
organism de drept public sau privat
autorizat.

Competente privind auditarea sistemelor
de management al calitatii, dovedite prin
prezentarea unei certificari in domeniu
emisd de autoritate publicd competentd cu
recunoastere generald sau de catre un
organism de drept public sau privat
autorizat.
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Experienta dobandita prin participarea, in
functia de expert calitate, in cel putin 3
proiecte informatice

Analist dezvoltare sistem informatic

Studii superioare finalizate cu diploma de
licenta;

Experienta profesionald generala in
domeniul informatic de minim 5 ani;
Experienta dobandita prin participarea in
calitate de specialist IT Tn cel putin 3
proiecte de implementare a unui sistem
informatic (se justifica prin documente
semnate de beneficiari ex: recomandari,
cel putin o recomandare)

Experientd Tn participarea a cel putin unul
din proiecte din domeniul medical/social in
R. Moldova.

Dezvoltator

Specialist baze de date

Studii superioare finalizate cu diploma de
licenta in domeniul informatic;

Experienta conform CV de minim 5 ani in
programarea aplicatiilor web si a bazelor
de date cu urmatoarele tehnologii (Java,
Spring React framework, Docker, Nginx,
MySQL)

Experienta conform CV prin participarea in
cel putin 3 proiecte la activitati tehnice
asupra sistemelor informatice.
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e Studii superioare finalizate cu diploma de

licentd in domeniul informatic;

e Experienta conform CV de minim 5 ani in

programarea aplicatiilor web si a bazelor

de date cu urmatoarele tehnologii (lava,

Spring React framework, Docker, Nginx,

MySQL)

s Experienta conform CV prin participarea in

cel putin 3 proiecte la activitati tehnice

asupra sistemelor informatice.

Nota: Ofertantul va prezenta cel putin o
recomandare de la Beneficiari pe care
Autoritatea contractantd o va putea verifica
la necesitate.

Suplimentar obligatoriu:

Pe perioada desfdsurdrii contractului, codul
sursa al aplicatiei va fi supus modificarilor
efectuate de cdtre specialistii furnizorului.
Orice modificare Tn codul sursa are ca efect o
noua versiune a aplicatiei care este supusa
garantiei contractuale a ofertantului in baza
cerintelor minime si obligatorii ale Caietului
de Sarcini.

Furnizorul va plasa periodic, la solicitarea
Beneficiarului si la final codul sursa cu toate
modificarile efectuate in repozitoriul de date
pus la dispozitie de Beneficiar.

in cadrul ofertei tehnice se va include un
capitol in care ofertantul va descrie
procedura de operare si modui in care se va
asigura buna functionare a sistemului in
Cloud-ul guvernamental (M-Cloud), cu
demonstrarea Tintelegerii principiilor de
distribuire a rolurilor personalului de

intretinere si suport, a principiilor care vor
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asigura fiabilitatea sistemului, si va descrie

practicile care au fost aplicate in cadrul
proiecteior  precedente  pe  teritoriul
Republicii Moldova. Dimensiunea capitolului
nu trebuie sa depaseasca 3000 cuvinte.
Pentru o intelegere clard, din acest capitol
trebuie sa reiasd cad ofertantul demonstreaza
intelegerea  rolurilor  Personalului  de
intretinere si suport al sistemului in
conditiile ruldrii acestuia in Cloud-ul
guvernamental.

in cadrul ofertei tehnice se va include un
capitol in care ofertantul va descrie modul de
aplicare a politicilor de securitate necesare
sistemului, si va demonstra intelegerea
necesitatii acestora, cu indicarea referintelor
utilizate, precum si a proiectelor precedente
realizate la nivel national / international.
Dimensiunea capitolului nu trebuie sa
depaseasca 3000 cuvinte. Pentru o
intelegere clara, din acest capitol trebuie s
reiasa ca ofertantul demonstreaza
intelegerea necesitatii aplicdrii politicii de
securitate necesara sistemului.

Beneficiarul puncteaza perioada de garantie
suplimentara a aplicatiei acordata de catre
ofertanti pentru o perioada de 12 luni.
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Toate cerintele din caietul de sarcini sunt minime si
obligatorii, iar nerespectarea sau respectarea partiald
a uneia dintre cerinte va duce automat la declararea
ofertei ca fiind neconformd si, implicit, la
descalificarea ei. Asumarea conditiilor in care se
desfdsoard proiectul si indeplinirea cerintelor tehnice,
de personal sau asupra modului de lucru pentru toate
punctele precizate in capitolele documentatiei sunt
conditii  obligatorii  si  eliminatorii  pentru
conformitatea ofertelor si sunt totodatd termeni
considerati contractuali. Ofertantul va prezenta
Oferta tehnica in care pentru toate cerintele
ofertantii vor raspunde punct cu punct intr-un tabel
cu minim 2 coloane ,Cerinta” ,Rdspuns”. Coloana
rdspuns va contine inclusiv durata de timp in zile
necesare pentru dezvoltarea cerintei. in cazul in care
ofertantul nu prezinta Oferta tehnicad oferta va fi
declaratd ca fiind neconforma si, implicit, la
descalificarea ei.

Criterii de evaluare

Conditil obligatorii ale ofertelor pentru calcularea
punctajului

Pentru calcularea punctajului doar ofertele care
indeplinesc simultan conditiile:

® findeplinesc integral conditiile solicitate privind
experienta ofertantului si pregatirea personalului;

® rdspund corect cerintelor Caietului de Sarcini.

ferteie care nu indeplinesc criteriile de mai sus sunt
declarate neconforme si sunt descalificate. Tabelul de
puncta] aplicat ofertelor selectate astfel are un
punctaj maxim total de 100 de puncte

___1___

Oferta este ntocmita in conformitate cu cerintele

Criteriile de evaluare au fost examinate si sunt respectate in
oferta tehnica
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in scopul intelegerii cat mai corecte a cerintelor
Caietului de Sarcini, Beneficiarul aduce la cunostinta
participantilor la procedura de achizitie detaliiie
tehnice functionale ale sistemelor informatice
operationale asupra cdrora vor fi desfasurate
operatiunile solicitate.

IFurnizorul va avea acces la codurile sursa ale
componentelor detinute de cdtre Beneficiarul siisi va
asuma toate riscurile ce decurg din modificarea
acestora. Furnizorul serviciilor va documenta toate
operatiunile de modificare a sistemului si le va
prezenta Beneficiarului, acordand garantie pe intreg
sisternul de la intrarea in regim de productie a
sistemului.

Aplicarea politicile de securitate necesare sistemului se va face de catre tot personalul
implicat in proiect in conformitate cu legislatia in vigoare. Sistemul prelucreaza date cu
caracter personal si, asupra acestui tip de date, sunt emise acte normative speciale. De
asemenea exista in domeniul informatic reguli de buna practica cat si standarde de
securitate. Detinem o experienta vasta in prelucrarea informatiilor din baze de date de nivel
national si ne sunt cunoscute modalitdtile de aplicare a legislatiei, standardelor si regulilor
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de buna practica. Expertii nostri au participat la proiecte importante in Republica Moldova,
intre cele mai importante proiecte precedente realizate pe teritoriul Republicii Moldova,
enumeram:

@ ,Servicii de creare a sub-sistemului Informational E-Dosar din cadrul Programul
Integrat de Gestionare a Dosarelor (PIGD) si extinderea acestuia cu functionalitéiti

4

noi

»Migrarea Sistemului Informational Automatizat Asistenta Sociala din Republica
Moldova in M-Cloud”

»Sistem Informational Automatizat pentru Asistenta Medicald Spitaliceascd (SIA
AMS) - Sistem informational automatizat de séindtate pentru institutiile medico-
sanitare spitalicesti publice din Republica Moldova, gdzduit in infrastructura de
Cloud guvernamental”

Politica de securitate aferenta tipului de date prelucrate va fi (re)adusa la cunostinta tuturor
persoanelor responsabile de operarea datelor cu caracter personal, Tnaintea acordari
accesului la operarea datelor cu caracter personal. Atat personalul medical cat si cel tehnic
cunosc si se supun normelor de prelucrare a acestor date; totusi in cadrul proiectului vor
exista iteratii pe aceasta tema si se va tine cant de tipul informatiilor in ORICE activitate
care presupune accesul la date.

Bunele practici si standardele de securitate impun ca datele cu caracter personal care fac
obiectul prelucrarii sa fie realizata cu respectarea urmatoarelor principii:

il Conformarea tuturor regulilor, impuse de MCloud, platformei guvernamentale care
va asigura securitatea aplicatiei.

@ Aplicarea bunelor practici pentru a evita "OWASP Top Ten Most Critical Web
Application Vulnerabilities”.

Prelucrarea in mod corect si in conformitate cu prevederile legale.

| Asigurarea colectérii unor date adecvate, pertinente si neexcesive in ceea ce priveste
scopul pentru care sunt colectate si/sau prelucrate ulterior.

Bl Asigurarea colectdrii unor date exacte si, dacd este necesar, actualizate. Datele
inexacte sau incomplete din punct de vedere al scopului pentru care sunt colectate
si ulterior prelucrate se sterg sau se rectifica.

7 Colectarea Tn scopuri determinate, explicite si legitime, iar ulterior nu este admisd
prelucrarea intr-un mod incompatibil cu aceste scopuri.

7 Excluderea accesului neautorizat la datele cu caracter personal existente.

@ Prefntampinarea scurgerii de informatii care contine date cu caracter personal,
transmise prin canalele de legatura prin folosirea metodelor de cifrare a acestei
informatii

25



B Preintampinarea scurgerii de informatii care contin date cu caracter personal sau
defectiunilor in functionarea soft-ului destinat operarii cu date cu caracter personal
este asigurata prin folosirea programelor licentiate, programelor antivirus,
organizdrii sistemului de control al securitatii soft-ului.

B Preintdmpinarea scurgerii de informatii care contin date cu caracter personal, este
asigurata prin auditul intern al sistemelor informationale, care se efectueaza
permanent.

Stabilirea exacta a ordinii de acces la informatia care contine date cu caracter personal
in cadrul sistemelor informationale si de evidentd instituite atat pentru utilizatorii
interni cat si pentru cei externi.

Bl Limitarea accesului personalului la datele cu caracter personal la nivelul minim de
care acestia au nevoie pentru desfasurarea activitatii. Acest lucru se realizeaza prin
mecanismele de securitate ale sistemului.

Necesitatea Intelegerii politicilor de securitate necesare sistemului este o conditie
obligatorie pentru:

1 Respectarea legislatiei;
@ Succesul proiectului si sustenabilitatea acestuia pe termen lung;
B Tncrederea cetitenilor si personalului care prelucreazi datele personale;

Siguranta datelor de importanta nationala.

Referinte utilizate:

@ La 14.12.2010, prin Hotardrea Guvernului nr. 1123, au fost aprobate Cerintele fata de
asigurarea securitatii datelor cu caracter personal la prelucrarea acestora in cadrul
sistemelor informationale de date cu caracter personal, act normativ secundar care
stabileste masurile tehnice si organizatorice necesar a fi implementate de cdtre
detindtorii de date cu caracter personal in vederea asigurarii securitdtii,
confidentialitatii si integritatii datelor cu caracter personal, prelucrate in cadrul
sistemelor informationale de date cu caracter personal si/sau registrelor tinute
manual, In conformitate cu prevederile art. 14 al Legii cu privire la protectia datelor
cu caracter personal.

Legea Nr.133 din 08.07.2011, ce are drept scop asigurarea protectiei drepturilor si
libertatilor fundamentale ale persoanei fizice Tn ceea ce priveste prelucrarea datelor
cu caracter personal, in special a dreptului la inviolabilitatea vietii intime, familiale
si private. O serie de paragrafe ale acestei legi sunt esentiale pentru intelegerea
politicilor de securitate necesare:

Articolul 4. Caracteristica datelor cu caracter personal

(1) Datele cu caracter personal core fac  obiectul  prelucrdrii  trebuie  sd  fie:
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a) prejucrate in mod corect si conform prevederilor legii;
b) colectate in scopuri determinate, explicite si legitime, iar ulterior sd nu fie prelucrate intr-un mod
incompatibil cu aceste scopuri. Prelucrarea ulterioard a datelor cu caracter personal In scopuri statistice, de
cercetare istoricd sau stiintificd nu este consideratd incompatibild cu scopul colectdrii dacd se efectueazd cu
respectarea prevederilor prezentei legi, inclusiv privind notificarea cdtre Centrul National pentru Protectia
Datelor cu Caracter Personal, si cu respectarea garantiilor privind prelucrarea datelor cu caracter personal,
prevdzute de normele ce reglementeazd activitatea statisticd, cercetarea istoricd si cea stiintificd;

¢) adecvate, pertinente si neexcesive in ceea ce priveste scopul pentru care sint colectate si/sau prelucrate
ulterior;

d) exacte si, dacd este necesar, actualizate. Datele inexacte sau incomplete din punctul de vedere al scopului
pentru  care  sint  colectate i ulterior  prelucrate  se  sterg sau  se  rectificd;

e) stocate intr-o formd care sd permitd identificarea subiectilor datelor cu caracter personal pe o perioadad
care nu va depdsi durata necesard atingerii scopurilor pentru care sint colectate si ulterior prelucrate. Stocarea
datelor cu caracter personal pe o perioadd mai mare, in scopuri statistice, de cercetare istoricd sau stiintificd,
se va face cu respectarea garantiilor privind prelucrarea datelor cu caracter personal, previzute de normele
ce reglementeazd aceste domenii, si numai pentru perioada necesard realizdrii acestor scopuri.

(2) Operatorii au obligatio sG respecte si sd asigure implementarea prevederilor alin. (1).
Articolul 5. Prelucrarea datelor cu caracter personal

(1) Prelucrarea datelor cu caracter personal se efectueazd cu consimtdmintul subiectului dotelor cu caracter
personal.

(2} Consimtdmintul privind prelucrarea datelor cu caracter personal poate fi retras in orice moment de cétre
subfiectul datelor cu caracter personal. Retragerea consim{Gmintului nu poate avea efect retroactiv.

(3} In cazul incapacitétii de exercitu sau al capacitdtii de exercitiu limitate o subiectului datelor cu caracter
personal, consimidmintul privind prelucrarea datelor cu caracter personal se acordd, in formd scrisd, de cdtre
reprezentantul lui legal.

(4) In cazul decesului subiectului datelor cu caracter personal, consimtdmintul privind prelucrarea datelor
sale se acordd, in formd scrisd, de catre succesorii acestuia, dacd un astfel de consimtdmint nu a fost dat de

subfectul datelor cu caracter personal in timpul vietii.
(5) Consimtémintul subiectului datelor cu caracter personal nu este cerut in cazurile in care prelucrarea este
necesard pentru:
a) executarea unui contract la care subjectul datelor cu caracter personal este parte sau pentru luarea unor
mdsuri Tnaintea Incheierii contractului, la cerereq acestuia;
b) indeplinirea unei obligatii care i revine operatorului conform legii;

c) protejarea vietii, integritGtii fizice sou o sdndtdtii subiectului datelor cu caracter personal;

d) executarea sarcinilor de interes public sau care rezultd din exercitarea prerogativelor de autoritate
publicd cu care este investit operatorul sau tertul cGruia i sint dezvdluite datele cu caracter personal;
e) realizarea unuf interes legitim al operatorului sou al tertului cdruia Ti sint dezvdluite datele cu caracter
personal, cu conditia ca acest interes sd nu prejudicieze interesele sau drepturile si libertdtile fundamentale

ale subiectului datelor cu caracter personal;
f) scopuri statistice, de cercetare istoricd sau stiintificd, cu conditia ca datele cu caracter personal sé rdmind
anonime pe toatdr durata prelucrdrii.

Articolul 6. Prelucrarea categoriilor speciale de date cu caracter personal
(1) Prelucrarea categoriilor speciale de date cu caracter personal este interzisd, cu exceptia cazurilor in care:
a) subiectul datelor cu caracter personal si-a dat consimtdmintul. Tn cazul incapacitdtii de exercitu sau al
capacitatii de exercitiv limitate a subiectului datelor cu caracter personai, prelucrarea categoriifor speciale de
date cu caracter personal se efectueazd numai cu obtinerea consimtdmintului in formd scrisd al
reprezentantului lui legal;
b) prelucrarea este necesarG pentru indepiinirea cbligatiilor sau drepturilor specifice ale operatorului in
domeniu! dreptului muncii, cu respectarea garantiifor prevdzute de lege si tinindu-se cont de faptul cd o
eventuald dezvdluire cdtre un tert a datelor cu caracter personal prelucrate in acest scop poate fi efectuatd
numai dacd existd o} obligatie legald a operatorului in acest sens;
¢) prelucrarea este necesard pentru protectia vietii, inteqritdtii fizice sau a séndtatii subiectului datelor cu

27



caracter personal ori a altei persoane, in cazul in care subiectul datelor cu caracter personal se afid in
incapacitate fizicd sau juridicd de a-si da consimtdmintul,; {....)

Articolul 7. Prelucrarea  datelor cu character personal privind starea de  sdndtate
(1) Prelucrarea datelor cu caracter personal privind starea de sdndtate se permite, prin derogare de la
prevederile art. 6, in cazul in care:
a) prelucrarea este necesard in scopuri de medicing preventivd, de stobilire a diagnosticelor medicale, de
administrare a unor ingrifiri sau tratamente pentru subiectul datelor cu caracter personal sau de gestionare a
serviciilor de sdndtate care actioneazd In interesul subiectului datelor cu caracter personal;
b} prelucrarea este necesard pentru protectia scndtdtii publice.
(2) Cadrele medicale, institutiile medico-sanitare si personalul medical al acestora pot prelucra date cu
caracter personal privind starea de sdndtate fdrd autorizatia Centrului National pentru Protectia Datelor cu
Caracter Personal numai dacd prelucrarea este necesard pentru protejarea vietii, integrititii fizice sau o
s@ndatdtii subiectlor datelor cu caracter personal. Daca scopurile mentionate se referd la alte persoane sau la
societate in general, iar subiectii datelor cu caracter personal nu si-au dat consimtdmintul in scris si in mod
neechivoc, urmeazd sd fie obtinutd outorizatia  Centrului  In  modul stabilit de lege.
(3) Datele cu caracter personal privind starea de sdndtate pot fi prelucrate in scopurile indicate la alin. (1)
de cdtre sau sub supravegherea unui cadru medical supus secretului profesional ori de cdtre sau sub
supravegherea unei alte persoane supuse unei obligatii echivalente in ceea ce priveste secretul profesional.
(4) Datele cu caracter personal privind starea de sdndtate se colecteazd de la subiectul datelor cu caracter
personal sau atunci cind o astfel de prelucrare este necesard in conformitate cu alin. (1).

{....)

Articolul 9. Prelucrarea  datelor cu caracter personal avind  functie de identificare
Prelucrarea numdrului de identificare de stat (IDNP} al persoanei fizice, a amprentelor digitale sau a altor date
cu caracter personal avind o functie de identificare de aplicabilitate generald poate fi efectuatd in urmdétoarele
conditii:
a) subiectul datelor cu caracter personal si-a dat consimtdmintul;
b) prelucrarea este previzutd in mod expres de legislatie.

{...)

Articolul 11. Stocarea 5i utilizarea datelor cu caracter personal la incheierea operatiunilor de prelucrare
(1) Conditiile si termenele de stocare a datelor cu caracter personal se stabilesc de legislatie tinindu-se cont

de prevederile art. 4 alin. (1) lit. e). La expirarea termenului de stocare, datele cu coracter personal urmeuazd

a fi distruse in modul stabilit de lege.
(2) Datele cu carocter personal din registrele de stat, de la data incetdrii utilizdrii acestora, pot rimine lo
pdstrare primind statutul de document de arhivd.

(3) La incheierea operatiunilor de prelucrare a datelor cu caracter personal, dacd subiectul acestor date nu
si-a dat consimgdmintul pentru o altd destinatie sau pentru o prelucrare ulterioard, acestea vor fi:

a) distruse;
b) transferate unui alt operator, cu conditia ca operatorul initial sd garanteze faptul ci prelucririle
ulterioare au scopuri  similare celor in care 5-0 facut prelucrarea initiald;

¢) transformate in date anonime si stocate exclusiv in scopuri statistice, de cercetare istoricd sou stiintificd.
(4) Dupd decesul subiectului datelor cu caracter personal, datele acestuia se pot utiliza, cu consimtdmintul
succesorifor, in scop de arhivd sau In aite scopuri previzute de lege.

{....)
Articolul  19. Organul de control al prelucrdrilor de date cu caracter personal

(1) Controlul asupra conformitéti prelucrdrii datelor cu caracter personal cu cerintele prezentei legi se
efectueazd de cdtre Centrul National pentru Protectio Datelor cu Caracter Personal (in continuare — Centru),

care actioneazd T conditii de impartialitate si independentd.
(2) Centrul este persoand juridicd, dispune de stampild si de antet cu imaginea Stemei de Stot o Republicii
Moldova. Sediul permanent al Centrului se afld in municipiul Chisindu.
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(3] Regulamentul Centrului, structura si personulul-limitd ale acestuia se aprobd de Parlament.
{4) Bugetul Centrului se aprobd printr-o hotdrire a Parlamentului, dup& examinarea si avizarea lui pozitivé
in  comisia parlamentard de profil.
(5) Pariamentul remite Guvernului bugetul aprobat al Centrului pentru a fi inclus in proiectul legii bugetului
de stat pentru anul urmdtor.

{..)

Articolul 29. Confidentialitatea datelor cu caracter personal
(1) Operatorii si tertii care au acces la datele cu caracter personal sint obligati sd asigure confidentialitatea

acestor date, cu exceptia cazurilor:
a) prelucrarea se referd lo date fdcute publice in mod voluntar si manifest de céitre subiectul datelor cu

caracter personal;

b) datele cucaracter personal au fost depersonalizate.
{2) Orice persoand care actioneazd in numele, pe seama sau in alt mod sub autoritatea operatorului poate
prelucra date cu caracter personal doar pe baza instructiunilor operatorului, cu exceptio cazului in care
actioneazd in temeiul unei obligatii prevazute de lege.
(3) Conducerea Centrului si personalul acestuia sint obligati sd garanteze nedivulgarea secretului
profesional in ceeo ce priveste informatiile confidentiale la care au acces, inclusiv dupd incetarea activitdtii
for.
Articolul 30. Securitatea prelucrdrii datelor cu caracter personal
(1) La prelucrarea datelor cu caracter personal, operatorul este obligat sé ia mdsurile organizatorice si
tehnice necesare pentru protectio datelor cu caracter personal impotriva distrugerii, modificdrii, blocérii,
copierii, rdspindirii, precum si impotriva altor actiuni ilicite, mdsuri menite sd asigure un nivel de securitate
adecvat in ceea ce priveste riscurile prezentate de prelucrare si caracterul datelor prelucrate.
(2) in cazul in care prelucrarea datelor cu caracter personal este efectuatd pe seama si in numele
operatorului, acesta va imputernici o persoand care va asigura respectarea garantiilor referitoare la mdsurile
adecvate de securitate tehnicd §i de organizare privind prelucrarea ce urmeazd sd fie efectuatd.
{3) Prelucrarea datelor cu caracter personal prin persoana imputernicitd de cdtre operator trebuie
reglementatd printr-un  contract sau un alt act juridic care sd asigure in special faptul ca:
a) persoana Imputernicitd  actioneozd numai pe bazo  instructiunilor  operatorului;
b) obligatiile  prevdzute la olin. (1) fi revin si persoanei imputernicite.
(4) Cerintele fotd de asigurarea securitdtii datelor cu caracter personal la prelucrarea acestora in cadrul
sistemelor  informationale  de date  cu  caracter  personal se  stabilesc  de  Guvern.
Articolul 31. Depersonalizarea datelor cu caracter personal
(1) In scopuri statistice, de cercetare istoricd, stiintificd, sociologicd, medicald, de documentare juridicd,
operatorul depersonalizeazd datele cu caracter personal prin retragerea din ele a pdrtii care permite
identificarea persoanei fizice, transformindu-le in date anonime, care nu pot fi asociate cu o persoand
identificatd sau identificabild.
(2} In cazul depersonalizérii, regimul de confidentialitate stabilit pentru datele respective se anuleazd.

Concluzia necesitatii aplicarii politicii de securitate necesar3 sistemului

Tnsdsi existenta sistemului ar fi imposibila in lipsa aplicdrii politicii de securitate. Aplicarea
acestei politici este obligatorie in orice faza a proiectului dar si nu numai, fiind extinsa
chiar si dup3 incetarea oricirei prelucriri de date. intreg personalul care va avea acces la
informatiile din sistem dar si cel managerial sau logistic inteleg necesitatea aplicarea
politicii de securitate. Ca si concluzie generala, sistemul detine informatii care nu pot fi
accesate sau prelucrate decat in conditiile aplicarii politicii de securitate cu referintele
legislative in vigoare si insotite de standardele de securitate dar si de bunele practici din
domeniul informatic.
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ACHIZITII PUBLICE

ACORD ADITIONAL Nr. 1

la contractul Nr. 32/2021 din ”14,, aprilie 2021

Prezentul acord este semnat astazi 06 mai 2021, intre [.P. ,,Serviciul National
Unic pentru Apelurile de Urgenta 1127, in persoana Directorului DI Liviu OBOROC
s1,,S&T MOLD” SRL, in persoana Directorului General DI Evghenii Mosanu, in
scopul modificarii Contractului Nr. 32/2021 din 14" aprilie 2021 (numit in
continuare Contract), semnat Tn urma desfasurarii procedurii de achizitie publica nr.
ocds-b3wdp1-MD-1613457561661-EV-1613459144741 din 16 februarie 2021.

Prezentul acord se incheie ca urmare a deciziei grupului de lucru pentru achizitii nr. 1
din 06 mai 2021.

Orice modificare aplicatd prin prezentul acord este obligatorie pentru fiecare parte din
Contract, celelalte prevederi nemodificate ramanand obligatorii in continuare.
Prin prezentul acord, in Contract se aplica urmatoarele modificari si completari:
- modificarea Planului de facturare pentru luna aprilie — mai, anul 2021, pozitia
9, intitulata Microsoft cu suma de 941 100,00 le1 din Anexa nr. 1.2 la contractul
nr. 32/2021 din 14 aprilie 2021 privind achizitionarea Serviciilor de asistenta
pentru software, mentenanta Sistemului Informational Automatizat al
Serviciului 112 dupa cum urmeaza:
a) se micsoreaza suma totald facturatd 10 898 451, 60 lei1 pentru luna aprilie
2021, cu 941 100,00 lei, ceea ce constituie suma de 9 957 351,60 lei;
b) se majoreaza suma totala facturata 1 116 834,00 pentru luna mai 2021 cu
941 100,00 lei, ceea ce constituie suma de 2 057 934,00 lei.
Mentionam faptul ca, suma totald a contractului nu se modifica.
Planul de facturare modificat (Anexa nr. 1), pentru luna aprilie-mai 2021 se
anexeaza la prezentul Acord.
Mentiune. Suma totald a contractului supra nu se modifica.
Prezentul acord se considera incheiat la data semnarii lui.

{0
e
1 L

PRESTATORUL Digitally signed by &EJS]E(EICIA el
% Date: 2021.05.06 S‘g‘fﬁlﬁﬁﬁifﬁ auto ilr,}""‘g""xd

Reason: MoldSign Signature

Digitally signed by Mosanu Evghenii Location: Moldova

Date: 2021.05.06 12:06:53 EEST
Reason: MoldSign Signature
Location: Moldova

L.S.



Anexa nr. 1 la acordul aditional nr. 1 din 06 mai 2021

Planul de facturare modificat (Anexa nr. 1.2 la contractul nr. 32/2021 din 14 aprile 2021)

Factura Valoare in MDL fara | TVA MDL Total MDL

TVA

Factura 1 (Aprilie 2

021)

Inclusiv:

Suport de la
producator
conform Anexa 1
F4.2:

HPE

656 250,00

131 250,00

787 500,00

CISCO

2 022 850,00

404 570,00

2427 420,00

HCL

159 150,00

31 830,00

190 980,00

VMWare

465 460,00

93 092,00

558 552,00

STULZ

304 850,00

60 970,00

365 820,00

EATON

157 860,00

31 572,00

189 432,00

GENSET

103 380,00

20 676,00

124 056,00

MicroFocus

41 950,00

8 390,00

50 340,00

COORDCOM
PRODUCTION
SYSTEM

1 174 280,00

234 856,00

1 409 136,00

COORDCOM
TRAINING
SYSTEM

699 828,00

139 965,60

839 793,60

ResQOMap
Production

1 043 998,00

208 799,60

1252 797,60

RESOMAP
TRAINING
SYSTEM

537 242,00

107 448,40

644 690,40

Total Suport de la
Producaror

7 367 098,00

1473 419,60

8 840 517,60

Servicii
Profesionale

930 695,00

186 139,00

1 116 834,00

Total, Facturat
Aprilie 2021

8297 793,00

1 659 558,60

9 957 351,60

Factura 2 (Mai 2021)

Inclusiv:

Suport de la
producator
conform Anexa 1
F4.2:

Microsoft

784 250,00

156 850,00

941 100,00




Servicii
Profesionale

930 695,00

186 139,00

1 116 834,00

Total, Facturat
Mai 2021

1714 945,00

342 989,00

2 057 934,00

Factura 3 (Iunie 2021)

Inclusiv:

Servicii
Profesionale

930 695,00

186 139,00

1 116 834,00

Factura 4 (Tulie 202

Inclusiv:

Servicii
Profesionale

930 695,00

186 139,00

1 116 834,00

Factura 5 (August 2021)

Inclusiv:

Servicii
Profesionale

930 695,00

186 139,00

1 116 834,00

Factura 6 (Septemb

rie 2021)

Inclusiv:

Servicii
Profesionale

930 695,00

186 139,00

1 116 834,00

Factura 7 (Octombrie 2021)

Inclusiv:

Servicii
Profesionale

930 695,00

186 139,00

1 116 834,00

Factura 8 (Noiembrie 2021)

Inclusiv:

Servicii
Profesionale

930 695,00

186 139,00

1 116 834,00

Factura 9 (Decembrie 2021)

Inclusiv:

Servicii
Profesionale

930 695,00

186 139,00

1 116 834,00

TOTAL

16 527 603,00

FACTURABIL
2021

19 833 123,60

Prestator Digitally signed by Oboroc Liviu
Date: 2021.05.06 14:50:35 EEST
Reason: MoldSign Signature

Location: Moldova

Digitally signed by Mosanu Evghenii
Date: 2021.05.06 12:07£’§EST
Reason: MoldSign Sign

Location: Moldova




ACHIZITII PUBLICE

CONTRACT Nr. 32/2021

de achizitionare a serviciilor

Cod CPV: 72261000-2

,,14” aprilie 2021

mun. Chisinau
(localitataea)

Prestatorul de bunuri / Prestatorul de servicii

Autoritatea contractanti

»S&T MOLD ” SRL reprezentati prin
Director General, Evghenii Mosanu, care
actioneazi in baza Statutului, denumit(a) in
continuare Prestator

pe de o parte,

L.P. Serviciul National Unic pentru
Apelurile de Urgenti 112 reprezentata prin
Director, D1 Livin OBOROC, care
actioneaza in baza Regulamentului,
denumit(a) in continuare Beneficiar,

pe de alti parte,

ambii denumiti(te) in continuare Pdrfi, au incheiat prezentul Contract referitor la urmitoarele:
a. Achizitionarea Serviciilor de asistenti pentru software, mentenanta SIA, in baza deciziei
grupului de lucru nr. 1 din data de 31.03.2021 si a Planului de achizitii pentru anul 2021.

b.  Urmitoarele documente vor fi considerate parti componente i integrale ale Contractului:
a) specificatia tehnicd, specificatia de Pref, (Anexa nr. 1.1);

b) planul de facturare (Anexa nr.1.2);
¢) oferta tehnicd (Anexa nr. 1.3);
d) - caietul de sarcini (Anexa nr.1.4).

c. Prezentul Contract va predomina asupra tuturor altor documente componente.-in cazul unor
discrepante sau inconsecvente intre documentele componente ale Con/lractulul docgm sntele

vor avea ordinea de prioritate enumerati mai sus.
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d. 1n calitate de contravaloare a platilor care urmeazi a fi efectuate de Beneficiar, Prestatorul se
obligi prin prezenta si livreze Beneficiarului Serviciile, si inlature defectele lor in
conformitate cu prevederile Contractului sub toate aspectele.

e. Beneficiarul se obligd prin prezenta si pliteascd Prestatorului, in calitate de contravaloare a
livrarii serviciilor, precum si a inldturdrii defectelor lor, pretul Contractului sau orice alta suma
care poate deveni platibili conform prevederilor Contractului in termenele §i modalitatea
stabilite de Contract.

1. Obiectul Contractului

1.1. Prestatorul isi asuma obligatia de a livra Serviciile conform Specificatiei tehnice,
oferta tehnic#/specificatia de pret, caietului de sarcini care sunt partea integranti a prezentului
Contract.

1.2. Beneficiarul se obliga, la rindul sdu, sd achite §i sd receptioneze Serviciile.

1.3. Calitatea Serviciilor se atestd prin certificatele de calitate indicate in Specificatie.
Serviciile livrate in baza contractului vor respecta standardele indicate in Specificafie. Cind nu
este mentionat nici un standard sau reglementare aplicabild, se vor respecta standardele sau alte
reglementdri autorizate in fara de origine a produselor.

2. Termeni si conditii de livrare si prestare

2.1. Livrarea Serviciilor se efectueazi de catre Prestator incepand cu data semndrii
contractului.
2.2. Documentatia de insotire a Serviciilor livrate include:
a) factura fiscala,
b) act predare-primire.
2.3. Originalele documentelor prevazute in punctul 2.2 se vor prezenta Beneficiarului cel
tarziu la momentul liveidrii serviciilor la destinatia finald. Livrarea produselor se considerd
incheiatd in momentul in care sint prezentate documentele de mai sus.

3. Pretul si conditii de plata

3.1. Pretul Serviciilor conform prezentului Contract este stabilit in lei moldovenesti, fiind
indicat Specificatia prezentului Contract.

3.2, Suma totald a prezentului Contract, inclusiv TVA, se stabileste in lei moldovenesti i
constituie: 19 833 123,60 lei MDL (nouiisprezece milioane, opt sute treizeci si trei de mii lei,
60 bani ).

3.3. Achitarea plitilor pentru Serviciile livrate se va efectua in lei moldovenesti.

3.4. Metoda si conditiile de platd de citre Beneficiar vor fi efectuate prin prezentarea
facturii fiscale si actului de predare-primire, in decurs de 30 zile lucritoare de la data primirii
acestora conform planului de facturare.

3.5. In cazul aparitiei unor imprejuriri, independente de vointa partilor, care vor determina
necesitatea modificarii termenelor de livrare/prestare a Bunurilor si/sau Serviciilor, acestea vor
putea fi modificate prin incheierea unui acord aditional la prezentul Contract. In scop de
clarificare, lipsa alocarilor bugetare sau insuficienta acestora care ar face imposibild plata de catre
Cumpiritor/Beneficiar a Bunurilor si/sau Serviciilor care urmeaza a fi livrate / prestate conform
planului de facturare, in conditiile prezentului Contract, constituie imprejurdri care pot determina
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modificarea termenelor de achitare a Serviciilor de citre Beneficiar, Cumparatorul/Beneficiar are
obligatia de a informa in scris pe Prestatorul despre insuficienta /lipsa alocatiilor bugetare, in
termen de 14 zile lucritoare.

3.6. Platile se vor efectua prin transfer bancar pe contul Prestatorului indicat in prezentul
Contract.

4. Conditii de predare-primire

4.1. Serviciile se considers predate de catre Prestator si receptionate de citre Beneficar
daci:

a)  cantitatea Serviciilor corespunde informatiei indicate in Lista serviciilor si
documentele de insotire conform punctului 2.2 al prezentului Contract;

b)  calitatea Serviciilor corespunde informatiei indicate in Specificatie tehnica, oferta
tehnica/specificatia de pret, caietul de sarcini.

4.2. Prestatorul este obligat s prezinte Beneficiarului un exemplar original al facturii
fiscale odatd cu livrarea Serviciilor, pentru efectuarea platii. Pentru nerespectarea de citre
Prestator a prezentei clauze, Beneficiarul isi rezervi dreptul de a majora termenul de achitare
prevazut in punctul 3.4 corespunzitor numarului de zile de intirziere si de a fi exonerat de achitarea
penalitatii stabilite in punctul 9.5.

5. Standarde

5.1. Produsele furnizate in baza contractului vor respecta standardele prezentate de citre
Prestator in propunerea sa tehnica.

5.2. Cénd nu este mentionat nici un standard sau reglementare aplicabila se vor respecta
standardele sau alte reglementiri autorizate in tara de origine a produselor.

6. Obligatiile partilor

6.1. Inbaza prezentului Contract, Prestatorul se obligi:

a)  sdlivreze Serviciile in conditiile previzute de prezentul Contract;

b)  sd anunte Beneficiarul dupi semnarea prezentului Contract, in decurs de 5 zile
calendaristice, prin telefon/fax sau telegram autorizat, despre disponibilitatea livrarii Serviciilor;

¢) sd asigure conditiile corespunzitoare pentru receptionarea Serviciilor de citre
Beneficiar, in termenele stabilite, in corespundere cu cerintele prezentului Contract;

d) si asigure integritatea si calitatea Serviciilor pe toata perioada de péana la
receptionarea lor de citre Beneficiar.

€)  saasigure servicii de tip call center 24 din 24 prin care sé asigure suportul tehnic

necesar;

f) sd asigure depanarea problemelor ce duc la nefunctionarea sistemului sau a unei
componente al lui;

g) sd asigure suportul metodologic personalului ingineresc al autorititii contractante in
realizarea sarcinilor in conformitate cu posibilititile functionale ale sistemului;

h) s actualizeze documentatia sistem (daci este cazul);

1) si furnizeze solutii temporare(workaround) pe problemele depistate;/ s

j) sé furnizeze corectii pentru problemele depistate; '

k) in comun cu personalul ingineresc al Serviciului national unic pentr

112 sa aplice corectiile pe Sistemul Informational Automatizat al serviciului
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m) sd furnizeze componente hardware la schimbul celor defecte pentru echipamentele
incluse in contractul de suport;

n) sd efectueze deservirea periodicd a echipamentelor si utilajelor ce prevad aceste
proceduri in documentatia de exploatare;

0) sd verifice backup-urile bazei de date;

p) sd efectueze verificari periodice ale sistemului.

q) sd execute obligatiile conform caietului de sarcini §i ofertei tehnice care sunt partea
integranta a contractului.

6.2. In baza prezentului Contract, Beneficiarul se obliga:

a) sd Intreprinda toate masurile necesare pentru asigurarea receptiondrii in termenul
stabilit a Serviciilor livrate In corespundere cu cerintele prezentului Contract;

b)  sdasigure achitarea Serviciilor livrate, respectdnd modalitétile si termenele indicate in
prezentul Contract.

7. Rezolutiunea

7.1. Rezolutiunea Contractului se poate realiza cu acordul comun al Pirtilor.

7.2. Contractul poate fi rezolutionat in mod unilateral de céatre:

a)  Beneficiarul in caz de refuz al Prestatorului de a livra Serviciile previzute in prezentul
Contract;

b)  Beneficiarul in caz de nerespectare de citre Prestator a termenelor de livrare;

c¢) Prestator in caz de nerespectare de cétre Beneficiar a termenelor de plati a Serviciilor;

d)  Prestator sau Beneficiar In caz de nesatisfacere de cétre una dintre Pirti a pretentiilor
inaintate conform prezentului Contract.

7.3. Partea inifiatoare a rezolutiunii Contractului este obligati sd comunice in termen de 5
zile lucratoare celeilalte Parti despre intentiile ei printr-o scrisoare motivata.

7.4. Partea ingtiinfat3 este obligata sd raspunda in decurs de 5 zile lucritoare de la primirea
notificarii. in cazul in care litigiul nu este solutionat in termenele stabilite, partea initiatoare va
initia rezolutiunea.

8. Reclamatii

8.1. Reclamatiile privind cantitatea Serviciilor livrate sint inaintate Prestatorului la
momentul receptiona‘iri'i' lor, fiind confirmate printr-un act intocmit in comun cu reprezentantul
Prestatorului.

8.2. Pretentiile privind calitatea serviciilor sint inaintate Prestatorului in termen de 10 zile
lucratoare de la depistarea deficientelor de calitate.

8.3. Prestatorul este obligat sd examineze pretentiile inaintate in termen de 5 zile lucratoare
de la data primirii acestora si sd comunice Beneficiarului despre decizia luaté.

8.4. In caz de recunoastere a pretentiilor, Prestatorul este obligat, in termen de 14 zile, si
livreze suplimentar Beneficiarului cantitatea nelivratd de servicii, iar in caz de constatare a calitatii
necorespunzitoare — si le substituie sau si le corecteze In conformitate cu cerintele Contractului.

8.5. Prestatorul poarti rispundere pentru calitatea Serviciilor in limitele stabilite, inclusiv
pentru viciile ascunse.

8.6. In cazul devierii de la calitatea confirmati prin certificatul de calitate intocmit de
organizatia independentd neutrd sau autorizati in acest sens, cheltuielile pentru stationare sau
intirziere sint suportate de partea vinovata.

lr 9. Sanctiuni
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9.1. Prestatorul va acorda Beneficiarului garantie de buni executie 0 suma in cuantum de
5% din pretul contractului, care va fi prezentatd in forma de garantie bancard la semnarea
contractului, ce constituie suma de 991 656,18 MDL (noui sute nouizeci i unu mii sase sute
cinzeci si sase lei 18 bani).

9.2 Pentru refuzul de a presta Serviciile previzute in prezentul Contract, se va retine
garanfia de bund executare a contractului, in cazul in care ea a fost constituiti in
conformitate cu prevedrile punctului 9.1., in caz contrar Prestatorul suportd o penalitate in valoare
de 5% din suma totald a contractului.

9.3 Pentru livrarea cu intirziere a Serviciilor, Prestatorul poartd raspundere materiali in
valoare de 0,1% din suma Serviciilor nelivrate, pentru fiecare zi de intirziere, dar nu mai mult de
5 % din suma totala a prezentului Contract.

9.4 Pentru realizarea indicatorilor SLA se stabileste reducerea de tarif din suma serviciilor
pentru perioada de calcul conform cap. V, tabelului nr. 3 din caietul de sarcini (Anexa nr. 1.4),
care este partea integranta a contractului.

9.5 Pentru achitarea cu intrziere, Beneficiarul poarti raspundere materiala in valoare de
0,1% din suma Serviciilor neachitate, pentru fiecare zi de intirziere, dar nu mai mult de 5% din
suma totald a prezentului contract.

9.6 Beneficarul se obligi sa restitie Prestatorului garantie de buni executie in termen de
30 de zile lucratoare dupa expirarea termenului de valabilitate a contractului.

10. Drepturi de proprietate intelectuali

10.1 Prestatorul are obligatia si despagubeasci achizitorul impotriva oriciror:

a) reclamatii i actiuni in justifie, ce rezultd din inciilcarea unor drepturi de
proprietate intelectuald (brevete, nume, mirci inregistrate etc.), legate de echipamentele,
materialele, instalatiile sau utilajele folosite pentru sau in legaturi cu produsele achizitionate, si

b) daune-interese, costuri, taxe si cheltuieli de orice naturi, aferente.

11. Dispozitii finale

11.1. Litigiile ce ar putea rezulta din prezentul Contract vor fi solutionate de citre Pérti pe
cale amiabild. In caz contrar, ele vor fi transmise spre_examinare in instanfa de judecatd
competenti conform legislatiei Republicii Moldova.

11.2.De la data semnirii prezentului Contract, toate negocierile purtate si documentele
perfectate anterior isi pierd valabilitatea.

11.3. Partile contractante au dreptul, pe durata indeplinirii contractului, si convini asupra
modificérii clauzelor contractului, prin act aditional, numai in cazul aparitiei unor circumstante
care lezeazd interesele comerciale legitime ale acestora i care nu au putut fi previzute la data
Incheierii contractului. Modificirile i completirile la prezentul Contract sant valabile numai in
cazul in care au fost perfectate in scris si au fost semnate de ambele Parti.

11.4. Nici una dintre Parti nu are dreptul s transmiti obligatiile si drepturile sale stipulate
in prezentul Contract unor terte persoane fird acordul in scris al celeilalte parti. Prezentul Contract
este intocmit in doud exemplare in limba de stat a Republicii Moldova, cite un exemplar pentru
Prestator si Beneficiar. P

11.5. Prezentul Contract se considerd incheiat la data semndrii, ﬂinq._:.ﬁﬁlﬁbil pﬁi;;z‘il‘\'?@:ﬁl
decembrie 2021, iar in partea obligatiilor de plati ale Beneficiarului — pan 1 laéxecutareadepling
a acestora. i L%




11.6. Prezentul Contract reprezinta acordul de vointa al ambelor pirti si este semnat astazi,
,,14” aprilie 2021.

11.7. Pentru confirmarea celor mentionate mai sus, Partile au semnat prezentul Contract in
conformitate cu legislatia Republicii Moldova, la data si anul indicate mai sus.

12. Datele juridice, postale si bancare ale Partilor

Prestatorul Autoritatea contractanti/Beneficiar
Adresa: Mun. Chisiniu, str. Calea lesilor 8 Adresa: Mun. Chisinau, str. s. Bécioi, str.
dacia 58/C. Tel 079470290

IBAN: MD8OML000000022519094028 IBAN: MD20TRPCCC518430A0185 8AA

BC Moldindconbank S.A. Ministerul Finantelor- Trezoreria de Stat
suc. Centru, Chisinau

cod TVA: 0501007

Codul bincii: MOLDMD2X309 Codul biincii: TREZMD2X
Cod fiscal: 1002600033173 Cod fiscal: 1016600011534

13. Semniturile partilor

Prestatorul Autoritatea contractanta/Beneﬁclar

ira autorizatd: Semnétura dutonzalar '%_




Anexa nr. 1.1 la contractul nr. 32/2021 din 14 aprilie 2021

Specificatia tehnica

Specificarea
Tara tehnica
Denumirea Modelul de deplini Specificarea tehnici Standarde
Cod CPV . .. arti- . . | Producatorul solicitati de deplinii propusi de de
serviciilor . origi- - - .
colului ne citre ciitre ofertant referinta
autoritatea
contractanti
1 2 3 4 5 6 7 8
Lotul 1
Conform
Asocierea dintre Caietului
Achizitionarea "S&T Mold ngcini
. . SRL” s1 ,,S&T Conform .
72261000- | Serviciilor de | IT Services” Anexei din DEseHeeq
2 asistenta pentru N/A MD | . completa N/A
SRL si Anuntul de o
software, J b 1 . o gasiti in
mentenanti SIA subcontractoru participare Anexa nr
| declarat 11aF 4 1
ERICSSON Oferta
Tehnica
Specificatia de pret
Denumirea Unitat C? Pret unitar Pret unitar _ Termenul
Cod . . eade | nti- : Suma fari Suma .
CPV bunurilor si/sau a misur | tate (fird TVA), (cu TVA), TVA cu TVA de livrare/
serviciilor i a MDL MDL prestare
1 2 3 4 5 6 7 8 9
Lotul 1
Achizitionarea Din data
72261 Serviciilor de semnarii
000-2 asistenta pentru Buc. 1 16,527,603.00 | 19,833,123.60 | 16,527,603.00 | 19,833,123.60 | contractului
software, pini la ‘
mentenanti STA 31.12.2021
TOTAL, MDL 16,527,603.00 | 19,833,123.60 |
\ Prestator Beneficiar
L.S
& PUSCT Ry,
B *“%;\
'k_) \
I r]r
.q\x =%
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Anexa nr. 1.2 la contractul nr. 32/2021 din 14 aprilie 2021

Planul de facturare

Factura Valoare in MDL fara | TVA MDL Total MDL
TVA

Factura 1 (Aprilie 2021)

Inclusiv:

Suport de la

producator

conform Anexa 1

F4.2:

HPE 656 250,00 131 250,00 787 500,00

CISCO 2 022 850,00 404 570,00 2 427 420,00

HCL 159 150,00 31 830,00 190 980,00

VMWare 465 460,00 93 092,00 558 552,00

STULZ 304 850,00 60 970,00 365 820,00

EATON 157 860,00 31 572,00 189 432,00

GENSET 103 380,00 20 676,00 124 056,00

MicroFocus 41 950,00 8 390,00 50 340,00

Microsoft 784 250,00 156 850,00 941 100,00

COORDCOM 1 174 280,00 234 856,00 1409 136,00

PRODUCTION

SYSTEM

COORDCOM 699 828,00 139 965,60 839 793,60

TRAINING

SYSTEM

ResQMap 1 043 998,00 208 799,60 1252 797,60

Production

RESQMAP 537 242,00 107 448,40 644 690,40

TRAINING

SYSTEM

Total Suport de la 8 151 348,00 1 630 269,60 9 781 617,60

Producaror

Servicii 930 695,00 186 139,00 1116 834,00

Profesionale

Total, Facturat 9 082 043,00 1 816 408,60 10 898 451,60

Aprilie 2024

Factura 2 (Mai 2021)

Inclusiv: ‘

AY
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Servicii 930 695,00 186 139,00 1116 834,00
Profesionale

Factura 3 (Iunie 2021)
Inclusiv:

Servicii 930 695,00 186 139,00 1116 834,00
Profesionale

Factura 4 (Tulie 2021)
Inclusiv:

Servicii 930 695,00 186 139,00 1116 834,00
Profesionale

Factura 5 (August 2021)
Inclusiv:

Servicii 930 695,00 186 139,00 1 116 834,00
Profesionale

Factura 6 (Septembrie 2021)
Inclusiv:

Servicii 930 695,00 186 139,00 1116 834,00
Profesionale

Factura 7 (Octombrie 2021)
Inclusiv:
Servicii 930 695,00 186 139,00 1116 834,00
Profesionale
Factura 8 (Noiembrie 2021)
Inclusiv:
Servicii 930 695,00 186 139,00 1116 834,00
Profesionale
Factura 9 (Decembrie 2021)
Inclusiv:
Servicii 930 695,00 186 139,00 1116 834,00
Profesionale
TOTAL 16 527 603,00
FACTURABIL 19 833 123,60
2021

o PPAL T
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Anexa nr. 1.3 la contractul nr. 32/2021 din 14 aprilie 2021

Oferta Tehnica

Servicii de de asistentd pentru software, mentenanta SIA112

t"'z“ Serviciul National Unic
&4') Pentru Apelurile de Urgenta 112

10



General

Project SVCMAINT-112-2021
Contract N/A

Deliverable name Oferta Tehnica

Code deliverable N/A

Client

Serviciul National Unic Pentru Apelurile de Urgent 112

Provider

S&T Mold, S&T IT Services, Ericsson
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1. Introducere

Serviciul 112 al Republicii Moldova are o misiunea critica de a asigura in mod unitar,
profesionist, apdrarea vietii si sdnatitii populatiei pe intreg teritoriul Republicii Moldova.

Asigurarea executirii obiectivelor propuse nu este realizabila fara sustinerea unei infrastructuri
informatice tehnico-aplicative moderne. Buna functionare a acestei infrastructuri necesita servicii de
mentenant3, suport si asistenta tehnica adecvate, si care pot fi prestate doar de experti initiati in
tehnologiile utilizate.

Echipa noastra isi propune ca scop indeplinirea cerintelor inaintate si pune la dispozitia
Serviciului 112 servicii bazate pe ultimele tehnologii avansate, cu experienta bogatd in implementarea
si mentinerea centrelor de date de mare performanta si a sistemelor aplicative complexe. Compania
dispune de specialisti calificati cu experientd mare in proiectare, implementare si gestionare a
sistemelor informationale sofisticate.

Echipa noastra a dat dovada de mai multe ori de capacitatea de a livra cu succes solutii
complexe aliniate cerintelor beneficiarului si dispune de resursele necesare, inclusiv umane, suficiente
pentru executarea serviciilor solicitate.

1.1 Descrierea companiilor

PROFIL S&T MOLD

Despre companie

S&T in Moldova a fost infiintata Tn anul 1995 ca reprezentanta companiei austriece S&T System Integration &
Technology Distribution AG. Grupul intruneste circa 3,900 de angajati in birouri si departamente operationale din
peste 25 de tari. S&T este inclus in indicele TecDAX al companiilor de tehnologie la Bursa de Valori din Frankfurt.
S&T este unul dintre furnizori principali de sisteme, solutii si servicii IT in Europa Centrala si Europa de Est. in anul
2016 S&T a devenit furnizorul principal al tehnologiilor Industry 4.0 si Internet-of-Things.

Astazi, S&T Mold este un furnizor-lider de solutii si servicii IT pe piata tehnologiilor informationale din Republica
Moldova, care face parte din grupul international de companii S&T.

Experienta de multi ani si portofoliul echilibrat de produse permite companiei sa ofere cele mai bune solutii in
domeniul IT intreprinderilor financiare, de telecomunicatii si din sectorul public, precum si companiilor industriale
si retelelor de retail.

CERTIFICARI
=  HEWLETT-PACKARD ENTERPRISE, parteneriat din 1995, actual
HPE Platinum Partner 2020
o HPE Partner Ready Services Delivery Certificate
o Aruba Silver Partner
=  HEWLETT-PACKARD INCORPORATED, actual Gold Partner 2020
o HPInc. Partner First Gold Status
o HP Inc. Partner First Service Delivery Certificate
= ORACLE, parteneriat din 1997, actual Platinum Partner
=  MICROSOFT, parteneriat din 2008, actual Silver Partner
= CISCO, parteneriat din 1999, actual Gold Partner
= Micro Focus, Gold Partner
= Vmware Solution Provider Professional
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Compania S&T Mold, incepind cu anul 1995, detine un Centru Autorizat de Deservire Tehnicd Hewlett-
Packard cu specialisti certificati ce oferd un nivel inalt de deservire a echipamentului.

Avantajul competitional al S&T Moldova se datoreazi:

» Personalului calificat si bun cunoscator al produselor mai multor furnizori si combinatjiei eficiente de
competente;

» Portofoliului vast de produse de marca, unele dintre ele distribuite in exclusivitate de S&T;

» Capabilitatilor sale financiare bune;

» Experientei in gestionarea proiectelor complexe;

» Capacitatii dovedite de a minimaliza riscurile tehnice, operationale si financiare in proiecte complexe;

» Prezentei locale puternice.

Clientii S&T Mold beneficiazi de suport extins in domeniile strategiilor IT, proceselor si sistemelor IT.
Suportul include servicii de consultanti, dezvoltare si implementare, precum si implementarea si
operarea de solutii IT particularizate i procese adaptate cerintelor clientilor.

Solutiile si serviciile S&T adaugs valoare si asiguri clientilor recuperarea rapida a investitiei.

PROFIL S&T IT Services

Activitatea de baza a companiei “S&T IT SERVICES” SRL este prestarea unei game largi de
servicii in domeniul IT, in mare parte prin asistenta acordata clientilor pentru dezvoltarea,
modernizarea si suportul aplicatiilor / platformelor si infrastructurilor sale IT.

Intreprinderea “S&T IT SERVICES” SRL utilizeaz in activitatea sa cele mai noi tehnologii in
domeniile de solutii aplicative de nivelul intreprinderii, centre de date, -automatizare, telecomunicatii si
transport de date. Experienta angajatilor companiei permite prestarea serviciilor de cea mai inalta
calitate i aliniate la bunele practici internationale.

“S&T IT SERVICES” SRL este partenerul preferat pentru asa companii renumite ca: Hewlett
Packard Enterprise, Hewlett-Packard, IBM, Microsoft, Oracle, Cisco, Huawei, APC, Eaton, Symantec,
VmWare, Strategy Object SOClass s.a.

Echipa “S&T IT SERVICES” SRL include doar specialisti de cea mai inalts calificare cu
experienta vastd de integrare si suport a sistemelor informatice complexe.

Echipa “S&T IT SERVICES” SRL ofer servicii de suport pe tot teritoriul Republicii Moldova.
“S&T IT SERVICES” SRL ofers urmitoarele tipuri de servicii:

1. Elaborarea si implementarea solutiilor IT complexe: livrarea echipamentelor de la furnizori
globali, instalarea si punerea in functiune, instalarea si configurarea sistemelor operationale,
ajustarea sistemelor la necesitdtile clientului, integrarea sistemelor complexe inclusiv
documentarea integrarii in structura IT existents.

2. Elaborarea si implementarea proiectelor de infrastructurs si retele: implementarea
proiectelor de design pentru retele corporative bazate pe tehnologii ca fibra optics, cu
certificarea lor ulterioara bazaté pe standarde internationale.

3. Livrarea de hardware si software de la cei mai mari producitori globali

4. Servicii de consultanta si externalizare furnizate de specialisti proféi's_i'ﬁr;:{gti ai companiei

¥,
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5. ERP solutii la cheie: analiza, customizarea si implementarea sistemelor ERP de la Microsoft

(AX, NAV) si Dynamics CRM
6. Sisteme de Securitate Informationale: livrarea solutiilor complexe de hardware si software

de la multipli furnizori

7. Automatizarea proceselor de business si workflows

8. Solutii de telefonie: telefonie digitald, voce analog, si solutii de telefonie 1P

PARTENERIATE STRATEGICE
Furnizori, hardware:

Huawei Authorized Reseller
HPE Platinum Partner,

IBM Premier Partner,
Oracle Gold Partner,

Cisco Partner,

APC,

Eaton

Furnizor, software:

Microsoft Business Solutions (ERP & CRM)
Microsoft Gold Volume Licensing,

IBM Premier Partner,

Oracle Gold Partner,

SO Class

EXPERIENTA PROFESIONALA

“S&T IT SERVICES” SRL are o experienti solidd in livrarea si mentenanta proiectelor

complexe la cheie:

Echipamente si Servicii pentru Modernizarea Sistemului Informatic al Serviciului Vamal al
Republicii Moldova — 5300 utilizatori

Echipamente hardware si servicii asociate pentru implementarea Infrastructurii IT pentru
Sistemul Informational Automatizat al Asistentei Socialei (SAAIS) in Republica Moldova — 2000
utilizatori

Reteaua de Comunicatii Fixe si Mobile pentru Politia de Frontiera: Faza 2 Horesti — Otaci

Dezvoltarea si Impiementarea solutiei de Billing Convergent pentru Moldtelecom SA
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* Infrastructura IT si de Comunicatii pentru Sistemul Informational de Management al Situatiilor
Exceptionale si de Urgentd al Serviciul Protectiei Civile si Situatjii Exceptionale al Ministerului din
cadrul Ministerului de Interne al Republicii Moldova

* Implementarea sistemului ERP Microsoft Dynamics AX.

* Livrarea si implementarea echipamentelor pentru reteaua LTE/LTE-A pentru Moldtelecom SA

MANAGEMENT OPERATIONAL
* Serviciile de suport acopera peste 1800 locatii din toatd Republica Moldova

* Numar cu apel gratuit 0-800 disponibil 24/24 pentru clientii nostri

® Restaurare garantata si acoperire cu servicii extinse SLA atat in Chisindu cit si in teritoriu

PRINCIPALA PIATA DE DESFACERE
Principala piat de afaceri a companiei este Republica Moldova

Profil ERICSSON AB

Ericsson este unul dintre cei mai importanti furnizori de tehnologie a informatiei si comunicatii (TIC)
pentru furnizorii de servicii. Activim intreaga valoare a conectivititii prin crearea de tehnologii si
servicii ,,de schimbare a jocului”, care sunt usor de utilizat, adoptat si amplificat, ceea ce permite
clientilor nostri si aiba succes Intr-o lume complet conectata.

Portofoliul nostru complet cuprinde retele, servicii-digitale, servicii administrate si afaceri emergente;
alimentat de platforme 5G si IoT.

Retele - dezvoltam, livrim si gestiondm retele de telecomunicatii prin furnizarea de hardware, software
si servicii pentru a permite valorificarea totali a conectivitatii. De la 5G si [oT la virtualizare, sustinem
transformarea digitald pentru urmatoarea generatie de servicii mobile.

Servicii digitale — Digitalizarea este un puternic factor de schimbare, transformand toate aspectele
afacerii. Ajutdm furnizorii de servicii si accepte aceasti schimbare cu gestionarea si operatiunile retelei
(OSS), venitul si gestionarea clientilor (BSS), serviciile de comunicatii, retele de baza si virtualizarea
functiilor de retea (NFV), infrastructura, dezvoltarea si intretinerea aplicatiilor (ADM).

Servicii gestionate — Cu serviciile gestionate, credm valoare reals si diferentiere de afaceri, adoptand o
abordare integrati care acoperd toate aspectele afacerilor clientilor nostri. Prin gestionarea si
optimizarea retelelor de telecomunicatii si a operatiunilor IT cu procese extrem de industrializate si un
model de livrare cu adevirat global, imbunatitim capacitatea operatorilor de a indeplini - si a depasi -
asteptirile consumatorilor.

Afaceri emergente — Accelerdm afaceri noi si durabile dincolo de Ericsson core business traditional.
Tehnologii precum 5G, inteligent3 artificiald, automatizare, VR / AR si edge computing deschid noi
oportunitéti vaste pentru clienfii, partenerii si compania noastrd. Compania noastra vizeazi piete cu
crestere ridicatd, unde tehnologia noastri este relevant, de ex. Industria 4.0-si productie inteligents,
conectivitate IoT, vehicule conectate, securitate si ,,edge computing”. !ﬂdvatra 'esteeﬁge%g noastra, iar
Ericsson ONE este locul in care ideile noi, schimbétoare de jocuri, sugt @duse la viata.b \\
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Suntem un lider mondial in mediul in schimbare rapida a tehnologiei comunicatiilor - prin
furnizarea de hardware, software si servicii care s permitd punerea in valoare, completa, a
conectivitafii.

Fondati: 1876

Companie-mamé: Telefonaktiebolaget LM Ericsson (publ)

Numarul de inregistrare al companiei: 556016-0680

Sediul global: Stockholm, Suedia

Presedinte si CEO: Borje Ekholm

Presedinte al consiliului de administratie: Ronnie Leten

Fapte financiare

Listat: Nasdaq Stockholm si pe NASDAQ in New York

Numirul de angajati din intreaga lume

Asia de Sud-Est, Oceania si India: 24.559

Asia de Nord-Est: 13.783

America de Nord: 9.643

Europa si America Latina: 47135 *

Orientul Mijlociu i Africa: 4.297

In total 99.417

2. Abordare

“S&T MOLD” SRL va pune la dispozitia Serviciului 112 un web portal cu interfata pentru
inregistrarea deficientilor, consultarilor si solicitérilor care fac scopul acestei achizitii:=—-

e Depanarea incidentelor ce duc la disfunctionalitatea sistemului sau -degradarea

»

performantelor.

e Oferirea de solutii temporare pentru problemele ce necesitda mai mult timp pentru
solutionarea lor.

e Aplicarea actualizarilor de corectii a componentelor SIA112.

e Asigurarea bazei pieselor de schimb pentru componentele infrastructurii fizice al
centrului de date: server, router/switch, firewall, storage, sistem de climatizare,
alimentare cu energie electrica (UPS) si generator disel.

e Executarea lucrdrilor de intretinere periodicd a echipamentelor de climatizare,
alimentare cu energie electrica (UPS) si generator disel.

In acelasi timp, toate solicitarile de asistenta de urgenta vor fi dublate prin apel telefonic de
catre Beneficiar la numerele de contact puse la dispozitie pentru astfel de cazuri.

Serviciul 112 va avea imputernicirea de inregistrare si raportare a problemei/solicitérii pe web
portal. Serviciul 112 va inregistra problema/solicitarea prin completarea Cererii de cétre persoanele
responsabile. Toate interpelérile Beneficiarului vor fi inregistrate doar prin sistemul de ticketing.

Beneficiarul va inregistra ticket, prin intocmirea Cererilor, in urmétoarele scopuri:
e pentru solutionarea defectelor;

e pentru solicitarea modificarilor functionalitatilor sau configuratiilor existente;
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® pentru solicitarea informatiei si consultantei in vederea solutionarii defectelor legate de
utilizarea sistemului sau privind modificarile realizate;
® pentru solicitarea analizei unei solicitéri de modificare;

* pentrusolicitarea realizarii anumitor activitati si actiuni ce sunt in responsabilitatea “S&T

MOLD” SRL sau alte actiuni/activitati in conformitate cu contractul.

Serviciul 112 va avea imputernicirea de raportare a oricirui comentariu §i observari in timpul
tratérii problemei. Aceasti raportare va rimane in istoricul problemei.

Serviciul 112 va raporta un caz per problema inregistrata. Multiple cazuri raportate in aceeasi
problema inregistratad complicd monitorizarea si posibil si complice solutionarea reusiti a problemelor
raportate.

Serviciul 112 va avea imputernicirea sa vadi istoria problemei si sd vada toate actiunile si
activitatile ce se efectueazi pentru aceasta problema.

Serviciul 112 va avea imputernicirea si vadi toate problemele inregistrate pe web portal
impreuna cu statutul lor.
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3. Servicii de suport tehnic — cerintele beneficiarului

Tabel 1. Respectarea cerintelor beneficiarului

Descrierea cerintei Raspuns
Da, pentru toti clientii
nostri, inclusiv pentru
Serviciul 112 este
1 Ofertantul trebuie sa asigure servicii de tip call center 24 din 24 | disponibil serviciul "Hot-
prin care si asigure suportul tehnic necesar. line" 24 din 24 fara zile de
odihna sau sarbatori
nationale, vezi descrierea
serviciilor de support
Importul de date in SIA112 din registrele mentionate in tabelul Da, la S(.)hc1ta‘rea
.. ’ s Beneficiarului se va
2 | 6. Executarea acestor sarcini se vor face la comanda autoritatii .
’ efectua importul de date
contractante; . . .
din registrele mentionate
3 Sa asigure depanarea problemelor ce duc la nefunctionarea Da, vezi descrierea
sistemului sau a unei componente al lui; serviciilor de support
Sa asigure suportul metodologic personalului ingineresc al . .
2. N ; e . . Da, vezi descrierea
4 | autoritdtii contractante in realizarea sarcinilor in conformitate cu | =%
oy s s . . . serviciilor de support
posibilititile functionale ale sistemului; - ..
: . - . Da, vezi descri
5 Sé actualizeze documentatia sistem (dacé este cazul). 2 YC:%I cascricrea
serviciilor de support
6 Sa furnizeze solutii temporare(workaround) pe problemele Da, vezi descrierea
depistate; serviciilor de support
7 Sa furnizeze corectii pentru problemele depistate; Da, vea descrierea
’ serviciilor de support
Da, vezi descrierea
5 . . N iciilor d
In comun cu personalul ingineresc al SNUAU112 s3 aplice servicitior de support,
8 . pentru aceste activitatl se
corectiile pe SIA112; .. L
va solicita accesul logic si
fizic la STIA112
9 Sa furnizeze componente hardware la schimbul celor defecte Da, vezi descrierea
pentru echipamentele incluse in contractul de suport; serviciilor de support
Da, de comun acord se va
stabili un grafic de
deservire periodica in
10 Sa efectueze deservirea periodica a echipamentelor si utilajelor | conformitate cu
ce prevad aceste proceduri in documentatia de exploatare; recomandarile
producatorului
echipamentului sau
utilajelor
. . . i Da, verificarea
11 | Sa verifice backup-urile bazei de date; subsistemului de backup
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va fi inclus in lista de
activitati periodice

Da, da de comun acord se
va alcatui o lista de
verificari periodice a

12 | Sé efectueze verificari periodice ale sistemului; sistemului conform
bunelor practici si
recomandarilor
producatorilor

Sa puné la dispozitia autorititii contractante a unui sistem de Da. vezi descrierea
13 | gestionare a Ticketelor pe disfunctionalititile depistate cu >
urmétoarele cerinte: serviciilor de support
Da, platforma utilizata de
. . noi si oferita
13. latforma ; ..
3.1 | platforma web cu responsive design; beneficiarilor este o
aplicatie moderna web
sd dispuni de modulele Service Management(SM), Problem ﬁa’riﬁz?hml%?iﬁ%ﬁata
13.2 | Management(PM) si Knowledge Base(KB), conform practicilor p . ’
ITIL: modulele respective sunt
’ incluse.
inregistrarea solicitarilor de suport si alocarea unui identificator S
. L e . - e Da, aceste facilitati sunt
unic fiecdrei solicitiri cu posibilitatea de a deschide solicitiri J o e
13.3 . . Lo N . deja disponibile in
prin intermediul e-mail si si se trimiti automat notificare cu latforma
identificatorul creat; P
. . o . . . . Da, aceasta facilitate
autoritatea contractantd si poatd gestiona singuri conturile
13.4 . : .. poate fi acordata }a
utilizatorilor proprii; .. - .
solicitarea beneficiarului
sa fie grupuri de utilizatori cu distribuirea notificarilor prin e- Dg, ac‘este faqlllt? fLsiat
13.5 . . . . . deja disponibile in
mail de actualizare a Ticketelor cétre aceste grupuri;
platforma
Da, platforma permite
posibilitatea de definire si de incadrare a solicitérilor in definirea unui numar
13.6 | categorii: defect, eroare, solicitare de informatii, cerere de practic nelimitat de
schimbare si altele la necesitate; categorii si stari a unei
solicitari
posibilitatea de Inregistrare a datelor de identificare e
solicitantului de asistent3 - include atribuirea incidentului unei
persoane care raporteazi in aplicatia software (inginerul de
suport), persoana care solutioneazi incidentul (de la orice
13.7 nivel), persoana care a raportat un incident. Toate datele Da, aceasta facilitate este
" | prezente aici includ atét date personale, cét si date de contact, prevazuta in platforma
activitate curenti etc., aceasta aplicatie puténd fi personalizata
sd primeascd detalii diferite pentru aceste puncte de reper in
mod diferit si definit in totalitate de cétre un administrator de
aplicatie; _
posibilitatea de tnregistrare a descrierii problemei si de atasare a | Da, platforrna permite
unor documente suplimentare. Aplicatia software si permitd -~ arasarea wlcarul tip de
13.8 D p -

atagarea oricéror tipuri de fisiere (doc, xIs, jpg, avi, xml etc )/ s
precum si postarea a unor capturi de ecran din aplicatii; / ‘
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afisarea este asigurata de
browser-ul utilizatorului
sau aplicatie dedicata

posibilitatea de alocare a unui criteriu de urgentd. Aplicatia
software sa permité clasificarea incidentelor in functie de tipul

Da, aplicatia permite
alocarea criteriului de
urgenta prin mai multe
metode, inclusiv prin
utilizind cuvinte cheie in

13.9 e N o . solicitarea, indicare
stabilit, putdnd s emitd notificéri pe mail privind alocarea 1 lad ;
incidentelor citre persoanele implicate in incident; manuala, escalacare ete.,

la fel pot fi configurate si
notificarile pentru
persoanele implicate in
incident sau superiori

13.10 aplicatia software sa permitd de asemenea si gruparea pe Da, aceasta facilitate este

’ module a incidentelor; prevazuta in platforma
posibilitatea de gestionare a informatiilor despre personalul de
suport caruia i se pot aloca spre rezolvare incidentele. Aplicatia
13.11 software contine implicit toate datele de contact si deci Da, aceasta facilitate este
' persoanele, care pot fi considerate alocabile sau care pot aloca prevazuta in platforma
un incident, Aceste date pot fi folosite in mod facil in cazul unui
audit;
Da, data, timpul si
13.12 inregistrarea automati a datei §i a orei primirii unei solicitdri de | modalitatea de raportare

asistentd;

se inregistreaz automat in
platforma

posibilitatea de definire a criteriilor de calitate si

Da, aceasta facilitate este

13.13 | performanta(SLA) pentru rezolvarea diferitelor categorii de .

solicitéri de asistentd; prevazuta in platforma

posibilitatea de atentionare automatd in momentul depésirii unor Da. aceasta facilitate este
13.14 | praguri temporale de rezolvare a diferitelor categorii de ’ .

solicitari de asistents; prevazuta in platforma

posibilitatea de definire a unor fluxuri de evolutie a solicitérilor Da. aceasta facilitate este
13.15 | de suport, in cazul in care ele trec prin mai multe nivele de ’ 0 platf

competentd pand in momentul finalizérii; prevazuia in piatiorma
13.16 | posibilitatea de escaladare a cererilor de suport; Da, aceasta ik

prevazuta in platforma

posibilitatea de inregistrare a datelor de contact pentru Da. aceasta facilitate este
13.17 | responsabilii pentru activitatile de suport de nivel 1, 2 5i 3 ’ ta in platf

pentru diferitele componente ale sistemului informatic; prevazita in platiorma

sa permitd in orice moment accesul la baza de date a Da. aceasta facilitate este

personalului autorizat al sistemului pentru verificarea modului ’ .

de tratare a incidentelor si pentru rularea de rapoarte de prevazuta in platforma,
13.18 rapoartele pot fi generate

performanti a serviciului de suport. Accesul se va face numai
pentru citire i nu va fi conditionat in niciun fel de cétre
operatorii sau administratorii serviciului.

atat automat cat si la
cerere
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sistemul trebuie sa duca evidenta tuturor comunicirilor pe

Da, aceasta facilitate este

13.19 | Ticket(solicitare)/problemd, schimbare de status si si le prezinte .
. - ’ prevazuta in platforma
in raportul corespunzitor.
Ticketul trebuie si aibd urmatoarele status-uri:
a) Open — Ticketul este deschis; .
<. . . Da, platform permite
b) Solved — este prezentatd/implementati o solutie. In momentul . . .
. . . ! . definirea si redefinirea
dat timpul pentru solutionarea Ticketului este oprit; . ..
y . . status-urile la solicitarea
13.20 | ¢) Closed — este pus de cétre autoritatea contractanti la . . .
. .os - - beneficiarului, respectiv
acceptarea/confirmarea solutiei. In caz ci solutia nu este .
« . . . cu actualizarea modulelor
acceptatd Ticketul se intoarce in starea open si timpul de
. . L. . de raportare
solufionare se contorizeazi, iar termenul de aflare anterioara in
statusul Solved se include in timpul de solutionare;
13.21 in baza unui Ticket se va crea o problemi noud sau poate fi Da, aceasta facilitate este
) asociat la una cunoscuta. prevazuta in platforma
problema trebuie s dispund de o solutie temporari care la Da, toate §olut111e ofe‘nte
13.22 | ©, » R pot actualiza modului de
randul sdu este in modulul Knowledge Base.
Knowledge Base
indicatorii de performanti a problemelor sunt:
a) Numdrul de probleme inregistrate;
13.23 b) Procentul de probleme cu root cause identificati; Da, aceasta facilitate este
’ ¢) Procentul de probleme cu root cause identificat si cu prevazuta in platforma
workaround;
d) Numdrul total de incidente asociate la problema;
Da, modului-Knowledge
Knowledge Base si contind-manuale, tuteriale si alte documente | Base va fi-actualizat cu
1324 | .0 % . . , ’ . )
utile in mentenanta sistemului; - - =~ 1o toata informatia
disponbila’
pos1b111tatezi de a inregistra TQ (Technical Qu?ry - Intrebéri de Da, aceasta facilitate este
13.25 | consultare) in modul de consultare, cu referinti la Knowledge .
prevazuta in platforma
Base;
13.26 modul de céutare a tichetelor/problemelor dupa: data, tema, Da, aceasta facilitate este
) continut; prevazuta in platforma
posibilitatea de definire a unor rapoarte personalizate folosind
criterii cum ar fi: tipul de incident, nivelul de urgenta, timpul de
rezolvare, persoana $i locatia de unde a fost semnalat un -
.. ’ L. Da, aceasta facilitate este
13.27 | incident, modulul sau problema care a cauzat incidentul, revazuta in platforma
numérul de incidente, numérul de probleme, numairul de tichete P P
asociate la problema, etc. si exportul rezultatelor intr-un format
Excel. -
Dashboard, ce sa afiseze grafice si rapoarte de stare curenti al
Ticketelor/Problemelor deschise, de genul:
a) Numdrul de Tickete deschise, solutionate si inchise pentru .
. ; ’ Da, aceasta facilitate este
13.28 | perioada de raportare;

b) Numairul de Probleme identificate, fird root cause identificat,
cu root cause identificat;

prevazuta in platforma

¢) Grafice cu SLA-ul obtinut pentru o perioads de raportargs -
PSR
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4. Serviciul de tratare a incidentelor

Obiectivul serviciului de tratare a incidentelor consté in restabilirea la Operarea normald a
serviciului/functionalitatilor cit mai curdnd posibil si minimizarea impactului asupra operatiilor de
business ale Serviciului 112.

Cand este inregistrata si raportat Incidentui, “S&T MOLD” SRL va asigna un inginer.

Inginerul asignat valideaza, analizeaza si diagnosticheazi incidentul.

Scopul inginerului asignat este restabilirea la Operarea normald a serviciului. Aceasta poate fi
atins posibil printr-o metoda de ocolire.

Odati ce a fost obtinuti restabilirea, aceasta se noteaza in istoria incidentului.

Investigatia si progresul lucrului pentru Solutia Finald a incidentului se raporteazi pe web portal

hitp://servicedesk.bass.md/. “S&T MOLD” SRL si Serviciul 112 au abilitatea de actualizare a istoriei
incidentului cu comentarii i observatii. Actiunile Intreprinse in timpul solutiondrii incidentului de
asemenea se raporteaza, astfel incét istoria sa ofere o intelegere ampld a incidentului si a modului de
solutionare a acestuia.
Odati ce a fost oferitd solutia final3, ea se noteaz si raporteaza in istoria incidentului.
La solutia finald trebuie sa fie evidentd in ticket urmétoarea informatie:
- Descrierea

- Cauza aparitiei;
- Schimbdrile si/sau ce a fost facut pentru obtinerea solutiei finale.
- Componentul(-ele) software care a fost actualizat;
- Recomandarile/instructiunile/procedurile producatorului
- Procedura de monitorizare.
In cazul in care inginerul numit, dupi o analizi rezonabild nu poate oferi Restabilirea sau

Metoda de ocolire necesara, atunci ticketul se escaladeazi la urmétorul nivel al organizatiei “S&T
MOLD” SRL.

Escaladarea va urma:
- Manager de suport

- Serviciul de Support al Producatorului

Escaladarea incidentului la Nivelul Managerului de suport va fi raportat pe web portal. La
escaladarea incidentului la Nivelul Managerului de suport trebuie si fie evidentd in ticket urmétoarea
informatie.

- Descrierea incidentului, cum a fost investigatéd de inginerul de suport;

- Cauza probabili a aparitiei, daci exista;
- Rezultatul asteptat, sau scopul interventiei Managerului de suport;

Odati ce a fost obtinuti restabilirea, aceasta se noteaza in istoria incidentului si ticketul este
inchis cu succes
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In cazul in care raspunsul/solutia nu este acceptat, 0 noua analiza a tichetului va fi efectuata si
un raspuns actualizat va fi furnizat. Tichetul va fi apoi inchis.

In cazul in care nici raspunsul/solutia actualizat nu va fi acceptat, problema va fi tratata in afara
procesului descris, in timpul sedintelor de evaluare a serviciului de support.

In cazul in care solutia definitiva este acceptata, tichetul va fi inchis

Daca raspunsul tichetului nu este nici acceptat si nici rejectat timp de 5 zile lucratoare, tichetul
se va considera inchis automat.

4.1 Clasificarea incidentelor

Incidentele sunt clasificate in patru nivele diferite de Gravitate in dependenti de impactul pe
care il au asupra SIA112.

Gravitate 1 - Critici
Incidentul va fi definit ca nivel de gravitate 1 cind produce o situatie de avarie in care cand
sistemul nu executd sarcinile de bazi dupa cum urmeazi:
e Functia de primire a apelurilor

¢ Functia de inregistrare a convorbirilor

¢ Functia de formare a fisei de caz, inregistrare a cazului si transmiterea cazului citre SSU

Aceastd categorie include orice defect considerabil (sau alta nefunctionare considerabili a
SIA112 conform Specificatiilor salé) care poate fi‘demonstrat si cauzeazi inopérabilitate, operarea
necorespunzatoare sau produce rezultate con51derab11 diferite de cele descrise 1 in documentatia care
previn sau serios difers de functionarea apllcatulor sau functiilor majore ale aplicatiitor.

Gravitate 2 - Major
Incidentul va fi definit ca nivel de gravitate 2 cAnd sistemul nu executi functiile secundare a
sistemului ce permit de a optimiza activitatea operatorilor si a dispecerilor dupa cum urmeaz:
e Sistemul geospatial.

¢ Functia de completare cu date ANI

e Functia de localizare la apelurilor dupé CelllD sau AML

Gravitate 3 - Minor

Incidentul va fi definit ca gravitate 3 cind ea produce situatie inconvenabila in care incidentul
nu se incadreazi n nici unul din cele enumerate anterior, dar existd unele erori sau a fost o comutare de
pe un server/sistem pe altul fara a afecta functiile de baza sau auxiliare.

Incidentul cu gravitatea 3 este cauzat cénd au loc intrerupeti in operirile normale, care
influenteaz minim abilitatea 112 de desfisurare a activitatilor, si poate functiona prin ocolire.

Gravitate 4 - Neimportanta

Incidentul va fi definit ca gravitate 4 cind cand inseamn3 o cerere de imbunétitire generali.
Impactul asupra inconvenientei operatiunilor Serviciului 112 cu impacte ne gli ;a’ﬁ}le La fel in aceasta
categorie se vor include problemele legate de medii de training, estare altele ,,rimpﬁre”
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4.2 Solutionarea la distanti

Inginerul “S&T MOLD” SRL, conform aprobérii preliminare a Serviciului 112 referitor la
asigurarea din partea Serviciului 112 a accesului la distant3, va efectua diagnosticare la distan{d, cand
asistenta la telefon si descrierea si registrele oferite in ticket sunt insuficiente sau total nereusite pentru
identificarea si izolarea incidentului in privinta unei parti concrete SIA112.

Lipsa de acces la distanti, din motive atribuibile Serviciului 112, submina abilitatea “S&T
MOLD” SRL de garantare a solutionarii conform valorilor de timp stabilite. Timpul scurs intre cererea
pentru acces la distantd si oferirea efectiva a accesului la distanté va fi scdzut din timpul de tratare a
incidentului.

4.3 Termenii de remediere

Pentru serviciul de suport si anume: suport tehnic functional, managementul accesului si
restaurarea serviciului, “S&T MOLD” SRL va trata incidentele conform termenilor de timp de mai jos:

Tabel 2. Termeni de remediere

Timpul furnizare solutie

Acoperire Tlmpul‘ e temporara sau definitiva, daca Eaapu] sol.u.tlonaru
reactie B 3R definitive
este tehnic posibil
1h sau un alt interval de timp-in-
. functie de rolul componentei. .. .
Grav1'tz'1te I 24X7 10 minute /serviciilor afectate 1rr)1 functipnarea 2 zile
(Critic) sistemului, dar cat mai repede™
posibil
4h sau un alt interval de timp in
. functie de rolul componentei
Grav11fate 2 24X7 30 minute /serviciilor afectate in functionarea 4 saptamini
(Major) sistemului, dar cat mai repede
| posibil
48h sau un alt interval de timp in
Gravitate 3 4 orein zile | functie derolul componentei .
. 8X5 /serviciilor afectate in functionarea 4 luni
(Minor) lucratoare sistemului, dar cat mai repede
posibil
GI.‘aVItate 4 8X5 4 oreinzile 48h daca este aplicabil Cel mai bun efort
neimportant) lucratoare

Incidentele Critice si Majore vor fi dublate printr-un apel telefonic la echipa de suport S&T
MOLD.

Toate valorile de timp vor fi in conformitate cu cele inregistrate pe web portal scdzénd toate
valorile de timp cand progresul se afld in controlul Serviciului 112.

Timpii de reactie / remediere / solutionare nu sunt aplicabili pentru incidentele care au fost
provocate de functionarerea necorespunzatoare a sistemelor externe cu care interactioneaza sau
schimba date produsele CoordCom Production System si ResqMap Production System.

Pentru toate incidentele, timpii de reactie / remediere /solutionare incep sa fie contorizati, daca
sunt indeplinite urmatoarele conditii:

e functionalitatile sistemelor externe au fost restabilite
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e conectivitatea cu sistemele externe a fost restabilita
e sistemele externe furnizeaza date de intrare in sistemul 112, conform parametrilor
stabiliti astfel incat acestea sa poata fi procesate de produsele CoordCom Production

System si ResqgMap Production System

5. Solutiile Temporare (workaround)

Dac3 incidentul raportat din careva motive nu poate fi solutionat in termenii indicati, S&T IT
Services va pune la dispozitie o solutie temporara (workaround)

6. Baza pieselor de schimb pentru componentele infrastructurii fizice

Echipa S&T MOLD va mentine un stoc/rezerva a pieselor critice de schimb pentru
componentele importante a infrastructurii fizice. Lista acestor piese va fi agreati in comun de ambele
parti. Echipa de mentenanti va efectua mentenanta si deservirea echipamentului conform
recomanddrilor producétorului.

In cazul fesii din functiunii a unui echipament, dupa identificarea problemei, unitatea defectd va
fi inlocuité cu o unitate de schimb din stocul de rezervi sau din stocul producitorului conform
procedurii lui de schimb.

Echipa S&T MOLD va asigura repararea/inlocuire piesei.

7. Lucrari de intretinere periodica

Echipa S&T MOLD va efectua lucréri de intrtinere periodica a sistemului, back-upurilor bazei,
echipamentelor si utilajelor conform cerintelor Caietului de Sarcini, dar si a celor stabilite de
producdtor necesare pentru buna functionare, descrise in manualele tehnice a echipamentelor.

Toate lucrérile aferente activitatilor de intretinere (de exemplu: sigilare si desigilarea panourilor
de distributie cu energie electrica, etc) vor fi efectuate di citre S&T MOLD din contul siu.

8. Exceptii

Actualizarile software nu fac obiectul acestei oferte.
Actualizarile software disponibile conform ciclului de dezvoltare, pentru produsele incluse in
prezenta oferta, pot fi oferite doar pe baza unei oferte comerciale separata, neinclusa in prezenta oferta.

S
P e N
Pentru urmatoarele produse software: oS ”v%\ls.
7S L

e CoordCom Training System

1 ‘__ﬂm_!,_,.f‘




¢ ResgMap Training System
asistenta de urgenta va fi disponibila limitat, in functie de disponibilitate, doar in timpul programului
normal de lucru.
Cele doua produse software nu contin functionalitati sau servicii care sa afecteze accesul populatiei la
serviciile de urgenta, in conditiile specificate in Caietul de Sarcini.
Indisponibilatea unei functionalitati sau a unui serviciu din cele doua produse nu va afecta accesul
populatiei la serviciile de urgenta.
Scopul celor doua produse este pregatirea personalului SIA112, testarea configuratiilor, si a scenariilor
de lucru pentru aplicarea in sistemul de productie.

In cazul in care, cele doua produse vor fi reconfigurate astfel incat sa preia functiile sistemului
de productie, asistenta de urgenta va fi disponibila in conditiile specificate in prezenta oferta.
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9. Indicatorii de performanta

“S&T MOLD” SRL se aliniaza la indicatorii de performanta propusi de autoritatea contractanta:

Tabel 3. Indicatorii de performanta

Indicator Obiectiv Descriere

Disponibilitatea sistemului este raportul dintre
IDisponibilitatea 99.999% timpul total de functionare cu executarea
sistemului(Ds) ’ sarcinilor de bazi a sistemului la timpul total
de observatie.

. Este raportul de incidente la care s-a
Rata de reactie la o . . .. . .
. 90% reactionat in termenii agreati la numérul total
incident(Rr) T
de incidente

Este raportul dintre numérul de incidente ce a
90% fost oferitd o solutie in timpul agreat la
numadrul total de incidente.

Rata de solutionare a
incidentelor(Rs)

Respectiv se vor genera rapoarte lunare care vor umari indeplinirea-indicatorilor de
performanta. -

Termenii si indicatorii care definesc Nivelele de Deservire (SLA):

Cerere de suport — este solicitarea asistentei tehnice sau raportarea unui incident prin metodele
definite in metodele de comunicare definite citre serviciul ,,hot-line”

Timp de reactie — indicatorul care defineste timpul maxim de confirmare a cererii de suport. Pentru
mdsurarea acestui indicator se vor folosi datele din sistemul de inregistrare a
cererilor de suport.

Ex.: Incidentul a fost raportat la orele 4:00, organizatia de suport confirmd
receptionarea cererii de suport pind la orele 5:00 prin metodele de comunicare
definite si in dependentd de tipul incidentului incepe procedura de depanare, in
acest caz timpul de reactie este de 1 ora

Timp de solutionare— este indicatorul care defineste timpul minim pentru prezentarea unui scenariu de
remediere a incidentului. Se va face o diferentiere intre timpul de reactie din
cauza ci depanarea unui subsistem poate necesita prezenta la sediul
beneficiarului sau in centrul de date.

Ex.: Incidentul a fost raportat la orele 4:00, timp de o ora a fost confirmatd
receptionarea cererii de suport, specialistii se deplaseazd la locul incidentului.
Timpul de incepere a procedurii de depanare §i prezentaq. .gpeczalwtzlor la locul
incidentului este 8:00, in acest caz timpul de sczfu;ronare e.st' ore.




Acoperire — este indicatorul care defineste disponibilitatea specialistilor furnizorului de servicii pentru
solutionarea incidentelor.
Ex.: Specialistii furnizorului de servicii sunt disponibili pentru receptionarea si
solutionarea cererilor de suport de Luni pina Vineri in timpul orelor de lucru
8:00-18:00, in acest caz acoperirea este Lun-Vin 8X5. In cazul cind se solicita
disponibilitatea specialistilor in regim de 24 de ore pe zi, inclusiv zilele de
sdarbatori nationale acoperirea este 24X7

La fel se accepta si penalitatile pentru neindeplinirea indicatorilor de performanta:
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Tabel 4. Penalitati

Indicator Obiectiv Penalitate
>99,999% 0%
99,99% -99,999% 1%
Disponibilitatea sistemului(Pds)
99.95% - 99.99% 2%
<99.95% 3%
>90% 0%
Rata de reactie la incident(Prr) 80% - 90% 1%
<80% 2%
> 90% 0%
Rata de solutionare a o o o
incidentelor(Prs) 80% - 90% 1%
<80% 2%

10. Organizarea si asigurarea suportului ,hot-line”

Pentru comunicarea cu furnizorul de servicii si inregistrarea céferilor de suport in contractul de
deservire vor fi indicate:

e numdrul unic de telefon si fax a serviciului ,,hot-line”

e lista de persoane responsabile pe tip de incident si telefoane de contact

 adresa de posti electronicd unicd pentru cererile de suport si/sau interfata la sistemul
automatizat de Inregistrarea a cererilor de suport ,,service desk”

» lista persoanelor pentru escaladarea incidentelor

e lista de contacte pentru adresarile directe la producatori

Timp de reactie

Din momentul cand a fost comunicata cererea de suport, Executorul va incepe activitatea de
depanare a cauzei incidentului conform SLA, cu exceptia cazului in care Beneficiarul va fixa alt timp
de interventie.

Limba de comunicare
Limba de comunicare cu serviciul ,.hot-line” poate fi la alegerea Beneficiarului — limba de stat,

rusa, sau engleza.

Sistem de gestiune a cererilor de suport




Pentru monitorizarea on-line a incidentelor raportate se va utiliza sistemul Service Desk pus la
dispozitie de S&T Mold.
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11. Rapoarte de activitate

“S&T IT Mold” SRL va prezenta raport de activitate lunar pentru ticketele solutionate in
decursul perioadei, care va include progresul de solutionare pentru fiecare problema.

“S&T Mold” SRL, la solicitarea Serviciului 112, poate prezenta un plan siptiménal de
activitate pentru problemele planificate a fi solutionate tinind cont de prioritatea fiecarei probleme
raportate.

In conformitate cu legislatia in vigoare a Republicii Moldova, pe l4ngi rapoartele lunare de
activitate, “S&T Mold” SRL va emite si un Act(e) pentru servicii prestate si factura fiscala
corespunzator.
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Tabel 5. Echipamente

719064-B21

HPE ProLiant DL380 Gen9 8SFF Configure-to-order Server 4
719064-B21 HP ProLiant DL380 Gen9 8SFF Europe-Multilingual Localization Conf 4
817937-L21 :;I:ZE DL380 Gen9 Intel Xeon E5-2640v4 (2.4GHz_10-core_25MB_90W) 4
805347-B21 HP 8GB (1x8GB) Single Rank x8 DDR4-2400 CAS-17-17-17 Registered M 8
805347-B21 HP 8GB (1x8GB) Single Rank x8 DDR4-2400 CAS-17-17-17 Registered F 8
872374-B21 HPE 400GB SAS 12G Mixed Use SFF (2.5in) SC 3yr Wty Digitally Sign 8
822555-B21 FACTORY INTEGRATED 8
749974-B21 HP Smart Array P440ar_2GB FBWC 12Gb 2-ports Int FIO SAS Controlle 4
779799-B21 HPE Ethernet 10Gb 2-port 546FLR-SFP+ Adapter 4
779799-B21 HP Ethernet 10Gb 2-port 546FLR-SFP+ Adapter 4
745823-B21 HP Trusted Platform Module 2.0 Kit 4
745823-B21 HP Trusted Platform Module 2.0 FIO Kit 4
733660-B21 HP 2U Small Form Factor Easy Install Rail Kit 4
733660-B21 HP 2U Small Form Factor Easy Install Rail Kit B
720478-B21 HPE 500W Flex Slot Platinum Hot Plug Power Supply Kit G
720478-B21 HPE 500W Flex Slot Platinum Hot Plug Power Supply Kit To=
339778-B21 HP RAID 1 Drive 1 FIO Setting 4
755997-A41 Microsoft Windows Server 2012 R2 Standard FIO Not Pre-installed E 4
EGUS9ABE HPE iLO Advanced including 1yr 24x7 Technical Support and Updates 4
EGUS9ABE HP iLO Advanced including 1yr 24x7 Technical Support and Updates 4
H7J32A3 HPE 3Y Foundation Care NBD SVC 1
H7J32A3 HP iLO AdvPack NonBL SW Support 4
H7J32A3 HP ProLiant DL380 Gen9 Support 4
HA113A1 HPE Installation SVC 1
HA113A1 HPE 300 Series Installation Service 4
JG081C HPE FlexNetwork X240 10G SFP+ to SFP+ 5m Direct Attach Copper Cab 8

OORDCO o or de urgen i
PROD 0

C.FAL1260021 CoordCom Customer Commercial 6.5 Basic 1
C.FAL1047161/1 CoordCom Customer Commercial Call Taking 38
C.FAL1240814 CoordCom Customer Commercial Detailed Call Information Capture 38
C.FAL10471771 CoordCom Customer Commercial Basic Mobile Location 38
C.FAL1260020 CoordCom Customer Commercial Advanced Mobile Location 38
C.FAL1260000 CoordCom Customer Commercial eCall 38
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C.FAL1047163/1 CoordCom Customer Commercial Basic Dispatch Management 40
C.FAL1047179/2 CoordCom Customer Commercial Advanced Resource Management 40
C.FAL1260002 CoordCom Customer Commercial Case Playback 10
C.FAL1240034/1 CoordCom Customer Commercial Staff Member Management 500
C.FAL1047164/1 CoordCom Customer Commercial Automatic Alarm 38
E:AL10471 66/1 CoordCom Customer Commercial Business Administration 8
C.FAL1047167/1 CoordCom Customer Commercial Integrated Voice 78
C.FAL1047169/2 CoordCom Customer Commercial Voice Recording 78
C.FAL1047170/2 CoordCom Customer Commercial Voice Response 38
C.FAL1047173/2 CoordCom Customer Commercial AVLS Positioning 800
C.FAL1240494/1 CoordCom Customer Commercial Mass Alert Enabled Contacts 200
C.FAL1240813 CoordCom Customer Commercial Omni-Data Exchange Service (ODES) 600
C.FAL1047184/1 CoordCom Customer Commercial Redundant System Location 1
C.FAL1240495/1 CoordCom Customer Commercial Case Collaboration Management 78
C.FAL1047180/1 CoordCom Customer Commercial Traffic Monitor 6
C.FAL1047171/1 CoordCom Customer Commercial Map Manager 1
C.FAL1047174/1 CoordCom Customer Commercial ISUP Interface 1
C.FAL1047183/1 CoordCom Customer Commercial High Availability Package 2 1
DORDCO g or de urg
5/C.FAL1260021 CoordCom Customer Test lab 6.5 Basic 1
5/C.FAL1047161/1 | CoordCom Customer Test Lab Call Taking 30
5/C.FAL1240814 CoordCom Customer Test Lab Detailed Call Information Capture 30
5/C.FAL1047177/1 | CoordCom Customer Test Lab Basic Mobile Location 30
5/C.FAL1260020 CoordCom Customer Test Lab Advanced Mobile Location 30
5/C.FAL1260000 CoordCom Customer Test Lab eCall 30
5/C.FAL1047163/1 | CoordCom Customer Test Lab Basic Dispatch Management 30
5/C.FAL1047179/2 | CoordCom Customer Test Lab Advanced Resource Management 30
5/C.FAL1260002 CoordCom Customer Test Lab Case Playback 30
5/C.FAL1240034/1 | CoordCom Customer Test Lab Staff Member Management 500
5/C.FAL1047164/1 | CoordCom Customer Test Lab Automatic Alarm 30
5/C.FAL1047166/1 | CoordCom Customer Test Lab Business Administration 30
5/C.FAL1047167/1 | CoordCom Customer Test Lab Integrated Voice 30
5/C.FAL1047169/2 | CoordCom Customer Test Lab Voice Recording 30
5/C.FAL1047170/2 | CoordCom Customer Test Lab Voice Response 30
5/C.FAL1047173/2 | CoordCom Customer Test Lab AVLS Positioning 500
5/C.FAL1240494/1 | CoordCom Customer Test Lab Mass Alert Enabled Contacts 200
5/C.FAL1240813 CoordCom Customer Test Lab Omni-Data Exchange Service (ODES) 300
5/C.FAL1240495/1 | CoordCom Customer Test Lab Case Collaboration Management 30
5/C.FAL1047176/1 | CoordCom Customer Test Lab Education Module =, 30
5/C.FAL1047171/1 | CoordCom Customer Test Lab Map Manager 4 "
5/C.FAL1047174/1 | CoordCom Customer Test Lab ISUP Interface f’r} 1'\\
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5/C.FAL1047180/1 | CoordCom Customer Test Lab Traffic Monitor 1

ResQMap Platforma informational-geografica

Production
C.FAL1260022 ResQMap Customer Commercial 4.3 Basic 1
RQC231 ResQMap Customer Commercial Case Management 78
RQC105 ResQMap Customer Commercial Resource View 40
RQC110 ResQMap Customer Commercial Resource Routing 40
RQC125 ResQMap Customer Commercial Preparedness 40
RQC135 ResQMap Customer Commercial Mobile Locator 78
RQC155 ResQMap WebView Customer Commercial 20
RQC156 ResQMap WebView Customer Commercial Coverage Planning 20
RQC180 ResQMap Customer Commercial Record & Piayback 10
RQC200 ResQMap Customer Commercial Coverage Planning 10
RQS122 ResQMap Customer Commercial Redundant Server Location 1

R 9 P P 0 0 0 geog 020
5C/FAL1260022 ResQMap Customer Test Lab 4.3 Basic 1
5/RQC231 ResQMap Customer Test Lab Case Management 30
5/RQC105 ResQMap Customer Test Lab Resource View | =30
5/RQC110 ResQMap Customer Test Lab Resource Routing | =30
5/RQC125 ResQMap Customer Test Lab Preparedness 30
5/RQC135 ResQMap Customer Test Lab Mobile Locator 30
5/RQC155 ResQMap WebView Customer Test Lab 30
5/RQC156 ResQMap WebView Customer Test Lab Coverage Planning 30
5/RQC180 ResQMap Customer Test Lab Record & Playback 3
5/RQC200 ResQMap Customer Test Lab Coverage Planning 10
5/RQC220 ResQMap Customer Test Lab AP! Runtime 10
5/RQSDK100 ResQMap Customer Test Lab API 1

VMWARE Sistemul de Virtualizare
POU41AAE VMware vCenter Server Standard for vSphere (per Instance) 3yr E-L

' BD710A VMware vSphere Standard 1 Processor Software 32

BIGFIX Sistem de Securitate

DOHSILL IBM BigFix Lifecycle Client Device License + SW Subscription & Support 145
12 Months

DOHSZLL IBM BigFix Cqmpliance Client Device License + SW Subscription & 145
Support 12 Months

DOHSMLL IBM BigFix Inventory Client Device License + SW Subscription & Support 145
12 Months

D11VULL IBM BigFix Lifecycle Managed Virtual Server Lic + SW Subscription & 5
Support 12 Months
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IBM BigFix Compliance Managed Virtual Server Lic + SW Subscription &

i Support 12 Months 5

D11TPLL IBM BigFix Inventory Managed Virtual Server Lic + SW Subscription & 5
Support 12 Months

ENOTWWEAX Enterprise Security for Endpoints Light- Multi-Language 145

QRADAR

SERVERS
767032-B21

Sistemul de Audit

HPE ProLiant DL380 Gen9 24SFF Configure-to-order Server

767032-B21 HP ProLiant DL380 Gen9 24SFF Europe-Multilingual Localization Con

817943-1.21 E|PE DL380 Gen9 Intel Xeon E5-2650v4 (2.2GHz_12-core_30MB_105W) 2
817943-B21 :;IfE DL380 Gen9 Intel Xeon E5-2650v4 (2.2GHz_12-core_30MB_105W) 2
817943-B21 I|;|IPE DL380 Gen9 Intel Xeon E5-2650v4 (2.2GHz_12-core_30MB_105W) 2
805349-B21 HP 16GB (1x16GB) Single Rank x4 DDR4-2400 CAS-17-17-17 Registered 32
805349-B21 HP 16GB (1x16GB) Single Rank x4 DDR4-2400 CAS-17-17-17 Registered 32
765464-B21 HPE 1TB SAS 12G Midline 7.2K SFF (2.5in) SC 1yr Wty 512e HDD 20
765464-B21 HP 1TB 12G SAS 7.2K rpm SFF (2.5-inch) SC 512e 1yr Warranty Hard 20
749974-B21 HP Smart Array P440ar_2GB FBWC 12Gb 2-ports Int FIO SAS Controlle
727250-B21 HP 12Gb SAS Expander Card with Cables for DL380 Gen9

727250-B21 HP 12Gb SAS Expander Card with Cables for DL380 Gen9 2
779799-B21 ~|"HPE Ethernet 10Gb 2-port-546FR=SFP+Adapter )
779799-B21 HP Ethernet 10Gb 2-port 546FLR-SFP+ Adapter 2 -
733660-B21 HP 2U Small Form Factor-Easy Install Rail Kit —=
733660-B21 HP 2U Small Form Factor Easy Install Rail'Kit 2
720478-B21 HPE 500W Flex Slot Platinum Hot Plug Power Supply Kit 4
720478-B21 HPE 500W Flex Slot Platinum Hot Plug Power Supply Kit 4
339779-B21 HP RAID 5 Drive 1 FIO Setting 2
E6GUS9ABE HPE iLO Advanced including 1yr 24x7 Technical Support and Updates 2
E6US9ABE HP iLO Advanced inciuding 1yr 24x7 Technical Support and Updates 2
H7J32A3 HPE 3Y Foundation Care NBD SVC 1
H7J32A3 HP iLO AdvPack NonBL SW Support 2
H7J32A3 HP ProLiant DL380 Gen9 Support 2
HA113A1 HPE Installation SVC 1
HA113A1 HPE 300 Series Installation Service 2
JG081C HPE FlexNetwork X240 10G SFP+ to SFP+ 5m Direct Attach Copper Cab 4

BASE SERVERS

Sistemul de Procesare si Echipamente de Conectare, extensie Core

681844-B21 HPE BLc7000 Configure-to-order Platinum Enclosure with ROHS__T(i_@J_ 2
ESY41A HPE OneView including 3yr 24x7 Support Enclosure Fl%ﬁ_ﬁm_{é' 1_@7;3@“--1;_\ 2
813198-B21 HPE ProLiant BL460c Gen9 E5-v4 10Gb_20Gb Flexil}!éL;iM_gqqﬁgHre:tQ_ 4
813198-B21 4

HPE ProLiant BL460c Geng E5-v4 10Gb_20Gb Flexjblel OM Gonfigireto




HPE BL460c Gen9 Intel Xeon E5-2620v4 (2.1GHz_8-core_20MB_85W)

1 -L.21

819838 FIO 4
819838-B21 E:)E BL460c Gen9 Intel Xeon E5-2620v4 (2.1GHz_8-core_20MB_85W) 4
819838-B21 :F())E BL460c Gen9 Intel Xeon E5-2620v4 (2.1GHz_8-core_20MB_85W) 4
805349-B21 HP 16GB (1x16GB) Singie Rank x4 DDR4-2400 CAS-17-17-17 Regislered 32
805349-B21 HP 16GB (1x16GB) Single Rank x4 DDR4-2400 CAS-17-17-17 Registered 32
872374-B21 HPE 400GB SAS 12G Mixed Use SFF (2.5in) SC 3yr Wty Digitally Sign 8
822555-B21 FACTORY INTEGRATED 8
766491-B21 HPE FlexFabric 10Gb 2-port 536FLB FIO Adapter 4
761871-B21 HP Smart Array P244br_1GB FBWC 12Gb 2-ports Int FIO SAS Controlle 4
710608-B21 HPE QMH2672 16Gb Fibre Channel Host Bus Adapter 4
710608-B21 HP QMH2672 16Gb Fibre Channel Host Bus Adapter 4
875317-B21 HPE 150GB SATA 6G Read Intensive M.2 2280 3yr Wiy Digitally Sign 4
745823-B21 HP Trusted Platform Module 2.0 Kit 4
745823-B21 HP Trusted Platform Module 2.0 FIO Kit 4
339778-B21 HP RAID 1 Drive 1 FIO Setting 4
813198-B21 HPE ProLiant BL460c Gen9 E5-v4 10Gb_20Gb FlexibleLOM Configure-to 4
813198-B21 HPE ProLiant BL460c Gen9 E5-v4 10Gb_20Gb FlexibleLOM Configure-to 4
819838-L21 ?IF(’)E BL460c Gen9 Intel Xeon E5-2620v4 (2.1GHz_8-core_20MB_85W) 4
819838-B21 S::)E BL460c Gen9 Intel Xeon E5-2620v4 (2.1GHz_8-core_20M§ L&E—\_N)_ 4
819838-821 :;III':)E BL460c Gen9 Intel Xeon E5-2620v4 (2.1GHz_8-core_’20M]Bj§§;Vh\;l_:)i: 4
805349-B21 HP 16GB (1x16GB) Single Rank x4 DDR4-2400 CAS-17-17-17 Registered | 32
805349-B21 HP 16GB (1x16GB) Single Rank x4 DDR4-2400 CAS-17-17-17 Registered 32
872374-B21 HPE 400GB SAS 12G Mixed Use SFF (2.5in) SC 3yr Wty Digitally Sign 8
822555-B21 FACTORY INTEGRATED 8
766491-B21 HPE FlexFabric 10Gb 2-port 536FLB FIO Adapter 4
761871-B21 HP Smart Array P244br_1GB FBWC 12Gb 2-ports Int FIO SAS Controlle 4
710608-B21 HPE QMH2672 16Gb Fibre Channel Host Bus Adapter 4
710608-B21 HP QMH2672 16Gb Fibre Channe! Host Bus Adapter 4
875317-B21 HPE 150GB SATA 6G Read Intensive M.2 2280 3yr Wty Digitally Sign 4
745823-B21 HP Trusted Platform Module 2.0 Kit 4
745823-B21 HP Trusted Platform Module 2.0 FIO Kit 4
339778-B21 HP RAID 1 Drive 1 FIO Setting 4
813198-B21 HPE ProLiant BL460c Gen9 E5-v4 10Gb_20Gb FlexibleLOM Configure-to 8
813198-B21 HPE ProLiant BL460c Gen9 E5-v4 10Gb_20Gb FlexibleLOM Configure-to 8
819838-L21 l;::)E BL460c Gen9 Intel Xeon E5-2620v4 (2.1GHz_8-core_20MB_85W) 8
819838-B21 :;I:)E BL460c Gen9 Intel Xeon E5-2620v4 (2.1GHz_8-core_20MB_85W) 8
819838-B21 EIF(’)E BL460c Gen9 Intel Xeon E5-2620v4 (2.1GHz_8-core_20MB_85W) 8
805349-B21 HP 16GB (1x16GB) Single Rank x4 DDR4-2400 CAS-17-17-17 Registered 64
805349-B21 HP 16GB (1x16GB) Single Rank x4 DDR4-2400 CAS-17-17-17 Registered 64
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872374-B21 HPE 400GB SAS 12G Mixed Use SFF (2.5in) SC 3yr Wty Digitally Sign 16
822555-B21 FACTORY INTEGRATED 16
766491-B21 HPE FlexFabric 10Gb 2-port 536FLB FIO Adapter 8
761871-B21 HP Smart Array P244br_1GB FBWC 12Gb 2-ports Int FIO SAS Controlle 8
710608-B21 HPE QMH2672 16Gb Fibre Channel Host Bus Adapter 8
710608-B21 HP QMH2672 16Gb Fibre Channel Host Bus Adapter 8
875317-B21 HPE 150GB SATA 6G Read Intensive M.2 2280 3yr Wty Digitally Sign 8
745823-B21 HP Trusted Platform Module 2.0 Kit 8
745823-B21 HP Trusted Platform Module 2.0 FIO Kit 8
339778-B21 HP RAID 1 Drive 1 FIO Setting 8
C8546A Brocade 16Gb_28 SAN Switch for BladeSystem c-Class 4
C8S46A Brocade 16Gb_28 SAN Switch for BladeSystem Factory Integrated ¢-C 4
641146-B21 HP Cisco B22HP Fabric Extender for BladeSystem c-Class 4
641146-B21 HP Cisco B22HP Fabric Extender for BladeSystem c-Class 4
QK734A HPE Premier Flex LC_LC Multi-mode OM4 2 fiber 5m Cable 48
QK734A Factory Integrated 48
QK724A HPE B-series 16Gb SFP+ Short Wave Transceiver 48
QK724A Factory Integrated 48
733459-B21 HPE 2650W Performance Platinum Hot Plug Power Supply Kit 12
733459-B21 HPE 2650W Performance Platinum Hot Plug Power Supply Kit 12
412140-B21 HP BLc7000 Enclosure HP Singie Active Cool Fan Option Kit 12
412140-B21. HP BLc7000 Enclosure HP Single Active Cool Fan Option Kit A2
677595-B21 HPE BLc7000 Single Phase FIO Intelligent Power Module 2
H7J32A3- HPE 3Y Foundation Care NBD SVC: R
H7J32A3 HP ¢7000 Enclosure Support 72
H7J32A3 Brocade 4_12 and 4_24 SAN Switch Supp 4
H7J32A3 HP BL460c Gen9 Server Blade Support 16
HA113A1 HPE Installation SVC 1
HA113A1 HP Startup BladeSystem ¢7000 Infrast SVC 2
STORAGE Dispozitiv de Stocare 2021
K2Q36B HPE 3PAR 8200 2N+SW Storage Field Base 4
K2P94B HPE 3PAR 8000 1.8TB+SW 10K SFF HDD 64
K2P94B Factory Integrated 64
K2P91B HPE 3PAR 8000 3.84TB+SW SFF SSD 24
K2P91B Factory Integrated 24
HA114A1 HPE Installation and Startup SVC 1
HA114A1 HPE Startup 3PAR 8200 2N Fid Int Bas SVC 4
L7EG9AAE HPE 3PAR 8200 All-inc Multi-sys SW E-LTU 4
H7J34A3 HPE 3Y Foundation Care 24x7 SVC 1
H7J34A3 HPE 3PAR 8200 2N+SW Storage Base Support -_ 4
H7J34A3 HPE 3PAR 8000 1.8TB+SW 10K SFF HDD Supp & : 64f§
H7J34A3 HPE 3PAR 8000 3.84TB+SW SFF SSD Supp > o 2% R\
H7J34A3 HPE 3PAR 8200 Multi-system SW Supp ( { X " 4 'n
; oy
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L7F20AAE

HPE 3PAR All-in S-sys SW Current E-Media

L7F22AAE

HPE 3PAR All-in M-sys SW Current E-Media

TAPE LIBRARY

Sistemul de Backup

AK379A HPE StoreEver MSL2024 0-drive Tape Library 1
H7J32A3 HPE 3Y Foundation Care NBD SVC 1
H7J32A3 HPE MSL2024 Library Support 1
COH28A HPE StoreEver MSL LTO-6 Ultrium 6250 Fibre Channel Drive Upgrade 2
HA113A1 HPE Installation SVC 1
HA113A1 HPE StoreEver MSL 2024_4048 Install SVC 1
HA113A1 HPE StoreEver Driv PwrSupCrd Install SVC 2
C7978A HPE Ultrium Universal Cleaning Cartridge 2
C7976AN HPE LTO-6 Ultrium 6.25TB MP RW Non Custom Labeled Data Cartridge 1
Q2013A HPE LTO-6 Ultrium RW Bar Code Label Pack 1
DISK BACKUP Sistemul de Backup 2021
BB915A HPE StoreOnce 5100 48TB System 1
BB926A HPE StoreOnce 10GbE Network Card 2
BB926A HPE StoreOnce 10GbE FIO Network Card 2
BB929A HPE StoreOnce 16Gb Fibre Channel Card 2
BBO29A HPE StoreOnce 16Gb FIO Fibre Channel Card 2
BB949A HPE StoreOnce 10GbE Network Card LTU 2
BB949A HPE StoreOnce 10GbE-FIO Network Card LTU - 2
BB952A HPE StoreOnce 16Gb Fibre Channel Card LTU 2
BB952A HPE StoreOnce 16Gb FIO Fibre Channel Card LTU 2
BBB885AAE HP StoreOnce 4500 Replication E-LTU 1
HA113A1 HPE Installation SVC 1
HA113A1 HPE StoreOnce Basic Installation SVC 2
BB88BAAE HP StoreOnce 4200_4500 Catalyst E-LTU 1
H7J34A3 HPE Catalyst 45_5100 LTU Support 1
H7J34A3 HPE StoreOnce Rep 45_5100LTU Support 1
H7J34A3 HPE StoreOnce 5100 48TB Backup Supp 1

DATA Sistemul de Backup
PROTECTOR
Q2M74AAE HPE Data Protector Starter Pack Windows 1yr 7x24 Support E-LTU 1
Q2M74SAE HPE Data Protector Starter Pack Windows Add! 2yr 7x24 Support E-L 1
Q2M79AAE HPE Data Protector Drive Extension UNIX_NAS_SAN 1yr 7x24 Support 2
Q2M79SAE HPE Data Protector Drive Extension UNIX_NAS_SAN Addl 2yr 7x24 Sup 2
Q2MB7AAE HPE Data Protector Extension Online Backup for Windows_Linux Serv 2
Q2M87SAE HPE Data Protector Extension Online Backup for Windows_Linux Serv 2
CORE Data Center Sistemul Core Data Center Switch 2020
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N5K-C5672UP-

16G Nexus 56672UP 1RU, 24x10G SFP+, 24pxUP SFP+, 6x40G QSFP+ 4
CON-SNT-

5672UP16 SNTC-8X5XNBD Nexus 5672UP 1RU, 24 4
QSFP-H40G-CU3M| 40GBASE-CR4 Passive Copper Cable, 3m 8
NXA-PAC-1100W | Nexus 1100W Platinum PS, Port side Exhaust airflow 8
CAB-9K10A-EU Power Cord, 250VAC 10A CEE 7/7 Plug, EU 8
SFP-H10GB-CU3M| 10GBASE-CU SFP+ Cable 3 Meter 16
N6KUKS-730N1.1 | Nexus 5600/6000 Base OS Software Rel 7.3(0)N1(1) 4
g;l;:r\ll_LCPU-QG- Nexus 1000V Essential Edition Paper Delivery License Qty 96 4
N5672-ACC-KIT Nexus 5672 Chassis Accessory Kit 4
N6K-C6001-FAN-F | Nexus 6001 Fan for Port Side exhaust (Front to Back) airflow 12
SFP-10G-SR-S 10GBASE-SR SFP Module, Enterprise-Class 48
N56-BAS1K9 Nexus 5600 Series LAN Base License 4

LAYER3
Aggregation
Switch

Layer 3 Aggregation Switch

STACK-T1-50CM

50CM Type 1 Stacking Cable

CAB-SPWR-30CM

Catalyst 3750X and 3850 Stack Power Cable 30 CM

WS-C3850-48T-E | Cisco Catalyst 3850 48 Port Data IP Services 4
=CON-SNT- : . o
b SNTC-8X5XNBD Catalyst 48 Port Data IP S 4
WSG388TE C-8X5 Cisco Catalyst 3850 ort Data erv
S3850UK9-163 UNIVERSAL 4
PWR-C1- .
4
350WAC/2 350W AC Config 1 SecondaryPower Supply
C3850-NM-2-10G | Cisco Catalyst 3850 2 x 10GE Network Module 4
CAB-TA-EU Europe AC Type A Power Cable 8
4
4
4

PWR-C1-350WAC

350W AC Config 1 Power Supply

LAYER?2 Access Layer 2 Access Switch

Switch
Z‘g‘:;f:“m‘ Catalyst 2060-XR 48 GigE PoE 740W, 2 x 10G SFP+, IP Lite 6
\(/;vggléiﬁgl; SNTC-8X5XNBD Catalyst 2960-XR 48 GigE PoE 740W, 2 x 1 6
C1FPCAT29002K9 | Cisco ONE Foundation Lite Perpetual - Cat 2900 48 Port 6
8??.5523"2”' SWSS UPGRADES C1 FND Perpetual - Cat2900 48 Port 6
C1-ISE-BASE-48P | Cisco ONE ldentity Services Engine 50 EndPoint Base Lic 6
E;'P"'-FASQK‘"*K' Cisco ONE Pl Device License for LF & AS for Cat 2k, 3k <6,
C1-EGW-50-K9 Cisco ONE Energy Mgmt Perpetual Lic - 50 DO End Points /' | 6% |
(c):21 F1VCAT29002- | 1. wer PID v02 Fnd Perpetual CAT29002 - no delivery ( ' 5' N "é— “‘]\
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PWR-C2-

1025WAC 1025W AC Config 2 Power Supply 6
C2960X-STACK Catalyst 2960-X FlexStack Plus Stacking Module

CAB-STK-E-0.5M | Cisco FlexStack 50cm stacking cable

CAB-TA-EU Europe AC Type A Power Cable 12

INTERNET
ROUTING and

VOICE GW

Sistemul Internet Routing si Voice Gateway

:,ss':"gf;;x' Cisco ISR 4451 VSEC Bundle, PVDM4-64 w/ UC,SEC Lic, CUBE-25
CON-SNT-ISR41-X | SNTC-8X5XNBD Cisco ISR 4451 UC Se

SL-44-IPB-K9 IP Base License for Cisco ISR 4400 Series

PWR-4450-AC AC Power Supply for Cisco ISR 4450 and ISR4350
PWR-4450-AC/2 AC Power Supply (Secondary PS) for Cisco ISR 4450
CAB-ACE AC Power Cord (Europe), C13, CEE 7, 1.5M

FL-CUBEE-25 Unified Border Element Enterprise License - 25 sessions
POE-COVER-4450 | Cover for empty POE slot on Cisco ISR 4450

SM-S-BLANK Removable faceplate for SM slot on Cisco 2900,3900,4400 ISR
NIM-BLANK Blank faceplate for NIM slot on Cisco ISR 4400

PVDM4-64 64-channel DSP module

MEM-4400-DP-2G | 2G DRAM (1 DIMM) for Cisco ISR 4400 Data Plane
SL-44-SEC-K9 Security License for Cisco ISR 4400 Series

SL-44-UC-K9 Unified Communication License for Cisco ISR 4400 Series™ .
5:2244(’0”'(9' Cisco ISR 4400 Series 10S XE Universal

NIM-2CE1T1-PRI

2 port Muttiflex Trunk Voice/Channelized Data T1/E1 Module

USE-BUNDLED-
PVDM

Choose to assemble the PVDM in a Voice bundle on T1/E1 card

C881-K9 Cisco 880 Series Integrated Services Routers
CON-SNT- . .

C881K9AT SNTC-8X5XNBD Cisco 880 Series Int
PWR-30W-AC Power Supply 30 Watt AC

SL-880-ADVSEC Cisco 880 Advanced Security Software License

S880UK9-15303M

Cisco 880 Series I0S UNIVERSAL

CAB-ETH-S-RJ45

Yellow Cable for Ethernet, Straight-through, RJ-45, 6 feet

N N O - - S e e e S e T I B N I

PACK-800 Packaging PIDs for 800 with no 3G and POE
CAB-ACE AC Power Cord (Europe), C13, CEE 7, 1.56M
WAN ROUTING Sistemul WAN routing 2020
ISR4451-X/K9 Cisco ISR 4451 (4GE,3NIM,2SM,8G FLASH,4G DRAM) 4
CON-SNT- .

= ISR4451 (4GE
ISRA5XKS SNTC-8X5XNBD Cisco ISR4451 (4GE,3 4
FL-44-PERF-K9 Performance on Demand License for 4400 Series 4
SL-44-1PB-K9 IP Base License for Cisco ISR 4400 Series 4
PWR-4450-AC AC Power Supply for Cisco ISR 4450 and ISR4350 4
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PWR-4450-AC/2 AC Power Supply (Secondary PS) for Cisco ISR 4450 4
CAB-ACE AC Power Cord (Europe), C13, CEE 7, 1.5M 8
POE-COVER-4450 | Cover for empty POE slot on Cisco ISR 4450 8
SM-S-BLANK Removable faceptate for SM slot on Cisco 2900,3900,4400 ISR 8
NIM-BLANK Blank faceplate for NIM slot on Cisco ISR 4400 12
MEM-4400-DP-2G | 2G DRAM (1 DIMM) for Cisco ISR 4400 Data Plane 4
§:§§44°°UK9' Cisco ISR 4400 Series I0S XE Universal 4

SECURITY

SYSTEM
FPR2130-FTD-HA-
BUN

Sistemul de Securitate

Cisco Firepower 2130 Threat Defense Chss, Subs HA Bundle

FPR2130-NGFW-

3Y

K9 Cisco Firepower 2130 NGFW Appliance, 1U, 1 x NetMod Bay 2
CON-3S8NT- . . .
FPR2130W 3YR SNTC 8X5XNBD Cissco Firepower 2130 NGFW Appliance, 1U, 2
8F-F2K-TD6.2.1-K9| Cisco Firepower Threat Defense software v6.2.1 for FPR2100 2
FPR2K-$SD200 Firepower 2000 Series SSD for FPR-2130/2140 2
FPR2K-FAN Firepower 2000 Series Fan Tary 2
FPR2K-SSD- Firepower 2000 Series SSD Slot Carrier 2
BBLKD
ZE(I;QK-PWR-AC- Firepower 2000 Series 400W AC Power Supply 2
Z§§2K'PWR'AC' Firepower 2000 Series 400W AC Power Supply 2
'FPR2K-NM-BLANK Firepower 2000 Series Network Module Blank Slot Cover ===
L-FPR2130T-TM= | Cisco FPR2130 Threat Derense Threat and Malware License
;FPRZBOT'TM' Cisco FPR2130 Threat Derense Threat and Malware 3Y Subs 2
Ezﬁm 80-FTD-HA- | cigsco Firepower 2130 Threat Defense Chss, Subs HA Bundle 1
I':SR213°'NGFW' Cisco Firepower 2130 NGFW Appliance, 1U, 1 x NetMod Bay 2
CON-3SNT- . ; .
D 30 NGFW | , 1U, 2
FPR2130W 3YR SNTC 8X5XNBD Cissco Firepower 21 GFW Appliance, 1
SF-F2K-TD6.2.1-K9| Cisco Firepower Threat Defense software v6.2.1 for FPR2100 2
FPR2K-SSD200 Firepower 2000 Series SSD for FPR-2130/2140 2
FPR2K-SLIDE- . . -
Ki 2
RAILS Firepower 2000 Slide Rail Kit
FPR2K-FAN Firepower 2000 Series Fan Tary 2
FPR2K-SSD- Firepower 2000 Series SSD Slot Carrier 2
BBLKD
ZEEZK'PWR'AC' Firepower 2000 Series 400W AC Power Supply 2
ZEEZK'PWR'AC' Firepower 2000 Series 400W AC Power Supply 2
FPR2K-NM-BLANK | Firepower 2000 Series Network Module Blank Slot Cover 2 DN
L-FPR2130T-TM= | Cisco FPR2130 Threat Derense Threat and Malware License /7 200] % %)
AL UNIC By )
L-PFPR2130T-TM- | Gisco FPR2130 Threat Derense Threat and Malware 3Y Subs 2 -
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SF-FMC-VMW-10-
K9

Cisco Firepower Management Center,(VMWare) for 10 devices

CON-3ECMU- SWSS UPGR 3YR DITSI Cisco Firepower Management Center, 1
SFFMCK9V (VMWare).

L-AC-PLS-P-G Cisco AnyConnect / RA VPN Plus Perpetual License Group 1
E}f\’g‘;ﬁgyg' SWSS UPGRADES Cisco AnyConnect / RA VPN Plus Perpetual Lice 1
AC-PLS-P-100-S Cisco AnyConnect / RA VPN Plus Perpetual License 1
CON-ECMU- SWSS UPGRADES Cisco AnyConnect 100 User Plus Perpetual Licen 1
ACPL100

L-AC-PLS-P-100 Cisco AnyConnect 100 User Plus Perpetual (ASA License Key) 99999
L-AC-APX-LIC= Cisco AnyConnect Apex Term License, Total Authorized Users 100
L-AC-APX-3Y-S2 Cisco AnyConnect Apex Term License, 3YR, 100-249 Users 100
S 10GBASE-CU SFP+ Cable 3 Meter 16
FPR4110ASA- . . .

BUN-PR Cisco Firepower 4110 ASA Bundle Promotion 4
FPR4110-ASA-KS | Cisco Firepower 4110 ASA Apliance, 1U, 2 x NetMod Bays 4
ggg;?gﬁ;’ 3YR SNTC 8X5XNBD Cissco Firepower 4110 ASA Appliance, 1U, 4
'::’(';““PWR'AC' Firepower 4000 Series 1100W AC Power Supply 4
CAB-AC-EUR Power Cord - Europe, 16/10A,250V, 2500mm,  -40C to +85C 8
SF-FX0S84K-2.2-K9| Cisco Firepower Extensible Operating System v2.2 for FPR4000 4
SF-FPR-ASA-9.8- | Cisco ASA 9.8 Software for Firepower 4100 apliance series 4
K9

FPR4100-ASA Cisco Firepower 4100 Standard ASA License 4
FPR4K-ENC-K9 Cisco Firepower 4100 Strong Encryption (3DES/AES) 4
FPR4K-SSD200 Firepower 4000Series SSD for FPR - 4110/4120 4
FPR4K-SSD- Firepower 4000 Series SSD Slot Carrier 4
BBLKD

GLC-TE 100BASE-T SFP transceiver module for Category 5 copper wire 4
FPR4K-ACC-KIT FPR4K Hardware Accessory Kit {Rack Mounts, Cables) 4
FPR4K-FAN Firepower 4000 Series Fan 24
TT&A'I('PWR'AC' Firepower 4000 Series 1100W AC Power Supply 4
FPR4K-RACK-MNT| Firepower 4000 Series Rack Mount Kit 4
FPR4K-NM-BALNK | Firepower 4000 Series Network Module Blank Slot Cover 4
FPR4K-NM-BALNK | Firepower 4000 Series Network Module Blank Slot Cover 4
IP-PBX Telephony Sistemul Telefonie IP-PBX 2020
EéUCL'UCM'LIC' Top Level SKU For 9.x/10.x User License - eDelivery 2
CON-PSBU-

ES Top L .

RUCLUCKS PSS SWSS UPGRADES Top Level SKU For 9 2
EISAC:CMJ 1% UC Manager-11.x Enhanced Single User License 200
CON-PSBU- .

LICXENHA PSS SWSS UPGRADES UC Manager-11.x Enhanced Single User-Und 200
CUCM-VERS-11.5 | CUCM Software version 11.5 2
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EXPWY-VE-E-K9 | Cisco Expressway-E Server, Virtual Edition 4

EXPWY-VE-C-K9 | Cisco Expressway-C Server, Virtual Edition 4
EIISLCUCM'1 1% UC Manager Enhanced 11 x License 200
LIC-EXP-TURN Enable TURN Relay Option 4
LIC-SW-EXP-K9 License Key Software Encrypted 8
LIC-EXP-E-PAK Expressway Series, Expressway-E PAK 2
LIC-EXP-GW Enable GW Feature (H323-SIP) 8
UCM-PAK UCM 9X/10X/11X PAK 2
LIC-EXP-DSK Expressway Desktop Endpoint License 200
LIC-EXP-SERIES | Enable Expressway Series Feature Set 8
LIC-EXP-AN Enable Advanced Networking Option 4
SW-EXP-8.X-K9 Software Image for Expressway with Encryption, Version X8

LIC-EXP-E Enable Expressway-E Feature Set 4
JAB-IPH-CLNT- | 1abber for iPhone UCM Only 100
UCM

‘L’J'g'?\;IADR'C'-NT' Jabber for Android UCM Only 100
JAB-IPH-RTU Jabber for iPhone Right to Use

JAB-ADR-RTU Jabber for Android Right to Use

DIESEL GENSET Sistem generare energie

[ EY-120F-SA Genset 120 complete with soundproof canopy 2
ATS- Automatic Transfer Switch 2
FQR Frequency Regulator 2
FUEL TANK Fuel Tank 1500L 2
ELECTRONIC

Ap AMF25 + IB-LITE 2
BOARD ComAp -

Sistem alimentare neintrerupti

HPO-UPS 93PM-120+40(200)-6 2
HPO-BATCAB 93-BAT10-390(700A) (CSB HRL12390W)
TBY 400A TBY 400 (Alimentari UPS, Bypass UPS, Plecare UPS)

Sistem Climatizare
ASD251 Precision Stulz Cyber Air model ASD251A with freecooling

KSV037A21p Stulz Cyber Air External Unit

08§ Sistem de Operare si Baze de date

AAA-03790 Windows Server, Client Access SA : —423
AAA-28640 Windows Server Standard, Software SA . WEtedl,

AAA-30385 Windows Server Datacenter, Software SA /i ” 'L‘_ fC82. ¢
AAA-04001 Windows Server, ExtConn License SA {_;'f* q

AAA-03753 SQL Server Standard, Software SA
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\ AAA-03758 | SQL Server Enterprise Software SA \ 8 |
Tabel 6. Seturi de date
Sursa Tip Date Periodicitate Notia

Registrul bunurilor
imobile si registrul

Set de date geografice
cu specificarea adresei
exacte si a

2 ori pe an

retelelor mobile

specifica aria de

data de 15

adreselot. coordonatelor geografice.
Se prezinta ariile
Set de date de acoperire a 3
Acoperirea geografice, ce Lunar, pani Ia operatori de retele

mobile:

acoperire a fiecarei 1. Orange
celule mobile 2. Moldcell
. 3. Unite

Baza de date a
clientilor(ANI)

| Se furnizeaza un fisier CSV

cu datele abonatilor ce
utilizeaza nr.
de telefon

Lunar pana la
data de
10

Datele se importa
de la Moldtelecom
si Unite.
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47



State Management

Actions List
2 Add stale NARKE
Hint

Diagrama 4. Service Management

Service Management
Frtions Add Service

] Gotv averdey

Diagrama 5. Priority Management

Priority Management
Actions List

Add priorty WNAME

Diagrama 6. Knowledgebase

TYEE

ciosed
closed
closed
merged

new

open
pending auic
pending auto
pending reminder
removed

4 high
vatia

Subneit OF

VALIDITY
valid
velid
valid
valid
velid

48



FAQ#: 10001 — How to create a support bundle

FAQ Misc
Back  Edit Hismory Print  Link  Delete FAQ Information
Misc
Toopen links in the following deseription biogks, you might needto press Ctrl oy g or ShiRt key whileclicing the link {depending onyour trowser 3¢
2nd QS support bundle generate
¥ Symptom otrs
A support bundle needs to be crealed for the OTRS system. extesnal {customer)
valid
« Problem b &
03/19/2019 15228
The support ge Is designed to aid in diagnosing system healfh, setup and configuration, telis about usage statistics, and
contains anly te core fles, via packages or created by hand, All sensitive date Is parsed cuter left on the system, (Europe/Budapest)
No customer o ticket data wili be p oed. The package can be ded and viewed i lfs full. (Admin OTRS)
03/19/2019 18:57
 Solution 2 {Europe/Budapest)
{Admin OTRS)
CTRS §, OTRS $s and OTRS 6:
1. Switth to Admin -» Support Data Coliecior Linked Objects
2. Click "Generate Support Bundie”
3. i the support bundie Is needed for an open ticket, please use the bution Dewnfoad Normal
QBJIECTR
T:2015071520123456
¥ Comment
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I.

Anexa nr. 1.4 la contractul nr. 32/2021 din 14 aprilie 2021

Caietul de Sarcini

Cadrul Legal: Acte normative.

Sistemul Informational Automatizat 112(SIA112) este un sistem informatic destinat primirii,

procesarii si transmiterii apelurilor de urgentd cétre serviciile specializate de urgenta(SSU). SIA112
formeaza registrul de stat RS112 si péstreaza inregistrérile vocale a apelurilor si datele aferente cazurilor
de urgenta.

Baza juridico-normativa include legislatia nationald in vigoare, conventiile si tratatele

internationale, la care R. Moldova este parte si constd din:

v
v

ANANEN

Constitutie Republicii Moldova;

Legea nr.174 din 25 iulie 2014, cu privire la organizarea si functionarea Serviciului national unic
pentru apelurile de urgenta 112;

Legea nr.241-XVI din 15 noiembrie 2007 cu privire la comunicatiile electronice;

Legea Nr. 133 din 08.07.2011 privind protectia datelor cu caracter personal;

H.G. nr 241 din 3 martie 2016, cu privire la aprobarea Programului national privind
implementarea Serviciului national unic pentru apelurile de urgentd 112;

H.G. nr .242 din 3 martie 2016, cu privire la aprobarea Regulamentului privind organizarea si
functionarea Comitetului coordonator interdepartamental pentru asigurarea interactiunii dintre
Serviciul national unic pentru apelurile de urgenti 112 si serviciile specializate de urgenta;

H.G. nr.243 din 3 martie 2016, cu privire la crearea Serviciului national unic pentru apelurile de
urgenta 112;

H.G. nr.244 din 3 martie 2016, cu privire la aprobarea Conceptului tehnic al Sistemului
informational automatizat al Serviciului national unic pentru apelurile de urgenta 112;

H.G. nr.1207 din 05.12.2018, pentru aprobarea Regulamentului privind modul de tinere a
Registrului de stat format de Sistemul informational automatizat al Serviciului national unic
pentru apelurile de urgenta 112;

Hotérare nr. 30 din 22.12.2016 privind aprobarea Conditiilor tehnice, juridice si organizatorico-
economice referitoare la realizarea comunicatiilor electronice cétre/de la Serviciul 112;

Hotdrare nr. 31 din 22.12.2016 cu privire la aprobarea Conditiilor tehnice de transmitere a
informatiei de localizare primard in cazul apelurilor la numérul unic de urgentd 112;

Hotarare nr. 32 din 22.12.2016 cu privire la aprobarea Procedurilor si limitelor tehnice pentru
reducerea apeldrii abuzive, a alertdrii false si a apelurilor involuntare cétre Serviciul 112;
Directiva 98/10/EC, care stipuleazi garantarea apelirii gratuite a serviciilor de urgentd prin
intermediul numarului 112;

Directiva 2002/22/EC (cunoscuti ca Directiva Serviciului Universal), care oferd drepturi legate
de utilizarea serviciului universal in retelele de comunicatii electronice si stipuleazi obligatia
statelor membre ale UE de a asigura localizarea apelurilor de urgenti, pentru a permite gisirea In
timp util a victimelor;

Obiectiv
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Proiectul are drept scop de a achizitiona servicii de suport profesionale in domeniul sistemelor
informationale ce vor asigura inalta disponibilitate a SIA112 si, corespunzitor, a accesului continuu la
serviciile de urgentd a populatiei. Serviciile achizitionate constau din urmétoarele componente:

Componenta Descrierea

Serv1cu de Suport Tehnic al SIA112 Serviciile date includ:

1. Depanarea incidentelor ce duc la
disfunctionalitatea sistemului sau
degradarea performantelor.

2. Oferirea de solutii temporare pentru
problemele ce necesitd mai mult timp
pentru solutionarea lor.

3. Aplicarea actualizarilor de corectii a
componentelor SIA112.

4. Actualizarea periodica a bazelor de date cu
informatiile din alte registre: registrul de
stat al adreselor, baza de date acoperirii
geografice a retelelor mobile, importul
bazelor de date ANI.

5. Asigurarea bazei pieselor de schimb pentru
componentele infrastructurii fizice al
centrului de date: server, router/switch,
storage, sistem de climatizare, alimentare
cu energie si generator disel.

6. Executarea lucrarilor de intretinere - - -
periodica a echipamentelor de climatizare,
alimentare cu energie electrica si geferator |
disel

II. Descrierea generala a sistemului

Descrierea la nivel arhitectural si functional a sistemului este in documentatia corespunzitoare.
in documentul dat este prezentati conceptul tehnic al sistemului si interactiunea cu sistemele externe.
SIA112 este compus din 2 centre de date si are o arhitectura redundanti atét la nivel de centru

de date cét si intre centrele de date. Sistemul a fost proiectat s3 asigure o disponibilitate de 99,999%.
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Centrul Operational Primar 1 Centrul Operational Secundar
Server de Server de
Comunicatii Comunicatii
Server de Aplicatii Server de Aplicatii
Server GIS Server GIS
Servere Suport Servere Suport
Server ~ Server
interoperabilitate Interoperabilitate
__r___-_ T __ - L__ _ .Ml [ W= . L1 | : — = —
— I _— -
| Server de Baze de [ Server de Baze de
' | Date _ Date
. T __ - - ————— i _._A. ]':_ - - __

Fig.1 Arhitectura generald al SIA 112

SIA112 la nivel de fiecare centru de date consta din:

Servere de comunicatii — Servere ce asigurd comunicatiile telefonice si TETRA;

Servere de aplicatii — Servere ce asigurd functionarea aplicatiei CoordCom;

Servere GIS — Server ce asigurd sistemul informational geospatial;

Server interoperabilitate — Server se asigurd interactiunea cu sistemele externe;

Sever Baze de Date;

Servere Suport — Servere ce asigurd functionarea sistemelor auxiliare, de formare a retelei
corporative, servere de securitate.

AN NN NN

La nivel functional SIA112 are urmétoarele caracteristici generale:

A. Conturul functional privind interactiunea informationald a tuturor componentelor SIA al
Serviciului 112 ,,Administrarea si monitorizarea actiunilor participantilor la SIA al Serviciului
112” reprezintd un sistem integrat de control §i monitorizare privind formarea si utilizarea
resursei informationale a Serviciului 112 in domeniul evidentei tuturor apelurilor de urgenta si a
solicitdrilor de interventie din partea Serviciului 112, precum si a rezultatelor privind reactionarea
si interventiile serviciilor specializate de urgenta.

Acest contur include urmétoarele functii:
1) asigurarea integritétii logice a SIA al Serviciului 112;
2) administrarea bazelor de date ale SIA al Serviciului 112;
3) delimitarea drepturilor de acces pentru utilizatori, gestionarea sistemului de parole;
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4) asigurarea securititii, protectiei i pastrarii informatiei in sistem conform standardelor
internationale SM ISO/CEI 27002 ,,Tehnologii informationale. Cod de bun# practici pentru
managementul securitétii informationale” si SM ISO/CEI 15408 ,, Tehnologii Informationale.
Tehnici de securitate. Criterii de evaluare pentru securitatea tehnologiei informatiei”;

5) asigurarea respectirii cerintelor SIA al Serviciului 112 privind protectia datelor cu caracter
personal.

B. Conturul functional ,,Inreglstrarea apelurilor de urgentd” include urmatoarele functii:

1) receptionarea, inregistrarea si prelucrarea apelurilor de urgentd primite la numarul ,,112”;

2) filtrarea apelurilor primite (in scopul identificarii apelurilor false sau abuzive), directionarea
acestora in regim automat citre operatorii Centrului de preluare a apelurilor de urgenti al
Serviciului 112;

3) inregistrarea audio a convorbirilor telefonice;

4) receptionarea, inregistrarea si prelucrarea mesajelor primite;

5) receptionarea, inregistrarea si prelucrarea instiintirilor primite prin intermediul sistemelor de
supraveghere video, sistemelor pentru apeluri de urgenti E-call sau prin intermediul sistemelor
de alertd sau alarmi;

6) transmiterea solicitdrilor de interventie, ce includ fisele apelurilor/mesajelor de urgenti
prelucrate, citre dispeceratele corespunzitoare ale serviciilor specializate de urgent3;

7) schimbul de informatii dintre locul de lucru automatizat al dispeceratului serviciilor
specializate de urgentd si al operatorului Serviciului 112 in scopul obtinerii datelor
suplimentare despre situatiile de urgenta si rezultatele reactiondrii acestora.

Acest contur functional cuprinde functiile privind receptionarea, inregistrarea si prelucrarea
oricéror instiintari sau solicitiri de ajutor in caz de pericol pentru viata sau sinitatea popula‘;iei ordinea
publicd, integritatea proprietitii sau a mediului efectuate la numarul 112, precum si prin intermediul altor
mijloace de comunicatii electronlce Informaua privind apelul de urgentd se inregistreazi_ de catre
operatorul Centrului de preluare a apelurilor de urgentd al Serviciului 112 in fisa apelului de urgenta care
apare si pe ecranul-operatorului dispeceratului sefviciilor specializate de urgentd. Totodata, operatorul
dispeceratului serviciilor specializate de urgenta ascultd convorbirea dintre operatorul Serviciului 112 si
apelant. O parte din informatii sdnt inregistrate de citre SIA al Serviciului 112 in mod automat, spre
exemplu informatia cu privire la localizarea geografica a terminalului apelantului de la care a fost efectuat
apelul, datele cu privire la posesorul acestuia. Dupa transmiterea figei apelului citre serviciul specializat
de urgents, operatorul Serviciului 112 receptioneazi de la acesta informatia suplimentari cu privire la
evenimente si rezultatele interventiei.

C. Conturul functional ,,Suportul informational pentru adoptarea deciziilor” include urmaitoarele
functii:

1) alegerea scenariului (actiunilor operatorului Serviciului 112) in corespundere cu parametrii
situatiei de urgents, introdusi in fisa apelului de urgents;

2) crearea scenariilor tipice si includerea lor in interfata de utilizator a operatorului;

3) determinarea automatizatd a serviciului specializat de urgentd necesar pentru interventie,
cdruia, ulterior, i se va redirectiona solicitarea de interventie la apelul sau mesajul de urgenta;

4) verificarea faptului daca apelurile receptionate se referd la aceeasi situatie de urgents;

5) asigurarea functionalitatii listei situatiilor de urgenti — ciutarea in functie de caracteristici,
atribute, precum §i sortarea, imprimarea, cautarea dupa cuvantul-cheie si indiciul contextual;

6) crearea si actualizarea ghidurilor si a clasificatoarelor, inclusiv a listei serviciilor specializate
de urgenta si a subdiviziunilor acestora, a obiectelor de importanti somala a obleutelor de risc
sporit;

7) receptionarea si evidenta informatiei provenite de la alte sisteme in forma‘;lonale. \

8) controlul prezentarii informatiei de cétre serviciile specializate de/ﬂrgenta cu. privire: a -faptul
reactionarii la solicitéirile de interventie transmise de citre operatbrul Centrului de prefﬁare a
apelurilor de urgenta al Serviciului 112. \ /9
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D. Conturul functional ,,Suportul geoinformational de adoptare a deciziilor” include functiile
subsistemului geoinformational, care asigura reflectarea operativd, in baza hartilor electronice, a
obiectelor si informatiilor.

Acest contur include urmétoarele functii:

1) evidenta coordonatelor spatiale privind localizarea terminalului apelantului sau a altui dispozitiv,
in baza informatiei primite de la furnizorii de retele sau servicii de comunicatii electronice;

2) posibilitatea de a identifica pe hartd locul producerii situatiei de urgenta si de a localiza apelantul
conform adresei, precum si de a naviga dup hart3;

3) evidenta hértilor electronice conform nivelurilor tematice: natural-geografic, sociodemografic,
economic conform planului de adrese, comunicatiilor ingineresti (inclusiv conductele de gaze, de
apa, linii electrice) etc., care contin diverse trisituri caracteristice ale zonei deservite;

4) posibilitatea trasarii punctelor pe hartd, cu determinarea coordonatelor si adresei punctului,
precum si crearea traseului.

Functiile suportului geoinformational oferd posibilitatea de a reflecta situatia de urgentd pe harta
electronicd, de a solutiona problemele ce tin de localizare (determinarea coordonatelor sau ciutarea si
pozitionarea obiectelor conform adresei), precum si de a crea interpelari tindnd cont de pozitionarea
obiectelor in spatiu, de a determina caracteristicile obiectelor in raza datd, de a modela situatii complexe.
La inregistrarea pe hartd a apelului cu privire la situatia de urgenta, apare informatia despre regiunea in
care s-a produs incidentul si despre toate obiectele aflate in zona respectiva.

E. Conturul functional ,Monitorizarea activititii echipamentului tehnic” include urmatoarele

functii:

1) inregistrarea si prelucrarea semnalelor sistemelor de monitorizare, care urmiresc starea
obiectelor infrastructurii tehnice:
a) intreruperea alimentatiei cu energie electricd (de la refeaua electricd de bazi sau de la

sursele de energie electrica de rezerva); -

b) defectarea echipamentului statiilor de lucru;
c) deconectarea de la sursa de alimentare cu energie electrici a sérverelor,
d) defectarea liniilor de comunicatii; -
e) defectarea echipamentului serverului si a sistemelor de ventilare si conditionare;

2) transmiterea semnalului prelucrat conform competentei de serviciu in cadrul Serviciului 112,
in concordanti cu prevederile instructiunilor interne ale Serviciului 112;

La nivel de infrastructuri sistemul are urmétoarea arhitectura;
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	This Contract is entered into between the United Nations Population Fund, a subsidiary organ of the General Assembly of the United Nations (“UN”) in terms of Article 22 of the UN Charter, with its Headquarters at 605 Third Avenue, New York, NY 10158, ...
	WHEREAS, UNFPA wishes to engage the Contractor in order to provide the services of developing and implementing the Cervical Screening Registry in the Republic of Moldova as specified in the Terms of reference (the “TOR”) attached as Annex B (the “Serv...
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