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BriefCam Installation Guide 

This guide provides detailed information about installing BriefCam products including prerequisites, the order of installation, 
technical how-tos, and instructions about VMS-specific BriefCam integration plugins. 

For information about installing the Next-Gen engine, see the BriefCam Next-Gen Engine document. 

See also: 

Prerequisites 

All-in-one Installer 

Order of Installation 

Installation Components 

Upgrading Instructions 

Silent Installations 

Large Scale Deployments 

VMS Integrations 

Technical How-tos 

Installation and Troubleshooting Tools 

Distributed Architecture 

Installation Guide: Appendix 

Prerequisites 

BriefCam offers the Check Prerequisites tool that you can use to check that the hardware and operating system parameters on 
a machine meet the BriefCam's prerequisites before running the BriefCam installers. 

See also: 

Site and Network Topology 

Supported GPUs 

Supported Hardware 

Installed Software 

Antivirus 

Firewall Consideration and Ports Availability 

RESEARCH Prerequisites 

Site and Network Topology 

Make sure an adequate site survey was performed and the following requirements are met: 
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Requirement Description 

Servers 

It is highly recommended to install BriefCam on a machine with the operating system only (no VMS, or 
any other additional software should be installed on the BriefCam machine). 

Make sure that the recommended hardware specified in the Bill of Materials (BoM) is being used. For 
more information, contact your Account Manager. 

Memory At least 128GB of RAM. 

Storage 
• At least 250GB of free space for the application 
• At least 250GB for the database (on SSD drives) 
• At least 500GB drive for data storage (video and metadata) 

GPUs 

At least one supported GPU in the deployment. For a list of the supported GPUs, see the Supported 
GPUs section in the BriefCam User Guide. 

Note that the GPU should not be used for any system task (for example: connecting a monitor to the 
GPU or running applications, such as Chrome, using the GPU). 

CPUs For each CPU, at least 8 cores at base (non-turbo) frequency of 2.5GHz and above. 

Operating 
system 
language 

The operating system language must be an English locale for all installations. After installing BriefCam, 
you can install any required language pack. 

Drivers 

For the server with the GPU, make sure to download a supported version of the NVIDIA driver (535 or 
higher). 

Make sure to restart the machine after installing the NVIDIA driver. 

Network 
connectivity 
between 
BriefCam and 
the VMS 

Ensure a minimum of 1 Gbps of throughput is available. This is relevant for deployments with less than 
300 cameras on site. For larger deployments, consult with your BriefCam Account Manager. 

The latency should be less than 100 ms with a recommended latency of between 30-40 ms. 

Network 
connectivity 
between 
BriefCam 
components 

Ensure a minimum of 1 Gbps of throughput is available and that all BriefCam server devices are located 
as topologically close as possible to one another (same switch, same subnet, etc.). This is relevant for 
deployments with less than 300 cameras on site. For larger deployments, consult with your BriefCam 
Account Manager. 

Supported GPUs 

The GPUs listed below have undergone thorough testing and certification by BriefCam accompanied by throughput 
benchmarking conducted by our organization. The results are as follows (for 1080p cameras, 15 FPS, and medium activity): 

Engine GPU Real-time channels On-demand Hs/H 
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Windows-based OX5 engine 

Ampere A10 30 20 

Ampere RTX A2000 23 25 

Ampere RTX A4000 30 28 

Ada RTX4080 (for laptops only) 28 24 

Ada L4 30 30 

Note that: 

• Hs/H means the number of hours of video that can be processed in a single hour. For example, 8 Hs/H means that 8 
hours of video fetched from a particular camera can be processed in 1 hour. 

• Throughput refers to number of concurrent on-demand processing speed multiplier or real-time channels per GPU 
(pending available GPU RAM). 

• Intel, AMD or any other non-NVIDIA GPUs are not supported at this time. 
• BriefCam does not support using more than one type of GPU on the same machine. 

Supported Hardware Configurations 

The following are the supported configurations: 

Workstation Grade 

• Dell Tower Workstation 3660 equipped with (1) A2000 
• Dell 1U Workstation Rack Mount 3930 equipped with (1) A4000 
• Dell 2U Workstation Rack Mount 7920 equipped with (4) RTX A4000 

Server Grade (during non-HW sales, recommended for spec only) 

• L4, featuring the following specifications: 
◦ RAM: 128/256GB RAM 
◦ Storage: 2X 512 GB SSD disk for the OS 
◦ CPU: A minimum of 24 cores at a clock speed of 2.90GHz 

These specifications apply to one NVIDIA L4 hosted on the BriefCam processing machine. If the 
number of cards doubles, increasing the RAM and CPU is advisable. It is recommended not to host 
more than two L4s on one processing machine. 

Laptop Grade (during non-HW sales, recommended for spec only) 

• RTX4080 ADA, featuring the following specifications: 
◦ RAM: 64GB RAM 
◦ Storage: 2TB SSD disk 
◦ CPU: A minimum of 24 cores at a clock speed of 2.20GHz 

Installed Software 

Before installing a BriefCam component, download the installer to the machine where you will be installing that component. 

The following software components must be installed prior to the BriefCam product installation: 
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Supported Operating Systems for OX5 

The operating systems that are supported are: 

• Windows Server 2022 
• Windows Server 2019 
• Windows 11 (for laptop environments) 
• Windows 10 IoT Enterprise 2021 LTSC 

You can check the Windows versions by running winver.exe. 

Windows 10 and Windows 11 can be used for development environments. They are not supported for 
other production environments (with the exception of laptop configurations) and do not support 
RESEARCH environments. 

Windows Updates 

Make sure that every server has the latest Windows updates installed. 

Supported Browsers 

• Google Chrome v. 77.* and above 

• Microsoft Edge v. 80 and above 

High Security Environment with Customized Policy Settings 

If your environment is configured for high security with customized policy settings, note the following: 

Many of the installers use PowerShell. To enable PowerShell to run, the Local Computer’s Turn on script execution policy 
must be enabled or not configured (and not disabled). In addition, the maximum restriction of the policy that can be used is 
RemoteSigned. 

To turn on script execution follow these steps: 

1. From the Windows Start menu, type policy and select Edit group policy. 

2. The Local Group Policy Editor will open. 
3. Navigate to Computer Configuration -> Administrative Templates -> All Settings. 
4. Check that the Turn on Script Execution policy is set to Not configured or Enabled. 
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To check that the maximum restriction of the execution policy is RemoteSigned: 

• From PowerShell, run the following command: Get-ExecutionPolicy. 

To set the execution policy to RemoteSigned: 

• From PowerShell, run the following command: Set-ExecutionPolicy RemoteSigned 

Antivirus 

It is required to disable antivirus scans from all BriefCam’s folders as specified below. 

The BriefCam engine extracts many objects from raw video and keeps them in small video files and image files. (In high 
activity scenes, there may be thousands of files created in each hour and even more.) 

When the antivirus is enabled and every created file is automatically scanned, this leads to poor performance and poor 
hardware utilization. 

To disable the antivirus: 

In each one of BriefCam’s servers, disable the antivirus scan for these paths (if they exist, which depends on the installed 
components). 

Installation Folder Default Installation Path 

Server C:\Program Files\BriefCam\BriefCam Server 

Web services C:\Program Files\BriefCam\BriefCam Web Services 

PostgreSQL C:\PostgreSQL 

 C:\PostgreSQL_Data 

Redis C:\Program Files\Redis 

Qlik C:\Program Files\Qlik 

MongoDB C:\Program Files\MongoDB 

RabbitMQ C:\Program Files\RabbitMQ Server 

It is also recommended to add all the executable files located in the installation folders (from the table above) to the Allowed 
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Programs/Apps. 

In the storage server, disable the antivirus scan for these paths (if they exist): 

Installation Folder Default Installation Path 

ServerData \\hostname\BriefCam\ServerData 

Qlikshare \\hostname\BriefCam\Qlikshare 

Known Issues When the Antivirus Is Active 

• Timeouts and errors when writing or reading from the storage occur when the antivirus becomes a bottleneck when 
trying to access the storage. 

• Slow server response time due to heavy use of memory, CPU, and disk utilized by the antivirus processes. 
• Files that include low-level operations (such as HASP Dlls and NVIDIA drivers) may be put in quarantine and disrupt 

the normal functioning of BriefCam. 

Firewall Consideration and Ports Availability 

BriefCam offers the Check Prerequisites tool that you can use to check that the hardware and operating system parameters on 
a machine meet the BriefCam's prerequisites before running the BriefCam installers. 

Internal (Local) Ports 

On each server, the following ports should be opened for internal communication: 

• On each server, all outbound ports should be opened, to allow communicating with other servers as needed. 

• On each server, the following inbound ports should be opened according to the installed services. The BriefCam 
application listens for incoming traffic from these ports. The installer will create the relevant Windows firewall rules 
for these ports. 
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Component Port # 

BI Face Recognition Service TCP 2556, TCP 13004 

Face Recognition Matching Service TCP 2553, TCP 13002 

Filtering Service TCP 2555, TCP 13001 

License Service TCP 1947 

Lighthouse Service TCP 2557 

LPR Matching Service TCP 2554, TCP 13003 

MilestoneSSOProvider TCP 8030 

Notification Service TCP 7080 

PostgreSQL TCP 5432 

Rabbit MQ TCP 5672 

Redis TCP 6379 

Storage TCP 139, TCP 445 

Storage Gateway Service TCP 5012 

Video Streaming Gateway Service TCP 5010 

VSServer Service TCP 1112, TCP 1113 

Web Services (BOA, ProWebApi, AdminWebApi) HTTP (80) 

Large scale only 

MongoDB TCP 27017 

Hub 

BI Hub Export Gateway TCP 5007 

Outbound API Gateway TCP 5005 

Hub SSO Gateway (for future versions) TCP 5008 

RESEARCH (BI) Ports 

RESEARCH (Qlik) Port # 

HTTP TCP 8090 Inbound / Outbound 

HTTPS TCP 443 Inbound / Outbound 

API ports TCP 4242, TCP 4243 Inbound / Outbound 

Qlik Sense Engine Service TCP 4747 Inbound / Outbound 

Broker Service TCP 4900 Inbound / Outbound 
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Qlik Sense Repository Database (QRD) TCP 4432 Inbound 

Qlik Sense Printing Service (QPR Listen Port) TCP 4899 Inbound / Outbound 

Qlik Sense Logging Service TCP 7070 Outbound 

License Service TCP 9200 Outbound 

External Ports 

The following ports should be opened to traffic coming from the end users’ browsers. 

Component Port # Comment 

Web Services HTTP (80) 

RESEARCH HTTP (8090) Not needed when using a load balancer 

Video Streaming Gateway Service TCP 5010 

Notification Service TCP 7080 

To work with HTTPS and port 443, you need to use a load balancer. For more information, see the Installing and Configuring 
NGINX section. 

Some ports can be changed if they are not allowed on the customer’s network. For detailed 
instructions, see the Changing Default Ports Configuration section. 

RESEARCH Prerequisites 

When installing or upgrading an environment that uses an extended Research license, contact 
BriefCam’s Support team by logging into the BriefCam Portal at https://www.briefcam.com/support/ 
and opening a ticket. 

• .NET 4.8 Framework Runtime is required. The installer will check if this is installed on your machine but will not 
install it for you. Download it and install it on your machine from this link: https://dotnet.microsoft.com/en-us/
download/dotnet-framework/net48. 

• On the machine where you are installing the RESEARCH component, the Automatically adjust clock for Daylight 
Saving Time option must be selected. 
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The following prerequisites are also required. However, if you are installing on a machine with the operating system only, you 
will not need to check for these prerequisites. 

1. Make sure that the ports detailed in the RESEARCH Ports section are available before starting the installation. 
2. Close the Task Manager, Services, Computer Management and MMC Console applications. 
3. Temporarily disable the User Account Control (UAC). 
4. Ensure that the current logged in user has full local admin rights and full Registry Read/Write permissions. 
5. Disable the firewall when possible. 
6. Stop the Antivirus, AntiMalware and any GPO activity on the server (all can be re-enabled after the installation) 

when possible. Or, ensure that the following folders are excluded: 
◦ C:\ProgramData\Qlik 
◦ C:\Program Files\Qlik 
◦ C:\Program Files\Common Files\Qlik 
◦ C:\qlikshare 
◦ C:\Users\YourId\AppData\Local\Temp 

7. Reboot the server for changes to take effect. 

When installing RESEARCH in an Offline environment, the installation has to be done manually. 
Contact BriefCam Support for assistance. 

RESEARCH and Web Service on Separate Machines 

If you are working with a distributed environment where the Web Services component and the RESEARCH component are on 
separate machines, you either need to: 
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• Use a load balancer (see: Installing and Configuring NGINX) 
• Use an FQDN (preferable) or an alias/CNAME 

For additional information, see: Configure RESEARCH and Web Services Distributed Environment. 

All-in-One Installation Wizard 

The all-in-one installation wizard is available for major releases only. For example, you can install BriefCam 
2024 M1 with the wizard, but not BriefCam 2024 R2. In these cases, where the all-in-one installer is not 
available, use the individual installation components. 

Order of Installation 

It is important to install the components in the following order, as there are dependencies between the different components. 
The sections below will describe each of the components. 

The links to the installation files are available from the Installation Downloads page. 

1. Database (BriefCamPostgreSQL.exe) – This file installs the PostgreSQL database and Redis cache. If you will 
be using MongoDB as well (which is only for large-scale deployments), install it after you install PostgreSQL. 

2. RabbitMQ (BriefCamRabbitMQ.exe) 
3. BriefCam Server (BriefCamServer.exe) 

On the server machines, in addition to the Server component, you also need to install: 

NVIDIA driver – For any Server machine with a GPU, use a supported version of the NVIDIA driver (535 or higher). Note that 
you cannot put NVIDIA graphic cards from different models on the same machine. Make sure to restart the machine after 
downloading the NVIDIA driver. 

4. BriefCam RESEARCH (BriefCamRESEARCH.exe) – Run this file only if you will be using the RESEARCH solution. 
◦ Create Virtual Proxy (optional) 

5. BriefCam Web Services (BriefCamWebServices.exe) 
6. BriefCam VMS integration plugins – Install the plugin for your VMS on every Server machine. 
7. Help Center Installation (BriefCamHelpCenter.exe) – Run this file only if BriefCam will be run offline. 
8. Activate the license 
9. Initial Set Up. 

10. Launching BriefCam 

Note that when installing or upgrading BriefCam or upgrading the NVIDIA GPU driver, it takes up to 30 minutes 
for the Processing Server service or Alert Processing Server service to start for the first time, because the Deep 
Neural Networks are being rebuilt. 

Changing the server name after installing the BriefCam software will require additional changes. If you need to 
change the server name, contact BriefCam Support. 

For information about installing large scale deployments, see the Large Scale Deployments section. 
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Installation Components 

This section will provide you with details about installing the various components in BriefCam. 

Order of Installation 

PostgreSQL Installation 

BriefCam Server Installation 

BriefCam RESEARCH Installation 

BriefCam Web Services Installation 

Help Center Installation 

License Activation 

Network Security Considerations 

Large Scale Deployments 

PostgreSQL Installation 

Prerequisites 

• When running the PostgreSQL installer, you are asked to select a data drive. This should be the drive with the most 
available space. For this drive, in the properties, uncheck the Allow files on this drive to have contents indexed 
in addition to file properties checkbox (as shown in the image below). 

• The following ports are required during the BriefCam installation for PostgreSQL. Make sure that they are available 
before starting the installation: 

Component Port # 

DB TCP 5432 (or as provided) 

Redis TCP 6379 

BriefCam cannot interface with a customer-managed PostgreSQL instance even if such an instance 
exists. 

Installation Steps 

1. To run the PostgreSQL Installation wizard, right-click on the BriefCamPostgreSQL_<Version number>.exe file 
and select Run as administrator. 

Note: If you are using the latest Windows Update and a Windows Defender alert appears, click the More info link 
and click Run anyway. 
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2. The installation checks for prerequisites. If anything is missing, the following screen will appear. Click Next. 

3. In this screen, the prerequisites checked are the missing prerequisites. Click Next to install them. 
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4. In the Welcome screen, click Get Started. 
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5. Accept the terms of the license agreement and click Next. 
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The following screen will appear. 
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6. Select the drive where you want to install PostgreSQL. 
7. Select the drive where you want to install the PostgreSQL data. The path to the PostgreSQL data cannot contain 

special characters, such as space, ~, and &. 
8. Select the drive where you want to install the PostgreSQL scripts. It is recommended that both paths be set to a 

local SSD drive. 
9. Click Next. 

The following screen will appear. 
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10. Select whether to use an existing account or create a new account. 
11. By default, BriefCam will populate the Username field with bcuser. Leave it as is or change it. 

12. Enter the password. Note that special characters are not supported in the Password field. 

Use a password that is compliant with your password policy. 

It is important that you remember the password since you will be prompted to use this password in the following 
BriefCam component installations. 

A password may fail for a variety of reasons: 

• The password does not meet the password policy of the operating system and/or organization. 
• Domain accounts cannot be created by this dialog. Contact the relevant IT person if a new domain account is 

needed. 
• If the user is disabled, locked, or otherwise limited. 

13. If the user is a domain user, enter the domain name and make sure that the domain user has full admin privileges on 
the server. If the user is a local user, enter a period (.). 
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The domain and user names are case sensitive. 

14. If you selected to use an existing user, you can click Validate Existing User to check that the user credentials are 
valid. 

15. For new users, you can select the Deny remote login for the BriefCam user checkbox to prevent the BriefCam 
user from remotely logging into the machine. If the checkbox is not checked, it will be possible to give the BriefCam 
user access to remote login (depending on your organization’s policies). 

16. Click Next. 

The following screen will appear. 

17. Define a PostgreSQL administrator user and password both for the root account (for system administration) and for 
the application user. 

Only English letters and whole numbers are supported for these fields. 

18. Confirm the database listening port or select a new one if a non-default one is used. If you use a non-default one, 
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you will also have to use the same non-default port in the other installers. 
19. Click Next. 

The following screen will appear. 

20. Select the data drive that will hold the BriefCam data, including longer blobs, database backups, rendered synopsis 
files, and more. 

• It’s recommended to select the drive with the most available space. 
• The path to the PostgreSQL data cannot contain special characters, such as space, ~, and &. 
• If you select an existing shared network folder, make sure that the user has permissions to the shared network 

folder. 
• In the properties of the drive you select, make sure you unchecked the Allow files on this drive to have contents 

indexed in addition to file propertiescheckbox (as described in the prerequisites above). 

The set up will automatically create a shared BriefCam folder on the selected drive. 

If you want to select a mapped drive, make sure to first map the drive and then select it from the BriefCam Shared Data 
folder screen. 

21. Click Install. 
22. Your PostgreSQL installation is now complete. Click Finish. 
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If you want to move the BriefCam network share to another location, see Moving the BriefCam 
Network Share. 

Uninstalling the PostgreSQL Component 

If the PostgreSQL component is uninstalled, the PostgreSQL base directory and data directory, as specified 
during the installation, must be manually removed. 

See also: 

Backups 

RabbitMQ Installation 

BriefCam is built with an extensive task-oriented architecture in which every video analytics request is split into many tasks, 
such as fetching, processing, and rendering. These tasks run in parallel and they often have dependencies, priorities and error 
handling procedures. This parallelization is done using RabbitMQ, which is an advanced message queueing platform. 

Note that: 

• RabbitMQ must be installed before the BriefCam Server. 

• BriefCam does not currently support RabbitMQ connections over secure channels. 

Installation Steps 

1. To run the BriefCam RabbitMQ Installation wizard, double-click BriefCamRabbitMQ_<Version number>.exe. 
2. The installation checks for prerequisites. If anything is missing, the following screen will appear. Click Next. 
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3. In this screen, the prerequisites checked are the missing prerequisites. Click Next to install them. 

4. In the Welcome screen, click Get Started. 
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5. To proceed with the installation, read and accept the License Agreement terms. 
6. Click Next to continue. 
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7. Select the location where you want to install RabbitMQ and click Next. 
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The following screen opens. 
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8. In the Database Host field, enter the hostname or IP address of the PostgreSQL database. 
9. In the Database Port field, enter the port of the PostgreSQL database. 

10. Enter the application user and password. Note that special characters are not supported for passwords. 
11. Click the Test Database Connection button. 
12. Click Install. 
13. Once the installation is complete, click Finish. 

BriefCam Server Installation 

Prerequisites 

All BriefCam servers must reside in the same time zone and have the same time zone. When products are configured in one 
location and moved to another, the time zone configuration may change and cause previous processes to break. For example, 
the data synchronization between the BriefCam server and RESEARCH dashboards will not work. 

Remember that before installing the BriefCam server, the PostgreSQL database needs to be installed. 

It is recommended to not turn on IPv6 on the Network connections for the BriefCam servers. 

The following ports are required during the BriefCam server installation. Make sure that they are available before starting the 
installation. 
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Component Port # 

VSServer Service TCP 1112, TCP 1113 

Notification Service TCP 7080 

Lighthouse Service TCP 2553, TCP 2554, TCP 2555, TCP 2556, TCP 2557 

Installation Steps 

1. To run the BriefCam server Installation wizard, right-click on the BriefcamServer_<Version number>.exe file 
and select Run as administrator. 

Note: If you are using the latest Windows Update and a Windows Defender alert appears, click the More info link 
and click Run anyway. 

2. The installation checks for prerequisites. If anything is missing, the following screen will appear. Click Next. 
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3. In this screen, the prerequisites checked are the missing prerequisites. Click Next to install them. 
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4. Click Get Started. 
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5. Accept the terms of the license agreement and click Next. 
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6. Select the location where you want to install the BriefCam server and click Next. 

36



The following screen will appear. 
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7. Select whether to use an existing account or create a new account. 
8. Enter the user name and the password. The user needs to have administrator rights on the local machine. Note that 

special characters are not supported in the Password field. 
9. If the user is a domain user, enter the domain name. If the user is a local user, enter a period (.). 

The domain and user names are case sensitive. 

10. If you selected to use an existing user, you can click Validate Existing User to check that the user credentials are 
valid. 

11. For new users, you can select the Deny remote login for the BriefCam user checkbox to prevent the BriefCam 
user from remotely logging into the machine. If the checkbox is not checked, it will be possible to give the BriefCam 
user access to remote login (depending on your organization’s policies). 

12. Click Next. 

The following screen will appear. 
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13. In the Database Settings section: 
a. In the BriefCam Database field, enter the host name or the IP address of the PostgreSQL database. 
b. The BriefCam Database port field will be automatically populated with 5432. This needs to be the same 

port that was used when installing PostgreSQL. 
c. In the Application User and Application Password fields, make sure to use the same application user 

and password that you defined in the PostgreSQL installer. Note that special characters are not supported 
for passwords. 

d. Click the Test database connection button. 

14. In the Passphrase field, you can optionally create a passphrase when installing the first server and use the same 
passphrase in all installers. The passphrase can include 5-20 characters. If you are installing an additional server, 
use the same passphrase that you created when installing the first server. If you did not create a passphrase with 
the first server, leave the field empty. 

15. Click Next. 

The following screen will appear. 
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16. In the BriefCam’s shared data folder field, select the location where the video files and processing artifacts will be 
stored. In an all-in-one installation, the automatically generated value is correct. For distributed installations, set it to 
the BriefCam data shared folder created during the Postgres installation. 

17. Set the Connectivity Settings. 
18. Check the Enable video streaming from this host checkbox if you want the Video Streaming Gateway service to 

be enabled on the computer where you are installing the BriefCam server. 
◦ If you are installing all the components on one machine (an all-in-one installation), this checkbox needs to 

be checked. 
◦ If you are installing a distributed environment, the Video Streaming Gateway service should only run on 

one server – this means that you need to decide in advance which machine should run this service. 

19. Click Install. 
20. Once the installation is complete, click Finish. 

It is recommended to always log on with the same OS user to the BriefCam server. 

The OS user that installs the BriefCam product has to be an administrator with full privileges. This user should 
be the only OS user to log on to the BriefCam server post installation. 
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For a list of the services installed when you install the BriefCam server, see the Installed Services 
section. 

BriefCam Web Services Installation 

Prerequisites 

If you installed the RESEARCH component on a separate machine, please copy the certificates folder to the Web Services 
machine. 

The following port is required during the BriefCam Server installation. Make sure that it is available before starting the 
installation. 

Component Port # 

Web Services TCP 80 

Installation Steps 

1. To run the BriefCam Web Services Installation wizard, right-click on the BriefCamWebServices_<Version 
number>.exe file and select Run as administrator. 

Note: If you are using the latest Windows Update and a Windows Defender alert appears, click the More info link 
and click Run anyway. 

2. The installation checks for prerequisites. If anything is missing, the following screen will appear. Click Next. 
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3. In this screen, the prerequisites checked are the missing prerequisites. Click Next to install them. 
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4. Click Get Started. 
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5. To proceed with the installation, read and accept the License Agreement terms. 
6. Click Next to continue. 
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7. Select the location where you want to install the BriefCam Web Services and click Next. 
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8. Select whether you agree to share anonymous usage data with BriefCam and click Next. (The anonymous data will 
be used for measuring the adoption of different product features. The data is monitored by BriefCam's product team, 
and helps focus on what matters most to BriefCam customers and to improve the product experience.) 
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The following screen will appear. 
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9. Select whether to use an existing account or create a new account. 
10. In the Endpoint field, enter the name. Note that the Web Services installer does not work with hostnames that are 

longer than 15 characters. 
11. Enter the password. Note that special characters are not supported in the Password field. 
12. If the user is a domain user, enter the domain name. If the user is a local user, enter a period (.). 

The domain and user names are case sensitive. 

13. If you selected to use an existing user, you can click Validate Existing User to check that the user credentials are 
valid. 

14. Click Next and the following screen will appear. 
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15. Set the Web Services’ Web endpoint and port. It is recommended to keep the default port that was populated 
automatically. 

16. In the License Server Host field, enter the Licensing server host name (BriefCam Server host name) not fully 
qualified (without the domain name). 

In the License Server Host field, it is recommended not to use localhost. If localhost is used in the field, the 
installation re-writes it with the host name of the current machine (this is to enable remote access for the license 
manager in a distributed deployment). If this occurs, the licensing server host name can be changed back to 
localhost in the BriefCam Administrator Console’s License.LicenseManager environment setting. In addition, if 
you used a fully qualified name (which is currently not supported), you can change it in the 
License.LicenseManager environment setting. 

17. Click Next and the following screen will appear. 
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18. In the BriefCam's shared data folder field, enter the BriefCam file share (the BriefCam data shared folder created 
during the Postgres installation). 

19. In the BriefCam Database Hostname field, enter the name of the machine where you installed PostgreSQL. 
20. The BriefCam Database Port field will be automatically populated with 5432. This needs to be the same port that 

was used when installing PostgreSQL. 
21. In the Application User and Application Password fields, make sure to use the same application user and 

password that you defined in the PostgreSQL installer. Note that special characters are not supported for 
passwords. 

22. Click the Test Database Connection button. 
23. In the Passphrase field, if you created a passphrase when installing the first server, enter the same passphrase 

here. If you did not define a passphrase, leave the field empty. 
24. Click Install. 

In certain scenarios, when installing the Web Services offline, a “SmartScreen can't be reached right 
now” message appears. If this message appears, click the Run button. 

BriefCam RESEARCH Installation 

The RESEARCH component should be installed if you have a Protect/Insights product license. 
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Do not install the RESEARCH component for Site deployments that are part of a multi-site deployment 
(comprised of multiple site systems and a central Hub). 

Prerequisites 

When installing or upgrading an environment that uses an extended Research license, contact 
BriefCam’s Support team by logging into the BriefCam Portal at https://www.briefcam.com/support/ 
and opening a ticket. 

• .NET 4.8 Framework Runtime is required. The installer will check if this is installed on your machine but will not 
install it for you. Download it and install it on your machine from this link: https://dotnet.microsoft.com/en-us/
download/dotnet-framework/net48. 

• For the RESEARCH installation, the network adapter must be turned on. 
• If you are not installing on a clean machine (a machine with an operating system only), please see the RESEARCH 

Prerequisites section. 

Installation Steps 

1. To run the BriefCam RESEARCH Installation wizard, right-click on the BriefCamRESEARCH_<Version 
number>.exe file and select Run as administrator. 

If you are using the latest Windows Update and a Windows Defender alert appears, click the More 
info link and click Run anyway. 

2. The installation checks for prerequisites. If anything is missing, the following screen will appear. Click Next. 
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3. In this screen, the prerequisites checked are the missing prerequisites. Click Next to install them. 

52



4. Click Get Started. 
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5. Accept the terms of the license agreement and click Next. 
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The following screen will appear. 
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6. In the RESEARCH Platform Path field, select the path where you want to install the RESEARCH platform. 
7. In the RESEARCH Platform’s Data Folders section: 

◦ In the first field, select the path where you want to save the RESEARCH data. For upgrades, this should 
be the same drive where you previously installed the RESEARCH data. 

◦ In the second field, select the path where you want to save the RESEARCH backup files. 

8. Click Next and the following will screen will appear. 
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9. Enter the following: 
◦ Server Hostname – The hostname where the RESEARCH component is installed (use the system host 

name and not localhost). 
◦ HTTP port – The RESEARCH module’s port. Populated with 8090 by default. To define an alternative port 

if the default port is occupied, follow the details in section Changing Default Ports Configuration. 
◦ RESEARCH Endpoint – A hostname or the load balancer endpoint when using a load balancer. 
◦ RESEARCH Certificates Path – Location where the RESEARCH certificate is saved. 

10. For first time installations, make sure the Retain existing database settings checkbox is not checked. When 
upgrading BriefCam, check the Retain existing database settings checkbox. 

When checking the Retain existing database settings checkbox, the installer will deploy the updated RESEARCH 
components but keep all the previous RESEARCH-related environment settings unchanged. 

11. Click Next. 

12. If you did not select the Retain existing database settings checkbox, the following screen will appear. (If you did 
select the checkbox, skip to step 19). 
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13. In the Hostname field, enter the machine name of the server where the PostgreSQL database is installed. For an 
all-in-one installation, use the hostname (or localhost, as needed). 

14. The Port field will be automatically populated with 5432. This needs to be the same port that was used when 
installing PostgreSQL. 

15. In the Application User and Application Password fields, make sure to use the same application user and 
password that you defined in the PostgreSQL installer. Note that special characters are not supported for 
passwords. 

16. Click the Test Database Connection button to check that the database is connected properly. 

17. Click Next. 

You will now be prompted to install Qlik with the default license or to enter RESEARCH (Qlik) license information. 
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18. To use the default license (in both online and offline installations), make sure that the Install Qlik with the default 
license button is checked. 

19. If you select Specify a different Qlik license, enter the RESEARCH (Qlik) license information: 
◦ Serial – Qlik license key. 
◦ Control – Qlik control number. 
◦ LEF – The LEF parameter should only be specified if there is no internet connectivity. You can get a LEF 

token by using this web page: Manual LEF (qliktech.com). If you need assistance with this, please contact 
BriefCam’s support. 

20. Click Next and the following screen will appear. 
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21. Select whether to use an existing account or create a new account. 

The BriefCam user account should be a local administrator user on the local machine. Use the same password you 
configured for the BriefCam user account that was created during the database installation. (This needs to be done 
so that the RESEARCH backup will successfully run.) 

You can use local accounts or domain accounts. Make sure the domain account is a member of the local 
Administrators group. 

When upgrading the RESEARCH component, you cannot change the user. You must use the same 
user that you used in the original installation and the user field will be grayed out. 

22. For an existing account, enter the password and for a new account, create and confirm the password. Note that 
special characters are not supported in the Password field. 

23. If you selected to use an existing user, you can click Validate Existing User to check that the user credentials are 
valid. 

24. If you selected to create a new user, you can select the Deny remote interactive login for the BriefCam user 
account checkbox to prevent the BriefCam user from remotely logging into the machine. 

If the checkbox is not checked, it will be possible to give theBriefCam user access to remote 
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interactive login (depending on your organization’s policies). 

25. Click Next and the following screen will appear. 

26. Click the VERIFY button. The verification may take several minutes. 
27. If the ports section is marked in red, this means that one or more of the ports is not free. Open the 

RESEARCH_Install.log file (located at: %APPDATA%\BriefCam), search for the string check_open_ports and 
see which of the ports are not free. Once you open the failing ports, try the verification again until it passes. 

28. If the installer indicates that one of the following are open on your machine, close them and retry the verification: 
Task Manager, Process Explorer and any Microsoft Management Console (MMC) applications, including Services 
and Computer Management. 

29. Once the verification is done (and you see two green check marks), click Install. 

The RESEARCH installation may take 10 minutes or more to completely install. 

62



If you are using a separate RESEARCH server, it is recommended to run the RESEARCH behind a load 
balancer. For information about how to do this, see Installing and Configuring NGINX. 

Uninstalling RESEARCH 

Uninstalling the RESEARCH component is only supported from the installer and not from the Windows Programs and 
Features. 

This does not uninstall Qlik®. To uninstall Qlik: 

1. Go to the Control Panel > Programs > Programs and Features. 
2. On the left side, click View installed updates. 
3. Uninstall Patch 6. 

4. Go back to Uninstall a program and uninstall Qlik Sense May 2022. 

If you uninstalled Qlik, before trying to reinstall, restart the machine. 
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Restarting the RESEARCH Machine 

Before rebooting or shutting down a machine with RESEARCH installed on it, check the status of the tasks in QMC and wait 
until the tasks marked in the image below in grey have finished running (when the Status column is set to Success). 

RESEARCH Installation – Known Issues 

• When installing the RESEARCH component on a machine where the Automatically adjust clock for Daylight 
Saving Time option is not selected, the installation fails. 

• In certain scenarios, the Research installation fails during the installation. If this happens and all eight Qlik services 
are running, uninstall the Research component and then reinstall it. If any of the services are not running, contact 
the Support team. 
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RESEARCH Installation – Creating a Virtual Proxy 

A virtual proxy might be needed in the following conditions: 

• When the RESEARCH machine is in a domain 
• Other cases in which the RESEARCH machine has multiple host names 

Note that a Qlik virtual proxy named bc is always created. 

A virtual proxy can be used to handle different settings for the same physical server. 

To define a virtual proxy, follow these steps: 

1. In the Qlik Management Console (open a browser and use the following URL: https:// RESEARCH_Host_Name/
qmc), select Virtual proxies on the QMC start page or from the Start drop-down menu to display the overview. 

2. In the Virtual Proxy window, select the pre-configured Central Proxy and click Edit. 
3. Click Advanced, and in the Host white list section, click Add new value. 
4. Add any names (not IPs) by which this server will be accessed. For example: localhost, 

myhostname.mylocaldomain. 

All values added here are validated starting from the bottom level. If, for example, domain.com is added, this means 
that all values ending with domain.com will be approved. If subdomain.domain.com is added, this means that all 
values ending with subdomain.domain.com will be approved. 
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5. Click Apply. Wait for the service to restart; then, log in again, navigate back to the Virtual Proxies page, and repeat 
the steps above for the bc virtual proxy. 

Help Center Installation (Optional) 

BriefCam includes a Help Center that is accessible directly from the BriefCam product. If your organization allows access to 
BriefCam’s online Help Center, this installation is not required. You only need to run the Help Center installer if you are 
installing BriefCam for an offline deployment. 

Installation Steps 

1. To install the offline help files, right-click on the BriefCamHelpCenter_<Version number>.exe file and select 
Run as administrator. 

Note: If you are using the latest Windows Update and a Windows Defender alert appears, click the More info link 
and click Run anyway. 

2. In the Welcome screen, click Get Started. 
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3. Select the location where you want to install the help files. 
4. In the Endpoint field, enter the machine name or domain name where the help center will be accessible from. 
5. Enter the database information. 
6. Click Install. 
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License Activation 

BriefCam products should be activated and registered prior to first use. Use the supplied BriefCam License Activation tool and 
the provided product key to activate the software. Both online (Internet-connected) and offline activation modes are supported. 

If a physical software protection dongle is used, no activation is required, and this section can be skipped 
entirely. 

To extend or renew your software license, please contact your sales channel orBriefCam presales 
representative. In some cases, such as license extension or product renewal, product keys may be delivered by 
e-mail. 

Online Activation 

Online activation requires an active Internet connection. 

To perform online activation: 
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1. Launch the BriefCam License Activation Tool from the VSServer machine’s Start menu. 

2. Enter your product key and click Activate. 

Upon successful activation, the following dialog will appear. 

3. Click OK to close the dialog, then click Close in the main tool's window to close the License Activation tool. 

Offline Activation 

Offline activation is useful in cases where Internet connectivity is not readily available on the computer being used to install 
BriefCam products. 

Two offline activation flows are supported – one intended primarily for use with a stand-alone PC lacking an Internet 
connection, and the other involving the use of an intermediary, Internet-connected PC. 

To perform offline activation on a stand-alone PC lacking an Internet connection: 

1. Launch the BriefCam License Activation tool. 
2. Click the Offline tab to access offline activation. 
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3. Click 1. Collect Information to generate a c2v (client to vendor) file, select or approve the destination in which it is 
to be stored, and click Save. 

4. Send the c2v file to the Support team by logging into the BriefCam Portal at https://www.briefcam.com/support/ and 
opening a ticket where you can attach the c2v file. The BriefCam support group will then respond by e-mailing you 
the appropriate v2c (vendor to client) file required for activation. 

5. Click 3. Apply license in the main License Activation tool window, select the v2c file provided by the BriefCam 
support group when prompted to do so, and click Open. 
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6. The BriefCam product will now be activated. Once informed of successful product activation, click OK and close the 
License Activation tool. 

To perform offline activation via an intermediary PC with an Internet connection: 

1. Launch the BriefCam License Activation tool. 

2. Click the Offline tab to access offline activation. 
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3. Click 1. Collect Information to generate a c2v (client to vendor) file, select or approve the destination in which it is 
to be stored, and click Save. 

4. Transfer the c2v file (via a USB stick, for example) to an intermediary PC on which the License Activation tool is also 
installed and on which an Internet connection is available. Launch the License Activation tool on this PC, click the 
Offline tab for offline activation, and click 2. Retrieve license. 

5. Enter your product key in the appropriate field on the dialog that appears, then click the browse button (..) next to 
Information file: (input) to locate and load the c2v file generated on the offline PC. 
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6. Click the browse button (..) next to License file: (output), select a desired destination in the browse dialog that pops 
up, and click Save. The License Activation tool will then generate and save an appropriate v2c (vendor to client) 
activation file. 

7. Transfer the v2c file back to the offline PC and click 3. Apply license in the main License Activation tool's window. 

8. Select the v2c file generated via the intermediary PC when prompted to do so and click Open. 
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9. The BriefCam product will now be activated. Once informed of successful product activation, click OK and close the 
License Activation tool. 

10. For details about how to launch BriefCam, see the BriefCam User Guide. 

Network Security Considerations 

1. The network segment hosting the BriefCam servers / virtual machines should be separated from other networks by a 
firewall and access should be granted only via ports configured in NGINX. For additional information, see the 
Installing and Configuring NGINX section. 

2. Administrative access to the servers, such as RDP, should be allowed either over VPN or from administration 
bastion hosts. A bastion host is a server that allows access to a private network from a public network, such as the 
internet. Bastion hosts are vulnerable to potential attacks and should be kept as secure as possible. 

3. If DPI / WAF/ URL protection are required – they should be implemented on the firewall when pointing to the 
operational BriefCam NGINX host. 

Silent Installations 

Silent installations are available for several installers: PostgreSQL, Server, Web Services, RESEARCH, MongoDB and 
RabbitMQ. 

To use the silent installations: 

1. Sign into the machine using an administrator account. 
2. Open PowerShell. 
3. Run the silent install commands listed below for each one of the components. 

a. Select the relevant PowerShell command according to the type of user you want to run BriefCam’s 
services (local user or domain user) 

b. Fill out all the relevant parameters and pay special attention to SERVER_DOMAIN and SERVER_USER – 
These parameters must be case sensitive. 

Note that: 

• In the commands below, you can change the APPDIR parameter to: "C:\Program Files\Briefcam" instead of 
using the env variable. 

• Special characters are not supported for passwords. 
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PostgreSQL Installer 

{ PostgresInstaller file name} /qn BC_DOMAIN="." BC_USER="{user to run BriefCam services}" BC_PWD="{BriefCam's user 
password}" DENY_USER_REMOTE_LOGIN="{true/false}" CREATE_BC_USER="NO" APPDIR="$env:ProgramFiles\briefcam\
Briefcam PostgreSQL " DB_INSTALLDIR=C:\PostgreSQL POSTGRESQL_DATA_DIR="C:\PostgreSQL_Data" BRIEFCAM_S
HARED_FOLDER="{BriefCam required shared folder}" POSTGRES_PORT=5432 POSTGRES_ADMIN_USER="dbadmin" P
OSTGRES_ADMIN_PASSWORD="{db admin password}" POSTGRES_BC_USER="{DB user for BriefCam user}" POSTGRE
S_BC_PASSWORD="{DB password for BriefCam user}" /l*v "C:\PostgreSQLInstaller.log 

Server Installer 

Local User 

{ ServerInstaller file name} /qn APPDIR="$env:ProgramFiles\briefcam\BriefCam Server" NOTIFICATION_PORT=7080 VIDEO
GATEWAY_PORT=5010 POSTGRES_ADDRESS="{BriefCam DB hostname}" POSTGRES_PORT=5432 POSTGRES_BC_U
SER="{DB user for BriefCam user}" POSTGRES_BC_PASSWORD="{DB password for BriefCam user}" SERVER_DOMAI
N="." SERVER_USER="{user to run BriefCam services}" SERVER_PWD="{BriefCam's user password}" CREATE_SERVE
R_USER="NO" BC_SHARED_DATA_FOLDER="\\{server hostname}\BriefCam" PASSPHRASE="{optional passphrase}" IS_VI
DEO_STREAMING="YES" /l*v "{logfolder}\log.log" 

Domain User 

{ ServerInstaller file name} /qn APPDIR="$env:ProgramFiles\briefcam\BriefCam Server" NOTIFICATION_PORT=7080 VIDEO
GATEWAY_PORT=5010 POSTGRES_ADDRESS="{BriefCam DB hostname}" POSTGRES_PORT=5432 POSTGRES_BC_U
SER="{DB user for BriefCam user}" POSTGRES_BC_PASSWORD="{DB password for BriefCam user}" SERVER_DOMAI
N="{domain name}" SERVER_USER="{user to run BriefCam services}" SERVER_PWD="{BriefCam's user password}" CREA
TE_SERVER_USER="NO" BC_SHARED_DATA_FOLDER="\\{server hostname}\BriefCam" PASSPHRASE="{optional passph
rase}" IS_VIDEO_STREAMING="YES" /l*v "{logfolder}\log.log" 

Processing Servers for Distributed Environments 

In distributed environments, you run either the Local User or Domain User command given above. For all other server 
machines when only the processing server will run, use the command below. The difference here is that the 
IS_VIDEO_STREAMING parameter is set here to NO. 

    { ServerInstaller file name} /qn APPDIR="$env:ProgramFiles\briefcam" NOTIFICATION_PORT=7080 VIDEOGATEWAY_PO
RT=5010 POSTGRES_ADDRESS="{BriefCam DB hostname}" POSTGRES_PORT=5432 SERVER_DOMAIN="." SERVER_U
SER="{local user to run BriefCam services}" SERVER_PWD="{BriefCam's user password}" CREATE_SERVER_USER="NO" 
BC_SHARED_DATA_FOLDER="\\{server hostname}\BriefCam" IS_VIDEO_STREAMING="NO" /l*v "{logfolder}\log.log" 

Web Services Installer 

Local User 

{ WebInstaller file name} /qn APPDIR="$env:ProgramFiles\briefcam" WS_HOST="$env:computername" WS_PORT=80 CREA
TE_SERVER_USER="NO" SERVER_DOMAIN="." WS_USER="{user to run BriefCam web services}" WS_PWD="BriefCam's 
user password}" POSTGRES_ADDRESS="{BriefCam DB hostname}" POSTGRES_PORT=5432 POSTGRES_BC_USER="{D
B user for BriefCam user}" POSTGRES_BC_PASSWORD="{DB password for BriefCam user}" BRIEFCAM_SHARE="\\{server 
hostname}\BriefCam" LICENSE_SERVER_ADDR="{server hostname}" PASSPHRASE="{optional passphrase}" USAGE_DAT
A_SETTINGS="{true/false}" /l*v "{logfolder}\log.log" 

Domain User 

{ WebInstaller file name} /qn APPDIR="$env:ProgramFiles\briefcam" WS_HOST="$env:computername" WS_PORT=80 CREA
TE_SERVER_USER="NO" SERVER_DOMAIN="{domain name}" WS_USER="{user to run BriefCam web services}" WS_PW
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D="BriefCam's user password}" POSTGRES_ADDRESS="{BriefCam DB hostname}" POSTGRES_PORT=5432 POSTGRE
S_BC_USER="{DB user for BriefCam user}" POSTGRES_BC_PASSWORD="{DB password for BriefCam user}" BRIEFCA
M_SHARE="\\{server hostname}\BriefCam" LICENSE_SERVER_ADDR="{server hostname}" PASSPHRASE="{optional passp
hrase}" USAGE_DATA_SETTINGS="{true/false}" /l*v "{logfolder}\log.log" 

RESEARCH Installer 

Silent Installation with Default Parameters 

{ ResearchInstaller file name} 

Silent Installation with Non-Default Parameters 

{ ResearchInstaller file name} --SERVER_PORT "8090" --RESEARCH_ENDPOINT "{RESEARCH hostname or load balancer 
endpoint}" --POSTGRES_ADDRESS "{BriefCam DB hostname}" --POSTGRES_PORT "5432" --POSTGRES_BC_USER "{DB 
user for BriefCam user}" --POSTGRES_BC_PASSWORD "{DB password for BriefCam user}" --DOMAIN_NAME "." --BRIEFC
AM_USER "{user to run BriefCam services}" --BRIEFCAM_USER_PWD "{BriefCam's user password} --QLIK_DATA_FOLDER 
"C:\QlikShare" --QLIK_BACKUP_FOLDER "C:\Program Files\BriefCam\qlikbackup" 

Custom LEF License 

{ ResearchInstaller file name} --SERVER_PORT "8090" --RESEARCH_ENDPOINT "{RESEARCH hostname or load balancer 
endpoint} --POSTGRES_ADDRESS "{BriefCam DB hostname}" --POSTGRES_PORT "5432" --POSTGRES_BC_USER "{DB 
user for BriefCam user}" --POSTGRES_BC_PASSWORD "{DB password for BriefCam user}" --QLIK_LICENSE_SERIAL "972
1750115078957" --QLIK_LICENSE_CONTROL "10565" --QLIK_LICENSE_LEF "{Qlik license lef}`n`ANALYZER`;`20`;`;`n`GE
OANALYTICS`;`YES`;`;`n`GEOPLUS`;`YES`;`;`n`IGNORE_TOKENS`;`YES`;`;`n`OVERAGE`;`NO`;`;`n`PRODUCTLEVEL`;`5
0`;`;`2023`-01`-20`n`PROFESSIONAL`;`4`;`;`n`SPECIAL_EDITION`;`NFR`;`;`n`SPECIAL_EDITION`;`OEM`;`;`n`TIMELIMI
T`;`VALUE`;`;`2023`-01`-`21`n`WEBCONNECTORS`;`YES`;`;`n`4YK2`-PAQN`-NDSB`-7YN6`-L2JX" --DOMAIN_NAME "." --B
RIEFCAM_USER "{user to run BriefCam services}" --BRIEFCAM_USER_PWD "{BriefCam's user password} --QLIK_DATA_F
OLDER "C:\QlikShare" --QLIK_BACKUP_FOLDER "C:\Program Files\BriefCam\qlikbackup" 

Distributed Installation 

{ ResearchInstaller file name} --SERVER_PORT "8090" --RESEARCH_ENDPOINT "{RESEARCH hostname or load balancer 
endpoint} --POSTGRES_ADDRESS "{BriefCam DB hostname}" --POSTGRES_PORT "5432" --POSTGRES_BC_USER "{DB 
user for BriefCam user}" --POSTGRES_BC_PASSWORD "{DB password for BriefCam user}" --DOMAIN_NAME "." --BRIEFC
AM_USER "{user to run BriefCam services}" --BRIEFCAM_USER_PWD "{BriefCam's user password} --QLIK_DATA_FOLDER 
"C:\QlikShare" --QLIK_BACKUP_FOLDER "C:\Program Files\BriefCam\qlikbackup" 

MongoDB 

{ MongoDBInstaller file name} /qn APPDIR="$env:ProgramFiles\briefcam" MONGODB_PORT=27017 POSTGRES_ADDRES
S="{BriefCam DB hostname}" POSTGRES_PORT=5432 

RabbitMQ 

{ RabbitMQInstaller file name} /qn APPDIR="$env:ProgramFiles\briefcam" POSTGRES_ADDRESS="{BriefCam DB hostnam
e}" POSTGRES_PORT=5432 POSTGRES_BC_USER="{DB user for BriefCam user}" POSTGRES_BC_USER_PASSWOR
D="{DB password for BriefCam user}" 

VMS Plugins 

Silent installations are also available for the Genetec, Milestone, NiceVision and VisionHub plugins. 

76



Upgrading 

Silent installations for upgrading are not supported for BriefCam version 2024 R2. 

Run the following commands to upgrade the PostgreSQL, Server and Web Services to a later version: 

PostgreSQL 

{PostgreSQLInstaller file name} exe /qn /l*v "{logfolder}\log.log" 

Server 

{ServerInstaller file name} /qn SERVER_PWD_UPGRADE="{bc_user_password}" /l*v "{logfolder}\log.log" 

Web Services 

{WebInstaller file name} /qn WS_PWD="{bc_user_password}"  /l*v "{logfolder}\log.log" 

Large Scale Deployments 

Large scale deployments are deployments that handle thousands of video hours per day and usually include 10 servers or 
more. 

This section describes recommended components that can be used to configure a large scale deployment. 

Logging and Monitoring 

Deploying a Graylog Server 

Load Balancers 

MongoDB Installation 

Logging and Monitoring 

When deploying a large scale system, there is a need to monitor the system and the logs from a single place. For this 
purpose, BriefCam recommends working with the following: 

• Prometheus® and Grafana technology for large scale monitoring and monitoring dashboards. 
• GrayLog for large scale centralized logging 

The above components are deployed separately on a dedicated Linux instance. 

For additional information about running the Prometheus and Grafana scripts, contact BriefCam Support. 

Deploying a Graylog Server 

For large scale deployments, BriefCam recommends using the Graylog log management platform to collect the various logs 
into a single place to help debug the system. 

To deploy a Graylog server you need a dedicated Linux server. 

When you carry out all the steps below, the following internal components that are needed for Graylog to run will be installed: 
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• MongoDB – A separate database instance for this purpose. 
• ElasticSearch – This is a middle layer through which the database and Graylog communicate. 
• Graylog 

In addition, as part of the installation, an agent is deployed on each one of the BriefCam servers. The agent will be responsible 
for sending logs to the Graylog server. 

Prerequisites 

• BriefCam is already deployed on your site. 

• The Linux server must be reachable from all BriefCam machines via HTTP/TCP. 

Platform Requirements 

The Linux server must be ubuntu 18.04.* LTS with the following specifications: 

• 1 x i7-10700K CPU 
• 64GB RAM 
• 256GB SSD 

Other Requirements 

• All operations need to be performed by a user with sudo permissions. 

Installing Graylog on the Linux Server 

Installing Graylog on the Linux server consists of the following steps: 

1. Check that SSH is installed and enabled 
2. Install Docker Runtime 
3. Copy the installation files 
4. Configure and activate the Graylog server engine 
5. Configure the Graylog collectors 
6. Configure BriefCam Servers to Send Logs to the Graylog Server 
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Step 1: Check that SSH Is Installed and Enabled 

1. Log into the Linux server. 
2. Open a terminal window. 
3. Issue the following commands: 

sudo apt update 

sudo apt install openssh-server 

4. Check that the ssh daemon (service) is up and running: 

sudo systemctl status ssh 

5. You should see text similar to this: Active: active (running) : 
6. Type q to return to the console. 
7. Allow ssh in the firewall: 

sudo ufw allow ssh 

8. Terminate the shell session: 

sudo ufw allow ssh 

Step 2: Install Docker Runtime 

To install Docker Runtime: 

1. Open the SSH session to the server machine: 

ssh jjcale@tulsa-sound or jjcale@{Server IP address} 

2. Enter your password to connect to the SSH session. 
3. Update the apt package manager: 

sudo apt-get update 

4. Install docker general dependencies: 

sudo apt-get install apt-transport-https ca-certificates curl gnupg-agent software-properties-common 

5. Install a docker runtime PGP key: 

curl -fsSLhttps://download.docker.com/linux/ubuntu/gpg | sudo apt-key add – 

6. Add a docker runtime repository: 

sudo add-apt-repository \ "deb [arch=amd64] https://download.docker.com/linux/ubuntu $(lsb_release -cs) stable" 

7. Install the docker run time itself and direct dependencies: 

sudo apt-get update sudo apt-get install docker-ce docker-ce-cli containerd.io 
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8. Test the docker installation. This should produce a short hello message to the console without errors: 

sudo docker run hello-world 

The output will look similar to the following: 

Unable to find image 'hello-world:latest' locally latest: Pulling from library/hello-world 0e03bdcc26d7: Pull complete Digest: 
sha256:e7c70bb24b462baa86c102610182e3efcb12a04854e8c582838d92970a09f323 Status: Downloaded newer image for 
hello-world:latestHello from Docker! This message shows that your installation appears to be working correctly. 

9. Add the 'docker' user to the group of the user you are logged in with: 

sudo usermod -aG docker jjcale 

10. Make sure to log out or exit the current session in order for the usermod command to take effect. 
11. Install docker-compose runtime: 

sudo curl -L "https://github.com/docker/compose/releases/download/1.27.4/docker-compose-$(uname -s)-
$(uname-m)" -o /usr/local/bin/docker-compose 

12. Give docker-compose execution permissions: 

sudo chmod +x /usr/local/bin/docker-compose 

Step 3: Copy and Extract the Installation Files 

1. Copy the files from the machine that hosts the installation file (usually a Windows machine) to the Linux server. 
2. Use openssh for Windows or winscp: https://winscp.net/download/WinSCP-5.17.9-Setup.exe 
3. Run: scp path\to\package\server.zip jjcale@192.168.0.3:/home/jjcale/ 
4. ssh to the server machine and extract the package files: 

cd ~ 

unzip server.zip 

cd server 

Step 4: Configure and Activate the Graylog Server Engine 

1. Open the docker-compose-graylog.yml file with a text editor and set: 
GRAYLOG_HTTP_EXTERNAL_URI=server_ip 

2. Leave the port as is. For example: 
GRAYLOG_HTTP_EXTERNAL_URI=http ://{Server IP address}:9000/ 

3. Create a directory for the Graylog files: 

sudo mkdir-p /opt/briefcam/graylog 

4. Copy the Graylog compose file to the newly created directory: 

sudo cp docker-compose-graylog.yml /opt/briefcam/graylog/ 

5. Create a Graylog service by copying graylog-docker.service to /etc/systemd/system: 

sudo cp graylog-docker.service /etc/systemd/system/ 

6. Enable the new service for when the machine is restarted: 

sudo systemctl daemon-reload sudo systemctl enable graylog-docker 
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7. Start the Graylog service: 

sudo systemctl start graylog-docker 

The first start may take a couple of minutes since the pulling and starting of new docker containers 
takes some time. 

Step 5: Configure Graylog Collectors 

1. Log into the Graylog web interface. 
2. Open a browser and go to the following address: http://{Server IP address}:9000 
3. The credentials are: 

user: admin 

password: admin 

4. Go to system/inputs. 
5. Create GELF TCP input: 

a. Check the Global checkbox. 
b. Add a title, such as: "Win TCP". 
c. Set the port to 12201 (the default). 

6. Create GELF UDP input: 
a. Check the Global checkbox. 
b. Add a title, such as: "Win UDP". 
c. Set the port to 12201 (the default). 

7. Go to system/sidecars. 
8. Create an API token. 

a. Click Create or reuse a token for the graylog-sidecar user. 
b. Add a token name, such as: "Win token". 
c. Click Create Token. 

9. Save the token or copy it to the clipboard. 

Step 6: Configure BriefCam Servers to Send Logs to the Graylog Server 

The following steps should be carried out on every BriefCam server. 

Step a: Copy the Installation Package Files 

• Log into the machine remotely (RDP) and copy the following files from the installation links to each of the BriefCam 
servers: 

graylog_sidecar_installer_1.0.2-1.exe 

nxlog-ce-2.10.2150.msi 

windows_exporter-0.14.0-amd64.msi 

Step b: Install the Logs Collector 

1. Install the nxlog collector by running the following in PowerShell with elevated administrative permissions: 

..\nxlog-ce-2.10.2150.msi/qn 

2. The first step creates services on your machine. In this step, you need to deactivate the system services (Graylog 
only needs the binaries) by running the following in PowerShell: 
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cd 'C:\Program Files (x86)\nxlog\'.\nxlog.exe-u 

3. Install the Graylog sidecar as a service with the Graylog server IP and the saved API token by running the following 
in PowerShell: 

.\graylog_sidecar_installer_1.0.0-1.exe/S-SERVERURL="http://{Server IP address }:9000/api"-APITOKEN="<api-
token>" 

Step c: Configure the Sidecar 

1. Edit the C:\Program Files\Graylog\sidecar\sidecar.yml file and uncomment the following entries: 
◦ cache_path 
◦ log_path 
◦ collector_configuration_directory 
◦ collector_binaries_whitelist and the accompanying'- "C:\\Program Files 

(x86)\\nxlog\\nxlog.exe"' entry 

2. Save the file. 
3. Register the sidecar as a service and start it by issuing the following commands from the C:\Program Files\

Graylog\sidecar directory: 

C:\Program Files\Graylog\sidecar> .\graylog-sidecar.exe -service install 

C:\Program Files\Graylog\sidecar> .\graylog-sidecar.exe -service start 

Step d: Create the Graylog Configuration 

1. Open the Graylog UI and navigate to system/sidecars. 
2. Find your connected machine and click manage sidecar. 
3. Select the nxlog checkbox. 
4. Click Configuration. 
5. Under log collectors, click edit in the nxlog Windows version. 
6. Give a name, such as "win-nxlog". 
7. In the default template section, update File entry in the <Input file> section to the desired log directory. 
8. In the <Output gelf> section, set the Host IP to the correct connected machine address (Server IP address) 
9. Click Update. 

Load Balancers 

To serve a large number of users or real-time channels simultaneously, you can deploy multiple instances of web services 
behind a load balancer. The load balancer will distribute the traffic efficiently and will enable both scaling and high availability. 
For this purpose, BriefCam recommends working with the NGINX load balancer. 

For additional information, see Working with SSL: Using Load Balancer (NGINX) as an SSL Terminator. 

MongoDB Installation 

MongoDB is a document-oriented database that stores data in JSON-like documents with a dynamic schema. BriefCam’s 
metadata (BLOBs) are usually stored in a relational database (PostgreSQL). In large scale deployments, where the amount of 
data used for these blobs becomes very high, it is recommended deploying a MongoDB database, which has native support 
for horizontal scaling, adding more instances and distributing the data efficiently among them. 

It is recommended to install MongoDB before installing the BriefCam Server. If you installed the BriefCam Server before 
MongoDB, restart VSService on all BriefCam Servers. 

Installing MongoDB on an existing BriefCam environment is not supported. 
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It is recommended to install MongoDB before installing the BriefCam Server. If you installed the 
BriefCam Server before MongoDB, restart VSService on all BriefCam Servers. 

Installation Steps 

1. To run the BriefCam MongoDB Installation wizard, double-click BriefCamMongoDB_<Version number>.exe. 
2. In the Welcome screen, click Get Started. 

3. To proceed with the installation, read and accept the License Agreement terms. 
4. Click Next to continue. 
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The following screen will appear. 
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5. Select whether to use an existing account or create a new account. 
6. Enter the username and the password. The user needs to have administrator rights on the local machine. 

Note that special characters are not supported in the Password field. 

7. If the user is a domain user, enter the domain name. If the user is a local user, enter a period (.). 

The domain and user names are case sensitive. 

8. If you selected to use an existing user, you can click Validate Existing User to check that the user credentials are 
valid. 

9. For new users, you can select the Deny remote login for the BriefCam user checkbox to prevent the BriefCam 
user from remotely logging into the machine. If the checkbox is not checked, it will be possible to give the BriefCam 
user access to remote login (depending on your organization’s policies). 

10. Click Next. 
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The following screen will appear. 

11. Select the location where you want to install MongoDB. 
12. Enter the path for MongoDB. 
13. Enter the server address and path where the PostgreSQL database was installed and the application user and 

password. Note that special characters are not supported for passwords. 
14. Click the Test Database Connection button. 
15. Click Install. 

VMS Integrations 

BriefCam’s VMS Integration Levels 

Supported VMS Table 

American Dynamics Integration 

Arcanes Technology Integration 
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Avigilon Integration 

Axis Integration 

Bosch Integration 

CASD Integration 

Dallmeier Integration 

Digifort Integration 

Exacq Integration 

FLIR Integration 

Genetec Integration 

GeoVision Integration 

Geutebruck Integration 

IndigoVision Integration 

IPOrchid Fusion Integration 

ISS Integration 

LenelS2 OnGuard Integration 

Milestone Integration 

NX (Network Optix) Integration 

Qognify Nicevision Integration 

Qognify Ocularis and Qognify VMS Integration 

Salient Integration 

Teleste Integration 

Verint Integration 

General VMS Known Issue 

RTSP-based integrations do not work when user’s credentials include the @ sign. 

BriefCam’s VMS Integration Levels 

There are various levels of integration with BriefCam and the various requirements needed for these integrations are 
referenced below. 

Level Name Description 
Applicable 
BriefCam 
Modules 

Applicable 
BriefCam 
Products 

Integration 
Scope 

L1 Forensics Integration for on-demand search, for post event REVIEW Rapid Backend 
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only 
integration 

investigations Review only 

L2 
Cross 
modules 
integration 

Level 1 integration and real time integration, for continuous 
video streaming and processing 

REVIEW, 
RESPOND, 
RESEARCH 

Insights, 
Protect 

Backend 
only 

2a 
Real time 
alerts 
integration 

Level 2 integration with real time alerts sent to the VMS 
client 

REVIEW, 
RESPOND, 
RESEARCH 

Insights, 
Protect 

Backend 
only 

3 
Client 
integration 

Level 1 or 2 integration extended by the BriefCam client 
incorporated in the VMS UI, ideally with SSO integration 

REVIEW, 
RESPOND, 
RESEARCH 

Frontend 
and if SSO 
is used 
backend 

4 
Workflow 
integration 

Level 3 integration enhanced with BriefCam functions added 
to the VMS player (e.g. launch a Synopsis request, add 
videos to a case from VMS live or playback streams) 

REVIEW, 
RESPOND, 
RESEARCH 

Frontend 
only 

See also: 

Supported VMS Matrix 

Supported VMS Table 

The most up-to-date list of supported VMSs (including changes made after the release date) can be found here: 
https://www.briefcam.com/partners/supported-vms/. 

To obtain integrations created by a VMS partner and for support using these integrations, contact the VMS partner. 

Third Party Integrations 

There are third parties who have integrated their VMS with BriefCam including the VMSs listed below. 

For information about licenses, installing, configuring, and working with these integrations, contact the third party. 
For the most up-to-date information about all VMS integrations, see: https://www.briefcam.com/partners/supported-vms/. 

Note that to use any third party integration with BriefCam, you need to also install BriefCam’s VIA plugin: 
BriefCamVMSIntegrationAPI_VIA_[version number].exe. 

VMS 
Partner 

Product Version 
Last Tested 
BriefCam Version 

Integration 
Level 

Support 

i-PRO 
Americas 

Video 
Insight 

7.6 5.4.1 L2a 
1-800-513-5417 (USA and Canada) or 
+1-713-621-9779 (international) 
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VMS 
Partner 

Product Version 
Last Tested 
BriefCam Version 

Integration 
Level 

Support 

ISS SecurOS 11.8 2024 R2 HF4 L3 https://support.issivs.com/ 

Qognify Ocularis 6.1 2023 M1 L2a + L3 

Surveillus Commander 6.3 6.4 L2a 

Synectics Synergy 3 24.1.6 2023 M1 L2a + L3 technical@synx.com 

BriefCam VMS Integration Plugin Installation 

VMS plugin installations are available for BriefCam Protect, Insights, and Rapid Review. 

You can install one or more VMS-specific BriefCam integration plugins to subsequently enable the BriefCam Server to connect 
to one more VMS environment (multiple simultaneous integrations are supported). The VMS integration Plugin Installation, as 
well as the VMS SDK (for relevant VMSs) is required to be installed on every machine on which the BriefCam Server/
Processing Server/Alert Processing Server is installed. 

Plugins are available for selected VMS systems (refer to the BriefCam's Supported VMS table ). Each installed plug-in will be 
embedded on the BriefCam Server for subsequent selection within the BriefCam Server Admin application. For more 
information, see Camera and VMS Configuration in the BriefCam Administrator Guide. 

The VMS plug-in installations will deploy the required prerequisites as needed per plug-in. 

To install the plug-ins: 

1. Run the VMS Integration Plugin Installation on the BriefCam Server by right-clicking on the 
BriefCam<VMS_name>Plugin_<Version_number>.exe file and selecting Run as administrator. 

Note: If you are using the latest Windows Update and a Windows Defender alert appears, click the More info link 
and click Run anyway. 

2. The VMS integration Plugin Installation is required to be installed on every machine on which the BriefCam Server/
Processing Server is installed. 

3. Read and accept the License Agreement terms. 
4. Select the path to the plugin installation directory. The path should be the same directory as the BriefCam Server 

directory. 
5. By default, it is set to C:\Program Files\BriefCam\BriefCam Server\. 
6. Click Install and continue as instructed by following the installation procedure. 
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General VMS Known Issue 

RTSP-based integrations do not work when user’s credentials include special characters, such as @ and #. 

American Dynamics Integration 

Integration Summary 

VMS 
Partner 

Product Version 
Last Tested 
BriefCam 
Version 

Integration Level 
H.265 
Support 

Additional License 
Required 

American 
Dynamics 

VideoEdge 6.3 2024 R2 HF4 
Integration for on-demand 
and real-time (L2) 

Yes 
A floating license is 
required for each recorder. 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

VMS SDK 

Prior to the plugin installation, install American Dynamics SDK 5.3.3. 

Known Limitations 

• Bounding boxes when playing the original video are not supported. 
• Support for the H.265 format is done per request. If you want to use the H.265 format with this VMS, please contact 

BriefCam’s support. 
• In American Dynamics integrations, when fetching fails due to a corrupted file in on-demand requests, the decoding 

partially fails. 

Arcanes Technology Integration 

Integration Summary 

VMS Partner Product Version 
Last Tested BriefCam 
Version 

Integration Level 
H.265 
Support 

Arcanes 
Technology 

VXCore 6.5.4 6.4 Hot Fix 1 
Integration for on-demand and real-
time (L2) 

Yes 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 
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Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Installation and Configuration 

1. Run the plugin. 
2. Generate and set up the VXCore API Access token. 

a. In VXCore, navigate to Extensions > API access and click the ADD button. 

b. Copy the Connection key. You will need this key when configuring the connection on BriefCam. 
c. Enter the name of the API access token and check the Access to system informations checkbox. 
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d. From the CAMERAS tab, select all cameras that will be used by BriefCam and click APPLY. 

1. In the BriefCam Administrator Console, open the Settings section and click Camera Management. 
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2. Click the Add Directory button. 

3. In the Add Directory dialog, fill in the details of VXCore. 
4. In the User Name field you need to enter a single space only. A user name is not needed for the connection. 
5. In the Password field, enter the API access token generated in the VXCore VMS. 
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6. Ensure that the firewall is accepting connections for RTSP. 

Configuration File 

After running the plugin, you can customize the BriefCam.VXCore.ini file, which by default is located at: C:\Program 
Files\BriefCam\BriefCam Server\plugins. 

The settings in the file are: 

• LiveDelayMSec – Sets up a time delay when the VMS and RSTP have mismatched times. 

When a live image is received from the recorder/camera, the time of the frame is also received. If this time is invalid, 
BriefCam will set the frame time to the current time minus the value set in the LiveDelayMSec parameter. 

For example, if a frame is received with time 01/01/1900 00:00:00, BriefCam will override this time to the current 
time of the machine and will subtract the configured delay, which by default is 0. 

• UseHTTPSLiveURL – Uses HTTPS for the live streaming connection. 
• FFmpegPath – Sets up the location of the FFMPEG, if it’s not installed in the default location. 
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Archiving the Exported File from VXCore 

The archive is done because the export consists of multiple files that need to be handled together by the decoder. If they are 
uploaded separately, the decoder does not know that these files are part of the same export. 

For example, a 10-minute export will contain 10 pairs of VXSEEK and VXVIDEO files, one pair for each minute of the export. 
The VXSEEK file contains the metadata needed to read the VXVIDEO file. 

Generating the Archive 

To generate the archive that needs to be uploaded to BriefCam: 

1. Generate the video export from VXCORE ACCESS. 
a. In VXCORE ACCESS, in the left toolbar, navigate to the Video tab. 

b. In the right pane, click the Raw video dump button. 
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c. Set the export start and end time and click the Telecharger les donnees button to initiate the export. 
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d. Select the folder on the disk where the export should be saved and confirm. The resulting folder name 
should be similar to "vxcore_b3c1-9d25-53ca-4d51". 

2. Copy both scripts (.ps1 and .bat), which are located in the BriefCam installation directory’s plugins folder, into 
the same folder where the VXCore export folder is located. The folder should look like this: 

3. Double-click the vxcore_archiver.bat file. The scripts will look for a VXCore export folder in the same directory 
where the two scripts are located. 

4. Once the archive is ready, a new File Explorer window will open to the path where the .vxcorezip archive file is 
located. (The .vxcorezip file was created by the script.) This file can then be uploaded to BriefCam for decoding. 

5. In order for BriefCam to decode the export correctly, the following line needs to be uncommented in the 
RenderingService.ini configuration file: 

The vxcore_archiver.ps1 file can be called as a standalone from a PowerShell terminal. For more information, run the 
help command: vxcore_archiver.ps1 -help. 
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VXCore Configuration Settings 

In the BriefCam installation directory’s plugins folder, you’ll find the BriefCam.VXCore.ini file’s Decoding section. You 
can use these settings to further configure your system. 

• StreamID – The video stream that should be decoded from the VXCore export. This is used in cases where the 
camera, from which the native video is exported, records multiple streams (e.g., with multiple resolutions). The first 
stream is always named “video1” (as is the default value of this setting) and additional streams will be named 
“video2”, “video3”, etc. 

• FileReaderQueue – The number of frames that should be buffered from the native export before waiting for pending 
frames to be decoded. Increase this setting if the ffmpeg decoder (used by the VXCore decoder for decoding single 
frames) reports increasing its buffer in the logs. Look for the following warning: 
“FFMpegDecoder::AppendChunkToBuffer. increased buffer size from <x> to <y>”. 

• FileReaderQueueMax – The maximum value the file reader queue will be increased to during decoding. This value 
should be set higher than FileReaderQueue. 

• FileReaderDelayMS – How long the decoder should wait before trying to extract more frames from the native export 
once the buffer limit is reached. 

• InitExtractorFrameLimit – How many frames the decoder should check for a valid first frame before discarding the 
native export as invalid. Increase this setting if there is a large number of reported invalid decodings. Look for the 
following error: “[VXCore Decoder] Initialization failed.”. 

• InitDecoderBufferSizeKB – How many KB of frame data the decoder should use for a valid initialization before 
discarding the native export as invalid. Increase this setting if there is a large number of reported invalid decodings. 
Look for the following error: “[VXCore Decoder] Could not decode <uploaded native export path>”. 

• DecoderBufferSizeMB – The initial size of the FFMPEG decoder buffer. Increase this setting if the ffmpeg decoder 
reports increasing its buffer in the logs. Look for the following warning: “FFMpegDecoder::AppendChunkToBuffer. 
increased buffer size from <x> to <y>”. 

Avigilon Integration 

Integration Summary 

VMS 
Partner 

Product Version 
Last Tested BriefCam 
Version 

Integration Level 
H.265 
Support 

Avigilon 
Avigilon Control 
Center 

7.14 2024 R2 HF4 
Integration for on-demand and real-
time (L2) 

No 

Avigilon 
Avigilon Control 
Center 

7.12 2023 M1 
Integration for on-demand and real-
time (L2) 

No 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 
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Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

VMS SDK 

1. Prior to the plugin installation, install the relevant Avigilon SDK. 
◦ For Avigilon 7.12 and 7.14, you need SDK version 6.14.22.6. 

2. Install the Avigilon SDK on the BriefCam server. 
3. If the Processing Sever and/or Alert Processing Server is installed on a dedicated machine, also install the Avigilon 

SDK on the BriefCam Processing Server and/or Alert Processing Server. 

Recommended Configuration for Avigilon Cameras 

To improve the Avigilon plugin’s performance with Avigilon cameras, it is recommended to: 

1. In Avigilon Control Center: 
a. Set the Format field to AVE. 
b. Set the Stream Mode field to Dual Mode. 

2. In the BriefCam Administrator Console: 
a. Change the maxProcessingTaskLengthInMinutes environment setting to 30. 
b. Restart the Processing Service. 

This change breaks the on-demand videos into smaller chunks (of 30 minutes instead of 4 hours by default), improving the 
amount of processing that is done in parallel, which leads to better resource utilization and improved performance. However, 
this change has several side effects: 

• There will be a warmup at the beginning of every chunk. The warmup is a short processing period that learns the 
video characteristics and calibrates BriefCam's Machine Learning engine. The warmup consists of the learning of 
the background, size, speed, and proximity geometry, which need to be learnt in each video chunk. The warmup 
period usually lasts for the first few minutes of the processed chunk. 

• Persons in the beginning of a chunk will not have the geometry information that accurately places them in the scene. 
Therefore, they cannot be used in the Proximity filter. 

• Size and speed filters applied on objects appearing in the beginning of a chunk may show incorrect measurements. 
• Objects that appear in two consecutive chunks, could be identified as two separate objects. 

Known Limitations 

• In Avigilon integrations, slow processing was observed when working with 4K cameras. This is because of slow 
decoding due to proprietary format. 

• In on-demand scenarios: 
◦ Although the processing is reported to be completed successfully, occasional frames may be dropped and 

indicated in the logs. 
◦ In certain scenarios, the fetching of videos is slow. To solve this issue, define additional parallel workers or 

reduce the camera resolution. For additional information, see the Recommended Configuration for 
Avigilon Cameras section above. 

• Support for the H.265 format is done per request. If you want to use the H.265 format with this VMS, please contact 
BriefCam's support. 

See also: VMS Integration Issues 
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Axis Integration 

Integration Summary 

VMS Partner Product Version Last Tested BriefCam Version Integration Level H.265 Support 

Axis Axis ACS 5.33 6.4 Hot Fix 1 Real time alerts integration (L2a) No 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Note that the name of the plugin is: BriefcamACSPlugin_[version number].exe. 

Ports Required 

The following port should be available when installing the plugin. 

Axis Version Port # 

Axis ACS v5.X 55756 

Axis ACS v6.X 29204 

For Axis ACS v6.X: 

1. Open the BriefCam.ACSIntegration.ini file, which is located by default at: C:\Program Files\
BriefCam\BriefCam Server\plugins. 

2. Change the 
DefaultPort 
parameter to 29204 and uncomment the row. 
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Sending Alerts to Axis 

Alerts can be sent to Axis ACS. To enable this functionality, carry out the steps below. 

BriefCam Configuration 

In the Environment Settings section, there are three settings relevant for sending alerts outside of BriefCam (see the image 
below): 

1. To send alerts outside of BriefCam, set the Respond.AlertsPublishingEnabled setting to true. 
2. To send alerts to a VMS, check that the Respond.AlertsPublishingToVMSEnabled setting is set to true. 
3. To change the polling interval, use the Respond.AlertsPublishingIntervalInMilliseconds setting. 

4. If you make changes to the settings, you need to restart or start the VSServer service. 

Axis Configuration 

On the Axis side you need a full admin user. 

1. On the ACS server (incoming): 
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a. For Axis ACS v5.X, open UDP port 55756. 
b. For Axis ACS v6.X, open UDP port 29204. 

2. To configure the VMS side’s trigger, go to the Axis Camera System's Configuration tab, open the Recording and 
events folder and then the Action rules option. 

3. Click New. 

4. Add a new trigger by clicking Add. 

5. Select External HTTPS and click OK. 
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6. Enter a trigger name. This name will be used in the json mapping file, described below. 

7. Click OK and then click Next. 
8. Add an action. 
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9. Select the required action (usually Raise Alarm) and click OK. 

10. Fill in the alarm’s Title and Descriptionfields. This information will be shown to the operator once the alert is 
triggered. 
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11. Open the AxisCamerasMap.json file, located at: C:\Program Files\BriefCam\BriefCam Server\
plugins. This file maps between the cameras and the alarms. Note that this file must always be in the same folder 
as the plugin’s dll file. 

12. In the AxisCameraMap.json file, enter the Trigger Name from step 6. 
13. Raise the trigger by filling in either the CameraId with the External ID from ACS or by entering the Respond Rule 

Name. 

14. Repeat for any rules that you need. 

Known Limitations 

• Bounding boxes when playing the original video are not supported. 
• Support for the H.265 format is done per request. If you want to use the H.265 format with this VMS, please contact 

BriefCam's support. 
• Due to a limitation with the Axis API, no data can be sent to Axis ACS. 
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Bosch Integration 

Integration Summary 

VMS 
Partner 

Product Version 
Last Tested BriefCam 
Version 

Integration Level 
H.265 
Support 

Bosch 
BVMS Bosch Video 
Security 

12.2 2024 R2 HF5 
Integration for on-demand and 
real-time (L2) 

No 

Bosch 
BVMS Bosch Video 
Security 

11 6.3 
Integration for on-demand and 
real-time (L2) 

No 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

VMS SDK 

• Prior to the plugin installation, install the relevant Bosch SDK (6 videosdk06120078x64) on the BriefCam server. 
• If the Processing Server service and/or Alert Processing Server service is installed on a dedicated machine, also 

install the Bosch SDK on that machine. 

Connecting to the Bosch VMS 

If the Bosch VRM is installed on a separate machine and not on the VMS, in the BriefCam 
Administrator Console’s Add Directory screen’s Address field, specify the VRM’s IP address and not 
the VMS’s IP address. 
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1. Log in to the Bosch VMS. 

• For Bosch 11, log in using the Bosch VRM’s default user called srvadmin (this is the only user that you can use). 

• For Bosch 12.2, create an admin user called srvadmin and give it the same password as the default srvadmin 
user. Log in using the admin user that you just created. 
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2. In the Bosch Configuration Client, go to Devices. 
3. In the Device Tree, navigate to VRM Devices and right-click on the main device. 
4. Select Edit VRM device. 

5. In the Edit VRM screen, check the Show password checkbox. The username (srvadmin) and the password that 
you set here must be used to connect to Bosch VMS, retrieve cameras and export video. 
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6. Navigate to VRM Devices, the main VRM, and Pool 0. 
7. Right-click on the video streaming gateway (vsg2 in the image below) and select Edit Video Streaming Gateway. 
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8. In Edit Video Streaming Gateway screen, check the Show password checkbox. 
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To support both VRM and VSG cameras, you need to use same password for VSG and all VRM 
devices. 

Bosch Settings in BriefCam 

The BriefCam.Bosch6Fetcher.ini file (located by default at C:\Program Files\BriefCam\BriefCam Server\
plugins) includes the following settings: 

Setting Description 

LiveDelayMsec 

When configuring the RESPOND module to use Bosch cameras, the timestamp is not delivered as 
part of the RTSP stream. As a result, BriefCam uses the local system time as the stream time minus a 
configurable time lag to represent network and systems latency. This time lag can be configured in the 
LiveDelayMSec setting (default is 0, meaning no delay). 

Schema Set which schema to use: http or https (default). 

Port The port of the video streaming gateway. The default is 8443. 

User 
The username for the video streaming gateway. For Bosch 11 and above, set this to service and 
remove the semicolon. 

Password The video streaming gateway password for the user. For Bosch 11 and above, set a password and 
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remove the semicolon. Remember that you need to use same password for VSG and all VRM 
devices. 

AutoUpdateMinutes 
How often in minutes to check if a change was made to the ONVIF camera configuration and update 
the cache. 

Enabling Live Video Streaming 

To enable live video streaming, make the following changes in the BriefCam.Bosch6Fetcher.ini file: 

1. Make sure the User setting is set to service. For earlier Bosch versions, do not change this setting. 
2. In the User Name and Password settings, enter the password from the Edit Video Streaming Gateway screen (as 

shown in the image below). 

All cameras that are configured in the VMS with this user name and password will work with the live video 
stream. 

3. In the Port setting, enter the port from the Network port field from the Edit Video Streaming Gateway screen (as 
shown in the image below). 

4. If the Secure connection checkbox is unchecked in the screen above, set the Schema setting to http. 
5. Enter the following section to the .ini file and fill in the credentials: 

[Live] 
OnvifUser=service 
OnvifPassword=xxxxxxxxxxxxxxx 

6. Remove the semicolon before any setting that you changed. 
7. Restart the BriefCam services. 

Known Limitations 

• Only one pool installed on the same machine as the VMS is supported. 
• Bounding boxes when playing the original video are not supported. 
• When configuring the RESPOND module to use Bosch cameras, the timestamp is not delivered as part of the RTSP 

stream. As a result, BriefCam uses the local system time as the stream time minus a configurable time lag to 
represent network and systems latency. This time lag can be configured in BriefCam.Bosch6Fetcher.ini -> 
LiveDelayMSec property (default is 0, meaning no delay). 

CASD Integration 
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Integration Summary 

VMS 
Partner 

Product Version 
Last Tested BriefCam 
Version 

Integration Level 
H.265 
Support 

CASD 
VisiMAX NVR-
RTSP 

9.10 2024 R2 HF4 
Integration for on-demand and real-
time (L2) 

Yes 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Make sure that the VMS and BriefCam servers’ operating systems are synced to the same Network Time 
Protocol (NTP). 

Ports Required 

The following ports should be available when installing the plugin. 

Port # 

554, 2088, 3333, 20554…N0554, and 22088…N2088 

Installing the VISIMAX.OCX registry key 

Prior to the plugin installation, you need to add the proper VISIMAX.OCX parameter to the Windows registry. 

1. To add the VISIMAX.OCX parameter to the registry, copy the VISIMAX.OCX file to your BriefCam Server PC and 
run a Command line as admin (CMD). To do so, click the Start button, type cmd, and select cmd.exe from the 
search list on the right, followed by Run as administrator. 

2. Enter Regsvr32 <full path to the location where you put visimax.ocx> (i.e. Regsvr32 C:\VISIMAX.OCX). 
3. A pop-up window will indicate that the registry has been added successfully. Click OK. 
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For additional information on how to add VISIMAX.OCX, please contact your System Integration manager or BriefCam 
Support. 

Working with a VisiMAX Server that has More than Two Ports 

In VisiMAX, each port on the VMS represents 16 cameras. Each VMS can contain up to 6 ports (96 cameras). 

When adding a VisiMAX directory, you can have all cameras from all ports will appear on the screen in one long list. 

There are two ways to do this: 

1. By entering the address:port combination (for example 'VisimaxServer:2088'), BriefCam will connect to the VMS on 
that specific port, and retrieve the 16 cameras on that port. 

2. By entering the address in a specific syntax and editing the VisimaxIntegration32.ini file as described below: 
a. Enter the address in the address bar optionally followed by the pound key (#) and the number of 

addresses to search. Note that in this method, you are not required to specify the port in the address but 
only <IP>#<number of addresses>. Here are two examples: 

172.25.25.29#2 will scan both 172.25.25.29 and the next number: 172.25.25.30 and add them to the 
directory you create. 

10.0.0.99#10 will scan IP addresses 10.0.0.99-108 
b. When a VisiMAX server has more than two ports (two instances), you need to enable additional ports in 

the file by uncommenting the ports (removing the semicolon) in the TCP, UDP and RTSP sections of 
BriefCam’s VisimaxIntegration32.ini file (located at: C:\Program Files\BriefCam\BriefCam 
Server\32\plugins). 

For example, if the VisiMAX server is using four ports, find ports 3 and 4 in the file and uncomment them 
(remove the semicolon) in all sections. 
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Enabling an offline port will significantly slow down the connection process. 

Known Limitations 

• Bounding boxes when playing the original video are not supported. 
• The H.265 video format is not supported. 

Dallmeier Integration 

Integration Summary 

VMS 
Partner 

Product Version 
Last Tested 
BriefCam Version 

Integration Level 
H.265 
Support 

Additional License 
Required 

Dallmeier SeMSy 5 2024 R2 HF4 
Integration for on-demand 
and real-time (L2) 

Yes 
A floating license is required 
for each recorder. 

Dallmeier SeMSy 5 
2024 M1 (for the 
Next-Gen engine) 

Integration for on-demand 
and real-time (L2) 

Yes 
A floating license is required 
for each recorder. 
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The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Licenses 

A Dallmeier floating license is required for each recorder used by the BriefCam Server. To acquire these licenses, please 
contact the Dallmeier Support team. 

Dallmeier SeMSy III Installation and Configuration 

After running the plugin, you need to configure the BriefCam.Dallmeier.SeMSy3.ini file, which by default is located at: 
C:\Program Files\BriefCam\BriefCam Server\plugins. 

If you have more than one physical server running the BriefCam server service all the configurations in 
the BriefCam.Dallmeier.SeMSy3.ini files (including the connection strings) should be identical. 

Recorder and Recorders Sections 

This integration supports many recorders and you need to enter the credentials for each of the recorders in the 
BriefCam.Dallmeier.SeMSy3.ini file. 

Remember to remove the semicolon ( ; ) from the beginning of each row that you change. 

If all the recorders share the same credentials: 

• Set the credentials in the DefaultUserName and DefaultPassword fields, as shown in the image below. 

If you are using group login: 

• Set the DefaultPassword only. Leave the DefaultUserName row as is. 

If each recorder has its own credentials: 

If all or some of the recorders have different credentials than the default, list each of them in the [Recorders] section with the 
recorder name, IP address, username and password. 
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Note that: 

• Each recorder name needs to be unique. 
• If the recorder is using group login, use two sets of double quotes (" ") for the Username. 

If some of the recorders have their own credentials: 

1. Set the shared credentials in the DefaultUserName and DefaultPassword fields. 
2. For the recorders with credentials different than the default, add each of them to the [Recorders] section. 

Live Section 

When a live image is received from the recorder/camera, the time of the frame is also received. If this time is invalid, BriefCam 
will set the frame time to the current time minus the value set in the LiveDelayMSec parameter. For example, if a frame is 
received with time 01/01/1900 00:00:00, BriefCam will override this time to the current time of the machine and will subtract 
the configured delay, which by default is 0. 

Fetching Section 

The FFprobePath parameter is the path to the ffprobe.exe file, which is located in the BriefCam server folder. The default 
path is set to the BriefCam server path. 
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Database Section 

If the database name is not semsy (the default), change it in the Database section and remove the semicolon. 

Cameras 

You only need to add the main directory in the BriefCam Administrator Console. You do not need to add the recorders 
separately. For information about adding a directory, see the BriefCam Administrator Guide's Camera and VMS Configuration 
section. 

When adding the directory in BriefCam, use the credentials that are used for connecting to the database via the Dallmeier 
SeMSy 3 DB Configuration Tool. 

In the BriefCam Administrator Console, the camera names from the VMS will be prefixed by the area code and a hyphen. In 
the image below, the area code is 1. 

Send Alerts to the Dallmeier SeMSy III Database 

The alerts are sent to the database only and do not appear in the Dallmeier VMS interface. 

To configure the sending of BriefCam alerts to the Dallmeier SeMSy III database, carry out the following steps: 

1. Enable the sending of alerts outside of BriefCam, by opening the BriefCam Administrator Console and setting the 
Respond.AlertsPublishingEnabled environment setting to true. 
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2. On the machine where you ran BriefCam’s SeMSy III plugin, open the BriefCam.Dallmeier.SeMSy3.ini file 
(located, by default, at: C:\Program Files\BriefCam\BriefCam Server\plugins). 

3. Set the following three parameters and remove the semicolon from the beginning of each of the rows: 
◦ PGuardInterfaceAddress – The IP address or hostname of the machine where the PGuardInterface 

service is installed (localhost by default). 
◦ PGuardInterfacePort – The HTTP port for the PGuardInterface service (configured during the installation 

of the service; 8282 by default). 
◦ EventID – This is the subalarm ID that needs to be created in PGuard in the “10036 External message” 

section. This can be any number from 1 to 99999 as long as it is not already in use. See Dallmeier’s 
PGuardInterface documentation for additional information. 

4. In the BriefCam Administrator Console, start/restart the VSServer service. 

Received Alerts 

The alerts received in the Dallmeier SeMSy III database will appear as a list of comma-separated values in the following order: 

• Alert ID 
• Timestamp - UTC time in UNIX timestamp format (seconds since 01-01-1970) 
• Rule Name 
• Alert Type - "FA" for fast alerts; "SA" for smart alerts 
• Type - "FR" for face recognition alerts; "LPR" for license plate recognition alerts; "GEN" for other alerts 
• Object Class 
• Confidence % 
• Description 
• Image URL 
• Watchlist 
• Licence Plate 
• Color 
• Upper Wear 
• Lower Wear 
• Bag 
• Hat 
• Mask 

Additional notes: 
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If any of the values are empty, the comma delimiters in the message will still appear. 

When the alert message’s limit of 254 characters is reached, data pruning will occur to ensure that the alert can be sent. 

Data pruning may occur in the following fields: Rule Name, Image URL, and Watchlist. 

Dallmeier SeMSy 5 Installation and Configuration 

Working with SeMSy 5 on Distributed Environments 

If you are working with SeMSy 5 on a distributed environment, you will need to carry out the following steps: 

STEP 1. Create a Virtual Workstation in SeMSy 5 Config 

To connect to the Core Server in a SeMSy 5 Distributed installation, there needs to be a Workstation provided, as part of the 
credentials. 

This is done by creating a Virtual Workstation as follows: 

1. In the SeMSy 5 Config Mode application, open the System Configuration folder. 
2. Click on the Workstations menu. 
3. In the Description field, enter a name for the workstation. Only a name for the workstation is needed. Do not select 

a server from the Server drop-down, it needs to remain empty. 

STEP 2. Create a New Admin User for BriefCam in SeMSy 5 

1. In the SeMSy 5 Config Mode application, open the System Configuration folder. 
2. Click the Users menu. 
3. Add a new user. 
4. In the User field, enter the username using the following syntax: [REST API user]@[workstation name] 

Where the REST API user is the username configured for accessing the Rest API (this is in the Site Login User 
found in the SeMSy Setup app) and the workstation name is the newly created workstation name from STEP 1 
above (Create a Virtual Workstation in SeMSy 5 Config). 

For example: admin@briefcam-new 
5. In the Password field, create a password. 
6. Give the new user Admin rights by checking the Admin checkbox. 
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Cameras 

To add cameras: 

1. Open the BriefCam Administrator Console. 
2. Open the Camera Management section (see image below), which lists all connected VMS servers on the left and 

the servers’ associated cameras on the right. 
3. Click the Add Directory button. 

The Edit Directory screen will open: 
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You only need to add the main directory in the BriefCam Administrator Console. You do not need to 
add the recorders separately. 

4. From the Video Integration field, select Dallmeier SeMSy 5 Integration. 
5. In the Directory Name field, enter a name. 
6. In the Address field, enter the following URI schema, which is needed for connecting to the SeMSy 5 REST Server: 

The URI schema is http(s)://{SeMSy5-address}:{RestServerPort} 

You’ll find the RestServerPort in the SeMSys 5 Setup application’s SeMSy Core tab. The default port is 9000. 

7. In the User Name and Password fields, enter the SeMSy5 Site Login User and User Name and Password. You’ll 
find these in the SeMSy 5 Setup application’s General tab (as shown in the image below). If you are using a 
distributed environment, enter the user and password that you created in the SeMSy 5 Config Mode application (see 
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STEP 2. Create a New Admin User for BriefCam in Semsy 5). 

In the BriefCam Administrator Console, the camera names from the VMS will be prefixed by the area code and a hyphen. In 
the image below, the area code is 1. 

After running the plugin, you can configure the BriefCam.Dallmeier.SeMSy5.ini file, which by default is located at: 
C:\Program Files\BriefCam\BriefCam Server\plugins. 

Live Section 

When a live image is received from the recorder/camera, the time of the frame is also received. If this time is invalid, BriefCam 
will set the frame time to the current time minus the value set in the LiveDelayMSec parameter. For example, if a frame is 
received with time 01/01/1900 00:00:00, BriefCam will override this time to the current time of the machine and will subtract 
the configured delay, which by default is 0. 
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Fetching Section 

The FFprobePath parameter is the path to ffprobe.exe file, which is located in the BriefCam server folder. The default path 
is set to the BriefCam server path. 

Dallmeier SeMSy 5 was certified with the Dallmeier Recorder version 9.15.12. 

Known Limitations 

• Motion detection is not currently supported. 

Digifort Integration 

Integration Summary 

VMS 
Partner 

Product Version 
Last Tested BriefCam 
Version 

Integration Level 
H.265 
Support 

Digifort 
Digifort 
Enterprise 

7.4.0.4 2024 M1 
Real time alerts integration 
(L2a) 

Yes 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Initial Setup 

In the VideoNative.ini file (located at C:\Program Files\BriefCam\BriefCam Server), change both the 
RtspConnectionTimeout and the RtspGetNextTimeout parameters to 60000 and remove the semicolons from the beginning of 
these rows (as shown in the image below). 
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Sending Alerts to Digifort 

Alerts can be sent to Digifort. To enable this functionality, carry out the steps below. 

BriefCam Configuration 

In the Environment Settings section, there are three settings relevant for sending alerts outside of BriefCam (see the image 
below): 

• To send alerts outside of BriefCam, set the Respond.AlertsPublishingEnabled setting to true. 
• To send alerts to a VMS, check that the Respond.AlertsPublishingToVMSEnabled setting is set to true. 
• To change the polling interval, use the Respond.AlertsPublishingIntervalInMilliseconds setting. 

• If you make changes to the settings, you need to restart or start the VSServer service. 

Digifort Configuration 

The preferable method is to configure every camera separately as follows: 
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1. Open the Digifort Administration Client and navigate to Recording Server -> Cameras tab. 

2. Double-click on the camera name and go to the Manual Events configuration tab. Click Add to create a new event. 

3. The default event name is bc_event. The name can be changed in the Digifort plugin configuration file. 
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4. Click Configure Actions. 

5. Select event actions. Usually, the Send an instant message to the operator and Request operator acknowledge 
event actions are used. 

The Show objects to operator event action opens a new live stream player for every new alert, 
which leads to CPU overload. Make sure that this action is disabled. 

Every new Alert window will now appear in the Digifort client. 
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Alternatively, you can configure one global event that will be triggered for all the cameras. However, this method has some 
restrictions. 

1. To enable global event sending, set the plugin configuration file's SendGlobalEvent option to true. 

2. Open the Digifort Administration Client and navigate to Alerts And Events -> Global Events tab. 
3. Click Add to create a new event. 
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4. Click Configure Actions. 

5. Select event actions. 
6. Check that the Show objects to operator action is disabled. 
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Known Limitations 

• Bounding boxes when playing the original video are not supported. 
• Live timestamps are inaccurate because of time differences. To solve this issue, set both BriefCam and Digifort to 

the same NTP. 
• BriefCam's alerts are presented in Digifort without an image due to Digifort's SDK limitations. 
• Once every few hours, the real-time stream disconnects for 10 seconds and then reconnects again automatically. 
• In real-time alerts, recorded video saves the timestamp with a short lag. 

Exacq Integration 

Integration Summary 

VMS 
Partner 

Product Version Last Tested BriefCam Version Integration Level 
H.265 
Support 

Exacq ExacqVision 23.09 
2024 R2 HF4 (including Classic and 
Next-Gen engine) 

Integration for on-demand and 
real-time (L2) 

Yes 

Exacq ExacqVision 20.09 2023 M1 
Integration for on-demand and 
real-time (L2) 

No 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 
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Ports Required 

The following ports should be available when installing the plugin. 

Port # 

8554 and 22609 

Integration Notes 

When using the Exacq integration, note the following: 

• The username used on Exacq is case-sensitive. 
• The specified Exacq user account must have export privileges. 
• When you install the Exacq plugin, the default hardware acceleration method is changed from CUVID to CUDA (in 

the ProcessingServer.ini file’s HwAcceleratedDecoder parameter). 

Known Limitations 

• Bounding boxes when playing the original video are not supported. 
• Only K-Lite Mega Codec Pack versions 14.6 and above with the Exacq integration are supported. 

FLIR Integration 

Integration Summary 

VMS 
Partner 

Product Version 
Last Tested 
BriefCam Version 

Integration Level 
H.265 
Support 

Additional License 
Required 

FLIR Latitude 9 6.0 
Integration for on-demand 
and real-time (L2) 

Yes 
Yes. See the FLIR 
Licenses section below. 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Ports Required 

The following ports should be available when installing the plugin. 
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Port # 

554, 1116, 5000 (± 100), and 5554 

VMS SDK 

DVTEL Latitude 7.0.0.5780 and 8 SDK (updates should be installed both on the VMS and on the BriefCam Server), is required 
to be installed on every machine where any of the following BriefCam services are installed: VSServer service, Processing 
Server service, Alert Processing Server service, and Filtering service. It does not need to be installed on the client PC. 

Post Installation Script 

For new installations, after installing this VMS plugin you need to run a script that gives the BriefCam user permissions to 
access the relevant files. 

If you will be running the BriefCam user as a domain user, you need to edit the script before running it. To do this: 

1. Open the set_permissions_for_plugins file, which is located at: C:\Program Files\BriefCam\
BriefCam Server\tools\post_plugin_installation. 

2. Edit the script with the correct parameters, including the domain and user. 

In all places where the plugin is installed: 

1. Open PowerShell as administrator. 
2. Navigate to the following folder: cd {where briefcam server is installed}\tools\

post_plugin_installation 
3. Run the following command: .\set_permissions_for_plugins.ps1 

FLIR Licenses 

The following FLIR certificates are required for the integration to work properly. 

The licenses should be ordered from FLIR. Once you have received the license, apply it following FLIR’s instructions on the 
VMS environment. 

FLIR License BriefCam Component 
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Server 
Certificate 
for v7 and v8 

SDK Connection 1 for the VSServer service. 

Server 
Certificate 
for v9 

SDK Connection 

1 Server license with at least 3 SDK connections, to serve the 
BriefCam VSServer service and Fetching services. 

In addition, if there are more Fetching services, the SDK 
connections should be incremented accordingly, +1 for every 
additional Fetching service. 

Respond 
Real-time 
Processing 

Mobile User License 
1 per GPU that is configured for Alert Processing Server service 
(RESPOND module). 

RTSP 
Connection 

1 per real-time channel (this depends 
on how many workers your GPU can 
utilize). 

1 for the VSServer service. 

FLIR 9 Settings for Real-Time 

If you are using FLIR 9 for real-time, you need to set up the following: 

1. Open the FLIR 9 AdminCenter. 
2. Click Physical View. 
3. Click Gateway server. 
4. In the Mobile Middleware tab, check the Enable Enterprise Mobile app and Middleware SDK checkbox. 

Enabling MP4 Decoding 

To enable MP4 decoding for the FLIR VMS: 

1. Open the BriefCam.DvtelIntegration32.ini file, located at: Program Files\BriefCam\BriefCam 
Server\32\BriefCam.DvtelIntegration32\. 

2. Change the following line: ;EnableMP4Decoding=false to EnableMP4Decoding=true (remove the semicolon (;) and 
set the value to true). 
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Known Limitations 

• In FLIR integrations, bounding boxes when playing the original video are not supported. 
• In the RESPOND module, when working with FLIR and recording in resolutions above 1080p, the original video 

bounding boxes do not match objects due to timestamp issues. 
• In FLIR 9 integrations, in some scenarios, fetching from the VMS failed. To solve this issue, additional FLIR licenses 

are required. 
• In FLIR 9 integrations, in some scenarios, the original video of RESPOND alerts does not play. To solve this issue, 

additional FLIR licenses are required. 
• In FLIR integrations, when downgrading FLIR 9 to a previous version, a directory for the previous version is not 

installed. To solve this issue, contact the Support team. 
• When connecting using DVTel plugin Latitude 7.0 SDK + updates, sometimes the closeup clip and synopsis 

playback do not run smoothly. 
• Support for the H.265 format is done per request. If you want to use the H.265 format with this VMS, please contact 

BriefCam’s support. 

Genetec Integration 

Integration Summary 

VMS 
Partner 

Product Version Last Tested BriefCam Version 
Integration 
Level 

H.265 
Support 

Additional License 
Required 

Genetec 
Security 
Center 

5.13 2024 R2 HF5 
Client 
integration 
(L3) 

Yes 

  Yes. See the Genetec 
Licenses section below. 

Genetec 
Security 
Center 

5.12 
2024 M1 (including Classic and 
Next-Gen engine) 

Client 
integration 
(L3) 

Yes 

Genetec Security 5.11.3 
2024 R2 HF4 (including Classic 
and Next-Gen engine) 

Client Yes 
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Center 
integration 
(L3) 

Genetec 
Security 
Center 

5.11 
2023 M1 (including Classic and 
Next-Gen engine) 

Client 
integration 
(L3) 

Yes 

Genetec 
Security 
Center 

5.10.4 6.4 
Client 
integration 
(L3) 

Yes 

Genetec 
Security 
Center 

5.10.3 6.4 
Client 
integration 
(L3) 

Yes 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Genetec Settings 

If you are using Genetec 5.9.2 and above, you need to set up backward compatibility in Genetec as follows: 

1. Connect to Genetec’s Server Admin of your main server with a web browser. 
2. Click the main server in the server list. 
3. In the Secure communication section, from the Allow applications starting from version (backward 

compatibility) drop-down list, select Genetec 5.8.0. 

4. Click Save. 
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Required Genetec Privileges 

The following privileges are required on the Genetec side to connect to BriefCam: 

To be able to connect: 

Application privileges -> Log on using the SDK 

To retrieve a list of cameras: 

Administrative privileges -> Physical entities -> View camera properties -> View streaming info 

For live streams: 

Action privileges -> Cameras -> View live video 

For fetching: 

Action privileges -> Cameras -> View playback -> Export video 

For alerts: 

Administrative privileges -> Alarm management -> View alarm properties -> Modify alarm properties -> Add alarms 

Action privileges -> Alarms -> Trigger alarms 

Administrative privileges -> System management -> View user properties 

Administrative privileges -> System management -> View server properties 

Ports Required 

The following ports should be available when installing the plugin. 

Server Port # Description 

Alert 
Processing 

654 Used for live streams. 
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Server 

5500 Used for connecting to Genetec (Get Cameras, etc.) and sending alerts. 

VSServer, 
Fetching 
Server 

605 
Used by the Fetching Service 
for downloading records. 

606 

Used in multi-server configurations for connecting to Genetec (Get 
Cameras, etc.) and sending alerts (same role as 5500). 
For multiple recorders, an additional 605+ port is required for every 
recorder. 

654 Used by the Alert Processing Server service for live streams 

5500 
Used by the VSServer and Fetching Service for connecting to Genetec 
(Get Cameras, etc.) and sending alerts. 

Plugin Installation and VMS SDKs 

The table below shows you which plugin file to use and which SDKs you will need installed on every machine where any of the 
following BriefCam services are installed: VSServer service, Processing Server service, and Alert Processing Server service. It 
does not need to be installed on the client PC. 

Genetec 
Security 
Center 
Version 

Required Security Center SC SDK Required Plugin File 

5.6 SR4 CU2 

SR4 + Updated Pack CU2 

• Security_Center_v_5_6_SR4_b977_19_SDK.exe 
• CU2 for Genetec Security Center 5.6.exe 

BriefcamGenetecSC5.6Plugin_ 

<Version_number>.exe 

5.7 SR3 
5.7 SR6 

• Security_Center_v_5_7_SR6_b1218_23_SDK.exe 

BriefcamGenetecSC5.7Plugin_ 

<Version_number>.exe 

5.7 SR5 
5.7 SR6 

• Security_Center_v_5_7_SR6_b1218_23_SDK.exe 

BriefcamGenetecSC5.7Plugin_ 

<Version_number>.exe 

5.7 SR6 
5.7 SR6 

• Security_Center_v_5_7_SR6_b1218_23_SDK.exe 

BriefcamGenetecSC5.7Plugin_ 

<Version_number>.exe 

5.8 GA 

5.7 SR6 + 5.8 

• Security_Center_v_5_7_SR6_b1218_23_SDK.exe 
• Security_Center_v_5_8_1_0_b1004.15_SDK.exe 

BriefCamGenetecPlugin.exe 
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5.8.1.0 

5.7 SR6 + 5.8 

• Security_Center_v_5_7_SR6_b1218_23_SDK.exe 
• Security_Center_v_5_8_1_0_b1004.15_SDK.exe 

BriefCamGenetecPlugin.exe 

5.9.0 

5.7 SR6 + 5.8 

• Security_Center_v_5_7_SR6_b1218_23_SDK.exe 
• Security_Center_v_5_8_1_0_b1004.15_SDK.exe 

BriefCamGenetecPlugin.exe 

5.9.2 

5.7 SR6 + 5.9.2.0 

• Security_Center_v_5_7_SR6_b1218_23_SDK.exe 
• Security_Center_v_5_9_2_0_b380_68_SDK.exe 

BriefCamGenetecPlugin5_9.exe 

5.9.4 

5.9.4 + 5.7 SR6 

• Security_Center_v_5_7_SR6_b1218_23_SDK.exe 
• Security_Center_v5.9.4.0_b580.32_SDK.exe 

BriefCamGenetecPlugin5_9.exe 

5.10, 5.10.2, 
5.10.3, 5.10.4 

5.7 SR6 + 5.10 

• Security_Center_v_5_7_SR6_b1218_23_SDK.exe 
• Security_Center_v5.10.0.0_b357.0_SDK.exe 

Note: After installing the Genetec plugin, check that the SDK 
directory in the BriefCam.GenetecSc59Fetcher.ini file is set 
to the 5.10 SDK. 

BriefCamGenetecPlugin5_9.exe 

5.11 

5.7 SR6 + 5.11 

• Security_Center_v_5_7_SR6_b1218_23_SDK.exe 
• Security_Center_v5.11.0.0_b143.4_SDK.exe 

Note: After installing the Genetic plugin, check that the SDK 
directory in the BriefCam.GenetecSc59Fetcher.ini file is set 
to the 5.11 SDK. 

BriefCamGenetecPlugin5_9.exe 

5.11.3 

5.7 SR6 + 5.11.3 

• Security_Center_v_5_7_SR6_b1218_23_SDK.exe 
• Security_Center_v5.11.3.0_b3130.13_SDK.exe 

Note: After installing the Genetec plugin, check that the SDK 
directory in the BriefCam.GenetecSc59Fetcher.ini file is set 
to the 5.11.3 SDK. 

BriefCamGenetecPlugin5_9.exe 

5.12 

5.7 SR6 + 5.11.3 

• Security_Center_v_5_7_SR6_b1218_23_SDK.exe 
• Security_Center_v5.12.1.0_b1239.75_SDK.exe 

BriefCamGenetecPlugin5_9.exe 
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Note: After installing the Genetec plugin, check that the SDK 
directory in the BriefCam.GenetecSc59Fetcher.ini file is set 
to the 5.12 SDK. 

Installing the Genetec Plugin 

1. When installing the Genetec plugin, in the Genetec v5.9.2.0 SDK Path field, enter the path to the SDK listed in the 
table above for your version of Genetec. Use the second SDK (not the 5.7 SR6 SDK); for example, when you are 
using Genetec 5.11, enter the path to the 5.11 SDK in the Genetec v5.9.2.0 SDK Path field. 

2. After the installation is completed, open to the BriefCam Administrator Console. 

3. In the DB.LocalStorageAddress environment setting, add a prefix, either http: or https: to the value. 
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Genetec Licenses 

The following Genetec certificates are required for the integration with BriefCam to work properly. They are used for the SDK 
connection between the BriefCam integration and the Genetec Security Center. 

The licenses should be ordered from Genetec (see Genetec part numbers in the table below). Once you have received the 
license, apply it according to the instructions in the Applying the Genetec Licenses section below. 

Genetec Security Center license: 

Server Certificate 

Genetec Security Center Part#: GSC-1SDK-BRIEFCAM-VSEnterprisS 

A Genetec Security Center license is required for every BriefCam component that integrates with the Genetec SDK as 
described in the table below. 

Component Description Number of Licenses 

VSServer 
service 

Used by BriefCam for camera 
management 

1 for each VSServer service installed on a machine. 

1 additional spare license, as unexpected shutdowns can cause the 
certificate to be taken for 15 minutes, which means that the BriefCam 
servers will not be able to connect during that time. 

Fetching 
service 

Used by BriefCam’s REVIEW & 
RESEARCH modules to fetch 
on-demand videos 

1 for each Fetching service running on a machine. 

Real-time 
processing 

Used by BriefCam’s RESPOND 
& RESEARCH modules to 
process real-time videos 

1 for each Alert Processing Service. 

Note that on a multi-GPU server, each GPU will use a separate Alert 
Processing Service. Therefore, a multi-GPU server will consume multiple 
licenses, 1 per GPU. 

Example: A system with 1 server (with all of the BriefCam components installed on it) with 4 GPUs (2 for on-demand, 2 for 
Real-Time) will consume the following licenses: 

Component Number of Licenses 

VSServer service 2 

Fetching service 1 

Real-time processing 2 

TOTAL # of Licenses: 5 
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Client Certificate 

Genetec Security Center Part#: GSC-1SDK-BRIEFCAM-VSEnterprisC 

BriefCam Component: 1 per Embedded Client deployed (license per Security Desk client). The client certificate is required in 
order that the embedded BriefCam client will appear within the Genetec Security Desk application’s Video Synopsis tab. 

Applying the Genetec Licenses 

• After installing the Genetec embedded plugin (when required), replace the Genetec embedded certificate with the 
certificate file received by Genetec. The certificate file to replace is located, by default, at: C:\Program Files 
(x86)\Genetec Security Center 5.11\Plugins\BriefCam\certificates. 

Pulling Real-Time Streams from Genetec to Create Alerts in BriefCam 

Make sure to consult the “Maximum number of Media Gateway camera streams” section in the Genetec “Security 
Center System Requirements” guide in order to make sure your Genetec VMS is properly configured to support 
live stream requests by BriefCam. 

To pull real-time streams from Genetec to create alerts in BriefCam: 

1. Make sure that the Genetec portal is configured to enable RTSP and that the authentication is on. 

2. In the BriefCam Administrator Console, when adding a directory, you need to enter the following information: 
◦ Directory Name – Enter a name for the directory. The name will be displayed to the end users when 

selecting cameras. 
◦ Address – Enter the address of the Genetec directory server (host name or IP address). 
◦ User Name – Enter a user name that will be used to authenticate the Genetec directory. 
◦ Password – Enter the password for the user above. 

Note that RTSP-based integrations do not work when user’s credentials include the @ sign. 
◦ RTSP Settings – Turn on this toggle. Since the RTSP’s User authentication is on, you need to enter the 

RTSP credentials. The RTSP user name, password and address will be used for authentication to the 
RTSP server. 
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Genetec Security Center Embedded Client Installation 

The following section describes the installation and configuration that need to be performed to allow the BriefCam web client 
application to become embedded in the Genetec Security Desk Application. 

After installing the Genetec plugin and the relevant SDK on the BriefCam Server, and after applying the Genetec certificates, 
you are ready to install Genetec Embedded Client. 

1. On the same computer where the Genetec Security Desk Application is installed, run the Embedded Integration 
Plugin Installation by right-clicking the 
BriefCamEmbeddedClientForGenetecSecurityCenter_64bit_<Version_number>.exe file and selecting 
Run as administrator. 
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If you are using the latest Windows Update and a Windows Defender alert appears, click the More 
info link and click Run anyway. 

2. The installation checks for the following prerequisites. If anything is missing, you will be prompted to install the 
missing prerequisites and click Install. 

3. In the Welcome screen, click Get Started. 
4. Read and accept the License Agreement terms and click Next. 
5. Select the installation destination path and click Next. 

Note that the installation path must be the same directory where Genetec Security Desk Application is installed. 

6. In the Web Server Address field, enter the BriefCam Web Application URL. For https environments, add https:// to 
the beginning of the URL. 

7. In the Open API (BOA) Server Address field, enter the address where the BriefCam Open API (BOA) was 
installed. 

8. Verify that the provided URL is correct by clicking the Verify URLs button (both IP address or hostname values can 
be specified). 
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The URL will be saved in BriefCam.GenetecEmbeddedViewer.dll.config, which is located by default in 
C:\Program Files (x86)\Genetec Security Center x\Plugins\BriefCam. 

Once the installation is complete, the URL configuration can be modified manually as needed. 

For example: 

<appSettings> 

<add key="serverAddress" value="x.x.x.x/app/" /> 

</appSettings> 

Both IP address or hostname values can be specified. 

9. Click Install. 
10. Your installation is now complete. Click Finish. 

To establish a connection from the BriefCam client embedded in the Genetec Security Desk Application to the BriefCam 
Server: 

1. Launch the Genetec Security Desk Application and log in to the Genetec server. 
2. Once it is up and running, access the Genetec Security Desk main Tasks view. A Video Synopsis icon for an 

embedded BriefCam client will appear under the Integration section. Click the Video Synopsis icon to access the 
embedded BriefCam client in a separate application tab. 
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3. You will be asked to log into BriefCam upon clicking the VIDEO SYNOPSIS icon. Enter your username and 
password and click Sign In. 

4. Upon logging in, the embedded BriefCam client will appear within the Genetec Security Desk application’s VIDEO 
SYNOPSIS tab. 
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Bookmarks created within BriefCam will not be displayed on Genetec Security Desk application. 

Silent Installation of Genetec Plugins 

To run a silent installation of the BriefCamGenetecPlugin.exe file, use the following command line: 

{ GenetecInstaller file name} /qn APPDIR="$env:ProgramFiles\briefcam" SDK_PATH="{path to 5.8 SDK}" SD_5_7_PATH="{pa
th to 5.7 SDK}" 

To run a silent installation of the BriefCamGenetecPlugin5_9.exe file, use the following command line: 

./{ GenetecInstaller file name} /qn APPDIR="$env:ProgramFiles\briefcam" SDK_PATH="{path to 5.9 SDK}" SD_5_7_PATH="{p
ath to 5.7 SDK}" 

For information about the various Genetec installers, see: Plugin Installation and VMS SDKs. 

Silent Installation of Genetec Embedded Client 

To run a silent installation of the Genetec Embedded Client, use the following command line (if you want to install a newer 
version, see the next section below): 

.\{Genetec embedded client installer} /qn BC_WEB_SERVER_ADDRESS="{host of BriefCam web}/app" 

Silent Installation of Genetec Embedded Client – Upgrade 

To install a newer version, you need to uninstall the previous version. 

1. Open CMD as administrator and run the following command: wmic product get name 
2. You will get a list of installed programs on your machine. Execute: wmic product where name="<program_name>" 

call uninstall 

Where <program_name> is the name of the plugin you want to uninstall exactly as listed from the first command. For example: 

wmic product where name="BriefCam Embedded Client for Genetec SecurityCenter 64bit" call uninstall 

Next time you uninstall this program, you can call just the second command, since you already know the exact name of the 
program. 
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Connecting to Genetec Auxiliary Archiver 

If Genetec Auxiliary Archiver is configured on the VMS and BriefCam is configured to connect to it, then every request from the 
VMS will automatically fetch video from the auxiliary archiver. If you want to connect to Genetec Auxiliary, make sure to edit 
the BriefCam.GenetecSc52Fetcher32.ini file, which is located by default at C:\Program Files\BriefCam\
BriefCam Server\32\plugins – Set the ;UseAuxiliaryArchiver = false parameter to true, uncomment the line and save 
the file. 

Sending Alerts to Genetec 

Alerts can be sent to Genetec Security Center’s Alarm monitoring tab. 

The following information is sent to Genetec: 

• Camera Name 
• Class 
• Color 
• Person Attributes (Upper Wear, Lower Wear, Bag, Hat, Mask) 
• Watchlist 
• Face Recognition/License Plate Recognition Identity Name 
• Confidence 

On the Genetec-side you need a full admin user. 

In the Environment Settings section, there are three settings relevant for sending alerts outside of BriefCam (see the image 
below): 

1. To send alerts outside of BriefCam, set the Respond.AlertsPublishingEnabled setting to true. 
2. To send alerts to a VMS, check that the Respond.AlertsPublishingToVMSEnabled setting is set to true. 
3. To change the polling interval, use the Respond.AlertsPublishingIntervalInMilliseconds setting. 
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4. If you make changes to the settings, you need to restart or start the VSServer service. 

When the Genetec plug-in is installed, the BriefCam.GenetecSc58Fetcher.ini file or the 
BriefCam.GenetecSc59Fetcher.ini file is created at: C:\Program Files\BriefCam\BriefCam Server\
plugins. The [Alerts] section contains two parameters: 

• DefaultAlarmName – This parameter is used as the connection between BriefCam and Genetec. 
• TruncateCameraName – This parameter lets you send a unique alarm identifier for each camera. 

If the TruncateCameraName parameter does not exist in the .ini file, the default behavior will be as if the parameter is set to 
false. If the parameter is set to true, every alarm sent to Genetec will have the following identifier: 

<DefaultAlarmName> - <Camera name> for example: BriefCam Alarm - Camera-55. 
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If you expect a large number of alarms to occur simultaneously, set the ReactivationThresholdSec 
parameter to 0. This ensures that no alerts are missed. 

Sending Events to Genetec 

You can send events instead of alerts. You do this by setting the SendEvents parameter to true and uncommenting the row by 
removing the semicolon (;). The parameter is in the BriefCam.GenetecSc58Fetcher.ini file or the 
BriefCam.GenetecSc59Fetcher.ini file, which is located by default at: C:\Program Files\BriefCam\BriefCam 
Server\plugins. 

Using Geolocations 

To activate geolocation features in the BriefCam system, add the following section to the 
BriefCam.GenetecSc59Fetcher.ini file, which is located by default at: C:\Program Files\BriefCam\BriefCam 
Server\plugins. 

[General] 

GeoLocationEnabled = true 

Using Multiple Gateways 

Since version: BriefCam 2024 M1 HF2 

You can connect multiple Genetec gateways to BriefCam to share the load of managing your cameras. This is done by adding 
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entries to the BriefCam.GenetecSc59Fetcher.ini file’s Media Gateways section. 

The syntax for adding the entries is: 

<username:password@MediaGatewayAddress=NumberOfSupportedCameras> 

Note that the username and password should be the same for each of the gateways. 

For example: 

[MediaGateways] 

username:password@1.0.0.0:654=100 

username:password@1.0.0.1:654=100 

username:password@1.0.0.2:654=100 

This configures three gateways with the username/password combination and assigns a capacity of 100 cameras to each. 

Setting Camera Stream Types in BriefCam 

Since version: BriefCam 2024 M1 HF2 

By default, BriefCam uses the live stream for all cameras. You can change this for individual cameras or globally. 

Global Stream Type 

1. Locate the DefaultStreamProfile parameter in the BriefCam.GenetecSc59Fetcher.ini file. 
2. Set the desired stream type. The valid options are: 

◦ live (default) 
◦ archiving (recording) 
◦ highres (high resolution) 
◦ lowres (low resolution) 
◦ remote 

Individual Camera Stream 

1. Edit the GenetecCamerasMap.json file. This file contains a list of cameras identified by their CameraName or 
CameraId. 

2. Specify the desired StreamType for each camera. 

Finding Camera Information 

• CameraName: Look for it in the Genetec VMS. 

• CameraId: Look for it using BriefCam’s Video Integration Tester (VIT) in the External ID column. This is mainly used 
if you have two cameras with the same name. 

For example: 

{ 

"CameraName": "Kitchen Camera", 

"StreamType": "lowres" 

} 
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Additional Notes 

The GenetecCamerasMap.json file structure employs a JSON array named Items that contains these camera objects. An 
example with an empty object is provided below to illustrate the format: 

{ 

"Items": [ 

{ 

"CameraName": "", 

/* OR */ 

"CameraId": "", 

/* live, archiving, highres, lowres, remote */ 

"StreamType": "" 

} 

] 

} 

Known Limitations 

• Two different versions of the Genetec plugin installed on the same machine will not work with BriefCam. 
• Bounding boxes when playing the original video are not supported. 
• When using the Genetec VMS 5.7 SR6 integration, videos cannot be processed from cameras when the camera's 

name contains special characters, such as space, ~, and &, because of a Genetec SDK limitation. 
• In Genetec integrations, video rotation is not currently working. To resolve this issue, configure the camera to send a 

non-rotated video to Genetec. 
• In Genetec 5.9.4 integrations, when the processing server starts, in rare scenarios, the first processing tasks may 

fail. To resolve this issue, reprocess the video. 
• In Genetec 5.10 integrations, there are errors when trying to connect to the live camera for the first time or after a 

server restart. To resolve this issue, restart IIS (by opening the Windows services, right-clicking on the World Wide 
Web Publishing Service and clicking Restart). 

• In Genetec 5.10 integrations, when the Rtsp url was entered in the directory connection setting's Password field: 
'VmsPassword RtspUsername:RtspPassword@GenetecRtspServer', alerts were not sent in some scenarios. To 
solve this issue, set LiveStreamWarmupFrameCount=19 in the plugin's config file and 
Live.GetLiveImageRetryInterval=500 in the BriefCam Administrator Console’s Environment Settings. 

See also: Troubleshooting - Genetec Issues 

GeoVision Integration 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 
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Known Limitations 

Support for the H.265 format is done per request. If you want to use the H.265 format with this VMS, please contact 
BriefCam’s support. 

Geutebruck Integration 

Integration Summary 

VMS Partner Product Version 
Last Tested BriefCam 
Version 

Integration Level 
H.265 
Support 

Geutebruck 
GmbH 

G-Core 7.0.0.52 6.4 Hot Fix 1 
Integration for on-demand and real-
time (L2) 

No 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Known Limitations 

• Geutebruck uses a variable FPS that does not include metadata with an exact timestamp per frame. This may result 
in a number of side effects in BriefCam, including REVIEW closeup clips and original videos playing in slow motion 
and the RESPOND alert original video timestamp and bounding boxes being offset. To solve this issue, the 
integrator should configure both the live and archive streams to be at the same resolution and configure the cameras 
to a constant FPS. 

• When requesting an on-demand request (REVIEW) on a Geutebrueck integration, the fetching occasionally reaches 
the default timeout (120 seconds) and causes the fetching to fail. To solve this issue, increase the fetching timeout in 
the BriefCam Administrator Console’s Fetching.TimeoutInSeconds setting and restart the Fetching service. 

• Currently, the H.265 format is not supported. 

Hanwha Techwin Integration 

Integration Summary 

VMS Partner Product Version 
Last Tested BriefCam 
Version 

Integration Level 
H.265 
Support 

Hanwha 
Techwin 

Wisenet 
WAVE 

5.0.0.36410 2023 M1 
Real time alerts integration 
(L2a) 

Yes 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 
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Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Installation and Configuration 

Setting Up a Wisenet WAVE User 

You need to create a Wisenet WAVE user that you will use when setting up the integration between BriefCam and Wisenet 
WAVE (in the Setting Up BriefCam to Integrate with Wisenet WAVE section below). 

1. Log into the Wisenet WAVE client as an admin user. 
2. Navigate to the User Management panel. 

3. On the bottom left of the screen, click the New User… button. 
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4. Fill in the Name, Email, and Password fields. 
5. In the Role dropdown menu, select Viewer, Advanced Viewer, or any custom role that has the necessary 

permissions. It is recommended not to use the Live Viewer role, because this role only has permissions for camera 
livestreams, and not for video fetching. 

6. Enable digest authentication for the newly created user as follows: 
a. In the bottom left of the New User… panel, next to the Enabled toggle button, click on the three vertical 

dots. 
b. Click on the Allow digest authentication for this user pop-up message. 
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c. Set the user password again (can be the same as before): 

Setting Up BriefCam to Integrate with Wisenet WAVE 

1. Install BriefCam’s Wisenet WAVE plugin. 
2. In the BriefCam Administrator Console, open the Settings section and click Camera Management. 
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3. Click the Add Directory button. 

The Add Directory dialog will open. 

1. From the Video Integration field, select BriefCam Wave Integration. 
2. In the Address field, enter the directory address in the following format: http://<vms_ip_or_host>:7001, for example: 

http://172.1.1.243:7001. 
3. In the User Name and Password fields, enter the credentials you defined in the Setting Up a Wisenet WAVE User 

section above. 
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Sending Alerts and Video Fetching 

To enable the sending of alerts from BriefCam to Wisenet WAVE: 

1. Open the BriefCam.WaveIntegration.ini file, which by default is located at: C:\Program Files\
BriefCam\BriefCam Server\plugins. 

2. Change the value of the SendAlerts parameter to true and remove the semicolon ( ;). 

This file also includes the SecondsFromNowNotRecordedYet parameter. This setting is for video fetching. It is the number of 
seconds before the current time to consider that recording is not yet available for export. For example, if the current time is 
10:00 AM and the setting value is 1800, any export requests for video after 09:30 AM will fail because the plugin considers that 
the video recording is not yet available. 

IndigoVision Integration 
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Integration Summary 

VMS 
Partner 

Product Version Last Tested BriefCam Version Integration Level 
H.265 
Support 

IndigoVision 
Control 
Center 

19.4 
2024 R2 HF4 (including Classic and Next-
Gen engine) 

Real time alerts 
integration (L2a) 

No 

IndigoVision 
Control 
Center 

19.1 2023 M1 
Real time alerts 
integration (L2a) 

Yes 

IndigoVision 
Control 
Center 

18.2 2023 M1 
Real time alerts 
integration (L2a) 

Yes 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

The IndigoVision plugin supports IndigoVision's Video Stream Manager. 

Prerequisite Configuration 

In order for theBriefCam plugin to connect to the Control Center Site Database and be enabled to fetch video, the following 
conditions should be met: 

1. The same Windows user (local user) should be configured on all machines (BriefCam Server, BriefCam Database 
and the machine hosting the Control Center Site Database). The user must have administrator privileges on the 
machine hosting the BriefCam Server. In case of BriefCam distributed environment setup, you can use the default 
BCUser that is created during installation and create the same user on the machine hosting the Control Center Site 
Database. 

2. The VMS user must be configured with the Use password authentication as shown in the image below (and not 
with the Use Windows authentication, which is the default). 
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3. The user should have access to the Control Center Site Databasefolder. 
4. The Control Center Site Database folder should be manually configured in the 

BriefCam.Indigo17Integration32.ini file located at C:\Program Files\BriefCam\BriefCamServer\
32\plugins where the DbFolderPath parameter points to the location of the Site Database as such 

\\<[IP or HostName]\FolderName>, for example: DbFolderPath = \\172.1.1.122\ControlCenterDB. Make sure to 
remove the semicolon (;). 

The steps for the above configurations are as follows: 

1. On the machine hosting the Control Center Site Database, navigate to the DB folder IndigoSiteDB and share this 
folder with the user (for example: bcuser) that is available on all machines. Grant the user full share and access 
permissions. 

2. On the machines hosting the BriefCam Server or BriefCam Database, add the IP/host name (with the relevant 
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credentials) of the machine hosting the Control Center Site Database: 
3. Navigate to: Control Panel->User Accounts->Credentials Manager. 
4. Verify that the hostname and user's credentials are entered correctly in the Windows Credentials Manager. 
5. Click Add a Windows Credential. 
6. You will be prompted with three fields to fill in: the IP/host name of the machine hosting the Control Center Site 

Database, the Windows username (of the user that has access to the Control Center Site Database folder), and the 
password. Be sure to enter the details correctly. 

7. On the BriefCam Server, set the VSService to log on using the username you have already configured with access 
to the Control Center Site Database folder: 

8. Open the Services dialog through the Start menu or the Task Manager. 
9. Locate the VSService service on the list and right click. Click Properties. 

10. On the Log On tab, click the This account radio button. 
11. Enter the username and password for the user that has access to the Control Center Site Database folder. 
12. Confirm that the user account (for example: bcuser) exists both on the operating system (OS) level and within the 

IndigoVision Video Management System (VMS). 

Post Installation Script 

For new installations, after installing this VMS plugin you need to run a script that gives the BCUser user permissions to 
access the relevant files. 

In all places where the plugin is installed: 

1. Open PowerShell as administrator. 
2. Navigate to the following folder: cd {where briefcam server is installed}\tools\post_plugin_installation 
3. Run the following command: .\set_permissions_for_plugins.ps1 

H.265 Support for IndigoVision 18.2 or Above 

The IndigoVision integration includes H.265 support for version 18.2 and above. For this to work correctly, you need to do the 
following: 

1. When cameras are added via the VSM, add them to the Top Site. 
2. In the Camera Properties, set the ONVIF profile for each camera to the H265 profile. 
3. Set the Recording Job with an ONVIF Profile that supports H265. 

This is applicable for Continuous Recording and Motion Detect Recordings. 

Connecting to IndigoVision 

IndigoVision version 17.2 supports the following SDKs, which are both installed as part of the IndigoVision plugin: 

• SiteDB SDK v17.2 
• Video SDK v18 

IndigoVision version 19.1 and above supports the following SDKs, which are both installed as part of the IndigoVision plugin: 

• SiteDB SDK v19.2 
• Video SDK v19.2 

To connect to IndigoVision, carry out the following steps: 

1. Register the IvVideoSDK.dll file by opening the command line as administrator and running the following: 
Regsvr32 /i "c:\program files\briefcam\briefcam server\32\BriefCam.Indigo17Integration32\IvVideoSDK.dll" 

2. Run IndigoVision’s Site Database Server Setup tool and create a new service token. 
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3. After generating the authentication token, make sure that you click Next and Finish for the changes to take effect. 
4. Open the BriefCam.Indigo17Integration32.ini file, located at C:\Program Files\BriefCam\

BriefCam Server\32\plugins, and do the following: 
a. In the Token parameter, enter the token and uncomment the row. 
b. In the Username and Password parameters, enter the Windows user credentials for the user connecting to 

IndigoVision's database and uncomment these rows. 

Sending Alerts to IndigoVision 

Alerts can be sent to IndigoVision’s Control Center. To enable this functionality, carry out the steps below. 

1. Open the following ports: 
a. On the BC server side, standard port 8130 inbound rule 
b. On the VMS side, UDP port 49301 inbound rule 

2. Open the IndigoCamerasMap.json file, located at: C:\Program Files\BriefCam\BriefCam Server\32\
plugins. This file maps between the cameras and the alarms. 
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3. Map BriefCam to IndigoVision by mapping either the camera (CameraId) to IndigoVision’s Source ID (SourceId) or 
by mapping BriefCam’s rules (RuleName) to IndigoVision’s Source ID (SourceId). 

4. Open the IndigoVision Control Center’s administrator client. 
a. While in Setup mode, open the Alarms Explorer tab. 
b. Click the Top Site. 
c. Open the External Systems view. 
d. Right-click and select New External System. 

e. Name the new external system BriefCam and add the BriefCam server IP Address (or if the BriefCam 
server is on a different network, the default gateway of the current network). 

f. Right click the top site, click New Zone and name the zone: BriefCam zone. 
g. Click OK. 
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h. Right click on the new zone and click Set. 

5. For each camera, carry out the following steps: 
a. From the Video Explorer tab select a camera and write down the camera’s name, and service ID. 

b. From the Alarms Explorer tab, right-click BriefCam zone and select New Detector. 
c. Set the detector type to External. 
d. Set the name using the camera name from step 5a and click Next. 
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e. Select the BriefCam external system that you created in step 4. 
f. Write down the Input Number (the event ID). 

g. Click Next. 
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h. Click Next, click Next again and click Finish. 
i. Go to the IndigoCamerasMap.json file from step 2. 
j. Add a new row under Items by copying the existing row and replace the following values: 
◦ Replace the value in CameraId with the Service ID from step 5a. 
◦ Replace the value in SourceId with the Input Number (event ID) from step 5f. 
◦ Replace the value in SenderIp with the BriefCam server IP address. 

In the BriefCam Administrator Console’s Environment Settingssection, there are three settings relevant for sending alerts 
outside of BriefCam: 

1. To send alerts outside of BriefCam, set the Respond.AlertsPublishingEnabled setting to true. 
2. To send alerts to a VMS, check that the Respond.AlertsPublishingToVMSEnabled setting is set to true. 
3. To change the polling interval, use the Respond.AlertsPublishingIntervalInMilliseconds setting. 
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4. If you make changes to the settings, you need to restart or start the VSServer service. 

When the IndigoVision plug-in is installed, the BriefCam.Indigo17Integration32.ini file is created at: C:\Program 
Files\BriefCam\BriefCam Server\32\plugins. 

Set the AlarmServerIP parameter and remove the semicolon (;). (The other parameters are defined in the section above). 

By default, BriefCam sends an alarm to IndigoVision and no further configurations are required to make the alarm appear in 
the IndigoVision client. 

Note that only alerts produced by the IndigoVision connected cameras will be sent to the IndigoVision server. 

Known Limitations 

• Bounding boxes when playing the original video are displayed with an offset. 
• In Indigovision 17.1 integrations, the alerts’ start time is in offset. 
• The RESPOND module for the IndigoVision VMS is only supported on cameras that are on the actual VMS 

(ControlSiteDb / NVR) and not cameras that are added through the gateway. 

Intellicence Integration 

Note that Intellicence was previously known as Verint and then Cognyte. 
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Integration Summary 

VMS 
Partner 

Product Version Last Tested BriefCam Version Integration Level 
H.265 
Support 

Intellicene 
Symphia 
VMS 

8.0 
2024 R2 HF4 (including Classic and Next-
Gen engine) 

Real time alerts 
integration (L2a) 

Yes 

Intellicene 
Symphia 
VMS 

7.7.20189 2023 M1 
Real time alerts 
integration (L2a) 

Yes 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Ports Required 

The following ports should be available when installing the plugin: 

Port # 

554, 5005, 7005, and 40000 

Integration Installation Prerequisites 

The Windows user must have access to the VMS file system in order for BriefCam to be able to fetch video from the VMS. 
Grant access by performing the following steps: 

1. On each of the servers (BriefCam Server, Processing Server, and Alert Processing Server): 
2. Open File Explorer and navigate to the VMS by entering the VMS installation path in the navigation bar (remember 

to add \\ before the actual IP address or host name). 

3. Add the VMS IP/host name with the relevant user in the credential manager by navigating to Control panel->User 
accounts->Credentials manager and click Add a Windows credential. 
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4. You will be prompted with three fields to fill in: the VMS IP/host name, the actual Windows username, and the 
password. Make sure to enter the details correctly. 

5. Set the VSService to log on as the user you have already configured to have access to the VMS file system. Do so 
by opening the Services dialog through the start menu or the task manager. 

6. Locate the VSService service in the list and right click on it, select Properties, and then select the Log on tab. 
7. Click on the This account radio button and fill in the details (account name and password). Make sure that you 

enter the credentials correctly and that the account name is the same as the user chosen in the previous steps. 

Note that Intellicence VMS login credentials are case sensitive. 
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Post Installation Script 

For new installations, after installing this VMS plugin you need to run a script that gives the BriefCam user permissions to 
access the relevant files. 

In all places where the plugin is installed: 

1. Open PowerShell as administrator. 
2. Navigate to the following folder: cd {where briefcam server is installed}\tools\post_plugin_installation 
3. Run the following command: .\set_permissions_for_plugins.ps1 

Thumbnails 

By default, thumbnail images for alerts sent by the Intellicence integration always have their name set to "Thumbnail.bmp". 
This can cause problems when the thumbnails for different alerts are saved to the same place – the wrong thumbnail is shown 
for the alert. 

If you want each thumbnail to have its own name (the camera name with the alert start time), set the 
BriefCam.IntelliceneIntegration32.ini file’s UseCustomThumbnailName parameter to true and remove the 
semicolon from the beginning of the row. 
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Sending Alerts to Intellicence 

Alerts can be sent to the Intellicence client’s UI (starting with Verint 7.6). 

The alerts are sent to Intellicence via events. 

To enable this functionality, carry out the steps below in the VMS Control Center. 

Create a new event. 

1. Click the System Components tab. 
2. Click the Event Manager option. 
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3. In the Event Manager section, click Custom Events. 

4. In the Custom Events section, click the plus ( ) button. 
5. Click the General tab. 
6. Define the Event Settings. Note that the event must be named AnalyticsEvent. 
7. To save your changes, move to another table. 

Define the events’ advanced parameters. 

1. Click the Advanced parameters tab. 

2. Click the plus ( ) button. 
3. Decide which of the following information you want to send with the event and based on that, define the relevant 

customer fields (using these exact names): RuleName, RuleType, ObjectId, AlertId, AlertTime, CameraId, 
CameraName, Thumbnail, Face Name, Face Source URL, Face Confidence, Lpr No, Lpr Confidence, Class, Class 
Details, List Name, Color, Person Attributes. 

4. Make sure to set the Value Type to String for all the fields. 
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Add a new scenario. 

1. In the Event Manager section, click the Scenarios option. 

2. Click the plus ( ) button. 
3. In the General tab, define a scenario. In the image below, it was named BC_Scenario. 
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Add a scenario trigger event. 

1. Click the Event tab. 
2. Select the type of trigger. In the image below, the Event A only trigger is selected, which means that the scenario will 

be triggered with only one event (the event created in step 1). 
3. Select the event created in step 1, by checking the AnalyticsEvent checkbox. 
4. In the Source section, select the sources (cameras) for which you want to trigger the event. 
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Configure the scenario response. 

1. Click the Response tab. 

2. Click the plus ( ) button. 
3. In the Alarm Name field, give the name alarm. In the image below, the name given is BC_Alarm. 
4. You can also configure a message that will be displayed in the client. It can contain all custom fields from an event, 

Verint default fields (Event Name, Received Timestamp, Source Name, Source Label) and event attachments. 
5. Click Apply. 

Note that there is no default timestamp field in the event. Therefore, the delay between the time that BriefCam generates the 
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alert and the time it is received at Intellicence may cause an incorrect record playback start position. 

In the BriefCam Administrator Console’s Environment Settings section, there are three settings relevant for sending alerts 
outside of BriefCam: 

• To send alerts outside of BriefCam, set the Respond.AlertsPublishingEnabled setting to true. 
• To send alerts to a VMS, check that the Respond.AlertsPublishingToVMSEnabled setting is set to true. 
• To change the polling interval, use the Respond.AlertsPublishingIntervalInMilliseconds setting. 

• If you make changes to the settings, you need to restart or start the VSServer service. 

Known Limitations 

• When working with Intellicence integrations, the view original video in Real-time alerts is offset and the object is 
sometimes not shown. 

IPOrchid Fusion Integration 

Integration Summary 

VMS 
Partner 

Product Version 
Last Tested BriefCam 
Version 

Integration Level 
H.265 
Support 

IPConfigure 
Orchid 
Fusion 

2.6.5 5.6 
Integration for on-demand and real-
time (L2) 

No 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 
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3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Integration Plugin Installation 

The address in Orchid needs to be in the following format: http://<hostname>:<port>. 

The port value is optional (port 80 is used by default). 

The port value needs to match the port specified in the Orchid Fusion installation, which is the same port used for the Orchid 
web client. 

Known Limitations 

Support for the H.265 format is done per request. If you want to use the H.265 format with this VMS, please contact 
BriefCam’s support. 

ISS Integration 

Note that the information below is regarding the L2 integration carried out by BriefCam. A L3 integration with ISS SecureOS 
10.10 was carried out by ISS. To obtain this plugin, contact ISS. For help installing and working with the SecurOS 10.10 plugin 
for BriefCam, contact ISS’s Support team at https://support.issivs.com/. For additional information, see Third Party 
Integrations. 

Integration Summary 

VMS 
Partner 

Product Version 
Last Tested BriefCam 
Version 

Integration Level 
H.265 
Support 

ISS SecurOs 11.8 2024 R2 HF4 

Integration for on-demand and real-time (L2) 

Note that a client integration (L3) was created by 
the VMS partner. 

No 

ISS SecurOs 11.6 2024 M1 Integration for on-demand and real-time (L2) No 

ISS SecurOs 11.2 2024 M1 Integration for on-demand and real-time (L2) No 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 
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ISS Ports 

BriefCam uses the following outbound ports for the ISS integration: 8088 and 8888. Make sure that these two ports are 
available on the VMS and on the cameras. 

If you set different ports on the VMS or on the cameras, remove the semicolon from the following lines in the 
BriefCam.IssIntegration.ini file’s General section and enter the relevant port numbers: 

OnVifPort = [port number for the camera]; 

RtspServerPort = [port number for the VMS server]; 

Configuring ISS for Integration with BriefCam 

1. Open the SecurOS configuration tab. 
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2. Find Integration & Automation, click the plus (+) button, and click REST API. 
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3. Configure the REST API (the defaults are shown below). If you use a non-default ISS port configuration, the ports 
need to be set in the plugin's .ini file as described in the ISS Ports section above. 

4. From Integration & Automation, click the plus (+) button, and click RTSP Server. 

5. Select cameras. 
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6. From Integration & Automation, click the plus (+) button, and click ONVIF Server. 

7. Select the RTSP Server and click Apply. 

Known Limitations 

• Bounding boxes when playing the original video are not supported. 
• Support for the H.265 format is done per request. If you want to use the H.265 format with this VMS, please contact 

BriefCam’s support. 

LenelS2 OnGuard Integration 
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Integration Summary 

VMS 
Partner 

Product Version Last Tested BriefCam Version Integration Level 
H.265 
Support 

LenelS2 OnGuard 8.2 
2024 R2 (including Classic and Next-Gen 
engine) 

Real time alerts integration 
(L2a) only 

N/A 

LenelS2 OnGuard 
8.1 
Cloud 

2024 R2 HF4 (including Classic and Next-
Gen engine) 

Real time alerts integration 
(L2a) only 

N/A 

LenelS2 OnGuard 8.1 2024 R2 HF4 
Real time alerts integration 
(L2a) only 

N/A 

LenelS2 OnGuard 8.0 
2024 R2 HF4 (including Classic and Next-
Gen engine) 

Real time alerts integration 
(L2a) only 

N/A 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Prerequisites 

The LenelS2 OnGuard API license should be installed on the Lenel side. For more information, see: https://www.lenels2.com/
en/security-solutions/third-party-integration/oaap-partners/briecam-video-analytics-platform/. 

The Video Analytics Platform API requires a LenelS2 OnGuard API license and has a unique part number. Contact your 
LenelS2 Value Added Reseller for pricing. 

Receiving BriefCam Alerts 

This section explains how to get alerts from BriefCam to your OnGuard® access control system. 

1. Right-click on the BriefCamLenelS2OnGuardPlugin.exe file and select Run as administrator. The installation 
path for the plugin is: {BriefCam Server Folder}\PushAlertsService\plugins\. After successful 
installation there will be a new folder created LenelS2OnGuard inside the plugins folder. 

2. In the BriefCam Administrator Console, open the Hosts screen and click on the host’s settings icon . 
3. Check the Push Alerts Service checkbox and click Apply. 
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4. Open the Services screen and make sure that the Push Alerts Service is set to Running. 

5. From the Environment Settings screen, search for the text: PushAlertsService. 
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6. Update the following environment settings: 
◦ PushAlertsServiceEnabled – Set to true. 
◦ PushAlertsService.LenelDirectoryId – Enter the OnGuard directory ID. To get a list of the different Lenel 

Directories, use the following URL to retrieve a list of directory ids: 
https://OnGuard_server_address:OnGuard_port/api/access/onguard/openaccess/directories?version=1.0 

For example: https://172.1.1.245:8080/api/access/onguard/openaccess/directories?version=1.0 
◦ PushAlertsService.LenelLogicalSource – Select the logical source if it is different than the default value 

(Briefcam). 
◦ PushAlertsService.LenelUsername – Enter a user created in the Lenel system. 
◦ PushAlertsService.LenelPassword – Enter the user’s password. The value is protected by displaying 

asterisks only. 

Note that OnGuard credentials (the username and password above) should be the same on all OnGuard 
instances, if there are multiple instances set up in the PushAlertsService.LenelTargetEndpoint 
environment setting. 

◦ PushAlertsService.LenelTargetEndpoint – Enter the OnGuard instance/instances where alerts will be 
sent followed by a colon (:) and the OnGuard port. If multiple OnGuard instances are setup, the addresses 
need to be separated by a semicolon (;). In addition, a pool will be created of available instances, where 
users can map RESPOND rules. The addresses of the OnGuard instances in this setting should match the 
ones mapped in the EndpointRuleMapping.json file. 

Single instance example: "https://{OnGuardAddress}:8080" 

Multiple instance example: https://{OnGuard1Address}:8080; https://{OnGuard2Address}:8080; 
https://{OnGuard3Address}:8080;" 

7. From the BriefCam Administrator Console, restart the Push Alerts Service. This reloads the configuration of the 
environment settings. 

Set Up Endpoint Rule Mapping 

By default the Push Alert Service will not send alerts to the pool of OnGuard instances. 

To send alerts to an OnGuard instance, the Rule Name and the OnGuard instances need to be mapped. 

This is done in the LenelS2OnGuard.EndpointRuleMapping.json file located in the LenelS2OnGuard Plugin directory. 

The file is structured with key-value pairs ("key": "value") where: 

• Key – Name of the RESPOND rule 
• Value – List of OnGuard endpoints (one or multiple) 

For example: 
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   { 

      "RespondRule1": [ "OnGuardInstanceEndpoint1", "OnGuardInstanceEndpoint2", "OnGuardInstanceEndpoint3" ], 

      "RespondRule2": [ "OnGuardInstanceEndpoint1", "OnGuardInstanceEndpoint5" ], 

      "RespondRule3": [ "OnGuardInstanceEndpoint2" ] 

    } 

After the mapping in the json file is updated, the Push Alerts Service needs to be restarted, in order for the new configuration 
to reload. 

Once started with the rule mapping, the Push Alerts Service will send the alerts from each mapped RESPOND rule to the 
respectively mapped OnGuard instance endpoints. 

The OnGuard instance endpoints should match the ones set up in the PushAlertsService.LenelTargetEndpoint environment 
setting. 

If the endpoint is mapped in the Mapping file and not in the PushAlertsService.LenelTargetEndpoint environment setting, an 
error will be displayed in the PushAlertService.log file. 

Create an OnGuard Logical Source 

A BriefCam Logical Source needs to be created on each OnGuard instance that will receive alerts from BriefCam. This is 
needed for mapping incoming alerts. 

To create an OnGuard logical source: 

1. Log in to the OnGuard System Administration application. 
2. From the Additional Hardware menu, select Logical Sources. 

3. Create a Logical Source named BRIEFCAM and click the Add button. 
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Create an OnGuard Logical Device 

Logical devices need to be created for each camera that will be used for RESPOND rules that generate alerts and are being 
sent to OnGuard instances. 

This means that depending on the mapping between RESPOND rule and OnGuard instance endpoints, logical devices need 
to be created on the OnGuard instances that are receiving the RESPOND alerts. 
For each RESPOND rule alert sent, the target endpoint should have the Rule Camera Name set up as a logical device under 
the BRIEFCAM logical source. 

To create an OnGuard logical device: 

1. Log in to the OnGuard System Administration application. 
2. From the Additional Hardware menu, select Logical Sources. 
3. Open the Logical Devices tab. 
4. In the Name field, set the name of the logical device to the desired camera name. Note that the camera name 

should be the same as is in the VMS. 
5. From the Logical Sources field, select the BRIEFCAM logical source. 
6. Click the Add button. 
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Lensec Integration 

Integration Summary 

VMS Product Version Last Tested BriefCam Integration Level H.265 
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Partner Version Support 

LENSEC 
Perspective 
VMS 

6.0.0 2024 M1 HF2 
Real time alerts integration (L2a) 
only 

No 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Prerequisites 

To view BriefCam alerts in Lensec, the Lensec user needs to be part of an operator group (on the Lensec VMS) at the 
minimum. 

Installation Steps 

1. From the BriefCam Administrator Console, stop all currently running services. 
2. Check "Programs and Features" to confirm that the Lensec plugin is not already installed. 
3. Download the BriefCam Lensec plugin: 

a. Open the following URL: https://www.briefcam.com/installation-downloads/. 
b. From the Select a Product field, select VMS PLUGINS and from the Select a Version field select 

BRIEFCAM 2024 M1 HOTFIX1 (FEB 12, 2024). 

4. Run the downloaded BriefCam Lensec plugin. 
5. Open the Briefcam.LensecIntegration.ini file (located at C:\Program Files\BriefCam\BriefCam 

Server\plugins) and change the FFmpegPath setting to: C:\Program Files\BriefCam\BriefCam 
Server\FFmpeg.exe. Save the changes. 

6. Add the Lensec Integration to BriefCam: 
a. In the BriefCam Administrator Console, open the Settings tab and click Camera Management. 
b. Click the Add Directory button. 
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c. From the Video Integration field, select Lensec Integration. 
d. In the Directory Name field, enter a display name for the user directory. 
e. In the Address field, enter the Lensec server address, for example: 172.1.1.111. 
f. In the User Name field, enter, for example: admin. 

g. In the Password field, enter a password of up to 12 characters, for example: Tadmin#. 
h. Click Add. 
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7. In the Add/Edit Cameras screen, activate the desired Lensec cameras. 

8. Restart all BriefCam services. 
9. On the Windows machine, restart Internet Information Services (IIS). 

10. From the BriefCam Administrator Console, make sure that all services are running properly. 

March Networks Integration 
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Integration Summary 

VMS 
Partner 

Product Version 
Last Tested BriefCam 
Version 

Integration 
Level 

H.265 
Support 

Additional 
License 
Required 

March 
Networks 

Command Enterprise 
Software (CES) 

2.20 2024 R2 HF5 
Forensics only 
integration (L1) 

No Yes 

March 
Networks 

Command Enterprise 
Software (CES) 

2.17 
2024 R2 (including Classic 
and Next-Gen engine) 

Forensics only 
integration (L1) 

No Yes 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Configuration of the March Networks System 

Creating a BriefCam User Profile 

In the March Networks CES administration: 

1. Click the March Network logo in the top left corner. 
2. From the drop-down list, select the User Management option. 
3. Select the Profiles tab. 
4. Click the Add New Profile button (top left part of the screen). 
5. Create the BriefCam Profile. 
6. Enable the following rights (leaving all other settings as-is): 

◦ Live Video 
◦ Archive Video 
◦ Export to CME 
◦ Device Management 
◦ Add Device 
◦ Export to External Media 

Click the Save icon (top left part of the screen). 
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Creating the BriefCam User 

In the March Networks CES administration: 

1. Click the March Network logo in the top left corner. 
2. From the drop-down list, select the User Management option. 
3. Select the Users tab. 
4. Click the Create New User button. 
5. Fill in the User Name. 
6. From the Profile drown-down list, select the previously created BriefCam Profile. 
7. Set the Status to Enabled. 
8. Set the User Password. 
9. Drag and drop the System and Logical resources that will be used by the BriefCam integration. 

10. The System and Logical resources can be Recorders, Individual Cameras or the Whole System. If the integration 
needs to access the entire CES system, just drag and drop the entire System and Logical folders. Make sure only to 
drag and drop the resources that will be used. 

11. Click the Save icon. 
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Adding the System/Logical Resources to the BriefCam Integration 
Licensing 

In the March Networks CES administration: 

1. Click the March Network logo in the top left corner. 
2. From the drop-down list, select the License Management option. 
3. Select the Additional Components tab. 
4. Select the BriefCamIntegrationPlugin. 
5. Drag and drop all needed cameras from the Logical tree to the Licensed Resources. 

Configuration on the BriefCam Side 

1. Install BriefCam’s March Network plugin. 
2. In the BriefCam Administrator Console, open the Settings section and click Camera Management. 
3. Click the Add Directory button. 

The Add Directory dialog will open. 

1. From the Video Integration field, select March Network Integration. 
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2. In the Directory Name field, enter a display name for the user directory. 
3. In the Address field, enter the IP/host address of the March Network recorder. Note that http:// or https:// must be 

added before the address. 
4. In the User Name and Password fields, enter the March Network server user name and password that was set up 

in the previous steps. This user must have permissions in the VMS to the cameras exposed for BriefCam. 
5. Click Add. 
6. Repeat the steps above for each recorder. 

Configuring the Integration 

When the March Networks plugin is installed, you’ll have a Briefcam.MarchNetworksIntegration.ini configuration 
file, which by default is located at: C:\Program Files\BriefCam\BriefCam Server\plugins. 

This file includes the following parameters: 

• LiveDelayMSec – Sets a delay for incoming live streams if the clocks of the VMS and BriefCam are out of sync and 
the live stream times are different than the BriefCam time. 

• FFmpegWrapperLog – Enables additional logs for FFmpegWrapper. 
• FFmpegPath – The path to the ffmpeg.exe file. 
• FFmpegContainer – The type of container used by FFMPEG. 
• AllowedGapMSec – The number of milliseconds gap allowed in the fetched video. 
• OperationTimeoutSecs – The timeout for all general operations between the VMS and BriefCam. 
• ExtendBySec – The alarm will be extended for this time interval. 
• ArmingTimeSec – The alarm status will be considered "On" only after this time interval. 
• MaximumSec – The maximum time interval of "On" status. Use 0 for infinite. 
• TimeoutCreateAlarmSourceSec – Timeout for creating alarms. 

See also: Troubleshooting - March Networks 

Milestone Integration 
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Integration Summary 

VMS 
Partner 

Product Version Last Tested BriefCam Version Integration Level 
H.265 
Support 

Milestone 
XProtect 
Corporate 

2025 
R1 

2024 R2 HF5 
Workflow integration 
(L4) 

Yes 

Milestone 
XProtect 
Corporate 

2024 
R2 

2024 R2 HF5 
Workflow integration 
(L4) 

Yes 

Milestone 
XProtect 
Corporate 

2024 
R1 

2024 R2 HF5 
Workflow integration 
(L4) 

Yes 

Milestone 
XProtect 
Corporate 

2023 
R3 

2024 R2 HF4 (including Classic and Next-
Gen engine) 

Workflow integration 
(L4) 

Yes 

Milestone 
XProtect 
Corporate 

2023 
R2 

2024 M1 
Workflow integration 
(L4) 

Yes 

Milestone 
XProtect 
Corporate 

2023 
R1 

2023 M1 (including Classic and Next-Gen 
engine) 

Workflow integration 
(L4) 

Yes 

Milestone 
XProtect 
Corporate 

2022 
R3 

2023 M1 (including Classic and Next-Gen 
engine) 

Workflow integration 
(L4) 

Yes 

Milestone 
XProtect 
Corporate 

2022 
R2 

6.4 HF2 
Workflow integration 
(L4) 

Yes 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 
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Prerequisites 

To install the SSO provider, BriefCam Open API (BOA), which is licensed separately, must be used on the 
BriefCam Server. 

Ports Required 

The following ports should be available when installing the plugin: 

Port # 

8030, 8080, 80, and 554 

Milestone Integration Plugins 

To integrate BriefCam and Milestone, you need to install the following plugin: 

BriefCam 
Plugin 

Where to Install 

Milestone 
plugin 

For OX5 environments, on every machine where the BriefCam Server, Processing Server, or Alert 
Processing Server is installed. 

For OX6 environments, on every machine running the VMS Agent and VSServer service. 

To embed BriefCam in the Milestone XProtect Smart Client you also need to install the following two plugins: 

BriefCam Plugin Where to Install 

Embedded Client for Milestone 
XProtect plugin 

On every machine running the Milestone XProtect Smart Client where embedded 
access to BriefCam is required. 

Milestone XProtect Management 
Client plugin 

On every machine where the Management Client is installed. 

BriefCam Milestone Plugin Installation 

1. Run the VMS Integration Plugin Installation by right-clicking on the 
BriefCamMilestonePlugin_<Version_number>.exe file and selecting Run as administrator. You need to install 
the VMS integration plugin on every machine on which the BriefCam Server/Processing Server/Alert Processing 
Server is installed. 

Note: If you are using the latest Windows Update and a Windows Defender alert appears, click the More info link 
and click Run anyway. 
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2. Click the Get Started button. 
3. Read and accept the License Agreement terms. Click Next. 
4. Select the path to the plugin installation directory. Note that it should be the same directory as the BriefCam 

Server directory. By default, it is set to C:\Program Files\BriefCam\BriefCam Server\. Click Next. 
5. If you do not want to enable SSO on the BriefCam Embedded XProtect Client, leave the Configure the Milestone 

SSO provider checkbox unchecked and click Next. 
6. If you want to enable the BriefCam Embedded XProtect Client, on the main BriefCam server where the Milestone 

SSO Provider Service is enabled: 
a. Check the Configure the SSO provider checkbox. On all other machines, such as a machine with the 

Processing Server or Alert Processing Server, do not select the checkbox 
b. Enter the Milestone VMS address and the SSO provider address. The SSO provider address should 

point to the host running the MilestoneSSOProvider service. for example: http://briefcam-server:8030/
MilestoneSSO/. 

c. Verify that the provided URLs are correct by clicking the Verify URLs button. 

7. Click Install. 
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8. If your organization will be using BriefCam’s RESPOND module, install Milestone’s Open Network Bridge 
component. This allows the Milestone plugin to fetch video stream from the Milestone VMS. The component is not 
included in the standard Milestone management + recorder installer. 

To download the component, go to: https://www.milestonesys.com/downloads/ and click the Download Software 
option. Log in with your Milestone user and password and from the Product field, select Milestone Open Network 
Bridge. 

When configuring Milestone’s Open Network Bridge, a user and password is created. Make a note of these, 
because you will need them when configuring the Milestone directory in the BriefCam Administrator Console. 

See also: Setting Up Multiple RTSP Bridges 

Silent Installation of Milestone Integration Plugin 

To run a silent installation of the Milestone Plugin without SSO, use the following command line: 

{ MilestoneInstaller file name} /qn APPDIR="$env:ProgramFiles\briefcam" 

To run a silent installation of the Milestone Plugin with SSO, use the following command line: 

{ MilestoneInstaller file name} /qn APPDIR="$env:ProgramFiles\briefcam" INSTALL_SSO_PROVIDER="YES" 
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MILESTONE_VMS_ADDRESS="{ip/hostname}" SSO_PROVIDER_ADDRESS="{address url}" 

Milestone Embedded Client Installation 

When using the embedded client, BriefCam can only work with a single Milestone VMS. 

After you have installed the Milestone plugin on the BriefCam Server(s), you are ready to install the Milestone Embedded 
Client. 

1. On each of the XProtect Smart Client machines where you want to embed BriefCam, right-click the 
BriefCamEmbeddedClientForMilestoneXProtect_<Version_number>.exe file and select Run as administrator. 

Note: If you are using the latest Windows Update and a Windows Defender alert appears, click the More info link 
and click Run anyway. 

2. In the Welcome screen, click Get Started. 
3. Accept the terms of the license agreement. 
4. Click Next and the following screen will appear. 
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5. Select the installation destination path. Note that the installation path must be the same directory where Milestone 
XProtect Smart Client is installed. 

6. Select which edition of BriefCam you are using. 
7. Click Next and the following screen will appear. 
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8. In the Web Server Address field, enter the BriefCam Web Application URL (which should point to the server where 
BriefCam and BriefCam Open API (BOA) are installed). Do not include http: in the URL, because http: is added 
automatically by the installer. 

9. In the Open API (BOA) Server Address field, enter the address where the BriefCam Open API (BOA) was 
installed. 

Once the installation is complete, the URL configuration can be modified manually as needed. 
10. Verify that the provided URLs are correct by clicking the Verify URLs button. 

The URLs will be saved in BriefCam.MilestoneEmbeddedViewer.dll.config, which is located by default at 
C:\Program Files\Milestone\XProtect Smart Client\MIPPlugins\BriefCam. 

11. Click Install. 
12. After the installation is completed, on the VMS server, open the 

BriefCam.MilestoneEmbeddedViewer.dll.config file (located by default at C:\Program Files\
Milestone\XProtect Smart Client\MIPPlugins\BriefCam). 

13. The server address within this file must include a forward slash ("/") after "app". This forward slash is missing by 
default and will cause a 404 error if not added. 
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14. You now need to install the Management Client for Milestone plugin as described below in the Management Client 
for Milestone Installation section. 

Silent Installation of Milestone Embedded Client 

To run a silent installation of the Milestone Embedded Client, use the following command line: 

.\BriefCamEmbeddedClientForMilestoneXProtect_{version number}.exe /qn BC_WEB_SERVER_ADDRESS="{path to 
synopsis}" BC_BOA_SERVER_ADDRESS="{path to BOA}" INSTALLATION_TYPE="{SMB or Default}" 
APPDIR=="$env:ProgramFiles\BriefCam" 

Where SMB is the value when using the XProtect Rapid REVIEW platform and Default is the value when using the Protect or 
Insights platform. 

The APPDIR flag is optional and points to the location where the Smart Client is installed. If it is not specified, the Milestone 
Embedded Client will be installed at: C:\Program Files\Milestone\XProtect Smart Client\. 

Management Client for Milestone Installation 

Since version: BriefCam 2024 R1 

You will now install BriefCam’s Management Client for Milestone plugin on the same machine where Milestone’s XProtect 
Management Client is installed. 

1. On the same computer on which the Milestone XProtect Management Client is installed, right-click on the BriefCam 
Milestone XProtect Management Client plugin and select Run as administrator. 

2. In the Welcome screen, click Get Started. 
3. Read the license, accept the License Agreement terms, and click Next. 
4. Select the installation destination path and click Install. 
5. Log into the Milestone XProtect Management Client. 
6. Right-click on the Roles section and add a new role, for example: BriefCam Users as shown in the image below. 
7. Make sure that the new role is selected and click the BriefCam tab at the bottom of the screen. In the Milestone 

XProtect Management 2023 R1, the tab is named MIP 
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8. From the Role Settings section, select the BriefCam role, as shown in the image below. 
9. Give these users access to BriefCam by selecting the Allow access to video analytics platform checkbox. 

10. If the checkbox is not checked, the user will see the following message when clicking the BriefCam tab: 
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For embedded environments, you will now connect the Milestone XProtect Smart Client to the BriefCam server as described 
below. 

Connecting Milestone XProtect Smart client to the BriefCam Server 

To establish a connection from the Milestone XProtect Smart Client to the BriefCam Server: 

1. Carry out the Initial Setup as described in the BriefCam Administrator Guide. 
2. In the BriefCam Administrator Console, open the Deployment section and then Hosts. 
3. Find your host and click on its gear icon. 

4. Select the Milestone SSO Provider service and click Apply. 
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5. After installing the plugin, you need to carry out the following steps: 
a. Open the BriefCam Administrator Console and verify that the SSOEndpoint environment setting point to 

the hostname running the Milestone SSO Provider. 
b. On the machine running the Milestone SSO Provider, verify that the AuthenticatorAddress key in the 

MilestoneSSOProvider.exe.config file (located at: C:\Program Files\BriefCam\BriefCam 
Server\) points to the hostname running the Milestone SSO Provider. For example: 
http://BCServer:8030/MilestoneSSO/. 

c. On the machine running the Milestone SSO Provider, verfiy that the BriefCam user that runs the BriefCam 
services has the necessary permissions to open up a listener, by running the following command in 
PowerShell as Admin: 

netsh http show urlacl 

You should see a Reserved URL value and a User value, for example: 
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d. If such an entry does ot exist, run the following command (replacing the url and user values with your 
environment’s values): 

netsh http add urlacl url=http://BCServer:8030/MilestoneSSO user=bcuser 

e. If you made any changes as part of this step, restart the Milestone SSO provider services on the server 
and the IIS on the Web services machine. 

6. In the Services section, start the Milestone SSO Provider service. 

User names are automatically created by the SSO when logging into the Milestone client using the 
Basic authentication or Windows Authentication method. 

To use Windows Authentication with the Milestone Embedded client, the BriefCam VSService windows service 
must use a domain admin user that is also in the Milestone Administrators role. 

Viewing the BriefCam Tab in Milestone 

1. Launch XProtect Smart Client and log into the Milestone server. 

2. Once it is up and running, a BriefCam® tab will appear in the XProtect client’s main application window. 

3. Click the BriefCam® tab and you will be automatically logged into the embedded BriefCam client. 
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Bookmarks created within BriefCam will not be displayed on the Milestone XProtect Smart Client 
application. 

Hostname Resolution for the Milestone Server 

To ensure BriefCam services can correctly resolve the Milestone server's hostname, two entries must be added to the hosts 
file if the server uses a hostname, such as: "milestone-server-name". These entries should include both the hostname itself 
and the hostname appended with ".briefcam.local", such as: "milestone-server-name" and "milestone-server-
name.briefcam.local". Replace "milestone-server-name" with the actual hostname of your Milestone server. 

To modify the hosts file: 

1. Navigate to the hosts file, located at: C:\Windows\System32\drivers\etc\hosts. 

2. Open the hosts file with a text editor (like Notepad) as an administrator. 

3. Add the following two lines to the hosts file, replacing 192.168.1.102 with the actual IP address of your Milestone 
server: 

192.168.1.102 milestone-server-name 

192.168.1.102 milestone-server-name.briefcam.local 

Remember to substitute the example hostname and IP address with your specific values. 

4. Save the hosts file. 

5. From the BriefCam Administrator Console’s Camera Management section, edit the Milestone directory by setting the 
Address field to the full address name: milestone-server-name.briefcam.local. 

In the screenshot below, the name of the server is: mil-2024-r1.briefcam.local. 
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Sending Alerts to Milestone 

Alerts can be sent to Milestone’s Alarm Manager. 

In the BriefCam Administrator Console's Environment Settings section, there are three settings relevant for sending alerts 
outside of BriefCam: 

1. To send alerts outside of BriefCam, set the Respond.AlertsPublishingEnabled setting to true. 
2. To send alerts to a VMS, check that the Respond.AlertsPublishingToVMSEnabled setting is set to true. 
3. To change the polling interval, use the Respond.AlertsPublishingIntervalInMilliseconds setting. 
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4. If you make changes to the settings, you need to restart or start the VSServer service. 

Only alerts produced by the Milestone connected cameras will be sent to the Milestone server. 

Sending Analytic Events to Milestone 

Milestone can receive Analytic Events from BriefCam. 

To send analytic events (instead of alerts), you need to make changes on both the BriefCam and Milestone side: 

BriefCam Configuration 

1. Open the BriefCam.MilestoneIntegration.ini file, which is located at: C:\Program Files\BriefCam\
BriefCam Server\plugins. 

2. Change the SendAnalyticEvent to true and remove the semicolon (;). 
3. If you do not want to send data about the Class and Color and Person Attributes, change the ExtendedTypeField to 

false and remove the semicolon (;). 

The AlertsGrouping parameter lets you set what happens when an object triggers multiple rules: 

• true – A single alert is sent out for multiple rules. 
• false – One alert is sent for each rule. 
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Milestone Configuration 

1. Within the XProtect Client’s BriefCam tab, navigate to RESPOND and create a rule. 
2. Make a note of the Title and check that the Status is Active (Processing). 

3. Open the Milestone XProtect Management Client. 
4. From the Tools menu, select Options. 
5. Open the Analytics Events tab, select the Enabled checkbox, and click OK. 
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6. From the Site Navigation pane, open the Rules and Events folder. 
7. Right-click on the Analytics Events entry. 
8. Select Add New. 
9. Name the analytics even with the exact same name as the rule created in BriefCam (making sure that the spaces 

and upper/lower cases are all identical). 
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10. Navigate to Rules and Events > Rules, right-click and add a new rule. 
11. To trigger an event from a BriefCam Analytic Event, under Perform action on event, select the Analytic Event 

created in the step above. 
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12. Complete the rule with the camera and actions of your choosing. For example, if you want the rule name to appear, 

from the Available columns, select Rule and click the  icon to move it to the Selected columns. 

Note that the Object and Type columns will only appear if the ExtendedTypeField setting in the 
BriefCam.MilestoneIntegration.ini file is set to true (for more details, see the BriefCam Configuration 
section above). 

The table below shows what is sent from BriefCam to Milestone when a specific Milestone action is used. 

Milestone 
Action 

Data Sent from BriefCam to Milestone Example 

Object Class (Class Data) Person (Man) 

Type 

Color and Person Attributes (if the class is Person) 

A combination of the following fields: Lower Wear, 
Upper Wear, Hat, Bag. In the form of FieldName: 
Value, 

Color: Red, 
Lower Wear: Long, Upper Wear: Long 
Sleeves, Hat: No, 
Bag: No 

Tag 

For Face Recognition (FR) alerts: 
List name (face name) 

For License Plate Recognition (LPR) alerts: 
List name (license plate number) 

Others: Empty 

For FR alerts: 
Suspects (Frank Smith) 

For LPR alerts: 
Restricted Cars (2175834) 

Descriptions 
/ 
Instructions 

For FR / LPR alerts: 
Confidence: [] 

Others: Empty 

Confidence for Suspects1 (Frank Smith) = 
81%, Confidence for Suspects2 (Frank Smith) 
= 37%, 

Vendor BriefCam BriefCam 
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13. To trigger alarms into the Alarm Manager, navigate to Alarms > Alarm Definitions. 
14. Right-click and add a new alarm. 
15. From the Triggering Event field, select Analytics Event and your desired Analytics Event previously created, 

followed by the related camera. 
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Alarm Events and thumbnails will now appear in the Alarm Manager (as shown in the image below). 

Creating a VIDEO SYNOPSIS® Directly from Milestone 

If you installed the enhanced BriefCam XProtect® client, you can create a synopsis directly from Milestone. 

When you are viewing a video in Milestone (in the Live tab, Playback tab and a floating image), you can click the BriefCam 

icon at the bottom right of the screen. This will create a new VIDEO SYNOPSIS® in BriefCam. 
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1. Click the BriefCam icon and the following screen will appear. 

2. Adjust the time frame using the slider button. 
3. At the top right of the screen, select either to Create a new case or Add to existing case, and then click OK. 

You will then see at the bottom of the screen the BriefCam icon  and see the progress of the 
synopsis’s processing. Click the BriefCam icon to navigate to the BriefCam tab and to the correct case. 
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You will see a screen, such as the one below. 

Non-Masked Video from Milestone 

It is now possible to pull non-masked video from the Milestone VMS even if masking was configured in the VMS. 

To enable this feature: 

1. Open the BriefCam.MilestoneIntegration.ini file, which is located at: C:\Program Files\BriefCam\
BriefCam Server\plugins. 

2. Set the LiftPrivacyMask setting to true and remove the semicolon (;). 
3. In the BriefCam Administrator Console, restart the VS Server service. 

Setting Up Multiple RTSP Bridges 

You can configure the Milestone plugin to utilize multiple RTSP bridges for efficient camera stream management. This 
approach, similar to adding extra lanes to a highway, distributes camera streams across multiple bridges (servers) to improve 
overall performance and reduce the load on any single bridge. This allows you to manage more cameras effectively. 

To set up multiple RTSP bridges: 
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1. Open the BriefCam.MilestoneIntegration.ini file, which is located at: C:\Program Files\BriefCam\
BriefCam Server\plugins. 

2. Find the RtspBridge section. If it is not in the .ini file, add the following to the file: 

[RtspBridge] 

;DefaultRtspServerCapacity = 

;DirectoryRtspBridges = 

3. Optional. Set the DefaultRtspServerCapacity setting to the default number of cameras that each RTSP bridge can 
handle. For example, if you know that each bridge can typically handle 10 cameras, set the value to 10. Leave it 
blank to use the plugin’s default value. If you change the default value, remove the semicolon (;) from the beginning 
of the row. 

4. Set the DirectoryRtspBridges setting. This setting uses a JSON structure to define the mapping between Milestone 
VMS addresses and their corresponding RTSP bridges. Remove the semicolon (;) from the beginning of the row. 

The structure of the mapping is: 

Key – The address of the Milestone VMS. 

Value – A list of RTSP bridges associated with the Milestone VMS. Each bridge can optionally have a "Capacity" value 
defining its camera handling limit. You can configure RTSP bridges for multiple VMSs, by adding additional 
MilestoneVMSAddress sections in the JSON file. 

Example DirectoryRtspBridges Configurations 

Here are example configurations for the DirectoryRtspBridge setting (JSON format): 

Single VMS with multiple bridges (default capacity) – example 1: 

[RtspBridge] ; Set the default capacity for each bridge (optional) ; DefaultRtspServerCapacity= (recommended channel limit 
per bridge) DirectoryRtspBridges = { "MilestoneVMSAddress": [ {"BridgeAddress": "BridgeIPAddress1"}, {"BridgeAddress": 
"BridgeIPAddress2"}, {"BridgeAddress": "BridgeIPAddress3"}, {"BridgeAddress": "BridgeIPAddress4"}, {"BridgeAddress": 
"BridgeIPAddress5"}, {"BridgeAddress": "BridgeIPAddress6"} ] } 

• This example shows how to configure the plugin for a single Milestone VMS with multiple RTSP bridges. We'll 
assume each bridge can handle the recommended number of cameras. 

• The configuration ensures all available bridges are used to distribute the total number of channels from the VMS for 
efficient management. 

• If DefaultRtspServerCapacity is not defined, the plugin will use its internal default for bridge capacity, which is 100. 

• The DirectoryRtspBridges section assigns all bridges to the single VMS address, ensuring all available resources 
are utilized. 

Single VMS with multiple bridges (default capacity) – example 2: 

DirectoryRtspBridges = { "MilestoneVMSAddress": [ # Single VMS entry {"BridgeAddress": "BridgeIPAddress1"}, 
{"BridgeAddress": "BridgeIPAddress2"}, {"BridgeAddress": "BridgeIPAddress3"}, {"BridgeAddress": "BridgeIPAddress4"}, 
{"BridgeAddress": "BridgeIPAddress5"}, {"BridgeAddress": "BridgeIPAddress6"} ], "DefaultRtspServerCapacity": 240 # Default 
capacity for each bridge } 

• This configuration assumes all 15 recorders/archivers are working under a single Milestone VMS server. 

• We have 6 bridges, and each bridge can handle approximately 240 channels (according to Milestone). 

• Therefore, all 6 bridges are assigned to the single "MilestoneVMSAddress" entry. 
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• This configuration ensures all 1,200 channels can be distributed across the available bridges for efficient 
management. 

• By setting the DefaultRtspServerCapacity to 240, the plugin will prioritize assigning a maximum of 240 channels to 
each bridge during camera distribution. This helps ensure a balanced workload across the bridges and avoids 
overloading any single bridge. 

Single VMS with multiple bridges (custom capacity): 

DirectoryRtspBridges = {"MilestoneVMSAddress": [{"BridgeAddress": "BridgeIPAddress1", "Capacity": 1 }, {"BridgeAddress": 
"BridgeIPAddress2", "Capacity": 2 }, {"BridgeAddress": "BridgeIPAddress3", "Capacity": 3 } ]} 

In this scenario, you have a single VMS with three bridges with custom capacities: "BridgeIPAddress1" can handle 1 camera, 
"BridgeIPAddress2" can handle 2, and "BridgeIPAddress3" can handle 3 cameras. 

Multiple VMSs with multiple bridges (default capacity): 

DirectoryRtspBridges = {"MilestoneVMSAddress": [{"BridgeAddress": "BridgeIPAddress1" }, {"BridgeAddress": 
"BridgeIPAddress2" }, {"BridgeAddress": "BridgeIPAddress3" } ], "MilestoneVMSAddress1": [{"BridgeAddress": 
"BridgeIPAddress4" }, {"BridgeAddress": "BridgeIPAddress5" }, {"BridgeAddress": "BridgeIPAddress6" } ]} 

This scenario demonstrates multiple Milestone VMS servers. The first VMS ("MilestoneVMSAddress") has three default-
capacity bridges, while the second VMS ("MilestoneVMSAddress1") has three bridges with unspecified capacities (assuming 
default values). 

Multiple VMSs with multiple bridges (custom capacity): 

DirectoryRtspBridges = {"MilestoneVMSAddress": [{"BridgeAddress": "BridgeIPAddress1", "Capacity": 1 }, {"BridgeAddress": 
"BridgeIPAddress2", "Capacity": 2 }, {"BridgeAddress": "BridgeIPAddress3", "Capacity": 3 } ], "MilestoneVMSAddress1": 
[{"BridgeAddress": "BridgeIPAddress4", "Capacity": 1 }, {"BridgeAddress": "BridgeIPAddress5", "Capacity": 2 }, 
{"BridgeAddress": "BridgeIPAddress6", "Capacity": 3 } ]} 

Camera Distribution 

This plugin uses the DirectoryRtspBridges JSON data to distribute cameras to available RTSP bridges. It takes into account 
bridge capacities and sorts cameras by display names (or IDs if names are identical). 

For example, for one Milestone VMS with 100 cameras, 10 RTSP bridges and a bridge default capacity of 10, 10 cameras will 
be mapped for each RTSP bridge. 

Bridge Selection Priority 

Bridges defined in the .ini file's DirectoryRtspBridges section have priority over those configured through the plugin's Directory 
Settings. 

Additionally, any RTSP bridge defined in either the .ini file or the Directory Settings will be added to the pool of bridges used by 
the plugin. This means that even if a bridge is not included in the DirectoryRtspBridges JSON list, it can still be used for 
camera distribution if capacity allows. For example, if you have a bridge defined only in the Directory Settings and it has 
available capacity, the plugin might assign cameras to it. 

Known Limitations 

• The BriefCam Server stops extracting new objects while Milestone archives data. It restarts automatically, but there 
is a temporary delay of a few minutes. 

• In Milestone Embedded integrations, a rule with a comma (,) in the name is sent as two different alerts (identical) 
from two different rules. 

• On the Milestone client, a white screen sometime appears instead of the BriefCam tab. To resolve this issue, run 
MilestoneSSOProvider under a domain user that is recognized by Milestone. 

• In Milestone 2023 R2 integrations, when installing or upgrading, recordings are sometimes not fetched for high 
resolution cameras. . To solve this issue, copy all files and directories from <BC server>\MilestoneSDK\ and 
paste them (with override) into the <BC server> directory. 

• After upgrading the BriefCamMilestonePlugin, a white screen appears for a few seconds in the Milestone 2020 R3 - 
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XProtect Smart Client. To resolve this issue, wait a few seconds or move to another tab and then back to the 
BriefCam tab. 

• In Milestone 2020 R3 integrations, when retrying after fetching failed, an error similar to the following appears in the 
FetchingService log (but does not have any effect on the user): 

ERROR - Removed old \\19AIO562\BriefCam\ServerData\VideoData\VideoFiles\FetchedFiles 

        \22\05-05-2021 12_05_00\Project.scp [In: BriefCam.MilestoneIntegration.MipsVideoExporter. ExportFolderClea
n] 

• The Milestone Embedded SSO Authentication fails on distributed environments. To solve this issue: 
1. In the BriefCam Administrator Console’s SSOEndpoint environment setting, change localhost to the 

hostname running the Milestone SSO Provider. 
2. On the machine running the Milestone SSO Provider, give the BriefCam user that runs the BriefCam 

services a specific permission to open up a listener, by running the following command in PowerShell as 
Admin (replace the url and user values with your environment’s values): 

netsh http add urlacl url=http://BCServer:8030/MilestoneSSO user=bcuser 
3. Restart the Milestone SSO provider services on the server and the IIS on the Web services machine. 

See also: Troubleshooting - Milestone Issues 

NX (Network Optix) Integration 

Integration Summary 

VMS Partner Product Version 
Last Tested BriefCam 
Version 

Integration Level 
H.265 
Support 

NX (Network 
Optix) 

NX Witness 
VMS 

5.0.0.35270 6.4 Hot Fix 1 
Integration for on-demand and real-
time (L2) 

Yes 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Directory Connection 

The NX Integration plugin uses a URI to connect to the VMS. The syntax of the URI is: 

http://{vms-ip-address/hostname}:{vms-port} 

For example: http://172.1.1.1:7001 or http://nxwitness:7001 
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The user’s credentials for the Directory connection are setup in the Nx Witness Client’s System Administration in the Users 
panel. 

The user must have at least an Administrator role. 

The NX Integration plugin uses a digest authentication, which needs to be set up for the user that will be used for BriefCam 
integration. 
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Once the digest authentication is setup, this user’s credentials can be used for setting up the directory in the BriefCam Server. 

Settings File 

There is one setting in the BriefCam.NxIntegration.ini file. 

[Fetching] 

    ;SecondsFromNowNotRecordedYet = 300 

This setting is used when the VMS has not yet recorded the newest footage to the archive. This setting prevents the user from 
accessing videos that are too new and returns NoRecordings. 

To use this setting, remove the semicolon from the beginning of the row. If the semicolon is not removed, the plugin will always 
fetch the newest recordings. 

Known Limitations 

• Bounding boxes when playing the original video are not supported. 

Pelco Integration 
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Integration Summary 

VMS 
Partner 

Product Version Last Tested BriefCam Version Integration Level 
H.265 
Support 

Pelco VideoXPert 3.24 
2024 R2 HF4 (including Classic and Next-Gen 
engine) 

Client integration 
(L3) 

Yes 

Pelco VideoXPert 3.19 
2023 M1 (including Classic and Next-Gen 
engine) 

Client integration 
(L3) 

Yes 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Pelco Plugins 

There are two Pelco plugins – One to install the Pelco integration and one to install the Embedded Client. If you want 
BriefCam to be embedded in Pelco, first run the BriefCam Pelco plugin and then run the BriefCam Pelco Embedded plugin. 

Pelco License 

You will need a Pelco license. To request a license, contact Pelco and use the following product code: 
INT-BRIEFCAM-M1. This license needs to be activated from Pelco VxToolbox, in the Licensing tab. 

Configuring the Integration 

When the Pelco plugin is installed, you’ll have a BriefCam.Pelco.ini configuration file, which by default is located at: 
C:\Program Files\BriefCam\BriefCam Server\plugins. 

This file includes the following parameters: 

• Port: The port number where the HTTPS accepts connections. 
• UseSSL: When this parameter is set set to true, which is the default, the integration uses HTTPS. 
• LiveDelayMSec: Sets a delay for live streams if the clocks of the VMS and BriefCam are out of sync and the live 

stream times are different than the BriefCam time. 
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Sending Alerts to Pelco 

To receive alerts in the VMS, set the PushAlertsServiceEnabled environment setting to true. 

Configuring the Embedded Integration 

After installing the BriefCam Pelco Embedded plugin: 

1. Open the PelcoEmbeddedViewer.dll.config file. By default, the file is located at: C:\ProgramData\Pelco\
OpsCenter\Plugins\BriefCam\BriefCam Embedded Viewer. 

2. Change the value of the BriefCamAddress key to the IP/hostname of BriefCam. 

After a successful installation and configuration, the BriefCam plugin should appear in the VXOpsCenter’s Plugins tab (as 
shown in the image below). 
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Troubleshooting 

If you encounter video fetching timeouts, increase the Fetching.TimeoutInSeconds environment setting. The default value is 
120 seconds, but sometimes this is not enough for the VMS to prepare the files needed. Try to increase the timeout to 600 
seconds. If this does not work, try to increase the timeout to 3600 seconds. 

Qognify Nicevision Integration 

Integration Summary 

VMS 
Partner 

Product Version 
Last Tested BriefCam 
Version 

Integration Level 
H.265 
Support 

Qognify 
NiceVision Qognify 
SVR 

3.2 
UP2 

2024 R2 HF4 
Integration for on-demand and real-
time (L2) 

Yes 

Qognify 
NiceVision Qognify 
SVR 

3.2 
UP2 

2023 M1 (Next-Gen 
engine) 

Integration for on-demand and real-
time (L2) 

No 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Ports Required 

The following ports should be available when installing the plugin: 
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Port # 

80, 500, 2001, 2011, and 50000 

VMS SDK 

Prior to plugin installation, make sure you have the required Qognify SDK installed on the BriefCam Server. 

• For NiceVision 3.1 you need PlayerComponent Package_12.1.0.147.exe. 
• For NiceVision 3.2 you need PlayerComponent Package_12.2.0.133.exe. 
• For NiceVision 3.2 UP2 you need PlayerComponent Package_12.2.2.193.exe. 

The SDK is required to be installed on every machine on which any of the following services is installed: BriefCam Server 
service, Processing Server service, and Alert Processing Server service. 

Integration – Plugin Installation 

When installing Qognify NiceVision 3.2, you will be asked to provide the path to the SDK in the Player component path field. 

226



Post Installation Script 

For new installations, after installing the VisionHub VMS plugin you need to run a script that gives the BriefCam user 
permissions to access the relevant files. 

In all places where the plugin is installed: 

1. Open PowerShell as administrator. 
2. Navigate to the following folder: cd {where briefcam server is installed}\tools\post_plugin_installation 
3. Run the following command: .\set_permissions_for_plugins.ps1 

Silent Installation of NiceVision and VisionHub Plugins 

To run a silent installation of the NiceVision Plugin, use the following command line: 

{ NiceVision Installer file name} /qn APPDIR="C:\Program Files\BriefCam\BriefCam Server\" SDK_PATH="{Path to the 

NiceVision SDK Player component}" 
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To run a silent installation of the VisionHub Plugin, use the following command line: 

{ VisionHub Installer file name} /qn APPDIR="C:\Program Files\BriefCam\BriefCam Server\" SDK_PATH="C:\Users\Public\Qog
nify\Player" 

Known Limitations 

• Support for the H.265 format is done per request. If you want to use the H.265 format with this VMS, please contact 
BriefCam’s support. 

• For Qognify VisionHub integrations, bounding boxes are not supported. 

Qognify Ocularis and Qognify VMS Integration 

Integration Summary 

VMS 
Partner 

Product Version 
Last Tested BriefCam 
Version 

Integration Level H.265 Support 

Qognify Ocularis 6.1 SP1 
2024 R2 HF4 (including 
Classic and Next-Gen 
engine) 

Real time alerts integration 
(L2a) 

Note that An L3 integration 
was created by the VMS 
partner. 

Yes. Ocularis 6.1 hotfix SP1 
patch is required to support 
H.265. 

Qognify 
Qognify 
VMS 

7.4 
2024 R2 HF4 (including 
Classic and Next-Gen 
engine) 

L2a 
Yes. Ocularis 6.1 hotfix SP1 
patch is required to support 
H.265. 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

For L2 integrations download: BriefCamOnSSISeeTecPlugin_<version number>.exe. 

For L2a integrations, also download: BriefCamQognifySaiPlugin_<version number>.exe 

Ports Required 

The following ports should be available when installing the plugin: 

Port # 

7676, 9100, and 62000 
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Integration Plugin Installation 

For both QVMS and Ocularis integrations 

1. Install: BriefCamOnSSISeeTecPlugin_<version number>.exe. 

2. If you want L2a integration, you also need to install: BriefCamQognifySaiPlugin_<version number>.exe on 
the VMS machine. 

SGS and Transcoding modules should be installed on the VMS in order for BriefCam to work properly. 
For more information, please contact your system administrator. 

After installing the integration: 

1. Open the BriefCam.SeeTecIntegration.ini file, which by default is located at: C:\Program Files\
BriefCam\BriefCam Server\plugins. 

2. Change the StartupFrameSkipCount parameter to 10. 

Sending Alerts to Ocularis and Qognify VMS 

To configure the integration and configure QAI events from BriefCam to Ocularis and Qognify VMS follow the sections below. 

Prerequisites 

All communications between QVMS, the SAI plugin and BriefCam are done with the hostname. An IP address will not work. 
Ensure that the prerequisite steps detailed below are done correctly. 

Prerequisites in BriefCam 

1. On the BriefCam Server machine, open: C:\Windows\System32\drivers\etc\hosts. 

2. Add the host of the Qognify VMS instance to the file. 

3. Log into BriefCam Administrator Console. 

4. Navigate to the Environment Settings section. 

5. Set the Respond.AlertsPublishingEnabled environment setting to true. 

6. Set the Respond.ExternalUrlUploadAlerts environment setting to the URL where the SAI plugin is listening. For 
example: http://< QognifyVMS_server_hostname>:7073/Events/. 

The URL can also be changed in the Briefcam.QognifySai.dll.config file. In addition, there can be multiple URLs 
separated by semicolons. 

7. If you make changes to settings in the BriefCam Administrator Console, you need to restart or start the VSServer 
service. 
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Prerequisites in Qognify VMS 

1. On the Qognify VMS Server machine, open: C:\Windows\System32\drivers\etc\hosts. 

2. Add the host of the BriefCam Server instance to the file. 

Installation and Setup of SAI Plugin 

1. Open the Qognify VMS server and download the BriefCamQognifySaiPlugin.exe file. 

2. Right-click on the BriefCamQognifySaiPlugin.exe file and run as an administrator. 

3. Open the VMS VA Administration Tool. 

4. Right-click on the VAConfig root node. 

5. Select Add new module and then Analytics interface. 
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6. The configuration fields will be populated for you. Check that in the VCA plugin field, the BriefCam plugin is 
selected. 

7. Click the Save button. 
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8. Open the QVMS Client with Administrator. 

9. On the left-hand side, navigate to the Configuration Mode. 

10. On the right-hand side, open the Server menu. 

11. Select the BriefCam SAI module. 

12. Set the Username and Password for BriefCam. 

Note that the user must be a Basic User (and not an administrator user) and have access to the rules that need to 
be sent to QVMS. 

13. Set the Hostname of the BriefCam instance. (Remember that IP addresses will not work.) 

Note that the value in the Port field is not used and should be left as 0. 
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14. Click the Save button. 

15. Navigate to the Other Hardware menu. 

Note that under Other Hardware, all cameras from BriefCam directories will be added as channels. 

16. Select a Camera channel. 
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17. From the Camera Channel menu, additional mapping can be done for the events that are received by BriefCam. 

Configuring the Integration 

When the SAI plugin is installed, you’ll have a Briefcam.QognifySai.dll.config file, which by default is located in the 
SAI installation directory. 

This file has the following parameters: 

• listeningUrl – The URL that listens for incoming BriefCam events, which by default is set to listen to all 
addresses. 

• connectionMonitoringInterval – The interval in ms between polling KeepAlive requests. The default is 60000 
ms. 

• camerasMonitoringInterval – The interval in ms between fetching cameras list. The default is 60000 ms. 

• httpRequestTimeout – The timeout for the HTTP client to send a request to BOA (BriefCam Open API). The 
default is 30000 ms. 

Filtering Camera Channels 

When there is a single directory in BriefCam, you can filter out the needed cameras. This is done with the 
VMSCameraList.json file. The file is located at: 
<QognifyVMSInstallationDirectory>\VersatileApplications64\VcaPlugin\. The VMSCameraList.json 
file contains the mapping between BriefCam directories and their cameras and other hardware channels that are created in the 
Qognify VMS. Cameras can be filtered by directory or by directory and camera name. 

To add a directory to the file, use the following syntax: 

{ 
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"directory": "<Directory Name>", 

"cameras":[] 

} 

· To add a directory with specific cameras to the file, use the following syntax: 

{ 

"directory": "<Directory Name>", 

"cameras":[“<CameraName1>”, “<CameraName2>”,] 

} 

When there are more directories in BriefCam than are needed in QVMS, you have to filter out all the cameras from the needed 
directory. Cameras have to be filtered by directory and camera name. Multiple directories can be included as a list in the 
VMSCameraList.json file. 

To add a directory with all cameras from it to the file, use the following syntax: 

{ 

"directory": "<Directory Name>", 

"cameras":[“<CameraName1>”, “<CameraName2>”,<…….>,] 

} 

To add multiple directories with all cameras from them to the file, use the following syntax: 

{ 

"directory": "<Directory Name>", 

"cameras":[“<CameraName1>”, “<CameraName2>”,] 

}, 

{ 

"directory": "<Directory Name2>", 

"cameras":[“<CameraName3>”, “<CameraName4>”,] 

} 

There is an example file in the Plugin installation directory called VmsCameraListSample.json. The following is an example 
configuration: 
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Plugin Installation Directory 

The plugin installs the files to the following location: <QognifyVMSInstallationDirectory> 
VersatileApplications64\VcaPlugin. 

For example: C:\Program Files\Qognify\VMS\VersatileApplications64\VcaPlugin 

SAI Plugin Logs 

The log files are located in the following locations: 

• <QognifyVMSInstallationDirectory>\VersatileApplications64\VcaPlugin\logs\
Briefcam.QognifySai.log 

• <QognifyVMSInstallationDirectory>\log\VA_VCAPI_<ID>.log 

Known Limitations 

• The Restart Module button in QVMS does not work. If the SAI plugin needs restarting use the VMS Service 
Manager. The service that hosts the SAI plugin is the VA service. 

• All communications between QVMS, the SAI plugin and BriefCam are done with the hostname. An IP address will 
not work. 

• Bounding boxes when playing the original video are not supported. 

• The OnSSI hotfix SP1 patch (for OnSSI 6.1) is required to support H.265. 

• In Ocularis integrations, rules may get stuck in Recovering status due to slow loading time. To resolve this issue, in 
the VideoNative.ini file (located at C:\Program Files\BriefCam\BriefCam Server), change both the 
RtspConnectionTimeout and the RtspGetNextTimeout parameters to 60000 and remove the semicolons from the 
beginning of these rows. 
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Salient Integration 

Integration Summary 

VMS 
Partner 

Product Version 
Last Tested BriefCam 
Version 

Integration Level 
H.265 
Support 

Salient 
CompleteView 
Pro 

5.5 6.2 
Integration for on-demand and real-
time (L2) 

No 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Salient Integration Modes 

With Salient integrations, videos streams can be pulled directly from the cameras or from Salient’s RTSP server. 

Pull streams directly from the cameras: Salient provides a .json file with all the cameras and their links to the RTSP. In this 
mode, network access to the cameras is needed. 

Pull streams from Salient's RTSP server: The customer needs to install Salient's RTSP Server (a separate component) and 
set the following connection details in the BriefCam.SalientIntegration.ini file: 

;UseRtspServer=true 
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;RtspServer= [address] 

;RtspPort=[port] 

Port Configuration 

When configuring the Salient directory using the BriefCam Administrator Console, it is important to specify the VMS HTTP port 
number. The port number can be found on the Salient CompleteView Server configuration application, as shown below: 

To configure the directory in the BriefCam Administrator Console, set up the Server IP followed by the port number in the 
following format: http://IP_Address:Port#. 
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Known Limitations 

• In Salient 5.2 integrations, in some environments, RTSP streams take longer than expected to initialize. This delay 
causes new RESPOND tasks appear in Recovery mode, miss objects and fail due to timeout. To avoid failures, 
increase the BriefCam timeout configuration by modifying the Live.MaxGetLiveImageRetries environment setting. 

• Salient's RTSP stream does not support timestamps. 
◦ This can lead to object clips that play in fast forward in some configurations. 
◦ This can lead to a small offset when playing the original video playback. To correct this offset, consider 

adding a constant offset to BriefCam's playback request by editing the LiveDelayMSec parameter in the 
BriefCam.SalientIntegration.ini file. 

• In Salient integrations, motion detection does not work when the clips are shorter than 5 seconds long. Some 
objects will not be detected if the clips are shorter than 5 seconds. To solve this, configure the cameras to either 
disable motion detection or create clips that are always longer than 5 seconds. 

• Support for the H.265 format is done per request. If you want to use the H.265 format with this VMS, please contact 
BriefCam’s support. 

Teleste Integration 
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Integration Summary 

VMS Partner Product Version Last Tested BriefCam Version Integration Level H.265 Support 

Teleste Teleste 5 5.4.1 UP1 Forensics only integration (L1) No 

The RESPOND module is currently not supported for this VMS. 

The most up-to-date list of supported VMSs can be found here: https://www.briefcam.com/partners/supported-vms/. 

Before beginning the installation of the VMS plugin, make sure that BriefCam is installed. For a reminder of the order of 
installation, click here. 

To download the VMS plugin: 

1. Go to http://briefcam.com/installation-downloads/. 

2. From the Select a Product drop-down list, select VMS Plugins. 

3. From the Select a Version drop-down list, select the BriefCam version you are using. 

Teleste API Token Setup 

An API token (software key) should be provided by Teleste to allow integration with the VMS. This token should be manually 
added into the BriefCam Teleste plugin ini file’s API Token section. The ini file is located on the BriefCam Server at: 
…\plugins\BriefCam.TelesteIntegration.ini. 

Known Limitations 

• In Teleste integrations, although the processing is reported to be completed successfully, occasional frames may be 
dropped and indicated in the logs. 

• The FFmpeg tool cannot process Teleste V5 video files using the cuvid hardware acceleration method, which is 
BriefCam’s default method. To solve this use, change the method in the ProcessingServer.ini file’s 
HwAcceleratedDecoder parameter. Remove the semicolon and change the value to either: 

◦ NoAccel – for no hardware acceleration. Note that disabling the hardware decoding is not advisable since 
it will impact performance. 

◦ Cuda – for CUDA hardware acceleration 
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• Support for the H.265 format is done per request. If you want to use the H.265 format with this VMS, please contact 
BriefCam’s support. 

Proprietary Format Support 

There are a number of plugins that can be used to process files with a proprietary format: Dahua, HIK, Infodraw and 
Timespace. 

These plugins are available for the BriefCam Investigator, Investigator for Teams and Protect versions. 

When installing any of these plugins, the plugin needs to be installed on every machine on which the BriefCam Server/
Processing Server is installed. 

The path that you select to install the plugin should be the same directory as the BriefCam Server directory. By default, it is 
set to C:\Program Files\BriefCam\BriefCam Server\. 

Dahua Integration 

In BriefCam, to process files created by the Dahua recorder, such as .DAV files, install BriefCam’s Dahua plugin. 

Post Plugin Installation 

1. Enable the DAV decoder in the RenderingService.ini file’s SupportedDecoders section on the Server directory, 
by removing the semicolon character from the ;BriefCam DAV Decoder row: 

2. Restart the Rendering service. 

Known Limitations 

When using the Dahua decoder, the Rendering service fails to verify .DAV files that have Chinese characters in the file name. 
This is because the decoder only supports ANSI format, which requires that the file name use the same language as the 
operating system. To solve this issue, if your operating system is in English, for example, change the file names to English as 
well. 
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HIK Integration 

In BriefCam, to process files created by the HIK recorder, install BriefCam’s HIK plugin. 

Post Plugin Installation 

1. Enable the HIK decoder in the RenderingService.ini file’s SupportedDecoders section on the Server 
directory, by removing the semicolon character from the ;BriefCam HIK Decoder row. 

2. Restart the Rendering service. 

Infodraw Integration 

BriefCam supports the Infodraw DVR exported file format (MP4 and .FLV file formats). 

Post Plugin Installation 

1. Enable the Infodraw decoder in the RenderingService.ini file’s SupportedDecoders section on the Server 
directory, by removing the semicolon character from the ;BriefCam Infodraw Decoder row. 

2. If the InfoDraw files are encrypted, specify the password in the BriefCam.InfoDrawDecoder.ini file’s 
XorKeyword parameter. This file is located by default at: C:\Program Files\BriefCam\BriefCam Server\
plugins. 

3. Restart the Rendering service. 

Timespace X300 Integration 

BriefCam supports the Timespace X300 DVR exported file format (XBA file format, single stream & multi-stream). 

Post Plugin Installation 

1. Enable the XPEG decoder in the RenderingService.ini file’s SupportedDecoders section on the Server 
directory, by removing the semicolon character from the ;BriefCam XPEG Decoder row. 

2. Restart the Rendering service. 

Known Limitations 

When deleting one stream on Timespace multi-stream files, all other streams from the same file are deleted as well. 

Technical How-tos 

Changing Default Ports Configuration 

Moving the BriefCam Network Share 
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Running BriefCam in Virtual Environments 

Configuring Single Sign-On (SSO) 

SAML – ADFS Relying Party Setup for BriefCam Requirements 

Installing and Configuring NGINX 

Configuring RESEARCH and Web Services Distributed Environment 

Adding a New Cluster in the RESEARCH Module 

Updating the LDAP Password of the AD User 

Changing Default Ports Configuration 

To define alternative ports in case one of the default ports is occupied, follow the steps below. 

RESEARCH HTTP Port (8090) 

1. In the Qlik Management Console (open a browser and use the following URL: https://RESEARCH_Host_Name/
qmc), select Proxies on the QMC start page or from the Start drop-down menu to display the overview. Select 
Central proxy and click Edit. Click the Ports tab on the right-side menu. 

2. In the Proxies window, select Edit Proxy and change the default 8090 port on Service listen port HTTP to an 
available port. 

3. On the machine where the Web Services are installed, edit the RESEARCH HTTP Port in the Web config file. The 
file is located in the BriefCam Web Services installation folder (i.e. C:\Program Files\BriefCam\
WebServices\ProWebApi), by updating QlikHttpPort value to the same port you have configured on the Qlik 
Management Console: <add key="QlikHttpPort" value="8090" /> 

RESEARCH API Ports (4242, 4243) 

1. In the Qlik Management Console (open a browser and use the following URL: https:// RESEARCH_Host_Name/
qmc), select Proxies on the QMC start page or from the Start drop-down menu to display the overview. 

2. In the Proxies window, select Edit Proxy and change the default 4242/4243 ports on REST API listen port/
Authentication listen port HTTP to an available port. 
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3. On the machine where the Web Services are installed, edit the RESEARCH API Ports in the Web config file. The file 
is located in the BriefCam Web Services installation folder (i.e. C:\Program Files\BriefCam\WebServices\
ProWebApi), by updating QlikQrsPort /QlikProxyPort values to the same ports you have configured on the Qlik 
Management Console: 

<add key="QlikProxyPort" value="4243" /> 

<add key="QlikQrsPort" value="4242" /> 

Moving the BriefCam Network Share 

The steps below can now be done automatically using the Move Storage tool. 

If you want to move the BriefCam network share that contains all BriefCam visual artifacts to another location, carry out the 
steps below. 

1. From the Windows services, stop the VSService. 
2. Create a folder on the new location (such as on a remote server). 
3. Share the new folder: 

a. Right-click the folder and click Properties. 
b. Select the Sharing tab. 
c. From the Sharing window, click Advanced Sharing. 
d. Check the Share this folder box. 
e. Click Permissions. 
f. Add the desired user(s) and assign them with the same permissions that were applied on the previous 

shared folder. 

4. Copy the ServerData folder to the new location. 
5. Update the database paths by running the following commands in a database console, such as PGAdmin: 

update BC_VIDEO_ARCHIVE set exportfolder=replace(exportfolder,'\\Machine_A','\\Machine_B') 

update BC_VIDEOFILE_INFO set path=replace(path,'file://Machine_A','file://Machine_B') 

update BC_SETTINGS set setting=replace(setting,'\\Machine_A','\\Machine_B') where field = 'VideoProductsPath' 

update BC_SYSTEM set value=replace(value,'\\Machine_A','\\Machine_B') 

6. Update IIS Physical Paths with the new machine name: 
a. Open IIS, in the ProWebApiStorage site click on all virtual directories, open the Basic Settings on the 

right and edit the Physical Path field. 
b. In the VideoStreamingGateway site, click on the the VideoService virtual directory, open the Basic 

Settings and edit the Physical Path field. 
c. Restart IIS (by opening the Windows services, right-clicking on the World Wide Web Publishing Service 

and clicking Restart). 

After restarting the IIS services, it might take a minute or two to get results when filtering objects for 
the first time after the restart. 

7. Start the VSService. 
8. From the BriefCam Administrator Console, restart the Rendering Service. 

Running BriefCam in Virtual Environments 

BriefCam generally recommends using dedicated physical hardware servers for production environments, as per the 
specifications outlined earlier in this section. In some cases, customers may wish to employ VMs (Virtual Machines) to run 
BriefCam software. While this is technically possible, VMs tend to excessively depend on virtualization solution resources, and 
may be impacted by other concurrently running VMs. BriefCam, therefore, cannot guarantee optimal performance for 
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customers using such environments. 

If customers want to use VMs in accordance with the limitations stated above, they will need to assure that VMs conform with 
the physical hardware server specifications recommended by BriefCam, and specifically that the virtualization products 
reserve and allocate the GPU, CPU and RAM resources required by BriefCam. Additionally, disk IOPS performance (whether 
of the virtual machines or of external NAS or SAN storage devices) must be guaranteed to be similar to that of a local disk. 

Configuring Single Sign-On (SSO) 

BriefCam offers three ready-made options for single sign on, and an interface to implement a custom single sign on solution. 

The three built-in SSO options are: 

1. SAML-based SSO where you can authenticate an existing SAML token provider. See SAML-based SSO for 
information about how to deploy this. 

2. Active Directory single sign on, where we connect to an active directory and synchronize users and group from 
there. See the Microsoft Active Directory Integration section in the BriefCam Administrator Guide for information 
about how to deploy this. 

3. Milestone XProtect single sign on. In Milestone installations we offer an option to use the Milestone Client and 
Directory to provide a single sign on solution. 

SAML-based SSO 

To integrate an existing SAML token provider (such as Microsoft ADFS) with BriefCam, use the BriefCam SAML infrastructure, 
by entering your own token provider’s information and URLs in the appropriate places in the Environment Settings’ Pro Web 
API section: 

• SamlLoginUrl – This is the SAML login endpoint, which is a SAML token provider that responds to SAML 
authentication requests. When logging in to BriefCam, the user is rerouted to this address with a parameter that tells 
the endpoint to return the login information to BriefCam after logging in. 

• SamlLogoutUrl – This is the SAML logout endpoint, which provides logout functionality. Users will get redirected to 
this address once they sign out of BriefCam. 

• SamlCertificate – This is the SAML certificate fingerprint, which is a unique identifier given by Windows for this 
SAML certificate. The certificate, which should be installed on the local PC, is used to encrypt the communication 
between BriefCam’s SAML client, and the SAML token provider. 

See also SAML - ADFS Relying Party Setup for BriefCam Requirements. 

SAML – ADFS Relying Party Setup for BriefCam Requirements 

1. To use ADFS to log in to your BriefCam instance, you need the following components: 
◦ An Active Directory instance. 
◦ A server running Microsoft Server 2012 or 2008. This guide uses screenshots from Server 2012R2, but 

similar steps should be possible on other versions. 
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◦ An SSL certificate to sign your ADFS login page and the fingerprint for that certificate. 
◦ After you meet these basic requirements, you need to install ADFS on your server. Configuring and 

installing ADFS is beyond the scope of this guide, but is detailed in a Microsoft KB article. 

BriefCam uses the user’s email provided by ADFS as part of the SAML assertions in order to identify 
the user. 

2. When you have a fully installed ADFS installation, note down the value for the SAML 2.0/W-Federation URL in the 
ADFS Endpoints section. If you chose the defaults for the installation, this will be '/adfs/ls/'. 

Step 1: Adding a Relying Party Trust 

1. At this point you should be ready to set up the ADFS connection with your BriefCam instance. The connection 
between ADFS and BriefCam is defined using a Relying Party Trust (RPT). 

2. Select the Relying Party Trusts folder from ADFS Management, and add a new Standard Relying Party Trust 
from the Actions sidebar. This starts the configuration wizard for a new trust. 

3. In the Select Data Source screen, select the last option, Enter data about the relying party manually. 
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4. On the next screen, enter a Display name that you'll recognize in the future, and any notes you want to make. 

247



5. On the next screen, select the AD FS profile radio button. 
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6. On the next screen, leave the certificate settings with their defaults. 
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7. On the next screen, check the box labeled Enable Support for the SAML 2.0 WebSSO protocol. The service URL 
will be: https://<WebServices>/ProWebApi/AuthenticationApi/AuthenticateSaml 

Replace <WebServices> with your BriefCam WebServices server address. Note that there's no trailing slash at the 
end of the URL. 

8. On the next screen, add a Relying party trust identifier. 

https://<WebServices>/prowebapi must match the exact prowebapi address in the settings (it is case sensitive). 
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Replace <WebServices> with your BriefCam Web Services server address. 

HTTPS is required in the address. 
9. On the next screen, you can configure multi-factor authentication but this is beyond the scope of this guide. 
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10. On the next screen, select the Permit all users to access this relying party radio button. 
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11. On the next two screens, the wizard will display an overview of your settings. On the final screen, use the Close 
button to exit and open the Claim Rules editor. 
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Step 2: Creating Claim Rules 

Once the relying party trust has been created, you can create the claim rules. 

1. To create a new rule, click on Add Rule. Create a Send LDAP Attributesas Claims rule. 
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2. On the next screen, using Active Directory as your attribute store, do the following: 
◦ From the LDAP Attribute column, select E-Mail Addresses. 
◦ From the Outgoing Claim Type, select E-Mail Address. 
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3. Repeat step for UPN. 
4. Click OK to save the new rule. 

Step 3: Configuring BriefCam 

1. After setting up ADFS, you need to configure your BriefCam instance to authenticate using SAML. 
2. You'll use your full ADFS server URL with the SAML endpoint as the SSO URL. 
3. The fingerprint will be the fingerprint of the token signing certificate installed in your ADFS instance. In the Windows 

certificate utility, this is also referred to as the SHA-1 Thumbprint. 
4. Export the ADFS token signing certificate (on the ADFS server) in PowerShell as admin: 

$certRefs=Get-AdfsCertificate -CertificateType Token-Signing 

$certBytes=$certRefs[0].Certificate.Export([System.Security.Cryptography.X509Certificates.X509ContentType]::Cert) 

[System.IO.File]::WriteAllBytes("c:\foo.cer", $certBytes) 

5. Copy c:\foo.cer to the BriefCam server. 
6. Launch mmc. 
7. File -> add remove snap ins. 
8. Certificates -> add -> computer account -> local computer. 
9. Go to Certificates -> Personal -> Certificates. 

10. Right click on Certificates and select All Tasks -> Import foo.cer. 

256



11. Double click the new certificate, go to the details tab and copy the certificate thumbprint. 
12. Paste the thumbprint into a text editor, remove the spaces, then copy and paste it into the ProWebAPI section in the 

web admin > Settings SamlCertificate field. 
13. Configure the following fields in the BriefCam Administrator Console's environment settings: 

◦ SamlLoginUrl = https:// <ADFS Server address>/adfs/ls/idpinitiatedsignon 
◦ SamlLogoutUrl = ADFS server logout URL 
◦ ProWebApiAddress = https://<ProWebApi address>:8666/ 
◦ ProWebClientAddress = https://<ProWebClient address>/app/#/ 
◦ SamlCertificate = <SAML Certificate> 

14. In IIS manager on the WebServices computer, go to BriefCam Web Services > Bindings > Add, from the Type 
drop-down menu, select https and click OK. 

15. Restart the IIS Services (by opening the Windows services, right-clicking on the World Wide Web Publishing 
Service and clicking Restart). 

16. You should now be set up and ready to go. To test, run:https://localhost:8666/authenticationApi/
RequestAuthenticationRoute 

If you were re-routed to the login page, logged in, and received a valid output (session id and username), congratulations you 
have successfully survived this guide. 

Otherwise, make sure you followed all the steps correctly. 

Installing and Configuring NGINX 

This section describes the steps to take to use NGINX. 
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To work with SSL and BriefCam, using a load balancer is required. BriefCam recommends using NGINX. 

Recommendations 

It is recommended to install the load balancer on a separate machine. 

If you are working in a virtualized environment, the load balancer must be on a separate machine. 

If you are working in a non-virtualized (physical servers) environment, you can have the load balancer on the same machine 
as the Web Services (although it is not recommended). However, if you install the load balancer on the same machine as the 
Web Services, IIS has to work on a different port (not 80, since 80 is for NGINX). 

Prerequisites 

• Make sure that port 80 is not in use by another application. 
• If IIS is installed, make sure to stop it or change its default port. 

Steps 

1. To run the BriefCam NGINX Installation wizard, right-click on the BriefCamNGINX_<Version number>.exe file 
and select Run as administrator. 

If you are using the latest Windows Update and a Windows Defender alert appears, click the More 
info link and click Run anyway. 

2. In the Welcome screen, click Get Started. 
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3. Accept the terms of the BriefCam license agreement and click Next. 
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4. Read the license agreement and click Next. 
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5. Enter the IP address or the hostname (if there is a DNS resolution) for each of the relevant services below, and click 
Next. Note that once you enter the Research host, you can click the “Click to use the RESEARCH host for all 
service” button to fill in all the fields with this value. 
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6. Decide whether to run with a secure communication. 
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7. If you check the checkbox, enter the paths to the certificate and private key. 

You need to create or use an existing self-signed certificate separated into two files: .crt and .key. 

8. If your SSL certificate is protected by a password, you need to configure NGINX to read a list of passwords that are 
stored in a separate file. If the private key is not in this file, NGINX will not start. You do this as follows: 

a. Create a new text file named ssl_passwords.txt and save it to a separate folder than where the SSL 
certificate is located. 

b. Set the file to be readable only to the user running NGINX. 
c. Enter the certificate password into the first line of the ssl_passwords.txt file. 
d. In the nginx config file, add the following line above the existing certificate lines: 

ssl_password_file /var/lib/nginx/ssl_passwords.txt; 
e. Distribute this file separately from the configuration file. 

9. Click Next. 

The following screen appears. 
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10. In the Database Host and Database Port fields, enter the name and port of the machine where you installed 
PostgreSQL. 

11. In the Application User and Application Password fields, enter the username and password that you entered 
when installing PostgreSQL. 

12. Click the Test Database Connection button. 

13. Click Next. 

14. Confirm or select the drive where you want to install NGINX and click Install. 
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15. If you have more than one web service hostname, after installing NGINX, open the nginx.conf file (located by 
default at: C:/nginx/conf) and in the http section, copy and paste the existing rows and update the new rows with 
the additional hostnames. 

16. On any host that is running the application (browser) make sure the domains (or host name) can be resolved by the 
DNS. If no DNS is available, you can edit the hosts file and add the IP address of the load balancer using the 
following syntax: 

10.x.x.x www.example.com example.com 

For example: 10.0.0.143 www.example.com 
17. Open the following three web config .js files on the BriefCam server (by default these three files are at C:\Program 

Files\BriefCam\WebServices): 

◦ \app\webConfig.js 
◦ \ProWebAdminClient\web.config.js 
◦ \ProWebClient\webConfig.js 
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18. In each of the three web config .js files, set the endpoints (endPointApi) to point to the load balancer. In the example 
below, you would just change PRODUCT1 to the address of the load balancer. Make sure that “http:” does not 
appear in the path. 

19. Open the QLIK QMC with the user that was used to install the RESEARCH module (https://<hostname>/qmc). 
20. Browse to virtual proxies and add two new parameters using the hostname of each of the machines (for example, 

the QLIK machine and the NGINX machine host names as shown in the image below) to both proxies: 
◦ Virtual Proxies->bc->advanced->Host white list 
◦ Virtual Proxies->Central Proxy (Default)->advanced->Host white list 

On some systems, you might be required to add the host name, FQDN and IP address of the load balancer and 
all the web services instances into the virtual proxies white list in QMC. 

21. In the User directory connectors screen, go to the Visible connection string and add the domain name to the 
server value. For example, in the image below, Stress-DB was the original value and now it is Stress-
DB.briefcamdev.com. 
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22. Check that the following environment settings are set to the NGINX IP address or hostname and if you selected to 
use a secured connection (https), make sure the URLs begin with https: 

◦ BaseVideoUrl 
◦ clientNotificationEndPoint 
◦ DB.LocalStorageAddress 
◦ LoadBalancerAddress – This setting should be set to the NGINX hostname (FQDN) 
◦ ProWebApiAddress 
◦ ProWebClientAddress 
◦ QlikServer 
◦ Site.Url 
◦ StorageGatewayUrl 
◦ SSOEndpoint – If you want to use an embedded client, this value should be set to: http[s]://<NGINX-

host>:8030/MilestoneSSO/ 

23. If you are installing a Linux-based OX engine, make sure that the value for the 
OX6.EngineOutputGatewayGrpcPort environment setting matches what you entered in the installer’s Processing 
box (default 49149). 

24. If you are installing a Linux-based OX engine, make sure that the value for OX6.VmsAdapterGrpcPort environment 
setting matches what was entered in the installer’s VMS Agent box (default 49151). 

25. Restart the BriefCam services. 
26. If you selected to use a secured connection (https), browse to the application and check that it works with https 

requests. For example: 
• https://www.example.com/app 
• https://www.example.com/admin 
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NGINX Windows Service 

The BriefCam NGINX installer creates a BriefCam NGINX Web Server service in the Windows Services screen. This service is 
responsible for making sure the NGINX process is constantly running and the load balancer is ready to accept requests. The 
user that runs this service is the BriefCam Windows user. 

Generic Configurations 

For any other type of load balancer, such as Amazon ELB, Google Cloud Platform Load Balancer and so on, you need to 
configure redirect rules based on the URL. The following are the redirect rules: 

Logging 

To handle the log rotation: 

1. Download the log rotation script from this link (external link). 
2. Save the script to C:\NGINX. 
3. Create an OS user (such as bcuser), a user on the OS level or create a Windows user account. The user does not 

need admin rights. 
4. Edit the C:\NGINX folder’s security options and give the user that you created in step 3 full control. 
5. Run the Local Security Policy utility. 
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6. Go to Security settings->User Rights Assignment and add the user to Log on as a batch job. 
7. Add a daily scheduled task to run the C:\NGINX\LogRotation.bat file. Make sure to check Run whether user 

is logged on or not. By default, the last 10 days will be kept (retention period in days). If you want a different 
number of days, when running the batch file, pass the required number of days as a command line argument. For 
example, if you want 20 days, you would use: C:\NGINX\LogRotation.bat 20. 

Adding a New Cluster in the RESEARCH Module 

This how-to provides a step-by-step description on how to build and configure a RESEARCH cluster environment. This 
includes a failover option between the Scheduler node and the Central and/or failover between two Central nodes to achieve 
high availability. 
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Introduction 

As the amount of data grows and the business logic becomes more complex, additional resources are necessary to calculate 
the results and deliver them to users. If a Single Node (small) site is used, its performance may deteriorate over time, which 
could compromise the credibility and quality of BriefCam's RESEARCH module. 

To address this issue, a RESEARCH module cluster is employed as a distributed architecture to alleviate the data and 
application loads from the main RESEARCH server that controls the entire RESEARCH site. The Central node, also known as 
the “manager”, delegates some of its tasks to a secondary machine, referred to as the Scheduler node or the "worker." When 
receiving a task ID from the manager, the worker reads the task from the local repository database and performs the 
necessary computations. Once the task is completed, the worker returns the task state (successful or failed) to the manager. 

Hardware Specification for the Scheduler Node 

The following are the minimum requirements for the Scheduler node: 

CPU 2 x Intel(R) Xeon(R) Gold 6234 CPU @ 3.30 GHz (32 vCPU) 

Memory 512 GB 

Storage 
2 x 100 GB SSD 

1 x 25.5 TB SSD capacity drives 

Implementation Steps 

Adding a New Cluster in the RESEARCH Module 

To add a new cluster in the RESEARCH module: 

1. Verify that the existing Qlik server is reachable from the new server by opening the following path on both the file 
explorer and in a browser: \\[QlikServer]\qlikshare. 

2. Make sure that the firewall and antivirus are disabled on the new server. 
3. Make sure that a PostgreSQL Unicode (x64) driver is installed. You will need this to create the two ODBC 

connections in the next step. 
4. Add two ODBC connections – RESEARCH and RESEARCHPostgreSQL. 

a. For the RESEARCH ODBC connection, map the database to the BriefCam database server. 
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b. For the RESEARCHPostgreSQL ODBC connection, map the database to the RESEARCH database 
server. 

*Port 4432 is required to be opened inbound on the 1st RESEARCH machine so that the 2nd RESEARCH 
machine could access its Postgres database. 

5. Create a service account user (by default, BCUser is the user that runs Qlik services). In the Computer 
Management, check that the user is in the Administrators group. 

6. Make sure that the service account user created in the step above is included in the Log on as a service local 
policy: 
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7. Download the Qlik vanilla installer (located in your Git account at: https://github.com/qlik-download/qlik-sense-server/
releases). It is important that the version be the same as the version installed on the existing server. 

8. If you are installing the Qlik May 2022 version, download and install .NET 4.8 Framework Runtime from this link: 
https://dotnet.microsoft.com/en-us/download/dotnet-framework/net48. 

9. On the existing Qlik server, open the Windows services and stop all Qlik services. 
10. Go to ProgramData\Qlik\Sense\Repository\PostgreSQL\12.5 (or any version you have) and back up the 

following files: 

11. Edit the pg_hba.conf file to allow non-local connections: 

12. Edit the postgresql.conf file to accept more connections from all addresses: 
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13. Start all Qlik services. 
14. Run the Qlik installer as administrator. 
15. Click the Join a cluster button. 

16. Fill in the database credentials (of the existing Qlik server): 
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17. Fill in the service account user credentials (the one defined in the new server): 

18. After installing Qlik, install the relevant patch according to the version you are using (May 2022 or Nov 2020). 
19. Go to the existing Qlik server and open the QMC (https://localhost/qmc). 
20. Select Nodes. 

21. Click  Create new in the action bar. 
22. Fill in the parameters as shown in the image below with the Host name field set to the hostname of the newly 
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installed Qlik Server. 

23. Click Apply and wait several seconds. 
24. If the server cannot reach the remote host, you will see the following ‘Node registration’ message. 

a. Check the connectivity between the Central node and the Scheduler node. 
b. Using ping, verify that IPV6 as well as the firewall are disabled on both nodes. 

25. Click Apply again. Wait until you get an authorization password and a URL. The connectivity is done via port 4444. 
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26. Go to the new Qlik server, open the URL from the previous step: http://localhost:4570/certificateSetup and enter the 
password from the previous step: 

27. On the original Qlik server (not the new cluster), restart all Qlik services. 
28. Make sure you get the following result on the QMC’s Nodes screen: 

This means that there are now two Qlik servers (multi-node) – Central and Scheduler. 
29. In the QMC’sSchedulers section, edit the Central node and set the Type field to Manager: 
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30. In the QMC’s Schedulers section, edit the Scheduler node and set the Type field to Worker: 

31. In the QMC’s Data Connections screen, edit the following three connections: 
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32. For each of the three connections, in the Connection string field, instead of local path (such as drive c:), change it 
to work with the network path – the hostname where the QlikShare folder exists (the server where RESEARCH was 
originally installed): 

33. On the new server, open the QMC’s Tasks section and make sure that both the research_db and Research apps 
are running successfully. 

34. In QMC (central node), navigate to the Load balancing rules section. 
35. Double click on ResourcesOnNonCentralNodes. 

36. Remove the marked section shown in the image below. 
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Forcing Manual Failover Between the Scheduler and Central Node 

To force manual failover between the Scheduler node and the Central node, carry out the following steps: 

1. In QMC (central server), select the Schedulers menu. 
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2. Select the Central scheduler and click the Edit button. 

3. In the Advanced section’s Type field, select Manager and worker. The Central node will return to its initial state 
(standalone server). The Scheduler node will stop functioning as a cluster member (and eventually will not be in 
use). 
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Editing the Load Balancing Rule Resources on Non-Central Nodes 

1. From the QMC start page, open Load Balancing Rules. 
2. Select the ResourcesOnNonCentralNode rule and click Edit. 

3. In the Advanced section, edit the condition to the following: ((node.iscentral="false")) 
4. Click Apply. 
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5. Verify that after this change all QMC tasks are running okay including the License and Operations tasks. 

Central Node Failover (optional) 

To avoid having a single point of failure in a multi-node site, when you add a new node to your deployment you can assign it 
the role of failover candidate. This means that any server or node in your RESEARCH site can perform the same role as the 
Central node. The role of the Central node can now be swapped, for example if the central node has been offline for more than 
10 minutes. 

If you want to back up the Central node: 

1. Define an additional Central server (a new Central node with the same specifications as the original node). 
2. In QMC (of the additional Central node), select the Nodes menu and define it as a Failover candidate. 

After you have configured a node to become a failover candidate, each node in your site will regularly check the primary node 
(Central node) to verify that the Central node is active. If there is no communication between the primary node and the other 
nodes in the site after 10 minutes, then the Primary node will be replaced by the next available node. If more than one node is 
set as a failover candidate each node will compete to get a lock on a database field and the winner becomes the Central node. 
There is an additional field in the QMC to show which node is currently the Central node. 

Configuring a RESEARCH and Web Services Distributed Environment 

If you are working with a distributed environment where the Web Services component and the RESEARCH component are on 
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separate machines, you either need to do one of the following: 

• Use a load balancer (see: Installing and Configuring NGINX) 
• Use an FQDN (preferred) or an alias/CNAME – If you already use a domain, use a fully qualified name (FQDN). If 

the servers are not part of a domain (no FQDN), use an alias/CNAME. Details about how to do this are provided 
below. 

You need to make these configurations because BriefCam’s web application consumes the RESEARCH component from an 
IFrame (an HTML element that is used to insert content from another source – a third-party). The newest browsers improved 
their security and now prevent sending cookies along with cross-site requests. 

The solution is to set up the cookies to be first-party (same-site) cookies (when the domain in the browser’s URL bar matches 
your cookie domain). 

To achieve this, you need to use the FQDN so the domain suffix will be the same for all the servers as highlighted in yellow in 
the examples below. If you only use the host name, such as “synopsis” or “research” in the examples below, there is no 
domain suffix and cookies are not shared between the sites. 

For example: 

• synopsis.your-domain.com 
• research.your-domain.com 

If you have a load balancer set up, you will not have this issue. For more information about this, see Installing and Configuring 
NGINX. 

If you are using the FQDN or alias/CNAME option, you need to do the following: 

1. If you are using a fully qualified name (FQDN), find the FQDN of your server, by clicking on the System menu in the 
Control Panel. You’ll see the FQDN of your machine (if one exists). 

2. From the BriefCam Administrator Console’s Environment Settings section, edit the QlikServer setting and change 
it to the FQDN or alias/CNAME. For example, if your domain name is: www.test.com, use: research.test.com. 

3. On the Web Services machine, edit the ProWebClient’s webConfig.js file (located at: C:\Program Files\
BriefCam\WebServices\ProWebClient\webConfig.js) and replace the hostname with the FQDN or alias/
CNAME. For example: 
const endPointApi = "//www.test.com/prowebapi"; const matomoSiteID = 10; const reCaptchaKey = ""; 

4. On the Web Services machine, edit the ProWebAdminClient’s web.config.js file (located at: C:\Program 
Files\BriefCam\WebServices\ProWebAdminClient\web.config.js and replace the hostname with the 
FQDN or alias/CNAME. For example: 
const endPointApi = "//www.test.com/AdminApi/"; 
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5. Enter Qlik QMC > Virtual proxies (https://localhost/qmc/virtualproxies) and edit the bc proxy. 
6. Open the Advanced tab and add the new hostname of the RESEARCH machine (the FQDN or alias/CNAME) into 

the Host allow list. For example: 

7. Click Apply. 
8. Navigate back to Virtual proxies and edit the Central Proxy (Default). 
9. Open the Advanced tab and add the new hostname of the RESEARCH machine (the FQDN or alias/CNAME) into 

the Host allow list. For example: 
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10. Click Apply. 
11. When opening the Web Client or the BriefCam Administrator Console, make sure to use the new host name in the 

URL. For example: 

http://www.test.com/app 
http://www.test.com/admin 

Adding a New Cluster in the RESEARCH Module 

This how-to provides a step-by-step description on how to build and configure a RESEARCH cluster environment. This 
includes a failover option between the Scheduler node and the Central and/or failover between two Central nodes to achieve 
high availability. 

Introduction 

As the amount of data grows and the business logic becomes more complex, additional resources are necessary to calculate 
the results and deliver them to users. If a Single Node (small) site is used, its performance may deteriorate over time, which 
could compromise the credibility and quality of BriefCam's RESEARCH module. 

To address this issue, a RESEARCH module cluster is employed as a distributed architecture to alleviate the data and 
application loads from the main RESEARCH server that controls the entire RESEARCH site. The Central node, also known as 
the “manager”, delegates some of its tasks to a secondary machine, referred to as the Scheduler node or the "worker." When 
receiving a task ID from the manager, the worker reads the task from the local repository database and performs the 
necessary computations. Once the task is completed, the worker returns the task state (successful or failed) to the manager. 

Hardware Specification for the Scheduler Node 

The following are the minimum requirements for the Scheduler node: 
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CPU 2 x Intel(R) Xeon(R) Gold 6234 CPU @ 3.30 GHz (32 vCPU) 

Memory 512 GB 

Storage 
2 x 100 GB SSD 

1 x 25.5 TB SSD capacity drives 

Implementation Steps 

Adding a New Cluster in the RESEARCH Module 

To add a new cluster in the RESEARCH module: 

1. Verify that the existing Qlik server is reachable from the new server by opening the following path on both the file 
explorer and in a browser: \\[QlikServer]\qlikshare. 

2. Make sure that the firewall and antivirus are disabled on the new server. 
3. Make sure that a PostgreSQL Unicode (x64) driver is installed. You will need this to create the two ODBC 

connections in the next step. 
4. Add two ODBC connections – RESEARCH and RESEARCHPostgreSQL. 

a. For the RESEARCH ODBC connection, map the database to the BriefCam database server. 

b. For the RESEARCHPostgreSQL ODBC connection, map the database to the RESEARCH database 
server. 
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*Port 4432 is required to be opened inbound on the 1st RESEARCH machine so that the 2nd RESEARCH 
machine could access its Postgres database. 

5. Create a service account user (by default, BCUser is the user that runs Qlik services). In the Computer 
Management, check that the user is in the Administrators group. 

6. Make sure that the service account user created in the step above is included in the Log on as a service local 
policy: 

7. Download the Qlik vanilla installer (located in your Git account at: https://github.com/qlik-download/qlik-sense-server/
releases). It is important that the version be the same as the version installed on the existing server. 

8. If you are installing the Qlik May 2022 version, download and install .NET 4.8 Framework Runtime from this link: 
https://dotnet.microsoft.com/en-us/download/dotnet-framework/net48. 

9. On the existing Qlik server, open the Windows services and stop all Qlik services. 
10. Go to ProgramData\Qlik\Sense\Repository\PostgreSQL\12.5 (or any version you have) and back up the 

following files: 
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11. Edit the pg_hba.conf file to allow non-local connections: 

12. Edit the postgresql.conf file to accept more connections from all addresses: 

13. Start all Qlik services. 
14. Run the Qlik installer as administrator. 
15. Click the Join a cluster button. 

16. Fill in the database credentials (of the existing Qlik server): 
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17. Fill in the service account user credentials (the one defined in the new server): 

18. After installing Qlik, install the relevant patch according to the version you are using (May 2022 or Nov 2020). 
19. Go to the existing Qlik server and open the QMC (https://localhost/qmc). 
20. Select Nodes. 

21. Click  Create new in the action bar. 
22. Fill in the parameters as shown in the image below with the Host name field set to the hostname of the newly 
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installed Qlik Server. 

23. Click Apply and wait several seconds. 
24. If the server cannot reach the remote host, you will see the following ‘Node registration’ message. 

a. Check the connectivity between the Central node and the Scheduler node. 
b. Using ping, verify that IPV6 as well as the firewall are disabled on both nodes. 

25. Click Apply again. Wait until you get an authorization password and a URL. The connectivity is done via port 4444. 
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26. Go to the new Qlik server, open the URL from the previous step: http://localhost:4570/certificateSetup and enter the 
password from the previous step: 

27. On the original Qlik server (not the new cluster), restart all Qlik services. 
28. Make sure you get the following result on the QMC’s Nodes screen: 

This means that there are now two Qlik servers (multi-node) – Central and Scheduler. 
29. In the QMC’sSchedulers section, edit the Central node and set the Type field to Manager: 
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30. In the QMC’s Schedulers section, edit the Scheduler node and set the Type field to Worker: 

31. In the QMC’s Data Connections screen, edit the following three connections: 
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32. For each of the three connections, in the Connection string field, instead of local path (such as drive c:), change it 
to work with the network path – the hostname where the QlikShare folder exists (the server where RESEARCH was 
originally installed): 

33. On the new server, open the QMC’s Tasks section and make sure that both the research_db and Research apps 
are running successfully. 

34. In QMC (central node), navigate to the Load balancing rules section. 
35. Double click on ResourcesOnNonCentralNodes. 

36. Remove the marked section shown in the image below. 

293



Forcing Manual Failover Between the Scheduler and Central Node 

To force manual failover between the Scheduler node and the Central node, carry out the following steps: 

1. In QMC (central server), select the Schedulers menu. 
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2. Select the Central scheduler and click the Edit button. 

3. In the Advanced section’s Type field, select Manager and worker. The Central node will return to its initial state 
(standalone server). The Scheduler node will stop functioning as a cluster member (and eventually will not be in 
use). 
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Editing the Load Balancing Rule Resources on Non-Central Nodes 

1. From the QMC start page, open Load Balancing Rules. 
2. Select the ResourcesOnNonCentralNode rule and click Edit. 

3. In the Advanced section, edit the condition to the following: ((node.iscentral="false")) 
4. Click Apply. 
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5. Verify that after this change all QMC tasks are running okay including the License and Operations tasks. 

Central Node Failover (optional) 

To avoid having a single point of failure in a multi-node site, when you add a new node to your deployment you can assign it 
the role of failover candidate. This means that any server or node in your RESEARCH site can perform the same role as the 
Central node. The role of the Central node can now be swapped, for example if the central node has been offline for more than 
10 minutes. 

If you want to back up the Central node: 

1. Define an additional Central server (a new Central node with the same specifications as the original node). 
2. In QMC (of the additional Central node), select the Nodes menu and define it as a Failover candidate. 

After you have configured a node to become a failover candidate, each node in your site will regularly check the primary node 
(Central node) to verify that the Central node is active. If there is no communication between the primary node and the other 
nodes in the site after 10 minutes, then the Primary node will be replaced by the next available node. If more than one node is 
set as a failover candidate each node will compete to get a lock on a database field and the winner becomes the Central node. 
There is an additional field in the QMC to show which node is currently the Central node. 

Replicating the BriefCam PostgreSQL Database 

This section details how to streamline the replication of the PostgreSQL database. 
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Prerequisites, Notes, and Conventions 

Use Windows PowerShell and not Command Prompt (cmd) while pasting commands from the 
samples in this document. 

1. If the primary server space is sufficient, perform a full backup of the database (using the pg_dump tool) before 
attempting to create the replica. 

2. Make a note of the primary server’s IP address. Later in this document it will be referred to as <primaryIP>. 
3. Make a note of the secondary server’s IP address. Later in this document it will be referred to as <secondaryIP>. 
4. In the PGSQL server, the following three BriefCam installation components need to all be set to either the hostname 

or the IP address. Make sure that they are all using the same method (to ensure consistency). You do this by looking 
for the PostgreSQL connectionString in the following files or settings: 

◦ VS Server: C:\Program Files\BriefCam\BriefCam Server\VSServer.exe.config 
◦ Web Services: C:\Program Files\BriefCam\WebServices\ProWebApi\Web.config 
◦ Qlik (RESEARCH): ODBC 64-bit entries (Server field) 

5. It is recommended to test the full functionality of the systems before creating the secondary server. Make sure to 
take note of all of the original values of the parameters you change. 

6. On all of the servers where the BriefCam Server components are deployed, set the hosts file to point to the primary 
PostgreSQL database server – this will override the DNS. 

7. In the BriefCam Administrator Console, open the Environment Settings section and set the 
DB.LocalStorageAddress and VideoProductsPath settings to use hostnames and not IP addresses. 

8. The speed of PostgreSQL base_backup significantly varies depending on the environment setup (SSD/HDD/NIC 
speed). As a rule of thumb, on ISCSI storage (10 Gbps links HDD array) and 1 Gbps network NIC (vmxnet3) in a 
virtual environment, it takes about 40 minutes to perform a base backup of the PostgreSQL database that contains 
90 GB of BriefCam data. 

Consider testing the speed on the actual environment to be able to estimate how much time the base backup will 
take to be able to properly set the time slot for the replica creation process. 

9. Use the actual path of the PostgreSQL_Data directory. The BriefCam default is C:\PostgreSQL_Data. However, 
this may vary in different setups (later in this document the default BriefCam path will be used). 

10. Use the actual pgsql.exe path. The BriefCam default is C:\PostgreSQL\bin\psql.exe (later in this 
document the default BriefCam path with be used). 

298



Steps on the Primary Server 

1. Connect to the primary PostgreSQL server sql shell and verify the location of the config and hba files by executing 
the following commands: 

C:\PostgreSQL\bin\psql.exe -U dbadmin postgres 

      SHOW config_file; 

      SHOW hba_file; 

Here is an example of the expected output (based on the location of the PostgreSQL_Data folder): 

C:/PostgreSQL_Data/postgresql.conf 

      C:/PostgreSQL_Data/pg_hba.conf 

2. Back up the original config and hba files by executing the following commands in PowerShell: 

copy C:/PostgreSQL_Data/postgresql.conf C:/PostgreSQL_Data/postgresql.conf.$(((get-
date).ToUniversalTime()).ToString("yyyyMMddTHHmmssZ")) 

copy C:/PostgreSQL_Data/pg_hba.conf C:/PostgreSQL_Data/pg_hba.conf.$(((get-
date).ToUniversalTime()).ToString("yyyyMMddTHHmmssZ")) 

3. Verify that the backup files were created by executing the following command: 

dir C:/PostgreSQL_Data/*.conf.* 

The expected output is: 

PS C:\Users\Administrator> dir C:/PostgreSQL_Data/*.conf.* 

Directory: C:\PostgreSQL_Data 

Mode LastWriteTime Length Name 
---- ------------- ------ ---- 
-a---- 11/10/2021 11:22 AM 4374 pg_hba.conf.20211117T100109Z 
-a---- 11/10/2021 11:25 AM 23798 postgresql.conf.20211117T100344Z 

4. Add parameters to the postgres.conf file. You do this by opening the file in a text editor and adding the following 
lines to the end of the file (just below the Customized Options section): 

wal_level = replica 

hot_standby = on 

hot_standby_feedback = on 

full_page_writes = on 

max_wal_senders = 6 

max_replication_slots = 6 

5. Create a role/user for replication and set its password (do not use the password specified in the sample commands). 

a. Connect to the primary PostgreSQL server’s SQL shell via PowerShell console using the command: 

C:\PostgreSQL\bin\psql.exe -U dbadmin postgres 

b. Execute the following command (in the SQL shell opened in the previous step): 

CREATE ROLE repl_user LOGIN REPLICATION PASSWORD 'replQwerty123'; 
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6. Add parameters to the pg_hba.conf file. You do this by opening the file in a text editor and adding the following 
lines to the file (under the #replication privilege line): 

# replication privilege. 

host replication repl_user <secondaryIP>/32 md5 

7. Restart the BriefCamPostgreSQL service on the primary PostgreSQL server by opening PowerShell as an 
administrator and running the following commands: 

net stop "BriefCamPostgreSQL - PostgreSQL Server 10" 
net start "BriefCamPostgreSQL - PostgreSQL Server 10" 

8. Verify that the config files contain the changes that you made to the postgres.conf file as follows: 
a. Connect to the primary PostgreSQL server’s SQL shell via PowerShell console using the command: 

C:\PostgreSQL\bin\psql.exe -U dbadmin postgres 

b. Print out the custom configs added to the PostgreSQL conf file using the commands below via SQL shell: 

\pset pager off 

SELECT pg_read_file('postgresql.conf'); 

c. Verify that you can now see the lines added to the postgresql.conf file at the bottom of the output. 

9. Verify that the config files contain the changes that you made to the pg_hba.conf file as follows: 
a. Connect to the primary PostgreSQL server’s SQL Shell by executing the following commands: 

C:\PostgreSQL\bin\psql.exe -U dbadmin postgres 

\pset pager off 
SELECT pg_read_file('pg_hba.conf'); 

b. Verify that you can now see the lines added to the pg_hba.conf file at the bottom of the output. 

Steps on the Secondary Server 

1. Install BriefCamPostgreSQL. 
2. On the secondary PostgreSQL server, stop the BriefCamPostgreSQL service by running the following in 

PowerShell as an administrator: 

net stop "BriefCamPostgreSQL - PostgreSQL Server 10" 

3. Clean the data directory as follows: 
a. Rename the PostgreSQL_Data folder. 
b. Create a new folder named PostgreSQL_Data and in the folder’s Permissions tab, add Full control to 

Everyone. 
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4. Perform a PostgreSQL basebackup from the primary to the secondary server as follows: 
a. Execute the following command in PowerShell as an administrator: 

c:\PostgreSQL\bin\pg_basebackup -h <primaryIP> -U repl_user --checkpoint=fast -D C:\PostgreSQL_Data 
-R 

TBD #--slot=standby1 

b. It is recommended to stop all the BriefCam services on all the servers during the potentially long database 
backup. It’s possible to perform this step without stopping all services, depending on the dataset size. 

5. On the secondary PostgreSQL server, start the BriefCamPostgreSQL service by executing the following commands 
in PowerShell as an administrator: 

net start "BriefCamPostgreSQL - PostgreSQL Server 10" 

Verify the Replication Operation 

1. Connect to the primary PostgreSQL server’s SQL shell via PowerShell console using the command: 

C:\PostgreSQL\bin\psql.exe -U dbadmin postgres 

2. Check the lag value by running the following command in SQL shell (the write_lag value must begin with 00:00:00): 

SELECT write_lag,client_addr FROM pg_stat_replication ; 

This is an example of the expected output: 
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postgres=# SELECT write_lag,client_addr FROM pg_stat_replication ; 
write_lag | client_addr 
-----------------+------------- 
00:00:00.003972 | 10.30.30.30 
(1 row) 

postgres=# 

This check needs to be performed at least once per day. 

Activate the Secondary Server to Act as Primary Server 

This section describes the procedure of activating the secondary server as the primary instance of the PostgreSQL database, 
in cases where the primary is at fault and recovery/migration is needed. 

1. Change the hosts file in all BC servers to reflect the <secondaryIP> instead of <primaryIP>. 
2. Check the status and promote the secondary server PGSQL to become the primary server by running the following 

commands in PowerShell console (make sure to run PowerShell in administrator, and to edit the paths to the 
pg_ctl.exe file and the PostgreSQL_Data folder accordingly): 

◦ c:\PostgreSQL\bin\pg_ctl.exe status -D ”C:\PostgreSQL_Data” 

Sample output: 

pg_ctl: server is running (PID: 5672) 

C:\PostgreSQL\bin\postgres.exe "-D" "C:\PostgreSQL_Data" 

◦ c:\PostgreSQL\bin\pg_ctl.exe promote -D ”C:\PostgreSQL_Data” 

Sample output: 

waiting for server to promote.... done 
server promoted 

Create Periodic Backup on the Secondary Server 

PG_DUMP Scripts in Windows Task Scheduler 

1. Create the %APPDATA%\postgresql\pgpass.conf file containing the db credentials (that is: 
*:5432:*:dbadmin:Qwerty123). For details, refer to: https://www.postgresql.org/docs/10/libpq-pgpass.html and 
https://www.postgresql.org/docs/10/libpq-envars.html (external links). 

If the above does not work, the password of the scripts can be specified on the execution line: 

$env:PGPASSWORD='Qwerty123' ;& c:\PostgreSQL\bin\pg_dump.exe -F t -U  dbadmin -d briefcam  -f e:\PostgresB
ackups\db_briefcam-$(((get-date).ToUniversalTime()).ToString("yyyyMMddTHHmmssZ")).tar 

2. Create a folder for backup files, for example: E:\PostgresBackups\. 
3. Create a folder for the backup script files, for example: E:\PostgresBackupScripts\. 
4. Create the backup script at: E:\PostgresBackupScripts\backup.ps1 with the three commands as shown 

below: 

◦ c:\PostgreSQL\bin\pg_dump.exe -F t -U dbadmin -d postgres -f e:\PostgresBackups\db_postgres-$(((get-
date).ToUniversalTime()).ToString("yyyyMMddTHHmmssZ")).tar 

◦ c:\PostgreSQL\bin\pg_dump.exe -F t -U dbadmin -d briefcam -f e:\PostgresBackups\db_briefcam-$(((get-
date).ToUniversalTime()).ToString("yyyyMMddTHHmmssZ")).tar 

◦ #ls -file E:\PostgresBackups\db*.tar | where {(get-date) - $_.creationtime -gt 15.} | Remove-Item –Verbose 
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*The 3rd command above should be adjusted according to the required backup retention period by removing the ”#” sign at 
the start of the line and modifying the number 15 as it represents the number of days backwards. For example, if you wish to 
configure the script to delete all files older than 7 days, you would have to change the number 15 to 7. 

5. Test the backup creation and the removal of the old files by setting the -gt to 0 and run the following command in 
Windows cmd: 

powershell.exe e:\PostgresBackupScripts\backup.ps1 

This will remove all the files created. 

6. Adjust the retention period of the backups as mentioned at the bottom of step 4 above. 
7. Add the backup script to the Windows task scheduler as follows: 

a. Set the Program/script field to the following path: 

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe 

b. In the Add arguments field set the following: E:\PostgresBackupScripts\backup.ps1 

8. Set the triggers and timing accordingly. 
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9. Set the task to run regardless if the user is logged in and save the password. 

10. On a test server, check if the files are restorable. This test should be part of your ongoing routine. 

Here is an example of the restore command: 

C:\PostgreSQL\bin\pg_restore.exe -c -v -U dbadmin -d briefcam -F t e:\PostgresBackups\db_briefcam-20211122T122052Z.tar 

The parameter -c performs drop and create. For additional options see: 
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“C:\PostgreSQL\bin\pg_restore.exe --help” 

Revert to Primary Server After It Is Fixed 

If you were using a secondary server because there was an issue with the primary server, this section describes how to revert 
to the primary server once the issue is fixed. 

The details of the process below may vary depending on what kind of failure the primary server 
suffered. To consider the most severe case (an absolute crash of the primary server), the steps below 
include a fresh installation. 

1. Install the operating system from scratch. 
2. Perform the steps from the Steps on the Primary Server section on the current primary server. 
3. Perform all the actions described in the sections below on the servers, considering that the server that was 

reinstalled is now technically the “secondary” instance: 
◦ Steps on the Secondary Server 
◦ Verify the Replication Operation 
◦ Activate the Secondary Server to Act as Primary Server 

4. Stop the PostgreSQL service on the server that was used as the primary server. 
5. Verify that the BriefCam system works properly. 
6. Perform steps for creating a replica on the server that was used as the primary server. 

Installation and Troubleshooting Tools 

Check Prerequisites Tool 

Move Storage Tool 

Server Hostname Change Tool 

Configure Server Logging Tool 

Log Collector Tool 

Installation Troubleshooter 

Check Prerequisites Tool 

The Check Prerequisites tool checks that the hardware and operating system parameters on a machine meet the BriefCam's 
prerequisites before running the BriefCam installers. 

The Check Prerequisites tool (BriefCamCheckPrerequisites) is available for download from BriefCam’s Installation 
Downloads page. From the Select Product list, select Additional Tools and then select the relevant BriefCam version. 

Run the .exe file, select the components that you will be installing on the machine, and click Run. 

The tool presents you with a list of the minimum prerequisites checked and you whether your machine meets the minimum 
prerequisites. 

Move Storage Tool 

The Move Storage tool updates the BriefCam shared directory to another location and a different name (when required). 

The tool can be found at: {BriefCam Server installation folder}\tools\move_storage_tool. 
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The config file is available by contacting BriefCam’s support. 

The tool assumes that all data is saved in one location. 

Prerequisites 

Before execution it is highly recommended to: 

• Back up the Postgres database. 
• Remove previous shared folder mapping (if you want to use the same shared folder name). 

Parameters 

The following are the parameters that can be used: 

Parameter Description 
Required or 

Optional 

-share-path 
{SHARE_PATH} 

Path to new share. 

SHARE_PATH can be a regular path, such as: "c:\path\to\my\new\share" or a 
network path, such as: "\\host-name\share-name". 

If it is a regular path, a new shared directory will be created. If it is a network path, it is 
assumed that this path is already shared under the required permissions and therefore 
will not be recreated. 

required 

-share-name 
{SHARE_NAME} 

New shared folder name 
not required if 
network path is 
given 

-share-host 
{SHARE_HOST} 

New shared folder host 
not required in 
local execution 

-db-port 
{DB_PORT} 

Database port required 

-db-user 
{DB_USER} 

Database username required 

-db-pwd 
{DB_PWD} 

Database user password required 

-local required for 
local operation 
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-config 
{CONFIG} 

Path to a JSON config file for remote execution. Contains the machines that belong to a 
certain BriefCam installation. 

required for 
remote 
operation 

Running the Tool 

To run the tool from an all-in-one machine: 

1. Extract the move-storage.zip file. 
2. Open PowerShell as administrator. 
3. Run the tool from within the directory where you extracted the tool. 
4. The tool does not move the data. Therefore, after running the tool, you need to move the data to the new location. 

To run the tool from a remote machine: 

1. Extract the move-storage.zip file. 
2. Update the config.json file with your hosts and credentials. 
3. Enable and allow WINRM and ICMP in the firewall administrator-level credentials of the remote machines. 
4. On every machine, enable the running of PowerShell remote-signed scripts. For additional information, see High 

Security Environment with Customized Policy Settings. 
5. Open PowerShell as administrator. 
6. Run the tool from within the directory where you extracted the tool. 
7. The tool does not move the data. Therefore, after running the tool, you need to move the data to the new location. 

First move the Backups folder (located at: \\server\BriefCam\ServerData\Backups) and the RESEARCH 
certificates (located at: \\server\BriefCam\certificates). Then move the rest of the data. 

8. Enable BriefCam’s Maintenance service. 

The move-storage.log file is available for troubleshooting this tool (located in the directory of the 
tool). 

Examples 

Here are a number of examples: 

For local execution with a standard path: 

PS> ./move-storage.exe -local -share-path 'C:\my\new\share' -share-name 'shary' -db-port 5432 -db-user 'bb' -db-pwd 'king' 

For local execution with a network path: 

PS> ./move-storage.exe -local -share-path '\\MyMachine\MyShare' -db-port 5432 -db-user 'bb' -db-pwd 'king' 

Note that with the network path the share name is not needed and will be ignored even if given explicitly. 

Server Hostname Change Tool 

This tool makes changes to an all-in-one environment after a server hostname change. Note that this tool does not make 
changes to the RESEARCH component or to RabbitMQ. 

Note: It is highly recommended not to change the server hostname if you are using the RESEARCH component. 

The tool (BriefCamUpdateHostname) is available at: {BriefCam Server installation folder}\tools\
change_hostname. 

To work with the tool: 
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1. Change the machine’s host name. (Make a note of the original host name because you will need it in step 4.) 
2. Restart the machine. 
3. Reshare the BriefCam share. 
4. Open PowerShell as admin. 
5. Run the following command: 

.\update_hostname.exe /qn NEW_HOSTNAME="{the new host name}" OLD_HOSTNAME="{the old host name}" P
OSTGRES_BC_USER="{the BC application user for connecting to the DB}" POSTGRES_BC_PASSWORD="{the p
assword for BC application user}" LOG_NAME="{the file name for the application log}" /L*V "{path for verbose loggin
g of the tool}" 

The LOG_NAME parameter controls the name of the log the tool generates for tracking what was changed. This log 
is saved in the %APPDATA%\briefcam folder. 

The machine will be restarted by the installer after the tool has finished running. 
6. Uninstall RabbitMQ using the Windows Add/Remove Programs option. 
7. Reinstall the RabbitMQ component. 

Configure Server Logging Tool 

This tool lets you update the configuration of the BriefCam Server's log files (Logconfig.xml) from one location. 

The tool can be found at: {BriefCam Server installation folder}\tools\log_configuration_tool. 

This tool includes a config.json file that lists all the appenders and elements to be updated. When it runs on the target 
machine it discovers the location where the BriefCam Server was installed and replaces the values according to the config file. 

To run this tool: 

1. Copy both the configure.ps1 and config.json files to the target machine. 
2. Update the config.json file with the changes that you want to make to the log configuration files. 
3. Open PowerShell as an administrator. 
4. Run the configure.ps1 file. 

Log Collector Tool 

The Log Collector is a tool for collecting relevant logs from a BriefCam deployed system. Once you run the tool, you’ll have a 
compressed file for each machine in an output directory. 

Logs related to the following are collected: 

• BriefCam services 
• IIS 
• db-config 
• db-tool 

The Log Collector tool (collect-logs) can be found at: {BriefCam Server installation folder}\tools\
log_collector_tool. 

To run the tool from an all-in-one machine: 

1. Extract the collect-logs.zip file. 
2. Open PowerShell as administrator. 
3. Run the utility from within the directory where you extracted the tool. 

To run the tool from a remote machine: 

1. Extract the collect-logs.zip file. 
2. Update the config.json file with your hosts and credentials. 
3. Enable and allow WINRM and ICMP in the firewall administrator-level credentials of the remote machines. 
4. On every machine, enable the running of PowerShell remote-signed scripts. For additional information, see High 
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Security Environment with Customized Policy Settings. 
5. Open PowerShell as administrator. 
6. Run the utility from within the directory where you extracted the tool. 

The following are the parameters that can be used: 

Parameter Type Description Required/Optional Comment 

-config string 
path to configuration 
file 

required when running 
from a remote machine default: './config.json' 

-start string start date optional 
Format: 'yyyy-MM-dd'. If omitted, no start date is 
assumed. 

-end string end date optional 
Format: 'yyyy-MM-dd'. If omitted, today's date is 
assumed (inclusive). 

-local flag 
required in case of local 
collection only 

-o string 
compressed archived 
output directory 

optional 
default: current working directory. If the given 
path does not exist, it will be created. 

Here are a number of examples: 

For local collection: 

PS> ./collect-logs.ps1 -local -start 2021-08-01 -end 2021-10-23 

For remote collection: 

PS> ./collect-logs.ps1 -config "./config.json" -start 2022-01-01 -o "c:\path\to\keep\logs" 

There are a number of log files available for troubleshooting the Log Collector: 

• c:/windows/temp/_collect.log – on every remote collected machine 
• <UTILITY-DIRECTORY>/_collect.log – when running the tool locally 
• <UTILITY-DIRECTORY>/deploy.log, <UTILITY-DIRECTORY>/deploy-trace.log – on the machine the 

utility runs from 

Installation Troubleshooter 

To extract all existing environment properties needed for the successful installation of BriefCam, use the Installation 
Troubleshooter tool. This tool can be used with the following operating systems: Server 2012, Server 2016, Windows 10, and 
Windows 11. 

1. Go to {BriefCam Server installation folder}tools and copy the installation_troubleshooter 
folder with all its content to a running directory. 

2. Run the installation_troubleshoot.bat file with administrator privileges. 
3. For information about the BriefCam Administrator Console settings, open the db_tool_input.txt file. 

4. Add or remove the settings that you want to retrieve from the BriefCam Administrator Console. 
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5. In the running directory, see the <hostname>__out__<date-time>.txt and the 
installation_troubleshoot.log files. 

For additional information, see the README file. 

Distributed Architecture 

All BriefCam components can be installed on one machine (all-in-one) or the components can be distributed across several 
machines. 

In general, to ensure a fast, real-time user experience with high capacity loads, use dedicated machines for the following 
components: Rendering, RESEARCH, Database, Storage and Processing Servers. 

For example, if your deployment is RESEARCH-focused, install the RESEARCH component on a separate machine. 

For additional information, see the BriefCam High Availability Deployment white paper. 

See also the Required Configuration per Machine Type section. 

Required Configuration per Machine Type 

The table below details what needs to be installed on an all-in-one machine. 
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Machine 
Type 

BriefCam Installers Other Requirements 
Services to Enable (BriefCam 
Administrator Console) 

Activate 
License 

All-in-one 

• Database 
• Rabbit MQ 
• Server 
• RESEARCH 
• Web Services 
• VMS 

Integration 
plugins 

• Compatible 
NVIDIA GPU 

• VMS SDKs if 
required 

All Yes 

Below is an example of a distributed environment with six machines. 

# 
Machine 
Type 

BriefCam Installers Other Requirements 
Services to Enable 
(BriefCam Administrator 
Console) 

Activate 
License 

1 VS Server 

• Database 
• Rabbit MQ 
• Server 
• Web 

Services 
• VMS 

Integration 
plugins 

• NGINX 

• VMS SDKs if required 

• Fetching Service 
• Rendering 

Service 
• Lighthouse 

Service 
• Maintenance 

Service 
• Notification 

Service 
• Task 

Management 
Service 

• Video Streaming 
Gateway 
Service 

• VS Server 
Service 

• VMS Integration 
services 

Yes 

2 RESEARCH • RESEARCH – – 

3 
Processing 
Servers (x2) 

• VMS 
Integration 
plugins 

• A single or multiple dedicated 
NVIDIA GPU for each 
Processing Server 

• VMS SDKs if required 

• Processing 
Service 

• VMS Integration 
services 

– 

4 
Alert 
Processing 
Server 

• VMS 
Integration 
plugins 

• A single or multiple dedicated 
NVIDIA GPUs for each Alert 
Processing Server 

• VMS SDKs if required 

• Alert Processing 
Service 

• VMS Integration 
services 

– 
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5 
Services 
Server 

– – 

• BI Face 
Recognition 
Matching 
Service 

• Filtering Service 
• Face 

Recognition 
Matching 
Service 

• LPR Matching 
Service 

– 

Installation Guide: Appendix 

Installed Prerequisites 

Installed Services 

Installed Prerequisites 

The installation checks for the following prerequisites. (BriefCam will install them for you if they do not exist. You do not need 
to install them manually): 

PostgreSQL 

• Microsoft Visual C++ 2013 Redistributable Package (x64) - 12.0.40649 
• Microsoft Visual C++ 2015 2017 2019 Redistributable Package (x64) - 14.34.31931 
• Microsoft .NET Core Runtime - 3.1.0 (x64) 
• PostgreSQL 15 
• Redis5_Windows64 5.0.10 

RabbitMQ 

• Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.40649 
• Erlang/OTP 23 
• RabbitMQ Server 

BriefCam Server 

• Microsoft Visual C++ 2010 SP1 Redistributable Package (x64) 
• Microsoft Visual C++ 2012 Redistributable Package (x64) 
• Microsoft Visual C++ 2013 Redistributable Package (x64) 
• Microsoft Visual C++ 2015 2017 2019 Redistributable Package (x64) 
• Microsoft .NET Framework 4.7.2 Full 
• Microsoft .NET Core 3.1 
• Microsoft ASP .NET Core 3.1 

RESEARCH 

• BriefcamPostgreSQL_ODBC_Driver 
• Qlik Sense May 2022 
• Qlik Sense May 2022 Patch 16 
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Web Services 

• Microsoft Visual C++ 2010 SP1 Redistributable Package (x64) 
• Microsoft Visual C++ 2012 Redistributable Package (x64) 
• Microsoft Visual C++ 2013 Redistributable Package (x64) 
• Microsoft Visual C++ 2015 2017 2019 Redistributable Package (x64) 
• Microsoft IIS Installer for BriefCam Web Services 
• Microsoft .NET Framework 4.7.2 Full 
• Microsoft .NET Core 3.1 
• Microsoft ASP .NET Core 3.1 
• IIS URL Rewrite 

Milestone Embedded Client 

• Microsoft .NET Framework 4.7.2 Full 
• Microsoft Visual C++ 2010 SP1 Redistributable Package (x64) 
• Microsoft Visual C++ 2012 Redistributable Package (x64) 
• Microsoft Visual C++ 2013 Redistributable Package (x64) 
• Microsoft Visual C++ 2015 2017 2019 Redistributable Package (x64) 

Genetec Security Center Embedded Client 

• Microsoft .NET Framework 4.7.2 Full 
• Microsoft Visual C++ 2010 SP1 Redistributable Package (x64) 
• Microsoft Visual C++ 2012 Redistributable Package (x64) 
• Microsoft Visual C++ 2013 Redistributable Package (x64) 
• Microsoft Visual C++ 2015 2017 2019 Redistributable Package (x64) 

Installed Services 

When you install the BriefCam Server, the following services and servers are installed on the same machine as the server. 
These services are centrally managed from the BriefCam Administrator Console’s Hosts section. For detailed information 
about these services, see the BriefCam High Availability Deployment white paper. 

VSServer Service 

The VSServer service is responsible for various maintenance and monitoring-related activities: 

• Watchdogging the RESPOND tasks in case of a task failure 

• Creating new RESPOND tasks when a rule is created or modified by the user 

• Provides live image for the RESPOND task configuration wizard 

• Provides the list of cameras for the Web Admin’s Camera Activation dialog 

• Creates the scheduled RESEARCH tasks 

• Sends the outbound alerts to the outbound API and also sends alerts to the VMS clients that have real-time alerts 
integration (level 2a or above) 

• Triggers the data maintenance activity 

• Clears inactive sessions 

The VSServer service can only run on one host. If you want this service to run on a different host, you need to first stop the 
service and uncheck the service’s checkbox from the host’s Enable Services screen. 
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Fetching Service 

The Fetching service is responsible for fetching the videos from the video management system (VMS). 

When connecting to VMS systems that license per client concurrent connection, the system integrator must obtain the required 
number of licenses to support the number of deployed fetching services. 

By default, a Fetching service is configured to use two concurrent workers. Regardless of the number of workers, one license 
is required for each Fetching service. 

The fetching request is divided into five-minute tasks. For example, if one-hour of video was requested, the system generates 
12 tasks of five minutes each. The two workers will handle the queue until the entire video is fetched. 

The number of workers can be modified from the Web Admin’s Environment Settings section by modifying the value of the 
Fetching.NumberOfWorkers setting. This setting can be configured to any number as long you validate that the VMS is 
capable of serving the necessary number of clients for fetching videos from the archiver. 

Filtering Service 

The Filtering service is responsible for handling in-memory object filtering for various scenarios in all the modules (REVIEW, 
RESPOND, and RESEARCH). In general, filtering relies heavily on the CPU of the filtering server and on DB read 
transactions. To define the filtering workers’ count, modify the FilteringDegreeOfParallelism environment setting. 

Task Management Service 

The Task Management service is responsible for: 

• Sending processing tasks to the processing servers (task management) for the OX6 engine. For the OX5 engine, 
the VSServer is responsible for task management. 

• Updating case and request task statuses for the REVIEW dashboard. 

Face Recognition Service 

The Face Recognition service is responsible for the following activities: 

• Monitoring the external watchlist folders for new face images 
• Providing the aggregated status of uploaded face images for the web UI 

Face Recognition Matching Service 

The Face Recognition Matching service is responsible for comparing face queries to watchlists in order to find matches for 
filtering in the REVIEW module and for RESPOND alerts. This processing is done in-memory. 

LPR Matching Service 

The License Plate Recognition (LPR) Matching service is responsible for processing license plates to find matches for filtering 
in the REVIEW module and for RESPOND alerts. 

Lighthouse Service 

The Lighthouse service is the seed node of BriefCam's Akka cluster. Its main roles are: 

• Registering new services that join the cluster. 

• Providing service-discovery capability for all the other services in the cluster. 
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BriefCam's Akka cluster consists of the following services: 

• LPR Matching 

• BI Face Recognition 

• Face Recognition Matching 

• Filtering 

If an Akka service starts while the Lighthouse service is not available, the service will wait for the Lighthouse service and 
attempt to register to the BriefCam cluster every 10 seconds. 

Rendering Service 

The Rendering service is responsible for the following: 

• Generating visual and video artifacts for the web client, such as rendering the synopsis videos and visual layers, 
exports and original videos 

• Validating uploaded video files before processing 

By default, a rendering service is configured to use eight concurrent connections. This default value can be modified in the 
BriefCam Administrator Console’s Server.VideoRenderServerWorkers environment setting. 

BI Rule Engine Service 

The BI Rule engine is responsible for preparing the extracted objects’ metadata for the BI engine. 

BI Face Recognition Service 

The BI Face Recognition service is responsible for advanced face matching functionalities used in RESEARCH. The service 
monitors faces detected in RESEARCH's camera source groups and combines separate face detections from various cameras 
and at different times into identities that can be queried effectively to correlate between people appearing in different cameras. 

Processing Server Service 

The Processing Server service is responsible for on-demand video processing (REVIEW and RESEARCH modules). 

Alert Processing Server (APS) Service 

The Alert Processing Server service is responsible for real-time video processing (RESPOND and real-time RESEARCH). 

Notification Service 

The Notification service is responsible for managing all aspects of notification and message delivery between the client 
application and the server side. 

Maintenance Service 

The Maintenance service is responsible for running BriefCam’s automatic maintenance processes. For more information about 
maintenance, see the Maintenance and Data Retention section of the BriefCam Administrator Guide. 

The name of this service in the Task Manager and in the Windows file system is HouseKeepingService. 
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Storage Gateway Service 

The Storage Gateway service is responsible for accessing BriefCam’s storage where accessing any storage artifact requires a 
valid authenticated session. 

This service is available when the UseStorageGateway environment setting is set to true. The default for this setting is false. 
For additional information about using this service, see the Security Settings section in the BriefCam Administrator Guide. 

Since version: 2023 M1 SP1 

Telemetry Agent 

This service is for internal use by the Support team. 

Since version: 2023 M1 SP1 

Services for the Next-Gen Engine 

The following services are available for use with the Next-Gen engine: 

• OX6.Engine Service 
• OX6.Engine Gateway Service 
• OX6.Visual Assets Service 
• OX.VMS Adaptor 
• Task Management 

For additional information, see the BriefCam Next-Gen Engine document. 

In multi-site deployments, the following services are also available: 

Multi-site Site BI Export Service 

This Site service transmits RESEARCH data from the sites to the Hub. 

The name of this service in the Task Manager and in the Windows file system is BIHubExportService. 

Multi-site Hub BI Data Gateway 

This Hub service collects RESEARCH data from the sites associated with the Hub. 

The name of this service in the Task Manager and in the Windows file system is HubExportGateway. 

Multi-site Hub SSO Gateway 

This Hub service enables Hub users to play original videos of alerts triggered from the sites. 

The name of this service in the Task Manager and in the Windows file system is BriefCam.HubSSOGateway. 

Outbound API Gateway 

This Hub service collects RESPOND alerts from the sites and if needed, sends them to a third party service. 
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About BriefCam 

BriefCam® is the leading provider of video analytics software that enables people, companies, and communities to unlock the value of 
video surveillance content. Delivering accurate, flexible, and comprehensive solutions, BriefCam’s video analytics platform provides 
valuable insights for accelerating investigations, increasing situational awareness and enhancing operational intelligence. 

For more information about BriefCam’s video content analytics solutions, visit https://www.briefcam.com 

https://www.briefcam.com/
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