Catre: S.C. ,CONOL GRUP” S.R.L.
in atentia: dlui Dumitru TEPILOVAN

SCRISOARE DE RECOMANDARE

Prin prezenta, confirm colaborarea Serviciului tehnologii informationale si telecomunicatii al 1.S.
»2Aeroportul International Chisindu” cu S.C. ,CONOL GRUP” S.RL., reprezentatd de dl Dumitru
TEPILOVAN, in cadrul activitatilor aferente evaludrii si consolidarii nivelului de securitate cibernetica
al infrastructurii I'T a intreprinderii.

In perioada colaborarii, S.C. ,CONOL GRUP” SR.L. a acordat suport tehnic si consultativ in
domeniul securitatii informationale, inclusiv prin implicarea in activitdti de analiza, evaluare tehnica si
formulare de recomandari privind infrastructura IT expusa, sistemele critice si componentele relevante
pentru dezvoltarea capacitatilor de tip SOC.

In cadrul sarcinilor realizate, prestatorul a contribuit la:

v' evaluarea nivelului de expunere a serviciilor si resurselor publice ale intreprinderii;
identificarea vulnerabilitatilor, configuratiilor nesigure si riscurilor asociate;
formularea recomandarilor tehnice de remediere si prioritizare a masurilor necesare;
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elaborarea recomanddrilor privind solutii de securitate de tip EDR/XDR, NDR si
infrastructura aferentd SOC;

<\

examinarea cerintelor tehnice pentru servere, sisteme de stocare, backup si componente de
securitate;
v’ acordarea suportului consultativ privind organizarea activitatilor de evaluare a securitatii
cibernetice in limite controlate si autorizate.

Pe parcursul colaborarii, reprezentantii S.C. ,,CONOL GRUP” S.R.L. au demonstrat profesionalism,
responsabilitate, capacitate tehnica si o abordare structuratd In examinarea subiectelor repartizate.
Activitatile au fost desfasurate cu respectarea cerintelor inaintate, a cadrului contractual si a limitelor
stabilite pentru protejarea continuitétii serviciilor operationale.

Totodatd, mentionez disponibilitatea prestatorului pentru coordonare, comunicare operativa si
adaptarea livrabilelor la specificul infrastructurii si necesitatilor I.S. , Aeroportul International Chisingu”.

Avand in vedere experienta de colaborare, recomand S.C. ,CONOL GRUP” SR.L. ca partener
tehnic In domeniul securitatii informationale, evaluérii infrastructurii [T si consultantei privind mésuri de
protectie cibernetica.

Prezenta scrisoare este eliberatéd la solicitare, pentru a fi prezentaté institutiilor sau partenerilor

Hlteresa’tl' Digitally signed by Bazavlutchi Evgheni
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Reason: MoldSign Signature
Cu r espect, Location: Moldova
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RECOMMENDATION LETTER
November 22, 2024
To Whom It May Concern:

This letter serves as a formal recommendation for S.C. CONOL-GRUP S.R.L., with whom
Chemonics International Inc. has had the pleasure of partnering on the USAID-funded
Moldova Future Technologies Activity (FTA).

S.C. CONOL-GRUP S.R.L., under the leadership of Director Dmitry Tsepilovan, was
contracted through Purchase Order PO-2023-211 to provide technical consultancy services
for the establishment of the Cybersecurity Academy premises and development of
educational programs concept at the Technical University of Moldova. The consultancy
services were performed during the period of September 15, 2023, through March 20, 2024.

| am pleased to confirm that S.C. CONOL-GRUP SR L. not only successfully delivered all
seven deliverables outlined in the scope of work but exceeded our expectations in terms of
technical expertise, timeliness, and responsiveness to project requirements. Their
professional approach to developing technical specifications for equipment, network
infrastructure, data center requirements, and educational curriculum recommendations was
instrumental to the success of the Cybersecurity Academy initiative.

The Cybercor project, with a total value of $120,000 awarded to S.C. CONOL-GRUP
S.R.L.,, was implemented successfully despite challenging regional circumstances. Their team
demonstrated exceptional knowledge of cybersecurity education requirements and
infrastructure development, providing critical support during the procurement, installation,
and configuration phases of the academy's technical equipment.

S.C. CONOL-GRUP S.R.L. consistently adhered to all contractual obligations, maintained
open communication channels with our team, and adapted quickly to evolving project needs.
Their expertise in cybersecurity infrastructure design and educational program development
proved invaluable to establishing Moldova's premier Cybersecurity Academy.
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We highly recommend S.C. CONOL-GRUP S.R.L. for future technical consultancy
engagements, particularly in the fields of cybersecurity infrastructure development,
educational program design, and technical capacity building. Their professionalism, technical
competence, and commitment to excellence make them an outstanding partner for complex
development initiatives.

Should you require additional information regarding our experience with S.C. CONOL-
GRUP S.R.L, please do not hesitate to contact the undersigned.

Sincerely, —

Sergiu Rabii

Deputy Chief of Party ;

Future Technologies Activity funded by USAID, Sweden and UK
Implemented by Chemonics International Inc.

srabii@chemonics.md

+373 69501620
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Dear
Sir/Madam

On behalf of Nova Lines—both from our headgquarters in the United States of America and our
branch in the Republic of Moldova—we would like to express our sincere appreciation for the
services provided by Conol Grup S.R.L.

Throughout our collaboration, the Conol Grup team has demonstrated a remarkable level of
professionalism, responsiveness, and dedication. In the context of our international operations,
maintaining high standards is essential, and Conol Grup has managed not only to meet our
rigorous requirements but to consistently exceed them.

Among the aspects we appreciate the most in this collaboration are:

Efficiency and Quality: Delivering impeccable services perfectly tailored to our needs and
workflow.
Excellent Communication: The ability to collaborate effectively with our teams, ensuring

complete transparency throughout all processes.
Reliability: Strict adherence to deadlines and assumed commitments.

We are fully satisfied with the work delivered by Conol Grup S.R.L. and highly recommend their
services with full confidence to any company seeking a stable, competent, and results-oriented
partner.

Sincerely,

Sincerely,
(227aY

Jim Bednarkiewicz

President Nova Lines INC



