According to Annex no.21 to Standard Documentation, approved by 
Order of the Minister of Finance of the Republic of Moldova 
no.115 of 15.09.2021 (in force as of 01.10.2021)

SPECIFICATIONS
(free translation)[footnoteRef:1] [1: ] 

Services

1. GENERAL DESCRIPTION INFORMATION
The contracting authority: National Bank of Moldova
[bookmark: _Hlk204268326]The object of the purchase: external independent assessment services in accordance with SWIFT Customer Security Programme (CSP)
CPV Code: 72800000-8

2. REQUIREMENTS FOR SERVICES:
	[bookmark: _Hlk103070461]No. 
	Code CPV
	Name of services
	Unit of measurement
	The amount
	Full technical specification required, Standard of reference
	Estimated value without VAT, MDL

	Lot: External independent assessment services in accordance with SWIFT Customer Security Programme (CSP)

	1.1
	72810000-1
	External independent assessment services in accordance with SWIFT Customer Security Programme (CSP)
	service
	1
	According to Annex no.1 and no.3 of the Specifications
	495 000,00

	Total estimated value
	495 000,00 



3. THE SPECIAL CONDITIONS ON WHICH PERFORMANCE OF THE CONTRACT DEPENDS
According to Annex no.4 to the Specifications Part II. of the Model – Contract.

Leader of the working group:  
Constantin ȘCHENDRA
Deputy Governor
(digital signature)





Public




Informaţie Publică – Document creat în cadrul BNM.

	Annex no.1 
to the Specifications
Technical specifications 
[This table will be completed by the Tenderer in columns 2,3,4,6,7 and by the NBM – in columns 1, 5] 

	Tender number:  ______ of                          202__

	Tender name: External independent assessment services in accordance with SWIFT Customer Security Programme (CSP)


 
	Name of services
	The name of the model of the services
	Country of origin
	The manufacturer
	Technical complete required specification
	Technical complete offered specification
	Standard reference

	1
	2
	3
	4
	5
	6
	7

	Lot : External independent assessment services in accordance with SWIFT Customer Security Programme (CSP)

	External independent assessment services in accordance with SWIFT Customer Security Programme (CSP)
	
	
	
	In accordance with the detailed technical conditions which are described in Annex no. 3 of this Specifications (Requirements).
	
	



[bookmark: _Hlk161749322][bookmark: _Hlk133316462]Signed: _______________ Name: _____________________ Position: ________________

Tenderer: _______________________ Address: _______________________


	[bookmark: _Hlk161749378]Annex no.2 
to the Specifications
Price specifications 
[This table will be completed by the Tenderer in columns 5,6,7,8 and 11 as necessary and by the NBM – in columns 1, 2, 3, 4,9,10] 

	Tender number:  ______ of                          202__

	Tender name: External independent assessment services in accordance with SWIFT Customer Security Programme (CSP)



	CPV Code
	Service Names
	Unit of measure
	Quantity
	Unit price (excluding VAT)
	Unit price (including VAT)
	Amount without VAT
	Total with VAT
	Term of service
	Budget Classification (IBAN)
	Discount %

	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11

	[bookmark: _Hlk205820052]Lot : External independent assessment services in accordance with SWIFT Customer Security Programme (CSP)

	72810000-1
	External independent assessment services in accordance with SWIFT Customer Security Programme (CSP)
	service
	1
	
	
	
	
	Within 30 business days from the start date of the Contract*
	Not applicable
	

	TOTAL:
	
	
	
	
	


Note: The period for the Beneficiary to remedy deficiencies (approximately 10 working days) is not included in the service provision period by the Provider.
Signed: _______________ Name: _____________________ Position: ________________

Public

Public


Tenderer: _______________________ Address: _______________________
Informaţie Publică – Document creat în cadrul BNM.

Informaţie Publică – Document creat în cadrul BNM.


Annex no.3
to the Specifications  

Requirements for external independent assessment services in accordance with SWIFT Customer Security Program (CSP)

I. [bookmark: _Toc378844881]TECHNICAL AND FINANCIAL OFFER REQUIREMENTS
1.1. [bookmark: _Toc378844882]General provisions
1.1.1. This chapter describes the requirements for the format and structure of the offer.
1.1.2. The Tenderer is required to familiarize himself with all instructions, forms, conditions included in this document. 
1.1.3. Tenders must be complete and sufficiently detailed to enable the Contracting Authority to easily understand all aspects. Tenders shall include the sections described below and shall be drawn up in accordance with the requirements of the specifications. 

1.2. [bookmark: _Toc378844883]Technical offer
The technical offer shall include but not be limited to the following elements:
a. Understanding the project objectives by the Tenderer, as well as the perspective on how these can be achieved, the project scope, and the delineation of activities outside the scope.
b. Executive Summary - overview of the NBM information system security testing assessment procedure: stages, deliverables, limitations, etc., including the Tenderer's opinion on difficulties/problems typically encountered in such assessments and how the proposed approach and other measures can ensure a good assessment of the security of an information system.
c. Working assumptions for the project in general and for each stage or specific aspect, as deemed necessary.
d. Description of the approach, methodologies, techniques, and standards used in carrying out the assessment, as well as a brief presentation of them. The Tenderer shall provide examples of deliverables that will comply with the requirements of these specifications. The Tenderer shall also describe for each stage: the objectives, the main activities, as well as the specific tools and means used to achieve them.
e. Response to the requirements specified in these specifications. In this section, the Tenderer must include all technical and professional information that will meet all the requirements described in the Specifications. To ensure a complete understanding by the Tenderer and the Contracting Authority of the requirements and responses, the Tenderer must provide detailed responses to all the requirements submitted. Responses must be accompanied by appropriate supporting evidence, documents describing the project deliverables, explanations, extracts from the accompanying documentation, templates that will comply with the requirements of this specification, etc, examples of project deliverables (action plan (audit), reports, other assessment related material).
f. Project Management Description:
· Organizational structure of the project;
· The project management approach, including the quality assurance approach;
· Project management plan, which should cover at least the following initial elements: project plan (stages, duration, responsibilities, etc.), quality management plan, risk management plan, resource management plan, communication plan.The management plan will include, as an appendix to the project initiation documents, the registers for risks, issues, deliverables, communication, and templates for reports related to stages, exceptions, and project closure; templates for meeting minutes, etc.

1.3. [bookmark: _Toc378844884] Financial offer
The financial offer must be drawn up in accordance with Annex no. 2 "Price Specification". This project is a fixed-price project with zero cost tolerance (budget), and requests for price increase or revision will not be accepted.
The Tenderer must propose a reasonable assessment effort, proportional to the scope and volume of the work, using, among other, the SWIFT guidelines on defining the necessary effort.
The financial offer must be clearly drafted to ensure a good understanding by the Contracting Authority regarding the formulated offer.

II. REQUIREMENTS FOR PURCHASED SERVICES
2.1.	The object of the acquisition
The object of the acquisition is the contracting of specialized services for independent external assessment to verify the compliance of the National Bank of Moldova with the requirements imposed by the SWIFT Customer Security Programme (CSP). The SWIFT Customer Security Programme helps financial institutions ensure that their defense against cyberattacks is up-to-date and effective, to protect the integrity of the extensive financial network.
This assessment aims to ensure that all mandatory and recommended controls within the SWIFT CSP program are implemented correctly and efficiently, reducing the security risks associated with accessing and using the SWIFT infrastructure.
The requested services will explicitly include:
1.	Analysis and audit of documentation and internal controls: Reviewing all policies, procedures, and internal processes related to the security and use of SWIFT infrastructure to determine compliance with CSP requirements.
2.	Assessment of Technical Controls: Testing IT systems, technical security measures (e.g., firewall, multi-factor authentication, encryption, monitoring) to verify their implementation and effectiveness according to CSP standards.
3.	Assessment of operational and procedural controls: Auditing how access, authorizations, incident management, operational continuity, and other processes relevant to SWIFT security are managed.
4.	Identification and reporting of non-conformities: Clear documentation of weaknesses, vulnerabilities, or deficiencies in the application of CSP requirements, accompanied by an assessment of the associated risks.
5.	Adhering to privacy and independence requirements: Ensuring that all data and information analyzed are treated with strict confidentiality and that the assessment is conducted objectively, without conflicts of interest.
6.	Issuance of the assessment report
Submission of a final report, in accordance with SWIFT requirements, to include:
•	The status of each assessed control (compliant / non-compliant)
•	Observations and identified risks
•	Recommendations and prioritized measures for remediation
The Beneficiary must obtain a clear, documented, and independent confirmation regarding the compliance status with SWIFT CSP, which should serve as a basis for maintaining or improving security in the relationship with SWIFT and for compliance with international cybersecurity standards.
Upon completion of the independent assessment, the results of the assessment and the level of compliance of each security control will be reflected by the Beneficiary in the "Know-Your-Customer Security Attestation" (KYC-SA) application through the presentation of an annual certificate.

2.2.	The field of assessment
The field of assessment that must be subject to assessment in accordance with CSP requirements is:
· IT infrastructure and communications related to SWIFT.
· The security processes and controls applied in the operation of SWIFT.
· Systems and equipment involved in SWIFT message flows.
· Policies, procedures, and security measures implemented.
· Logs, monitoring, and access control.

2.3.	Project Deliverable Requirements
Within the provided services, the selected Tenderer must deliver at least the following deliverables:
· Audit Plan;
· Interim report (if applicable);
· Official SWIFT CSP Compliance Assessment Report, including the following:
-	Summary compliance with each CSP control;
-	Identifying vulnerabilities;
-	Recommendations for remediation (if applicable);
-	Conclusions and the degree of compliance for each applicable control, including how the compliance conclusion was reached, along with an overview of observed implementation defects that are subject to remediation (if applicable).
· Domain Assessment Scope Validation Document
· A confirmation letter of assessment (Independent Assessment Confirmation Letter) confirming that the independent assessor (Provider) has been appointed by the Swift user to evaluate the compliance level of their control in relation to the Customer Security Control Framework (specifying the evaluated CSCF version). The letter must be properly signed by the lead assessor or a representative of the assessment company or internal department.
· Other materials related to assessment (such as verified evidence and working documents).
According to SWIFT requirements, assessment documents must be securely retained by the assessor and user to support the assessment conclusions for 5 years, in accordance with legal and regulatory requirements and applicable confidentiality agreements.


Annex no.5 
to the Specifications
 
CONTRACT – MODEL
	
CONTRACT No. 
for procurement of services

I. GENERAL PART
(MANDATORY)

	Object of acquisition: _____________________________________________________________


	CPV code: ________________________________________________________________________
“___”____________20__                                                                                            mun. Chișinău

	

	Provider of services
	Contracting Authority

	___________________________________________, 
    (complete name of the company, association, organization), represented by ________________________,
(position, name)
who acts according to the _________________,
                  (governing act)
hereinafter named Provider
______________________________________,
(number of registration in the Economic Operators Register)
of the one part,
	NATIONAL BANK OF MOLDOVA, represented by the Deputy Governor __________________________________,
(position, name)
who acts pursuant to the Law no.548/1995 on the National Bank of Moldova, with further amendments, hereinafter referred to as the Beneficiary, 
of the other part,


(both hereinafter referred to as ”Parties”) have concluded this contract relating to the following:
a.	The procurement of external independent assessment services in accordance with SWIFT Customer Security Programme (CSP), hereinafter referred to as Services, in accordance with the public procurement procedure, no.______ on the basis of decision of the working group of the Beneficiary of "__” __________20__.
b.	The following documents will be considered integral parts of the Contract:
1. Annex no.1: Technical specification;
2. Annex no.2: Price specification;
3. Annex no.3: Project Plan;
4. Annex no.4: Project team of the Provider;
5. Annex no.5: Technical Offer  (extract from the offer);
6. Annex no.6: Commitment to comply with the Beneficiary's security requirements;
7. [other documents as needed, for example, drawings, graphics, forms, provisional and final reception protocol, etc.]
[bookmark: _Hlk162282337]c.	In the case of discrepancies or inconsistencies between the component documents of the Contract, the documents shall have the order of priority in the way listed above.
d.	As counter value of the payments to be made by the Beneficiary, the Provider hereby undertakes to provide Services to the Beneficiary and to eliminate their faults in accordance with the provisions of the Contract in all respects.
e.	The Beneficiary hereby undertakes to pay to the Provider, as equivalent value for the provision of services, the price of the Contract within the terms and conditions established by the Contract.

1. Contract subject
1.1. Provider commits itself to provide the Services according to the Specification, which is an integral part of this Contract.
1.2. Beneficiary commits itself, in its turn, to receive and pay services provided by the Provider.
1.3. The services provided under the contract will comply with the standards indicated in the Specification.
1.4. The terms of the warranty / validity of the Services are set forth in the Specification.

2. [bookmark: _Hlk162282577]Terms and Conditions for performance
2.1. Provision of Services shall be carried out by the Provider remotely, according to the terms and conditions stipulated in the Specification, which is part of this Contract.
2.2. Documentation accompanying the Services include:
a. The invoice;
b. Act of services provision.
2.3. The originals of the documents referred to in point 2.2 shall be presented to the Beneficiary at the latest at the time of the provision of the services. The provision of the Services is considered completed when the above documents are presented.
3. Price and payments conditions
3.1. The price of Services provided under this Contract is set in EUR/USD/MDL(as the case), as indicated in Annex no.1 of this Contract.
3.2. The total amount of this Contract, including TVA/without TVA, is set in EUR/USD/MDL(as the case), and amounts: __________ (____________).
3.3. The payment for the Services delivered shall be made in EUR/USD/MDL (as the case).
If the Provider is a resident of the Republic of Moldova, the price shall be set in Moldovan lei and payments shall be made in Moldovan lei.
3.4. The method and terms of payment by the Provider shall be:
a) Payment for the Services specified in this Contract shall be made after provision of the Services, based on the Services provision’s Act, signed by the representatives of Parties and the Invoice issued by the Provider, within 15 working days from the date of receipt and acceptance of documents by the Beneficiary;
b) The Provider, being a non-resident of the Republic of Moldova, will be liable for all fees / taxes applicable in his own country, including those withheld to the payment source, related to the Services provided under this Contract. If the income tax on the payment source is to be withheld under tax legislation, the withholding of tax will be made when the Beneficiary pays the invoice;
c) The payment date is considered the date on which the Beneficiary authorizes the payment order (SWIFT message) for the transfer of funds to the Provider;
d) The Provider is obliged to correctly prepare the tax invoice/invoice, indicating all its identification elements and correct bank details, including those of the Beneficiary;
e) The issuance of the documents listed in p. 2.2 with wrong elements and/or mathematical errors identified by the Beneficiary, following their receipt, entails the obligation of the Provider to cancel them and send new documents.
3.5. Payments shall be made by bank transfer to the Service Provider’s settlement account indicated in this Contract.
4. Receipt-delivery conditions
4.1. Services are considered delivered by the Provider and accepted by the Beneficiary if:
a) the quantity of the Services corresponds to the information indicated in the Specification and the accompanying documents according to point 2.2 of this Contract;
b) the quality of the Services corresponds to the information indicated in the Specification.
4.2. The Provider is required to submit to the Beneficiary the original of the invoice for payment. For non-compliance with this clause by the Provider, the Beneficiary reserves the right to increase the payment time limit set out in point 3.4. of this Contract for the number of late working days and to be exempted from paying the penalty set out in point 10.4. of this Contract.

5. Standards
5.1. The Services provided under the Contract shall comply with the standards presented by the Provider in its technical proposal.
5.2. Where no applicable standard or regulation is mentioned, the standards or other regulations authorized in the country of origin of the Services shall be observed.

6. [bookmark: _Hlk162343053]Obligations of the Parties
6.1.	Under this Contract, Provider undertakes:
a) to provide the Services under the terms of this Contract;
b) to notify the Beneficiary after signing of this Contract, within 5 days, by telephone/fax or electronic means, of the availability of provision of Services;
c) to ensure appropriate conditions for receiving the Services by the Beneficiary, within the deadlines established in accordance with the requirements of this Contract;
d) to ensure appropriate conditions for receiving the Services by the Beneficiary, within the terms established in accordance with the requirements of this Contract.
6.2. Under this Contract, Beneficiary undertakes:
a) to take all necessary measures to ensure receipt in due time of the provided Services in accordance with the requirements of this Contract;
b) to ensure payment for the provided Services complying with the arrangements and terms specified in this Contract.

7. Circumstances justifying non-performance of the Contract
7.1. The Parties shall be exempted from liability for the partial or total non-performance of the obligations under this Contract, if this is caused by the occurrence of circumstances justifying non-performance of the Contract (wars, natural calamities: fires, floods, earthquakes, as well as other circumstances beyond the control of the Parties).
7.2. The Party invoking the clause of circumstances justifying non-performance of the Contract is obliged to immediately inform (but no later than 10 days) the other Party of the occurrence of circumstances justifying non-performance of the Contract.
7.3. The occurrence of circumstances justifying non-performance of the Contract, the time when such circumstances set in and their duration should be confirmed by a certificate duly issued by the competent body in the country of the Party invoking such circumstances. 
7.4. In the event of circumstances justifying non-performance of the Contract, the Contract shall be amended by an additional agreement, including amendment of the terms of performance, in case of a subsequent performance of the Contract. When enforcing p.7.1 and 7.3, the Parties shall amend the Contract by an additional agreement, with respect to the partial or total non-performance of the Contract, including amendment of terms in case of suspension and subsequent performance of the Contract.

8. Contract termination
8.1. The Contract may be terminated by mutual agreement of the Parties.
8.2. The Contract may be unilaterally terminated by:
a) the Beneficiary, in the event of the Provider's refusal to provider the Services under this Contract;
b) the Beneficiary, in case of Provider’s non-compliance with the performance time limits set;
c) the Provider, in the event the Beneficiary’s failure to meet the payment terms of the Services;
d) the Provider or Beneficiary, in the event of failure by either Party to satisfy the claims submitted under this Contract.
8.3. The Beneficiary has the right to unilaterally terminate the Contract during its period of validity in one of the following situations:
a) the contractor was, at the time of award, in one of the situations that would have led to its exclusion from the award procedure according to art.19 of Law no.131/2015 on public procurement;
b) the Contract has been subject to a substantial amendment requiring a new public procurement procedure according to art.76 of Law no.131/2015 on public procurement; 
c) the Contract should not have been awarded to the contractor, in view of a serious breach of the obligations arising from Law no.131/2015 on public procurement and/or international treaties to which the Republic of Moldova is a party, which has been established by a decision of a national or, where appropriate, international court.
8.4. The Party initiating the termination of the Contract is obliged to notify the other Party, within 5 working days of its intentions, by a reasoned letter.
8.5. The notified Party is obliged to respond within 5 working days of receipt of the notification. If the dispute is not settled within the time limits set, the initiating Party shall initiate the termination.
9. Complaints 
9.1. Complaints regarding the quantity of Services delivered shall be submitted to the Provider at the time of their receipt, being confirmed by a document drawn up jointly with the Provider's representative.
9.2. Claims regarding the quality of the Services delivered shall be submitted to the Provider within 5 days of the detection of quality deficiencies and should be confirmed by a certificate issued by an independent neutral organization authorized for this purpose.
9.3. The Provider is obliged to examine the submitted claims within 5 days from the date of their receipt and to inform the Beneficiary of the decision taken.
9.4. In case of acknowledgement of claims, the Provider is obliged, within 5 days, to deliver to the Beneficiary, in addition, the undelivered volume of Services, and in case of finding of inadequate quality - to substitute or correct them in accordance with the requirements of the Contract.
9.5. The Provider shall be liable for the quality of the Services within the established limits, including for hidden defects.
9.6. In case of deviation from the quality confirmed by the quality certificate issued by the independent neutral or authorized organization for this purpose, the costs for stoppage or delay shall be borne by the liable Party.
10. [bookmark: _Hlk162344948]Sanctions
10.1. The form of performance bond of the contract agreed by the Beneficiary, not applicable amounting to not applicable of the value of the Contract. 
10.2. For the refusal to provide the Services specified in this Contract, the performance guarantee of the contract will be forfeited, if it has been established in accordance with point 10.1., otherwise the Provider shall bear a penalty of 10% of the total amount of the Contract.
10.3. For late provision of the Services, the Provider shall be liable to pay an indemnity of 0,1% of the amount of the undelivered Services for each day of delay but no more than 10% of the total amount of this Contract. If the delay exceeds 5 days, the Provider provides the Beneficiary with a written explanation. If the Beneficiary agrees, the Provider shall extend the period of validity of the performance guarantee, otherwise it shall be deemed to be a refusal to provide the Services under this Contract, and the Provider’s contract performance guarantee shall be forfeited, if it has been established in accordance with the point.10.1.
10.4. For late payment, the Beneficiary shall be liable to pay an indemnity of 0,1% of the amount of unpaid Services for each day of delay but no more than 10% of the total amount of this Contract.
10.5. The first working day following the performance deadline, as well as for payment, shall be considered a working day of delay.
10.6. The amount of the penalty applied and to be paid by the Provider under this Contract may be deducted (retained) by the Beneficiary from the amount of payment for the Services provided.

11. Intellectual Property Rights
11.1. Provider, has the obligation to compensate Beneficiary for any:
a) complaints and legal actions resulting from infringement of intellectual property rights (patents, names, trademarks, etc.) relating to the equipment, materials, plant or equipment used for or in connection with the purchased products; and
b) related damages, costs, fees and expenses of any kind, unless such breach results from compliance with the Beneficiary's Tender specification.

12. Final provisions
12.1. The disputes that may arise under this Contract shall be resolved amicably by the Parties. Otherwise, these shall be submitted for examination to the competent court under the legislation of the Republic of Moldova.
12.2. The contracting Parties have the right, during the Contract implementation, to agree on the Contract clauses amendment, by addendum, only in case of circumstances that affect their legitimate commercial interests and that could not be foreseen at the Contract conclusion. The amendments and additions to this Contract shall be valid only if they were made in writing and signed by both Parties. 
12.3. Neither Party has the right to transfer its obligations and rights under this Contract to third party without written consent of the other Party. 
12.4. If signed electronically by both Parties, the Contract shall be automatically delivered by electronic means, but if signed by a handwritten signature, the Contract shall be drawn up in two copies in Romanian and English, one copy for the Provider and one copy for the Beneficiary. 
12.5. This Contract shall be deemed to have been concluded on the date of signature and shall enter into force on the date.
12.6. This Contract is valid until …...
12.7. This Contract represents the agreement of the Parties and shall be deemed to have been signed on the date of the last signature by one of the Parties.
12.8. To confirm the above, the Parties have signed this Contract in accordance with the laws of the Republic of Moldova.

SPECIAL CONDITIONS OF THE CONTRACT
(WHERE APPLICABLE)

[bookmark: _Hlk162284641]Completion at the Chapter 2. Terms and Conditions for delivery
2.1.1. The provision of Services will be carried out by the Provider within the deadlines stipulated in the Project Plan and is calculated from the start date of this Contract. Remote project activities (at the Provider's premises) are accepted, if this does not diminish the quality level of the tests conducted and the deliverables that are the subject of this Contract. After the entry into force of this Contract, the Beneficiary will send a written notice to the Provider indicating the start date of the Contract. If the last day of the service delivery period falls on a non-working day, then the service delivery period expires on the next working day.
2.4. If during the execution of the Contract, the Provider, or the Beneficiary, for reasons beyond the Parties' control, do not adhere to the project plan, they are obliged to notify the other Party via email about the non-compliance with the Contract execution deadline, in a timely manner. The modification of the dates/periods of service assumed in the project plan is done with the agreement of the Parties' representatives within the project's tolerance account (the project tolerance is set at 10 working days), with the agreed changes being recorded in Minutes of Meetings.
2.5. To ensure the management and control of the project, the Provider will supply the Beneficiary with at least the following documents according to the requirements indicated in the Specification of this Contract:
i.	The project plan, adjusted version – within 5 business days from the commencement of the Contract (if applicable);
ii.	Audit Plan - in accordance with the conditions in the Specification;
iii.	Interim report (if applicable);
iv.	Official SWIFT CSP Compliance Assessment Report
v. 	Evaluation confirmation letter.
2.6. The Provider declares that its personnel, as well as the personnel of any subcontractors, have the necessary training, experience and qualification to provide the services related to the subject of the Contract and hold all possible approvals/approvals/documents (including legal ones) to be able to provide the services that are the subject of this Contract.
2.7. If the personnel of the Provider or any of its subcontractors, who was allocated to this project is no longer available for well-founded reasons (e.g. due to illness), they may be replaced by a person with similar experience and qualifications only with the prior written consent of the Beneficiary.
2.8. The Beneficiary reserves the right to request the replacement of a member of the Provider's team or its subcontractors if that member does not meet the quality level required for the provision of the services described in that Contract. The insufficient level of quality/training will be documented in the form of minutes that will be attached to the request.
2.9. The provider will have 5 days to present a candidate with experience and qualifications in accordance with the requirements of the Award Documentation.

Completion at the Chapter 6. Obligations of the Parties
6.1. Under this Contract, the Provider undertakes:
e. to be responsible for the safety of all operations and methods of performance used, as well as the qualification of the personnel involved throughout the duration of the Contract;
f. to assume responsibility for each person involved in the execution of the Services provided for in this Contract to comply with the Beneficiary's security, fire protection, occupational safety policies, as they will be made known by the Beneficiary;
g. to ensure that all project activities, as well as the data center intended for project management, the resources used in the execution of the project, including the personnel involved, will be executed and located outside jurisdictions and autonomous regions that do not implement international transparency standards and those under US and EU sanctions;
h. to present to the Beneficiary, after the provision of the Services, the Risk Analysis Report, reports on specific security tests and the audit report that will list all identified risks, based on which the Service Provision Act will be signed.



Completion at the Chapter 11. Intellectual Property Rights
11.2. Any materials, including reports, data, diagrams, statistics, calculations, technical requirements, source codes and supporting records, materials compiled or developed by the Provider in connection with the execution of this Contract, will become the exclusive property of the Beneficiary, unless otherwise provided. After the termination of this Contract, the Provider will return all materials to the Beneficiary based on a Handover and Acceptance Act. The Provider will not keep copies of these materials and will not use them for purposes unrelated to this Contract, without the prior written consent of the Beneficiary.
11.3. The Provider will not publish articles related to the subject of this Contract for advertising purposes, will not refer to it during the execution of other services for third parties and will not disclose any information provided by the Beneficiary, without the prior written consent of the latter.

Chapter 13. Confidentiality
13.1. All information provided by one Party to the other Party for the performance of this Contract shall be deemed to be confidential unless otherwise expressly established by the Party disclosing that the information provided is public.
13.2. Neither Party shall have the right to use or make public any confidential information relating to the services provided, the activities of the other Party, received from the other Party or from other sources provided for in this Contract, except for information on which the other Party agrees in writing for disclosure.
13.3. Each Party assumes the responsibility that each person involved in the provision of the Services provided for in this Contract must comply with the following conditions for maintaining the confidentiality of information:
a. not disclose, transmit or use in the interest of any person other than the other Party or persons authorized by him, any confidential or material information that he or she will receive from the other Party, except for material or information previously in the records of that person or which may have been obtained before such disclosure, transmission or use from third parties or the public sector;
b. comply with all policies or instructions given by the other Party with respect to ensuring the security of information, classification, use or disposal of any information with limited or confidential access by signing a commitment to comply with security requirements by each delegated representative of this Party;
c. not to use any information with limited or confidential access for personal gain.
13.4. Each Party is obliged to respect the confidentiality regarding the methodologies / tools / techniques applied by the other Party in the provision of the Services, except for the public ones.
13.5. The Parties will not disclose, publish and disseminate confidential information to anyone other than their own employees who need to know this information. If the involvement of a third party (consulting companies or subcontractors) is required, this will be done with the consent of the other Party and confidentiality agreements will be concluded before the authorization of any third party.
13.6. The Parties will limit access to such confidential information to their employees, officials and managers who need to know it, and will inform such persons of the obligations assumed by this Contract.
13.7.  Each Party shall keep in full security all storage media transmitted and containing information pertaining to the other Party, whatever their form of storage or registration.
13.8. Any loss or suspicion of loss of any document containing confidential information shall be notified immediately by the Party that detected the loss.
13.9. At the request of one of the Parties, the other Party is obliged to return to him all (storage) media containing confidential information, including any copy made after it, and any information on the media that cannot be destroyed will be deleted.
13.10. All obligations created by this chapter will continue after the change or termination of the business relationship between the Parties for an unlimited period.

LEGAL, POSTAL AND BANKING DATA OF THE PARTIES
	Provider of services
	The contracting authority

	Postal adress:
	Postal adress:

	Phone:
	Phone:

	Fiscal Code:
	Fiscal Code:

	Bank:
	Bank:

	Code:
	Code:

	IBAN:
	IBAN:

	

	SIGNATURES OF THE PARTIES

	Provider of services
	The contracting authority

	Authorized signature:
	Authorized signature:

	
	





Annex no.3
To the Contract-Model

PROJECT PLAN

1. The project plan is developed for the stages that include the external independent assessment services in accordance with SWIFT Customer Security Programme (CSP) in accordance with the requirements for the implementation of the Contract, in terms of duration, project stages, activities, deliverables and milestones.
2. The planning is built on the assumption that the Contract will start on _________ 20__, this date being a conventional one, since at the time of signing the Contract it is difficult to assume the exact date of its start. Subsequently, at the start of the Contract, the Project Plan will be adjusted with concrete data (if applicable).
3. Cost tolerances – 0, the project budget being a fixed one for the entire duration of the project.
4. Time tolerances for the entire project are plus 10 working days. Time tolerances at the activity level will be distributed as necessary during the course of the project by mutual agreement of the Parties. In case a stage is finished later due to the time tolerance, the corresponding next stage can be started later due to this tolerance, but the time tolerance for the entire project cannot exceed 10 working days.
5. The project is to be managed based on the Project Plan. The project plan is presented in the table below:
The planning of activities for the provision of external independent assessment services in accordance with SWIFT CSP will include the following stages:
	Project graphic plan
	Start
	End
	Tolerance (days)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	











Annex no. 4 to the Contract-Model

PROVIDER'S PROJECT TEAM COMPOSITION

Annex no. 5 to the Contract-Model

TECHNICAL OFFER










Annex no. 6 to the Contract-Model

COMMITMENT TO COMPLY WITH THE BENEFICIARY'S 
SECURITY REQUIREMENTS

[bookmark: _Hlk204268697]All information delivered by the Beneficiary to the Provider in order of execution of the Contract is considered to be confidential unless the Beneficiary has expressly stated that the information is public. Thus, in order to fulfill the contractual obligations and in order to ensure the most efficient cooperation and based on the observance of the Beneficiary's security principles and policies, the Provider and his/her subcontractor will be guided by the principle "it is forbidden everything that was not expressly permitted" and is required to meet the following requirements:
1. To use confidential information received solely for the purpose for which it was disclosed and not use it for any other purpose or without the prior written consent of the Beneficiary.
2. To disclose this information only to its employees, agents or agents who have access to confidential information for the fulfillment of their duties in accordance with the purpose of disclosure by the Beneficiary.
3. To inform the persons granted access to the confidential information about the confidential nature of the provided information, to enter into an agreement with these persons, and to present the Beneficiary with a commitment to comply with the security requirements that will contain conditions identical to those established in this Annex to the Contract concluded between the Provider and the Beneficiary. The Provider ensures that confidentiality and non-use obligations are strictly adhered to by the persons mentioned in this sub-point and assumes full responsibility for the actions or omissions of its employees, representatives, and agents.
4. To not disclose the received confidential information, except as provided in point 2 of this Annex, to any third party and not to allow third parties access to such information without the Beneficiary 's consent and through means other than those proposed by the Beneficiary, unless required by law.
5. To not reproduce, publish, distribute, or summarize any confidential information received from the Beneficiary for any purpose other than the one for which it was provided by the Beneficiary.
6. To immediately return or destroy all copies (regardless of the form of reproduction or storage), including all tangible materials, recordings, notes, and all derivatives of the confidential information disclosed by the Beneficiary upon the first fulfillment of the following conditions: a) upon termination of the contractual relationship; or b) at the Beneficiary 's request.
7. By way of exception to point 6 of this Annex, the Provider may retain documents required by law, provided that such confidential information or copies thereof remain subject to an unlimited confidentiality obligation.
8. In case of a request for the communication of confidential information by any judicial, administrative, regulatory, or similar authority, or if the Provider is required to disclose such information under the law, the Provider will immediately inform the Beneficiary of the conditions of this disclosure and will cooperate as much as possible with the Beneficiary to fulfill the disclosure request and to maintain the confidentiality of the information to the fullest extent allowed by law.
9. To immediately inform the Beneficiary in writing of any breach of the confidentiality obligation by any person to whom the confidential information was disclosed or of any other security incident related to information during or after the execution of the contract.
10. To act responsibly and prudently when accessing information and using informational resources, ensuring the integrity and availability of the information within the activities carried out.
11. To wear visible identification signs at the Beneficiary 's premises (such as badges).
12. To access only the spaces and areas for which access has been granted.
13. To not undertake any actions that may affect or facilitate the compromise of the physical and/or logical security of the Beneficiary's Information System resources.
14. To maintain and properly use the IT equipment provided by the Beneficiary, in order to ensure its integrity and availability.
15. To declare any IT equipment not owned by the Beneficiary upon entering the Beneficiary 's premises, specifying its purpose and not to connect such equipment unauthorized to any of the Beneficiary's informational resources.
16. To connect third-party equipment to the Beneficiary's network only after obtaining the explicit consent of the Beneficiary.
17. To implement adequate means of prevention and detection of potentially harmful software on computers/devices for which connection to the Beneficiary's network has been accepted or with which data and information owned by the Beneficiary are manipulated.
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