GE Healthcare

GDPR

ISO 27001

ISO 27001 certifications

GE Healthcare has certified critical parts of its Customer Remote Services to this
Information Security Management Systems (ISMS) framework, the scope and applicability
of these certifications will be continuously improved.

ISO/IEC 27001 is the best-known standard that helps organizations keep information
assets secure. It is a systematic approach to managing sensitive company information so
that it remains secure. It includes people, processes and IT systems by applying a risk
management process. L)
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A e — Certificate of Registration

Numéro de certificat 27789-3
Certificate number

GE MEDICAL SYSTEMS SCS

283 RUE DE LA MINIERE
FRANCE - 78530 - BUC

met en ceuvre et entretient un Systeme de Management de la Sécurité de I'Information
conforme aux exigences de la norme

operates an Information Security Management System which complies with the requirements of

ISO 27001 : 2013

Pour les activités suivantes / for the activities detailed below

Le systeme de Management de la sécurité de l'information (SMSI) en rapport a la mise en ceuvre de la connectivité réseau a
distance et du stockage de données d'assistance technique effectués via le Centre de Données de Buc (France),
la connectivité réseau N3 via Pollard Woods (Royaume-Uni), la connectivité réseau Sjunet via Uppsala (Suéde) ou comme
un service de connectivité fourni par I'entité GEHC Service US, utilisé par les clients listés dans
I'addendum a ce certificat conformément a la Déclaration d’Applicabilité 08-110-Service Europe Connectivity and
Infrastructure — SoA — DOC 1171079 version 5 datée du 30 janvier 2017.

The information Security Management System (ISMS) in relation to the provision of customer remote service connectivity
and technical support data storage through European network connectivity in Buc Data Center (France), Pollards Wood N3
(UK), Uppsala Sjunet (Sweden) or the connectivity service provided by GEHC Service US entity, used by customers listed in

this certificate addendum in accordance with the Statement of Applicability 08-110-Service Europe Connectivity and
Infrastructure — SoA — DOC 1171079 version 5 issued on January 30th, 2017.

Déclaration d'applicabilité / Statement of applicability
DOC 1171079 version 5 issued on January 30th, 2017

Site(s) concerné(s) / Concerned location(s)
voir addendum / see addendum

Etabli le 03 juillet 2017 Pour le Directeur Certification
Issued on July 3rd, 2017 On behalf of the Certification Director
Date début de validité 28 aodit 2017
Effective date August 28th, 2017
Valable jusqu'au 27 ao(t 2020
Expiry date August 27th, 2020
Renouvelle le certificat 27789-2
cofrac
Virginie DESBORDES
Responsable Département Certification Environnement et
Sécurité de I'lnformation
CERTIFICATION _ . : L
DE SYSTEMES Head of Environment and Information Security Certification
AE:,!;:‘:EE]M:&OO% Ce certificat est délivré conformément aux régles générales Department

Liste des sites accrédités de certification LNE des systémes de management d’entreprise.

mﬁiﬁr;’fﬁ"”ih'e sur This certificate is granted under the LNE regulations for registration.

Laboratoire national de métrologie et d’essais - 1, rue Gaston Boissier — 75724 PARIS Cedex 15



ANNEXE AU CERTIFICAT DE SYSTEME DE MANAGEMENT DE LA SECURITE DE L’'INFORMATION
N° 27789 - 3
Attachment to Information Security Management System certificate of registration
N° 27789 - 3

Résumé des activités couvertes par le certificat :
Summary of activities covered by the certificate :

Version francaise :

Le systéeme de Management de la sécurité de I'information (SMSI) en rapport a la mise en ceuvre de la connectivité
réseau a distance et du stockage de données d'assistance technique effectués via le Centre de Données de Buc
(France), la connectivité réseau N3 via Pollard Woods (Royaume-Uni), la connectivité réseau Sjunet via Uppsala
(Suéde) ou comme un service de connectivité fourni par I’entité GEHC Service US, utilisé par les clients listés dans
laddendum a ce certificat conformément a la Déclaration d’Applicabilité 08-110-Service Europe Connectivity and
Infrastructure — SoA — DOC 1171079 version 5 datée du 30 janvier 2017.

English version :

The information Security Management System (ISMS) in relation to the provision of customer remote service connectivity and
technical support data storage through European network connectivity in Buc Data Center (France), Pollards Wood N3 (UK),
Uppsala Sjunet (Sweden) or the connectivity service provided by GEHC Service US entity, used by customers listed in this
certificate addendum in accordance with the Statement of Applicability 08-110-Service Europe Connectivity and Infrastructure
— SoA - DOC 1171079 version 5 issued on January 30", 2017.
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La connectivité est établie avec les dispositifs médicaux des clients basés dans les pays suivants avec leurs entités légales GE
respectives.

The connectivity is established with customers medical devices based in the following countries in relationship with their respective GE legal
entities.

Réserve : Les clients des pays listés dans ’'addendum ne sont pas audités.
Disclaimer : The customers from the countries listed in the addendum are not audited.

Pour le Directeur Certification
On behalf of the Cetrtification Director

Virginie Desbordes
Responsable Département Certification Environnement et
Sécurité de I'Information
Head of Environment and Information Security Certification
Department

Laboratoire national de métrologie et d’essais

Etablissement public & caractére industriel et commercial » Siége social : 1, rue Gaston Boissier - 75724 Paris Cedex 15 o Tél. : 01 40 43 37 00
Fax : 01 40 43 37 37 « E-mail : info@Ine.fr ¢ Internet : www.Ine.fr o Siret : 313 320 244 00012 « NAF : 7120B « TVA : FR 92 313 320 244
CRCA PARIS C.AFFERENNES - IBAN : FR76 1820 6002 8058 3819 5600 104 - BIC : AGRIFRPP882
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ANNEXE AU CERTIFICAT DE SYSTEME DE MANAGEMENT DE LA SECURITE DE L'INFORMATION
N° 27789 - 3
Attachment to Information Security Management System certificate of registration
N° 27789 - 3

Région / Region Pays / Country Entité légale / Legal entity

Europe Austria GE Healthcare Austria GmbH & Co OG

Europe Belgium GE Healthcare BVBA

Europe Bulgaria GE Healthcare Bulgaria EOOD

Europe Czech Republic GE Medical Systems CR, s.r.o

Europe Denmark GE Healthcare Danmark A/S

Europe Finland GEHC Finland Oy

Europe France GE Medical Systems SCS

Europe Germany GE Healthcare GmbH

Europe Germany GEHC Information Technologies GmbH & Co. KG
Europe Germany GE Medical Systems Information Technologies GmbH
Europe Greece GE Healthcare SA

Europe Hungary GE Hungary Kift.

Europe Israel GE Medical Systems Israel LTD

Europe Italy GE Medical Systems ltalia S.P.A.

Europe Norway GE Healthcare Norge AS

Europe Norway GE Vingmed Ultrasound AS

Europe Poland GE Medical Systems Polska Sp. z.0.0.

Europe Portugal General Electric Portuguesa S.A

Europe Republic of Ireland GE Medical Systems Ireland Ltd.

Europe Romania General Electric Medical Systems Romania S.R.L.
Europe Serbia GE Holding d.o.o.

Europe Slovak Republic General Electric International (Slovensko), s.r.o
Europe Spain General Electric Healthcare Espana SAU

Europe Sweden GE Healthcare Sverige AB

Europe Switzerland GE Medical Systems Schweiz AG

Europe The Netherlands GE Healthcare B.V

Europe United Kingdom GE Medical Systems Limited

EAGM Algeria GE Healthcare Algeria

EAGM Egypt GE Medical Systems Egypt

EAGM Jordan GEHC East Med/ Saad Bin

EAGM Kingdom of Saudi Arabia General Electric Elseif Al Arabia for Health Care Limited
EAGM Nigeria GE International Operations (Nig.) Ltd

EAGM Russia LLC GEHC

EAGM South Africa GE Medical Systems South Africa

EAGM Turkey GE Medical Systems Turkiye Limited Sirketi
EAGM UAE GEHC UAE

Pour le Directeur Certification
On behalf of the Cetrtification Director

Virginie Desbordes

Responsable Département Certification Environnement et
Sécurité de I'Information
Head of Environment and Information Security Certification
Department

Laboratoire national de métrologie et d’essais

Etablissement public & caractére industriel et commercial  Siége social : 1, rue Gaston Boissier - 75724 Paris Cedex 15 « Tél. : 01 40 43 37 00

Fax : 01 40 43 37 37 « E-mail : info@Ine.fr ¢ Internet : www.Ine.fr o Siret : 313 320 244 00012 « NAF : 7120B « TVA : FR 92 313 320 244
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bsi.
Certificate of Registration

INFORMATION SECURITY MANAGEMENT SYSTEM - ISO/IEC 27001:2013

By Royal Charter

This is to certify that: GE Healthcare
Pollards Wood
Nightingales Lane
Chalfont St Giles
HP8 4SP
United Kingdom

Holds Certificate Number: IS 505218

and operates an Information Security Management System which complies with the requirements of ISO/IEC
27001:2013 for the following scope:

The Information Security Management System for the provision of support for GE
Healthcare IT products from the Remote Operations Centres (ROC) in Dornstadt
(Germany) and Amersham (UK). The provision and support of GE Healthcare IT
products by the Regional Service Team in UK&I. The development and
implementation of the customer connectivity gateway solution, ServicePortal. The
provision of services to hosted customer solutions located in UK&I (Park Royal and
Uxbridge). This is in accordance with the Statement of Applicability version 10,
dated 6th August 2015.

For and on behalf of BSI:

Frank Lee, EMEA Compliance & Risk Director

Original Registration Date: 09/01/2007 Effective Date: 05/02/2016
Latest Revision Date: 26/01/2016 Expiry Date: 04/02/2019
d m Page: 1 of 2
UKAS q .
A Y ..making excellence a habit.
MANAGEMENT SYSTEMS 003

CERTIFICATION BODY

This certificate was issued electronically and remains the property of BSI and is bound by the conditions of contract.
An electronic certificate can be authenticated online.
Printed copies can be validated at www.bsigroup.com/ClientDirectory

Information and Contact: BSI, Kitemark Court, Davy Avenue, Knowlhill, Milton Keynes MK5 8PP. Tel: + 44 845 080 9000
BSI Assurance UK Limited, registered in England under number 7805321 at 389 Chiswick High Road, London W4 4AL, UK.
A Member of the BSI Group of Companies.


https://pgplus.bsigroup.com/CertificateValidation/CertificateValidator.aspx?CertificateNumber=IS+505218&ReIssueDate=26%2f01%2f2016&Template=uk

Certificate No: IS 505218

Location

Registered Activities

GE Healthcare
Amersham Place
Little Chalfont
Amersham

HP7 9NA

United Kingdom

The Information Security Management System for the
provision of support for GE Healthcare IT products from the
Remote Operations Centres (ROC) in Dornstadt (Germany)
and Amersham (UK). The provision and support of GE
Healthcare IT products by the Regional Service Team in
UK&I. The development and implementation of the customer
connectivity gateway solution, ServicePortal. The provision of
services to hosted customer solutions located in UK&I (Park
Royal and Uxbridge). This is in accordance with the
Statement of Applicability version 10, dated 6th August 2015.

GE Healthcare
Pollards Wood
Nightingales Lane
Chalfont St Giles
HP8 4SP

United Kingdom

The Information Security Management System for the
provision of support for GE Healthcare IT products from the
Remote Operations Centres (ROC) in Dornstadt (Germany)
and Amersham (UK). The provision and support of GE
Healthcare IT products by the Regional Service Team in
UK&I. The development and implementation of the customer
connectivity gateway solution, ServicePortal. The provision of
services to hosted customer solutions located in UK&I (Park
Royal and Uxbridge). This is in accordance with the
Statement of Applicability version 10, dated 6th August 2015.

GE Healthcare Information Technologies
GmbH & Co. KG

Lerchenbergstr 15

89160 Dornstadt

Germany

Original Registration Date: 09/01/2007
Latest Revision Date: 26/01/2016

The Information Security Management System for the
provision of support for GE Healthcare IT products from the
Remote Operations Centres (ROC) in Dornstadt (Germany)
and Amersham (UK). The provision and support of GE
Healthcare IT products by the Regional Service Team in
UK&I. The development and implementation of the customer
connectivity gateway solution, ServicePortal. The provision of
services to hosted customer solutions located in UK&I (Park
Royal and Uxbridge). This is in accordance with the
Statement of Applicability version 10, dated 6th August 2015.

Effective Date: 05/02/2016
Expiry Date: 04/02/2019

Page: 2 of 2

This certificate relates to the information security management system, and not to the products or services of the certified organisation. The certificate reference
number, the mark of the certification body and/or the accreditation mark may not be shown on products or stated in documents regarding products or services.
Promotion material, advertisements or other documents showing or referring to this certificate, the trademark of the certification body, or the accreditation mark,
must comply with the intention of the certificate. The certificate does not of itself confer immunity on the certified organisation from legal obligations.

This certificate was issued electronically and remains the property of BSI and is bound by the conditions of contract.
An electronic certificate can be authenticated online.
Printed copies can be validated at www.bsigroup.com/ClientDirectory

Information and Contact: BSI, Kitemark Court, Davy Avenue, Knowlhill, Milton Keynes MK5 8PP. Tel: + 44 845 080 9000
BSI Assurance UK Limited, registered in England under number 7805321 at 389 Chiswick High Road, London W4 4AL, UK.
A Member of the BSI Group of Companies.


https://pgplus.bsigroup.com/CertificateValidation/CertificateValidator.aspx?CertificateNumber=IS+505218&ReIssueDate=26%2f01%2f2016&Template=uk
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