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Abbreviation

Description

AES Advanced Encryption Standard
APDU Application Protocol Data Unit
APN Access Point Name
BLE Bluetooth Low Energy
CF Compact frame
CPU Central Processing Unit
GCM Galois Counter Mode
GMAC Generation of Message Authentication Code
GSM Global System for Mobile Communications
HLS High Level Security
ID Identification Number
P Internet Protocol
KEK Key Encrypting Key
LLS Low Level Security
LTE Long-Term Evolution
NB-loT Narrowband Internet of Things
OBIS Object Identification System
PC Personal Computer
PLMN Public Land Mobile Network
Script A set of command sequences
TOU Time-of-Use
ubpP User Datagram Protocol
USB Universal Serial Bus
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1. Purpose
The COSEM Client application is designed for ADDAX Meters local management and presentation.

This document gives brief description of the COSEM Client itself and is intended to demonstrate operation principles
of Water Meters within COSEM Client (hereinafter — COSEM, program).

The information in this guide is given with the assumption that user is already familiar with meter key features and
operation principles. The present document includes all necessary instructions for operation with meter using
COSEM Client.

The following reference documents are provided for further exploration of the concepts discussed should any
questions arise:

e Technical description of Water Meters;

e Technical description for Flow control valve;

e ADR Project. DLMS/COSEM Profile;

e ADR Project. DLMS/COSEM Events, Alarms;

COSEM Client supports local data exchange with the device via one or both of the following communication
interfaces:

e  BLE (Bluetooth Low Energy),
e NFC (Near Field Communication).

COSEM Client supports remote transmission of measurement data to data collection systems via the following
communication interfaces:

e LoRaWAN (Long Range Wide Area Network),
e NB-loT (Narrowband Internet of Things).
For more information see: Annex Al. Meter Interfaces.

COSEM Client includes the following functionality:
e Meter parameterization (configuration);
e Meter clock synchronization;
e Meter software update;
e Reading of actual parameters;
e Reading data from profiles;
e Events monitoring;
e Exporting reports on different types of data.
COSEM Client should include the following plugins:
e Data Notifications;
e BLE Transport;
e |P Profile;

e Test Script Console.

The actual version of COSEM Client supports BLE and NFC wireless technologies for exchanging data between
stationary and mobile devices (such as smartphones or tablets) over short distances.

External © ADD-GRUP 1992-2026 p.7 of 75
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2. Hardware preparation
To communicate with meter using COSEM Client the following hardware is used:
e Personal computer with installed COSEM Client.
e COSEM compliant ADDAX Water Meter;
e Bluetooth Nano USB Adapter;
The adapter must support:
e Bluetooth protocol version 4.0 or higher,

e  Bluetooth Low Energy (BLE) mode.

2.1. Communication via Bluetooth Nano USB Adapter (Bluetooth Adapter)

Communication via Bluetooth Adapter provides possibility of local data exchange with the meter and meter
parameterization using COSEM Client.

To communicate with the meter via Bluetooth Adapter connect the

hardware as follows: Meter
(|
1. Connect Bluetooth Adapter to computer. =
2. Detect Bluetooth Adapter on your computer (Computer
Management > Device Manager > Bluetooth On).
3. Meter is ready to communicate via Bluetooth Adapter. Any To USB
operations supported by the COSEM Client are available now. —E‘ port s

5. Use the transport protocol: BLE.

6. Register device within the COSEM Client (see section 5. Device Registration in COSEM Client).

External © ADD-GRUP 1992-2026 p.8of 75
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3. Software preparation

Program setup includes two steps:
1. Program installation;

2. Configuring of necessary plugins.

3.1. Hardware & Software Requirements
«© COSEM Client, 2026» application is delivered free of charge and does not need any license.
The number of COSEM Client application copies is unlimited
The following minimal requirements for the PC hardware and software are applicable:
e  Processor: Intel Core i3;
e Memory: 4 GB DDR3;
e Storage: HDD 40-80 GB;
e  Monitor: 21";
e Case and power supply unit: Middle Tower ATX, 450 W;
e At least 1 unit of full-size USB-host interface / port (type A receptacle);
e  0OS: Windows 10 and higher (both 32-bit and 64-bit).

When installing COSEM Client for the first time, make sure the following Microsoft supplemental
components are available, relevant for your OS version:

@ e  Microsoft .Net Framework 3.5 SP1;
e  Microsoft Report Viewer 2005.

Address your system administrator for details.

3.2.  Plugins Configuring

COSEM Client consists of a set of plugins of different purposes. Number and structure of plugins may vary and extend
during program development.

All the plugins are active right after program installation with the exception of those recently developed in case of
program updating.

Before configuring COSEM Client, you must close all running instances of the COSEM Client application.

Before you start to operate within COSEM Client for the first time, we recommend activating the following plugins
depending on your needs:

e Data Notifications — to enable operations with models of push setup object.

e BLE Transport - protocol for communicating with the meter over BLE-enabled networks. To provide data
exchange between fixed and mobile devices over short distances and building personal area networks
(PANSs).

¢ IP Profile — protocol to communicate with meter via IP enabled networks.

e Test Script Console - to enable operations with Test Console.
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3.2.1. Enable Data Notifications

This option is available for full version of COSEM Client or if proper Add.CC.DataNotifications.dll file is delivered on
request.

1. Launch PlgCfg file from the folder you installed COSEM software (see Reference 2. COSEM Client.
Installation manual.).

2. Click Show Config....
3. Open Test & Presentation folder.

4. From the opened tree select Data Notifications.

4% FrameWork Configuration = O et
(] Test & Prezentation o -:}l |
----- [0 ADDAX G3-RF -

----- BLE transport
----- |
----- [ |EC 62056-46 TCP transport

----- O |EC 5205545 transport

----- |EC-62056-3-7 transport {IP Profile)

Save Close

5. Save the configuration and exit PlgCfg.
6. Close the PlgCfg.exe application. In the "Plugin Component Setting" window, select the "Close" button.

Now you can launch COSEM Client and use Data Notifications plugin for viewing events.

3.2.2. Enable BLE Transport

This option is available for full version of COSEM Client or if proper Add.CC.BleTransportPlugin.dll file is delivered on
request.

1. Launch PlgCfg file from the folder you installed COSEM software (see Reference 2. COSEM Client.
Installation manual.).

2. Click Show Config....
3. Open Test & Presentation folder.

4. From the opened tree select BLE Transport.

#® FrameWork Configuraticn = O *
[ Test & Prezentation Bz (4 | |

----- O ADDAX G3IRF :

----- [ ADDAX Local Port v.7 E

_____ [] ADDAX WM-BUS NIuwScan. True

_____ [] ADDAX-DLMS transport ScanDurationSec | 20

----- O AsymmetricKeyExchange TimeoutSec 8

_____ TryCount 3

----- [ IEC §2056-45 TCF transport

----- O IEC 52055-45 transport

----- O IEC-45 transport {Dptic) AllowScan

----- |IEC-62056-9-7 tranzport {IF Profile)

Save Close

5. Save the configuration and exit PlgCfg.
6. Close the PlgCfg.exe application. In the "Plugin Component Setting" window, select the "Close" button.

Now you can launch COSEM Client and use BLE Transport plugin for viewing events.

External © ADD-GRUP 1992-2026 p. 10 of 75



COSEM Client for Water Meter

User Guide

Bigbndian

v1.5
EN

3.2.3. Enable IP Profile
This option is available for full version of COSEM Client or if proper Add.CC.lec6205697Transport.dll file is delivered
on request.
1. Launch PlgCfg file from the folder you installed COSEM software (see Reference 2. COSEM Client.
Installation manual.).

2. Click Show Config....

3. Open Test & Presentation folder.

4. From the opened tree select IEC-62056-9-7 transport (IP Profile).

4% FrameWark Configuration
[ Test & Prezentation o r}l |
----- O ADDAXG3IRF -
----- [J ADDAX Local Port v.7 =
----- [J ADDAX WM-BUS S =
----- [0 ADDAX-DLMS transport TryCount
----- O |EC 62055-46 TCP transport
----- [ |EC 6205646 transport
----- [ |EC-45 transport {Optic) BytesOrder
----- |EC-62056-9-7 transport (IP Profile)
Save Close
5. Save the configuration and exit PlgCfg.
6.

Now you can launch COSEM Client and use IP Profile plugin for viewing events.

Close the PlgCfg.exe application. In the "Plugin Component Setting" window, select the "Close" button.

3.2.4. Enable Test Script Console

This option is available for full version of COSEM Client or if proper Add.CC.TestScriptConsole.dll file is delivered on
request (CosemClient_Mod0_1.0.0.360 abd+Service_Pack_32).

1.

External

Launch PlgCfg file from the folder you installed COSEM software (see Reference 2. COSEM Client.

Installation manual.).

CosemClient

® v g M@

20260211_007_TepToBleNfeT
20260211_008_CosemClient_

|;| > = CosemClient

B B

5 M
s M

20260211_010_CosemClient_ [ <] office.dll

CosemClient

CosemClient_1.0.0.360 {IN¢

icrosoft.Vbelnterop.dil

icrosoft. Office.Interop Word.dll

| [CIPIgCig.exe

%] PNApp.dll

20260211_010_CosemClient_

138

Click Show Config....

Plugin Component Settings

26.5 Kb

| PlgCfg.Load.log

|
O

Plugin Path: SBPADDRA_(Fow_Meter) 20264 20260211_010_CosemClient_Mod0_1.0.0.360+5Pxu\CosemClient

Config File: | 20264 20260211_010_CosemClient_Mod0_1.0.0.360+5P:xx \CosemClient \CosemClient exe cfg -~

B Read from confiquration file f exists

Show Canfig. ..

© ADD-GRUP 1992-2026
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G R U P
3. Open Test & Presentation folder.

l #% FrameWork Configuration = O X

7] Cliert plugins o2 J’E‘L | -
7 Server plugins

] Tes ¢ Prezenaton)
7] WebApi

Save Close

4. From the opened tree select Test Script Console.

- 4% FrameWork Configuration = O 4
[ Profile Reader =44 | B
ReadoutFile
[0 RTR7transport {IEC 47)
O SpodusClient
Test Script Console
E Test Tools
Save Close
5. Save the configuration and exit PlgCfg.
l #% FrameWork Configuration = O X
Profile Reader 22 J’L&‘L | .

ReadoutFile

O RTR7transport {IEC 47)
O SpodusClient

Test Script Console
Test Tools

Save Close

6. Close the PlgCfg.exe application. In the "Plugin Component Setting" window, select the "Close" button.

™y

. Plugin Component Settings — *
Plugin Path:  3BPADDRA_(Fow_Meter) 20264 20260211_010_CosemClient_Mod0_1.0.0.360+5Pxc\CosemClient Browse
Config File: |f}\2ﬂ25\20251]21 1_010_CosemClient_Mod0_1.0.0.360+5Px\CosemClient\CosemClient exe cfg - | Browse

B Read from confiquration file f exists

b A

Now you can launch COSEM Client and use Test Script Console plugin for executing scripts on the meter.
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4. Program Interface

COSEM Client has user friendly interface to provide easy work with all plugins. All program windows have Windows
standard form view with minimization, maximization and quit buttons.

The document includes screenshots for English language interface. Interface language can be changed according to
customer requirements using specified COSEMClient.Lng file (available in the folder where you installed the COSEM
software (see Reference 2. COSEM Client. Installation manual.).

Below main menu commands are described briefly. Menu structure and meaning is the same regardless of language.

4.1. Connect panel

] CosemClient - O X
File View Tools Window Help Displays connection parameter settings information.
CD:::.:T = e Transport — to select data exchange channel and enter
BLE » connection settings in the table below. For example: water
meters BLE — Bluetooth.
Deviceld 251220

e Max APDU size — limits the size of the client-side application
message. When Auto is checked, the default value is used. It is
recommended to set this value to Auto.

e Device type — type of registered device.

e Association support — to enable associations and security
features, if supported.

e Client ID, Level, SecurityPolicy, Password, GlobalUnicastKey,
AuthenticationKey — security features (see section 5 Device

Max APDL size: Ao |12 = Registration in COSEM Client for description).

Device type Select T .
e e Connect —to initialize connection process.
Device Info . k .
T Enabled (550) v e Auto reconnect — to connect device automatically if
connection interrupts.

Client 1D ManagementClient (1) ~ . . .
e Report tab — to display all executed operations and their

Level v . R .

e Low results. This information is also stored as log-files on computer
SecurityPalicy Netlmposed M hard disk. To delete current report right-click respective
[ Password window and click Clear. In any case, information isn’t removed
GlobalUnicast Key | | from the computer.

AutherticationKey | | e Sent, Recv, Timeout, Queue — number of requests sent to

device, received from it, delayed and waiting in queue.
Connect Auto reconnect

4.2. File
Displays the program basic options.
File | e Close confirmation — Show/Hide a confirmations.
Close confirmation * (V) Enable - show dialog boxes.
Bl it CTRL+O * ( ) Disable - hide dialog boxes.
e Exit — quit COSEM Client.
4.3. View
View | Displays viewing options.
MD| Toalbar S e MDI toolbar —to display active windows.
Connect panel visible . Connec.t panel v.|5|ble - to display tab to
customize connection settings on the screen.
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4.4. Tools

Tools |

Data Motifications
ReadoutFile

Device Config Ctrl+R
Direct Readout

Profile Reader

. SRl »

o
I~
Fiy

Test console

© H

Tirne synchronization

4.5. Window

Window |
B Close All SHIFT+F4
= Tile Horizontal
[T] Tile Vertical
% Cascade
Bzl Arrangelcons
B Mext CTRL+SHIFT+M
<5 Previous CTRL+SHIFT+P
4.6. Help
Help |
Versions...

Product version

External

COSEM Client for Water Meter v1.5

EN

Displays enabled functionality plugins.

e Data Notifications - to enable operations with
models of push setup object.

e Readout File — to read files from device.

e Device Config — to parameterize (configure)
device.

o Direct Readout — to read actual data and manage
respective reports.

o Profile Reader — to read interval data from
profiles, view event logs and manage respective
reports.

e Test console — allows to select and run scripts for
test mode.

e Time synchronization — to synchronize meter
clock.

Displays options for viewing and navigate program

windows.

e Contains standard commands to work easily with
the program windows and navigate within the
program.

Displays the program specifications.

e Versions... - information about COSEM Client
plugins used.

e Product version — information about COSEM
Client in use.
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5. Device Registration in COSEM Client

The first step in COSEM Client operation is to register device within the program.

Make sure that proper communication protocols are activated (see section 3.2 Plugins Configuring).

To communicate with meter via Bluetooth connect device to computer, see section 4.1. Communication via
Bluetooth Nano USB Adapter (Bluetooth Adapter).

5.1. Transport

From Transport drop-down list select BLE - Bluetooth exchange protocol.
The Bluetooth adapter active in the system will be used automatically.
e DevicelD —the correct meter serial number must be entered.

The auto discovery feature is not supported in the BLE plugin.

E] CosemClient

File  View Toocls Window  Help

&

Connect panel =
Transport

BLE w
Deviceld 251220

Max APDU size: futo (115

4k

Device type: WMP15.1-1 Select
Device Info: ADXD000251220

Association support: Enabled {S50) ~

Enabled (550)
Client |D Manager| Enabled (S51)

Enabled (558)
Level Low Disabled

5.2. Max APDU
Select Auto box for Max APDU size.

5.3. Device type

The device type is detected automatically.

No user action is required for this setup item. Proceed to the next step.

5.4. Association support

Select Association support to activate support of security and encryption features

Define security parameters required for communication with the meter.
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[d| CosemClient = O x

File View Tools Window Help

Transport

BLE
—293543

Max APDU size: B Ao [115 B

Device type Select
Device Info
Association support: Enabled (S50) -

Client 1D Management (1) b
Lewvel Low ~

SecurityPolicy Notimposed R
] Password

Global Unicast Key

Authentication Key

Connect B Auto reconnect

i|Sea1't-I], Recv - 0, Timeout - 0, Queue - 0
ooty
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External

Client ID — identification of the client according to the security policy:

v

v

v

v
v

Management Client (1) — has the highest right to manage the meter, including changing of meter
configuration and setting or removing the meter security context (with the exception of that for
Firmware Update Client);

Reading Client (2) - has the right only to read certain meter data;

Firmware Update Client (3) - has the right to perform firmware update, and exclusive right to set or
remove its own security context;

HAN Controller Client (4) — has the right to handle data related to the HAN Controller;
Public Client (16) — has the right to read only the basic device information;

Level - data access security level corresponding to the selected COSEM Client:

v
v
v

Preestablished — no application association required;
Lowest - lowest level security (no security);

Low - low level security (LLS) - allows the authentication of clients by verifying the password (low level
secret) supplied in the field Password (see section 7.1.4. Set Low Level Security Secret for details about
password setting);

High - high level security (HLS) - requires that both the client and the server mutually authenticate each
other using security keys that must be supplied in Global Unicast Key and Authentication Key fields.

Security Policy (see section 7.1.3. Activate Security Policy for details about policy setting):

v
v
v
v

Not Imposed - security is not imposed (default);
Authentication Only - all messages are authenticated;
Encryption Only - all messages are encrypted;

Authenticated Encryption - all messages are both encrypted and authenticated.

Password - security secret for LLS;

Global Unicast Key — security key for HLS";

Authentication Key — security key for HLS" (see section 7.1.1. Set a Key for details about key setting).

© ADD-GRUP 1992-2026 p. 17 of 75



[ ] |
.‘-- COSEM Client for Water Meter v1.5
User Guide EN

= R U~

5.5. Auto reconnect
Select Auto reconnect check box to reconnect device automatically, if no connection is established after
RequestTimeoutSec expires or if connection interrupts.

5.6. Connect
Click the "Connect" button to start establishing a connection with the meter.

‘- | CosemClient — O *
Transport
Disconnect B Auto reconnect

15:56:46 Reconnect

15:56:47 Try connect

15:56:47 BLE: Try connect

15:57:01 BLE: Connected

15:57:01 Transport connected

15:57:01 Ty open AA

15:57.071 Secunty info received (0, 0, ADX00002935943)
15:57.01 AA Opened

15:57:01 Try get passport

15:57:01 Passport received
IE'E!E_

4| Sent - 0, Recy - 0, Timeout - 0, Queue -0

Connected
h A

5.7. Connected

Message Connected will be displayed in the log tab for successful connection, COSEM Client will register device.
5.8. Deviceinfo

The Device Info: value will appear in the Connect panel (for example: ADX0000293943).The program will ready
for data exchange and other operations after device registration is finished.

External © ADD-GRUP 1992-2026 p. 18 of 75



[ ] |
.‘-- COSEM Client for Water Meter v1.5
" User Guide EN

6. Time Synchronization

For correct operation of the COSEM Client together with devices after their registration we recommend to
synchronize local clock of devices with the clock of PC, where COSEM Client is installed, or with the national standard
time. To do this use Time synchronization command from the Tools menu.

COSEM Client provides two ways of time synchronization:
e automatic (5.a) synchronization with the PC clock;

e manual (5.b) setting of the local time. In this case date and time may vary from those actual on the PC.

1. Run Tools > Time synchronization.

CosemClient = 0 X
File  View | Tools | Window  Help
Connectpanel | [§ Data Notifications A
Transport % ReadoutFile
BLE ¥ Device Config Ctrl+R
Deviceld | #%  Direct Readout ¥3943
(2% Profile Reader
@ Test console
{3 Time synchronization
_Fonneded

2. Opened window Time synchronization displays current device time.

3. If, daylight saving time is actual now (summer time) select Daylight Saving to be Active. If daylight saving
time is not actual now (winter time) deselect it.

4. Set Deviation to Any or enter time in minutes if you want to jump in time relatively to current time or that,
set in the Manually field.

5.a Click Start to synchronize meter time with the PC clock automatically or

5.b Select Manually and enter required date and time. Click Start.

& Time synchronization EI@
[ Manually 2016.03.29 11:00:00 =
Deviation: [ Amy 180 =
Daylight Saving: Active

Start 2016.03.29 12:23.56
Status:
Success

6. For successful synchronization respective message appears - Success and device clock is synchronized.
Otherwise, error message appears — Error. Verify the correctness of data set and/or connection and start
synchronization process again.
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7. Device Configuring

All the ADDAX devices are delivered to the customer with a default configuration according to their functionality
and customer requirements. Configuration provides operation with a set of parameters. This set is defined by device
type, hardware version and by its functional possibilities. Some of the configuration parameters may be changed by
the customer itself during exploitation. List of parameters may vary and extend during program development.

To configure ADDAX meters, use Device Config command. You may send or get configuration command for a single
parameter or to a group of parameters.

If some configuration parameters which are described in this document are not available in your Device
Config list, this means that such parameters are not supported by the given meter.

Standard COSEM Client parameterization process includes the following steps:

1. Run Cosem Client > Tools > Device Config or press Ctrl+R on your keyboard.

CosemClient = 0 x
File  View | Tools | Window  Help
Connectpanel | [§ Data Notifications 5
Transport % ReadoutFile
BLE ] Device Config  Ctrl+R
Deviceld | @  Direct Readout ¥3943
(29 Profile Reader
[ Test console
{3  Time synchronization
Connected

2. Device config window appears, including list of parameters to configure, view or trigger an action and a set
of service buttons. To operate within the COSEM Client use the following common buttons and fields, where
available:

e  Get— gets current configuration of the selected parameterization object;
e  Set - sets new configuration for the selected parameterization object;

e <Add> - adds an object to the list of parameters to configure;

e <Remove> - removes an object from the list of parameters to configure;
e <..>-selects an object from the list of parameters to configure;

e Template — provides possibility to work with configuration templates.

See section 7.5. Configuration Templates for details.

e COSEM Data” — displays information about an invalid value sent by meter in COSEM format;
e Save To Text File — exports selected configurations in a text format;

e Save As Get Resource — saves selected configurations in a file, which being activated requests current
configurations for all the parameters in the file;

e Save As Set Resource — saves selected configurations in a file, which being activated sets preconfigured
configurations for all the parameters in the file;

e Save To Binary - exports selected configurations in a binary format;

e  Save For CfgPlugin — exports selected configurations in *.xml/ file format.

* This button is only used for debugging purposes.
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¥ CosemClient

File View Tools Window Help

A ,? Device Config X

Connect panel L3
Transport /7 Device Config
TIE [ Corig | History |
251220 I ke < TE B
1 Manz 2l
Fiter ‘ ‘ 1 JointlSOCTTElement 2
-2 CountryElement 16
= WMP15.1-1 (8202:27:261) P -- 3 CountryNameElement 756
[J4larm Filter -4 |dentifiedOrganizationElement 5
[ JAuthenticationMechanismNameForCurrentClient 5 DLMSLAElement 2
- DAuthenticationblech \MameForFirmwareUpdateClier - B ButhenticationMechanismha . 2
Max Auto {115 = -7 MechanismldElement COSEM_LowestLS_mechanism_name
Device type: Wh Select ....Egiluin SaveTo Cov File
. locd
Device Info: ADXD000251220 [Clec Save As Get Resource
GEE Ly SiEie ST ¥ - ]Comn Save As Set Resource
-[_]Cons .
Client |D Manageme EEN‘JD Save To Binary
o Lo [ JEnd0 Save For CfgPlugin =TS Set Get —
Level W . B S
""DF”_'"T Load From Get Resource v
SecurityPolic Notlmpose: - AP rien s rrresmerre oo rom,

3. For user convenience configuration commands and actions are marked with different colours:
e  parameterization commands and viewing commands (e.g. set, get commands) are coloured in black;

e actions (e.g. relay disconnection/reconnection, resets) are coloured in blue.

,7 Device Config
I Carfig Histany

Template w n

Fitter |

-.[_]|StartStopEventLog_EntriesInlse ~
-[_|StartStopEventLog_ProfileEntries

-] TopUpdmount

- Valve

-[_JWalveEventLog

- JWalvelnfa

[ JWalveStatus

[ _JCleardlarms

- _]GlobalkeyTransferForFirmwarelpdatel
-[_|GlobalKeyTransferForManagementClier
-.[_JLoRa\WANChangeRegion

- JLeRa\wWaNDizgnosticReset
-.[_JLoRaWwWaNDisconnect

T 1SecuritebetivateF arFirmwaral IndateClie
£ >

4. Any command for setting/getting a parameter or for triggering an action is accompanied with time stamps
for, respectively, command/request initiation (Send box) and command/request reception(Received box).
Depending on results a number of errors can be displayed in the Received field for unsuccessful setting or
getting a command, e.g.:

scope_of _access_violated — actual Client (association) does not have proper rights to get or set the given
parameter;

object_undefined — parameter is not supported by the meter with actual firmware version;
view error — parameter is not configured;

other_reason — other cause.
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CosemClient - [Device Config]
# File View Tools Window Help

<—>| ;‘7Device(onfig X|

IConﬂg | Histony |

Template ~| [ =

Send | Receive:

Fitter | |

=-[JWMP15.1-1 (8202:27:261)

. _|Alarm Filter

. JAuthenticationMechanismNameForCurrentClient
AuthenticationMechanismNameForFirmwareUpdateClient

-.[JAuthenticationMechanismNameForManagementClient
. JAuthenticationMechanismMameForReadingClient

[ _BillingProfile

--[|Clock_Daylights_savings

[ ]Clock_Time

[ JCommunicationEventLog

-.[JConsumedAmount

--[_]EndOfBillingPericdActive

AuthenticationMechanismiameForFirmwarelpd.

1 JointlSOCTTElement
2 CountryElement 16

3 CountryNameElement 756

4 |dentifiedOrganizationElement 5

5 DLMSU AElement 8

& AuthenticationMechanismMameElement 2

... 7 MechanismldElement COSEM_

5. For user convenience Filter field is available, which provides possibility to filter the list of parameterization
parameters by a keyword or OBIS code. At least 3 symbols should be entered to start the filtering.

Filtering is possible by part of the name or by part of the OBIS code.

To begin filtering, you must enter at least three characters (numbers, letters, symbols).

Example: valve or 0.9.1

When filtering with a(some) configuration(s) being selected, the latter remain visible, i.e. will be
displayed in the filtered list together with relevant (searched) parameters.

I Cenfig |

=-[JWMF15.1-1 (8302:1:5)

CosemClient - [Device Config]
i File View Tools Window Help
& | 7 DeviceConfig X

IConﬁg | History |

Send Received {NONE REQUEST)
Template E = LoealDateTime, parameters Value I
Fiter 09.1 .. 1:8-0:0.9.27255:2 LocalDate: Value

Template - n

ValveStatus, parameters I Value |

Fitter |\ral\re

E-fWMP15.1-1 (8302:27:261)
- []LocalDateTime

- Walve

[ JWalveEventLog

- f]Walvelnio

B ValveStatus

- [JWaheClose

[ IWahe0pen

[ JWahelpenil

- |WalveOpens0

External
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7.1 Manage Security Features

Meter security architecture is based on the “DLMS/COSEM. Architecture and Protocols. Green Book” concepts. AES-
GCM-128 (Galois/Counter Mode with AES-128) Security Suite 0 is implemented for data encryption and
authentication and key transport methods. (see Reference 1 DLMS/COSEM.Architecture and Protocol.Green Book
Edition 8.1.)

Actual firmware of meter uses symmetric global keys. A global key may be a unicast encryption key, a broadcast
encryption key or an authentication key. Before ciphering can be used, global keys have to be generated and
delivered to the COSEM logical device participating in the system. For delivery, the global keys shall be wrapped by
master key using AES-128 wrap algorithm.

For delivery, the open global keys have to be wrapped by a master key — a unique key of the meter (key encrypting
key, KEK). This key is set in the meter during the manufacturing process, but can be changed later on (optional,
depending on meter version). In this case, new master key is delivered to the meter being wrapped by the previous
master key. Master key as well as global keys shall be unique and consist of 128 bits.

All settings, described in the sections below, may be edited only by the user with the Management Client rights with
the exception of the Firmware Update Client, which possesses the exclusive rights to edit its own security context
(see section 5. Device Registration in COSEM Client for clients description).

The following order of security setting is specified:
1. Keys wrapping (out of scope of this document).
2. Setting of security material (password for LLS, wrapped keys for HLS).
See section 7.1.1. Set a Key, section 7.1.4. Set Low Level Security Secret.

3. Determination of authentication mechanism.

See section 7.1.2. Define Authentication Mechanism.

4. Determination of security policy.

See section 7.1.3. Activate Security Policy.

5. Customizing of locking settings (optional, if necessary).

Note: For security reasons, the security context for field devices can only be strengthened. Editing of security context
is described in this document for demonstration and testing purposes only. It should be mentioned, that changing
of security materials and their further potential fraud usage may have dangerous impact and customer bears all
responsibility for problems that may occur.

7.1.1 Set a Key

To set/replace a key use GlobalKeyTransferForXClient setting, where X stands for the type of client.

See section 5. Device Registration in COSEM Client for clients description.

1. Goto Tools > Device Config > GlobalKeyTransferForXClient.
2. Inthe Keyld field select key type according to the required policy.

See section 7.1.3. Activate Security Policy.

3. Inthe KeyWrapped field in Binary tab enter key value preliminary wrapped the proper way:

e Global Unicast (Broadcast) Encryption Key or Authentication Key — for LLS (if necessary, instead of LLS
secret password).

See section 7.1.4. Set Low Level Security Secret for details.

e Global Unicast (Broadcast) Encryption Key and Authentication Key — for HLS.
e Master key (if it is necessary to change the Master key).

4. Repeat steps 2 and 3 for HLS. Make sure, that different keys are entered for the
GlobalUnicastEncryptionKey (or GlobalBroadcastEncryptionKey) and AuthenticationKey.
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,,7 Device Canfig E@

| Config History
Send | Received
Template ~| & GlobalKey TransferForManagementClie . | Walue |
~-64:0-0:43.0.3°255:2 GlobalKeyTran_. |nvoke Method
i ey
Fiter | =- G:IobaIKe_.rs <Add>
=- KeyData

Clearflarms o Keyld GlobalUnicastEncryptionKey
GlobalKeyTransferForFirmwarellpdateClient - KeyWrapped (00 000 000 000 000 0x00 G000
(GlobalKey TransferForManagementChent
GlobalKey TransferForPaymentClient
GlobalKey TransferForToken
SecuntyActivateF orFirmwarel pdateChent
SecurityActivateForManagementClient
SecurityActivateF orPaymentClient
SecuntyActivateF orReadingChent
SecurityActivateForToken
TokenGateway_Enter
WalveClose
WalveOpen

alvellp v Set
€ ? ]

5. Click OK and Set.

6.a. If key(s) is(are) set for the first time or replaced using connection without encryption use these new keys
during further connection via LLS or HLS profiles, if necessary.

6.b. If previously set key(s) is(are) replaced using connection with encryption, meter responds (to the Client,
here - COSEM Client application) for successful key(s) setting with the message encrypted by the old key. To
continue further proper communication using new key(s), disconnect from the meter and reconnect to it
using the new key(s). Otherwise, connection will be aborted.

See section 5. Device Registration in COSEM Client.

7.1.2 Define Authentication Mechanism

To activate an authentication mechanism, use AuthenticationMechanismNameForXClient setting, where X stands
for the type of client.

See section 5. Device Registration in COSEM Client for clients description.

Note, that if you intend to use HLS profile, proper keys should be already installed in the meter.

See section 7.1.1. Set a Key.

1.
2.

External

Go to Tools > Device Config > AuthenticationMechanismNameForXClient.

In the MechanismldElement field select authentication mechanism type according to the policy required.
See section 7.1.3. to Activate Security Policy.

e COSEM_Lowest_Level_Security_Mechanism_Name — for lowest level security, when no
authentication is required;

e COSEM_Low_Level_Security_Mechanism_Name — for LLS authentication;

o  COSEM_High_Level_Security_Mechanism_Name_Using_GMAC — for HLS authentication, which
supports both modes with encryption and without encryption imposed.
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7 Device Config o[- S
| Config | History
Send Received (NOME REQUEST
Template v b AuthenticationMechanismMNameForMa Value |
=-ManagementClientissociation: Aut...
-] Mlamm Fitter A : .
_— . ) i1 JointlSOCTTElement 2
-] AuthenticationMechanismName ForFimware UpdateCli 2 CountryElement 16

[ ] AuthenticationMechanismName ForHANControllerClien
[ AuthenticationMechanismName ForManagement Clisnt
.|| Authentication Mechanism Name ForReadingClient

3 CountryNameElement 7
.4 |dentifiedOrganizationElement 5

-] Calibration_Gain
-["]Calibration_Gain_Ad
-] Calibration_|D_Gain

| COSEM_lowest_level_securty_mechanism_name

COSEM_lowest_level_securty_mechanism_name
COSEM_low_level_securty_mechanism_name
[DSEM_I—igh_Level_iearty_Me&a'isrn_Na'ne_llshg_G MAC

i 5 DLMSUAElement 2
[ Backiight & AuthenticationMechanismia_. 2
E g:rcopd;f'| ; 7 MechanismldElement
-] Billing Profile
- [ICL432Setup

- [C]Calibration_iar ™ Get Al Set Get
=

3. Click Set.

7.13 Activate Security Policy

To set a security policy use SecurityActivateForXClient command, where X stands for the type of client.

See section 5. Device Registration in COSEM Client for clients description.

1. Goto Tools > Device Config > SecurityActivateForXClient.
2. Inthe SecurityPolicy field select required policy:

e Nothing - no security policy is imposed;

e Authenticated - all messages are authenticated only;

e  Encrypted - all messages are encrypted only;

e Authenticated and Encrypted - all messages are both authenticated and encrypted.

i

,/7 Device Config

=N e

| Config | History

Send

Received

Template [ - ] =

SecuritybctivateForManagementClient, . |

Value |

|| ClearEmors o~
[ ConsumerConnect

[ ConsumerDisconnect

[ Global Key TransferForH ANClient

[ Global Key TransferForManagement Clier —
[ Global Key TransferForReadingClient |
-] SecuritySctivate ForHANClient 5
[ SecurityActivate ForManagement Client

- SecurityhctivateForManagementCli. Invoke Method
e urity Policy

Mothing -
Autherticated

Encrypted
Autherticated AndEncrypted

-] SecurityActivate ForReadingClient o

3. Click Set.

7.1.4 Set Low Level Security Secret (Password)

To set/edit secret (password) for client’s authentication at the low security level (LLS), use LLSSecretForXClient

setting, where X stands for the type of client.

See section 5. Device Registration in COSEM Client for clients description.

Meter may be temporarily locked for access in case of several attempts to enter the wrong password, when

connecting to the meter.

External © ADD-GRUP 1992-2026

p. 25 of 75




[ ] |
.‘-- COSEM Client for Water Meter v1.5
" User Guide EN

= R U~

Note: For security reasons, the security context for field devices can only be strengthened. Editing of LLS settings
and restoring of HLS settings to LLS is described in this document for demonstration and testing purposes only.

1. Goto Tools > Device Config > LLSSecretForXClient.
2. Inthe XClientAssociation: LLSSecret filed enter the password.
8 to 15 symbols strictly, including letters, numbers, punctuation marks or any combination of them.
3. Click Set.
4. Use this password for client authentication during meter registration, if LLS is set to access the data.

See section 5. Device Registration in COSEM Client.

7 Device Config E=HE=H 5
| Config | History Send | Recaved [
Template v : Value |
Fitter |
IntervalProfile A

LLSSecretForCurrentClient
LLSSecretForFirmwarelpdateClient
LLSSecretForReadingClient
LastResponse0utToken

LastTokenld

LocalDateTime

LocalDisplayConfig
SecuritySetupForFirmwarelpdateClient
Security SetupForManagementClient
Security SetupForPaymentClient
SecunitySetupForReadingClient Set
SeruritvSetinFarTaken e

. - I

7.2  Customize Clock Settings
To ensure meter proper operation within the system it is necessary to set the correct time zone and Daylight Saving
Time (DST) on meter.
7.2.1 Set Time Zone & Clock Time Shift Limit

To set meter time zone use Clock_Time setting. This setting also provides the possibility to set maximum allowed
time shift limit relative to the network time, without registration of a time shift event - ClockTimeShiftLimit.

1. Goto Tools > Device Config > Clock_Time.
2. Inthe Clock_Time zone field enter local time zone in minutes.

For example: enter 120 for the GMT+02:00.

Config
Send Received (NONE REQUEST)

Template | V| = Clock_Time, parameters Value
-8:0-0:1.0.0°255:2 Clock Time 2026 June 08 15:42:33
Jlock Time zone: minutes

Fitter

=-EWMP15.1-1 (8302:1:5)

: Alarm Filter
Clock_Daylights_savings
'CommunicationEventlog
|SecurityEventLog
SecurityEventLog_DataCollectionEnabled Set Get
SecuritySetupForFirmwarelpdateClient

3. Click Set.

7.2.2 Set Daylight Saving Time (DST)
For correct daylight savings time setting make sure that proper time zone is selected in the Clock_Time.

See section 7.2.1. Set Time Zone & Clock Time Shift Limit.
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Note: when daylight saving time is not set, meter operates according to standard time, i.e. without time “jumping”.
To set daylight saving time use Clock_Daylights_savings setting.
To get current daylight savings state use Get button.

1. Goto Tools > Device Config > Clock_Daylights_savings.

2. Inthe opened window click Clock Daylights savings begin, to indicate date for summer time beginning.

,7 Device Config E@

| Corfig | History
Send | Received |
Template ~| | Clock_Daylights_savings, parameters | Walue
o B:0-0:1.0.0°255:5 Clock Daylights savings begin 2023.0415(3)..
Fitter | L B0 .D.D‘ZSE:E Clock Dayl?ghts saﬂngs end. _ . 2023.04.19(3)..
2:0-0:1.0.07255:7 Clock Daylights savings deviation: minutes ]
[ ]ChargeNormal_ChargeType ~ g 5:0-0:1.0.0°255:8 Cleck Daylights savings enabled |

--[_]ChargeMarmal_LastCollectiondmount
-[_]ChargeMaormal_LastCollectionTime
-[_|ChargeMarmal_Period
-[_]ChargeMaormal_Priority
-[_]ChargeMormal _Proportion
--[_]ChargeMarmal_TotalAmountPaid
-[_|ChargeMormal_Total AmountRemaning
-[_]ChargeMormal_UnitChargelctivationTime
-[_|ChargeMormal_UnitChargelctive
-[_]ChargeMormal_UnitChargePassive

[ JClack_Time

-[_]CensumedAmount
-[_|CreditEmergency_CreditfvailableThreshe
-[_|CreditEmergency_CreditConfiguration
--[]CreditEmergency_CreditStatus v Set Get

e~ e e

< 2 L

3. Inthe opened window in the Constraint field an example to indicate the date is displayed.
Two ways of date indication are provided:
e Simple — concrete date is selected manually within the program calendar;
o Extended - floating date is indicated.
For example: the last Sunday of the concrete month for each year.
3. a.Select Simple and indicate the date manually.
Date and Time Editor — X

Constraint:Y{2000..2100.Any)M(1..12, DLSTBegin DLS TEnd Any)D{1..31 Day
Simple  Extended

05/16/2026 153424 | [~ |

Al May 2026 L4
Mon Tue Wed Thu Fri  5at Sun
27 28 29 30 1 2 3

4 5 6 7 8 9 10
11 12 13 14 15 17
18019 20 21 2 23 M4
25 26 27 28 29 30 3
1 2 3 4 5 & 7
[ Today: 2026-06-08

3. b. Select Extended and indicate necessary settings:
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e Year —indicate the year or select any to indicate date for years ahead;
e month —indicate the month;
e day—indicate the day of the month or select Day Last, to indicate the last Sunday within the month;

o day of the week — select WeekDayAny, if in the day field concrete day is indicated, or Sunday, if in the
day field Day Last is selected, to indicate the last Sunday within the month;

e indicate the concrete time in the hour, min and sec fields.

Constraint-Y(2000..2100,Any)M(1..12,DL5 TBegin, DLSTEnd, Ary)D{1..31 Day

Bxtended
Year 2000 | ] any

manth

day

day of week

t
L] 4 4

hour

Click OK.

In the Clock_Daylights_savings main window click Clock Daylights savings end, to indicate date of winter
time beginning.

In the opened window repeat the steps, analogical to those for the summer time.

See steps 3-4, section 7.2.2. Set Daylight Saving Time (DST).

In the Clock_Daylights_savings main window click Clock Daylights savings deviation, to indicate time
deviation in minutes.

Select Clock daylights savings enabled check-box, to activate daylights savings option.

Click Set.

Note: when DST is activated and meter current time matches the DST period, then meter immediately enters the
DST mode. If meter current time is not within the DST period, then meter enters the DST mode only when proper
time comes.

7.2.3 Get Current Date & Time

To get meter current date and time use LocalDateTime command.

To set local date and time use Time synchronization command.

See section 6. Time Synchronization.

1.
2.

External

Go to Tools > Device Config > LocalDateTime.

Click Get.

,7 Device Config EI@

| Corfig | History

Send  28/03/2013 11:45:30 A

Template E]

[ LoadProfieWithf =

-] LocalDate Time
-[ | Local DisplayCon |= COSEM Data
-] Local DisplayCon

[MessageCode -~ | | mm—

© ADD-GRUP 1992-2026 p. 28 of 75



[ ] |
.‘-- COSEM Client for Water Meter v1.5

User Guide EN
= R U

7.3  Customize Interval and Billing Profiles

731 Set Interval and Billing Profiles

Depending on meter version it can support up to 2 interval profiles and a billing profile. Each profile has a separate
reserved storage capacity.

Billing profile is configured for one month period.
Interval profiles may be configured for 5 minutes, 10 minutes, 15 minutes, 20 minutes, 30 minutes, hourly or
daily periods (depending on meter model).
To subscribe meter for interval data capturing and set interval profiles use LoadProfileWithPeriod1..2(3) settings.
To subscribe meter for billing data capturing and set billing profile use BillingProfilel setting.
1. Go to Tools > Device Config > BillingProfilel to set billing profile.

2. In the capture_objects field click <...> to select parameters to control.

/7 Device Config =% &0 |
 Config | History Send Receved
T 3 £ 84 L’oadProﬁIe‘.‘M:PenodY. para l( - Value [
V] Local DisplayCorfi A capture period (sec) 0
entnes in use
profile entries 1
se¢ || Ge

3. Inthe opened field select necessary parameters and click OK.

Clock parameter should obligatory be selected for all the profiles to register all the parameters with the
@ time-stamp. AlarmObject is also recommended to be selected to get alarms on faults.

See section 7.4. Manage Events and Alarms.

Select parameters

- - Count : 7 Maximum quantity : 64
+ | ObisColumn NameColumn ~
(Y 100128802552 180:96.10.20°255:2 Statea
1009102552 DevielD1 3609 61-1:2853 horumitedomeReveneh3
R e e
1:0-0:96.1.2°255:2 DevicelD3
1:0-0:56.1.3°255:2 DevicelD4
1:0-0:56.60.31°255:2 Active Transactionld
1:0-0:96 60.34°255:2 Expires Time 4 -
1:0-0:96.60.37°255:2 RestartCounter 4 -
1:8-0:0.2.0°255:2 Active FimwareVersion
1:8-0:0.2.8°255:2 ActiveFim Signature1
1:8-0:0.9.1"255:2 LocalTime
1:80:0.9.2°255:2 LocalDate
1:8-1.0.2.8°255:2 ActiveFimSignature2
111:040:19.0.0°255:5 Account:5
112:0-0:19.10.0°255:2 CreditMormal
112:040:19.10.1°255:2 CreditEmergency
3:.040:96.60.32°255:2 TopUpAmourt hd
oK Cancel

4. List of selected objects is displayed in the working part of the Device config window.

5. In the capture period (sec) field for IntervalProfileX select respective interval period to capture data in

seconds:
* 900 —for 15 minutes;
* 3600 —for hour;
* 86400 —for day.

Note: Set of time intervals may differ for different meter types.
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E] CosemClient - [Device Config]

),7 File View Tools Window  Help - B X

& |  DeviceConfig X

| Corfig History
Send
Template v EH = IntervalProfile1, parameters
(= 7:8-0:53.1.07255:3 capture objects
1 capture_chject
- | | 0:99.1.0°255:4 capture penod (sec)
-[_|Friendly TimesPassive_DayPrefile ~ :8-0:53.1.0°255:7 entries in use
[ JFriendly TimesPassive_Main L :8-0:99.1.07255:8 profile entries

-[JFriendlyTimesSpecDaysActive

- [JFriendly TimesSpecDaysPassive

- [Jinterval Profile2

- [JLLSSecretForCurrentClient
~[JLLSSecretForFirmwarelpdateClient

M SCanrstEnriznananant™liant

Exception for Billing Profile 1 is done, for which period of data capturing is set to 00:00 of the first day of each
month by default. Date of the previous billing profile capturing is indicated in addition in the
TimestampOfBillingPeriod1LastReset field and/or number of billing profile resets is indicated in the
CounterOfBillingPeriod1Reset field.

| Config
Send Received (NONE REQUEST)
Template | V| = Value |
L
1 capture_object Clo
Fier 8-0:98.1.0°2557 entries in use 0
=-@WMP15.1-1 (8302:1:5) :8-0:38.1.0°255:8 profile entries 20
Alarm Filter :8-0:0.1.0°255:2 CounterOfBillingPericd1Reset. . 0
B tbhet cstien Meck ForCurrentClient :8-0:0.1.2°255:2 TimestampOfBillingPeried1Last_. 2025 June 08 16:15:52
- BillingProfile
|SecurityEventlog
SecurityEventLog_DataCollectionEnabled Set Get
; [[)SecuritySetupForFirmwareUpdateClient

6. Leave the rest of parameters unchanged.
7. Click Set to send configuration for selected parameter.
8. To view received data for an interval, use Profile Reader command from the Tools menu.

See section 10. Interval Data Request.

74 Manage Events and Alarms

During meter exploitation a lot of events are generated by the meter itself or by its environment. Every event has a
unique code to identify the action, which has triggered it. Every event is assigned to one event log and is only stored
there. This assignment is fixed and can’t be changed dynamically. Therefore, the event filter is not visible from
outside.

Depending on meter version it can support up to 11 types of event profiles, which correspond to respective event
logs:

e CommunicationEventLog — contains all events related to communication.
e FirmwareEventLog — contains all events related to firmware change.
e ManufactureSpecificEventLog — contains events related to manufacturing.
For example: reset of system, hard fault etc.
e ManufactureSpecificEventLog_DataCollectionEnabled — contains events related to data collection.
e PaymentEventLog_CaptureObjects - contains events related to capture objects.

e PaymentEventLog_EntriesinUse - contains events related to entries in use.
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e PaymentEventLog_ProfileEntries - contains events related to profile entries.
e SecurityEventLog — contains events related to security.
e SecurityEventLog_DataCollectionEnabled — contains events related to data collection.
e StandardEventLog — contains all events not recorded in a special log.

For example: changes of the configuration, clearing of profiles, all kind of self-check errors, alarms,
directions of flow, dry/fill status, etc.

e ValveEventLog — contains all events related to valve.
For example: valve close/open status, magnetic impact, valve communication etc.
A set of events taking place in the meter or in the system are treated as alarms or errors. If one of these events
occurs, the corresponding flag is set in the respective alarm or error register.
All alarm flags in the alarm register remain active until the alarm register is cleared from the COSEM Client.

See section 7.4.3. Clear Alarm Register.

Each event log has filters that define events to be saved within it and sent or registered in session mode. Set of
events for each event log depends on meter version. All supported events can be registered in the session mode at
the same time or specified events (any of supported) can be selected.

All events selected to be transferred can be viewed in session mode as well by requesting proper Event Log using
Profile Reader plugin.

Critical alarms such as a burst or reverse direction of flow can be sent in session mode, using the Data Notification,
Compact Frame, or Push Setup plugins, as can lesser events such as a Bluetooth connection.

For more details about ADDAX meter errors and alarms handling, see References 1.

74.1 View Additional Registers to Be Captured on Event

When an event takes place, it is captured in the respective event log and is stored there with the respective
timestamp, event code and another relevant information, if any. Simultaneously with this event any other meter
parameter can be captured at the moment of event occurrence.

For example: client ID and interface ID for Security Events Log.

List of these parameters is set separately by the manufacturer for each event log but can be negotiated and revised
on request. To view list of additional registers for each event log use XLog command, where X refers to respective
type of event log.

For example: StandardEventLog.

To view captured data on events together with the data on selected parameters use Profile Reader command from
the Tools menu.

See section 9. Event Monitoring.

To select registers to be captured on an event, follow the next steps:
1. Goto Tools > Device Config> XLog.
2. Click Get.

3. Inthe opened window expand capture objects list.
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Device Config

=] & sl

| Corfig

Histony

Send  [02.11.2023 15:23:36

Received |ﬂ'2.1 1.2023 1540

Template E

SecuntyEventsLog, parameters

SRR g capture oby

[ 1 capture_object

Filter --2 capture_object

L

‘[ |SecurityEventsinterval a

(Il ccurityEventsLog

-- 3 capture_object
(-4 capture_ohject

D SecurityEventsLogFiltr é----[?:D.D,BB,BE,'I'I,EE-E-:ﬂ entries in use
D Security SetupForFirm ..[7:0,0,99.38,11,255:8] profile entries
JSecurtySetupFortiare COSEM Data

< >

Value

lientlD
InterfacelD

e

LU0

e

LU0

Get

4. List of selected parameters appears in the working part of the Device Config window in the capture objects
list.

5. Toview events from the respective event log together with data on selected parameters use Profile Reader
command.
See section 9. Event Monitoring.

7.4.2 Set Alarm Filter

Depending on the Master Station needs and communication capabilities not all the possible alarms are wanted.
Therefore, an alarm filter can be used to select only necessary alarms.

Alarm F
1.
2.

3.

ilter defines if an event is handled as an alarm when it appears.

Go to Tools > Device Config> AlarmeFilter.

In the open window set flags for alarms you want to register.

It is recommended to set 4294967295 value, the value which permits to register all types of alarms.

If it is necessary to register specific values — address the service centre, please.

Click Set.

,7 Device Config

(=] &[]

Received |(19.04.2023 15:26:1

| Corfig | History
Send  |19.04.2023 15:26:15

Template v |E

Fitter |
--[JAccount_CurrentCreditStatus ~
--[JAccount_LowCreditThreshold
--[JAccount_MaxProvision
--[JAccount_MaxProvisionPericd
--[JAccount_ModeAndStatus
-[_|Account_MextCreditdvailableThreshold
-[_|&ceount_TokenGatewayConfiguration
--[JAuthenticationMechanismNameForCurr
--[JAuthenticationMechanismNameForFirm
--[JAuthenticationMechanismNameForMan:
- [JAuthenticationMechanismNameForPayn
- [JAuthenticationMechanismNameF orReac COSEM Data Set
TTRillinaProfile1 v

< ? |
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743 Clear Alarm Register
To clear alarm register use ClearAlarms command.
1. Goto Tools > Device Config> ClearAlarms.
2. Inthe open window set flags for alarms you want to clear.

3. Click Set.
; Device Config EI@
| Config Histony
Send | | Received

Template v | | Clearflarms, parameters | Walue |
-3 B-0:97 98 072851 ClearAlarms Invoke_Method

| - R

- [Jvalve A
[ ]JValveEventLog

-[valvelnfo

- [JValveStatus

[ ]GlobalKey TransferForFirmwarelpdateClis
-[]GlobalKey TransferForManagementClient
[ JLoR&WANChangeRegion

- [JLoRaWaNDizgnosticReset

- [JLoR&WaNDisconnect

- []SecuritybctivateFarFirmwareUpdateClient

- []SecurityfctivateForManagementClient

- []SecuritylictivateF orReadingClient

I WalhelClnse R

< z L

[

Set

7.5 Configuration Templates
To create configuration templates Device Config plugin is provided.

Principle of setting configuration parameters is described in sections above.

7.5.1 Create Configuration Template

1. Goto Tools > Device Config.

2. Set necessary configuration settings, as it is described in sections above.
3. Select configurations to save.
4

In Template field click <none> and enter name of the template.

|

; Device Config E' @

| Config | History

Send Received

Template ~'~ﬂ'3|'l3>|]: - [ EndOfBillingPericd1, paramet_. Value |

= et o B T —_— hads

7] WMP15,1-1 (8202:27:261) I
-] Active Fimware Version
] Alarm Fitter

.|| Backlight

-] BarCode
-[¥f|Clock_Daylights_savings
~[¥|Clock_Time Set ] [ Gk

= A 1=
1 [ 1]

5. Click the Save button .
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6. Inthe open Time Form window indicate the time, when the template will be available for the user with
Assembler role and the time, when the template will expire.

(# Time Form — O x
Activate T 24/05/2018 13:37
B4 Speciy 4 May 2023 ¢
15/05/20 231337 @~ —%. Mon Tue Wed Thu Fri Sat  Sun
W 1 2 3 4 5 6
Expire Time 7 8 g 10 11 12 13
14 15 1% 17 18 19 20
L Specly A 2 B[] s 6 27
15/05/202313:37 28 29 30 AN 1 2 3
4 5 6 7 8 9 10
[ Today: 24/05/2023
OK Cancel Y

Note that if both Specify check boxes are cleared, then the template will be activated immediately and its
‘lifetime’ will not be limited.

7. The configuration will be saved in the CfgTemplates subfolder in the folder where you installed the
COSEM software.

Note that only users with Administrator role can create and remove templates.

7.5.2 Use Configuration Template

Before you start to use Device Config plugin, make sure it is activated properly.

1. Go to Tools > Device Config.

2. From the drop-down list in Template field select previously created configuration and click Set to activate
it. The settings will be applied immediately after template activation.

=

,f7 Device Config Lite (SafeParameterizationMode=Auto) E'@

Template [Cnmmands_SMS_ﬁu:tivetar’rﬁ plan Send 31/03/2023 16:12:19 Received Don't send

EI-- WMP15.1-1 (8302:27:267) I Value |
-] MessageCode =- Day profile table passive

-1 day profile

-2 day profile

s e
i b
3 3
(=] (=]
[1 O

3. Goto Tools > Device Config.

4. Select parameters, specified in the template, and click Get.

5. Verify that new settings are applied.

7.6 Manage Valve
The valve has states below: connected or disconnected.

The valve features the following operation modes:
e Remote — disconnection/reconnection by using remote (external) communication command.
For example: over Bluetooth;

e Local —internal disconnection/reconnection by a function of the meter.

For example: valve may be switched off, if a predefined burst is exceeded.
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See Technical description for Flow control valve for more details about ADDAX meters valve operation.

Valve management includes the following steps:

1. Setting of valve operation mode.

See section 7.6.1. Set Valve Control Mode.

2. Remote valve disconnection/reconnection by command.

See section 7.6.2. Disconnect Valve and section 7.6.3. Reconnect Valve.

3. Analysis of the current state of valve.

e  Getting current physical valve state.

e  Getting current logical valve state.

See section 7.6.4. View Current State of Valve.

4. Viewing Disconnect Control Event Log.

See section 9. Event Monitoring.

7.6.1 Set Valve Control Mode
To set valve control mode use Valve setting.

1. Goto Tools > Device Config > Valve.

i Device Config [E=R(EoR (==
| Corfig Histony
Send 19.04 2023 8:15:48 | Received |View emor
Template ~| = Valve, parameters | Walue |
70:8-0:96.3.10°255:2 Valve: Cutput. ]
Fiter | Connected
- [JvalveEventLog Disconnection_RemaoteManual Local__|
[Jvalvelnfo Disconnection_Remotelocal__Reconnectio
CharaeEmerasncy ActivatePassivelni Disconnection_Remotelocal__Reconnectio
~[]Charge WIEFEEFC*,_-HCﬂ.l:tB B55IVE mit Disconnection_Remotelocal _Reconnectio
~[]ChargeNormal_ActivatePassivelnitCha
- []Cleartlzrms
- []GlobalKeyTransferFarFirmwarel pdatel
- [[]GlobalKeyTransferFarManagementClier
- [[]GlobalKey TransferForPaymentClient
-.[_]GlobalKey TransferFarToken
-.[_]SecurityActivateForFirmwarelpdateClie
.[]SecurityActivateForManagementClient
[ ]SecurityActivateForPaymentClient y COSEM Data Set Get
...[ 15eruriteAetivateF nrReadinalClient
< >
I

2. Inthe Control mode field select necessary control mode.

See the Technical description for Flow control valve for a detailed description of valve control modes.

3. Click Set.

7.6.2 Disconnect Valve
To disconnect the consumer using valve use ValveClose command.

1. Goto Tools > Device Config > ValveClose.
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77 Device Config =8 |EeE S
| Config | History
Send 19.04 2023 8:35:45 | Received |19.04.2023 8:35:50
Template ~| | ValveClose, parameters | Value |
----- 70:8-0:96.3.10°255:1 Valvellose Invoke_Method
Filtter |
- [ClearAlarms ~

- []GlobzlKeyTransferForFirmwareUpdatel
- []GlobalKeyTransferForManzgementClisr
-[]GlobalKey TransferForPaymentClient
..[|GlobalKeyTransferForToken

- [SecurityActivateForFirmwarel pdateClie
- [SecurityActivateForManagementClient
- [SecurityActivateF orPaymentClient

-] SecurityActivateForReadingClient

-] SecurityfctivateForToken

[ JTokenGateway_Enter

ValveClose
- [JValveOpen " Set
< > _ Executed 1 operation(s) from 1

2. Inthe opened window click Set.

3. After valve receives the command, it switches off. You may verify this by the characteristic sound.

7.6.3 Reconnect Valve
To reconnect the consumer using valve use OpenValve command.
Valve is reconnected according to control mode.

See the Technical description for Flow control valve for details about valve operation in different control modes.

1. Goto Tools > Device Config > OpenValve.
2. Inthe opened window click Set (by analogy with that, described above for valve disconnection).
See section 7.6.2. Disconnect Valve.
3. After valve receives the command, it opens on according to configured operation mode. You may verify this
by the characteristic sound.
7.6.4 View Current State of Valve
To view current state of the valve use Valve command.

If valve is disconnected, you may see the current cause of disconnection in the following way:
1. Goto Tools > Device Config > Valve.
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| Corfig Histary

Template ~| [

Send  |19.04.2023 9:48:14 |

Received |View emor

Fitter |

-.[_|TekenGateway_Token A
-[JTokenGateway_TokenDeliveryMethod
-[JTokenGateway_TokenDescription

- [JTokenGateway_TokenStatus

- [JTokenGateway_TokenTime
-[JTokenMode

- |TopUp&mount

- |ValveEvenilog

[ Walvelnfo
--[_]ChargeEmergency_ActivatePassivelnil
--[JChargeMarmal_ActivatePassivellnitCha
- [JClearilarms

TGlohalKeuTransferFarFirmearel Indatel ¥
£ >

Valve, parameters | Walue |

O
Dizconnected

[is connection_RemoteManuallo...

70:8-0:96.3.10°255:3 Valve: Control state

-8-0-96 3 1072554 Valve: Control mode

COSEM Data Set Get

2. Inthe opened window click Get.

3. In the Output state field actual physical state of the valve is displayed: selected check box for connected
state, empty check box for disconnected state.

4. In the Control state field internal (logical) state of the disconnect control object is displayed: disconnected,

connected.

5. In the Control mode field current valve operation mode is displayed.

7.7  View/Edit Settings of LoORaWAN

ADDAX meter provides communication via the LoRaWAN networking protocol.

Sections below describe some common settings, necessary for operation with it.

7.7.1

View Current Application/Network Key of LORaWAN

Use LoRaWANApplicationKey/ LoRaWANNetworkKey option to view current application/network key of

networking protocol.

1. Goto Tools > Device Config > LoRaWANApplicationKey or Tools > Device Config > LoRaWANNetworkKey.

2. Click Get.

3. Window, that opens, displays the following information:
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| Carfig Histony

Template e

Fitter |

-.[_LLSSecretForManagementClient A
-.[_]LLSSecretForReadingClient

- [JLimiterForFlowRateBurst

- [LimiterForFlowRateLeak

- [JLoRawANDiagnesticl
..[_]LoRaWWANDiagnostic2
-.[JLoRa\WANMetwarkKey
-.[LoRa\WAMReadoutScheduler
-~ [JLoRaWWANSetupl
~[[JLoRa\WANSetup2
—[LocalDateTime
~[IManufactureSpecificEventLog

. IManfactireSnerificFvent! on NataColl
£ >

Send 20,04 2023 13:56:26

Received |object_unavailable

LoRaWANApplicationKey, parameters

Set

Walue |
000 000 000 OeD..

Get

e value — current application/network key for LoRaWAN.

7.7.2

Edit Settings of LoRaWAN

Use LoRaWANSetup1 option to view/edit current settings of LoORaWAN.

1. Goto Tools > Device Config > LoORaWANSetup1.

2. Click Get.

3. Window, that opens, displays the following information:

/7 Device Config

(=] B xSl

| Config | History

Template v

Fitter |

-[JLLSSecretFarManagementClient A
-.[JLLSSecretForReadingClient
-.[JLimiterForFlowRateBurst
-.[JLimiterForFlowRateLeak
-.[_|LoRa\wANApplicationKey
-.[_]LoRa\ANDiagnostic
..[_]LoRa\WANDiagnostic?
-.[_JLoRa\ANNetworkKey
-[_JLoRa\WANReadoutScheduler
[ |LoRaWwANSetup2

[ JLocalDateTime

[ |ManufactureSpecificEventLog

T IMamdactiraSnecificFventl an NataCall
L4 >

Send  |20.04.2023 14:12:07

Received |20.04.2023 14:12:(

LoRaWwWANSetupl, parameters

| Value |

COSEM Data

Set

- 128:0-0:25.14.0°255:5 LoRaWANSetup: ADRMode
-128:0-0:25.14 0°255:6 LoRaWANSetup: RegionalFarameters
L 128:0-0:25.14.0°2585:10 LoRaWAN Setup: JoinStrategy

ELIZEE

LoRaWwand .

Get

e ADRMode —is a mechanism for optimizing data rates, airtime and energy consumption in the network,

it needs to be applied;

e RegionalParameters — frequency plan depends on regional parameters, that why it is necessary to
verify identification of LoRaWAN channel plans for a given country. In some countries, more than one

frequency plan may be used;

e JoinStrategy —meter to LoORaWAN join strategy.

4. You may use Direct readout command from the Tools menu and select the same parameters to view actual

values, if necessary.
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See section 8.1. Request Current Data.

7.7.3 Edit LoRaWANReadoutScheduler
To edit scheduler of communication over LoRaWAN, use LoRaWANReadoutScheduler command.
1. Goto Tools > Device Config > LoRaWANReadoutScheduler.

2. In Value select: value for time in seconds, maximum value is 21600 s (6 hours).

3. Click Set.
#7 Device Config E=R[EeRr==
Config History
| Send 20.04 2023 15:28:14 | Received [20.04.20
Template v | &
Fitter |
- [JLLSSecretForManagementClient s

- [JLLSSecretForReadingClient
-.[JLimiterForFlowRateBurst

[ JLimiterForFlowRateLeak
[ JLoRaWANLpplicationKey
-[JLoRawANDiagnosticl

- [JLoRaWwANDiagnostic?

- [ JLeRaWwANNetworkKey

- [JLeRaWwANSetup1

- [JLeRawANSetup?

- [JLocalDateTime

-[JManufactureSpecificEventLog COSEM Data Get
. IMani factireSnecificFvent! an NataCall ¥

s > L

7.8  View/Edit Settings of LEAK/BURST objects
ADDAX meter provides possibility to manipulate with limiters related objects such as: leak and burst.

Sections below describe some common settings, necessary for operation with they.

7.8.1 Edit Settings of Burst

Use LimiterForFlowRateBurst option to view/edit current settings of Burst.
1. Goto Tools > Device Config > LimiterForFlowRateBurst.
2. Click Get.

3. Window, that opens, displays the following information:
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/7 Device Config EI@

| Corfig | History
Send 21.04 2023 9:09:52 Received |‘u"|ew efmor | Ge
Template el bl LimiterForFlowRateBurst, parameters
Fiter | = 'I_action over threshold
i1 script logical name (000000000000
- [JLLSSecretForFirmwarelpdateClient ” i -2 script selector Nedlction
- [JLLSSecretForManagementClient (-2 action under threshald
- [JLLSSecretForReadingClient 1 script logical name Ct000000000000
i 2 script selector Nedction
[ LimiterForFlowRatelLeak - 71:0-0:17.0.125°255:6 min over threshold duration: value in seconds 0
..[JLoRa\WANApplicationKey - 7 1:0-0017.0.1257°255:7 min under threshold duration: value insecon.. 0
[ ]LoRaWANDiagnostic - 71:0-0:17.0.1297255:4 thresheld normal: other (10 ° (-3) other) 0
-[_]LeRaWANDiagnostic2
[ JLeRaWANNetworkKey
-[LeRaWANReadoutScheduler
[ JLeRa\WANSetup1
- [JLeRaWANSetup2
~[LocalDateTime COSEM Data Set Get
. IManmfactireSnecificFuant] on s
£ >
. 1

e Action: over threshold and under threshold — usually ,Burst” situations require higher Threshold and
lower Duration over/under Threshold in order to avoid dramatical damages. Different variants of
actions you can see further:

Send | Received | | (N

LimiterForFlowRateBurst, parameters | Walue |
=~ 71:0-0:17 0.1257255:11 actions: scripts
-1 action over threshold
i L1 script logical name (he00OD0DD0D0OC
R  script selector

-2 action under threshold i
1 script logical name - '
.2 script selector
e T10-0:17.0.1257255:6 min over threshold duration: value in seconds ?Eﬂ Burst Em_SwitchOf
T 10-0:17.0.1257255:7 min under threshold duration: value insecon.. 0
- 10017 01257255 4 threshold normal: other (10 © (-3) other) 0

LimiterForFlowRateBurst, parameters Walue
=-71:0-0:17.0.1297255:11 actions: scripts
E|1 action over threshold
. .-1script logical name (k000000000000
: ... 2 script selector Modction
-2 action under threshold
'I scrpt logical name

2 script selector
- T 1:0-0:17.0.129°255:6 min over threshold duration: value in seconds
. 71:0-0:17.0.129°255.7 min under threshold duration: value in seco.. |
- 7 1:0-0:17.0.125°255:4 threshold normal: ather (10 © (-3) other) 0

e Min over threshold duration, value in seconds — represents time interval for flowrate exceeding the
Burst threshold after which a "Burst On" event is registered;

e Min under threshold duration, value in seconds — represents time interval for flowrate under the Burst
threshold after which a "Burst Off" event is registered, while "Burst On" event has been already
detected and registered previously;

e Threshold normal — threshold for Burst event which represents Limiter for Flowrate (liters/hour).
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7.8.2 Edit Settings of Leak
Use LimiterForFlowRateLeak option to view/edit current settings of Leak.
4. Go to Tools > Device Config > LimiterForFlowRateLeak.
5. Click Get.

6. Window, that opens, displays the following information:

#7 Device Config [= ][ &[]
Config | History
‘TEITIDHE ~| |E & LimiterForFlowRateLeak, parameters | Value |

=1-71:0-0:17.0.1287255:11 actions: scripts
i -1 action over threshold
-1 script logical name (000000000000
.2 acript selectar Modction
[=)- 2 action under threshold
-1 script logical name (000000000000
.2 acript selectar Modction
71:0-0:17.0.128°255:6 min over threshold duration: value in seconds 0
; 0-0:17.0.128°255:7 min under threshold duration: value inseco.. 0
i 71:0-0:17.0.128°255:4 threshold normal: other (10~ (-3) other) o

‘ Filter |

- [JFriendlyTimesPassive_Main ~
[CJFriendly TimesSpecDaysictive

-[[JFriendlyTimesSpecDaysFassive

~[intervalPrefile1

[ JIntervalProfile2

~[[JLLSSecretForCurrentClient

-~ [[JLLSSecretForFirmwarelpdateClient

[ JLLSSecretForManagementClient

-~ [[JLLSSecretForReadingClient

- [JLimiterForFlowRateBurst
[CJLeRawWANApplicationkey

- [[JLoRzWANDiagnostic

. aRaWANisonastic? ¥

£ 2

Set Get

e Action: over threshold and under threshold — usually ,Leak” situations require lower Threshold and
higher Duration over/under Threshold in order to avoid “false” alarms due to water consumption
specifics. Different variants of actions you can see further:

Send Received | | (M

LimiterForFlowRateleak, parameters | Walue |
=-71:0-0:17.0.1287255:11 actions: scripts
EI'I action over threshold
. 1.1 script logical name 00000000000

OB = cript selector
-2 action under threshold e e
'I script logical name '
(.2 script selector
- 7 1:0-0:17.0.1287255:6 min over threshold duration: value in seconds ?EtLeakE'T SwitchO
A 10-0:17.0.1287255:7 min under threshold duration: value inseco.. 0
e 7 1:0-0:17.0.1287255:4 threshold normal: ather (10 ° (-3) other) 0

e  Min over threshold duration, value in seconds — Represents time interval for flowrate exceeding the
Leak threshold after which a "Leak On" event is registered;

Send | Received | | (Mt

LimiterForFlowRatelesk, parameters | Walue |

- 71:0-0:17.0.1287255:11 actions: scripts
E|'I action over threshold
; 'I script logical name Che0O0000000000
: ‘... 2 script selector Modction
=2 action under threshold
'I script logical name

B = cript selector
v 71:0-0:17.0.1287255:6 min over threshold duration: value in seconds
- 71:0-0:17.0.128"255:7 min under threshold duration: value inseco. |
e 71:0-0:17.0.1287255:4 threshold normal: ather (10 * (-3) ather) 0
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e Min under threshold duration, value in seconds — Represents time interval for flowrate under the Leak
threshold after which a "Leak Off" event is registered, while "Leak On" event has been already detected

and registered previously;

e Threshold normal — threshold for Leak event which represents Limiter for Flowrate (liters/hour).
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8. Current Data Reading
COSEM Client provides Direct readout plugin for current data reading and managing respective reports.

For example: you may export a file with the current data in the *.x/s or *.pdf formats or print the report itself.

8.1 Request Current Data

Direct readout command gives possibility to read meter actual data. Periodicity of data request may be configured
from 1 second up to 30 minutes. COSEM Client may request a single parameter or a group of parameters with the
periodicity set.

1. Run Cosem Client > Tools > Direct Readout.

. CosemClient = 0 X
File  View | Tools | Window  Help
Connectpanel | [§ Data Notifications A
Transport @ ReadoutFile
BLE /7 Device Config  Ctrl+R
Deviceld | @ Direct Readout 13943
(24 Profile Reader
@ Test console
@ Time synchronization
,Fonneded

2. In the open CosemClient — [Device Readout] window in Request period field select periodicity of data
request (instantly or up to 30 minutes).

&% Direct readout EI@
Request pened:  D0:00:05 =l = X
E ~ ~ ~ ~ ~ | Cick hereto s... ~
1 Io: Avalable vales: oBIS fo ) E:ﬁ;‘;ad OBIS Value Time Eror
e e Bl e 100057z [r2ssmo ooem
5 | Device D2 10036112552 4| Clock 8001 0.0°25. | 2023.04.04(2) 0404 2023 12:
o | Device D3 10096127552 (¥ |COSEM Logcal.. | 1:0-04200°2. |[ADX00002512.. |04.04.202312
4 | Davice 1D 4 1:040:96.1.3°255:2
ﬂ Active Frmware Versior 1:8-0:0.20°255:2
o} | ActveFirnSignature 1 1:840:0 2 82552
[ | ActiveFimSgnature2 1:8-1:028°255:2
[f | Valve SesialNumber 1:8-0:96.61.1°255:2
o | Valvekiey T:8-0:36.61.2°258:2
f | ValveType 1:80:96.61.3°258:2
| Valve Fimware Versicn 1:80:96.61.4°265:2
it | Gistec 1-80-G8 10 M PR6-7 L

3. In the left navigation window list of Available values opens. Different COSEM objects are marked with the
symbols of different colours:
e blue —register
e green —extended register
o red —clock
e  khaki —data.

4. To view current data for a value, drag-n-drop it to the right window or double-click it. To remove a
parameter from this table, drag-n-drop it to the left window or double-click it.

5. In the right window table with current data for selected parameters will be displayed. Data may be high
lightened with different colours:

e black — actual data (data was requested according to Request period, but remained the same)
o blue —changed data (data was requested according to Request period and was updated)
e red —error.
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6. Additional info can be viewed for the certain values (Alarm Filter, AMRProfileStatusForintervalProfilel,
AMRProfileStatusForintervalProfile2, States) selected from the Available values: list. For this click one of

the certain value in the right list and then click the Flag button 1
¥ Infe - | .4

EmorObject = 8336 (1205/:202311:34.35 -

Flow rate and volume values can be displayed in base measuring units (m3/h, |).
To change the measuring unit type, configure PlgCfg as follows:

1. Launch PlgCfq file from the folder you installed COSEM software.

2. Click Show Config....

3. Open Test & Presentation folder.

4

From the opened tree select Direct Readout.

»
) Test & Prezentation Al By
[ ADDAX Local Pott v.7 -
] ADDAX WM-BUS a gwﬂcen
O ADDAX-DLMS e 1
B AsoData Reader Al
Device Request Mans Al
Drect Readout A1
[ DLMS Temnal A1
) Evert Notfications - 81
O FSK-132 transpent o e
O 1EC 620546 CSD v Nadlog¥itintons ¢
O 1EC 6205645 Drect v RequestFlegeter Nidut Audo
[ 1EC 6205646 TCP tra s
O 1EC 6205646 transpor L ®
O 1EC46 transport Optc 8 Prefix o=
O IEC47 tranapont GPR Ko %
O 1EC620%-57 tranapo AlSase '
O LV Transpert e
[0 Meter comnection chec 2 L ——
O Meter nstalation Chec i Base
O PLCPRIME vanspot R Base
0 PLCVT transpot ActiveEnergy Predix
Profie Reader
[~ - RPN '
< >
Save Close

5. In the right-hand window select needed parameter and set the measuring units (Base or Kilo) using drop-
down arrow.

6. Save the configuration and exit PlgCfg.

7. Now you can launch COSEM Client and read the parameters in selected format.

8.2 Export Reports on Current Data

1. Repeat steps 1-4 from the section 8.1 Request Current Data.

-
2. Inthe upper left corner of the table with the data click J and select Report.
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'lE“‘_:r:‘ out
- Request period: 00:00:05 - 1 ‘
#[ 1 ] Floshswsn. | ]
Wl )| Selected Value Time Error
Auto resize columns » 1317.... ?28/03/2013 o2 ' .
Columns » Imp)->0CT... fza/omoza 17
Quicksearch Ctrlsf 87 |28/03/202317...
|5 Report Ctrl+P J}J 28/03/2023 17...
Save to CSV... 128/03/202317....
T TRemObe 10 128/03/2023 17-... -
[ L1 | [ [ 1

3. A window opens with the standard commands for report export and printing:

E W 41 ofl1 ) M|« OF | SD - 100% .
Excel
[y Acrobat PDF) file |
# ‘Selected values: value Time
1 8 Clock 28/03/2023 17:49:12 28/03/2023 -
2 1 ActiveTOU [ExpImp] -> 28/03/2023 -
OCTET_STRING:
0x457870496D70
. ﬂ.-print;

I
. - print layout;
. .Ql - page setup;

. E - export.

4. Click necessary file format and indicate the path to export it on the local computer or a computer from the
local network.
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9. Event Monitoring

Event logs contain all the events generated by the meter itself or by its environment. Every event has a unique code
to identify the action, which has triggered it. Every event is assigned to one event log (event filter) and is only stored
there.

ADDAX water meters support session mode of events messaging.

e session mode — events are registered in the proper Event Log and can be viewed by requesting the proper
profile. To view events from the event logs Profile Reader plugin is provided within the COSEM Client
application.

See section 9.1. View Data on Events in Session Mode.

In the context of this document support of session mode may be demonstrated using COSEM Client as the Master
Station and by establishing communication with meter over Bluetooth channel (using Bluetooth Adapter).

See section 2.1. Communication via Bluetooth Nano USB Adapter (Bluetooth Adapter).

To view reports on events specified filters should be set first and relevant mode of events messaging should be
selected.

For more details about ADDAX meter events handling, see References 1.

The timing of sending critical alarm messages depends on the communication channels and settings used.

For example:
e communication channel BLE — by request.
e communication channel LoRaWAN — immediately.
e communication channel wM-Bus — every 20 seconds (session by schedule).
e communication channel NB-loT —every 60 seconds.

9.1 View Data on Events in Session Mode

COSEM Client provides Profile Reader plugin for event logs and event profile monitoring in session mode and
managing respective reports.

For example: you may export a file with the event log in the *.x/s or *.pdf formats or print the report itself.

1. Run Tools > Profile Reader.

CosemClient = O X
File  View | Tools | Window  Help
Connectpanel | [§ Data Notifications =
Transport [£3 ReadoutFile
BLE ’,,7 Device Config  Ctrl+R
Deviceld | ¢ Direct Readout 13943
t29  Profile Reader
[ Test console
@ Time synchronization
LConnected

2. Profile Reader window opens. It displays list of all meter profiles, including event logs and event profile in
the left part.

See section 7.4. Manage Events and Alarms for description of the event logs.

3. Click necessary profile. Wait until request process completes and event log removes its Working status.
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Export CSV Export TAT Data for Profile: [7:8-0:99.98.0°255] StandardEvertLog ,
Available Profiles: Period of Time  Entry Descrip Range Descrip Index A i Index D
[7:8-0:98.1.0°255] BillingProfile 1 From: Presets:
[7:8-0:99.98.0°255] StandardEventLog 01 November 2024 00:00/ Last Full Marnth v
[7:8-0:99.98.2"255] ValveEventLog To:
[7:8-0:39.38 4°255] FimwareEventLog 30 November 2024 23:59F Start Loading

[7:8-0:99.98.7°255] CommunicationEventLog
[7:8-0:95.58.11°255] SecurityEventLog
[7:8-0:95.98.14°255] Manufacture SpecificEv... ﬁ || |v " | M |

[7:8-0:99.1.0°255] Interval Profile 1 . [1:8-0:96.11.0°258]
[7:8-0:99.2.0°255] Interval Profile2 M [8:0:0:1.0.0°255] Clock CodeEventFor5tandardEventLog
[7:0-0:95.98.13°255] PaymentEventLog » RestartHostMC )

RestartHostMCL (54)
RestartHostMCL (54)

4/21/2026 1.57:47 PM
4/21/2026 2:06:57 PM

4. The right part of the window displays the last 3 events from the requested event log. Event data contains
timestamp and description of the event itself and its code. Additionally, other meter parameters may be
displayed in the report, if they were selected previously to be captured on respective event.

See section 7.4.1. Select Registers to Be Captured on Events.

5. Use Period of Time tab if it is necessary to read data from a list of predefined time presets.
For example: Last Full Month or Last Full Week.
In the Presets field select necessary time interval or enter a period within 2 dates in the From and To fields.

Click Start Loading.

Export CSV Export TAT Data for Profile: [7:6-0:99.98.0°255] StandardEvertlLog
Available Profiles: Period of Time  Entry Descrip Range Descrip Index A i Index D
[7-8-0:98.1.0°255] BilingProfile 1 From: Presets:
[7:8-0:99.98.0°255] StandardEventlLog 01 November 2024 00:00/ Last Full Morth ~
[7:8-0:99.58 2" 255] ValveEventLog To:
[7:8-0:99.38 4°255] FimwareEventLog 30 November 2024 23:59F Start Loading
[7:8-0:95.98 .7 255] CommunicationEventLog
[7:8-0:99.98.11°255] SecurtyEventLog
[7:8-0:55.58.14°255] Manufacture SpecificEwv ... wr || |Y " | T |
[7:8-0:99.1.0°255] Interval Profile 1 . [1:8-0:96.11.0°255]
[7:8-0:99.2.0°255] IntervalProfile2 L # (8:0-0:1.0.0°253] Clock CodeEvertForStandardEventLog
[7:0-0:99.98.13°255] PaymentEventLog »
2 4/21/2026 1:57-47 PM RestartHostMCU (54)
3 4/21/2026 2:06:57 PM RestartHostMCU (54}

6. Use Entry Descriptor bookmark if it is necessary to change default number and type of event entries to
display.

In the From Entry and To Entry fields change entries numbers and/or in From Column and To Column fields
select necessary columns.

Click Entry Descriptor. Or select Load all and click Start Loading to load the full list of events.

Profile Reader x

[7:8-0:55.2.0°255] Interval Profile2
[7:0-0:99.98.13°255] PaymentEventLog

Export CSV Export TXT Data for Profile: [7:8-0:99.98.0°255] StandardEventLog ,
Available Profiles: Period of Time  Entry Descriptor  Range Descriptor  Index Ascending  Index Descending
[7:8-0:98.1.0°255] BilingProfile 1 From Ertry From Column |0 [~]
[7:8-0:99.58.0°255] StandardEventLog
[7-8-0:99.98.2"255] ValveEventLog ToEmry  [30 | ToCoum o -]
[7:8-0:99.98.4°255] FimwarzEventLog -
[7:8-0:59.98.7°255] Communication Event L L Load Al
[7:8-0:59.98.11°255] SecurtyEventLog
[7:8-0:55.58.14°255] Manufacture Specifick i || | e " | hd |
[7:8-0:95.1.0°255] Interval Profile 1 AL .. [1:8-0:96.11.0°255]
il B [8:0-0:1.0.0°255] Clock CodeEvent ForStandardEventLog
3

AlamCleared (20)

05.12.2024 14:45:1
05.12.2024 15:05:44

AlammCleared (20)
AlammCleared (20)
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7. Use Range Descriptor bookmark, if necessary, to sort events by time and type. In its left part indicate time
interval to display events, and/or in Columns field enter columns to display.

Profile Reader *

Export C5V  Export TXT

Available Profiles:

[7:8-0:98.1.0"255] BillingProfile1
[7:8-0:99.98.0°255] StandardEventLog
[7:840:99.98.2°255] ValveEventLog
[7:8-0:99.98 4°255] Fimware EventLog
[7:8-0:99.98.7°255] CommunicationEventLs
[7-8-0:99.58.11°255] SecurtyEventLog
[7-8-0:99.58.14"255] Manufacture Specific

Period of Time

2024-12-1209:24:56 [#{| (] DS Columns:
20241212 09:24:56 (| (] DLS

Data for Profile: [7:8-0:99.98.0°255] StandardEventLog |

Range Descriptor  Index Ascending  Index Descending

[ Clock
[] CeodeEventFarStandardEver

Entry Descriptor

Restricting by Clock

[7:8-0:59.1.0°255] IntervalProfile 1
[7:8-0:59.2.0°255] IntervalProfile2
[7:0-0:59.58.13"255] Payment EventLog

i
aE:
b

|| -]
(50:1.00°25] Clock CodeEventForstandardEvertlog
AMarmCleare
2 05.12.2024 14:45:1 AlamCleared (20)
3 05.12.2024 15:05:44 AamCleared (20)

8. Use Index Ascending or Index Descending tabs if it is necessary to get all data stored in meter event log

profiles.

Select Load All and click Index Ascending or Index Descending for this.

Use filters From index or Entries count to get specified range of entries.

Profile Reader XX

Export C5V  Export TXT

Awvailable Profiles:

[7:8-0:58.1.0°285] BilingProfile 1
[7:8-0:95.98.0°255] StandardEventLog
[7:8-0:95.58.2°255] ValveEventLog
[7:8-0:95.58.4°255] Fimware EventLog
[7-8-0:55.98. 7" 255] Communication Event Ly
[7:8-0:99.58.11°255] SecurtyEventLog
[7-8-0:55.98 14" 255] Manufacture Specifick
[7:8-0:59.1.0°255] IntervalProfile 1
[7:8-0:99.2.0°255] IntervalProfile2
[7-:0-0:55.58.13°255] Payment EventLog

Data for Profile: [7:8-0:99.98.0°255) StandardEventLog
Period of Time  Entry Descriptor Index Ascending

From index: l:l
Entries count: l:l {max 255)

Range Descriptor Index Descending

Corfig ID: [ ]
Index for last retumed entry: I:I
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9.2 Export Reports on Events

Order to export reports on events includes standard operations for file export.

1. Repeat steps from the section 9.1. View Data on Events in Session Mode.

2. Follow operations, described in steps 2-4 section 8.2 Export Reports on Current Data.
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10. Interval Data Request

COSEM Client provides Profile Reader plugin for interval data requesting and managing respective reports.

For example: you may export a file with the interval data in the *.xIs or *.pdf formats or print the report itself.

10.1 Request Interval Data
Use Profile Reader command to request interval data from respective interval profiles, to which meter is subscribed.

See section 7.3.1. Set Interval and Billing Profiles.

1. Run Tools > Profile Reader.

l CosemClient = 0 >
File View | Tools | Window  Help
Connectpanel | [§ Data Notifications &
Transport @ ReadoutFile
BLE /7 Device Config  Ctrl+R
Deviceld | @ Direct Readout 13943
t24  Profile Reader
@ Test console
@ Tirme synchronization
_Fonneded

2. Profile Reader window opens. It displays list of all meter interval profiles in the left part.

3. Click the profile to get its interval data. Wait until request process completes and profile changes its
Working status.

4. The right part of the window displays the last 3 interval data from the requested profile with a timestamp.

5. Use Period of Time, Entry Descriptor, Range Descriptor, Index Ascending and/or Index Descending tabs
for easy view of interval data.

See section 9.1. View Data on Events in Session Mode.

121 Profile Reader EI@
Export CSV Export TXT Data for Profile: [7:3-0:99.98.0°255] StandardEvertLog
Available Profiles: Period of Time ~ Entry Descriptor  Range Descriptor  |ndex Ascending  Index Descending
[7:8-0:98.1.0°255] BilingProfile1 2023-04-20 12:16:01 k2] [J DLs  Columns: |[] Clock
[7:8-0:55.98.0°255] StandardEventLog [] CodeEventForStandardEve

[7:8-0:99.98.2°255] ValveEventLog 2023-04-20 12:16:01 || [] DLS

[7:8-0:99.98.4°255] FimwareEventLog

[7:80:99.98.7°255] CommunicationEvertLog FEEL
[7:8-0:559.98.11*255] SecurityEventLog

[7:8-0:99.98.14°255] ManufactureSpeciicEv... hd M
[7:8-0:99.1.0°255] IntervalProfile 1 N e [1:2-0:96.11.0°255]
[7:8-0:99.2.0°255] IntervalProfie2 (00100255 Clock  Coe EventForStandardEvert
[7:0-0:55.98.13"255] Start StopEventLog 20.04.2023 10:11:06 ClockChanged (22)

20.04.2023 10:10:41 ClockChanged (22)
3 20.04.2023 10:11:18 ClockChanged (22)

10.2 Export Reports on Interval Data
Order to export reports on interval profiles includes standard operations for file export.

1. Repeat steps 1-4 from the section 10.1 Request Interval Data.

2. Follow the operations, described in the steps 2-4 from the section 8.2 Export Reports on Current Data.
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11. Read and Save Data on Meter Profiles and Configuration

ReadoutFile module gives possibility to retrieve the meter data on events, profiles and configuration, as selected.
Obtained data is automatically saved in the default or specified file in a specified format.

11.1. Toread the data

1. Run Cosem Client > Tools > ReadoutfFile.

. CosemClient = 0 *
File  View | Tools | Window  Help
Connectpanel | [ Data Notifications =
Transport % ReadoutFile
BLE # Device Config Ctrl+R
Deviceld | @ Direct Readout 43943
t29  Profile Reader
@ Test console
{3  Time synchronization

_ponneded

2. Select the data type to be requested from the (Default) drop-down list:

F1 CosemClient

File View Tools Window Help

¢ | [ ReadoutFile x

Connect panel &
Transport
BLE
= x
Devicsld 251220 — E=E BB &0

[Default] ~ | | XML ~ Start
Corfigs
Full
Profiles

Max APDU size: BA Ao (115 =

Device type: WMP15.1-1 Select
Device Info: ADX0000251220
Association support Enabled (S50} ~

ManagementClient {1

Low

Select the data file format from the XML drop-down list.

Click Start, to start report retrieval.

vk W

In the open window enter the file name and indicate the place on the PC, the data file to be saved. Click Start
to launch the data requesting process or click Cancel, to cancel the process.

6. If Start was clicked in the previous step, then the process will be launched. To cancel already started process
, click Cancel.

Depending on the result of the data retrieval process, the following text messages are displayed in the field of the
ReadoutFile window to inform a user:

. User cancelled — if in the step 6, Cancel was clicked.

. Finished — if report exporting was finished with success.

. Disconnected — if after clicking Save in the step 6, the connection was interrupted.
Each data file type contains DLMS/COSEM descriptions of requested data (class_id, logical name, attribute_id) and
responses received from meter.

The structure of the exported XML, CSV and TXT files is described below:
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11.2. XML structure
Note that the full XML file structure is described by XML schema defined in the P3.2.xsd file.

Following important XML tags are described below:

e MeterAccess - Root tag

e MeterReferencelist / MeterReference - LDN of requested meter
e CosemAccessList — contains a list of CosemAccess elements

v' CosemAccess - CosemAccess elements provide generic access to DLMS/COSEM services in the meters.
With CosemAccessDescriptor the required service is defined and CosemAccessResult provides the
results of the service invocation (see below).

= CosemAccessDescriptor / GetAccessDescriptor - DLMS/COSEM service GET is supported with
GetAccessDescriptor. CosemAttributeDescriptor is used to define attributes (classld, Instanceld and
attributeld) of the COSEM object instance that is accessed.

= CosemAccessResult — CosemAccessResult contains the MeterID (LDN of the meter) and Activated
(timestamp of received result from the meter) attributes, and provides results of the service
invocation. Each activation of CosemAccess provides a separate result.

o GetAccessResult / Data - Contains XML formatted DLMS/COSEM result, received from the
meter. The OwmnbKa! UcTOUHUK ccbinKu He HaiiaeH. file contains description for all
DLMS/COSEM data types

o GetAccessResult / DataAccessResult - If meter responds with an error instead of results, this
tag will contain DLMS/COSEM access result codes. Full list of result codes can be found in “9.5
Abstract syntax of ACSE and COSEM APDUs” section of “Green Book” document).

11.3. CSV structure

First three lines contains following information:

e Meter - meter identifier (for example, barcode)
e LDN - meter LDN
e Type - meter type

After that the file contains a table with results having the following columns:

e Attribute - Defines attributes of the COSEM object instance that is accessed in format
class_id:logical_name:attribute_id
e Time - Timestamp of received result from the meter
e Result -Success or error description.
Note that in case of error, the Hex and Value columns are empty
e Hex - The DLMS/COSEM meter result encoded in A-XDR and formatted as hex bytes
e Value - The DLMS/COSEM meter result showed in readable format

11.4. TXT structure

First three lines contains following information:

e Meter - identifier (for example, barcode)
e LDN - meter LDN
e Type - meter type

After that the file contains DLMS/COSEM meter results in human readable format. Each result contains
several lines:

e Attribute - attribute of the COSEM object instance that is accessed in format
class_id:logical_name:attribute_id

e Time - Timestamp of received result from the meter

e Value - The DLMS/COSEM meter result showed in readable format or error description

e New line separator
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12. Prepare ADR Water Meters for Interaction over NB-loT Channel

This section contains a description of how to work with the plugins:
e BLE Transport,
e IP Profile,

e Data Notification.
12.1 Configure Specific Local Client Parameters

12.1.1 Establish Local Connection to Meter over BLE Channel
Using the BLE transport plug-in, perform the following steps:

1. Select the BLE transport.
2. Set the meter serial address in the Deviceld field.
3. Select the Client ID: Management (1).
4, Select the Level: 1.ow.
5. If security is enabled:
* Setlevelto High.
*  Set Security Policy to AuthenticatedEncryption.
*  Enter the corresponding keys.
6. Press the Connect button.
Connect panel ) Connect panel 3
Transport Transport
BLE ~ BLE
Deviceld 293943 Deviceld 293943
Max APDL size: B8 Ao (256 = Max APDU size: B o (256 =
Device type: ADR15.1-1 (Manual) Device type: ADR15.1-1 (Manual) Select
Device Info Device Info: ADX0000293343
Association support: Enabled (S50) v Association support: Enabled (S50) ~
Client 1D Management (1) e Management (1)
Level Low ~ Low
SecurityPolicy Motimposed ~ Notimposed
] Password
GlobalUnicastKey
AuthenticationKey
Connect B Auto reconnect Disconnect B Auto reconnect
9:13:52 Passport received
9:13:53 Unknown device Wa
e
¥ Sent - 0. Recv - 0, Timeout - 0, Queus -0 ¥| Sent - 0, Recv - 0, Timeout - 0, Gueue - 0
7. Open the “Device Config” plug-in.
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. CosemClient = O X
File  View | Tools | Window  Help
Connectpanel | [§ Data Notifications =
Transpot |55 ReadoutFile
BLE & Device Config Ctrl+R
Deviceld | o Direct Readout 13943
(%4 Profile Reader
@ Test console
{3 Time synchronization
Connected
12.1.2 Set local time zone and synchronizing time

Configure the local time zone via the ClockTime object: set the time zone using 8: 0-0:1.0.0255: 3, set the
current time using 8:0-0:1.0.0.255:2.

Config
Send Received (MONE REQUEST)
Template | V| Clock_Time, parameters | Value |
8:0-0:1.0.0°255:2 Clock Time 2026 man 08 09:19.09
Fiter ock Time zone: minutes -32768 =
ki)

0-0:0.9.11°255:2 Clock TimeShiftLimit: time_second {second(s))

=-EJADR15.1-1 (8306:1:7)

.[JAuthenticationh ismNameForCurr:
[ AuthenticationMechanismNameForlnsta
.[_JAwthenticationMechanismNameForManz

--[_JCF150_DailyReport
--[_JCF151_BillingProfile
-[JCF152_AlarmInstallationFrame
..[_JCommunicationMonitor
..[_JLoadProfile1Recordinglnterval

.[JMetrclegical Events Logbook
.[JMedemDeactivation Get

Time synchronization can be performed using the "Time Synchronization" plug-in.

12.1.3 Configure APN
Configure the APN using the appropriate operator profile via the GPRSModemSetup object:

45:0-0:25.4.0*%255:2

. Attribute type: octet-string
. Maximum length: 30 symbols
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III Config |
Send Received (NONE REQUEST)
Template | > | = GPRSModemSetup, parameters Value
= 45:0-0 PN B 000 0500 000 000 000 00
Fiter : 45:0-0:25.4.07255:3 PIN code: 0
[=)-45:0-0:25.4.0°255:4 Quality of service: GPRSMedemSetup
=-E@ADR15.1-1 (8306:1:7) E|1 default
-[JAuthenticationMechanismMNameForCurr i i1 precedence (i}
[JAuthenticationMechanismNameForinsta -2 delay 0
-.[JAuthenticationMechanismNameForManz -3 reliability 0
- [JCF150_DailyReport .4 peak throughput 0
-[JJCF151_BillingProfile . -5 mean throughput 0
-[JCF152_AlarmInstallationFrame [=-2 requested
- (JClock_Time -1 precedence 0
.[JJCommunicationMonitor -2 delay 0
-[[JCustomerSerialNumber -3 reliability ]
[ JDailyLoadProfile -4 peak throughput 0
.[_JDailyPeakFlowRateProfile -5 mean throughput 0
[ JDevice 1D 2
[ JDevice ID 4 Octet String Editor - o
.[_JEndOfMenthlyBillingScheduler -
- [CJFirmwareVersions Binary  Sting
(<00 (00 (00 300 (00 300 (<00 (<00 Bx00
-[JIECOpticalPortSetup
-.[JIECOpticalFortSetupFass
-[JIPSource Cancel
- [)IPvd_Setup
-.[JLoadProfile1Recordinglnterval
-.[_Metrological EventsLogbook
COSEM Data Set Get

[ JMedemDeactivation

12.1.4

Configure Data Notification Destination Address

Configure the address for sending Data Notifications via the PushSetupIntervall object:

40:0-1:

25.9.0%255:3

Set the SendDestinationAndMethod attribute as follows:

1. Set TransportService to UDP.

2. Set Destination in the format I1pv4:port, (forexample: 195.22.245.222:4060).

3. Set Message to AxdrEncodedApdu.

III Config |
Send Received (NONE REQUEST)
Template | «| & PushSetuplnterval |, parameters Value |
- 40:0-1:25.9.0°255:2 push objects: <>
Filter i FushSetuplntery: -
1 TransportService UDP

[_JObjectListForManagementisscciation 2 Destination 195.22.245.222:4060
.[JObjectListForPublicAssociation 3 Message AxdrEncodedApdu
[JPPPSetup 40:0-1:25.9.0°255:4 communication window: <Add=
W . PushSetuplnterval 1 40:0-1:25.9.0°255:5 randemisation start interval (sec): 0
[ _JPushSstuplnterval2 40:0-1:25.9.07255:6 number of retries: 0
.[JPushSetuplnterval3 40:0-1:25.9.0°255:7 repetition delay (sec): 0
[JPushSetuplntervald [=-22:0-1:15.0.4"255:4 Execution time: <Add>=
-[_]SAPAssignment (-1 execution time and date
-] SecuritySetupForFirmwarsUpdateClient i1 time 09:18:50
-.[_JSecuritySetupForManagementClient 2026.05.08(5)
.. _JPushScriptTable
-[JPushSstupinterval1_Push
-[JPushSstupinterval2_Push
-.[_JPushSetuplnterval3_Push
[ _JPushSetupintervald_Push
- [[)SecuritybctivateForFirmwareUpdateClie

-.[JSecuritylctivateForManagementClient

12,15

Configure NB-loT Specific Parameters

Configure the NB-loT specific parameters via the NBIoTSetup object:

1:0-0:96.63.17*%255:2
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PLMN_setting:

Other parameters:
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Value

0 (any) or a specific operator PLMN (range 0-20201)

Leave default values

|NenMetrological EventsLogbook

]
[}
a
=4
&€
&
=
ol
5
o
T
-
Q
]
3
z
o
@
=
o
o
I}
a
-

-.[_|GlobalKey TransferForManagementClier
|Global Script
NBloTExecuteATCommand
..[_|MBloTStartSignal Generation

| Config
Send Received (NONE REQUEST)
Tendkl e | NBloTSetup, parameters Value |
=-1:0-0:96.63.17°255:2 NBloT Setup: value
[ 1 PLMMN_setting =

Fiter -2 FDF

. JMonthlyBillingProfile -3 EARFCN 0

- [JNBloTCurrentParameters -4 eDRX_cycle_length

.[[JNBloTModeSetup 513412 i)

---- - NBloTSetup 61 3324 i)

..[_JNBleTTimeouts T PTW

.8 energy_strategy

T

12.2 Prepare Server Side for Receiving Data Notifications over NB-loT Channel

12.2.1 Connect to the Meter via NB-loT
Start the COSEM Client application on the server whose address was configured (see step: 12.1.4 Configure Data

Notification Destination Address).

Perform the following steps to connect to the meter via NB-loT:

1. Select the IP Profile (IEC-62056-9-7) transport.

*  Select the protocol type: UDP.

* SetModeto Listener.

*  Set RemotelpAddress to the meter address.
Select the Client ID: Management (1)-
Select the Level: 1.ow.

If security is enabled:

5. Press the Connect button and wait for a packet from the meter.

Set Level to High.

Set Security Policy to AuthenticatedEncryption.
Enter the corresponding keys.

Once received, COSEM Client will start the AA (Application Association) opening procedure.
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Transport

IP Profile (IEC-62056-9-7)

Protocal Type UDP
Listener
RemotelpAddress 127.0.0.1
RemotePort 4060

LocallpAddress 127.0.01
LocalPort 4059
Request TimeoutSec |5
InactivityPeriod 00:03:00

Device Serial Filter
DesitniationWFort 1

Max APDU size: @ Ao |256 =
Device type: ADR15.1-1 (Manual) Select
Device Info: ADXD000293943
Association support: Enabled (S50) ~
Client 1D Management (1)
Level Low
Security Policy Motlmposed
Password

GlobalUnicastkKey

PuthenticationKey

Disconnect || Auto reconnect

10:42:38 Disconnected

v1.5
EN

To disable auto-closing of the connection from the meter side due to the inactivity timeout:

*  Open the Direct Readout plugin.

e =
CosemClient = 0 >
File  View | Tools | Window  Help
[J Data Notifications
Transpot |75 ReadoutFile
BLE ] Device Config  Ctrl+R
@  Direct Readout 13943
(2% Profile Reader
@ Test console
@ Tirme synchronization
Connected i

*  Select any object (for example, COSEM Logical Device Name).

* Setthe periodto 00:00:15.
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Request period:  00:00:15 - 1 | = X |
&) | -] - =L ] [-] -] || Clck here to se... | -]
Y | lo Avalable values: OBIS vla g Soected 08IS Value Time Eror
Clock 8:0-0:1.0.0°255:2 B‘ o
»

FrameCounterManage... | 1:0-0:43.1.1°255:2
FrameCounterinstaller... | 1:040:43.1.3°255:2
e 1 2
MetrologicalEventCode | 1:040:96.11.1°255:2
MonMetrological Event... | 1:040:96.11.2°255:2
MetrologicalEventCou... | 1:0-0:96.15.1°255:2
MonMetrological Event... | 1:040:96.15.2°255:2

IR RRIRIR|IRIRR R R

TestMode 1:040:96.60.71°255:2

MEBloT Timeouts 1:040:96.63.15°255:2

MEBloTModeSetup 1:0-0:96.63.16°255:2

MBloT Setup 1:040:96.63.17°255:2

| | | Irrr r [ 7 1]
12.2.2 Test “Compact Frame” Functionality Received via NB-loT

To test only the “Compact Frame” functionality received via NB-loT, perform the following steps:
1. Open the Data Notifications plugin.
*  Select model (examples: AQUA_UNI, TAQA) from the upper-left “Select model” menu.
*  Use the Notifications tab to view notifications.
*  Use the Data tab to view the notification body.
2. Select the IP Profile (IEC-62056-9-7) transport.

*  Select the protocol type: UDP.

* SetModeto ListenerOnlyEvents.

3. Select the Client ID: Pre-established (102).
4. Select the Level: Preestablished.
5. If security is enabled:

*  Set Security Policy to AuthenticatedEncryption.
*  Enter the corresponding keys.

6. Press the Connect button and wait for a compact frame.
[ CosemCiient - [Data Notifications] - [u] b4
[3 File View Tools Window Help -8 x
Connestpsial T [ e vond - B Py ,
Transport
Model MNotfications Data
IP Profile (IEC-62056-9-7) v - Push Setup
B Ay Push setup (40:) I |- cick rere .| |- ik here.. | [-] [-] [-]
i w Capture Objects ) Invoks
Lstener) (B 2y Push sclup (40, w4 e Received  |1/%® Time Atiote  Data Status
060 T W Caplure Objects
127.0.0.1 Any Push setup (40-)
ME;!- = L. W Capture Objects
Requed Tinedses |8 "'c”'ﬁﬁfi’; Daily Report (62:0-0:65.0.150°255)
'L'."‘?‘Wf"“" 00:03:00 " W Capture Objects
DestnaionWPot 13 i Template ID
= ‘.. w Template description
Max APDU size @ Ao 256 B ~@ICF-151 Biing Profile (62.0-0:66.0.151°255)
Capture Objects
Device type: ADR15.1-1 {Manual] Select = v Template ID
Device Info: ADX0000293943 -~ v Template description
L FFICF-152 Alam Frame/Installation frame (2:0
Association support Enabled (S50) w " Capturs Objects
¥ Template ID
Clent ID Pre-established (102) v ©” v Tomplats desciption
Level Preestablished v - Profils Genenc
e — -2 Interval Profile Data (LP-1) {7.80:99.1.0°25!
SecurityPolicy Notlmposed w i w# Capture Objects
S 44 Daly Load Profile Data (LP-2) (7:8-0:99.20°
() Password " V¥ Capture Objects
GloballnicastKey ¢ Monthly Biling Profile Data (7:8-0:98.1.0°25.
S—— i... ¥ Caplure Objects
_— -2t Daily Peak Water Temperature Logbook (7:
i.. W Capture Objects
(O Auto reconnect i Daly Max Flow Rate Logbook (7:8-0:39.93.
i w# Capture Objects
105115 1P Profle (IEC-62056-5-7): Stat UDP litening i M jcal Event Logbook (7:8-0:33:
; ¥ Catoe Ot [ N R R R R R R
¥/ Sert -0, Recy -0, Timeout - 0, Queue - 0 i
Disconnected
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12.3 Check NB-loT Network Interaction

12.3.1 Trigger Data Notification Push
Execute the action method on the pushSetupIntervall Push object:

40:0-1:25.9.0*255:1

. Parameter:

Expected behavior:
e The channel will perform a network attach procedure.
e After a successful attach, it will send a Data Notification immediately to the configured address.

Config

Send Received (NONE REQUEST)

Template | V| (=] PushSetupinterval1_Push, parameters Walue |

Filter

-[_JPushSstuplntervall
-.[_JPushSetuplnterval2
-(_JPushSetupinterval3

- [JPushSetuplntervald

.. _JPushScriptTable

™ .- PushSetuplnterval1_Push

- [JPushSstuplnterval2_Push

.. _JPushSetupinterval3_Push
-[JPushSstupintervald_Push
-[_)SecurityfictivateForFirmwareUpdateClie

----[:]Sacurity.&ctivatchrMa nagementClient

12.3.2 Check NB-loT Network Status
Read the following attributes of the GSM diagnostics object:

OBIS Code Attribute

47:0-0:25.6.0.255:2 GSM diagnostics: operator

47:0-0:25.6.0.255:3 GSM diagnostics: status

47:0-0:25.6.0.255:4 GSM diagnostics: cs_attachment
47:0-0:25.6.0.255:5 GSM diagnostics: ps_status

Config
Send 08.05.2026 11:29:51 Received Dont send GetRequest
Template | v| GSMDiagnostics, parameters Value

7:0-0 (GSMDiagnostics: status

R .. 47.0-0:25.6.0°255:4 GSMDiagnostics: cs_attachment
=-EJADR15.1-1 (8306:1:7) - 47:0-0:25.6.0°285:5 GSMDiagnestics: ps_status
.[J&uthenticationMechanismNameForCurr: =-47:0-0:25.6.0°255:6 G5SMDiagnestics: cell_info
.[JAuthenticationMechanismNameForinsta 1eell_ID
[JAuthenticationMechanismMameForMan: 2 location_ID

..[JJCF150_DailyReport 3 signal_guality -113dBm(Orless)

[ JCF151_BillingProfile 4 ber 0
.[JCF152_AlarmlnstallationF rame ..47:0-0:25.6.0"255:7 GSMDiagnostics: adjacent_cells

-[JClock_Time .. 47:0-0:25.6.0°255:8 G5MDiagnostics: capture_time 2026 may 08 11:27:12
- [JGPRSModemSetup

. JIECOptical PortSetup

@ LT EDiagnostics
.[_JLoadPrefile1Recordinglnterval
-[JMetrclogical Events Logbook
-.[_JModemDeactivation Set Get

The parameter values depend on the selected telecom operator.
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Read the following attributes:

OBIS Code

47:0-0:25.6.0.255:6

151:0-0:25.11.0%255:3
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Check Connection Physical Parameters

Attribute

GSM diagnostics: cell_info (see: section 12.3.2)

LTEDiagnostics: LTE_network_parameters

v1.5
EN

.. GSMDiagnostics
IntervalLoadPrefile
TEDiagnos
--[JLoadProfile1Recordinglnterval
-[JMetrclogical Events Logbook
-.[_JModemDeactivation

Read the following attributes:

Check Specific NB-loT Network Current Parameters

III Config |
Send Received (NONE REQUEST)
Template | w | =] LTEDi i Value |
=-151:0-0:25.11.07255:2 LTEDiagnostics: LTE_network_parameters
. 173402 0
.2 T3412 0
=-EADR15.1-1 (8306:1:7) .3 T34 2ext2 0
-.[JAuthenticationMechanismNameForCurry -4 T3324 0
-.[JbuthenticationMechanismNameForlnsta --5 TeDRX 0
-.[JAuthenticationMechanismNameForManz -6 TFTW 0
--(JCF150_DailyReport -7 gRxdevMin 0
- [JCF151_EillingPrefile -8 gRxlevMinCE-r13 0
-[[JCF152_AlarmInstallationFrame 9 gRxlevMinCE1-r13 0
- (JClock_Time =] TE_network_parameters
[ JJCommunicationMonitor --1(N)RSRQ 0
[_JCustomerSerialNumber -2 (N)RSRP 0
[ DailyLoadProfile -3 SNR 0
.[)DailyPeakFlowRateProfile -4 CoverageEnhancement

Command OBIS Code Attribute
Get 151:0-0:25.11.0*255:2 LTEDiagnostics: LTE_network_parameters
Get 1:0-0:96.63.18*255:2 NBloTCurrentParameters: value
n Config |
Send 08.05.2026 12:15:24 Received Dont send GetRequest
Template | ~ | =] LTEDiagnostics, parameters Value
.1 T3402 0
Fier . 2TH12 0
=-@ADR15.1-1 (8306:1.7) -3 T3412ext2 0
-[JAuthenticationMechanismMNameForCurr -4 T3324 E
-.[JAuthenticationMechanismNameForlnsta -5 TeDRX u
[ JAuthenticationMechanismNameForManz -8 TFTW ) 0
- [JCF150_DailyReport -7 quIevM! n E
..[[JCF151_BillingProfile -8 quIevI'v'I! nCE-r13 0
--[JCF152_AlarmInstallationFrame -9 qRxlevMinCET-r13 0

External

- (JClock_Time

.. JCommunicationMenitor
-[[JCustomerSerialNumber
[ DailyLoadProfile

.| DailyPeakFlowRateProfile

-.[JIntervalLoadProfile

TEDiagnes

-[_JLeadProfile 1RecordinglInterval
-.[_MetrelogicalEventsLogbook
-[_JModemDeactivation

- T(N)RSRQ

-2 (N)RSRP

-3 5NR

.4 CoverageEnhancement
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I]Config |
Send Received (NONE REQUEST)
Template | V| = MEBloTCurrentParameters, parameters Value |
1 band 0
Fiter 2PLMN 0
-.[[JGPRSModemSetup 3 access_technolegy
@) GSMDiagnestics 4 RRC_=zec 0
.[JIECOpticalPortSetup 5t 3324 0
- [@LTEDiagnastics
.. JMonthlyBillingProfile
NBloTCurrentParameters
-[JPushSetuplnterval3
-.[_JPushSetuplntervald ———
- [(JSAPAssignment LOSEM Data Set ce
I

External

© ADD-GRUP 1992-2026

p. 61 of 75



[ ] |
.‘-- COSEM Client for Water Meter v1.5
" User Guide EN

13. Using Compact Frame
This section contains a description of how to work with the Compact Frame.
The Compact Frame is a mode of accessing the meter for data collection.

Features:
e Compact Frames are sent only in encrypted form.
e The general-glo-ciphering header contains a unique device System Title, which acts as an ID.

Compact Frame setup includes:
e selecting a default format (template);
e adding fields (OBIS code from the Data Model).

The Data Notifications and Device Configuration plugins must be enabled and configured in PlgCfg.
Editing the values of the Compact Frame (CF) parameters "capture_objects" and "data_index" is implemented in
COSEMClient_1.0.0.360_sp32 (sp32) and higher.

13.1. Reading the current Compact Frame settings and saving them to a template.

13.1.1. Read CF configuration.

By using Device Config, read the actual compact data configuration from the meter. For example,
CFxxx_DailyReport.

Go to Tools > Device Config.

. CosemClient = O X
File  View | Tools | Window  Help
Connectpanel | [§ Data Notifications =
Transport % ReadoutFile
BLE ] Device Config  Ctrl+R
Deviceld | ¢ Direct Readout 13943
{29 Profile Reader
! Test console
@ Time synchronization
Connected

Select parameter (example: CFxxx_DailyReport) from list of parameters in the Config window.

| Contig
Send Received {NONE REQUEST)

Template il E x CF150_DailyReport, parameters Value |
62-0-0-66.0.150°255:3 CF150_DailyReport: capture_objects

Fiter 62:0-0:66.0.1507255:4 CF150_DailyReport: template_id 255

=-@JADR15.1-1 (8306:1:7)
i [_JAuthenticationMechanismNameF orCurrentAssoci
i-[_JAuthenticationMechanismNameForlnstallerAssoc
i..[JJAuthenticationMechanismNameF orManagement4
s
+-[_JCF151_BillingProfile
i-[_JCF152_AlarminstallationFrame
; [JJLoadProfile1Recordinginterval

[CJMetrological EventsLogbook

[(JModemDeactivation Set ‘ Get

Tap Get button.

13.1.2. Save CF configuration template.

lg - SAVE button.

Save the actual configuration as a template.
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Go to Template field.
Select <none>.
Write template name (example: Example_001).

Config
l Send Received (NONE REQUEST)
Template [Example_[lm /| X CF150_DailyReport, parameters Value I
; e <Add>
Fiter : 62:0-0:66.0.1507255:4 CF150_DailyReport: template_id 255
=-EJADR15.1-1 (8306:1:7)
i[_JAuthenticationMechanismNameF orCurrentAssoci
i~[_JAuthenticationMechanismNameF orinstallerAssoc
+-[_JAuthenticationMechanismNameF orManagement4
i - CF150_DailyReport
+-[_JCF151_BillingProfile
+-[JCF152_AlarminstallationFrame
i..[JJLoadProfile1Recordinglnterval
i--[JMetrologicalEventsLogbook
i-[_JModemDeactivation Set Get
 ——
Tap Save button.
Fill out the Time Form.
a-! Time Form = O X
Activate Time
@ Specify
19.05.2026 15:46 B~
Expire Time
@ Speciy
19.05.2026 15:46 B~

o

Tap OK button.
Finally, a system message will appear.

The template was saved

13.1.3. Delete CF configuration template

- DELETE button.

Go to Template field.
Select template name (example: Example_001).
Tap DELETE button.

Template

Are You sure to remove template <Example_001>7

See section 7.5. Configuration Templates for details.
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13.2. Applying a template.
If the configuration needs to be restored, select the configuration template saved in the previous step (13.1.2.
Save CF configuration template.) and apply it to the meter.
Go to Template field.
Tap arrow button.
o
B Send Received (NONE REQUEST)
Template | EER [\ B X CF150_DailyReport, parameters Value |
R — | : -t
- Example_001 ..62:0-0:66.0.150255:4 CF150_DailyReport template_id 255
= @ADR15.1-1(8308:17)
\..[JJAuthenticationMechanismNameF orCurrentAssoci
i-.[JJAuthenticationMechanismNameF orlnstallerAssoc
i--[_JAuthenticationMechanismNameF orManagement4
|
#-[_JCF151_BillingProfile
+-[JCF152_AlarminstallationFrame
+-[JLoadProfile1Recordinginterval
+-[JMetrologicalEventsLogbook
i-[_JModemDeactivation Set Get
Tap template (example: Example_001).
13.3. Reconfiguring Compact Frame.
By using Device Config, read the actual compact data configuration or use an existing template.
Go to Tools > Device config.
=
CosemClient = 0 *
File  View | Tools | Window  Help
Connectpanel | [§ Data Notifications =
Transpot |55 ReadoutFile
BLE & Device Config Ctrl+R
@ Direct Readout ¥3943
(2 Profile Reader
@ Test console
{3  Time synchronization
Connected
s s
Change the CFxxx_DailyReport: capture_objects (<Add>) according to your needs.
I]Conﬁg |
Send Received (NONE REQUEST)
Template | V| H CF150_DailyReport, parameters Value |
R T g o o— P
Fiter i.. 62:0-0:66.0.1507255:4 CF150_DailyReport: template_id 10
=-@ADR15.1-1 (8306:17)
.[_JAuthenticationMechanismNameForCurrentissc
.[_ButhenticationMechanismhameForlnstallerfss:
-.[_AuthenticationMechanismNameForManagemen
™ .. CF150_DailyReport
. [JCF151_BillingProfile
--[_JCF152_MlarminstallationFrame
..[_|LoadProfile1RecordingInterval
.[_]Metrological EventsLogbook
-.[_JModemDeactivation EMD Set el

Apply the configuration to the meter by clicking the Set button.

Note on CFxxx_DailyReport: template_id:
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The template_id must be unique for each compact frame, so that the data center can identify how to parse the
received data.

| Config
Send Received (NONE REQUEST)
Template < H X CF150_DailyReport, parameters l Value |
62:0-0:66.0.1507255:3 CF150_DailyReport: capture_objects <Add>
Fiter data 62-0-0-66.0.150°255:4 CF150_DailyReport: template_id 055] =

=-@ADR15.1-1 (8306:1:7)
[ CF 150_DailyReport
i..[[JPushSetupinterval1

The range of template_id values is: 0 - 255.
Note on data_index:

In Device Config, the value must be entered as a decimal number.

o Ox - means that the number is in hexadecimal format.
The data_index field (Value) must be configured as follows:
e 0 - if the entire attribute is required;

e OxOxxx - if an element of a structure or array is required;
(where xxx is the element number).
e 0Ox10xx - if the last N records from the profile are required,
(where xx is the number of records. In this case, all columns are included.);
e Oxlyxx - if the last N records from the profile are required with a column limit,
(where y is the number of columns and xx is the number of records).
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14. Running Scripts via Test Script Console

The Test Script Console plugin allows execution of predefined command sequences (scripts) on the meter —
including AT-command sequences sent to the NB-loT module of the water meter.

Before running scripts, make sure that the Test Script Console plugin has been activated (see section 3.2.4 Enable
Test Script Console).

14.1. Process description

Scripts execute the same sequence of AT commands that are executed in NB-loT network.

To send AT Commands to the communication module from scripts, a BLE connection is used instead of the NB-loT
connection.

Step-by-step instructions for working with scripts are below.

14.1.1. Using scripts.
Scripts are applied based on the NB-loT channel state:

e Initial module initialization.
init.cs — the module activation procedure is performed (execution time ~ 11 sec.).
Used when the meter is restarted or after the communication module is completely disabled.
Example: Idle, TestMode, HardwareError.
e Connecting to the network.
connect.cs — the network connection procedure is performed (execution time ~ 21 sec.)..
If a connection already exists, script execution stops.
e Sending a DN message.
send.cs — the procedure for sending a constant (test) message is performed (execution time ~ 3 sec.).
If a connection is not established, script execution stops.
Note.
To test the client's connection, you need to configure the following parameters:
e Band (Example: Band - 20);
e PLMN (Example: PLMN - Vodafone Italy);
e APN (Example: APN for 1nce).

14.1.2. Sleep state.

To save battery power, at the end of each script execution, the meter's communication module is put into a state
of:

e normalsleep - if the device fails to connect to the NB-loT network.

e PSM deep sleep - if the device connects to the NB-loT network.

Additional consumption:

e normal sleep: +5 UA,
e PSM deep sleep: +0.8 UA.
14.1.3. Firmware requirement.

You must use a water meter firmware version (FW) higher than v8101g to correctly execute the send.cs script.

There is a limitation in v8101g. The maximum command size for the MC to send a UDP message is 500 bytes.
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14.1.4. Test Console Menu.

The Test Console menu elements.

¥ « > ) 7

New Open Save Start Stop Clear output

The buttons intended for:

e New — script (commands) manual insert mode;

e Open — script (commands) template (*.cs) insert mode;
e Save — save script to the file (template);

e  Start —run (continue) script execution;

e Stop — stop script execution;

e  Clear output — erase execution report table;

e Help — quick add script lines.

14.2. Establish connection

14.2.1. Select the communication interface.

In the list of communication plugins select BLE as the transport to the water meter.

-

- CosemClient = O X
File View Tools Window Help

Connect panel L3
Transport
BLE ~

IEC 6205646 Direct
IEC 6205646 TCP
IEC 6205646

| Sent - 0. Recv - 0, Timeout - 0, Queue - 0

Ready

14.2.2. Enter the serial number.
In the Connect panel, enter the factory serial number of the water meter in the Deviceld field.

Example: 293943 - the factory serial number of the water meter (from nameplate).
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CosemClient — a *

File  View Tools Window Help

Connect panel =
Transport
BLE ~

293943

‘ Max APDL size: [J Aute |180 =

Device type Select
Device Info

Association support: Enabled (SS0) w

Client 1D ManagementClient (1) ~
Level Low 2

SecurityPolicy Notlmposed ~
[ Password

GlobalUnicastKey

Authenticationkey

Ppr—
| I

}| Sent - 0. Recy - 0, Timeout - 0, Queue - 0

Ready

Click Connect Icon.

- Connect icon (button).

14.2.3. Establishes the connection.
Wait until COSEM Client establishes the connection with the selected water meter.
The status window shall display:

e interface link established,

e association opened,

e  passport read,

e active link to the water meter.

CosemClient - [Test cansa  — O *
@ File View Tools Window Help
Connect panel =
Transport
BLE

— 283343

Disconnect [ Auto reconnect

13:40:56 Try connect

13:40:56 BLE: Try connect

13:41:19 BLE: Connected

13:41:19 Transport connected

13:41:19 Try open A4

13:41:19 Secunity info received (0, 0, ADX00002593543)
13:41:20 AA Opened

13:41:20 Try get passport

13:41:20 Passport received

13:41:20 Unknown device type

13:41:20 Connected

{l Sent - 0, Recv - 0, Timeout - 0, Queue -0

Connected
e
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14.3. Load script

14.3.1. Open the Test Script Console plugin.

v1.5
EN

These scripts are designed to test the operating modes of the water meter's communication module (modem)

over a remote NB-loT (WAN) channel.

To perform tests, the COSEMClient program connects to the water meter over a local BLE (LAN) channel.

During the tests, scripts with AT Commands are run for the water meter's communication module (modem).

The COSEMClient program displays the progress and results of the test scripts AT Commands executions.

In the main menu select Tools = Test Console.

. Fidl CosemClient = O X
File  View | Tools | Window Help
Connectpanel | [§ Data Notifications 3
Transport @ ReadoutFile
BLE ] Device Config  Ctrl+R
Deviceld | @ Direct Readout h3943
t24  Profile Reader
@T Test console
@ Tirme synchronization
_Fonneded

14.3.2. Open the script set folder.

In the upper part of the Test Console panel click the Open icon.

¥

- Open icon (button).

.‘-_. 2W|G |

|

7' | Click here to set fiter - Sucessfully send:
Succesfully received:
w | OutputDate Time Severty Message e
Fail send:
Timeouts:
Mot asserted:
Start time: | 06/05/2026 11:38:43
Finish time: | 06/05/2026 11:38:43
Min. duration {ms). | O

[=RI—=RE—Ri—RE—Ri—]

Max. duraticn {ms). | 0
Avg. duration (ms). | 0

The Open file window will open.

14.3.3. Select the required script.
Go to the scripts folder folder.

Select the required script from the list of files. Example: Init.cs — initialization checker script file.
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Open b4
&« 3 v _ o« Test.. » Scripts v @) y-]
E- o0 @
_ Project Name -
i NE-loT [7] Connect.cs
~ TestConsol | D Init.cs
_ Scripts D Send.cs
_ UserDevTypes
- CosemClient_1.0.0.360 (1IN
File name: v| Codefiles (") v
Open Cancel
ps o
Scripts set folder contents:
o connect.cs — connection test.
e init.cs — initialization test.
e send.cs —send message test.
14.4. Run script
14.4.1. Start the selected script.
In the upper part of the Test Console panel click the Start icon.
== | - Start icon (button).
A ~!J 2|
1 L:Dnst int timeout test = 4000; // Timeout to switch to test mode.
2 |const int timeout_command = 20000; // Timeout execute command.
3
4
5 |// Command to switch to test mode
& |const string command test = "cl 01 <0 00 01 00 00 &0 3F 10 FF 02 00 1& 02";
7 |// Header for executing the at command
8 |const string command title = "3 01 <0 00 01 00 00 &0 3F 10 £f 01 01 02 02 06 00 00 13 88 0A “;
-]
57 | Cick here to set fiter | [~ Slossibsd 2 10
; Succesfully received: | 0
w | OutputDateTime Severity Message Bsserted: | D
Fal send: | O
Timeouts: | 0
Mot asserted: | 0
Start time: | 06/05/2026 11:38:43
Finish time: | 06/05/2026 11:38:43
Min. duration {ms): | 0
Max. duration {ms): | 0
Avg. duration {ms): | 0

The script execution report table will begin filling.

14.4.2. Observe script execution.

The command-by-command progress is shown in the lower part of the Test Console panel.
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Execution flow table

Execution flow table columns description.

e Out

putDateTime

e Severity

e Message

14.5. Script report

14.5.1.

Once the script has completed, the execution results are displayed in the lower-right area of the Test Console

panel:

COSEM Client for Water Meter
User Guide
£7 | Click here to set fiter | " | - | Sucessfully send: | 9
; Succesfully received: | 9
w | OutputDate Time Severty Message Asseried: | O
05.06.2026 14:39:14 |1 +CGSN: B61214086898264 0K Fail send: | O
05.06.2026 14:35:14 |0 Command[6]-=AT+CIMI Timeouts: | 0
Not asserted: [ 0
05.06.2026 14:39:14 1 901405121181953 0K Sttt tme. | 067057 123911
05.06.2026 14:39:14 |0 Command[71->AT+2CCID Finish time | D6/05/2026 14-39:11
05.06.2026 14:39:15 |1 +QCCID: 89882280666211819531 C Min. duration {ms): | 161
Sl 05 06 2026 14:39:15 [ Command[8}->AT+CPIN? Max. duration {ms): | 697
Awg. duration {ms): | 302

—displays the timestamp of the action's execution.

—indicates the impact level.

— describes the action, command, or result.

Analyse the execution report.

e number of successfully executed commands;

e number of responses received;

e number of execution failures;

e total script execution time.

& | Click here to set fiter | [

w | QutputDate Time Severty  Message
05.06.2026 14:39:21 |0 TimeOutsCount = 0
05.06.2026 14:35:21 |0 Min. duration {ms) = 152
05.06.2026 14:35:21 |0 Max. duration {ms) = 697
05.06.2026 14:39:21 |0 Awg. duration {ms) = 238
05.06.2026 14:39:21 |0 Start time = 06/05/2026 14:39:11

| 3 05.06.2026 14:33:21 [ Finish time = 06/05/2026 14:35:21
| | |

Report table (left side)
Report table columns description.

e  OutputDateTime

e Severity

e Message

Sucessfully send: | 28
Succesfully received: | 28
Aszerted: | 0
Fail send: | 0
Timeouts: | O
Mot asserted: | O
Start time: | 06/05/2026 14:39:11
Finish time: | 06/05/2026 14:39:21
Min. duration {ms): | 152
Max . duration ms): | 697
Awa. duration (ms): | 238

Summary table (right side)

—displays the timestamp of the action's execution.

—indicates the impact level.

— describes the action, command, or result.

Summary table columns description.

e  OutputDateTime

e Severity

e Message

External

—displays the timestamp of the action's execution.

—indicates the impact level.

—the summary results of actions or commands.
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14.5.2. View/Save the script report.

1. A drop-down menu is provided for working with report table.

-
_| - click the drop-down menu button to open the menu.

The menu consists of:

2. Click the Quick search menu button to search for a command.

COSEM Client for Water Meter

e Enter the command in the window that opens at the bottom of the table (example: AT+CIMI).

v1.5
EN

Auto resize columns(Top 1000)  » Auto resize columns (Top 1000) — resize columns by criteria.
Colurmns » Columns — enable/disable columns visibility.
CQuick search Ctrl+F Quick search — find date (command) in the report.

54 Report Ctrl+P Report — report in a spreadsheet format, view/print/save.
Saveto CSV... Save to CSV... - save report to file.

&7 | Click here to set fil... | v
w | QutputDateTime Severty Message
b | 08.06.2026 12:10:57 |0 Command([6]->AT+CIMI

08.06.2026 12:10:57 |1 501405121181853 QK

08.06.2026 12:10:57 |0 Command[7]-=AT+QCCID

08.06.2026 12:10:57 |1 +QCCID: §9882280666211819531 OK

08.06.2026 12:10:57 |0 Command[8]-=AT+CPIN?

08.06.2026 12:10:57 |1 +CPIN: READY OK

Quick search: | AT=CIMI |

e The searched command will be highlighted in the table.

3. Click Report to view the report data in a spreadsheet format.

O™
=N

SucessfullySendCount = 28
FailSendCount =0
SuccesfullyReceivedCount = 28
TimeOutsCount = 0

Min. duration {ms) = 162

Max. duration (ms) = 701

Avg. duration (ms) = 246

Start time = 06/08/2026 12:10:53
Finish time = 06/08/2026 12:11:04

OutputDateTime Severity
08.06.2026 12:10:53
08.06.2026 12:10:53
08.06.2026 12:10:54
08.06.2026 12:10:54
08.06.2026 12:10:54
08.06.2026 12:10:55
08.06.2026 12:10:55
08.06.2026 12:10:55

[ =R~ B =R . — R =R ==}

1 of2 b M |« O SE@E-| 100%

- Find

Message

Script started

Switch to test mode
Command[0]-=ATED

OK
Command[1]-=AT+QSCLK=0
OK
Command[2]-=AT+CMEE=1
oK

Mext

e A page-by-page view of the report will open.
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4. Click Save (diskette icon) to save the report for future use.

-]

Excel
Acrobat (PDF) file

Select output file format.

Select a destination folder for the file.

Now you can open the report in Excel or Acrobat program.
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Annex Al. Meter Interfaces

A4.1. Local communication interfaces

The meter may have one of the following communication interfaces or both simultaneously: NFC (Near Field
Communication), BLE (Bluetooth Low Energy).

A4.1.1. BLE

BLE communication protocol stack is based on Smart Bluetooth (Bluetooth Low Energy) specification v.5.0 (with
4.0 backward compatibility) and uses IEC 62056-5-3 (DLMS/COSEM) as application layer protocol.

The protocol stack looks like following:

Application layer DLMS/COSEM

IEC 62056-5-3
Convergence sublayer IEC 62056-47
Data Link layer Proprietary GATT
Physical layer LL + LE Phy 2.4 GHz

DLMS/COSEM is used as application layer protocol. This means all application data is modeled as COSEM objects
and is transmitted in DLMS formatted messages.

For details see “ADR Project. DLMS/COSEM Profile” and “ADR Project. DLMS/COSEM Events, Alarms”.

A4.2. LPWAN interfaces

Meter may have dual-mode LoRaWAN + unidirectional wM-Bus RF interface and/or NB-loT interface to transmit
measurement data to data acquisition systems.

A4.2.1. NB-loT

The protocol stack looks like following:

Application layer DLMS/COSEM
IEC 62056-5-3
Transport layer Wrapper IEC 62056-9-7;
uDP
Network layer IPv4
Physical layer LTE Rel.14 (Cat. NB2)

B3, B8, B20 frequency bands

DLMS/COSEM is used as application layer protocol. This means all application data is modeled as COSEM objects
and is transmitted in DLMS formatted messages.

For details see “ADR Project. DLMS/COSEM Profile” and “ADR Project. DLMS/COSEM Events, Alarms”.
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