Arhitectura tehnica propusa — Website integrat cu sistemele informationale

Anexa tehnica la Oferta tehnica ¢ Conformitate cu Cap. 12.1.1 si Cap. 6.3 CdS

Procedura: ocds-b3wdpl-MD-1777987222408 <+ SA ,Energocom" (IDNO 1004600074938)
Ofertant: Das Soft Plus S.R.L. (brand CoRLab Tech), IDNO 1019600011052

VIZITATORI PUBLICI
desktop ¢ tableta ¢ mobil — RO/RU/EN

CloudFlare ¢« CDN ¢ DDoS Protection
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Nginx Reverse Proxy
HTTP/2 + TLS 1.3 WSS (Socket.|O)
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Frontend Next.js SSR Backend Node.js Modul Chat Al + Operator
React 18 + TypeScript

REST API + WebSocket chat WSS streaming token-by-token

WCAG 2.1 AA + Mobile First Rate limiting ¢ auth e sessions Intent routing ¢ escaladare
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CMS Headless (Strapi / Directus)
RO/RU/EN e« Roluri Admin / Editor / Autor ¢ Versioning ¢ Scheduled publish
Flag editorial ,aprobat_pentru_Al" pentru indexare RAG
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PostgreSQL 18+ cu pgvector Redis 7+

Stocare conversatii

e Continut CMS + conversatii chat * Criptat AES-256 at rest

e Cache sesiuni
* Namespace ,kb_public_approved"

¢ Cache RAG retrieval

pentru RAG (izolat de restul DB)
» Backup zilnic, retentie 30 zile

e Cozi chat (queue operator)
* Rate-limit counters

e Retentie 12 |uni (CdS)
¢ Audit log dedicat
»Chat_admin_audit"
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Integrari obligatorii (CdS §8.1) Email & Securitate Al Provider Monitoring
* Google Analytics 4 e Microsoft Graph SMTP e OpenAl / Anthropic / * Prometheus
* Google Search Console (Mail.Send via Entra ID) Google Vertex Al sau e Grafana < Loki
¢ Google Maps / OSM * reCAPTCHA v3 2FA admin model local self-hosted * SIEM export
* DPA cu clauza no-training
L J L J L J .

|:| Componente aplicatie

Hosting: server dedicat sau cloud (RM sau UE cu certificari) °

|:| Securitate Al / Chat

[ ] Edge/DDos

Acces complet la cod-sursa pentru beneficiar

|:] Integrari & monitoring

CI/CD prin GitHub Actions / GitLab CI




Flux securitate modul chat Al — conformitate Cap. 6.3 CdS

Controale: Pll redaction ¢ RAG namespace ¢ prompt injection ¢ no-training < audit logging
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<
Utilizator pune intrebare in chat
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<
Backend chat (Node.js)
Receptie mesaj prin WSS )

v

1. PIl REDACTION (Microsoft Presidio + model BERT NER)

Regex Presidio pentru RO/MD: IDNP (13 cifre), CNP, IBAN MD, telefon +373, email, card (Luhn)
Model BERT multilingv NER (microserviciu) pentru nume RO/RU, adrese, organizatii N
— Tnlocuire cu placeholder-i non-reversibili (IDNP_REDACTED], [NAME_REDACTED] etc.) \\‘

Mesaj redactat

AUDIT LOG
»chat_admin_audit"

e user_id, action

e conversation_id
e timestamp, IP

* retentie 24 luni

ESCALARE OPERATOR
(conform §5.3 CdS)

e Trigger: confidence < 60%,
cuvinte cheie urgenta,
sentiment negativ persistent
» Transfer context complet
e Operator dashboard

v
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2. RAG RETRIEVAL
.
pgvector — namespace , kb _public_approved" (izolat de restul DB)
Doar documente marcate ,aprobat_pentru_Al" in CMS
| ’ (
Context retrieval
v
3. SANITIZARE CONTEXT (impotriva prompt injection)
Stripping ,ignore previous instructions" + variante ~
Marcare context RAG ca ,untrusted source" in prompt sistem S~a
|
Prompt sanitizat
v
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4. APEL LLM EXTERN
OpenAl / Anthropic / Google Vertex Al (tier enterprise) -
DPA semnat, clauza no-training pe datele beneficiarului
| J
Raspuns LLM
v
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5. OUTPUT GUARDRAILS

Detectie exfiltrare instructiuni sistem < continut neadecvat
Validare format raspuns fnainte de afisare
Streaming token-by-token la utilizator (primul token < 800 ms, latenta WSS < 500 ms)

Toate cele 4 sub-componente cerute la Cap. 6.3 CdS sunt implementate explicit:

Pll redaction (Presidio + model BERT NER) ¢ Clasificare date + DPA no-training ¢ Audit logging dedicat ¢ Pipeline editorial RAG cu sanitizare prompt injection
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