Digitally signed by Moraru Maia A NT DE PARTICIPARE
Date: 2020.11.18 13:29:04 EET T fe
Reason: MoldSign Signature TIRNY,
Location: Moldova @

privind achizitionarea serviciilor de suport tehnic si consultanta pentru platforma
tehnologica (Hardware si Software de sistem) al CNAS pentru anul 2021.

prin procedura de achizitie: Licitatie Publica Deschisa

. Denumirea autorititii contractante: Casa Nationala de Asiguriri Sociale
. IDNO: 1004600030235

. Adresa: mun. Chisinau str. Gheorghe Tudor, 3.

. Numarul de telefon/fax: 022-257-681; 022-257-551; 022-257-752;

.Adresa de e-mail si de internet a autorititii contractante:
achizitiicnas@cnas.gov.md;
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6. Adresa de e-mail sau de internet de la care se va putea obtine accesul la
documentatia de atribuire: documentatia de atribuire este anexatd in cadrul
procedurii in SIA RSAP 2, M-Tender.

7. Tipul autoritatii contractante si obiectul principal de activitate (daca este
cazul, mentiunea ca autoritatea contractanti este o autoritate centrala de
achizitie sau ca achizitia implica o alta forma de achizitie comuna): Nu se
aplica

8. Cumpiratorul invita operatorii economici interesati, care 7i pot satisface

necesitatile, sa participe la procedura de achizitie privind prestarea
urmatoarelor serviciilor:

Cod CPV: 72000000-5 (Servicii IT: consultanta, dezvoltare de software,
internet si asistenta)

Specificatia serviciilor de suport tehnic si consultanta pentru platforma
tehnologica (Hardware si Software de sistem) al CNAS pentru anul 2021.

Servicii de suport tehnic si consultanta pentru platforma tehnologica | Valoarea
(Hardware si Software de sistem) pentru anul 2021 (incepind cu 01.01.2021 | estimativa
pini la 31.12.2021, la solicitarea Benificiarului) (lista in Anexa nr 1):

e  Servicii de suport tehnic consultantd pentru suportul tehnic al serverelor.
e  Servicii de suport tehnic consultantd pentru Sisteme Operationale si Software
de sistem a servere (Windows, Unix Solaris, MS SQL, Oracle).
e  Servicii de suport tehnic si consultantd pentru suportul tehnic echipamentului
activ de retea.
e  Servicii de suport tehnic si consultanta pentru suportul tehnic componentelor de
Lotul virtualizare (inclusiv pe platforma mCloud).
e  Servicii de suport tehnic si consultantd pentru asigurarea integritatii si 2080000,00
interactiunii a infrastructurii SII CNAS si mCloud.
» Servicii de suport tehnic §i consultantd pentru suportul tehnic componentelor
de securitate Check Point.
» Servicii de suport tehnic si consultantd pentru suportul tehnic echipamentului
pentru asigurarea alimentarii electrice: APC, Generator.
e  Servicii de suport tehnic si consultantd pentru asigurarea integritatii si
interactiunii a infrastructurii Centrului de Date de Baza, Centrul de Date de




Rezerva si mCloud.

Nivelul serviciilor:
1. Existenta serviciului “Hot-Line”. 5/7, 8/24.
. Timpul de raspuns la solicitarea din partea CNAS — nu mai
mult timp de 1 ore.
. Tnregistrarea cererilor de suport, statutul in progres de
rezolvare acestora, analiza rezultatelor.

. Furnizarea rapoartelor lunare privind serviciile prestate.

2. Existenta grupului de proiect calificat asigurat pentru indeplinirea
serviciilor solicitate, inclusiv ingineri, analisti de sistem si dezvoltatori
cu experienta in domeniu (cerintele in Anexa nr.2):
o SPARC Enterprise Certified Engineers
o Dell Servers Certified Engineer
o APC Symmetra PX Certified Engineer
¢ APC InRow Cooling Engineer
e Sun Storage 6000 Certified Engineer
o HITACHI Modular Storage Certified Engineer
o Cisco Network Engineers
o Oracle Database Specialists, Oracle Database Enterprise Edition 10g,
o Microsoft Certified Solutions Expert (Server Infrastructure)
Microsoft SQL Server Certified Specialist
Check Point Certified Specialist
Platforme de virtualizare
ITIL - ITIL Foundaition Specialist
Project mamgement
o PMP sau echivalent
o Project administrator min 5 ani experientd in proiectele similare
Microsoft - Microsoft Certified Systems Engineer, Microsoft Certified
Solutions Associate, Microsoft Certified Solutions Expert

Efortul preconizat pentru suport tehnic si consultanta pentru platforma
tehnologica constituie 8272 om/ora anual, reiesind din 8 ore lucratoare
pe zi, 5 zile lucratoare pe saptamina, 22 zile lucratoare pe luna
(indiferent de numarul de persoane implicate). Achitarea se va efectua
conform lucrarilor executate de facto si doar dupa prezentarea
rapoartelor detaliate, care vor include descifrarea efortului exprimat in
om/ore, facturilor si actelor de prestare semnate de catre parti.

Anexanr. 1

Lista Hardware si Software care asigura functionarea platforma tehnologica

CNAS

DATA CENTER HARDWARE

Cant.

11

Application servers SPAS

Sun E6900 Servers (SPAS)

E6900-BASE Sun Fire E6900 Base Cabinet

DOMAIN Domain 1 — System 1

US4BD-482-1500-Z UNIBRD: 4 USIV+ @1.5GHz w/16GB

4051A-Z PCI+ I/O SF Midrange Servers

4422A Sun Dual GigE + Dual SCSI

3830A 4M CABLE, SCSI 68 TO VHDCI68

SG-XPCI1FC-QF4 PCI-X 4Gb FC Single Port HBA

SG-XPCI1FC-QF4 PCI-X 4Gb FC Single Port HBA
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DOMAIN Domain 2 — System 1

US4BRD-482-1500 UNIBRD: 4 USIV+ @1.5GHz w/16GB

4051A-Z PCI+ I/O SF Midrange Servers

4422A Sun Dual GigE + Dual SCSI

SG-XPCI1FC-QF4 PCI-X 4Gb FC Single Port HBA

SG-XPCI1FC-QF4 PCI-X 4Gb FC Single Port HBA

SG-MT4-H3D1Z MediaTray HD3, DVD1

CDM99-020-9FB9-IP CDM v2.0 Factory Download

JVSZ9-054C99-IP JAVA ES SPRC FACT INST 2005Q4

SDESS-230-9FN9-IP Auto Diag Env 2.3-Fctry Dwnld

SOLZS-10AC9A9S-IP Solaris 10 Pre-install, SP

SOLZ9-10EC9AT7M Solaris 10-6/06 CD/DVD Media Kit SP/x86

X3848A OPT PWR CORD F.ENTERPR.(INT)

Oracle SPARC T5-2 server

Hitachi HUS 130 Rack Mount System (2x CTRL, 22x 600GB SAS 10k 3x 200 GB SSD)

Brocade 320 switch

N[ [ N OO N N N NN BN DN DB NN

1.2

Application servers FMS

DELL PEG6850 Server

Dell PowerEdge 6850

- Quad Intel® Xeon 64-bit Processor 3.1GHz with 1MB L2 cache

- Intel 8500 chipset

- 4GB DDR SDRAM (Up to 64Gb DDR SDRAM)

- 2 x 36GB 10,000rpm 80-pin Ultra320 SCSI hard drive

- 4U rack-optimised tool-less chass

- 5 hard drive bays for 1”” hot pluggable Ultra 3 hard drives (with 2+3 splittable backplane)

N DN

- Embedded dual channel Ultra320 SCSI

- Optical HBA / QLOGIC 2362M — 1 Port

- Hot-pluggable redundant power supplies as standard

- Hot-pluggable redundant cooling fans

- 7 total PCI slots: 4 hot-plug PCI Express™ slots and 3 PCI-X slots

- Dual Embedded Broadcom NetXtreme Gigabit Ethernet NIC’s

- Supplied with IDE CD-ROM drive, Windows keyboard, mouse & 3.5 floppy drive

13

Corporate file server

DELL PE6850 Server

Dell PowerEdge 6850 server

- Dual Intel® Xeon 64-bit Processor 3.1GHz with 1MB L2 cache (Up to four Intel® Xeon
processors, Dual Core Xeon processors support)

- Intel 8500 chipsett

- 2GB DDR2 SDRAM Memory (u pto 64GB memory)

- 4 x 146GB 10,000rpm 80-pin Ultra320 SCSI hard drive

- PERC4/DC U320 RAID Controller (128MB cache) (channels:1XINT,1XEXT)

- 4U rack-optimised tool-less chassis

- 5 hard drive bays for 1”” hot pluggable Ultra 3 hard drives (with 2+3 splittable backplane)
- Optical HBA / QLOGIC QLA2362M — 1 Port

- Embedded dual channel Ultra320 SCSI

- Hot-pluggable redundant power supplies as standard

- Hot-pluggable redundant cooling fans

- 7 total PCI slots: 4 hot-plug PCI Express™ slots and 3 PCI-X slots
- Dual Embedded Broadcom NetXtreme Gigabit Ethernet NIC’s

- Supplied with IDE CD-ROM drive, Windows keyboard

1.4

Data warehouse and Intermanking

Sun V890 Server

A53-CLH2C208GTD SF V890 2@1.5GHz, 8GB,4-146GB

SG-XPCI1FC-QF4 PCI-X 4Gb FC Single Port HBA

X312L CONTINENTAL EUROPE PWR CRD KT

X9628A SFV880/Vv890: Rackmount Kit Int
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1.5

DELL PE1850 Server

Dell PowerEdge 1850

- Dual Intel® Xeon processor 2.8GHz with 1MB L2 cache (Support hyper-threading technology,
with Intel Exteneded Memory 64 Technology (EM64T) capability.)

- Intel® high performance E7520 Chipset

- 2GB DDR2 SDRAM Memory (Up to 8Gb DDR2 SDRAM)

- 2x 36GB 10,000rpm 80-pin Ultra320 SCSI hard drive (hot plug)

- CD-ROM 24x IDE

- 3.5” Internal Floppy Disk Drive

- Riser card: 1x 64-bit/133Mhz and 1x 64-bit/100MHz PCI-X slots (both full length, half length
for 3.3V PCI or PCI-X cards)

- Dual embedded Intel Gigabit NICs, with load balancing and failover support (Intel 82541)

- Single channel embedded Ultra 320 SCSI controller (LSI logic 53C1020)

- Hot-plug hard drives

- Hot plug redundant fans

- Hot-plug redundant power supplies.

- Embedded Baseboard Management Controller (BMC) with serial or network access and IPMI
1.5 compliance

1.6

Archiving / Network resources

Oracle StorageTek SL150 modular tape library

StorageTek LTO6 media: labeled, pack of 20

StorageTek LTO6 media: library pack packaging

StorageTek LTO6 media: horizontal labels

StorageTek LTO universal cleaning cartridge: no label, pack of 5

Dell PowerEdge R320

1.7

Data Center UPS

Symmetra PX 30kw UPS

SY30K40H Symmetra PX 30kW Scalable to 40kW N+1, 400V

SYPM10KH SYMMETRA PX 10KW POWER MODULE, 400V

SYBT4 Symmetra PX Battery Module

SYCFXR8-8 Symmetra PX Extended Run Premium Battery Cabinet fully populated with
Battery Modules

N N

PSX-PDU230V 230 V TYPE PDU

0M-0217 BRANCH CURRENT MONITORING 21 POLE

SBP60KHC1M1 APC 60KW 400V 1 MOD. 1 MAIN SERV. BYPASS PANEL

AP9224110 24 Port Fast Ethernet Switch

AP9430 InfraStruXure Manager Appliance, 25 Node

AR2100BLK NetShelter VX 42U Enclosure w/Sides Black

AR2101BLK NetShelter VX 42U Enclosure w/out Sides Black

AR8160ABLK PDU Shielding Trough 600mm wide Black

AR8161ABLK NetShelter Shielding Trough 600mm wide Black

AR8190BLK Shielding Trough 3™ Party Roof Adapter

AR8162ABLK Shielding Partition Solid 600mm wide Black

AR8163ABLK Shielding Partition Pass-through 600mm wide Black

AP9319 APC Environmental Monitoring Unit

AP7553 Rack PDU, Basic, Zero U, 32A, 230V, (20)C13 & (4)C19

AP9876 Pwr Cord, 16A, 230V, C19to IEC 309

AR8390 APC NetShelter Grounding Kit

AP9559 Rack PDU, Basic, 1U, 16A,208&230V, (10)C13 & (2)C19
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1.8

Disk Array

Sun SE 6140 Storage Array (2x16x146GB)

XTA6140R11A2U2336 ST6140-4-2336G-1x1x16x146U-RR

XTACSM2R01A0U2336 CSM200-2336G-0x1x16x146U-RR

XTCCSM2R01A0A2500Z CSM200A-2500G-0x1x5x500GA

XTACSM2-RK-3RU-19U Sun CSM200 - 3U Rack Kit, X
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X3859A INTL. POWER CORD FOR STOREDGE

XTAG6140-CMBO-ARY-2 Sun6140, DSS DVC Cmbo Lic,Xopt

SG-XSWBRO200E-8P-Z Brocade SW200E 8Port w/ Fab

SG-XSWBRO3X50-RK-Z Brocade SW3X50 Rack Kit

SG-XSWBRO200E-UP-Z Brocade SW200E 4 port Activate

SR2-2938A Sun Rack 900-38 (Alloy) RoHS

5146A Pwr Cable, Sun Rack PDS RoHS

5149A Jmpr Cables 1 & 2.5m Rack RoHS

5142A-2 PDS Pwr Sun Rack 938/1038 RoHS

X9238A Pwr Jumper Cables 2.5mx10 RoHS

5139A Packaging, 936N/938 Racks

5144A EMI Kit, Sun Rack Cabinets

I I S N R e

X9734A -Z 15M LC to LC FC Optical Cable

w
N

Mediu de virtualizare

Windows Server 2012 R2 Failover Clusters

IBM System x 3650 M4

2 x Intel(R) Xeon(r) CPU e5-2620 c2 @ 2.10GHz
RAM 64GB DDR3 ECC

3 X HGST HUC101212CSS600 SCSI Disk Devices

NETWORK AND COMMUNICATION EQUIPMENT

3.1

Central House LAN

3.11

Router Supporting 4-th Level Commutation - part numbers for both routers-

CISCO3845-HSEC/K9 3845 Security Bundle, AIM-VPN/EPII-PLUS,Adv. IP Serv,64F/256D

PWR-3845-AC= Cisco 3845 AC power supply

CAB-ACE - Power Cord Europe

NM-2CE1T1-PRI 2-Port Channelized E1/T1/ISDN-PRI Network Module

WIC-2T — 2-Port Serial WAN Interface Card

NM-30DM - 30 Port Digital Modem Network Module

CAB-E1-PRI — E1- ISDN PRI Cable, 10 Feet

CAB-SS-V35MT V.35 Cable, DTE Male to Smart Serial, 10 Feet

MEM3800-64U128CF 64 to 128 MB CF Factory Upgrade for Cisco 3800 Series

MEM3800-256D= 256MB DIMM DDR DRAM for the Cisco 3800 Series

3.1.2

Firewall

ASA5520-BUN-K9 ASA 5520 Appliance with SW, HA, 4GE+1FE, 3DES/AES

CAB-ACE - Power Cord Europe

SF-ASA-7.1-K8 ASA 5500 Series Software v7.1

12400 Next Generation Firewall Appliance

Smart-1 205 Appliance with Policy, Log and Event Security Management for 5 Security
Gateways

SIS S Y RN BN B NI Y I NG Y Y B Y B OY B Y B O I Y N

Anti-Virus Blade

Anti-Bot Blade

3.13

L3 Central Switches - part numbers for both switches-

WS-C3750G-24TS-E — Catalyst 3750 24 10/100/1000 + 4 SFP Enhcd Multilayer;1.5RU

GLC-T= - 1000BASE-T SFP

CAB-ACE - Power Cord Europe

GLC-SX-MM GE SFP, LC connector SX transceiver

3.14

L2 Switches

WS-C2950-12 — 12 port, 10/100 Catalyst Switch, Standard Image only
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Ws-c2960-48tc-I
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ws-c2950-24 3
3.2 The NSIH Corporate Network
3.2.1 | Router — part numbers for 43 routers- 43
CISCO1841-HSEC/K9 1841 Security bundle w/AIM-VPN,Adv.IP Svcs,64FL/256DR 43
WIC-2T — 2-Port Serial WAN Interface Card 43
CAB-ACE — Power Cord Europe 43
CAB-SS-V35MT V.35 Cable, DTE Male to Smart Serial, 10 Feet 43
CAB-SS-232MT RS-232 Cable, DTE Male to Smart Serial, 10 Feet 43
APC Smart-UPS 750 RM with Network Management Card 43
GENERAL PURPOSE SOFTWARE
4.1 System and System Management Utilities
4.1.1 | Operating Systems (UNIX & Windows Servers)
SPAS System DBMS domain - Sun Solaris OS 1
Copy of SPAS System DBMS domain - Sun Solaris OS 1
Contact (Web) Servers — Sun Solaris OS 2
Admin/Standby domains — Sun Solaris OS 2
SPAS Development Servers — Sun Solaris OS 2
Sun Administration Station — Sun Solaris OS 1
Data Warehouse / Electronic Archive Server — Sun Solaris OS 1
FMS Database server — MS Windows 2003 Server (Enterprise Edition) 1
FMS Application server — MS Windows 2003 Server (Enterprise Edition) 1
FMS Development server — MS Windows 2003 Server (Enterprise Edition) 1
Archiving/ Network Resource Management Server (for Sun Net Manager & Dell OpenMagane) 1
—MS Windows 2003 Server (Enterprise Edition)
Print Server / Corporate File Server- MS Windows 2003 Server (Enterprise Edition) 1
4.1.2 | Data Center Server Administration Packages
Data Center Server Administration Package — Sun Management Center included in all Solaris 10
servers
Data Center Server Administration Package — Dell OpenManage Server Assistant 5
4.1.3 | Key Generation Utility
Oracle PKI (included in Oracle iAS) 8
4.1.4 | Back-up / Recovery Packages
Commvault Simpana Application Data Mgmt (ADM) capacity bundle used in a dedicated 1
CommCell for TB-based CLA customers —2TB;
1 common client instance to support backup and restore of an ApplicationClass 2 host system.
Support & Maintenance Subscription Notification of software updates, product fixes and related
enhancements.
Commvault Simpana Application Data Mgmt (ADM) capacity bundle used in a dedicated 1
CommCell for TB-based CLA customers — 2TB;
1 common client instance to support backup and restore of an ApplicationClass 2 host system.
Support & Maintenance Subscription Notification of software updates, product fixes and related
enhancements.
4.2 Networks and Communications Management Software
4.2.1 | Network management package - Sun NetManager (SNM-NM-2.3-P SUNNET MGR 2.3 SOL 1
2,CD DOC, Solstice Site, SunNet Manager and Domain Manager 2.3 for Solaris 2.x and 1.x
Media, Documentation, and Single-System License for Solaris 2.x For Solaris 2.x Solstice
SunNet Manager for Solaris 2.x)
4.2.2 | Active network equipment management software — CiscoWorks LMS - CWLMS-2.2-K9 — 1
LAN Managment 2.2 for WIN/SOL; CM, DFM, RME, RTM, CV
4.2.3 | DNS server
4.2.4 | SMTP Relay
4.2.5 | LDAP server (Included in Operating system Solaris and Windows & ORACLE iAS. We intend 8

to use ORACLE iAS LDAP server for Oracle Applications users’ authentication, Microsoft
Active Directory for DNS, DHCP, File/Print Services of local users and Oracle Directory
migration tool for automatic 6lectric6zation of both directories)




4.3

Database and Development Tools

431

SPAS RDBMS Server

Oracle Database Enterprise Edition — CPU Licence

Diagnostics Pack — CPU Licence

Tuning Pack — CPU Licence

4.3.2

SPAS Application Server

Internet Application Server Enterprise Edition — CPU Licence

433

SPAS Web (Contact) Servers

Internet Application Server Standard Edition — CPU Licence

434

SPAS Development Servers

Oracle Database Enterprise Edition — Users licence

50

Oracle Diagnostics Pack- Users licence

50

Oracle Tuning Pack- Users licence

50

Oracle Internet Application Server Enterprise Edition- Users licence

50

Oracle Internet Developer Suite- Users licence

Oracle Programmer- Users licence

4.3.5

RDBMS & Application Server

Relational DBMS (FMS) — Microsoft SQL Server 2000 Enterprise Edition, user licenses

33

4.3.6

Development Server

Relational DBMS (Dev FMS) — Microsoft SQL Server 2000 Enterprise Edition, user licenses —
for 5 Developers

4.3.7

Data Warehouse Server

Oracle Database Enterprise Edition- Users licence

50

Diagnostics Pack- Users licence

50

Tuning Pack- Users licence

50

Change Management Pack- Users licence

50

OLAP- Users licence

50

Partitioning- Users licence

50

Internet Application Server Enterprise Edition- Users licence

50

DATA CENTER de Rezerve HARDWARE

5.1

Server de 7lectri SPAS — Sun SPARC Enterprise M4000 Server
SE M4000 ATOBase,2PSU,1DVD,I/0 -1

Domain [1] -1

146GB 10K RPM2.5 SAS disk — 2

8Gb FC HBA, 1 port,Qlogic — 2

SE CPU 2*2.1GHz MODULE (ATO) -2
Pwrcord,Jmper,2.5m,C14,13A,C19 — 2

SE_MEM-EXP 4*2GB MODULE (ATO) -4

SE_MA4000 Filter Kit -1

SE M4/M5000 DAT filler pnl — 1

5.2

Backup disk array — Hitachi AMS2100-A0001.S

043-100422-01.P AMS 2100 Family Basic Operating System-Modular — 1
1508441-001.P Dummy drive for Modular/RAID 600 — 4

3276405-A.P RKHE2 Dummy Interface Assy — 2

A34V-445-900-M6.P Universal rail kit MIN — 1

DF-F800-AKH450.P Modular 450GB SAS 15K RPM HDD - 11
DF-F800-C2GK.P Modular 2GB Cache Module — 2

DF-F800-F1KES.P AMS2100 Controller w/2 embedded 8Gh/s FC port — 2
HDF800-BASE.P AMS2100/AMS2300 Chassis — 1

WS-003-002.P J2F Power Cord — 2

AMS2100-SOFTWARE.S -

043-100409-01.P Storage Navigator Modular 2, AMS2100 Family — 1
305-100409-01.P SVC Mo AMS2100 Storage Navigator Modular 2
Family — SW Backline Support — 36

044-220357-01.P AMS2100 Hitachi Dynamic Provisioning Base Kit—1




5.3

Comutator — Cisco Catalyst 2960
Cisco Catalyst 2960 24 10/100 + 2T/SFP LAN Base Image

5.4

Marsrutizator — CISCO 2811
CISCO 2811 Bundle w/AIM-VPN/SSL-2,Adv IP Serv,10 SSL lic,128F/512D

5.5

Subsistem de alimentare neintrerupta cu energie 8lectric
APC Symmetra PX 16kW All-In-One, Scalable to 48kW, 400V
APC Symmetra PX Power Module, 10/16kW, 400V

5.6

Subsistem de climatizare

APC InRow RP 102 DX Air Cooled 380-415V 50 Hz

APC Leak Sensor Extension Cable — 20 ft (6.1 m)

APC CONDENSER 2 EC FAN 8.1 KW/1C TD 380-415V/3/50

5.7

Sistem unic de gestionare si monitorizare a mediului inconjurator

APC NetBotz Room Monitor 455 (without PoE Injector)

APC NetBotz Door Switch Sensor for Rooms or 3™ Party Racks — 50 ft.
APC NetBotz Smoke Sensor — 10 ft.

APC NetBotz Advanced Software Pack #1

5.8

Subsistem de alimentare de rezerva a echipamentului — unitatii de diesel-generator (UDG)
TJ115PR5A — TEKSAN Generator

5.9

Sistem de control al accesului — NOVUS NVAC300CKF/L, NVAC-RM, Proximity card, S-600

5.10

Sistem de control, analizd si management al componentelor CRPD — APC InfraStruXure Central
Basic

Componentelor de securitate Check Point

12400 Next Generation Firewall Appliance (with FW, VPN, ADNC, IA , MOB-5, IPS and APCL
Blades) +AV +ABOT blades 1Y

Smart-1 205 Appliance with Policy, Log and Event Security Management for 5 Security Gateways
+SmartEvent, +SmartReporter, +Compliance 1Y

Mediu de virtualizare

Failover Claster Hypper-V 2012 R2




Anexa nr. 2

Echipa de proiect

Echipa de proiect trebuie sd includa specialisti de naltd calificare si experientd in domeniile
respective. Cerintele minime fatd de specialistii propusi sunt urmitoarele:

Rol

Cerinte minime

Project Manager

Calificdri si abilitdifi

Studii superioare Tehnice sau in domeniul TI.
Certificat emis de o institutie recunoscuta la nivel international in domeniul managementului
proiectelor.

Experienta Profesionald

Minim 5 ani experienta in managementul proiectelor in domeniul Tehnologii Informationale.
Minim 3 proiecte de nivel national in domeniul Tehnologii Informationale realizate in calitate
de Manager de proiect.

Experienta Profesionald
specificd

Minim 5 ani experienta Th utilizarea metodologiilor de management de proiecte
recunoscute pe plan international.
Participare 1n cel putin un proiect similar;

Dell Servers and Storage Engineer

Calificari si abilitati

Studii superioare Tehnice sau in domeniul TI.

Cunostinta in suport si mentenanta servere Dell Power Edge si storages Dell PowerVault
confirmat prin certificatul producatorului.

Certificate tehnice care demonstreazd cunostintele, aptitudinile si abilititile pentru
suportul Dell PowerEdge Server si Dell PowerVault.

Experienta Profesionali

Minim 5 ani de experienta profesionala generald in domeniul IT.

Experienta Profesionald
specifica

Minim 5 ani de experientd 1n sustinerea si punerea in aplicare a serverelor pe platforma
x86 / 64, configurarea interna RAID, diagnosticare si inlocuirea echipamentelor

Dell PowerEdge Server, Dell PowerVault Experientd profesionala in domeniul hardware
de server si software pentru punerea in aplicare a cel putin trei proiecte finalizate.

Hitachi Modular Storages suport specialist

Calificari si abilitati

Studii superioare Tehnice sau in domeniul TI.

Cunostintd in suport si mentenantd Hitachi Data Systems Storage confirmate prin
certificatul producatorului (de exemplu Hitachi Data Systems Certified Professional).
Cunostinte generale de Storage Area Network (SAN) in suport si administrare.

Experienta Profesionald

Minim 5 ani de experienta profesionald generald in domeniul IT.

Experienta Profesionald
specifica

Minim 5 ani de experienta in punerea 1n aplicare si mentenanta a Storage Array Systems.
Demonstrarea cunostintelor, aptitudinilor si abilittilor pentru suportul solutiilor
hardware si software Hitachi Data Systems.

Experienta profesionala in domeniul Hitachi Storage Implementation Specialist a cel
putin trei proiecte finalizate.

Microsoft Certified Enginee

r

Calificari si abilitati

Studii superioare Tehnice sau in domeniul TI.

Suport si mentenanta Microsoft Server Systems: MS Windows Server 2003/2008/2012;
Microsoft SQL Server; Microsoft System Center - confirmat prin certificatul
producitorului:

Microsoft Certified System Administrator

Microsoft Certified System Engineer: infrastructurd Server

Experienta Profesionald

Minim 5 ani de experientd profesionala generald in domeniul IT.

Experienta Profesionaldi
specifica

Minim 5 ani de experienta in sustinerea si punerea in aplicare a x86/64 Servers.
Experientd profesionala in domeniul hardware de server si software pentru punerea in
aplicare a cel putin trei proiecte finalizate.

Oracle Database Administrator

Calificari si abilitati

Studii superioare Tehnice sau Tn domeniul TI.
Certificate sau Diplome de absolvire a cursurilor in domeniul:

e Oracle Database Administrator

Experienta Profesionali

Minim 5 ani de experienta profesionald generald in domeniul IT.




Rol

Cerinte minime

Experienta Profesionald
specificd

Minim 5 ani de experientd In sustinerea si punerea In aplicare Oracle Database.
Oracle Certified Database Associate

Experientd profesionala in Oracle Database Administrator. Specialist a cel putin trei
proiecte finalizate.

Oracle Database Expert

Calificdri si abilitdifi

Studii superioare Tehnice sau Tn domeniul TI.

Experientd in administrare Oracle Database, inclusiv:
Oracle Data Guard,;

Oracle RAC;

analiza performantei;

Oracle Application Server;

Oracle Forms and Reports.

Unix based OS ca platforma pentru producte Oracle inclusiv configurarea
sistemului pentru producte Oracle DB.

Certificate in domeniul:

SPARC-Based Servers Technical Assessment
Oracle Linux Certified Implementation Specialist
Oracle Solaris System Administrator

Oracle Database Administrator

Experienta Profesionald

Minim 5 ani de experienta profesionald generala in domeniul IT.

Experienta Profesionali
specifica

Minim 5 ani de experienta 1n sustinerea si punerea in aplicare a Oracle Database.
Oracle Certified Database Associate

Oracle Enterprise Manager Certified Implementation Specialist

Oracle Solaris System Administrator.

Experienta profesionald in Oracle Database Administrator Specialist a cel putin trei
proiecte finalizate.

Oracle Sun Hardware Engineer

Calificari si abilitati

Studii superioare Tehnice sau in domeniul TI.

Oracle Solaris Support Specialist

Sun Chip Multithreading (CMT) Servers Installation (IDO) Specialist
Certificate

Sun SPARC Enterprise Entry-Level and Midrange Servers Installation (IDO)
Specialist

Sun Storage Installation (IDO) Specialist

Sun x86 Server Support Consultant Certification — Help Desk

Sun SPARC Enterprise MX000 Server Support Readiness Training Assessment

Experienta Profesionald

Minim 5 ani de experienta profesionald generald in domeniul IT.

Experienta Profesionald
specifica

Minim 5 ani de experienta in sustinerea si punerea in aplicare a Storage Array Systems.
Suport si mentenanta Oracle Sun SPARC Enterprise Servers: administrare, intretinere si
depanare, inlocuire pieselor.

Experienta profesionala in domeniul Storage Implementation Specialist a cel putin trei
proiecte finalizate.

Network Engineer — Cisco

Calificari si abilitati

Studii superioare complete in domeniu IT.
Instalarea, operarea si depanarea retelelor enterprise de nivel mic,mediu.
Certificat Cisco CCNA R&S sau CCDA valid

Experienta Profesionald

Cel putin 3 ani de experientd in domeniu IT, tehnologiilor de retea.

Experienta Profesionald
specifica

Experienta profesionala sa fie dovedita prin participarea la cel putin a unui proiect
similar de implimentare si suport a retelelor.

Leading Network Engineer

— Cisco

Calificari i abilitati

Studii superioare Tehnice sau in domeniul TI.

Utilizarea IP adresarii si rutarii avansate pe rutere Cisco conectate in retelele LAN,WAN
Planificarea, configurarea si verificarea implimentarii a solutiilor complexe de switching
utilizate in Cisco Enterprise Campus Arhitecture.

Planificarea si efectuarea periodic a lucrarilor de mentenata a retelelor complexe de nivel
enterprise.

Utilizarea practicilor bazate pe tehnologii pentru procesul de depanare a retelei.
Certificat Cisco CCNP R&S (sau orice CCIE ) valid.
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Rol

Cerinte minime

Experienta Profesionald

Minim 5 ani de experienta in domeniul IT tehnologii de retea

Experienta Profesionald
specificd

Experientd profesionala specifica dovedita prin participarea in cel putin 2 proiecte
similare, pentru punerea in aplicare si sustinerea retelelor de calculatoare

CheckPoint Security Administrator

Calificdri si abilitdifi

Cunostinte pe tehnologie de securitate de retea

Montarea gateway de securitate CP intr-un mediu distribuit Configure rules on Web and
Gateway servers

Crearea reguleleor de baza in CP SmartDashboard si atribuirea permisiunii

Backup programuliu si upgrade-uri fara sudura cu downtime minim

Monitorizarea si depanarea IP TCP si traficul in retea comuna

Check Point Certified Security Administrator (CCSA) certificat

Experienta Profesionald

Minim 3 ani de experienta in domeniul IT tehnologii de retea

Experienta Profesionald
specificd

Experienta profesionala specifica dovedita prin participarea in cel putin 2 proiecte
similare, pentru punerea in aplicare si sustinerea retelelor de calculatoare

CheckPoint Security Expert

Calificari si abilitati

Studii superioare Tehnice sau in domeniul TI.

Cunostinte avansate a tehnologiei de securitate retelei

Backup CP Security Gateway and CP Management Server

Construirea, testare si depanarea clusterului CP Security Gateway

Upgrade si depanarea a CP Management Server

Configurarea si mentinerea solutiilor de securitate accelerare , de testare si de optimizare
tunelelor VPN corporative

Check Point Certified Security Expert (CCSE) certificat

Experienta Profesionald

Minim 5 ani de experienta in domeniul tehnologiilor de securitate a retelei IT

Experienta Profesionald
specifica

Experienta profesionala specifica dovedita prin participarea in cel putin 3 proiecte
similare, pentru punerea in aplicare si sustinerea retelelor de calculatoare

Information security management specialist

Calificari si abilitati

Studii superioare Tehnice sau in domeniul TI.

Cunostinte privind securitatea sistemelor informatice

si securitatea sistemelor ce contin informatii cu caracter personal, dovedite prin
diplome/certificate obtinute.

Cunostinte privind auditul sistemelor informatice dovedite prin diplome/certificate obtinute
(1S0O27001, CISA sau echivalent).

Experienta Profesionaldi

Experienta de cel putin 5 ani In domeniul securitatii sistemelor informatice.
Membru organizatii profesionale din domenii implicat in securitatea informatiilor, asigurare,
gestionarea riscurilor si guvernarea TL

Experienta Profesionaldi
specifica

1. Participarea 1n ultimii 3 ani ca consultant sau auditor la cel putin 3 contracte in domeniul
securitatii informatiei.

2. Participarea in ultimii 3 ani la cel putin 3 contracte similare ca expert de analiza a
vulnerabilitatilor si interpretarea rezultatelor obtinute in urma procesului de testare de
securitate

Certified Specialist in Virtualization Technologies

Calificari i abilitati

Studii superioare Tehnice sau Tn domeniul TI.
Certificate in domeniul:

e  Microsoft Hyper-V

e VMware vSphere

Experienta Profesionald

Minim 5 ani de experientd profesionala generald in domeniul IT.

Experienta Profesionald
specifica

Minim 5 ani de experienta in sustinerea si punerea in aplicare a Microsoft Hyper-V si
VMware vSphere.
Specialist a cel putin trei proiecte finalizate.
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9. in cazul in care contractul este impirtit pe loturi un operator economic poate
depune oferta :
1) Pentru un singur lot;

10. Admiterea sau interzicerea ofertelor alternative: Nu se admite

11. Termenii si conditiile de prestare: Pe parcursul anului 2021 Tncepind cu
01.01.2021 pina la 31.12.2021.

12. Termenul de valabilitate a contractului: 28.02.2022

13.Contract de achizitie rezervat atelierelor protejate sau ca acesta poate fi
executat numai in cadrul unor programe de angajare protejata (dupa caz):
Nu se aplica

14.Prestarea serviciului este rezervata unei anumite profesii in temeiul unor acte
cu putere de lege sau al unor acte administrative (dupa caz): Nu se aplica

15.Scurta descriere a criteriilor privind eligibilitatea operatorilor economici
care pot determina eliminarea acestora si a criteriilor de selectie; nivelul
minim (nivelurile minime) al (ale) cerintelor eventual impuse; se mentioneaza
informatiile solicitate (DUAE, documentatie):

Nr. Denumirea Mod de demonstrare a indeplinirii cerintei Obl.

d/o document/cerinte Da /Nu
Document scanat - confirmat prin semnatura

1. | Oferta electronica a participantului conform Formularului (F Da
3.1)
Document scanat - conform F4.2 din Documentatia

2. |Specificatii de pret Standard, confirmat prin semnatura electronica Da

participantului.

Document scanat - conform F4.1 din Documentatia
3. |Specificatii tehnice Standard, - confirmat prin semnatura electronica Da
participantului.

1.00% din valoarea ofertei fara TVA Document
scanat - confirmat prin semnatura electronica a Da
participantului.

Garantia pentru oferta
1%

Certificat de efectuare
regulata a platii
impozitelor,
contributiilor (valabil la
data deschiderii
ofertelor)

Document scanat - Copie — eliberat de Inspectoratul
Fiscal - confirmat prin semnitura electronica a Da
participantului

Formularul standard al [Formularul standard al Documentului Unic de
6. | Documentului Unic de |Achizitii European, document scanat - confirmat prin Da
Achizitii European semnatura electronica a participantului

- Certificat pentru confirmarea capacitatii
executarii calitative a contractului de achizitie eliberat
de Participant, care confirmd nivelul serviciilor
propuse:

- experientd min 3 ani - confirmat prin Contractele Da
similare.

- echipa de proiect certificate solicitate in Anexa 2 -
confirmate  prin  semndtura  electronicd a
participantului

Certificat pentru
confirmarea capacitatii
executarii calitative a
contractului de achizitie

16.Motivul recurgerii la procedura accelerati (in cazul licitatiei deschise,
restranse si al procedurii negociate), dupa caz: nu se aplica.
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17. Tehnici si instrumente specifice de atribuire (daca este cazul specificati daca
se va utiliza acordul-cadru, sistemul dinamic de achizitie sau licitatia
electronici): licitatia electronicd, 3 runde , pasul minim — pentru Lotul nr. 1
constituie 20800,00 lei.

18. Conditii speciale de care depinde indeplinirea contractului (indicati dupa
caz): Indeplinirea cerintelor din Anexa nr. 2.

19. Criteriul de evaluare aplicat pentru adjudecarea contractului: Cel mai mic
pret fard TV A pentru intreaga oferta.

20. Factorii de evaluare a ofertei celei mai avantajoase din punct de vedere
economic, precum si ponderile lor: nu se aplica

Nr. Denumirea factorului de evaluare Ponderea%o
d/o

Nu se aplica

21. Termenul limita de depunere/deschidere a ofertelor:
- pana la: Conform informatiei in SIA RSAP 2, M-Tender.
22. Adresa la care trebuie transmise ofertele sau cererile de participare:

Ofertele sau cererile de participare vor fi depuse electronic prin intermediul SIA
RSAP 2 M-Tender.

23. Termenul de valabilitate a ofertelor: 60 zile
24. Locul deschiderii ofertelor: SIA RSAP 2, M-Tender.
Ofertele Tntarziate vor fi respinse.

25. Persoanele autorizate sa asiste la deschiderea ofertelor:

Ofertantii nu participa la deschiderea ofertelor, deoarece ofertele urmeaza sa fie
depuse prin SIA RSAP 2, M-Tender.

26. Limba sau limbile in care trebuie redactate ofertele sau cererile de
participare:

Limba de stat

27.Respectivul contract se refera la un proiect si/sau program finantat din
fonduri ale Uniunii Europene: Nu se aplica

28. Denumirea si adresa organismului competent de solutionare a contestatiilor:
Agentia Nationala pentru Solutionarea Contestatiilor
Adresa: mun. Chisinau, bd. Stefan cel Mare si Sfant nr.124 (et.4), MD 2001,
Tel/Fax/email: 022-820 652, 022 820-651, contestatii@ansc.md

29.Data (datele) si referinta (referintele) publicirilor anterioare in Jurnalul
Oficial al Uniunii Europene privind contractul (contractele) la care se refera
anuntul respective (daca este cazul):_ Nu se aplica

30.Tn cazul achizitiilor periodice, calendarul estimat pentru publicarea
anunturilor viitoare:__ Nu se aplica

31. Data publicirii anuntului de intentie sau, dupa caz, precizarea ca nu a fost
publicat un astfel de anunt: Nu se aplica.
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32. Data transmiterii spre publicare a anuntului de participare: Conform
informatiei in SIA RSAP 2, M-Tender.

33. Tn cadrul procedurii de achizitie publici se va utiliza/accepta:

Denumirea instrumentului electronic Se va utiliza/accepta sau nu
depunerea electronicd a ofertelor sau a <
) . Se accepta
cererilor de participare
sistemul de comenzi electronice Nu se accepta
facturarea electronica Nu se accepta
platile electronice Se accepta

34.Contractul intra sub incidenta Acordului privind achizitiile guvernamentale
al Organizatiei Mondiale a Comertului (numai Tn cazul anunturilor
transmise spre publicare in Jurnalul Oficial al Uniunii Europene): Nu

35. Alte informatii relevante:

Conducatorul grupului de lucru: Maia MORARU
L.S.
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