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7.1. General functional Requirements

7.1.1. General requirements

FR.1

industry.

The offered application should be an end-to-end solution that fully supports the entire
lifecycle of instant payments processes, according with the best practices in the

Mandatory

The IPS system of Forbis has been developed in compliance with the SEPA Instant Credit Transfer rulebook version
1.0, thus, this system completely complies with the rules and standards of European Payments Council. The system is
updated in accordance with the amendments to the SCT Inst rulebook. Currently the system update processes are
being carried out in accordance with the 2021 SCT Inst rulebook amendments.

IPS uses messages in line with the 1ISO20022 standard. Mandatory
FR. 2 IPS uses the 1SO20022 standard version which can be improved in the course of
' implementation. All the messages in the system will be in line with that standard,
when possible. All the messages in the system are xml messages.
In the IPS system, the XML messages complying with 1ISO20022 standards are used.
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<Tihtrant=
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</SchmeNm=
=/0thr=
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FR. 3

IPS will carry out the technical validation of every received message, which must
include at least: validation of existence of mandatory fields defined in the message
format, and of optional fields used in one of the processes.

Additional business validation of messages has been established for every process.

Mandatory

Before processing any message received, the IPS system performs technical validation of the following for each

message received:

1. Validation of availability of both mandatory fields defined in the message format and optional fields used in

the message.

2. Validation of each message according to the XSD schema applicable to the type of the messag

[

FR. 4

IPS will terminate the technical validation of a message as soon as the first validation
error is encountered and send an appropriate rejection message to the Sender.

As the first validation error is encountered, IPS stops the processing and notifies the
Sender thereof with a message. The message contains the code indicating the reason
for rejection.

Mandatory




1. Processing of messages that are not identified as correct XML messages according to the XSD scheme is
stopped in IPS.
2. The error notification — a technical SYNRES message — is sent to the Sender by IPS.

IPS will receive only those messages from the Sender that have a digital signature. | Mandatory
Only the messages specified as such in the technical documentation depart from this
rule.

ACK and NACK messages are not considered messages in terms of this rule.

FR.5

1. The processing of messages that do not meet the authorisation (signature error, invalid certificate etc.)
requirements is stopped.

2. The error notification — a technical AUTHRES message — is sent to the Sender of the message by the IPS in
case of the authorization error.

IPS enables A2A interface to users. Mandatory
IPS enables sending messages in A2A mode to users.

FR. 6

Communication between the IPS and a participant has been implemented in both A2A and U2A modes. The A2A
mode is the main way of system-to-system communication via messages. For example, the IPS sends the account
statement message CAMT.052 to a participant on a daily basis. In addition, the account statement CAMT.052 is sent
to the participant at any time upon demand of the participant.

IPS enables users to use web interface. Mandatory
FR.7 IPS allows users to perform monitoring and reconciliation of payments via web
interface.

The U2A interface has been created.

Direct and indirect participants of the IPS may log in to their IPS accounts by using a browser. The two-level
authentication is used for the user login i.e., the password and the mobile signature.

After entering the provided username and password in the login window, a user is directed to the second stage of
authentication. The screen displays a code that is also displayed on the screen of the mobile device registered in the
system. Once the code has been confirmed on the mobile device, the user is directed to his or her personal space in the
IPS.

For example, a U2A interface participant can see his/her IPS account balance and RTGS account balance in the real-
time mode.

7.1.2. Liquidity

Every Participant in the system has at least one IPS account. Mandatory

At least one IPS account is opened for every Participant in IPS regardless of whether
they are a direct or an indirect participant. If a Participant has more than one
account, the account is explicitly stated in the message, otherwise IPS will use the
default account. If no default account has been defined, and a Participant has more
than one IPS account, IPS will reject the transfer order by sending an appropriate
error message.

FR. 8

Creating and keeping accounts in the IPS system:
e There is a possibility of entering several accounts in the same currency.
e There is a possibility of keeping accounts in different currencies.
e There is a possibility of creating linkage with “External No.”
e Indirect participants are registered in the same manner as direct participants with using an appropriate
attribute. Later this attribute will be considered when distributing the rights and functions.
o Additionally: the form displays the payments made by participants (Payments).

Selecting an account for payment:
e An account is selected when performing the payment.
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Every IPS account has an account structure, established by operating rules. Mandatory

To open an account, the parameterizable CURRENT ACCOUNT product is used.
The number of parameters, algorithms for verifying the relations between parameters and the templates for data being
entered (masks) are set if required.
After opening the account, all additional information and the parameters that are used in the system operation are kept
at this account (FRF_210):

e Accounts: mapping with external account, other account information.

e Attributes: Interest scheme and consultation rules.

e Limits: Account limits (min/max), blocks, turnover parameters and other information.
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FR. 10

Every IPS account can be uniquely identified by means of a BIC. IPS system uses 11-
character BIC registered in SWIFT or a pseudo BIC assigned by the NBM in this
format.

The BIC (or other unique identifier of a Participant similar to the BIC — pseudo BIC)
attached to an account is unique in the IPS system.

Mandatory




Each participant (FRF_190) is linked with a specific bank (BIC). All participants and additional information about
them (direct or indirect, relationship types, additional codes etc.) are stored in FRF_620.
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GENERAL INFO CUSTOMER INFO
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2005.04.25 KJ25326589
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Every Direct Participant in the system has a special account opened in the NBM’s | Mandatory
RTGS system.

FR. 11 A special account is opened for every Direct Participant in the RTGS system which is
used for the execution of transfer orders in IPS or for liquidity transfer to/from RTGS,
through integration with IPS.

In the IPS, mapping between the IPS and RTGS account is described.
At the relationship (FRF_055), there is a possibility of recording:

e Balances — daily balances;

e Limits — limits for automated support;

e Changes — charging schemes;

e  Other parameters.

£
789-€ o | SRR, o Tpei o Adve (250 =
STRO. ARKO nout ~

2008.09.05 [30/001. -10,000.00 | -9.950.16 |
2008.09.01 [30/001 -10,000.00 -9,950.16
2005.04.12 [30/001 -14,583.19 -14,583.19 -14583.19
2004.07.30 [30/001 -3,000.00 -4,407.40 -1,000.00 -

|

Every Indirect Participant in IPS has an open IPS account connected to exactly one | Mandatory

FR. 12 RTGS account of the Direct Participant (settlement bank).




Indirect participant accounts and the relationship with RTGS accounts is established in the same manner as for direct

participants but With additional indication that the participant is indirect (FRF_620).
' Yo AR IR TROUR L, LA o

Every IPS account is connected to exactly one RTGS account. An RTGS account may | Mandatory
be connected to several IPS accounts

A Direct Participant’s IPS account is connected to its RTGS account, an Indirect
Participant’s IPS account is connected to the Direct Participant’s RTGS account.

One RTGS account (for example, 123-456-789-EUR) may have the relationship with several internal IPS accounts.
IPS accounts will belong to different participants (1 to the direct participant, the other ones — to indirect participants).
When performing the payment in the IPS system the account of an appropriate participant is used, but when sending
the payment to RTGS, the appropriate account will be selected (in this case: 123-456-789-EUR).

FR. 13
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A participant’s IPS account limit is set by the Direct Participant to whose RTGS | Mandatory
account that IPS account is connected.

The Direct Participant sets the limit for all IPS accounts connected to its RTGS
account.

FR. 14

For each account described in FRH_055, the min/max limits are set. Tracking these values ensures the sufficient
balance of each customer’s account on the IPS account. Also, after describing account limits of each indirect
participant there is a possibility of calculating and ensuring the sufficient balance on the RTGS account.
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NOSTRO account Account in our bank Currency balance
|123-456-789-EUR |EUR | ‘| 7.797.78 i T
[123-456-789-EUR [EUR | - | -967,448 95[.-.'..~ N
|123-456-789-EUR 7| AR .| T
Account Type |[NOSTRO Branch IP;R;\Q
Belances | Limits | Cherges |
Minimum | 50,000.00
Maximum | 150,000.00
Parameters of optimisation
Lime, min. |
Limt, max. |
Risk, % |
Profit margin, %

IPS account limit setting is done by sending an appropriate message in the IPS | Mandatory
system.

The Direct Participant sets the IPS account limit by sending an appropriate message,
whose technical and business validity are checked by IPS.

FR. 15

Direct participants in the IPS system may set both minimum and maximum account limits for RTGS instant payment

accounts and for IPS instant payment accounts.
Indirect participants in the IPS system may do so only for the IPS instant payment account.

Account Limits

Information
Accounts
Accounts

Orders

Operations Lists and Import

1S INST Account ) ELR iew only - S0000,00 1007000, 00 BOCYD00.00
Settings

RTGS INST Account EUR Credrt only v 15000000 300000,00 F500000,00

CREATE AND SIGN CANCEL

IPS will perform business validation of the limit setting message sent by a direct | Mandatory
participant. Message processing will be disrupted and it will be rejected at the
encounter of the first error.

FR. 16 IPS validates the inbound message and informs the direct participant of any errors
that occurred in the course of business validation. Validations carried out are
specified in more detail below. In addition to these validations, technical validations
are also carried out.

In the IPS system, the processing of such messages has been implemented in Workflow. For each message type, it is
described how many verifications (Kernel function name) and Point of the Route are required. The messages on the

9



route are executed automatically (on-time or with the pre-set periodicity (job)). After all verifications have been
completed, the intended action will be performed (for example, money transfer, limit change, notification sending
etc.). If any error occurs, the action will be interrupted.

¥ Mail Parameters x|
ﬂ ﬂ K|«‘ (|}|»‘H| g @ @ E Update messages | FRF_1UE|
Routes ‘ Mail boxes | Tags | Parameters | Standards ‘ Access
|IN STRUCTIONS |In5truu:ti|:rn5 for changing limits |B il Groups of ugers having rights to routes
| | | [PARKO-PARKO i‘
| | | [MNDAUGASM
| | | - | [FakT-FakT - |
Pointz of the route ExD E N PDel Rights to tags at route-peints
Instructions for changing 185742 M TODAY v [ | v v v | « [ Message Tag Visib. Edit.  Ver.
Instructions with errors 217065 M REFUSED I e [FINCAN [RECENER ™ u - -
response to the instruction 217065 W TODAY vl v I | | —
T FINCAN LT03 v [ [
CETT | |PRCHG  |RECENVER Vi
L o -
PRICHG LTO3 v [ [
e | |ﬂj
| L] JFmavth o3 i
CErT T |- Fill in tags |
-Ewent triggers of the route
Event type Message Trigger status Kernel function name: Priority
|IN_POINT = ||FnAuTH |Active _~||FRL_887 CHECK_DUPLICATES E -
|IN_POINT = ||FrauTH |active ~||FRL_777 CHECK_ACCOUNT_BLOCKS |2
|IN_POINT ~||FrauTH |Active v | |FRL_867.CHECK_PAYEE_ACCNT |2
|IN_POINT = ||FrauTH |Active v | |FRL_867.CHECK_ACCNT_BALANCE 4 -]
| |
Trigger parameters |
IPS will validate the authorisation of a direct participant to set the IPS account limit. | Mandatory

FR. 17

The Direct Participant whose RTGS account is connected to the IPS account to which
the limit is being set is the only one with the limit setting authorisation.

IPS validates the direct participant-sender’s BIC and checks if the RTGS account
connected to the IPS account to which the limit is being set, corresponds to that BIC.

The rights to

create messages are managed in the interface environment; the indirect participants may create the
messages that are accessible only to them (for example, LIM_INDIR: to set the account limits for a direct participant).
A direct participant has the right to create other message type (for example, LIM_DIR) that will set/change the direct
participant’s account limit (Direct Participant whose RTGS account is connected to the IPS account).

IPS administrator will manage the right of direct and indirect participants to change account limits and control the lists
of accounts for which the change of limits is possible.

10




& usemame D: information  Accounts |nmmn| Workgroup | Debts | Accnts in oth. b... | Parameters | E-document rights |

s = Limits
| Account No. Op. entry Day Month Rights
| L1 1340100007 52044 [EUR 5999999991 [9999999993 (9999999990 [au vl
| R A T s |[EUR 9999939991 9998999993 (9999959990 |Credio.. v |
| LI TG0540000% (033407 |[EUR 9999999991 |9999999993 (9999999990 |view only x|
! | [ J | [ <]
' | [ [ | [ =]
! [ [ [ [ _——
| [ [ [ | [ P
! | | 1 | | B
: | [ [ | [ =
| | | | | =]
: | [ J | [ =
[ | | | | | =
| Branch |parko Note: |RTGS INST Account -
[ [+ First page
| [ Account closed

IPS will check whether the new limit amount pushes the IPS account balance to | Mandatory
below zero and will reject the limit setting message with an error message.

IPS will set a new limit amount on the IPS account only if the IPS account balance is
not below zero.

FR. 18

When processing a message, a standard mechanism of function verification is wused. The
FRL_SEPA INSTO1.CHECK_SEPA INST_AMOUNT procedure is used. The scope of limit verification is
parameterizable.

¢ Mail Parameters E3
ﬂ ﬂ K|«| ( | ) | »‘ )l| Q @ E E lpdate mes=ages | FRF_'I'DE |
Routes | Mail boxes | Tags | Parameters | Standards ‘ Access
|SEF‘A_INSTANT_IN_L‘~.-" |SEF‘A instant (incoming) |1 oo Groupe of users having rights to routes
| | | HEAD-ALL_CUST_RIGHTS -

| | | IPARKO-PARKO

| | | l | -

Pointz of the route ExD E N PDel Rights to tags at route-points
Credit Transfer 5504559 M SLINT [ [ W[V[ |«| Message Tag Vigib. Edit.  Ver.
Fositive answer 5504550 M Sl POS | [ ] Wl v v | | r r -
Make transaction 5504561 M SIPOS 1 | VIV Vv | |
Megative answer 5504562 M S| NEG | [ v ] [w v [ [ [
Status Report 5504563 M SLINTL | [ WV | H H N
Positive status 5504564 M 51 POS | [ Iwivl T |
' | | |
Negative status 5504565 M S| NEG | [ Iwivl T | |
Canceliation Reguest spesss M simrl [T WV | B
Manual decigion 5504567 M S MNL | T vl - | Fill in tags |
-Ewent triggers of the route
Event type Message Trigger status Kernel function name Priority
InexT_auto = ||PACS.008.INST.L |Active v | |[FRL_SEPA_INSTO1.CHECK_BIC s 2]
INEXT_AUTO = ||PACS.D0B.INST.L |Active ~||FRL_SEPA_NSTO1 CHECK_SEPA_INST_AMOUNT 20
INEXT_AUTO v ||PACS.008.MNSTL|Suspended v ||FRL_SEPA_INSTO1.CHECK_PAYEE_ACCNT [0
INEXT_AUTO v ||PACS.008INST L|Suspended v | |FRL_SERA_INSTO1.CHECK_PAYER_ACCNT s -]

| ﬂ ||Jr|:rces-sing point (FOUND).
Trigger parameters  |ERR_POINT =5504562

A Direct Participant may set limits to IPS accounts to which its RTGS account is | Mandatory
FR. 19 connected without making sure to have coverage on the RTGS account for all defined
limits.
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IPS allows for the sum of limits on IPS accounts connected to the RTGS account to be
higher than the amount of funds on that account since it is not possible to have a lack
of liquid funds, as the RTGS account balance in IPS is also checked in the course of
transfer order execution (see FR.65).

Currently the
implemented

by supplementing the standard verification functions during the processing of the message.

RTGS account balance is not verified before setting the IPS account limits. In case of need it may be

FR. 20

IPS will notify the IPS account holder when the IPS account position reaches the | Mandatory

configured parameter in the system (for example 90%) relative to the set limit.

IPS will also notify the Direct Participant whose RTGS account is connected to that
IPS account of limit utilization.

When making any attempt to debit funds from the account or to credit funds to the account in the IPS system, the
system verifies the account balance and account limit (min/max). When reaching the min/max limit (the pre-set value,
for example, is 75%), the system will generate a notification about the limit reached and will send this notification to
the participant. The notification is generated automatically. The camt.052 type message is used.

{7 Mail Parameters %]
ﬂ ﬂ R| «| < | ’ |»| 3!‘ Q E ﬂ Q lpdate messages | FRF_-IU.E |
Routes | Mail boxes | Tags | Parameters | Standards | Access
m |5EPA instant out. |1 L1 Groups of users having rights to routes
| | | |HEAD_ALL_CUST_R+GHTS =
| | | [PAULIUSH
Pointz of the route ExD E N PDel Rights to tags at route-points _
Liquidity transfer notif. 5504582 M SIINIT | e ol j Message Tag Visib. Edit.  Wer.
Done 5504583 M SI POS | e e | | — — - -]
Duplicate 5504584 M 51 MNL | ol o 7 vl el | |
Liquidity inform 55045385 M SI_INM_| [ wlwl T L L =
Done s504586 M SINT1 [ MWV V| | H H =
End-of-day statement 5504580 M SIINMT | O e v | | r r u
Process statement 5504591 M 51 INIT | I 7 vl |
Cant process 5504592 W SLWL L [ [ v | | | B B
Administration messages 6151721 M SN | [ WIwle] v~ Fillin tags |
-Ewent triggers of the route
Event type Megsage Trigger status Kernel function name Priority
INEXT_AUTO v |[CANT.052INSTL |active v ||FRL_811.SELECT_NEXT_POINT [0 =
| =l | =l |
| =l | | |
| =l | | | [
|NVL(FRL_IZIE!IJ.G ET_USER_PROPERTY(USER, ﬂ |
Trigger parameters |NEXT_AUTD=55IMEBE
IPS will notify the Direct Participant when the RTGS account balance in IPS reaches | Mandatory

the configured parameter (for example 80%).

IPS will notify the Direct Participant that the RTGS account balance in IPS has
reached the configured parameter relative to the RTGS account balance in the RTGS
system (for example 80%).

FR. 21

When performing any transaction with an account (Debit/Credit), the IPS system verifies the account balance and
account limit (min/max). When reaching the min/max limit (the pre-set value, for example, is 75%), the system will
generate a notification about the limit reached and will send this notification to the participant. The notification is

generated automatically (see ER.20).

A direct participant transfers funds to/from its RTGS account during a business day
and operating hours of the RTGS system with a conditional message MT202 (MX
message after SAPI modernization).

A direct participant must not breach the IPS operating rules regarding the RTGS
account balance in IPS, when changing its RTGS account balance in the RTGS
system. The message which breaches the IPS operating rules will be rejected in the

FR. 22

Mandatory

12




RTGS system.

Sending of MT202 messages is performed by using the standard IPS tools. The payment message may be generated
automatically or upon the participant’s initiation request. The processing of IPS and the processing of MT202
messages are different processes therefore they do not affect each other’s operation.

FRL_B&7.CHECK_FOR_MT202_TARGETZ

FRL_811.SELECT_NEXT_POINT

A direct participant in the IPS system may make transfers between its RTGS main account and its RTGS account for
instant payments. Payments are validated against business days, business hours, and account balance:
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One Payment Form

Information

Accounts

Payer
Orders

RTGS Main Azcount 43.0CC 59 EUR &1572161 61286315

Operations Lists and Import RTGS IMNST Account D3T40C 200 ¥ . EUR 4968217 A%68817

500°000,00
Settings

From RTGS Main account to RTGE INST account

0528134623850

IPS will update the RTGS account balance in the RTGS system several times during a | Mandatory
business day and operating hours of the RTGS system, in predefined periods, so that
it corresponds to the RTGS account balance in the IPS system at the moment of
update. Update is mandatory at the beginning of an RTGS system business day
FR. 23 (immediately following load balances — reading RTGS account balances from the
previous business day of the system), and before the period determined for issuing
statements of account at the end of the RTGS system business day.

The process may also be initiated by the operator upon request (for example in case
of direct/indirect participant’s inability to settle their liabilities).

In accordance with https://achizitii.md/ro/public/tender/21037347/questions “The details of the update mechanism will
be determined during analysis and design phase of implementation project”.
Currently, in the IPS system, the camt.052 type messages are used for that purpose.

14



MO_USER
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[EXT_AUTO v ||CANT.052.001.0:|Active ~ | |FRL_867.CHECK_DUPLICATES S00 |-
NEXT_AUTO  v||CAMT.0520010:[Actve _v||FRL_811.SELECT_NEXT_POINT 100
NEXT_AUTO v ||CAMT.053.001.0:[Active ~|[FRL_8s7.cHECK_DUPLICATES 50
NEXT_AUTO v ||CAMT.053.001.0:[Active ~|[FRL_811.SELECT_NEXT_POINT [0 |~

7.1.3. Reporting

IPS must enable Participants to view the balance of IPS accounts in A2A and U2A | Mandatory
modes.

U2A and A2A (A Participant may check the balance in the IPS account on the screen
or by an appropriate message).

A2A: Participants are notified about the IPS account balance by the separate message CAMT.052 with the pre-set
periodicity (for example, once a day). Also, a participant may ask for the account statement when necessary.

FR. 24
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U2A: In the IPS system, a participant using the participant interface can see the current balance on his/her account:

$ e TEST RANK @ Help () Logout
Ndanaion Dashboard
Accounts
Accounts
Orders
Operations Lists and Import
RTGS Main Account J . EUR S1S7TN 5 000 1572161
PS INST Account >3 f EUR 634931 500 9364469
RTGS INST Account : J FUR 4968817 100200 4868617
Unread messages (0)
All messages
FR. 25 IPS must enable Direct Participants to view the balance of the RTGS account in IPS. | Mandatory
' U2A and A2A
A2A: Currently the RTGS account balance is not sent to the direct participants, but this will be also implemented by
using the CAMT.052 tools.

U2A: In the IPS system, a direct participant using the participant interface can see the current balance on his/her
RTGS account:

16




Dashboard

FR. 26

IPS must provide all the queries necessary for monitoring the work in the system to
Participants.

A2A.

Mandatory

In the IPS system, sending of such messages to the participants have been implemented (the messages will be sent
with the pre-set periodicity or upon participant’s request):
e camt.052 (Bank To Customer Account Report) — the account balance at the beginning of the day and at the
end of the day.
o camt.054 (Bank To Customer Debit/Credit Notification) — the notification about transactions executed within
the defined period.
e pacs.010 (Direct Debit) — direct participant’s request to increase or decrease the IPS account balance.
e camt.052 (Bank To Customer Account Report) — the notification intended for a participant about the reached
min/max limit on the IPS and RTGS account.
e pacs.010 — the notification about IPS account crediting or debiting.

FR. 27

IPS will initiate report generation at the end of the RTGS system day or at the
moment defined under the IPS operating rules or in line with the schedule previously
requested by the Participant.

Statement of account turnover and Statement of account for all Participant accounts.

Mandatory

In the IPS system, participants can monitor both the RTGS account balances and transactions within the defined
period by using the participant interface.

Balances:

17




Dashboard

Operations Lists and import

Settings

Turnovers:

Statement

Orders
Operations Lists and iImport

Settings

H : |
v

IPS should provide generation of reports that contain data available since the last | Mandatory

FR.28 report up to the present moment.

Reports (for example, account balance report or transactions report) that are sent with the pre-set periodicity
(for example, once a day) contain information only for a defined period.
Reports that are generated upon participant’s request cover a selected period.
IPS will validate the authorisation of Participants to perform certain queries in line
FR. 29 . A

with account ownership in IPS.

Mandatory

18



The NBM has query authorisation for all accounts and all transactions in the system.
A Direct Participant has query authorisation for all IPS accounts connected to its
RTGS account.

The IPS system unambiguously identifies a participant. A direct participant has a possibility of seeing/enquiring
information on the IPS accounts connected to its RTGS account.

7.1.4. Administrative functions

IPS is required to enable the NBM to connect direct and indirect participants in the | Mandatory

FR. 30
system.

To connect the IPS participants to the system, it is possible to use the Frontend programme that is accessible to a
NBM specialist.

Q roreis

Login

Papsword

[0 Remember me Forgot password?

LOGIN

s FORBIS A2 | Emily Stewart Q, CUSTOMERS BASHEOARD
»

2Rl

Tasks This week v Day planner

Description Created by Actions
© 10:00-11:00

Weekly meeting
Send benefit review by Sunday July 05 @ rvnapetera

[oRIBH]
Email to Diane Lansdowne

Complete analysis report June 31 @ svion Gruber
O 13:30
Call Miglena Tadic

Company profile Connely PLC June 17 . Anna Petera

Notifications Alltype ~

k Call Nina Gruber
£ 10 July, 14:30

Company current account contract August 07 @ Annapetera

Create additional account, Ward LLC August 12 @ Amna petera Diane Lansdowne credibility

0 15 August

FR. 31 IPS enables the NBM to block/unblock a Participant’s IPS account. Mandatory
Separate blocking of credit and debit functions of an IPS account is required.

You can block accounts for debit and credit and see block amounts as well as manage them (blocking, unblocking).
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Accounts

12,405.00 ELR @

The account has 5 blocks

150,2710.35 EUR T A e

4,220.15 EUR T S ks

5,125.00 USD

125.00 EUR PS acc

+ New account

25.00 EUR rent account
Blocks | <
50.10 EUR 250 EUR / 300 EUR 37,100.50 EUR 10,000.00 EUR
Bailiffs blocks (BAILIFFBC) Debit 1,120.50 EUR
Manual blocks (MNL) Debit 25,120.50 EUR
Manual blocks (MNL) Debit 820.00 EUR
FBIS * PMS contract blocks (CRT) Debit 4,570.50 EUR
FBIS * PMS contract blocks (CRT) Credit 10,000.00 EUR
IPS provides predefined tests for checking participants’ operation to the NBM. Mandatory
FR. 32 Functionality needs to be provided that will enable validation of participants’

compliance with the requirements defined in SLA (originating from the operating

rules).

The participants are subject to tests that must be completed by participants in the system to comply with the

requirements.
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e ¥ @ Forpost-case-3705:IFCCTRNS(pacs.008) IN importas
nportance—|[Any] ﬂ

atontpe [Any] V] Warning! This Test Case version has been executed.

opiy ][ Rese Fiters version 1 O
Expand free Collapse free Summary
importucti pranesima
1 Forpost test-case (3361) = e
» |_] FRF_028/ Collaterals clasifiers (5) A
- (] Adninistaion ) Preconditons
» |_] Applications (35) Nustatytas rysis su CSH
| Deposits And Services (120)
» (] E-Channels (479) Yra galiybé inicijucti jeinant] mokéjima i kito dalyvio
|_J Kemel (415)
» ] Lending (1169) 4 Stepactions Expected Results Execution
" [ Payments Gards 85) 1 1. Pranesimas IFCCTRNSsukiriamas maruto SEPA INSTANT_IN b Credit 1.1 Praneimas IFCCTRNSsuurtas i, (Prikavsomai o apdoroim rezulat s gl it arbs mrinte, arba. Mm@ ()
417 Payments Systems (34) Transfer’ archyve)
(7] FORPOST.CLEARING (1)
] FORPOST-INTERNATIONAL PAYMENTS (0) 2, Praneimo [FCCTRNS apdorojimas vykdomas automatiskai.
(-] FORPOST-LITAS (1)
(2] FORPOST-LOCAL GLEARING SYSTEM (0)
|1 FORPQST-PAYMENT ORDERS (0)
] FORPOST.UFEBS (1) Create step Resequence Steps
4 () FORPOST-SEPA_INST (84)
4 IFCC Kai bankas yra gavéjas (18)
=] Fupstoae 30E3FCOTRIS(gaco 0E) N mporas Status - [Drat ~ importance:[Wedun V] Executiontype:[Vanual  v]  Estimated exec. (minj:[ | [Sav]

=] Forpost.case-3706:/FPSRPRT(pacs.002) OUT apie sekmingai primia mokgjima
5 Fompost-case-3707-IFPSRPRT{pacs.002) OUT apie atmesta mokéjima

'] Farpost case-3708:FPSRPRT{pacs.002) IN nurodymas ivykayti mokejima Keywords: None
5 Forpost-case-3709:FPSRPRT(pacs.002) IN nurodymas atSaukti mokéjima

5 Fompost-case-3710:IFCCTRNS (pacs.008) tikninimas: SCT INST mokejimo suma < = leisfir

=] Forpost.case-3711:FCCTRNS pacs.008) inimas. SCT INST mokéjimo suma = = eisfr R
5 Fomost-case-3712:FCCTRNS (pacs.008) tikninimas: Ar saskaita néra blokuota kreditul.
=] Fomast case 3713FGCTRNS pacs.008) tikinimas: AML kontrols New reltion: Thiststcse[elaedo [v/[ |
5 Forpost-case-3714:- IFCCTRNS(pacs. 008) tikrinimas: Pranesimo galiojmo kontrolé
5 Forpost-case-3715:IFPSRPRT(pacs.002) OUT Mokétojo banko informavimas apie galimy
e Test Plan usage
=] Forpostcase-3716: I pacs 002) IN Lesuy iskaitymo aprioojimas, kol negatas p
=] Forpost-case-3717-FCCTRNS (pacs.008): kai transakeia gaunama po lako rioos Version & Test Plan £ Platform
=] Forpost 18- 1N pabaigog i ¢
o B | PAVELN SEPA_INST_IFCCTRNS (pacs.008) kai bankas yra gavéjas ,
5 Forpost-case-3719:- IFCCTRNS (pacs. 008) IN pranesimy archyvavimas | ’
= Fompost case 3T20FCCTRNS pacs.003) nimas: Dubiavimas Jurgag test 20200505
i ks rammokefoas (257 [ tached fles
(] DICTIONR. SCTINST dalyviy saraso jkelimas (2)
[ SCTINST mokejimo at$aukimas kai bankas mokétojas (9) File @ Browse. T l:l Upload fle

(] SCTINST mokejimo atSaukimas kai bankas gavéjas (10)

FR. 33 IPS should provide an appropriate graphic interface which will enable the NBM staff | Mandatory
to configure IPS system parameters as a whole and individually.

The IPS system provides NBM specialists with the interfaces for configuring all IPS parameters:

e The message parameterisation form:

ldentifier Short name Priy. Standard Description

|CUSTOMER CREDIT TRANSFER ~ |110 |SEPAINST  |LBFastCatTr (pacs.008) ﬂ
TACS. 002 INST.LV |F'.‘\‘T'I'u'|ENT STATUS REFORT |‘1‘1‘1 |SEF’."\—INST |Fi1TOFIF'rTI'[StSRpT (pacs.002)
TACS.004.INST.LV |F'.‘WI".I'IENT RETURN |‘I 12 |SEF'.‘\—INST |LbFaStF’mthl’ (pacs.004) j

Tags lRepeating grnups] Triggers] Ways ] Other pararneters] X5L ]

Code Priy. Description Mandat. Input Default value LoV Export Repeating group
|FP99E l_"l—lMessage Processedwith Errc | [ | H N |T| | -
|m I_’1_|Transacti0n Identification | v | [ v |T| |
[ACCPTNCDTTH | |5 |acceptance Date VI IV | |
[UDB NANE | |20 [utimate Debtor Name i v o |
lUDB 1D | |21 |Utimate Debtor Identification | [ | | e o] |
lube ID cD | |21 |utimate Debtor scheme Coa I I | o | -
Type |Character - Length |500 Format |
List of values |Fixed list j Description |Err0r message

Copy | Description Value Priority  Def. [ Restricted
| | |‘I 0o | F= PMS properties
| | | n
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e The message route parameterization form:

SEPA_INSTANT_IN_LV|

-

PARKO-PARKD

PACS.008.INST.L

LTL_0M6.SET_TAGS WALUES

FRL_867.SET_TRNS_CODE

NEXT
NEXT PACS 008.INST.L
NEXT PACS.008.INST.L

FRL_867.SET_TRNS_CODE

e The system parameter keeping form:

Statements\Connection_Typesl
Swift\Bic_Update\Filesh
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e Parameterization of system connection gate:

Message flows  Messages report | Row of outgoing messages | Log
-Summary for contract
Contract Meszage type Date Total meszages Total rows

045 Itetralug.t'rtleuuutesFeed 2014.12.04 1 )
FCG_386048 Itetralug.t'rtlesFead 2014.05.30 1 ]
FCG_386046 Itetralug.t'rtlesFeed 2014.09.03 1 ]
FCG_386046 Itetralug.t'rtleuuutesFeed 2014.11.05 1 0
FCG_386046 Itetralug.titlesFeed 2014.06.08 1 0
FCG_386046 Itetralug.t'rtlesFeed 2014.08.28 1 0
FCG_386046 Itetralug.t'rtleQuutesFeed 2014.07.02 1 ]
FCG_386046 Itetralug.t'rtleQuntesFeed 2014.08.18 1 ]
FCG_386046 Itetralug.t'rtlesFeed 2014.0429 1 0
FCG_386046 Itetralug.t'rtlesFeed 2014.11.02 1 0
FCG_386046 Itetralug.t'rtleﬂuutesFead 20141228 1 ] w
FCG_386046 Itetralug.t'rtlesFeed 2014.08.13 1 ]
FCG_386046 Itetralug.titleﬂuutesFeed 2014.06.29 1 0
FCG_386046 Itetralug.t'rtleﬂuutesFead 2014.07.25 1 ]
FCG_386046 |tetralug.t'rtlesFead 2014.07.25 1 ]
FCG_363684 Ipain.ﬂm.ﬂm.ﬂi‘. 2014.06.04 2 8
FCG_386046 Itetralug.titlesFeed 2014.11.27 1 0
FCG_386046 Itetralug.t'rtlesFead 2014.07.H1 1 ]
FCG_386048 |tetralug.t'rtleﬂuutesFead 2014.11.13 1 ]
FCG_386046 Itetralug.t'rtlesFeed 2014.10.24 1 ] j

Also there are more parameterization forms.
Change of direct participant for a given indirect participant. Mandatory

FR. 34 The purpose of the change is to ensure business continuity for the indirect participant

in the system in case it decides to change the direct participant.

In the Frontend programme, it is possible to change the connection type for the IPS participant created.

g e e e
W =

B8 Overview University Direct PSI  Profile 24 Yy

93 Profile

GENERAL INFO CUSTOMER INFO
f9 Management

Company name

- University Direct PSI
o0l Valuation
Company registration code
> B8 Products 3132659785
Registration date System code
& Limits . 2005.04.25 ]
/' Upload logo
) Residency country 10 number
6;’ Exicing B Lithuania v
=] Reports Choose type \
Indirect =4
VAT number
LT120252515
BIC code
PARKLT22
Language
English v
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IPS is required to enable the NBM to create and delete direct and indirect participants | Mandatory
in the system.

Only system participants with zero balance on the IPS account may be deleted from
the system.

FR. 35

In the Frontend programme, it is possible to create, edit and remove IPS participants.

a FORBIS 2| Emily Stewart
{
B8 Overview New customer  Profile 24 Moy
) Profil
GENERAL INFO CUSTOMER INFO
Aanagement
Cosmos Indirect PSI
Valu
Products 31254587
Registration date
= L 2010.02.10 (&)
2 Upload logo
R | Lihuania
Rep:
Indirect
LT2563257
PARKOLT22X
- Language
v Choose language t

Pycckuit

An appropriate software solution (A2A) needs to be provided for the NBM as a | Mandatory
system participant.

We can suggest the Communications Gateway solution that may be used as software solution (A2A).
IPS needs to enable the NBM to define the maximum period for retention of | Mandatory
transaction data in the system.

In the IPS system, the GDPR module has been implemented. In accordance with the described rules (for example, a
transaction is older than 30 calendar days or a participant does not perform any transactions within 50 calendar days)
this module allows selecting and deleting/anonymizing relevant data.

7.2. Transfer Order

FR. 36

FR. 37

7.2.1. General conditions (IPS.PMNT.01)

IPS processes transfer orders following the principle “first-in-first-out” without | Mandatory
prioritisation or reordering of received orders.

Participants are not able to influence IPS in order to process a specific transfer order
FR. 38 by assigning a higher priority to it. However, bearing in mind the payment
authorisation process, distributed architecture of the system solution, network
responsiveness, which affect the processing of incoming transfer orders, participants
cannot rely on those orders being processed in the same order they were sent in.

Currently the payment messages in the IPS system are generated and executed without interrupting the same session.
A part of messages such as the end-of-day report, account balance report etc., which does not need any online
processing, may be executed with the pre-set periodicity. The exception is future-dated payments.

IPS will execute a transfer order immediately and will not queue or hold a transfer | Mandatory
order for later processing. A transfer order with the execution date and time later than
the reception date and time and standing order are an exception to this rule.

IPS does not queue a transfer order, but executes it immediately, transfer order is not
held for later execution in case of insufficient funds or for some other reason. A
transfer order with the execution date and time later than the reception date and time

FR. 39
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and standing order described in another customer request and configured at the
system level are an exception to this rule.

Payment messages are executed automatically without queuing. A session executes a created message in the DB until
the end of the session and it is interrupted only after all scheduled actions have been performed.

The future-dated payments are stored on a separate route and when the payment execution time comes a new session
will create an instant payment message and will executed it as described above.

@ FORPOST*Workflow monitarius | privilegiju lvais - MODE

X
ﬂ M &€ < > » E ﬂﬁ @ I Refresh Wj Vs v FRF_004

Pagal marsrutus ‘ Pagal déZes Pagal variotojus ‘ Pagal filalus
ISEPA_INSTANT N [SEPA instant (incoming) oo 4|
| | |
| | |
| | | I

Marsruto adresai Pranesimai
Credit Transfer 1599314 M SLINIT_| -] M| | | el
Positive answer 1599315 M SI_POS_| | | | r
Wake transaction 1600965 M SI_POS_|
Negative answer 1599318 M SI_NEG_ | | | r
Status Report 1600955 W S| [ | | r
Positive status 1600966 M SI_POS_| | | | r
Negative status 1600968 M SINEG_|
Cancelation Request 1600957 M S|_INT | o | | r
Manual decision 160070 M SLMNL | | | | iy
Return payment 1601072 M SPOS_| -
Do notreturn payment 1601073 M SLNEG | Bankas, suma | | |
Payment not found 1601071 M SI_NEG_|
Payment Return 1600958 M SLINT | Suormavop, | |
Make transaction 1601074 M S|_POS_| Pastaba {
Return not vaiid 1601075 M SLNEG | )
Manual errors 1653155 1 S| MNL_| ~|  Satinis kodas | |

IPS will reserve funds from a transfer order in the Payer’s IPS account in order to | Mandatory
ensure order execution.

FR. 40 Upon receipt of a transfer order from the Payer, IPS reserves funds on the Payer’s
IPS account and debits or unreserves funds depending on whether the transfer order
has been executed or rejected by the Payee or for some other reason (timeout). The
procedure is necessary to ensure the execution of transfer orders.

Once all the payment verifications have been completed, the specified amount of money will be reserved on Payer‘s
account and will be debited (or released) after payment approval.

This means that a participant is not allowed to use the balances blocked on the account until the end of the transaction,
but this does not prevent from executing other payments if there is a sufficient balance on the account.

In the Blocks/Holds subsystem, debitable funds are reserved on the account. The block will be removed if the payment
is executed or rejected (parameterizable).
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@Hﬂ:ount blocksolds | | 5 74000 Do T TEHR FARKO =

A H v K « <>

»I ol 2| 3 2l 2l =l 8] & | =] Fre sos
Source Code Prty Type Sort Amount and currency Amount in acc. curr.  Queue
IMsc  [11230016564¢  [15  |BLOCK DB | 10.00 [EUR | 1000 o=
MSG 112321945699 l1s |sLock |pB | 1.02[EUR | 102 o
Msc  [11232194781 15 |Lock [pB | 3.02[EuR | 302 o
IMsG  [11232195978 |15 |BLOCK [DB | a0z[eur | 02| 0y
B [11232672107  [15 |BLock [pB | 115[EUR | 115] o -
Status Diate from Diate until SoUrce name
|ACTIVE | | 2020.01.16 |FORPOST*Workflow Messages Blocks
Block reason
#SEPA Direct Debit payment block (FRL_SEPA_DD02.1)
Block initiator |
External id. |100471141337
Amount of debit blocks Amount of credit blocks
FDA FDA Customer | | 1,000,000,001,877.30 | 0.00

The Payer will specify the data source in the field (xx) of the transfer order created | Mandatory
based on the data in the CAS.

The transfer order contains fields (flags) that serve to specify the data source for the
Payer and/or Payee from the CAS.

FR. 41

The messages used in the IPS system comply with 1ISO20022 standard and insufficient information may be filled in as
separate message tags if this does not contravene the XSD validations.
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The image below shows an example of the message with filled tags:

@FORPOST‘WOMIOW monitor | authority level - NODE x|
_J _' _] _J__l__l_l _l Jp _I [~ Refresh I_ﬂ All v FRF 004
By ways | By maiboxes I By users l By branches
[sEPA_NSTANT_OUT_LV |SEPA instant out J100
| [ [
| I
| |
Way points Messages
C'eam:zz:;nsw' 5504 *9’4 M _SLNTO : l‘;] |lpacs 008 [2020.06.08 10:25:52 [LT414010049500170623 l‘;‘
Negative ans @l '—\r‘-'m' 2 -’-‘J
e B W K¢< BEE Jiz1 e ] s S s = Fr| | FRF_108
atus repo
S . oo EETET e
Resolution Of Investi Rd. Urg Created Message type and code  Value date  Amount and currency Account
Done L7 2020, :52 [pacs 008 wsT[11265707001 [2002.1020 | 500 | EUR [.-Cayyauvy | [ Trsicn erieinan =
Errors
Payment Return o o I. l« l. l l [_ I I- gLl
e PP [ [ el T [ e
Cancellation Reques Tags | Transactions | History Savepoints

.

g sent
Errors

FP99E Message Processed With Error l?

|»

TXD  Transaction identification [0310200031162914

ACCPTN Acceptance Date B

ASSIGNI Assigner Agent Bic [>

DB_NAW Debtor Name 35 Sabutynes (nuen Jil
FP_CRT. Contract Mnemo 2

DB_COU Debtor Country [F

DB_ADD Debtor Address [rrsiefi o 1519, Endrisiavas, Kiaipedos r. sav., LTHUANIA DB_ADDRESS 1

DB_ADD Deblor Address B DB_ADDRESS 2

no TN Nk A X wacia [l

The Payer transfers the required reference data of the received bill in the fields (xx) in | Mandatory
the transfer order created based on the data received in the bill — invoice payment
FR. 42 process (BP).

The transfer order contains fields (flags) that serve to specify the data source for the
Payer and/or Payee from the CAS.

The messages used in the IPS system comply with 1ISO20022 standard and insufficient information may be filled in as
separate message tags if this does not contravene the XSD validations (analogous to FR.41).

By sending a positive response to a transfer order created based on the data received | Mandatory
in the bill — invoice payment process (BP) (which contains the required reference data
of the received bill in the fields (xx)), the Payee confirms that transfer order elements
(the Payee’s BBAN, the Payee’s BIC, the amount, ... ) are in compliance with the BP
request.

Confirmation of elements from the bill — invoice in a transfer order.

FR. 43

The Payee’s IBAN, the Payee’s Bank BIC code are provided as response from the CAS module; if positive response is
received from the CAS (the Payee is found in CAS by Alias, for example mobile phone number).

7.2.2. Validation (IPS.PMNT.02)

IPS will perform business validation of a transfer order sent by the Payer. Transfer | Mandatory
order processing will be terminated as soon as the first validation error is encountered
and that order will be rejected with an appropriate message.

IPS validates a received transfer order and informs the Payer of any errors that
occurred during business validation. More detailed business validations are specified
below. In addition to these, technical validations are also carried out.

FR. 44

Message validation is performed in accordance with the rules described on the route with executing them sequentially
according to the priority.

If the first error is detected (non-compliance with validation), the message is moved to the negative answer point and
then the negative response is generated and sent.
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| & <] <) <] <] <} <] &

PACS.008.INST.L |A

PACS.008.INST.L |Act FRL_SEPA_INSTO1.CHECK_DUPLICATES
PACS.008.INST.L |Act FRL_SEPA_INSTO1.CHECK_VALUES_NOT_MISSING
PACS.008.INST.L |Acti FRL_SEPA_INSTO1.CHECK_BIC

IPS validates the authorisation of a Payer to deliver a transfer order based on the sent | Mandatory
BIC (field AT-06 in DS-02 SCT Inst).

IPS validates the Payer’s transfer order in terms of validation of authorisation to
debit the IPS account.

FR. 45

On the route it is checked whether a message arrived from an active IPS participant. If any additional checks are
necessary, they can be easily added by parameterizing the WF route.
The IPS verifies the Sender’s BIC by using an appropriate procedure (parameterizable).
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Routes | Mail boxes Tags | Parameters | Standards ACCESS

SEPA_IMSTANT_IN_LW |SEF‘A instant (incoming) |1 oo j Groups of ugers having rights to routes
SEPA_INSTANT_OUT_LV  [SEPA instant out. 100 [ADMIN -
LW103_IN |Messages LV103 IN 200 | |
LW202_IN |Messages LV202 IN |200 - -
Pointz of the route ExD E N PDel Rights to tags at route-points
Credit Transfer 45006 M SI_INT_| [T ] |+ «]| Mes=age type Tag Vizib. Edit.  Wer.
Positive answer 45007 M Sl POS | [T Wl v [ | | r r i
Make transaction 45008 M Sl POS | I | |
Negative answer 45009 M Sl NEG | I L L L
Status Report 45010 M SIINIT | v e | | H B =
Positive status 45011 M SIPOS I | W v
' | | |
Negative status 45012 M SINEG I | W [ v |
Cancellation Request 45013 M SIINT | FreRr | B B R
Manual decision 45014 M SIMNLL [ [ VVVIV - Fil tags |
Ewent triggers of the route
Event type Meszage Status Kernel function name Priority
NEXT_AUTO  v|[PACS.008INSTL |active v ||FRL_SEPA_INST01.CHECK_VALUES_NOT_MISSING 2 -]
NEXT_AUTO  |[PACS.008 NST.L|Suspended +|[FRL_SEPA_NSTD1 CHECK_BIC N 15
NEXT_AUTO v ||PACS 008.INST.L|Actve ~ | |[FRL_SEPA_NSTO1 CHECK_SEPAINST_AMOUNT o =
NEXT_AUTO  +||PACS.008.INST.L [Active v ||[FRL_SEPA_INSTD1.CHECK_PAYEE_ACCNT 40 -]

ﬂ |Ch eck BIC values in tags
Trigger parameters |TAGS_REASDNS=DEI_AGNT_EI-C@DNDR,CR_AGNT_EIC@CNDR!ERR_PDINT#EEI-DH

For each transfer order, IPS will identify the IPS account for debiting and the RTGS | Mandatory
account connected to that IPS account. IPS account identification will be derived
from the Payer’s BIC (field AT-06 in DS-02 SCT Inst) and the currency of the
transfer order.

The Payer’s BIC from the field AT-06 of dataset DS-02 SCT Inst is uniquely linked to
the IPS account connected to exactly one RTGS account.

FR. 46

In the IPS, accounts for debiting are specified in the appropriate message tags. These accounts are identified by
Payer’s BIC (parameterizable).

oL Y. P 8 Pidicad 57 x

JJJ KI€<308030 2] 3] 0] 1 ] L B 3] e Rl FRF_108]
Maibox| i B0 ~|lsinm_o J J J J J J J J J

Rd. Urg Created Message type and code  Vale date  Amount and currency Account

I™ 1™ [2020.06 08 102552 [Pacs 008 misi 11265707901 (20031020 | 5-Dﬂlﬁl-r-- REESA| ST R e =
o] | el

Ty L | l I [T | -

Tags [ Transactions ‘ History | S——
FPO4  Curency [evR A
FR09  Amount [s
RECE  Receiver Jiemuezac:
SEND  Sender [--amez00
FPO1  Document Number 123
FROS  CustomerS Account [t
FPO7  Comespondent Account [123-456-789-E0R
FP205  CustomerS Account Branch (oo PARKD
FP34  Payment Priorty Is
FP203  Branch Transaction (ncoming) | INST_| |
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Accounts to be filled in are selected according to mapping described in the IPS (IPS account <-> RTGS account). (For
more details see FR.13).

5] S S g A

o' ] W slclolal A o] 5/ 1 ol'sl

} -967,448.95| " T.C

os[omor [ -wooooo]  essom| -

2008.09.01

-10,000.00

-9,950.16

2005.04.12

-14,583.19

-14,583.19

2004.07.30

-3,000.00

-4,407.40

For each transfer order, IPS will identify the IPS account that is credited and the | Mandatory
RTGS account connected to that IPS account. Account identification will be derived
from the Payee’s BIC (field AT-23 in DS-02 SCT Inst) and the currency of the
transfer order.

The Payee’s BIC from the field AT-23 of dataset DS-02 SCT Inst is uniquely linked to
the IPS account connected to exactly one RTGS account.

FR. 47

In the IPS, accounts for crediting are specified in the appropriate message tags. These accounts are identified by
Payer’s BIC (parameterizable) (for more details see FR.13).
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For each transfer order, IPS checks whether the Payee is a system participant. The | Mandatory
Payee’s BIC (field AT-23 in DS-02 SCT Inst) will be used for Payee’s identification.

IPS will reject every transfer order if it is determined that the Payee is not in the
system or cannot be identified based on the transfer order.

FR. 48

Information about all participants of the IPS system (connection type, Code, Status, Opinion etc.) is stored in the
system.
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These data are used to verify payments and to add missing data.
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The IPS verifies Payee’s BIC by using an appropriate procedure (parameterizable).

{2 Mail Parameters Ed
J J J K|«| ( | } |»‘}!| J J J J lpdate mezsages ‘ FRF_1[}G ‘
Routes ‘ Mail boxes ‘ Tags ‘ Parameters ‘ Standards ‘ Access
|SE PA_INSTANT_IN_LV |SEPA instant (incoming) |1 m 2 Groups of uzers having rights to routes
| | | HEAD-ALL_CUST_RIGHTS 2
| | | [PARKO-PARKD
Points of the route ExD E N PDel Rights to tags at route-pointz
Credit Transfer 5504558 M SLINIT_| [ [ Wi Iv|+]  Message Tag Visib. Edit.  Ver.
Positive answer 5504560 M SIPOS 1 | [ MWIVIY | | -
Make transaction 5504561 M SIPos 1 | Wiv[ Iv[v ‘ ‘
Negative answer 5504562 M SINEG 1 | W[ I i B B
Status Report 5504563 M ST 1 | [ W[ V| | H H B
Positive status 5504564 M SIPOS 1 | WM T v
. H B N
Negative status 5504565 M SINEG 1 [ WIW[ [ v =
Cancellation Request 5504566 W SLINT 1 [ | W[ IV | | HE 1 B
Manual decision 5504567 W SLMNL | [ [ vIVIVIV|-| Fillin tags \
-Event triggers of the route
Event type Message Trigger status Kernel function name: Priority
INEXT_AUTO  =|[PACS.008INSTL|active v ||FRL_SEPA_INSTO1.CHECK_DUPLICATES o |-
INEXT_AUTO v |[PAcS 002 MSTL|actve  +||FAL_SEPA_INSTO1 CHECK_VALUES_NOT_MISSING |12
MNEXT_AUTO  ~||Pacs.00smsTL|actve = |JFRL_SEPA_INSTO1.CHECK BIC /15 N
NEXT_aUTO  ~|[Pacs008MSTL[Actve  w||FRL_SEPA_INSTO1.CHECK_SEPA_INST_AMOUNT 20 |-

| j ‘Check BIC values in tags

Trigger parameters |TAGS_HEASDNS=DE_AG NT_BIC@ONOR,CR_AGNT_BIC@CNORIERR_POINT=5504562

IPS will validate that the received transfer order was already forwarded, i.e. if it is a | Mandatory
duplicate. The validation is conducted based on the Payer’s message in the time
interval defined at the system level (for example: 30 days). The validation is
conducted based on the Payer’s BIC (AT-06 in DS-02 SCT Inst) and reference (AT-
43 in DS-02 SCT Inst). The time interval relates to the period in which executed
transfer orders are kept in the system (for example, 30 days retention period).

The DS-02 dataset of the SCT Inst scheme defines two identification fields, of which
the field AT-43 is filled by the Payer, but that identifier does not have to be unique at
the system level because different Payers may use the same identifier. For that reason
the uniqueness validation of the transfer order uses the combination of the BIC and
message reference.

Rules of unique identification will be described in operational rules. It is assumed
that a special field within 1SO20022 (dedicated to unique transaction/message
identification) will be used for this purpose. The best approach is to have lifetime
unique identification of each transaction with incremental increase of this ID for each
new transaction.

FR. 49

To ensure uniqueness of incoming messages (received from the Payer), the IPS system uses both the message
identifier and the time mark (for example, Acceptance Date: 2020-12-07T11:44:56.110+02:00). If necessary, BIC
may also be included in verification.

If it is found out that such pacs.008 has been already processed (a duplicate has been received), the IPS system
automatically generates rejection of pacs.002 with specifying a reason.

To ensure uniqueness of outgoing messages (messages intended for a participant Payee), the IPS system generates a
unigue No. for each message.
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2 Mail Parameters X

J J J K|«|(|)|»|M‘ J J J @ lpdate mes=a0es ‘ FRF_1{}5|

Routes ‘ Mail boxes ‘ Tags ‘ Parameters ‘ Standards ‘ Access

|SEF'A_IN STANT_IN_LV |SEF‘A instant (incoming) |1 m A Groups of users having rights to routes
| | | HEAD-ALL_CUST_RIGHTS -
| | | [PARKO-PARKD
Points of the route ExD E N PDsl Rights to tags at route-points
Credit Transfer 5504559 M SIINT | [T vl v | Message Tag Visib. Edit.  Ver.

Positive answer 5504560 W SIPOS | [ T vIviviviEdd | oA

Make transaction 5504561 M SIPOS 1 [ VIV v | |

Negative answer 5504562 M SINEG 1 [ VIv[ [v[v L i =
Status Report 5504563 W SLMT L | [ MR = | "

Posttive status 5504584 M S1POS | | VIV [

. H B B

Negative status 5504585 M SINEG | | VIV | v |
Cancellation Request sspasgs W SLNTL [T MW | LT BT

Manual decision 5504567 W SLMuL] | [ WIVIVIV| -] Fill in tags |
-Event triggers of the route

Event type Message Trigger status Kernel function name: Priority
NEXT_AUTO  v|[PACS.00BMSTL[Actve ||FRL_811.SELECT NEXT_PONT e
NEXT_AUTO  +|lPACS.008NSTL|Active v ||FRL_SEPA_INSTO1.CHECK TMEOUT 5 ol
NEXT_AUTO  +||PACS008NSTL|Active | |FRL_SEPA_INSTO1.CHECK_DUPLICATES 10
NEXT_AUTO  v|lPacs00amsSTL|actve v ||FRL_SEPA_INSTO1.CHECK VALUES_NOT_MISSING 2 -

‘ ﬂ |If message is duplicate, fills error mezzage in tag FPSSE and moves message to negative

Trigger parameters |FD UND =5504562{KEY_TAGS=5END RECE FPO3 FP04 FPOS TXID

IPS will not debit the blocked IPS account. Mandatory
FR. 50 IPS will reject the transfer order if the IPS account that should be debited is blocked
for debiting.

The IPS verifies blocks of the debited account by using an appropriate procedure. If it is found out that the IPS
account was blocked for debit (the available account balance is insufficient to execute the transaction), the IPS
automatically generates rejection of pacs.002 with specifying a reason (debiting is not performed).
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¥ Mail Parameters x|
H v K« <[2» o 3 & 3]  vesemesse | FRF_106)
Routes | Wail boxes | Tags | Parameters ‘ Standards | Access
|SEF‘A_INSTANT_IN_LV |SEPA instant (incoming) |1 o0 =] Groups of users having rights to routes
| | | IHEAD-ALL_CUST_RIGHTS -
| | | [PARKO-PARKOD
Points of the route ExD E N PDel Rights to tags at route-peints
Credit Transfer 5504559 M SI_INIT_| [ T Ivlwl v ~] Message Tag Visib. Edit. Wer.
Positive answer 5504560 M SIPOS | | | Iiviviv o | - el
Make transaction 5504551 M Sl POS | [ v I vl | |
Hegative answer 5504562 M S| NEG | [T Tl N L L
Status Report 5504563 M SLMNT L | | MV V| | H B =
Positive status 5504564 M Sl POS | BEERNT
. | [ [
Megative status 5504565 M Sl NEG | [ Il T v I
Cancellation Request ssesss M smrl I WV | H ® =g
Manual decigion ss04567 M SimnL L VvV - | Fill in tags |
-Event triggers of the route
Ewvent type Meszzage Trigger status Kernel function name Priority
INEXT_aUTO  »|[PACS 008 NST L [active v | |[FRL_SEPA_INSTO1.CHECK_BIC s -]
INEXT_AUTO = |[PACS.008.NST.L [Active v ||FRL_SEPA_INSTO1.CHECK_SERA_INST_AMOUNT 120
INEXT_AUTO  ~||PACS.008.NST.L|Suspended v ||FRL_SEPA_INSTO1.CHECK_PAYEE_ACCNT 0
INEXT_AUTO  ~||PACS.008INST.L |Active v | [FRL_SEPA_INSTO1 CHECK_ACCOUNT_BLOCKS 50 -]
| -]l
Trigger parameters  [NEXT_POINT_HAND =5504562ERROR_TAG =FP99E
IPS will not reduce the balance in the blocked IPS account. Mandatory

FR.51 IPS will not reduce the balance in the IPS account blocked for debiting. The transfer
order will be rejected.

Before executing a transaction on the debited account, the IPS system verifies whether the account balance is
sufficient to execute that transaction (FR.50). If the balance is insufficient, the IPS system generates rejection of

pacs.002 with specifying a reason.

IPS will not debit the IPS account if its RTGS account is blocked for debiting.

FR. 52 IPS will reject the transfer order if the RTGS account, connected to the IPS account
that should be debited, is blocked for debiting.

Mandatory

The IPS account connected to the RTGS account (FR.13) keeps parameters of the parent account (in this case this is a
RTGS account block for debit). When executing a transaction, the IPS system checks whether block for debit has been

set, or not.

The IPS checks RTGS account blocks by using an appropriate procedure (FR.50). If it is found out that the RTGS
account was blocked for debit, the transfer will be rejected with a relevant error message, and the IPS account will not

be debited (parameterizable).
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IPS will not credit the IPS account blocked for crediting. Mandatory

FR.53 IPS will reject the transfer order if the IPS account that should be credited is blocked
for crediting.

The IPS system checks blocks of the credited account by using an appropriate procedure. If it is found out that the IPS
account has been blocked for credit, the IPS automatically generates rejection of pacs.002 with specifying a reason
(the account is not credited).
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¢29 Mail Parameters x|
ﬂ ﬂ K| «‘ ( | } | »‘ ’!| g @ @ E lpdate messages | FRF_1.U.E |
Routes | Mail boxes | Tags | Parameters ‘ Standards | Access
|SEF'A_INST;E'«r*lT_IN_L\.-r |SEPA instant (incoming) |1 00 =] Groups of ugers having rights to routes
| | | HEAD-ALL_CUST_RIGHTS -]
| | | [PARKO-PARKOD
Pointz of the route ExD E N PDel Right= to tags at route-points
Credit Transfer 5504559 M SLINM_I [ T el v «|  Message Tag Visib. Edit. WVer.
Positive answer 5504560 M SIPOS | [ | Iviviviv ] | - el
Make transaction 5504561 M SI POS | I | |
Negative answer 5504562 M Sl NEG | [ IvIvl Iviv B u u
Status Report 5504563 M Sl NI | el = | H EH @
Positive status 5504564 M s POS 1 | WM [V
, | | |
Negative status 5504565 M S| NEG | [ vl T v I
Cancellation Reguest 5504566 M 51 INT | Freer e | | |l B |
Manual decision 5504567 M Sl MHL | T VVIvIv) -| Fill in tags |
-Event triggers of the route
Event type Message Trigger status Kernel function name Priority
INEXT_auTo = ||PACS.008.INST.L |Active | |FRL_SEPA_INSTO1.CHECK_BIC s -]
INEXT_AUTO = |[PACS 008 NST L |active v ||FRL_SEPA_NSTO1 CHECK_SERA_INST_AMOUNT 20
INEXT_AUTO  ||PACS.008.NST.L|Suspended v ||FRL_SEPA_INSTO1.CHECK_PAYEE_ACCNT f0
INEXT_AUTO  ~||PACS.008 INST.L |Active v | |[FRL_SEPA_INSTO1 CHECK_ACCOUNT_BLOCKS 50 -]
| -]l
Trigger parameters  [NEXT_POINT_HAND =5504562ERROR_TAG =FPOgE
IPS will not increase the balance in the IPS account blocked for crediting. Mandatory

FR. 54 IPS will not increase the balance in the IPS account blocked for crediting. The

transfer order will be rejected.

Before transferring funds between IPS accounts, the IPS checks whether the credited account has been blocked for
credit (see FR.53). If such block is detected, the IPS system automatically generates rejection of pacs.002 with

specifying a reason.

IPS will not credit the IPS account if its RTGS account is blocked for crediting.

IPS will reject the transfer order if the RTGS account, connected to the IPS account
that should be credited, is blocked for crediting.

Mandatory
FR. 55

The IPS account connected to the RTGS account (FR.13) keeps parameters of the parent account (in this case this is
RTGS account block for credit).When executing a transaction, the IPS checks whether block for credit has been set.

The IPS checks RTGS account blocks by using an appropriate procedure (FR.53). If it is found out that the RTGS
account has been blocked for credit, the transfer will be rejected with a relevant error message and the IPS account

will not be credited (parameterizable).
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Idanual Blocks

0.00 0.00

IPS validates that the timestamp (field AT-50 in DS-02 SCT Inst) is later than the | Mandatory
configuration parameter or earlier than another configuration parameter.

IPS has a time configurable window for which it accepts transfer orders in relation to
FR. 56 the stated timestamp (AT-50 in DS-02 SCT Inst). For example, not earlier than 0.1
second and no later than 20 seconds, excluding transfer orders with a future date and
standing orders (it is in SCT Inst timestamp).

All timestamps use the IPS system time as the reference time.

In the message route, the IPS verifies the time mark by using an appropriate procedure (parameterizable).
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] &) &) <] ] <] &] <) &

¥ | |FRL_811.5ELECT_NEXT_POQINT

v ||FRL_SEPA_INST01.CHECK_TIMEOUT
PACS.008.INST.L |Act v ||FRL_SEPA_INSTO1.CHECK_DUPLICATES
PACS.008.INST.L |Act v ||FRL_SEPA_INSTO1.CHECK_VALUES_NOT_MISSNG

IPS validates that the transfer order currency corresponds to the currency of the debit | Mandatory
and credit accounts.

IPS executes the transfer order provided that the debit and credit accounts are in the

same currency as the transfer order.
In the message route, the IPS verifies both credited and debited accounts by using appropriate procedures
(parameterizable).

FR. 57
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§¥ Mail Parameters x|
W 7 K« <|>» | 3 @] & | vsteresoes | FRF_106)
Routes | Mail boxes | Tags | Parameters ‘ Standards ‘ AcCCess

|5EF‘A_IN5TANT_IN_L‘~.-’ |5EF‘A instant (incoming) |1 oo - Groups of users having rights to routes
| | | [HEAD-ALL_CUST_RIGHTS =]
| | | [PARKO-PARKO
Points of the route ExD E N PDel Rights to tags at route-peints
Credit Transfer 5504559 M SL_INIT_I [ T v+l v «| Message Tag Visib. Edit.  Wer.

Positive answer 5504560 M S1POS | | | Mivivlv i | -

Make transaction 5504561 M S| POS | [T v | |

Negative answer 5504562 M S| NEG | [T v L | L
Status Report 5504563 M SIINIT I T Wi = | H H =B

Positive status 5504564 M S1P0sS| [ WIV[ [ [¥

i | [ n

Negative status 5504565 M S| NEG | I I
Cancellation Regquest ssoesee W SLMm L [ WV | H § §Hg

Manual decision 5504567 M simnL 1 [ [ VA -| Fil in tags |
-Event triggers of the route

Event type Meszage Trigger status Kernel function name Priority
[NEXT_AUTO  ~||PACS.008.NST.L |Active = | |FRL_SEPA_INSTO1.CHECK_PAYEE_ACCNT 90 =
INEXT_AUTO = ||PaCS.008 INST.L |Active ¥ ||FRL_SEPA_INSTD1 CHECK_PAYER_ACCNT 55
INEXT_auTO = ||PACS.008.INST.L [Active v | |[FRL_SEPA_INSTO1.CHECK_ACCOUNT_BLOCKS s0 |
INEXT_AUTO = ||PACS.008 INST.L [Active v ||FRL_SEPA_INSTD1.CHECK_CR_BACC o | -]
| ﬂ |Ch eck payee account and returns error message
Trigger parameters |NOTFOUND=55I]~45E2
IPS will validate dates of opening and closing of IPS debit and credit accounts from | Mandatory

the transfer order in relation to the operating day of the system. It is validated that the
operating day is later than the opening date and/or earlier than the closing date.

IPS rejects the transfer order if at least one of the accounts does not fulfil the stated

FR. 58 . ) o i
requirement. For the purpose of business validation of a transfer order, IPS account is
opened on the opening date and closed in the moment it is blocked due to licence
revocation, which can happen before the actual closing date due to procedures
prescribed by regulations.
In the message route, the IPS performs verifications of both credited and debited accounts by using appropriate

procedures (parameterizable) (see FR.57).

FR. 59

IPS will validate dates of opening and closing of RTGS accounts based on data from
the transfer order in relation to the system operating day. It is validated that the
operating day is later than the opening date and/or earlier than the closing date.

IPS rejects the transfer order if at least one of the RTGS accounts does not fulfil the
stated requirement. An RTGS account is opened on the opening date and closed

before the closing date, i.e. in the moment it is blocked due to licence revocation.

Mandatory

In the message route, the

(parameterizable).

IPS performs RTGS account verifications by using appropriate procedures
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‘@Mail Parameters

|

H v K« <|>»M ] 3 G| @]  veeeresses | FRF 106]
Routes | Mail boxes | Tags | Parameters ‘ Standards ‘ ACCEss
|5EF‘A_IN5TANT_IN_L‘~.-’ |5EF‘A instant (incoming) |1 oo = Groups of users having rights to routes
| | | [HEAD-ALL_CUST_RIGHTS =]
| | | |PARKO-PARKO
Points of the route ExD E N PDel Rights to tags at route-peints
Credit Transfer 5504559 M SLINMT_| [ T v+l v «| Message Tag Visib. Edit.  Ver.
Positive answer 5504560 W Stpos | | T Mivivlv | -
Make transaction 5504561 M S1 POS | [T v | |
Negative answer 5504562 WM SI NEG | [T v L | L
Status Report 5504563 M Sl INIT | T Wi = | H H =B
Positive status 5504564 M SIPOS | [ VW[ [ v [ [ - r
Negative status 5504565 M S NEG | [ wivl T v |
Canceliation Request sso4se6 M SLNE L T [ WMl | H § §Hg
Manual decision 5504567 M SimnLl [ [ MYIVIv - Fil in tags |
-Event triggers of the route
Event type Meszage Trigger status Kernel function name Priority
[NEXT_AUTO  ~||PACS.008.NST.L |Active = | |FRL_SEPA_INSTO1.CHECK_PAYEE_ACCNT o -]
INEXT_AUTO = ||PaCS.008 INST.L |Active ¥ ||FRL_SEPA_INSTD1 CHECK_PAYER_ACCNT 55
INEXT_auTO = ||PACS.008.INST.L [Active v | |[FRL_SEPA_INSTO1.CHECK_ACCOUNT_BLOCKS 50
INEXT_AUTO = ||PACS.008 INST.L [Active v ||FRL_SEPA_INSTD1.CHECK_CR_BACC o | -]
| ﬂ |Ch eck payee account and returns error message
Trigger parameters  |NOTFOUND=5504562
IPS will validate that the amount from a transfer order is not greater than the | Mandatory
configured amount for the currency of the transfer order.
The NBM Decision defines the maximum amount that can be executed in the payment
FR. 60 system that is not systemically important. IPS needs to have the possibility to set that

parameter at the system level. Besides, IPS could have such configuration that will
allow the system participant to define its requests that are not larger than the ones in
the system regarding the amount in the transfer order.

In the message route, the IPS verifies the amount of the transfer being sent (parameterizable).

41




RV R R R I R RS

PACS.008.INST.L i FRL_SEPA_INSTOM.CHECK_DUPLICATES
PACS.008.INST.L i FRL_SEPA_INSTOM.CHECK_MALUES_MWOT_MISSING

PACS.008.INST.L i FRL_SEPA_INSTO1.CHECK_BIC

Also, there is a possibility of applying different limits to the participants according to their BIC and separate limits to
the incoming and outgoing messages.

For example, limit 15000 applies to both incoming and outgoing messages.
But if the message arrives from (IN) PRKOLT22XXX or from bank 333, in this case limit 20000 will apply to it.
If the message is intended for (OUT) CBSBLT20XXX (or for other one in the list), limit 30000 will apply to it.
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{IFORPOST*Registry

W W | K «[<[>» A & 3| G 2 oerey | ewotco

Parameters ‘ Browse all l

=X

Import clob ‘ FRF_-EE?‘

Key |Sepﬂ". J
ftem Value Type Active  Parameter Description
|Sepa_|_Ech_Lin‘l'rt |EI}I}IJEI- |Numher ﬂ v % ||Leistina didZiausia SEPA Instant mokejimo suma (kitokia nei

|Sepa_|_Excl_ Limit_Bank |CBSBLT20000K, CBSBLT2EX00C EVIULT |Sting  »| ¥

|Sepa_| Excl Limit_Bank |PRKOLTZZX0GX, 333

|string = |/

|Sepa_|_Exci Limit_in 10000

[Number | v

Sepa_|_Limit 15000

[Number | Iv

|Sepa_|_Limit_in 15000

|Numt:-er ﬂ 4

|Sepa_| Time_Out_Limit |25

|Numt:-er ﬂ rd

standarting), taikoma bankams i€ iEiméiy saraso
Sepa\Sepa_| Excl_Limit_Banks

Description in English

Permizsible maximum SEPA Instant payment amount
(different than standard), applicable to banks from the list
of exceptions Sepa\Sepa_| Excl_Limit_Banks

| =]~

[ Users are allowed to set individual values
Min. / Max.

—Individual values by:
Users l Branches l Users and branches

User Value

Actual value

IPS will validate that the transfer order has IBAN of the Payer and Payee — end | Mandatory
customers.
FR. 61 Account numbers of the Payers and Payees — end customers are compulsory fields in

presence, but not their content.

the dataset DS-02 SCT Inst in the transfer order. IPS will only validate their

In the message route, the IPS performs verifications of both debited and credited accounts by using appropriate

procedures (parameterizable) (see FR.57).

rejection message.
FR. 62 J g

IPS will notify the Payer in case the transfer order has an error by sending an order

IPS will send the Payer information on the error which occurred during the transfer
order validation. The error notification should be localised in terms of language.

If any error are detected on the IPS message route, the message is moved to the Negative answer (SI_NEG 1) route

point and the rejection message is generated:
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Routes ‘ Mail boxes Tags | Parameters | Standards Access

|QUEF‘.IE5_AN D_ANSWERS |5WIFF queries and answers |1 00 ﬂ Groups of ugers having rights to routes
|SEF‘A_IN STANT_IN_LV |SEF‘A instant (incoming) |1 00 |ADMIN =
|SEPA_INSTANT OUT LV |SEPA instant out. oo |y |
|Lv103_IN Messages L\V103 IN 200 | =
Points of the route ExD E N PDel Rights to tags at route-points
Credit Transfer 45008 M SN | [T I+lvl v «| Message type Tag Vigip. Edit.  Wer.
Positive answer 45007 M S1POS 1 [ [ vI¥Ivv | | — — e
Make tranzaction 45008 M 51 POS | I | | - - —
Negatjve answer 45009 M SLNEG] [ MIMT V¥
Status Report 45010 M SIINT | | | [
Positive status 45011 M SlI POS | [ Il T I
' [ [ [
Megative status 45012 M Sl NEG | [ Il T I |
Cancellation Request 45013 M SLINT | Frerre | | | R - |
Manual decision 45014 M SI MNL | T VivIviv| - | Fill tags |
-Event triggers of the route
Event type Mes=sage Status Kernel function name Priority
|DoNE = ||Pacs.008.NST L |Active = | |FRL_SEPA_INST01.CREATE_PACS 002 =
| | | || |
| | | || |
| = | =l E

| ﬂ |Gen erate and process PACS. 002 INST.LV message with negative status RICT (Rejected)

Trigger paramsters |STATL| S="RICTIREASON_CODE=NVL(SSSTSRSN_CDSS, ABIS Y PROCESS="YESIPROCESS_DONE="YES'

7.2.3. Reservation of funds (IPS.PMNT.03)

IPS will reserve funds in the Payer’s IPS account after the validation of the transfer | Mandatory
order. Reserved funds are not available for execution or reservation under other
orders, return of funds or withdrawal of liquidity from the connected RTGS account.

FR. 63 IPS reserves funds after it has validated the transfer order so as to provide the
execution of such order after it receives the Payee s message on accepting the transfer
order (the transfer cannot be rejected due to insufficient funds). If the Payee rejects
the transfer order, IPS will cancel the reservation and reject the transfer order.
Funds are also reserved in the connected RTGS account.

In the Block/Holds subsystem, the debitable funds are reserved on the IPS and RTGS accounts. A response received
from the Payee removes the block if the positive response has been received (ACCP), funds will be debited from the
account.
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@hccounthlocksm:)lds._-'..wu Loilie-: — EUR PARKO x|
7| K| «|<|>|»| }!| gl 3| Bzl 5l Bl &l L &| FrRE 805]
Source Code Pty Type Sort Amount and currency Amount in acc. curr.  Queue
MG [11230016564 15  |BLOCK [DB | 10.00 [FUR | o0 0.l
IMsG 11232194699 15 |BLock |pB | 102 [EuR | 102 o
Msc 11232194781 15 |BLock (b | 302 [cur | 302[ o
Msc  [11232195078 15 |BLOCK [DB | 2.02[EuR | 202 0
MEE  [11z3z672107  [15 [BLock [oB | 115[eur | 115 0 4|
Status [Drate from Diate until S0uUrce name
|ACTIVE | | 2020.01.16 |FORPOST*Workflow Messages Blocks
Block reason
#SEPA Direct Debit payment block (FRL_SEPA_DD02.1)
Block initiator |
External id. 100471141337
Amount of debit blocks Amount of credit blocks
FDA | FDA Customer | 1,000,000,001,877.30 | 0.00

IPS will reserve funds in a Payer’s IPS account and reduce the available funds | Mandatory
(balance) in that account. Reserved funds are not available for execution or
reservation under other orders, return of the funds or withdrawal of liquidity from the
connected RTGS account.

FR. 64 IPS reserves funds after a successful validation of the transfer order so as to provide
the execution of such order after it receives the Payee’s confirmation message (the
transfer cannot be rejected due to insufficient funds). That lowers the balance in IPS
account, as well as the RTGS account balance in IPS. If the Payee rejects the transfer
order, IPS will cancel the reservation and reject the transfer order.

In the Blocks/Holds subsystem, if either IPS or RTGS account has the block (XS), the available balance on the
account is reduced and blocked for debit. If the transfer is rejected, the debit block is removed (parameterizable).
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All accounts identifier 7 ‘Code 7 | Name

AAAA | 100000520259 LT |~.iamzoa
Account Balance Daity debit turnovers Daily credit turnovers
P 40 OCE rod [EUR | 13,622.47 |£1 o | 0008 | 8,941.14 =~
| — ] |
| - |
| -] |
ym' 11.917.51 Nam|PersonaI companies non-residents E
Available amount | 0.00  Branch |PARKO
External No. |
1] | v

Debit |pj ﬂ Opening balance | Equiv.
n | | | =
n | | |

) | | | -

Credit v j j Opening balance Equiv.
» | | | -
u| | | |
N | | | -

IPS will reject the transfer order in case: Mandatory

e available funds in the Payer’s IPS account are less than the amount from the
transfer order
e RTGS account balance in IPS that is connected to the Payer’s IPS account is
FR. 65
less than the amount from the transfer order.

No transfer orders will be executed if there are no available funds in IPS for the
amount in that order. The transfer order can reduce available funds in IPS account to
Zero.

On the IPS message route, the balance of both IPS and RTGS accounts is verified and the transfer is rejected if funds
are insufficient to execute the transfer (parameterizable).

46




PARKO-PARKD

) <) | <] ] <] %] €| <

PACS.008.NST.L |Active ~ | |FRL_SEPA_INSTO1.CHECK_PAYEE_ACCNT
PACS.002INST.L |Acti v ||FRL_SEPA_INSTD1 CHECK_PAYER_ACCNT
PACS.008.INST.L |Acti ~||FRL_SEPA_INSTD1.CHECK_ACCOUNT_BLOCKS
PACS.002.INST.L |Acti v ||FRL_SEPA_INSTD1.CHECK_CR_BACC

_Eiﬂ:lpuyee account and returns error message

IPS will notify the Payer in a message about rejecting the transfer order using a | Mandatory
FR. 66 special error code, when it cannot reserve funds in the Payer’s IPS account or if there
' are no available funds in the balance of the connected RTGS account in IPS.

Rejection message should be localised in terms of language.

If any discrepancies are detected during verifications, the rejection response to the Payee pacs.002 is generated with
specifying a reason (rejection code, for example, ABO6 -TimeOut, AMO05 — Duplication etc.).
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7.2.4. Transfer order forwarding (IPS.PMNT.04)

IPS will forward a transfer order to the Payee if it was successfully validated and

FR. 67
reserved.

Mandatory

After successful validation, the IPS reserves funds and generates a message to the Payee (PACS.008 OUT) by using

the export procedure (parameterizable).

{2 Mail Parameters Ed
J J J K|«| ( | >|»|>!| J J J J Update messages | FRF_““}E |
Routes ‘ Mail boxes ‘ Tags ‘ Parameters | Standards | Access
|SEPA_IN STANT_OUT_LV |SEF‘A instant out. |1 oo 2 Groups of ugers having rights to routes
| | | |HEAD—ALL_CUST_R}GHTS -
| | | [PAULIISH
Points of the route ExD E N PDel Rights to tags at route-points
Credit Transfer 5504593 M SLINIT_O [ T Ivlwl |w|+]|  Message Tag Visib. Edit. Wer
Wattingfor answer 5504554 M Sl INT O I e | | B B ]
Negative answer 5504595 M SINEG O [ [wivlw ] |» | |
Positive answer 5504506 M SIPOS O [ Iwivlwl [ | | [
Status report 5504507 M SLNM O [ [ MV | | B EH =
Done Negative 5504508 M SINEG © [ W[ »[ v | | = = —
Done Positive 5504580 M SIPOS © [ v W[ Iv )
Resolution Of Investigation 5504600 M SINT O [ | MWW | | |l
Done 5504601 M SiP0s 0 [ VIV ~| Fill in tags |
-Event triggers of the route
Event type Weszage Trigger status Kernel function name Priority
eI ~ |[PACS.008.INST.L [active | |FRL_SEPA_INSTO1 EXPORT_SEPA_INSTANT_MSG o |-
| =l | | |
| =l | =l |
| =l | =l | -]
| |
Trigger parameters |su CCESS=5504504ERROR=5504594)EXPORT_MODE=LATBNKJROUTE=PAYMENT

After sending the PACS.008 OUT message to the Payee, the message is stopped at the route point “Waiting answer”

where the response from the Payee is awaited (see FR.68).

7.2.5. Payee’s response (IPS.PMNT.05)

The processing of a transfer order will continue after receiving a positive or negative
response from the Payee or after the time foreseen for such response has expired,
which is defined by the operating rules (it is configurable).

The transfer order is in standby mode in IPS until it receives a positive response
(accepted order) or a negative one (rejected order) by the Payee or until the time has
expired (timeout), which is defined by the operating rules for that response. The
Payee sends its response in an appropriate message.

FR. 68

Mandatory

The PACS.008 OUT message sent to the Payee will be executed only when the PACS.002 confirmation (ACCP) or
rejection (RJCT) is received from the Payee, or the time intended for the payment execution has elapsed

(parameterizable).

In the IPS message route, depending on the response received, it is moved to the “Negative answer” or “Positive

answer” route point, and accordingly processed there using the specific procedures.
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{1 Mail Parameters x|

J J J K| «‘ < | 3 |»| )!| J J E J Update messages | FRF_106 |

Routes | Wail boxes | Tags | Parameters | Standards ‘ Access
|SEF‘A_INSTANT_IN_L‘|.I" |SEF‘A instant (incoming) |1 o0 2 Groupe of ugers having rights to routes
| | | IHEAD-ALL_CUST_RIGHTS -]
| | | [PARKO-PARKO
Pointz of the route ExD E N PDel Rights to tags at route-points
Credit Transfer 5504559 M SIINIT | [ [ Ivlwl v +]  Message Tag Visib.  Edit.  Wer.
Positive answer 5504550 M 51 POS | [ [ | | - - i
Make transaction 5504551 M Sl POS | [ v ivwl v lv | |
Negative answer 5504562 M SINEG | | W WMV H §H =
Status Repor} 5504563 M SLINMT_| i | | H EH =N
Positive status 5504564 M SI POS | I O I
' | | [
Megative status 5504565 M 51 NEG | [ e T N
Cancellation Request 5504566 M Sl INIT | FreRr e | H § §g
Manual decision 5504567 M SLMNL L [ VMM -| Fill in tags |
-Ewvent triggers of the route
Event type Messzage Trigger status Kernel function name Priority
MEXT_auTo  ~|[PACS.002 NST L [active v | |[FRL_SEPA_INSTO01.RELATE_IN_PACS002 [0 |+
INEXT_auTO v |[PacCs.002.MST L |Active v ||FRL_811 SELECT_NEXT_POINT |20
INEXT_AuTO = |[Pacs.002.mST L |Active v ||FRL_811.SELECT_NEXT_POINT |30

| ~l | = |-

| ﬂ |Ftelate STATUS message with original mes=age. In case not found, go to "Negative

Trigger parameters |NDTFDUND = 5504565

Processing of the received PACS.002 message will initiate the execution of the sent PACS.008 message (depending
on the received response: ‘Positive answer’ or ‘Negative answer’; the block will be removed from the rejected
payment account, the Payer will be informed about the rejected payment.

{9 Mail Parameters x|
H | Kl«<|>[»(n @ 3] G| 2 _ s | FRE 106
Routes | Mail boxes | Tags | Parameters | Standards | Access
|5EF‘A_IN STANT_OUT_LV |SEPA instant out. |1 o0 = Groups of users having rights to routes
| | | IHEAD-ALL_CUST_RIGHTS -]
| | | [PAULLSH
Pointz of the route: ExD E N PDel Rights to tags at route-points
Credit Transfer 5504503 M SINT O [ | W[ v «| Message Tag Visib, Edt.  Ver.
Waitingfor answer 5504554 W 51 INT O [ | w1 I | | u - -]
Negative answer 5504595 W SINEG O [ [#IvlvI Iv | |
Positive answer 5504596 M SLPoS @ [ Iwivi»l T [ | |
Status report 5504597 M SINT Q| [ MV | | H = =
Done Megative 5504598 M SINEG @ [ [ I v | | - — —
Done Positive 5504599 W Sl Pos 0 [ vl T v o
Resolution Of Investigation ssoss00 M ST o T WM | i ® =g
Done 5504601 M S1POS O | VIVIMI [ -] Fillin tags |
-Ewvent triggers of the route
Event type Me=zage Trigger status Kernel function name Priority
|BEFORE v ||PACS.008INST L |Active | |LTL_016.5ET_TAGS_vALUES =
|BEFORE > ||pacs.o0s msTL [Active v ||FRL_SEPA_INSTO1 SET_REJECT_REASON 10
|DONE v ||Pacs.008.NST L |Active v ||FRL_SEPA_INSTO1.INFORM_USER_ABOUT_PAYM 120
[DonE ~||pacs 008 mST L |Active ~||FRL_850 DELETE_ALL_MSG_TRNS 30 [~
INVL{SEMSC_STATUSSS, X)=X |
Trigger parameters  |SET_TAGS = MSG_STATUS#FRL_SEPA_INSTO1.GET_ERROR_TEXT(TECH')
FR. 69 IPS will reject a transfer order in case the configured time has expired and the Payee’s | Mandatory
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response was not received. Reference time for calculating timeout is the time set in
the transfer order (field AT-50 in DS-02 SCT Inst).

When the time foreseen for the Payee’s response has expired, IPS rejects the transfer
order. Waiting time is configured on IPS level and forms part of the IPS operating
rules. In the SCT Inst scheme, the maximum waiting time is 20 seconds from
timestamp from the transfer order.

The operating rules will clearly stipulate when an end-customer account can be
credited by the Payee institution taking into account the legal framework.

The IPS checks the Payer's response time stamp with the help of the procedure (parameterizable).
¥ Mail Parameters x|
J J J K| «| € ‘ > | »| }!| Update me==ages | FRF_106 |
Routes | Mail boxes | Tags ‘ Parameters | Standards | Access
|SEPA_INSTANT_OUT_LV  |SEPA instant out. [0 -] Groups of users having rights to routes
| | | [HEAD-ALL_CUST_RIGHTS -]
| | | [PauLWSM
Points of the route ExD E N PDel Rights to tags at route-points
Credit Transfer 5504593 M S| INM O I T vl v 2 Message Tag Visib. Edit. Wer.
Waitingfor answer 5504504 M SImnm o [ [ el Vi | | r R
Negative answer 5504595 M SINEG O [ WM ¥ | |
Positive answer 5504596 M SIPOS O | Iwivwl I | = o =
Status report 5504507 M SINT O [ | MR — | | . r
Done Negative S504508 M SINEG O MMV [ o m m
Done Positive 5504599 M SlPos 0 [ VI W[V |
Resolution Of Investigation 5504600 M SLINT O [ | Wil | | H § Epg
Done 5504601 M S1POS 0 [ ViV | ~| Fill in tags |
-Ewent triggers of the route
Event type Message Trigger status Kernel function name Priority
[NEXT_AUTO  ~||PACS.008.INST.L |Active _~ | [FRL_SEPA_INSTO1.CHECK_TIMEQUT [10 =
INEXT_auTo = ||Pacs.008 MSTL |Active '~ ||FRL_811 SELECT_NEXT_POINT |20
INEXT_auto  ~|[PACS.008.INST.L |Active v ||FRL_811.5ELECT_NEXT_POINT |30
| | | | e
| |
Trigger parameters  |NEXT_DEFAULT=5504595
For some Participants, IPS will credit the Payee’s IPS account without waiting for the | Mandatory

FR. 70

Payee’s response. IPS allows the Operator to configure such a Participant in
accordance with the operating rules and based on the functionalities described in
section 7.9 “Participant unreachable function and pre-authorisation facility”.

The IPS allows configuring system operation so that a transaction is executed according to the pre-set

allowed to de

scribe as many exceptions as necessary, they are described by the IPS operator.

parameters. It is

FR. 71

IPS will notify the Payee in an appropriate message in case of response timeout.
Message sent is in the defined format.

Mandatory

In all cases where a payment is rejected (due to TimeOut, or an RICT response received from the Payee), the sender
receives the PACS.002 message with the payment status (RJCT) and the rejection error code (e.g. AB06 — TimeOut,

AMO5 — Dup

lication, etc.).
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@ Mail Parameters x|
= R| «| £ | > |»‘ H| [ Update mez=a0es FRF_106 |
Routes | Wail boxes | Tags | Parameters | Standards Access
|SEPA_INSTANT_DUT_LU |SEF‘A instant out. |1 o0 Groups of ugers having rights to routes
| | | [HEAD-ALL_CUST_RIGHTS -]
| | | lPAULIUSM
Points of the route ExD E N PDel Rights to tags at route-points
Credit Transfer 5504593 M SIINT O [ T Wil ¥ ~]  Message Tag Visib. Edit.  Wer.
Waitingfor answer 5504504 M SINT O | [ [wiv[ v | | - R
Negative answer 5504595 M SINEG O [ IWI»FI |+ | |
Positive answer 5504596 M SIPOS 0 [ [wivlel T N o =
Status report 5504597 M SINT @ | | W | | H EH m
Done Negative 5504598 M SINEG 0 W[V | s B =
Done Positive 5504589 M SIPOS @ [ v I v |
Resolution Of Investigation ssose00 W ST o [T MMM | I - |
Done 5504601 M S1POS 0 [ WV T |- Fill in tags |
-Event triggers of the route
Ewvent type Meszage Trigger status Kernel function name Priority
|BEFORE v ||Pacs.008 INST L [Active w||LTL_n18.5ET_TAGS_vALUES |3 e
|BEFORE ~||Pacs.008 INST L [Active v ||FRL_SEPA_INST01.SET_REJECT_REASON |10
|DoNE ||Pacs. 00 ST L [Active v ||FRL_SEPA_INSTO1.INFORM_USER_ABOUT_PAYM |20
|DONE = ||racs. 00z NET L [Active ~||FRL_850 DELETE_ALL_MSG_TRNS 30 [-]
|S‘|’STII'|'I ESTAMP - FRU.DATE_UTILS. ﬂ |User informed only if no answer was received in time
Trigger parameters |
IPS will notify the Payer in the message on rejecting a transfer order in case of Payee | Mandatory

FR. 72

response timeout.
Message sent is in the defined format.

If no response is received from the Payee within the set time, the Payer is informed that the payment has been rejected
(e.g. AB0O6 — TimeOut) (see FR.71).

71.2.6.

Validation of the Payee’s response (IPS.PMNT.06)

The Payee’s response is defined by the process of executing the transfer order. The Payee can accept or reject the

transfer order

FR. 73

IPS will perform business validation of the Payee’s response. When the first error is
detected, further processing of the Payee’s response will stop and the response will be
rejected in an appropriate message.

IPS validates the Payee’s response and notifies it in case there is an error in business
validation. More detailed business validations are specified below. In addition to
these, technical validations are also carried out.

Mandatory

In the IPS message route, using the specific procedures, there is performed validation of the Payee responses’
messages (parameterizable).
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{25 Mail Parameters x|
H v K« <>»x o 3 5 = Updatemessages | FRE_106 |
Routes | Mail boxes | Tags ‘ Parameters ‘ Standards | Access
|5EF‘A_IN STANT_IN_LWV |SE PA instant (incoming) |1 o0 = Groups of ugers having rights to routes
| | | [HEAD-ALL_CUST_RIGHTS -
| | | [PARKO-PARKOD
Points of the route ExD E N PDel Right= to tags at route-points
Credit Transfer 5504558 M Sl INM | [T Wl I «]  Message Tag Visib. Edit.  Ver.
Positive answer 5504550 M 51 POS | | T vl il | | - - -]
Make transaction 5504561 M Sl POS | [ vl vl | |
Negative answer 5504562 M Sl NEG | I o v L L L
Status Report 5504563 M S|INMT_| T vl V= | H B =
Positive status 5504564 M S| POS | [l T v | | — u —
Negative status 5504565 M S| NEG | I o |
Cancellation Request 5504566 M S| INT | Frerr v | | | R - |
Manual decision 5504567 M S| MNL | IV - | Fill in tags |
-Event triggers of the route
Event type Meszage Trigger status Kernel function name Priority
INEXT_AUTO  +||PACS.002INST.L |Active | |FRL_SEPA_INSTD1.RELATE_IN_PACS002 =
INEXT_aUTO = ||PACS.002 NST L |Active +||FRL_811 SELECT_NEXT_POINT |20
INEXT_suto = ||Pacs.002 MSTL |Active ~||FRL_811 SELECT_NEXT_POINT |20
| = | =l -]
| j |Re|ate STATUS message with original message. In case with error, go to "Negative
Trigger parameters |NDTFUUND = 5504585

IPS will validate that the Payee that sent the response is the Payee to which the
transfer order was forwarded.

The Payee of the transfer order can be the only sender of the response. Validation is
performed according to the BIC of the Payee from the original transfer order.

FR. 74

Mandatory

The validation of the message received from the Payee is performed in the route (see FR.73).

If errors are found during the check, the message is moved to the 'Negative answer' point. The rejection pacs.002 with

the specified reason code is sent to the Payer and the Payee.

FR. 75 IPS will pair the response message with pending transfer order using the Payee’s BIC
(field AT-06 in DS-02 SCT Inst) of the forwarded transfer order and reference of that
order (field AT-43 in DS-02 SCT Inst). If it cannot pair the mentioned data with the

response, validation is cancelled.

IPS processes the Payee’s responses only for transfer orders that are forwarded to
that Payee and are pending, i.e. for those transfer orders that did not get final status
yet (executed or rejected). Since there are multiple participants in IPS, the Payee’s
BIC is also used besides the transfer order reference in order to ensure uniqueness of
identification of that transfer order.

Mandatory

The validation of the message received from the Payee is performed in the route (see FR.73). If errors are found
during the check, the message is moved to the “Negative answer” point. The rejection pacs.002 with the specified
reason code is sent to the Payer and the Payee, the pacs.008 payment message from the 'Waiting answer' route point is

moved to the archive via the “Negative answer”.

Upon receipt (from the Payee) of pacs.002, which is not connected to pacs.008 available in the “Waiting answer”
point (e.g. the related pacs.008 was not received), the corresponding response with the corresponding error code (e.g.

AGQ9) is returned.

FR. 76 IPS will notify the Payee that sent the response about an existing error in an error
message. The message will include the error code and localised error description in
terms of language.

Besides notifying the Payee, IPS will notify the Payer that sent the transfer order that
the order is rejected in a message about transfer order rejection. This message will
be sent after reserved funds are released. The message is localised in terms of
language.

Mandatory
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The IPS informs the Payee about the detected error by sending pacs.002 with the error code specified (the list of error
codes is exhaustive and their quantity will correspond to the number of checks; the participants on their side describe
the decryptions of the error codes).

When sending a Recall response to the Payee, the payment Recall to the Payer is also sent (see FR.74).

After validating the response, IPS will execute the transfer order or reject it | Mandatory

FR. 77 depending on the response.

In case the Payee rejected the transfer order, reservation in the Payer’s IPS account
will be released.

Depending on the response received from the Payee (ACCP/RJCT, as well as RICT due to the internal IPS checks e.g.
TimeOut), the payment message is routed to the corresponding point:

e ACCP - “Make transaction” — an operation is generated between the Payer's and the Payee's IPS accounts, a
corresponding message is sent to the Payer and the Payee (PACS.002: ACCP). All the related messages are
moved into the archive.

e RJCT — “Negative answer” — a block is removed from the Payer’s IPS account, a corresponding message is
sent to the Payer and the Payee (PACS.002: RJCT). All the related messages are moved into the archive.

Y3 Mail Parameters x|
H v K« <[>»M ) B G @ veersses | FRF_106]
Routes | Mail boxes | Tags | Parameters ‘ Standards ‘ ACCESS
|SE PaA_INSTANT_IN_LWV |SE PA instant {incoming) |1 oo =] Groups of users having rights to routes
| | | [HEAD-ALL_CUST_RIGHTS -]
| | | [PARKO-PARKOD
Points of the route ExD E N PDel Rights to tags at route-points
Credit Transfer 5504558 W SIINMT | [ T Ivlwl Iv|«]  Message Tag Visib. Edit.  Wer.
Positive Bnswer 5504560 M SLPos 1 [ [ Ivlviviv | | u A
Make transaction EE04561 W 51 POS | [ WIwT I | |
Negative answer 5504552 W 51 NEG | | I Il u u u
Status Report 5504563 M SIINT | C T VT V= | H B =
Positive status 5504564 M SI POS | I e | | r u u
Negative status EE04565 W 51 NEG | [ I T o
Cancelation Request 5504565 M SIINIT | Frerer e | | H H H g
Manual decision 5504567 M S| MNL | T M¥iFIv| - | Fill in tags |
-Event triggers of the route
Event type Meszage Trigger status Kernel function name Priority
|BEFORE = ||PAcS.008 INST L |Active = ||FRL_SEPA_INSTO1.CREATE_PACS_002 30 -
INEXT_aUTo  =||Pacs.008.NST.L [active v ||FRL_811 SELECT_NEXT_POINT |10
INEXT_auTO = ||PACs.008 INST.L [Active v ||FRL_811.5ELECT_NEXT_POINT |20
| =i | =l | -

| j |G enerate and procezss PACS 002.INST.LV message with positive status ACCP

Trigger parameters |5TATU S="ACCPIPROCESS="YES|PROCESS_DONE="YES'

7.2.7. Release of funds (IPS.PMNT.07)

IPS will release funds in the Payer’s IPS account when it rejects the order that | Mandatory
initiated that reservation. IPS will reduce the amount of reserved funds by the transfer
order amount for which the reservation was made. The available amount in the IPS
account will be increased by the same amount.

FR. 78 During transfer order execution, funds are reserved in the Payer’s IPS account as a
guarantee that the order will be executed provided that the Payee’s response passes
the validation and the Payee accepts the transfer order in its response. In case there
is no execution (Payee’s response does not pass the validation, timeout expires or the
Payee’s response is negative), the reserved funds should be released for other orders
or for liquidity transfer.

Once it has been determined that the payment cannot be executed (RJCT), the block is removed from the Payer's IPS
account, the corresponding message (RJCT) is sent to the Payer and the Payee. All the related messages are moved
into the archive.
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In releasing reserved funds in IPS account, IPS will also release funds in the | Mandatory
connected RTGS account and increase the RTGS account balance in IPS by the
transfer order amount for which the reservation was made

During transfer order execution, reserved funds reduce the RTGS account balance in
FR.79 IPS which guarantees that the order will be executed provided that the Payee’s
response passes the validation and the Payee accepts the transfer order in its
response. In case there is no execution (Payee’s response does not pass the
validation, timeout expires or the Payee’s response is negative), the reserved funds
should be released for other orders or for liquidity transfer.

A change in the balance of the IPS account also determines a change in the RTGS balance by the same amount.

IPS will notify the Payer that sent the transfer order on releasing reserved funds in its
IPS account, in a message on rejecting the transfer order. The rejection message
should consist of the code that explains the reason for rejecting, or forward the code
that the Payee forwarded in its response.

Unsuccessful validation, time expired for the Payee’s response or negative response
of the Payee (for example, there is no such account of the end customer) can initiate
the process of releasing reserved funds in IPS. In case the Payee rejects the order,
IPS will forward the code from the negative response.

FR. 80

Once it has been determined that the payment cannot be executed (RJCT), the block is removed from the Payer's IPS
account, the corresponding message (RJCT) is sent to the Payer and the Payee with indicating the code of the reason
for the rejection. All the related messages are moved into the archive.

7.2.8. Execution — settlement (IPS.PMNT.08)

IPS executes transfer orders individually, without netting, in gross amount. Mandatory
IPS does not net amounts from the order considering the instant nature of the system.

FR. 81

Each payment message generates only one operation, i.e. several payments received from the Payer are not combined
into one.

IPS will execute the transfer order through IPS account. Mandatory
Execution is done by debiting and crediting appropriate IPS accounts.

FR. 82

After execution, an operation is saved at the PACS.008 message, where Debit and Credit are the accounts of the Payer
and the Payee' in the IPS.
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Executing a transfer order in IPS is done after successful validation of the Payee’s | Mandatory
positive response.

The time of execution is written at the moment of execution on the date on which the
transfer order was executed in IPS. The time of execution is according to the calendar
date.

The time of the positive or negative response is recorded in the message history.
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IPS executes the transfer order in the full amount that was stated in that order. Mandatory

If it is not possible to execute the transfer order in its full amount, it is rejected,
orders are not executed partially.

FR. 84

At the beginning of the payment processing, it is checked whether or not there are sufficient funds in the account to
make this payment. If the funds are sufficient and the payment meets the other verification criteria, the funds are
blocked in the Payer's account at the full amount. If the funds are insufficient, the payment will be rejected with
sending a corresponding error message.

IPS uses reserved funds for the transfer order in IPS account that is debited. Mandatory
IPS will execute the transfer order using reserved funds in IPS account that is debited
FR. 85 for that transfer order and instantly approves those funds in IPS account that is
credited (end customer — the Payee can use these funds immediately after the Payee’s
approval).
The funds are credited to the Payee's account immediately after confirmation from the Payee is received and it meets
all the criteria of the IPS verification. The participant can immediately use the funds credited to the IPS account.
FR. 86 IPS, by_ debi‘ging/crediting the Payer’s/Payee’s IPS account reduces/increases the | Mandatory
balance in their IPS accounts.
The balances on the IPS Participants’ accounts are always relevant and reflect the real balance.
FR. 87 IPS, by debiting/crediting the Payer’s/Payee’s IPS account reduces/increases the | Mandatory
balance in RTGS accounts in IPS connected to those IPS accounts.
Accounts are linked to customers and their IPS accounts.
IPS executes only transfer orders based on credit transfer. A transfer order can have a | Recommended
future date, but it can also be a standing order.
FR. 88 IPS accepts only transfer orders that debit the Payer’s IPS accounts. Any
functionality that requires funds withdrawal is not a project subject in this phase (for
example, transactions initiated by the Payee — direct debit).
Future Date and Standing Order payments can be interrelated later (for more details refer to: FR.39).
IPS will notify the Payer and the Payee on a successfully executed transfer order by | Mandatory
FR. 89 confirming the execution of that order.
The message is localized in terms of language.
The Payer and the Payee are informed about the successful payment (see FR.77).
IPS will also notify the direct participant whose RTGS account is connected to the | Mandatory
FR.90 Payer’s / Payee’s IPS account (indirect participants) on successfully executed transfer
order by forwarding copies of the original transfer order.

Once the indirect participant has successfully executed the payment (IN/OUT), the direct participant, whose RTGS
account has the indirect participant’s IPS account connected to, is notified of the executed transfer as well.

7.3. Recalls

7.3.1. Validation of recalls (IPS.RECALL.01)

FR. 91

IPS will perform the business validation of recalls sent by the Payer. Validation will
be cancelled and the recall rejected if IPS finds the first error.

In case the recall is rejected, the sender (Payer) will receive an appropriate message.

In addition to these, technical validations are also carried out.

Mandatory

The Recall received from the Payer is checked by internal checks (the number of checks is parameterized); if errors
are detected, the message is moved to the archive via the 'Error' route point, and a status message (pacs.002) with the
code of the reason for rejection is generated and sent to the Payer (e.g. AMO05 — Duplication).
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IPS will validate the authorisation of the Payer to send the recall based on the BIC | Mandatory
stated in the message (SCT Inst DS-02 field AT-06) of the transfer order that is part
of the recall message (DS-05 SCT Inst).

FR. 92 The sender authorised to send recalls is at the same time the party which sent the
original transfer order (Payer). IPS validates data from the original transfer order
which is integral to the recall message. IPS validates the authorisation to send
responses using reference data in the system.

The Recall received from the Payer is checked by internal checks (the number of checks is parameterized); if errors
are detected, the message is moved to the archive via the 'Error' route point, and a status message (pacs.002) with the
code of the reason for rejection is generated and sent to the Payer (e.g. AG09 — Original payment never received) see

FR.91.
IPS will validate that the Recipient of the recall is available. The Recipient of the | Mandatory
recall is the Payee from the original transfer order determined based on its BIC
(dataset DS-02 SCT Inst field AT-23) as a part of the recall message (DS-05 SCT

FR. 93 Insp).

IPS uses data from the copy of the original transfer order which is a part of the recall
message in order to determine if IPS can reach the Recipient of the recall. IPS does
not further validate data from the transfer order which form part of the recall
message. For validation, IPS uses reference data in the system.

The Recall received from the Payer is checked by internal checks (the number of checks is parameterized); if errors
are detected, the message is moved to the archive via the 'Error' route point, and a status message (pacs.002) with the
code of the reason for rejection is generated and sent to the Payer (e.g. PY01 — Unknown BIC in routing table or

ABO7 — Agent of message is not online/available) see FR.91.

IPS will check if the received transfer order has already been forwarded, that is, | Mandatory
whether it is a duplicate. The check is performed based on the return of funds on a
recall in the time interval defined at the system level (for example: 30 days). The
FR. 94 check is performed based on the BIC of the Payee from the copy of the transfer order
which was a part of the response to the executed recall and reference of the recall of
the Payer from that response. The time interval relates to the period in which executed
transfer orders are kept in the system (for example, 30 days).
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Reference of the Payer does not have to be unique at the system level, so the
Payee’s BIC and the Payer’s reference are used for uniqueness validation.

The Recall received from the Payer is checked by internal checks (the number of checks is parameterized); if errors
are detected, the message is moved to the archive via the 'Error' route point, and a status message (pacs.002) with the
code of the reason for rejection is generated and sent to the Payer (e.g. AMO05 — Duplication) see FR.91.

IPS will reject the recall in case there is an error during validation and will notify the | Mandatory
FR. 95 sender (Payer) of the recall in a recall rejection message.

In case that the recall contains an error, the party that sent the recall is notified

(Payer).

The Recall received from the Payer is checked by internal checks (the number of checks is parameterized); if errors
are detected, the message is moved to the archive via the 'Error' route point, and a status message (pacs.002) with the
code of the reason for rejection is generated and sent to the Payer.

7.3.2. Forwarding of recalls (IPS.RECALL.02)

IPS will forward a valid recall to the Payee based on the Payee’s BIC (field AT-23 in | Mandatory
DS-02 SCT Inst) in the recall (dataset DS-05 SCT Inst).

After the stated validations, IPS does not perform further processing, but only
forwards the recall to the Payee.

FR. 96

If the internal Recall checks do not reveal any errors, the received message is moved to the archive, and a new Recall
message is formed and sent to the Payee.
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7.3.3. Validation of recall responses (IPS.RECALL.03)

IPS will perform the business validation of the recall response sent by the Payee. | Mandatory
When the first error is detected, further processing of the recall response will stop and
FR. 97 it will be rejected with an appropriate message.

In case the recall response is rejected, the sender (Payee) will get an appropriate
message. In addition to these, technical validations are also carried out.

All received Recall responses (positive and negative) are checked according to the set procedure (the number of
checks is parameterized).
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When an error is detected, message processing is stopped, and the Payee is notified of the detected error.
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|
==
IPS will validate the sender’s (Payee’s) authorization to send the recall response. Mandatory

FR. 98

The party authorized to send recall response is at the same time the party to which
IPS has forwarded the recall. IPS uses data from the copy of the original transfer
order which forms part of the recall response (if the Sender of the recall response is
authorized to send the response). IPS validates the authorization to send responses
using reference data in the system.

Prior to send

ing the Recall responses to the Payee, the IPS checks whether the related message is
system. When mismatches are detected, the IPS generates a response with a corresponding error code.

recorded in the

FR. 99

IPS will validate that the Payer from the recall response is available.

IPS uses data from the copy of the original transfer order which forms part of the
recall response (if the Payer that receives the recall response is available). For

validation, IPS uses reference data in the system.

All received Recall responses (positive and negative) are checked according to the set procedure (the number of
checks is parameterized).
When an error is detected, message processing is stopped, and the Payee is notified of the detected error (see FR.97).

FR. 100

IPS will validate that the recall response contains data on accepting or rejecting, in
accordance with possible codes which are defined for recall responses (dataset DS-
06 SCT Inst).

IPS processes accepting of recalls (the following requests in this part). If the recall

response is negative (recall rejected), IPS forwards it to the Payer.

Once all the scheduled checks have been performed and no errors have been detected, a negative response

(CAMT.029)

is sent to the participant-Payer.
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In case the recall response is positive (recall is accepted), IPS will confirm that the | Mandatory
response contains the Payer’s BIC and the Payee’s BIC within the transfer order
FR. 101 (dataset DS-02 SCT Inst), which forms part of the message on accepting recall
(dataset DS-06 SCT Inst).

Copy of the transfer order (DS-02 SCT Inst) will be a part of the accepted recall
(dataset DS-06 SCT Inst).
All received positive Recall responses (PACS.004) are checked according to the set procedure (the number of checks

is parameterized).
When an error/mismatch is detected, a rejection with a corresponding error code is sent.
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=
In case the recall response is positive, IPS will identify IPS accounts which it will use | Mandatory

FR. 102

for executing the recall, based on the Payer’s BIC and the Payee’s BIC. IPS will also
consider the account currency. The Payer’s BIC and the Payee’s BIC will exchange
their roles in order to make a reversed cash flow.

Within the recall response message, there is a copy of the transfer order which
contains the Payer’s and the Payee’s BICs (dataset DS-02 SCT Inst, which forms part
of DS-06 SCT Inst). In order to return the funds, it is necessary to exchange the roles
of stated participants.

All received positive Recall responses (PACS.004) are checked according to the set procedure (the number of checks
is parameterized) see FR.101.
The participants’ BIC check is performed.

FR. 103

If the recall response is positive, IPS will check whether the credit account is blocked
(the IPS account and connected RTGS account).

The account identified by IPS based on the BIC contained in the copy of the transfer
order in a positive recall response may be blocked for crediting in the period between
the processing of the original transfer order and processing of the response to the
transfer order.

No recall for blocked accounts.

Mandatory

All received positive Recall responses (PACS.004) are checked according to the set procedure (the number of checks
is parameterized) see FR.101.
The check of accounts’ blocks is performed.

FR. 104

If the recall response is positive, IPS will check whether the debit account is blocked
(the IPS account and connected RTGS account).

The account identified by IPS based on the BIC contained in the copy of the transfer
order in the positive response to the recall may be blocked for debiting in the period
between the processing of the original transfer order and processing of the positive
response to the transfer order.

No recall for blocked accounts.

Mandatory

All received positive Recall responses (PACS.004) are checked according to the set procedure (the number of checks
is parameterized) see FR.101.
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The check of accounts’ blocks is performed.

IPS will validate that the amount in the positive response to the recall does not exceed | Mandatory
the amount configured for the currency of the transfer order, nor the amount of the
FR. 105 original transfer order.

This request is identical to the request relating to the transfer order FR.60 in the
retention period (e.g. 30 days).

All received positive Recall responses (PACS.004) are checked according to the set procedure (the number of checks
is parameterized) see FR.101.
The verification with the main message is performed.

IPS will validate the dates of opening and closing of the accounts being debited and | Mandatory
credited (the IPS account and connected RTGS account) in case of a positive recall
response relative to the operating day of the system. It is validated that the operating
day is later than the opening date and/or earlier than the closing date.

This request is identical to the requests relating to the transfer order FR.58 and
FR.59

FR. 106

With the help of corresponding procedures, in the message route, the IPS performs checks of the debited and credited
accounts (for the possibility to execute the transfer) (parameterizable).

The IPS will reject the recall response in case there is an error during validation and | Mandatory
will notify the sender (Payee) by a recall response rejection message.

This message also contains the reason for rejection and is localized in terms of
language.

FR. 107

All received positive Recall responses (PACS.004) are checked according to the set procedure (the number of checks
IS parameterized).
When an error is detected, message processing is stopped, and the Payee is notified of the detected error (see FR.101).

IPS will send to the Payer the Payee’s negative response to the recall that has been | Mandatory
FR. 108 successfully validated.

IPS only notifies the Payer in case of a negative recall response. (The positive recall
response is processed further).

The negative Recall responses (CAMT.029) are sent to the Payer.
The positive Recall responses are processed further.

7.3.4. Processing a positive recall response (IPS.RECALL.04)

FR. 109 IPS will use a positive recall response (accepted) to establish the appropriate elements | Mandatory
for the transfer of funds from the Payee to the Payer.

In case of a positive recall response which has been fully validated, IPS automatically
transfers the funds from the Payee to the Payer (in the amount stated in the positive
response, without getting into the legal relationship between the Payer and the Payee,
but not higher than the systemically configured amount for a transfer order).

After performing all the necessary checks and having detected no errors, the ISP automatically generates an operation
— Transfer of funds from the Payee to the Payer.
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When transferring funds from the Payee to the Payer, IPS will use the recalled | Mandatory
amount taken from the positive recall response (field AT-46 of dataset DS-06 SCT
Inst).

The recalled amount is found in the mandatory field of the recall response (AT-46
dataset DS-06 SCT Inst). That amount cannot exceed the systemically configured
amount for a transfer order).

FR. 110

When executing Transfer of funds from the Payee to the Payer, the executed verifications ensure that the Recall
amount would not exceed the main payment amount.

Requests already stated in the section for execution of transfer orders apply | Mandatory
FR 111 accordingly to transfer orders automatically generated by IPS during processing of a
' positive recall response, except in cases described below.

The recalled amount may differ from the amount in the original transfer order.

When executing Transfer of funds from the Payee to the Payer, the executed verifications ensure that the Recall
amount would not exceed the main payment amount (it may differ from the amount of the main payment).

FR. 112 IPS will reduce/increase the balance in the corresponding accounts (IPS and RTGS | Mandatory
accounts) in relation to the recall.

When processing the positive response, there are generated operations between the participants' accounts
(reduce/increase the balance) (the operation between the IPS accounts reflects the operation between the RTGS
accounts).

The IPS will reject positive recall responses due to insufficient funds in the following | Mandatory
cases:
e the available funds in the Payee’s IPS account are lower than the amount of
FR.113 recall
e the balance in the RTGS account in IPS that is connected to the Payee’s IPS
account is lower than the amount of recall
A positive recall response may reduce the available funds in accounts to zero.

When performing operations between the participants' accounts, their available balance is always checked; if the
available balance is insufficient, the operation will not be executed, and the sender of the message will receive a
Recall with a corresponding error code.
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IPS will notify the Payee and Payer that the recall has been successfully executed by | Mandatory
FR. 114 sending a confirmation of execution of that recall.

Once the operation between the participant's accounts has been executed, the IPS sends the positive Recall response to
the Payer.
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IPS will notify the Payee (sender of the recall response) by sending a rejection | Mandatory
FR. 115 message in case the execution did not occur (insufficient funds).

This message contains the reason for rejection.

If the operation has failed to be executed by the IPS, the IPS informs the Payee (the sender of the Recall response) by
forwarding a rejection message with a corresponding error code.

The IPS will notify the Direct Participant whose RTGS account is connected to the | Mandatory
FR. 116 Payer’s/Payee’s IPS account (indirect participants) of the successful execution of
recall by forwarding a copy of the Payee’s positive response to the recall request.

The IPS informs the Direct Participant, on whose RTGS account the funds’ transfer has been executed, when the IPS
accounts belong to Indirect Participants.

IPS enables the configuration of the parameter concerning the number of days (e.g. | Mandatory
FR. 117 10) until which recalls may be sent for transfer orders whose date is later than the
system date reduced by the configured number of days.

The number of days, within which the positive (PACS.004) or negative (CAMT.029) responses can be sent to the
received Recall (CAMT.056), is parameterized.

The number of days, within which the Recalls can be accepted (CAMT.056) starting from the date of the main
transaction, is also parameterized.
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7.4. Transaction status validation (Investigation)

7.4.1. Validation of a transaction status query

The IPS should ensure that the Payer has the ability to validate the status of a | Mandatory
previously sent transaction. Status validation will stop and query will be rejected on
FR. 118 the occurrence of the first error in the query.

Message informing the Payer about unsuccessful query validation. In addition to
these, technical validation is also carried out.

Processing of the Status Query (request) messages is implemented in the IPS.

If there is no response obtained to the sent payment message pacs.008 within the set time, the Payer may generate a
Status Query message. The IPS performs the scheduled checks, and if any errors are detected in the message, or the
initial pacs.008 message is not found, the ISP sends pacs.002 to the Payer (Rejection of a Transaction Status Query)
with the detected error code.
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The IPS will search for the transaction whose status is queried based on the data in the | Mandatory
status enquiry message. If no matching transaction can be found, the status query is
FR. 119 considered invalid.

Transaction status query message contains the Payer’s reference (field AT-43 of
dataset DS-02 SCT Inst) and the timestamp of the transaction, which is used to find
the transaction whose status is queried.

Upon receipt of the Status Query, the IPS checks whether or not it is known about the pacs.008 payment, whose status
is being requested in the Status Query. If no such payment is found, a Rejection of a Transaction Status Query with a
corresponding error code is sent to the Payer (see FR.118).

IPS will ensure the availability of transactions (transfer orders) for status query for a | Mandatory
configurable timeframe, which depends on the period for retention of transfer orders
FR. 120 in the system.

IPS will provide data for the transaction status query for the period configured by the
number of calendar days (e.g. 30), which is directly linked to the period for retention
of transfer orders in the system, after which these data become unavailable. The
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above period may be changed in the operating rules, should the need arise. ‘

With regard to item FR.37, the payments are stored in the IPS only for a pre-set period. Upon receipt of a Status Query
after the specified time (e.g. the payment was made > 30 calendar days). Such a payment no longer exists in the
system. A corresponding pacs.002 (Rejection of a Transaction Status Query) with the specified RICT code will be
generated.

IPS will validate that the sender (Payer) is authorised to send that query based on the | Mandatory
BIC from the transfer order whose status is requested. If this is not the case, the query
will be rejected.

Only the Payer is authorised to send a transaction status query.

FR. 121

When preforming the check of the received Status Query (whether or not the message is correct). It is checked
whether the BICs of the pacs.008 payment message Payer and the Status Query sender match. When mismatches are
detected, pacs.002 (Rejection of a Transaction Status Query) is generated with a corresponding error code.

FR. 122 IPS will notify the sender in case of an error occurring during the validation of the | Mandatory
transaction status by sending a transaction status query rejection message.

When the IPS detects mismatches in the Status Query message (the number of checks is not restricted), it sends
pacs.002 (Rejection of a Transaction Status Query) to the sender with a corresponding error code.

7.4.2. Processing of transaction status query messages (IPS.1V.02)

IPS will respond to a status query by sending a transaction status message. This | Mandatory
FR. 123 message will be a copy of the rejection message or a copy of the message on transfer
order execution; these messages are sent to the Payer during the execution of a
transfer order whose status is queried.

If no errors in the pacs.028 (Status Query) message are detected, the IPS searches for the matches in the archive in
regard of a corresponding pacs.002 already sent to the Payer by the pacs.008 payment, whose status is being
requested. Based on pacs.002, a new pacs.002 is formed and passed to the sender.

7.5. Central alias service (IPS.CAS)

7.5.1. Technical and business validation of a request for customer details (IPS.CAS.01)

FR. 124 IPS will carry out business validation of a request for customer details sent by the | Mandatory
Payer. On the occurrence of the first error, processing of a request for customer
details will stop and the request will be rejected using the appropriate message.

IPS validates the received request for customer details and notifies the Payer in case
of an error in business validation. More detailed business validations are specified
below. In addition to these validations, technical validations are also carried out.

1. The AccountRelationInformationRequest message PLGET (XML message acmt.028 with tag <SwtchTp> =
GET and tag ID <Prtry> = PHONE) is sent to IPS to get customer details that are necessary to execute a
transfer order.

2. The IPS performs technical validation, authorisation validation and business rules validation for received
PLGET messages before processing them.

3. The processing of messages that are not identified as correct XML messages according to the acmt.028 XSD
scheme is stopped; the error notification — a technical SYNRES message — is sent to the Sender by IPS.

4. The processing of messages that do not meet the authorisation (signature error, invalid certificate etc.)
requirements is stopped; the error notification — a technical AUTHRES message — is sent by the IPS.
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{2 Mail Parameters x|
Hl 7| Kl«|<[>[»% | 3 B 2] | vweermaoe | FRE 106)
Routes | Mail boxes | Tags | Parameters | Standards | Access
|EF'.P.D RS_CONTROL |Technica| messages about errors/confirmations |EU - Groups of users having rights to routes
| | | [PARKO-PARKD i‘
| | | [MNDAUGASM
| | | - | [FAKT-FaKT -]
Pointz of the route ExD E N PDel Right=s to tags at route-points
Erra o ations: 185476 M ERR_CNTRL [ WIv[ T v «]|  Message Tag Visib. Edit.  Wer.
- | | u u -
T B
|| | H H =
ST | H H =
T
Frrrrr | | 5 5 = |
Frrrrr ) | C T
o A Fillin tags |
-Event triggers of the route
Event type Meszage Trigger status Kernel function name Priority
IDONE = ||auTHRES |Active v ||LTL_011.AUTHRES_DONE [100 -]
[DONE ~||conmes |Active v ||LTL_011.conRes_DONE 100
5. In case of the successful message verification, the IPS system responds to the Sender by a message
PLRETRN.
IPS will validate that the request for customer details contains the alias configured in | Mandatory
the IPS system, based on which customer details are requested.
FR. 125 IPS checks whether the alias in the field (??) of the message (??) is an alias

configured in IPS. For example, the system can be configured so that an alias is:
mobile phone number, tax identification number, email, etc. If the alias from the
request for customer details is not configured, IPS will reject the request by sending
an error message.

This is how the IPS performs validation if the request for customer details PLGET message contains the alias

configured in the IPS:

1. The IPS checks both the tag Identification/Other/Identification and Identification/Scheme Name/Proprietary
tag <Prtry> in the XML message PLGET, i. e., whether the value of Scheme Name/Proprietary is equal to
“PHONE” and whether the valid phone number has been specified in the tag <Prtry>.

2. If the alias from the PLGET message is not configured in the IPS or it is not correct in the PLGET, the IPS

will reject the request with sending an error message in the response xml PLRETRN (SwitchTp = RJCT).

FR. 126

For every request for customer details, IPS will validate customer existence in the
CAS based on the alias and the content of the alias.

Based on the alias and the content of the alias (for example, the alias is the mobile
phone number, and the content is 555-100), IPS will send a query to the CAS to
validate that there is an entry corresponding to those attributes. If the appropriate
entry is not found, the request is rejected by sending an error message.

Mandatory

1. For every request for customer details PLGET, the IPS sends a query to the IPS.CAS module to check

customer availability in the CAS according to both the alias and the content of the alias (fields
Identification/Other/ldentification and ldentification/Scheme Name/Proprietary tag <Prtry> in the PLGET

message).

2. If no customer has been found in CAS, the request PLGET will be rejected by the IPS; the negative response
PLRETRN (SwitchTp = RICT) is sent by the IPS to the Sender.

FR. 127

IPS will inform the Payer if an error has been detected during the processing of a
request for customer details.

IPS will send to the Payer the notification of the error that occurred during the
processing of a request for customer details. The error notification should be

Mandatory
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localised in terms of language.

1. The IPS will send the negative response PLRETRN (SwitchTp = RJCT) to the Sender of the message PLGET
if an error was detected during the processing of the request PLGET.

2. Both Relevant Error code and Error message are added to the response, for example, if no customer has been
found, then the Error code “NFND” and Error message “CUST NOT FOUND” are added to the response.
7.5.2. Sending of customer details (IPS.CAS.02)

IPS will, at the request for customer details based on an alias and the content of the | Mandatory
alias, deliver the elements necessary for creating a transfer order (BBAN, etc.).
FR.128 IPS will send customer details to the Payer based on the alias and the content of the
alias sent in the request. The message will contain the original identifier of the
Payer’s request for customer details (BIC and message — request reference).

1. The AccountRelationSettingReturn message PLRETRN (XML acmt.028 with tag SwitchType <SwtchTp> =
RETU) is sent by the IPS to the Sender.

2. The message PLRETRN contains the original identifier of the Sender’s request PLGET, the value of the tag
SwitchTp = RETU and the elements that are necessary for a transfer order — customer’s IBAN, Nm, BICFI.
7.5.3. Processing of a Participant’s request for entry of customer details (IPS.CAS.03)

IPS will carry out business validation of a request for entry of customer details sent | Mandatory
by the Participant. On the occurrence of the first error, processing of the request will
stop and the request will be rejected. The Participant is obliged to submit all
mandatory fields in line with the message format.
FR. 129 IPS validates the received request for entry of customer details and notifies the sender
(Participant) in case of an error occurrence during business validation. Validations
carried out are specified in more detail below. In addition to these validations,
technical validations are also carried out.
Additional validations will be established based on the customer’s requests during the
project.

1. The AccountRelationSettingRequest message PLSET (XML message acmt.028 with tag <SwtchTp> = PUT
or CHNG) is sent by the IPS Participant to the IPS to initiate a process for setting a new relation for the phone
number and the account related to the alias.

2. The IPS performs technical validation, authorisation validation and business rules validation for received
PLSET messages before processing them.

3. The processing of messages that are not identified as correct XML messages according to the acmt.028 XSD
scheme is stopped; the negative response AccountRelationSettingResponse PLRESP with tag <SwitchTp> =
RJCT is sent by the IPS to the Sender.

4. The processing of messages that do not meet authorisation requirements (signature error, invalid certificate

etc.) is stopped; the technical AUTHRES message with error code is sent by the IPS to the Sender.

69




{2 Mail Parameters x|
H v Kk« <|>»d o 3 G @ Updstemessages | FRF_106 |
Routes | Mail boxes | Tags | Parameters | Standards | Access

|EF'.P.DP.S_CDNTP.DL |Technica| messages about errors/confirmations |EIII =1 Groups of users having rights to routes

| | | [PARKO-PARKOD i‘

| | | MINDAUGASH

| | | - | [FAKT-FAKT -]

Pointz of the route ExD E N PDel Right= to tags at route-points

Errors/Co ations 185476 M ERR_CNTRL [ WI[ T v «| Message Tag Visib. Edit.  Ver.
BEEEEN | | - - -
LTI |
|| | H §H =
FErrrr | || | H H B
LTI
LTI | | u u - =
minmnnn® | T
0 Fill in tags |

-Event triggers of the route
Event type Message Trigger status Kernel function name Priority
IDONE = ||auTHRES |active = | |LTL_011.AUTHRES_DONE [100 -]
IDONE ~||conres |active = ||LTL_011.conRES_DONE 100
5. In case of successful message verification, the Sender is notified by message PLRESP with tag <SwtchSts> =

ACPT (successful acceptance and processing of a message).

IPS will validate that the request for entry contains the alias configured in the IPS
system, based on which entry of customer details is requested.

IPS checks whether the alias in the field (??) of the message (??) is an alias
configured in IPS. For example, the system can be configured so that an alias is:
mobile phone number, tax identification number, email, etc. If the alias from the
request for entry of customer details is not configured, IPS will reject the request by
sending an error message.

Mandatory

FR. 130

1. There is how the IPS performs validation if the request for entry PLSET contains the alias configured in the
IPS.

2. The IPS checks both fields Identification/Other/ldentification and Identification/Scheme Name/Proprietary in
the message PLSET, i.e., whether the value of Scheme Name/Proprietary is equal to “PHONE” and whether a
valid phone number has been specified in the field Identification/ Other/Identification.

3. If the alias from the request for customer details is not configured in the IPS or it is not correct in the message
PLSET, the IPS will reject the request with sending the response PLRESP with tag <SwitchTp> = RICT
(Rejected) by the IPS to the Sender.

For each request for entry of customer details, IPS will validate that the details | Mandatory
concerning the customer’s account are in line with the Sender’s authorisation. The
Sender may only send a request for entry pertaining to the customers that are its

FR. 131 clients.

IPS determines the structure of customer accounts it maintains and validates that it
corresponds to the elements of the message (account), based on the Sender’s BIC. If
there is no correspondence, an error message is sent.

1. For each PLSET message, the IPS validates that the elements concerning the customer’s account are in line
with the Sender’s authorisation — the IPS verifies Sender’s BIC vice account structure in the message PLSET.

2. Ifthe Sender’s BIC does not correspond to the structure of customer’s account, the IPS will reject the message
PLSET and will send PLRESP with tag <SwitchTp> = RJCT and the error code “MSND” as well as error text
“Mismatch Sender” in PLRESP.

FR. 132 For each request for entry of customer details, IPS will check whether the data for that | Mandatory

alias and the content of that alias have already been entered and whether the entry of a
new customer is required or data on an existing customer are updated (based on the
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flag from the message — field XX). IPS will reject a request for entry by sending an
error message in the following cases:

o if an entry that already exists in the CAS is added,

o if an update of a customer not entered in the CAS is requested,

o if the sender is trying to update an entry it did not create.
Based on the alias and the content of the alias (for example, the alias is the mobile
phone number, and the content is 79400072), IPS sends a query to the CAS to
determine whether the entry exists and, based on the flag from the message,
establishes whether the requested action is possible.

For each request PLSET, the IPS will check whether the data for that alias and the content of that alias have already
been entered and whether the entry of a new customer is required, or data on an existing customer are updated,
according to the value of the tag <SwitchTp> PUT or CHNG.

The IPS rejects the PLSET message by sending a response PLRESP message with value RICT of tag <SwitchTp> in
the following cases:
1. ifthe code PUT is provided in PLSET for an entry that already exists in the CAS;
2. if the code CHNG is provided in XML for update of a customer who has not been entered in the CAS;
3. if the Sender’s BIC does not correspond to the structure of customer’s account, which has to be inserted
(PUT) or changed (CHNG) in CAS.

Given the alias and the content of the alias, the IPS sends a query to the CAS to determine whether the entry exists
and, depending on the value of tag <SwitchTp >, establishes whether the requested action is possible.

IPS will notify the Sender (Participant) in case of an error in the processing of a | Mandatory
request for entry of customer details, or that the entry was successfully entered in the
CAS.

FR. 133 IPS will send to the Sender (Participant) the notification of the error that occurred
during the processing of a request for entry of customer details. The error notification
should be localised in terms of language.

If the entry is successful, IPS notifies the Participant thereof.

1. The IPS sends the response PLRESP message to the Sender (Participant) with either negative or positive
response in the tag <SwitchTp>.
2. If the value of the tag <SwitchTp> is ACTP, this means that the entry has been successfully entered in the

3. gﬁs?(.)mer’s data are added/updated in the IPS. Here is CAS module after successful processing of the
message:
{2 Corporations |
B H| v k|« <[> w3 0 3] 6] 2] 2| € E| ] 8 % B @ =m FRrE 126
Name Status Company no. FORPOST code
[Test-Namel IActive || 155007681 | 3]
| | i —
Customers Registration Shareholders/owners Finances Events
Phones Addresses Other accounts Employees Beneficiaries
National identifiers Relations
Satus Name Code Type Branch In brief
|active v ||Kiiento Nr. 10006 pavadinimas LT |100000054880 |Corporation ~|[HEAaD  |1000000s4881 =
| | | | | |
| | | | | | -
Show accounts with the status: m
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4. If the value of the tag <SwitchTp> is RICT in PLRESP message, this means that the request message has been
rejected.

7.5.4. Processing of a recall of customer details (IPS.CAS.04)

IPS validates the received request for recall of customer details and notifies the | Mandatory
Sender (Participant) in case of an error during business validation.

FR. 134 IPS validates the received request for recall of customer details and notifies the
Sender (Participant) in case of an error during business validation. Validations
carried out are specified in more detail below. In addition to these validations,
technical validations are also carried out.

1. The AccountRelationDeletingRequest message PLSWTCH (XML message acmt.028 with value DELT of tag
<SwtchTp>) is sent by the IPS Participant to the IPS to remove the customer details in CAS.

2. The IPS performs technical validation, authorization validation and business rules validation for received
PLSWTCH messages before processing them.

3. The processing of messages that are not identified as correct XML messages according to the acmt.028 XSD
scheme is stopped; the error notification — a technical SYNRES message — is sent by the IPS to the Sender of
the message.

4. The processing of messages that do not meet authorization requirements (signature error, invalid certificate
etc.) is stopped; the error notification — a technical AUTHRES message — is sent by the IPS.

5. For each PLSWTCH message, the IPS validates that the details concerning the customer’s account are in line
with the Sender’s authorization — the IPS verifies Sender’s BIC vice account structure in the message
PLSWTCH.

6. If the Sender’s BIC does not correspond to the structure of customer’s account, the IPS will reject the message
with error code “MSND” and error text “Mismatch Sender”.

In case of successful message verification, the PLRESP message with value ACTP of tag <SwtchTp> is sent by IPS to
the Sender (Participant).

For each request for recall of customer details, IPS will check whether the details | Mandatory
concerning the customer were entered by that Sender. The Sender may recall
customer details only if it created them. The system operator (administrator) may
recall any customer details, regardless of who created them. Recalled customer details
are deleted from the base.

IPS must not allow that customer details are changed by Participants that did not

enter them, except for the system administrator in cases when the creator is unable to
do so, when the creator refuses to do so at the customer’s request, and similar.

FR. 135

1. For each PLSWTCH request to remove the customer details, the IPS validates that the elements concerning
the customer’s account are in line with the Sender’s authorization — the IPS verifies Sender’s BIC vice
account structure in the message PLSWTCH.

2. If the Sender’s BIC does not correspond to the structure of the customer’s account, the IPS will reject the
message PLSWITH with error code “MSND” and error text “Mismatch Sender”.

A message PLRESP with value RICT of tag <SwtchTp> is sent by the IPS to the Sender (the Participant).

7.5.5. Data reading by batch processing (IPS.CAS.05)

IPS supports reading of files in one of the following formats: xml, csv, xls. The | Mandatory
FR. 136 sender may send the file with details on customers which will be entered in the CAS.
All the controls from the group (IPS.CAS.03) apply to the data in the file. The file
must have a digital signature.

1. The IPS allows senders to import files with detailed customer information in xml, csv or xIs formats.
2. All controllers in group IPS.CAS.03 apply to each customer detail and must be fulfilled before signing.

The file is not processed, and data contained within it are not uploaded to the IPS CAS module until it has been
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digitally signed.

7.6. Dispute Management Module (IPS.DM.01)

FR. 137

achieved;

IPS has Dispute Management Module which allows Participants to initiate and
resolve disputes after processing of transfer orders and recalls.

This module should enable:
To initiate a dispute;
e To exchange with investigation requests and supporting information between
concerned Participants;
To close Dispute when resolved;
e To escalate dispute to System administrator in case of resolution is not

o Toinitiate Recall process if agreed between Participants;
e To provide Reporting on Disputes.

Dispute initiation in Participants interface. New message (different topics can be selected) can be sent to Bank.

;>

Messages

Accounts
Orders
Operations Lists and Import

Settings

Messages

Topics 1 -1 (Total: 1)

O select all
&2 O Recall test 01

From: User

To: Bank

20210528

B4 O ReRecall test 01
From: Bank

To: User

2021-05-28

&2 O Re Re:Recall test 07
From: User

To: Bank

2021-05-28
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Messages

Send To: Bank ~
Subject: Technical help_
Customer service (commaon problems)
Message:
4
Attachments: Choose Files | Mo file chosen

SEND CAMCEL

Disputes management. Possibility to answer to open disputes and forward disputes to other Participants.

Re:Recall test 01
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Dispute closing when topic is resolved.

IPS

2021.05.28 16:24:38

Fws Re:Recall test 01

SecondZSimple CNS text (FRF_733.100)

Re:Recall test 01

Tasks for users about opened disputes. Tasks are used to inform users and also to control disputes execution.
Responsible users are informed by e-mail about new task.

My d

2021.06.01 ransfer order management il BANK
2021.0615 Recall management 1 ITEST BANK

it

[ [ [ A [

If dispute result is not achieved possibility to register new dispute to System administrator;
Possibility to generate different reports (active/completed disputes, active/delayed/completed) user tasks.
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7.7. Statistics, monitoring, reporting, alerts (IPS.SM.01)

IPS has an automated statistical collection during processing of transfer orders and | Mandatory
recalls.

This module should enable:

The module should perform automatic collection of data

Updating the statistical data during the payment process

The module should perform automatic analysis of data

Reporting based on collected statistical data for the defined template (since a
list of records in this report can be very long, filtering restrictions can be
applied)

e Online matching of Transfer Orders based on collected statistical data

e Alert mechanism of the System administrator (via report or User screen) or
rejection of payment if this match has been detected.

FR. 138

All messages data or over data required to be monitored will be shipped to ElasticSearch

e Each transaction will be saved in ElasticSearch as document, which will be updated during payment process.

e Dashboard can be arranged according the needs of data representation. And each employ can have separate
dashboards with payments statistics and process information from perspective on his role (System
administrator, Analyst...)

o Dashboards will represent statistics in required cuts for selected period.

e Dashboards allows to filter data to get rapid view of information from a different perspectives.

e Events displayed graphically with payments can be investigating by checking messages exchange information.

Graphical alert displaying in dashboards can be displayed as alerting graphic with some sort of thresholds. Can have
separate coloured indicators, which will identify payment or system status. Also rejected payments or over process
errors can be identified by separate dashboard components.

IPS provides monitoring facilities for Participants for unavailability schedules | Mandatory
(announced by all Participants), current unavailability windows opened as well as
FR. 139 sudden announcements.

See requirements in section 7.9. “Participant ‘“unreachable” function and pre-
authorisation facility”’

A description of the compliance with this requirement is provided in section 7.9. “Participant “unreachable” function
and pre-authorisation facility” (FR.166-FR.179).

IPS provides monitoring facilities for System Operator for unavailability schedules, | Mandatory

FR. 140 o
current unavailability windows opened as well as sudden announcements.

There is Ul for monitoring of unavailability schedules, current unavailability windows opened as well as sudden
announcements. The following information is displayed:
e Participant
Unique scheduled maintenance window code
Unavailability type (planned/sudden)
Unavailability status (future, opened, closed)
Unavailability reason (system dictionary)
Planned (scheduled) unavailability start time
Planned (scheduled) unavailability finish time
Fact unavailability start time
Fact unavailability finish time

Information can be filtered and searched by all fields.

FR. 141 IPS provides report for scheduled upcoming unavailability schedule Mandatory

There is report for scheduled upcoming unavailability schedule. The following report parameters can be specified
before generating a report:
e Participant (optional). If not specified, then all Participants are included in the report.
e Period: date from — date until (mandatory). Prefilled by default from (current date) — until (current date + 1
week)
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The report contains the following information:
e Participant
e Unavailability reason (system dictionary)
e Planned (scheduled) unavailability start time

Planned (scheduled) unavailability finish time

FR. 142 IPS provides historical report for unavailability start and finish activities (system- | Mandatory
' wise)

There is historical report for unavailability start and finish activities. The following report parameters can be specified
before generating a report:
o Participant (optional). If not specified, then all Participants are included in the report.
e Period: date from — date until (mandatory). Prefilled by default from (current date — 1 months) — until (current
date — 1 day).

The report contains the following information:

e Participant
Unavailability type (planned/sudden)
Unavailability reason (system dictionary)
Planned (scheduled) unavailability start time
Planned (scheduled) unavailability finish time
Fact unavailability start time
Fact unavailability finish time

FR. 143 IPS provides historical report for unavailability start and finish activities (Participant- | Mandatory
' wise)

Same report as FR.142.

FR. 144 IPS issues alerts concerned Participants at pre-defined time before planned windows | Mandatory
' start and finish

There is a possibility to alert concerned Participants at pre-defined time before planned windows start and finish. Alert
can be send by:

e Email;

e SMS message

¢ Notification in (IB)

FR. 145 IPS issues alerts to Participants when unavailability windows start and finish Mandatory

There is a possibility to alert Participants when unavailability windows start and finish. Alert can be send by:
e Email;
e SMS message
e Notification in (IB)

FR. 146 IPS issues alerts to System Operator when unavailability windows start and finish Mandatory

There is a possibility to alert Participants when unavailability windows start and finish. Alert can be send by:
e Email;
e SMS message
¢ Notification in IPS

7.8. Request To Pay and Payment Initiation Request (IPS.RTP)

7.8.1. General conditions (IPS.RTP.01)

IPS processes Request to Pay received from Creditor, registers it and routes for | Mandatory
Processing by Payer.

Payer may reject it or issue a transfer with a clear reference to Request to Pay. Payer
may issue one transfer per each RTP. Multiple transfers for the same RTP are not
allowed.

FR. 147
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1. The IPS receives the Creditor's RTP message in the XML format (Pain.013), which is registered in the route
of incoming messages.
2. The message is checked in the route; and if any mismatches are found, the negative response is sent to the
Creditor in the XML format (Pain.014).

3. If the checks are correct, the RTP shall be immediately forwarded to the Payer.
4. If the Payer confirms the RTP, the payment is generated, and the positive response is sent to the Creditor; if
the Payer rejects the RTP, the negative response is forwarded to the Creditor.
IPS processes Payment initiation Request received from Third Party, registers it and | Mandatory
routes for Processing by Payer.
FR. 148

Payer may reject it or issue a transfer with a clear reference to Payment initiation
Request. Payer may issue one transfer per each PIR. Multiple transfers for the same
PIR are not allowed.

The same scheme is also applied to the PIR messages, only the Pain.001 and Pain.002 XML messages are used.
The messages’ route is used to receive and validate messages, to generate and send payments.

By ways | By mailboxes By users By branches

PAIN.0O1+_IN

|In|:|:|ming Pain.001+ mes=sages

L

PAIN.O01+_0UT

|Outg|:|ing Pain.001+ messages

PAIN.00Z+_IN

|Inu:uming Pain.002+ messages

PAIN.OOZ2+_0OUT

ncoming pain. 001+ inbox 4196383 W INBOX =

Full validation

Debit side validation 4196385 M INPAIN1+DV
Credi side validation 4195386 M INPAIN1+CW

Full execution

Waiting for payment msg an 415863828 M WAITING
Payment mzg creation failec 4196385 WM FAILED
Debit order execution 4195390 W INPAIN1+DB
Waiting for answer from gn 4186351 M WAITING 2

|0utgu:|ing Pain.002+ messages

Way points Messages

I

2

| b

4196384 M INPAINT+WA

4196387 M INPAINT+BK

Payment executed succ 4307017 M EXECUTED
Execution failed (2/2) 4307018 M FAILED Bank, Amount | |

Execution failed (1/2) 4196352 M FAILED

EEEEEEE

L+l

Credit order execution 4198393 M INPAINT+CR Created by | | |
Waiting for answer from gri 4195394 K WAITING 4 Subject |

Payment executed succ 41964068 M EXECUTED

Execution failed (2/2) 4186408 M FAILED hd Source, code | |

FR. 149

Payer shall issue transfer on RTP or PIR within pre-defined timeout defined by
processing rules.

IPS routes RTP or PIR immediately for Payer which shall process it and send transfer
or rejection notice back to IPS. If a transfer order arrives after timeout expired it is
rejected by the system. The system notifies Creditor that RTP or PIR has not been
replied by Payer.

Mandatory

In the route, there are performed checks in regard of the generated payment message from RTP and PIR.
If the message does not comply with the established rules, the negative response is sent.
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Routes | Mail boxes Tags | Parameters | Standards Access
|F‘AIN.I}I}1 +_IN |In|:uming Pain.001+ messages |1 ﬂ Groups of ugerg having rights to routes
|PAIN.001+_OUT |Outgoing Pain.001+ messages I [PARKD-PARKD =
|F‘AIN.IJI32+_IN |Incuming Pain. 002+ messages |1 — |T[]r.1[]_u5|§|:1
|PAIN.IJI32+_DUT |Dutguing Pain.002+ messages |1 j |'|'m,m_m5g =
Pointz of the route ExD E N PDel Right= to tags at route-points
Incoming pain.001+ inbox 4196383 M INBOX e Message Tag Visib. Edit.  Ver.

Full validation 4195384 M INPAINA=VA [ [V |w | | - u i E

Debit side validation 4196385 M INPAINI+DV [ WV W | |

Credit side validation 41096386 M INPAINI+CY [ WV W u o N

Full execution 4196387 M INPAINI=BK [ | v — | | H §H =

Watting for payment msg answer 4196383 M WAITING [T T T | | — = =

[Payment meg creation Taned sy W FAEr | [ vl T |

Debit order execution 21065300 M INEANT=DB | | [Ml¥ ¥ | | | B |

Waiting for answer from group 4195391 M WAITING [T T - Fill in tags
-Event triggers of the route

Ewvent type Meszage Trigger status Kernel function name Priority
IDoNE = ||PAIN.001.001.03+ |Active | [FORPOST_CUSTOM.BB_SYNC_PMTS.GENERATE_RESPONSE |1 e
IDONE = ||PaN.001.001.03-|Active v ||FORPOST_CUSTOM.BB_SYNC_PMTS GENERATE_RESPONSE s
PREV = |[PaN.001.001.03|Active ~||LTL_b16.CLEAR_OPTIONAL_TAGS 1
| | | =l e
| ﬂ |Respunse about execution rezults (sequence 2)
Trigger parameters  |RESP_SEQNUM=2INSTRUCTION=DBBOOKIARCHIVE_PAINOD1=NO
RTP and PIR does not reserve and/or move any funds on Payer account. Mandatory
FR.150 Funds are reserved and/or moved only after transfer comes to the system and in case
of transfer is successfully validated by the system.
The IPS executes the transactions only after full validation of the payment message from RTP and PIR.

Routes | Mail boxes Tags | Parameters | Standards Access
2AIN.001 +_|N| |In coming Pain. 001+ messages |1 ﬂ Groups of users having rights to routes
SAIN.001+_0OUT |Dutguing Pain.001+ messages |1 |F‘ARI{D—F‘ARKD =
2AIN.002+_IN |Inu:u:|ming Pain.002+ meszages |1 |'|'m,10_|_|5|5|q
IAIN.002+_0UT |Outgoing Pain.002+ meszages 1 ~| [ToMo_KkasA =
‘pints of the route ExD E N PDel Rights to tags at route-peints
1coming pain.001+ inbox 4196383 M INBOX BREEEE Message Tag Visib. Edit.  Wer.

Full validation 4196384 M INPAINIsVA [ Wi W[ | | r n = B

Debit side validation 4196385 WM INPAINI+DV [ W[« [»[ | |

Credit side validation 4196386 M INPAINICY [ V[T [ u u u

Full execution 2106387 W NPANI=BE | | | v ] — | | H § =
Waiting for payment msg answer 4195388 M WAIING [ W T T | | u u u

| Payment meq creation failed 4196380 M FANED | [ W[ W ]

Debit order execution 4196390 M INPAINI=DE | | WIVIV] | | H § H g

Waiting for answer from group 4196391 M WAITING I j Fill in tags |

vent triggers of the route

Event type Message Trigger status Kernel function name Priority
NEXT_AUTO v ||PAIN.001.001.03+|Active _~ | [FORPOST_CUSTOM.BE_SYNC_PMTS.SAVE_CONV_TAGS 1 =
NEXT_AUTO v |[PAIN.001.001.03-|Active v ||LTL_016.5ET_TAGS_VALUES |2
NEXT_AUTO v |[PAIN.001.001.03:|Active v ||FRL_811 SELECT_NEXT_PONT n
NEXT_AUTO  w |[PAIN.001.001.03:|Active v ||FRL_811.SELECT_NEXT_PONT I
NWVL(REPLACE(SSFPIOESS", "), ") = " AND NVL j |Sa'.re conversion tags in case exchange currency is specified
rigger parameters  |CONV_SCHEME=CASH

Transfer created on the basis of RTP or PIR must contain unique reference to | Mandatory

FR. 151

initiating RTP or PIR.

If RTP or PIR reference is present in the transfer and RTP or PIR is not found then
the transfer is rejected. Duplicated transfers created for the same RTP or PIR are
rejected as well.
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In the transaction line of the message creation, the information from the RTP and PIR messages is transferred using

specific tags.

Routes |

Il boxes |

1208 |

Parameters.

| Standards | ACCESS.

PAIN.O01+_IN

Incoming Pain 001+ messages

- |

‘Groups of users having rights to routes

PAIN.O01+_OUT

Outgoing Pain.001+ messages

PARKO-PARKO

PAIN.002+_IN

Incoming Pain. 002+ messages

=

TOMO_USER

PAIN.002+_0UT

Outgoing Pain.002+ messages

1
1
1
1

Points gf the route
Cred.gside validation
Full execution

Waiting for payment msg answer
Payment msq creation failed

ExDE M E

4196386 M INPAINI+CY [TF[AT

4196387 M INPAINT=BK
4196388 M WATING
4196389 M _FAILFD

T~
T
T

Debit order execution 4156390 M INPAIN1+DB
afting Tor answer from group

Payment executed successfully 4307017 E EXECUTED
Execution failed (2/2)

Execution failed (1/2)
-Event triggers of the route

4307018 M FALED
4196392 M FALED

T vl

@Fonposmmmmmu

J£]

Field

Value

FRF 446'

21. Initial transaction branch

22. Currency (credit)

.. ||38FP045S

LT
T T

23. Amount of transaction (credit)

[SSFP09SS

24. Cash i

symbol (for cash operations only}

LT
T TT

Event type
—l[Pamn.oo1

.001.03 |Active

FORPOST_CUSTON.EB_

25. Payment priority

26. Ungiue code of block/hold

27 Next-step parameter for FORPOST*Clearing (optional)

NEXT_AUTO
_~|[Pam.001

.001.03: |Active

'SSFPO4ESSTTTTSSFPOGY

NEXT_AUTO
= |[Pam.001

.001.03: [Active

FRL_78

\WE_TRANST

NEXT_AUTO
NEXT_AUTO = ][PAm.001

.001.03: [Active

LTL_016.8ET_

TAGS_VA

NVL(SSFPO4ESS, *?') <= "2 AND NVL{REPLACE

If required and no error v

Trigger parameters I

28. Equr

amount of

29. Source id

30. Source code in terms of source Id

31. Repeat group tag name

32. Agency ID

33. Perform conversion (YES/NO)

[YES

34. Conversion rate scheme (OFFICIAL, BUY/SELL or free rate scheme identifier)

.. ||SSFP_CONV_SCHEMESS

35. Conversion debit operation code (Only if "Perform conversion™ is YES)

36. Conversion credit operation code (Only if "Perform conversion® is YES)

37 Original TXID

38. Attach transaction to Workflow point (YES/ND)

[YES

—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—Ig

39. Payment detail in [ENG]

The duplicate control is performed in the route.

Routes

| Mail boxes

Tags

| ===

Access

[SO_PAIN.001.001

03_IN

150 Payments In

Groups of users having rights to routes

PAIN.001=_IN

Incoming Pain.001+ messages 1

PARKO-PARKD

PAIN.001+_0UT

Outgoing Pain.001+ messages 1

TOMO_USER

PAIN.DOZ+_IN

Incoming Pain. 002+ messages 1

TOMO_KASA

Pointz of the route
Credit order execution

Duplicates {manual handling})
Duplicates (automatic answer)

4196383 M INPAINT+CR
4196354 M WAITING

ExD E N PDel
il |
TV

4196406 M EXECUTED

L

4196408 M FAILED
41963585 M FAILED
4196386 M ERRORS

T v
T
T v

4196398 WM DUPLICATES [ | Iv| [ v |
4196399 M DUPLICATES [ [T v ]

EERORS [l T T

Rights to tags at route-points

Me=szage

Tag

A4

Fill in tags I

Event type

-Event triggers of the route

Me=szage

11111@
T8

Tri

Kernel function name

BEFORE

=l

PAIN.001.001.03¢

Active

~|

FORPOST_CUSTOM.BB_SYNC_PMTS.SET_M3G_ERROR

IN_POINT

=

PAIN.001.001.03¢

Active

=]

LTL_016.5ET_TAGS_VALUES

IN_POINT

=

PAIN.001.001.03¢

Active

=]

FORPOST_CUSTOM.BE_SYNC_PMTS.CLEAR_ERRORS

2

IN_POINT

=

PAIN.001.001.03¢

Active

=

FRL_812.GOTO_STANDART_WAY

5 -

Tri

;I IFRL_W.CHECK_DLI PLICATES =et FP3SE tag value previoushy == map it with 150 error

|ERR_NR = 800/ERR_MSG = 5SFPSSESS

FR. 152

The Payer will specify the data source in the field (xx) of the RTP created based on

the data in the CAS.

The RTP order contains fields (flags) that serve to specify the data source for the

Payer and/or Payee from the CAS.

Mandatory

The RTP message has tags in the system, thus, it is possible to create a special tag for the CAS source that would
contain the required information.

FR. 153

The Payee includes the required reference data of the received bill in the fields (xx) in

the RTP created based on the data in the invoice payment process (BP).

Mandatory
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RTP contains fields (flags) that serve to specify the data source for the Payer and/or
Payee from the CAS.

When creating a transaction, the CAS source tag can be specified in the transaction line.

Routes | Mailboxes | T2gs | Barameters. | Standards | Access |
PAIN.009+_IN Incoming Pain.001+ messages 1 ﬂ Groups of users having rights to routes
PAIN.001+_OUT Outgoing Pain 001+ messages 1 PARKO-PARKO =
PAIN.00Z+_IN Incoming Pain.002+ messages 1 | TOMO_USER
PAIN.00Z+_OUT Outgoing Pain.002+ messages 1 @F - line wi 1
Points of the route ExDE M 446
Crel.pside validation 4196386 M INPAN1+CY [~ [V[7T o B FRE
Full execution 4196387 M NPAN1:BK [ [ T+ Fisld . Value Expression
Waiting for payment msg answer 4196388 M WAMNG I T 1. Initial transaction branch _"| r d
Payment msq creation failed 4196339 W _FAILED U g ==
Debit order execution 4196390 M INPAN1+DB| [T [V (|22 Cumrency (credi) - [[ssFroass r
afing for answer from group X I T7T"T+ " ||23. Amount of transaction (credit) .. |[sFrogss I
Payment executed successfuly 4307017 M BXECUTED [ FIT |or—r e
Execution failed (2/2) 4307018 M FALED NN - - d o) u
Execution falled (1/2) 4196352 M FAILED [T TT |25. Payment priority r
-Ever-:E Llj:igeur:f the route = 26. Ungiue code of block/old I
rigger status
27. Next-step parameter for FORPOST*Clearing (optional I
NEXT_AUTO L”PAIN.CM.EE‘LE?- |Active > ||FORPOST_CUSTOM.BB_ d )
— 28. Equi amount of i I
NEXT_AUTO | |PAIN.001.001.03 |Active x| |'SSFPO4ESSTTTTSSFP0GE
= = 29. Source Id I
NEXT_AUTO  ||PAIN.001.001.03- |Active ~ ||FRL_786 SAVE_TRANST
— — 30. Source code in terms of source Id I
NEXT_AUTO  ||PAIN.001.001.03- |Active > ||LTL_016.SET_TAGS_VA
— = 31. Repeat group tag name r
NVL($SFPO4ESS, ">} <=2 AND NVL({REPLACE ;l If required and no error v | [ = 'n
Trigger parameters 33. Perform conversion (YES/MNO} lves I
34. Conversion rate scheme (OFFICIAL, BUY/SELL or free rate scheme identifier) ... ||BSFP_CONW_SCHEMESS o
35. Conversion debit operation code (Only if "Perform conversion® is YES) o
36. Conversion credit operation code (Only if "Perform conversion” is YES) [
37. Original TXID [
38. Attach transaction to Workfow point (YES/MNO) . |[rEs I
r

39. Payment detailin [ENG]

Ll

By sending a positive response to a transfer order created based on the data received | Mandatory
in the RTP or PIR — invoice payment process (which contains the required reference

FR. 154 data of the received invoice ), the Payee confirms that transfer order elements (the
Payee’s BBAN, the Payee’s BIC, the amount, ... ) are in compliance with the BP
request.

The Payee’s IBAN, the Payee’s Bank BIC code are provided as response from the CAS module; if positive response is
received from the CAS (the Payee is found in CAS by Alias, for example mobile phone number).

7.8.2. Validation (IPS.RTP.02)

IPS will perform business validation of a RTP or PIR sent by the Creditor or by Third | Mandatory
Party. RTP and PIR processing will be terminated as soon as the first validation error
is encountered and that order will be rejected with an appropriate message.

IPS validates a received RTP/PIR and informs the Sender of any errors that occurred
during business validation. More detailed business validations are specified below. In
addition to these, technical validations are also carried out.

FR. 155

Full validation of RTP and PIR messages is performed in the route point of the IPS incoming message.
If any mismatches are found, the negative response in the XML format (Pain.014 or Pain.002) is sent to the Creditor.
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E‘f ways | By mailboxes By users By branches
IAIN.001+_IN |In coming Pain.001+ meszages |1 j
3AIN.001+_OUT |Outgoing Pain.001+ messages |1
JAIN.0D2+_IN |In coming Pain.002+ messages |1 —I
IAIN.002+_0UT |Dutguing Pain.002+ messages |1 j
Way points Messages
1coming pain.001+ inbox 4186383 M INBOX = l,b | | | =]
Full validation 4198384 M INPAINT+VA | | | =
Debit side validation 4198335 M INPAIN1+DV -
Credit side validation 4198386 W INPAINT=CV | | | r
Full execution 4198387 M INPAIN1+BK | | | I
Waiting for payment msg an 4196388 M WAMNG | | | -
Payment msg creation failec 4196389 M FAILED :
Debit order execution 4198390 M INPAIN1-DB o | | r
Waiting for answer from gn 4196391 M WAITING 2 | | | i
Payment executed succ 4307017 M EXECUTED -
Execution failed (2/2) 4307018 M FAILED Bank, Amount | | |
Execution failed (1/2) 4196392 M FAILED |—| |
Credit order execution 4196383 M INPAIN1+CR R
Waiting for answer from gn 4196384 KM WAITING 4 Subject |
Payment executed succ 4195406 M EXECUTED
Execution failed (2/2) 4196408 M FAILED -] Source, code | |
IPS validates the authorisation of a Sender to deliver a transfer order based on the sent | Mandatory

FR. 156 BIC.

IPS validates the Creditor or Third Party in terms of validation of authorisation to
issue RTP or PIR.

The IPS checks the Creditor's authorization according to the BIC using a specific procedure (parameterizable).

FR. 157

RTP/PIR.

For each transfer order, IPS will identify the IPS account for debiting Party. IPS
account identification will be derived from the Payer’s BIC and the currency of

The Payer’s BIC from the RTP/PIR is uniquely linked to the IPS account.

Mandatory

Each participant (FRF_190) is set a connection with a specific bank (BIC), all the participants’ details and the
additional information about them (direct/indirect, connection types, additional code, etc.) are stored in FRF_620.

Profile

Jniversity Direct PSI

GENERAL INFO

Company name

2005.04.25

/‘ Upload logo

esidency cc

n date

try

@ Lithuania

Choose type

l

Indirect

VAT number

LT120252515

University Direct PSI

Company registration code

3132659785

PARKLT22

English

CUSTOME

R INFO

mer type

24 W
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b alv[e] Kl«l<[>[»)] aocja] saw 0 5 Iil_

PRENWVAT BANK 1
ALL U.K. OFFICES
GB |London

| [Direct
|
=i
=i
~ ||irect
=i
=i
=i

For each transfer order, IPS will identify the IPS account for crediting Party. IPS | Mandatory
account identification will be derived from the Payee’s BIC and the currency of
RTP/PIR.

The Payee’s BIC from the RTP/PIR is uniquely linked to the IPS account.

FR. 158

For each transfer in the route, there have been created tags to indicate the Payee’s account, BIC, and currency. The
Payee's account is linked to the BIC and currency.

Incoming Pain.| i
PAIN.0O1+_OUT Outgoing Pain.
PAIN.00Z+_IN Incoming Pain.i
PAIN.00Z2+_0OUT

Outgoing Pain.

- |[Pam.001.001.03-[active
_||pam.001.001.03:[active
NEXT_AUTO = |[PAIN.001.001.03:[Active
NEXT_AUTO v |[PAIN.001.001.03[Active

NVL(SSFPO4ESS, *7") <= 7 AND NVL(REPLAC!

For each transfer order, IPS checks whether the Payer and Payee is a system | Mandatory
participant. The Payer’s and Payee’s BICs will be used for Payer’s and Payee’s
identification.

FR. 159
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IPS will reject every transfer order if it is determined that the Payer or Payee is not in
the system or cannot be identified based on the RTP/PIR.

Full validation of RTP and PIR messages is performed in the route point of the IPS incoming message.

By ways | By mailboxes | By users | By branches
2AIN.001+_IN |In coming Pain.001+ messages |1 j
3AIN.001+_OUT |Outgoing Pain.001+ messages |1
2AIN.002+_IN |In coming Pain.002+ messages |1 |t
3AIN.002+_0UT |Outgoing Pain.002+ messages |1 -
Way points Mesz=ages
1coming pain.001+ inbox 4196383 M INBOX - IS5 | | | =]
Full validation 4196384 M INPAINT+VA | | | =
Debit side validation 4196385 M INPAIN1+DV :
Credit side validation 4196385 M INPAINT+CV | | | r
Full execution 4196387 M INPAIN1+BK | | | I
Waiting for payment mag an 41963828 M WAMNG | | | -
Payment mzg creation failec 4136389 M FAILED
Debit order execution 4196390 M INPAIN1<DB | | | r
Waiting for answer from gn 4196391 M WAITING 2 | | | i
Payment executed succ 4307017 M EXECUTED —
Execution failed (2/2) 4307018 M FAILED Bank, Amount | | |
Execution failed (1/2) 41963592 M FAILED |—| |
Credit order execution 4196393 M INPAIN1+CR Created by
Waiting for answer from gr 4196334 M WAITING 4 Subject |
Payment executed succ 4135406 M EXECUTED
Execution failed (2/2) 4195408 M FAILED - Source, code | |

IPS validates that the RTP/PIR currency corresponds to the currency of the debit and | Mandatory
credit accounts.

IPS routes RTP/PIR to Payer provided that the debit and credit accounts are in the
same currency as the transfer order.

FR. 160

Full validation of RTP and PIR messages is performed in the route point of the IPS incoming message.

IPS will validate that attributes of a transfer order created on the basis of RTP/PIR | Mandatory
correspond to RTP/PIR.

IPS will validate that attributes of a transfer order created on the basis of RTP/PIR
correspond to RTP/PIR.

FR. 161

Prior to executing the transaction in the route, the IPS validates the generated message.
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Routes | Mail boxes Tags ‘ Parameters | Standards ACCESS
|ISD_PAIN.IJEI1 L001.03_IN |ISD Payments In |1 ﬂ Groups of users having rights to routes
|PAIN.001+_IN Incoming Pain 001+ messages K [PARKO-PARKO
[PAIN.0D1+_OUT |Outgoing Pain.001+ messages |1 TOMO_USER
|PAIN.D02+_IN |Inu:uming Pain.002+ messages |1 ﬂ |TDI.10_KA5A
Points of the route ExD E N PDel Rights to tags at route-points
Incoming pain. 001+ inbox 4196383 M INBOX N I Message Tag Visib. Edit.  Wer.

Full validation 4196384 M INPAMNI=VA [ [WIWT W] | | u u u
Debit side validation 4196385 M MWPANI=DV [ W[ W[ | | - r
Credit side validation £196386 M INPAMI+CY [ W[ ¥
1
Full executioh 4196387 M NPAN1-BK [ | MWW | | H EH m
Waiting tor payment meg answer 4195388 M WAMNG [ WET T | | — — —
Payment msg creation failed 4195389 M FAILED [ I lwl Tl
Debit order execution 4196390 M INPANIDB | [ W | | H N BN

Waiting for answer from group 4196391 M WAITING O I j Fill in tags |

-Ewvent triggers of the route

Event type Message Trigger status Kernel function name : Priority
[NEXT_AUTO = ||PAIN.001.001.03: |Active | |FORPOST_CUSTOM BB_SYNC_PMTS EXECUTE_PAYMENT | |1 -
[NEXT_AUTO = ||PAIN.001.001.03: |Active v ||FRL_811.SELECT_NEXT_POINT 2
INEXT_auTO  ~|[PaiN.001.001.03|Active v | |[FRL_811.SELECT_NEXT_POINT 5
| =l | =l E
INVL(REPLACECSSNUM_RESPSSS', 7), %) = '3 ﬂ |
Trigger parameters |PI'|'IT_TYP'E=FF‘KIND

IPS will validate that the transfer order has correct syntax of account numbers of the | Mandatory

FR. 162

Payer and Payee — end customers.

Account numbers of the Payers and Payees — end customers are compulsory fields in
RTP/PIR. IPS will only validate their presence and syntax, but not their content.

Prior to executing the transaction in the route, the IPS validates the generated message’s accounts of the Payer and the

Payee.
Routes | Mail boxes Tags | Parameters | Standards Access
|F‘AIN.I}D1 +_IN |In coming Pain.001+ messages |1 ﬂ Groups of ugers having rights to routes
e
|F‘AIN.IIIIII1 + 0OUT |Dutguing Pain.001+ messages |1 |F‘ARKD—F‘ARKD =l
|F‘AIN.IIII32+_IN |Incuming Fain. 002+ messages |1 |Tgr,1[]_|_|5|5p_
|F‘AIN.IZII32+_DUT |Dutguing Pain.002+ messages |1 j |TDr.1D_KA5A -
Peints of the route ExD E N PDel Rights to tags at route-peints
Incoming pain. 001+ inbox 4196383 M INBOX [T Il [T = Message Tag Visib. Edit.  Ver.
Full validation 4195384 M INPAINI+VA [ [VIW] |W»[ | | r r B
Debit side valiation 4196385 M INPAIN1=DV || [T 1 | |
Credit side validation 4196386 W INPAIN1sCV | T T L L L
Full execution 4196387 W NPANT=BK | | v — | | H EH m
Waiting for payment msg answer 4195388 M WATNG [ MWET T T | | r r r
Payment msg creation failed 4196389 M FAILED [ Il Il |
Debit order execution 4196390 M INPANI=DB | [ IV Iv[ | | H H EH g
Watting for answer from group 4196391 M WAITNG T TV -| Fill in tags
-Event triggers of the route
Event type Message Trigger status Kernel function name I Priority
IDONE | [PAmN.001.001.03: [Active | |LTL_016.5ET_TAGS_VALUES by E
IDONE = |[PAIN.001.001.03:[Active ~||FORPOST_CUSTOM.BB_SYNC_PMTS.VALIDATE_PAYMENT 2
IDONE v ||PAMN.001.001.03- |Active v ||FORPOST_CUSTOM.BB_SYNC_PMTS.GENERATE_RESPONSE 5
| =l | | =
| ﬂ |In case of VALIDATE instruction, number of pain. 002+ responses is always 1
Trigger paramsters |5EI'_TAGS=NUI'.'I_RESPS #1
IPS will notify the Sender in case the RTP/PIR has an error by sending an RTP/PIR | Mandatory
FR. 163

rejection message.

IPS will send the Sender information on the error which occurred during the

85




\ RTP/PIR validation.

The message is checked in the route; if any mismatches are found, the negative response is sent to the Creditor in the
XML format (Pain.014 or Pain.002).

Routes | Mail boxes | Tags | Parameters ‘ Standards | ACcess
|F‘AIN.IJIJ1 +_IN |In coming Pain. 001+ messages |1 j Groups of uzers having rights to routes
e
|PAIN.IIIIII1 +_ OUT |Dutguing Pain.001+ messages |1 |F‘ARKD—F‘ARKD -
|F‘AIN.IIIIII2+_IN |Inu:u:|ming Pain.0)2+ messages |1 |'|'gr.1g_|_|5|§|q
|F‘AIN.DD2+_DUT |Dutgning Pain.002+ messages |1 ﬂ |an,1u_m5A -
Points of the route ExD E N PDel Rights to tags at route-peints
Outgoing pain. 002+ outbox 1603357 M OUTBOX [ [ Wi v «|  Message Tag Vigib. Edit.  Ver.
Waiting for FCG response 1650056 M WAIT [T vl v | | r r R
Send from FCG to BB succeeded 1650058 M EXECUTED [ W[ [ [T | |
Send from FCG to BB [failed 1650058 M MAMUAL [Tl v v u u u
o ; i WANUZ T VIvieivi | H = =
T rrrr
| [ [
CTTrTrrr | | |
o ) | R
I Fill in tags |
Ewent triggers of the route
Event type Mezsage Trigger status Kernel function name Priority
|N_POINT = ||PAIN.0D1.001.03+ [Active = ||FRL_812.G0TO_STANDART_WAY s e
In_POmNT = |[Pain.002.001.03:[active v ||LTL_013.cLEAR_ERROR 1
| | | 3| |
| =l | 2| | [~
| |
Trigger parameters  |NEXT_POINT=1603357
IPS will notify the Sender in case the RTP/PIR has been rejected by Payer by sending | Mandatory
FR. 164 an RTP/PIR rejection message.
IPS will send the Sender information on the rejection of RTP/PIR by Payer.
The sender is informed by email, if the Payer rejects the RTP/PIR.

Routes | Mail boxes Tags | Parameters | Standards Access
|PAIN.002+_IN |Incoming Pain. 002+ messages 1 -] Groups of users having rights to routes
|F‘AIN.IJIJ2+_DUT |Dutguing Pain.002+ messages |1 |PARKCI—PARKD -
|PROXY_CAS_IN |SEPA_MMS_IN |1 = |ToMO_usER
|SEPA_DD_IN |SEPA_DD_IN |1 ~| [ToMo_kasA -

onts o £ route ExDE N PDel 13! 0 1age at route-poin
Points of the rout Rights to tage at route-points
Incoming pain.002+ inbox 1654164 M INBOX I Meszage Tag Visib. Edit.  Ver.
Related payment meg executed 1654165 M EXECUTED [ WMRT T T | | - - -
Error occured 1654166 M MANUAL [T el | |
CrT H H =
T rrig | H = =
Trrrr m m m
Frrrrr | |
o | EE
L Fillin tags |
-Event triggers of the route
Event type Mes=sage Trigger status Kernel function name Priority
INEXT_auTo = |[PAIN.D02.001.03+[Active = ||LTL_016.5ET_TAGS_VALUES [0 |=
INEXT_AUTO v ||PAIN.002.001.03 |Active v ||FRL_811.SELECT_NEXT_POINT |20
INEXT_AUTO v ||PAIN.002.001.03 |Active ~||FORPOST_CUSTOM.BB_SYNC_PMTS PROCESS_RELATED_PAYMENT |20
[NEXT_AUTO  ~||PAIN.002.001.03- |Active _~ | |FORPOST_CUSTOM.BB_SYNC_PMTS.NOTFY_CUSTOMER | [100 -

|N‘~.-"L(FRL_DZD.EF|'I PTY(38BB_SYNCES'), ‘N ="" ﬂ |N|:rtiﬁes customer via Email about rejected or returned pa)rrnent|

Trigger parameters

|LEITER_HI NEMO=BALTIC_BRIDGE_PMNTS_CUST_MNOTIFIB_RECIPENTS_MMNEMO=BB_PMNTS_IB_RCPTILG_RECIPIENTS_MM

FR. 165

For some Participants, IPS will debit the Payer’s IPS account without waiting for the
Payer’s response. IPS allows the Operator to configure such a Participant in

Mandatory
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accordance with the operating rules and based on functionalities described in section
7.9 “Participant unreachable function and pre-authorisation facility”.

The IPS allows configuring system operation so that a transaction is executed according to the pre-set parameters. It is
allowed to describe as many exceptions as necessary, they are described by the IPS operator.

7.9. Participant “unreachable” function and pre-authorisation facility

7.9.1. Unavailability schedule management (IPS.OUT.01)

IPS allows Participant to announce scheduled maintenance window (“planned | Mandatory
unavailability™).

Participant shall be available to do it via API call.
Planned window contains following attributes (at least):

Unavailability type (planned/sudden)

Unavailability reason (system dictionary)

Planned (scheduled) unavailability start time

Planned (scheduled) unavailability finish time

Narration data with description

Audit information

Pre-authorization conditions in pre-authorization module.

FR. 166

There is a possibility to create scheduled maintenance window with such parameters via API call (S2S is used):
e Unavailability type (planned/sudden)
Unavailability reason (system dictionary)
Planned (scheduled) unavailability start time
Planned (scheduled) unavailability finish time
Narration data with description
Audit information:
o Created by;
o Created date and time;
o Lastedit by;
o Last edited date and time;
e Pre-authorization conditions in pre-authorization module. (For more details refer to 7.9.3. Pre-authorization
service (IPS.AUTH.01)).
If scheduled maintenance window was created successfully System returns Unique scheduled maintenance window
code.

IPS allows System Operator to announce scheduled maintenance window on behalf of | Mandatory
FR. 167 Participant.

System Operator shall be available to do it via DBO workstation.

System Operator can manually create scheduled maintenance window with same parameters as in FR.166.

IPS allows Participant to manage unavailability schedule (delete scheduled | Mandatory
FR. 168 maintenance window announced earlier).

Participant shall be available to do it via API call.

There is a possibility to get list of scheduled maintenance window with all parameters via API call (S2S is used)
together with Unique scheduled maintenance window code.
There is a possibility to delete scheduled maintenance window created earlier via API call (S2S is used).

IPS allows System Operator to manage unavailability schedule (delete scheduled | Mandatory
FR. 169 maintenance window announced earlier) on behalf of Participant

System Operator shall be available to do it via DBO workstation

Using Ul described in FR.140 System Operator can manage unavailability schedule (delete scheduled maintenance
window created earlier).

7.9.2. Unavailability window start and finish announcement (IPS.OUT.03)

FR 170 Participant initiates unavailability window start for scheduled maintenance window. Mandatory
Participant shall be available to do it via API call.
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There is a possibility to initiate scheduled maintenance window created earlier via API call (S2S is used).

System Operator initiates on behalf of Participant the unavailability window start for | Mandatory
FR. 171 scheduled maintenance window.

System Operator shall be available to do it via DBO workstation.

Using Ul described in FR.140 System Operator can manage unavailability schedule (initiate scheduled maintenance
window created earlier).

Participant announces and starts unplanned maintenance window and its start in case | Mandatory
FR. 172 of sudden technical issues.

Participant shall be available to do it via API call.

Can be achieved with FR.166 and FR.170 followed one after other.

System Operator announces and starts on behalf of Participant the unplanned | Mandatory
FR. 173 maintenance window in case of sudden technical issues.

System Operator shall be available to do it via DBO workstation.

Can be achieved with FR.167 and FR.171 followed one after other.

FR.174 Participant finishes unavailability window (announced earlier). Mandatory
Participant shall be available to do it via API call.

There is a possibility to finish scheduled maintenance window created and started earlier via API call (S2S is used).

System Operator finishes on behalf of Participant the unavailability window | Mandatory
FR. 175 (announced earlier) by Participant.

System Operator shall be available to do it via DBO workstation

Using Ul described in FR.140 System Operator can manage unavailability schedule (finish scheduled maintenance
window created and started earlier).

7.9.3. Pre-authorization service (IPS.AUTH.01)

FR. 176 To allow Participant to configure (add/modify/suspend/delete) “pre-authorization” | Mandatory
profiles for Payments and RTP requests under normal conditions.

There is Ul in IPS system, which allow under normal conditions to configure (add/modify/suspend/delete) different
“pre-authorization” profile types using parameters:

Sender

Receiver

Individual amount

Aggregated amount (daily)

Type of instrument

Transaction Purpose (if available)

Possible profile types:
e atanytime
e during unavailability window
e in case of RTP/Payment timeout event

To allow Participant to configure (add/modify/suspend/delete) “pre-authorization” | Mandatory
FR. 177 profiles for Payments and RTP requests during the time when “unavailability
window” is opened.

There is Ul in IPS system, which allow during the time when “unavailability window” is opened, to configure
(add/modify/suspend/delete) different "pre-authorization™ profile types using parameters:
e Sender
Receiver
Individual amount
Aggregated amount (daily)
Type of instrument
Transaction Purpose (if available)

Possible profile types:
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e atanytime
e during unavailability window
e in case of RTP/Payment timeout event

To allow Participant to configure (add/modify/suspend/delete) “pre-authorization” | Mandatory
FR.178 profiles for Payments and RTP requests for timeout events (if response for RTP or
Payment didn’t come in pre-defined timeout)

There is Ul in IPS system which allow for timeout events to configure (add/modify/suspend/delete) different “pre-
authorization” profile types using parameters:
e Sender
Receiver
Individual amount
Aggregated amount (daily)
Type of instrument
Transaction Purpose (if available)

Possible profile types:
e atanytime
e during unavailability window
e in case of RTP/Payment timeout event

FR. 179 To allow System Operator to monitor “pre-authorization” profiles defined by | Mandatory
Participants.

There is Ul for monitoring of “pre-authorization” profiles defined by Participants. The following information is
displayed:

e Participant

o Profile type (at any time/ during unavailability window/ in case of RTP/Payment timeout event) — option list is

parametrised.
e Predefined criteria:
o Sender
o Receiver
o Individual amount
o Aggregated amount (daily)
o Type of instrument
o Transaction Purpose (if available)

7.10. Billing

The IPS must contain a framework with possibility to define fees for services | Mandatory
provided by the IPS, including but not limited to the following fee types:

transaction fee (by type of transaction)

fee for registration of participants

monthly/yearly fee

penalties

possibility to define fees for “unavailability window” management functions
(announce/delete/start/finish).

o possibility to define fees for pre-authorization services (for timeout /
unavailability window)

FR. 180

The IPS contains the functionality:
o to define fees for services provided by the IPS;
o to automatically apply fees for participants; to debit fees/total fee amount on monthly/quarterly/yearly basis;
e to prepare monthly fee report for participants.

The Fee Management module of the IPS is intended for centralized management of fee tariffs in the IPS and base for
creating variants of pricing packages, applicable to all participants/for group of participants or individually.
In the Nomenclature, all the fees used in the IPS and managed by the Fee Management system are determined:
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PP_DEMO_20FREE  |Set_PREMIUM_20FREE
PP_DEMO_30MIX Set_PREMIUM_30MIX
PP_DEMO_30MIXA  [Set_PREMIUM_30MIX
PP_DEMO_30MIXAT  |Set_PREMIUM_30MIX

Different tariff schemes can be set up for different type of the transaction. A fee payable for a certain IPS service must
be parameterized for the service type as a tariff scheme (see an example below):

=T | «l<[>]» % = 5 Gl 2 =i

FRL_043.FIND_LINE_USING_Pacs.008_DATA

0.00| 999,999,999,999.00 |Fixed 4{1 0.00 | 999,999,999.00 MONTH -
0.00| 999,999,999,999.00 |Fixed 0.00 | 999,999,999.00 | fwonth  ~|

| | CRNC_GFLP=%|PRTY—"BHPMT_MTHD="§H
l

The IPS has the functionality for setting up:
o afee for registration of participants (contract conclusion fee);
e a monthly/yearly fee (contract administration fee);
e penalties (see the print screen below):
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EHZ] Bee peiicteuA : _
rhiento Nr. 1UUTT pavadinimas

L Define contract accounts (DEFINE ACCOUNTS) Kiento llr 10011 a‘iﬂd'”'m“

10011 LT

PRICING_PACKAGE

Define contract com
— Define CO g
— Edit contr

— View prici
I~ Prepare f

— Close col
Contract conclusion fee Fixed Amount

EUR
Monthly fee Monthty Amount 05 LR

— View conl

I View conl

I View conl
— Set CHE(

There are functions:
e to define fees for “unavailability window”;
e to define fees for pre-authorization services in the IPS by postponing the Pricing Package contract of the
Participant;
e report on monthly/quarterly/yearly fees can be prepared for the Participant by using Additional conditions
setup of the contract:

iC-48104¢ M0
-

| 104 [ OMMUNICATION_TYPE 2003.10.16 00:00:00
! JemaL 2003.10.16 00:00:00

| 9 I:ﬁkm&mﬂﬁ 2003.10.16 00:00:00
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