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PROFILUL COMPANIEI

DAAC System Integrator este lider in sfera IT in Moldova, functionind ca integrator de sistem,
elaborator de programe softwaresi IT service provider.

Compania furnizeazd consultantd individuald, implementaresi mentinere in domeniul
informatic din 1995, reusind sa acumuleze o experienta unica pentru Moldova.
Obiectivul principal al DAAC System Integrator este sa fie un partener de incredere pentru clientii
sai.

Tn prezent, in cadrul companiei activeaza mai mult de 160 de colaboratori de calificare inalt,

care au fost instruiti Th Europa, Africa de Sud, tarile CSlsi care poseda experientd profesionald in
domeniile IT corespunzatoare. Procesele de afaceri sint certificate conform ISO 9001:2015
(managementul calitatii)si 1SO 27001:2013 (securitatea informationala), in timp ce procesul de
deservire tehnica este realizat in baza standardelor ITIL si ITSM. Alte certificate detinute de
companie: Microsoft Certified System Engineer, Security Certified Network Professional, Cisco
Certified Network Professional, Cisco Web Security Field Engineer Specialist, Check Point Certified
Security Expert, ISO 27001 Lead Auditor, Certified Information Systems Auditor.

Domeniile principale de activitate ale companiei sint: Auditsi Consultanta, Elaborare de
Programe, Aplicatii de Afaceri, Aplicatii Mobile, Deservire Tehnica, Tehnologii Bancare, Securitate
Informationala, Videosi Audio, Infrastructurdsi Alimentare, Procesare de Date, Retele de Date,
Echipament pentru Oficiu.

Solutiile DAAC System Integrator se bazeazd pe capacitatea celor mai mari producatori
globali in domeniul Tehnologiilor Informationalesi Comunicationale.

Portofoliul companiei DAAC System Integrator include mai mult de 50 de vendori recunoscuti
la nivel global, cum ar fi: Cisco Systems, DellEMC, Oracle, Hitachi Vantara, APC by Schneider Electric,
1C, Check Point, Polycomsi Diebold Nixdorf. Statutul de reprezentant oficial al companiilor pe piata
Moldovei este dupad cum urmeaza:

- DellEMC — Platinum Partner

- Oracle — OPN Member

- Hitachi Vantara — Silver Partner

- APC by Schneider Electric — Elite Partner
- OKI = Products and Services Distributor
- Printronix — Reseller, Level — Silver

- Polycom — Authorized Partner

- Taiden — Exclusive Distributor



- Diebold Nixdorf — Products and Services Authorized Supplier
- Cisco — Premier Certified Partner, Tier 2 Partner

- 1C «Softehno» SRL — Contract 1C Franchisee

- Microsoft — Gold Partner

- Check Point — Silver Partner

- Symantec, VMware — Professional Partner

- F5 - Authorized Partner

Clientii companiei provin din diverse structuri, cum ar fi:

- Sectorul Public: Centrul de Guvernare Electronicd; Centrul de Telecomunicatii Speciale,
Parlamentul Republicii Moldova, Ministerele Republicii Moldova, Casa Nationala de Asigurari
Sociale, Fiscservinform, Curtea de Conturi, Biroul National de Statisticd, Agentia Nationalad
pentru Ocuparea Fortei de Munca.

- Sectorul Bancar: Banca Nationala a Moldovei, Moldova Agroindbank, Victoriabank,
Mobiasbanca, Moldindconbank, ProCredit Bank, Energbank.

- Telecomunicatii: Moldtelecom, Orange, Moldcell.

- Organizatii Internationale: Banca Mondiala, EBRD, UNDP, USAID, IREX, Fundatia Soros, Consiliul
Europei, Ambasade.

- Alte sectoare economice: Gas Natural Fenosa, RomPetrol Moldova, Franzeluta, Vitanta, Viorica
Cosmetic, Moldelectrica, Agentia pentru Eficienta Energetica, DraexImaier, JLC, Centrul PAS.
Abordarea complexa a realizarii proiectelor, utilizarea celor mai fiabile solutii hardwaresi software
ale producatorilor mondiali, citsi inaltul profesionalism al expertilor, include compania DAAC System
Integrator in numarul companiilor, ce au o influenta simtitoare asupra tehnologiilor informationale
moderne in Moldova. Acest fapt este confirmat de increderea pe care o au organele de stat,
intreprinderile industriale, bancilesi structurile comerciale din Moldova in compania DAAC System
Integrator, alegand sa ne fie partener de afaceri. Relatiile traditionale de increderesi de parteneriat
ale companiei DAAC System Integrator cu expertii clientilor contribuie la continuarea colaborarii

fructuoase cu aceste structuri.
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SPECIFICATII TEHNICE

Anexa nr. 22

la Documentatia standard nr. 115 din 15.09.2021

Numarul procedurii de achizitie 21064588/ ocds-b3wdpl-MD-1664286438166

Obiectul achizitiei: Servicii de evaluare si de analiza a asigurarii calit

atii sistemelor (servicii de testare a securita

ii Sl al BNM)

frastructurii de

ay.. 5

retea

Denumirea Um::_.::.mm Tara de & mumn_:nm...mm ﬁ..mss_nm depling Specificarea tehnica deplind propusa de citre| Standarde
i . modelului i Producatorul solicitata de catre LS
serviciilor/bunurilor ST . | origine : = ofertant de referinta
serviciului/bunului autoritatea contractanta
1 2 3 4 5 6 7
Lot : Servicii de evaluare si de analizd a asigurdrii calitifii sistemelor (servicii de testare a securitdtii sistemului informatic al BNM)
Servicii de Servicii de penetrare |Moldova|DAAC System |Specificatia tehnica deplind|Specificatia tehnica deplina propusa de catre | Nu se aplica
penetrare si si evaluare a Integrator este indicata in ”Cerintele cu|ofertant cu descrierea abordarii,
evaluare a vulnerabilitatilor SRLn privire la serviciile de|metodologiilor, tehnicilor, instrumentelor si
vulnerabilitatilor informatice in cadrul asocierecu |evaluare si de analizd a|standardelor utilizate este prezentata separat
informatice in sistemului informatic CT Defense, |asiguradrii calitatii sistemelor|dupa cum urmeaza (mai jos):
cadrul sistemului al BNM prin teste Romania (servicii de testare a| e Metodologia serviciilior si managementul
informatic al BNM |specifice de securitatii sistemului| proiectului;
prin teste specifice |penetrare din informatic al BNM)” e Metodologia evaluarii securitatii reselei
de penetrare din exteriorul si interne (Active Directory flag capture};
exteriorul si interiorul e Evaluarea si testare retelei Wireless prin
53_._02_ infrastructurii de teste de penetrare;

¢ Teste de penetrare a aplicatiilor Web;
o Lista de instrumente utilizate;
e Scopul proiectului

\v\ numele:

_: nw_

Odﬂm_.
Adresa: mun.Chisinau str.Calea lesilor 10
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PROJECT MANAGEMENT AND SERVICES METHODOLOGY

GENERAL APPROACH

In order to meet all requirements requested by National Bank of Moldova every activity we divide
into the following main steps:

Map the content: Analyse:
Explore Visible Content » Identify Functionality
Discover Hidden Content * Identify Data Entry Points

+  Discover Default Content
+ ldentifier Specific Function

Test authentication & Access

Controls:

Username & Password attacks
Testing with limited access
Testing with multiple accounts
Test for insecure methods

.
.
.
.

= Identify Technologies

Test Session Management:
* Session fixation

* Session termination

+ XSRF

*= Mapping of token to sessions

Test Input Validation: Test Client Side Controls:
+  SQL Injection Hidden Files

Cross Site Scripting Cookies

Path Traversal Pre-set parameters

Script Injection Length limits

File Injection Tick client components

Test logic flaws:
+ Incomplete input
+  Trust boundaries
* Transaction Logic

Tasks performed:

STEP 3 +  |dentify business risks
+  Building test risk
*  Exploitation and verification
Tasks performed:

STEP 4 Executive Summary
Technical Summary

Clarification and Results Presentation

Test Server flaws:
* Configuration checks
* Payload checks

The steps are aligned to the in-depth security concepts and are focused on process and technical
security controls and their implementation in the various phases of the project delivery. The results
provided for each activity will include detailed and comprehensive assessments of National Bank of
Moldova’s security posture, expansive recommendations, and tools and knowledge to facilitate
continuous improvements. For each activity, National Bank of Moldova will nominate relevant
employees to ensure smooth knowledge transfer and prerequisites preparation.

The project phases and activities performed will also be aligned with international best practices
and standards such as:

= Open Source Security Testing Methodology Manual (OSSTMM)
= Penetration Testing Execution Standard (PTES)

= Open Web Application Security Project (OWASP) Testing Guide
» The National Institute of Standards and Technology (NIST)
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= PCl Data Security Standard Penetration Testing Guidance (PCI DSS)

» The Intelligence Lifecycle & F3EAD Cycle (Threat Intelligence)

=  OWASP Mobile Security Testing Guide (MSTG)

» Penetration Testing Framework for loT (PTFloT)

= PCI DSS ATM Security Guidelines

= (IS Cloud Foundations Benchmark Standard

=  OWASP Code Review Guide

= Threat Intelligence Based Ethical Red Teaming Framework (TIBER-EU)
= Application Security and Development Security Technical Implementation Guide
= Social Engineering Attack Framework and Toolkit (SET)

= Digital Forensics Framework (DFF)

* Incident Response Framework (NIST)

= Secure Controls Framework (SCF)

= CREST Penetration Testing Guide

= CSA STAR Self-Assessment / CAIQ

= CIS Secure Platforms Benchmarks (CIS Security)

= Application Security Verification Standard (ASVS)

VULNERABILITY ASSESSMENT/PENETRATION TEST

Our vulnerability assessment/penetration test (VA/PT) service is designed to provide a
comprehensive overview of technical security issues throughout your environment. Our services
are aligned to the requirements set forth in standards and initiatives such as ISO/IEC 27001, COBIT
5, the ISF Standard of Good Practice, Open-Source Security Testing Methodology Manual
(OSSTMM), Open Web Application Security Project (OWASP), National Institute of Standards and
Technology Special Publication 800-115, the Information Systems Security Assessment Framework
(ISSAF), and Penetration Testing Execution Standard (PTES). We can also provide a comparative gap
analysis against relevant standards such as PCI/DSS, NERC, HIPAA, or other regulatory requirements
as may be specified in the project scope.

The assessment will be conducted from an external perspective. Using industry-standard scanning
tools as well as manual discovery techniques, our team will interact with and assess the security of
each device in your network, in accordance with the scope of work. Each device will be assessed to
determine the services that it offers, the versions of the associated software and hardware, the
security configuration of the device, and the resulting security posture of the device.

Examples of the types of testing that may be performed during this phase include but are certainly
not limited to:

e Network mapping and enumeration
e Port scanning
e Vulnerability scanning

MD-2069, Moldova, (+373 22) 508-709 wiww. integrator.md
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e Local area network manipulation attempts
e |P address spoofing

e Vulnerability validation

e Authentication attacks

o Network monitoring

After initial vulnerability scans and associated tests are conducted, our engineers will analyze the
results and perform additional manual testing. These additional tests are designed to verify initial
findings, understand the potential business impact of the technical findings, and explore ways in
which an attacker could potentially exploit the identified vulnerabilities, either directly or by
combining a series of exploits into an attack chain, which can result in further penetration into the
network and risk the business.

EXTERNAL PENETRATION TESTING

The goal of the Penetration Testing activities is to assess the security of National Bank of Moldova's
external IT infrastructure and Web Applications that are in scope (and not only), by simulating
hacking attacks:

PENTESTER WEBSERVER SERVERS

9 I BB
i

n DMZ INTERNAL | NETWORK ——————
— oI — —r—
(CEENN

INTERNET ROUTER FIREWALL FIREWALL

= =

MAILSERVER DESKTOPS

Attacks can usually be approached from different perspectives. Typical examples of such are:

e An external attacker that has no prior knowledge or access to the application/infrastructure.

e An external attacker that has limited access. E.g. a customer using your web application or a
disgruntled employee

e Aninternal attacker. e.g., an employee.

The security assessment to be performed is a Penetration test. This means that the focus will be to
attempt to penetrate National Bank of Moldova’s networks from every aspect rather than drawing
up a list of low/medium vulnerabilities found on each machine.

Under no circumstances will there be an attack against any other system than those belonging to
National Bank of Moldova, and no possibly destructive tests will be performed without prior
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Chigin#u, Calea Iesilor, 10 (+373 22) 509-710 info@daac-system,md



authorization, this includes DoS (Denial of Service), DDoS (Distributed Denial of Service), and
compromise of production servers.

The diagram that follows outlines the external penetration testing methodology to be followed by
CT Defense’s security engineers.

Information Identification In-depth Passive Analysis Identify
Gatehring of Potential analysis of Weaknesses
Targets Targets Active Analysis

> -HE-— Findings /

Quantify Risk Report

Exploit Exploita

Weaknesses ble?

As part of external penetration test the following tasks are performed:

Information Gathering and Network Mapping
e The purpose of this first stage of the tests is to get a clear picture of the network, the types of
systems, and the services running on the different systems.

Following tests will be performed:

e Find publicly available information about the network on the Internet. This includes querying
the WHOIS databases, search engines, news groups and mailing lists archives, etc.

e Portscan all IP addresses in the network (UDP/TCP) to determine which systems are alive, what
services are running, and the types of operating systems.

e Use network-mapping tools to determine the structure of the network.

e Use banner-grabbing techniques to determine the type and version of the services running.

e Query DNS servers for information gathering purposes (attempt zone transfers, DNS scans, etc.).

e |dentification of potential targets

e In-depth analysis of targets

e |dentification of weaknesses

During this stage, the different found services will be tested against known vulnerabilities and other
security related problems.

Where applicable, brute-forcing techniques will be used to test for weak passwords. It is impossible
to provide test outlines for all different services that may exist on the systems in your network.

Our team has years of experience in performing security audits. This gives you the assurance that
our engineers possess the know-how needed to successfully complete such audits.

All our staff has vast experience in managing and auditing the majority of popular Operating Systems
and Services: UNIX, Windows, Web servers/applications, mail servers, database servers, etc.

ESCALATING PRIVILEGES
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In a lot of cases, an exploited vulnerability gives the attacker only limited access to the system. By
exploiting another local vulnerability on the system, it may be possible to further compromise the
system and get full access. This is usually Administrator or SYSTEM access for Win32 or root access
for *nix systems.

Once an attacker gets full access, tools and utilities can be installed on the systems, which allow to
further penetrate the network.

Please note that CT Defense engineers keep full track of all changes that are made to any system
and tools installed and these changes are undone as soon and to the extent possible.

PENETRATING THE NETWORK/EXPLOIT THE WEAKNESSES
Once one of the systems in a network has been compromised a number of new possibilities become
available to attack other systems and dig further into the network.

Because of the fact that the compromised system is installed on some ‘internal’ network segment,
different (or no) firewall rules will be applicable. This means that probably more systems and
services will be visible to the attacker.

When NAT/PAT is used, the attacker can now connect to IP addresses that are not routed to the
Internet.

The attacker can use packet sniffers on the compromised system(s) to gather information,
passwords, etc. that will help to attack other systems.

In a lot of cases, administrators use the same accounts and passwords on different systems.
Passwords that are cracked on the compromised system may work on others.

Attacks can be used that are only possible on a local network segment or that are using other
protocols than IP.

APPLICATION LAYER ATTACKS

These activities will be dependent on the applications discovered on the infrastructure. This
information should be provided beforehand to focused on the approach on the specific applications,
which will be assessed for network reachability and then subject to application layer attacks and
assessment. These are not restricted to the following:

ACTIVE PROGRAM SCRIPTING EXPLOITS

This activity will utilise injection of malicious scripts into the targeted infrastructure in order to
determine the capability of the security infrastructure in detecting and preventing these unwanted
traffic penetrating into the network. These malicious scripts can be of several scripting language
such as Java, Javascript, ActiveX or VBS which will be injected into the targeted systems/hosts.
Scripting exploits generators such as Metasploit and WebScarab will be utilised to generate and
launch these traffics into the targeted network. These activities will determine the application layer
inspection capability of the current IDS/IPS.
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MALICIOUS PROGRAMS ATTACKS

These include programs such as Trojan Horses, Worms, Viruses and Backdoors which will be injected
into the network to check the capability of the security infrastructure (firewalls, IDS, IPS) in detecting
and preventing these malicious programs. Common programs such as Trojans (Trinoo, BackOrifice),
Exploit worms (Zotob, Sasser) among others will be tested for detection and prevention.

It is important to mention that no malicious programs or scripts will be deployed on any production
system environment. The scenario will utilise a dedicated target host(s) deployed within a specific
network wherein it will launch or receive the attacks from another source outside the network of
concern. This is much like a client-server approach to launch the scripts and malicious programs.

The security infrastructure particularly the firewalls, IDS, and IPS will be tested for their capability in
detecting and mitigating these attacks into the network. This will check if the security infrastructure
is currently up to date in its detection capabilities such as signature matching and so forth.

NETWORK/INFRASTRUCTURE ATTACKS
These attacks are focused on the manipulation of the TCP/IP protocol in order to craft packets into
the infrastructure in order to conduct security assessment on the network.

e Port Scanning — This will be used to detect running services exposed on the targeted hosts
and devices. Port scanners (particularly nmap) will be utilised for this activity targeted to the
network ranges provided. It will utilise most type of scans including TCP scanning (i.e. Full-
TCP, Half-Open, RST, NULL scans), UDP scanning and so forth (ACK scan, FIN scan). Similar to
the ICMP sweeps, these packets will be generated from strategic location specifically from
the User VLAN and the external interfaces particularly facing the Internet and will target the
IPS Infrastructure. These activities will also focus in the detection capability of the IDS and
IPS in detecting and deterring service discovery and enumeration which are important for
any attacks gathering information about vulnerable services on the targeted network.
Packets variation will include fragmented packets as well as IDLE scans to minimise detection

e [P Spoofing —This activity will focus on the resilience of the network infrastructure in handling
spoofed packets pretending to be other systems/hosts. Specific systems and networks will
be subjected to IP spoofing to determine if the spoofed IP address can pass through the
network and through the security devices. These activities will focus in the proper network
protection of the infrastructure (i.e. router and switches) in handling spoofed packets as well
as the security devices (firewalls, IDS, IPS) in detecting these anomalous packets. Generated
packets will utilise spoofed address belonging within the IP address range allocated to the
target network. These will be generated from the User VLANs and the other external
interfaces particularly facing the Internet. In addition, the network will be tested for basic
ingress filtering utilising address space from the reserved IP address space. Information
about the network infrastructure is important in order to launch effective spoofing attacks
to determine how the network/security devices prevent these unwanted packets.
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e Most of the activities are utilised for network reconnaissance whose information gathered
will be utilised to launching succeeding attacks. These other succeeding attacks will focus on
the previous gathered information from the targeted environment and exploit these
services.

EXPLOITATION ATTACK SCENARIQOS

These are scenarios more focused in determining the posture of the security infrastructure
(Firewalls, IDS, IPS) to detect attacks in several situations. For these activities to be conducted, it is
required to have a least a dedicated host(s) deployed in the same network segment within the
critical systems. This would require physical network access, VLAN membership as well as allocated
IP address within the same network segment.

Strategic locations on the network will be identified to determine the most effective ways in
conducting these activities. These activities will focus in the determining the current mechanism in
place protecting sensitive information passing through the network. These attacks include different
scenarios from intercepting the traffic flow between systems, manipulating the traffic and injecting
altered information into the network. Aside from these, scenarios include bypassing access controls
within targeted networks by utilizing exploitation of trust relationship as well as utilizing port
redirection and covert channels.

These attacks are not focused in the determining the security of the targeted host but on the
resilience of the network in protecting against such attacks if ever one the hosts are compromised.

e |P Sniffing — These will focus in the interception of data propagating into the network
infrastructure particularly where transaction occurs between critical and sensitive systems.
This is done by installing dedicated host(s) with interfaces in promiscuous mode in order to
passively collect traffic in strategic locations across the network of interest. Common tools
such as tcpdump and wireshark can perform these activities. A combination of Layer 2 header
manipulation (i.e. MAC address spoofing) will be utilised in order to intercept and hijack
specific traffic of interest especially communications between sensitive systems. These
activities will also focus in determining the security of the switching infrastructure in
preventing such attacks from occurring across the infrastructure.

e Traffic/Data Manipulation — Aside from sniffing the traffic across the infrastructure, the
packets captured in transit will be manipulated and its payload altered based on the
information gathered and analysed. These will utilise a combination of data manipulation
techniques depending on the capture traffic from Web Traffic (HTTP/HTTPS), Email Traffic
(SMTP/POP/IMAP), DNS, Remote Authentication (Telnet, SSH) and even Database
transactions (Oracle, SQL). These activities will be focused on the capabilities of the security
infrastructure (firewalls, IDS, IPS) in detecting and preventing these attacks. Utilising the
collection of tools from dsniff and packet injectors particularly hping, scapy and packit,
captured data traffic can be intercepted, manipulated and injected back into the network.
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The main focus of these tests is to determine the capability of the security infrastructure in
detecting and preventing these traffic manipulation scenarios.

e Trust Exploitation — These activities will focus in exploiting the inherent trusted relationship
between systems and network segments in the infrastructure. These will utilise several
variations in order to exploit these such as IP spoofing, Sequence Number prediction, and
crafted payload attacking R-services, NIS, and so forth. Packet crafting tools will be utilised
to launch these packets such as hping and scapy. It is important to gain proper understanding
of the current infrastructure in order to effectively exploit these trusted relationships. These
activities will focus on the resilience of the network in deterring such exploitation. It will also
determine if the current security configuration of the firewalls are able to ensure the
communication flows only in the proper direction on the proper service.

e Port Redirection — These activities will focus on bypassing security controls on network. Tools
such as HTTPTunnel and NetCat will be utilised for the port redirection attacks. These
activities will target specific locations in the network to conduct port redirection attacks.
However, these activities require physical access on the network of interest in order to
launch these attacks. This can be conducted by using dedicated hosts listening or if possible,
install port redirection tools in one of the systems to test these attacks. These activities will
test the configuration of security devices (firewalls, IDS, IPS) in detecting and preventing
these unwanted traffics to/from the network.

It is important to consider that these attack scenarios will require the information from the previous
activities conducted over the network infrastructure. Moreover, it will be important to remember
that production systems currently in place in the network will not be subjected to deployment any
tools or programs without proper authorization. This will ensure non-disruption of network services
current in production. Particular services that will be targeted for these activities are Web
(HTTP/HTTPs) traffic session, Telnet (SSH) remote access, email (SMTP/POP/IMAP) traffic and FTP
transaction.

Most of the scenarios will simulate the attacks by utilizing a client-server situation wherein from
dedicated host(s) deployed within the network of interest and other host(s) are deployed externally.

For these attacks scenarios to be effectively conducted, usually a physical network access is required
to launch these tests.

APPLICATION LAYER ATTACKS

These activities will be dependent on the applications discovered on the infrastructure. This
information should be provided beforehand to focused on the approach on the specific applications,
which will be assessed for network reachability and then subject to application layer attacks and
assessment. These are not restricted to the following:

e Active Program Scripting Exploits — This activity will utilise injection of malicious scripts into
the targeted infrastructure in order to determine the capability of the security infrastructure
in detecting and preventing these unwanted traffic penetrating into the network. These
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malicious scripts can be of several scripting language such as Java, Javascript, ActiveX or VBS
which will be injected into the targeted systems/hosts. Scripting exploits generators such as
Metasploit and WebScarab will be utilised to generate and launch these traffics into the
targeted network. These activities will determine the application layer inspection capability
of the current IDS/IPS.

e Malicious Programs attacks — These include programs such as Trojan Horses, Wormes, Viruses
and Backdoors which will be injected into the network to check the capability of the security
infrastructure (firewalls, IDS, IPS) in detecting and preventing these malicious programs.
Common programs such as Trojans (Trinoo, BackOrifice), Exploit worms (Zotob, Sasser)
among others will be tested for detection and prevention.

It is important to mention that no malicious programs or scripts will be deployed on any production
system environment. The scenario will utilise a dedicated target host(s) deployed within a specific
network wherein it will launch or receive the attacks from another source outside the network of
concern. This is much like a client-server approach to launch the scripts and malicious programs.

The security infrastructure particularly the firewalls, IDS, and IPS will be tested for their capability in
detecting and mitigating these attacks into the network. This will check if the security infrastructure
is currently up to date in its detection capabilities such as signature matching and so forth.
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INTERNAL NETWORK SECURITY ASSESSMENT METHODOLOGY (ACTIVE DIRECTORY FLAG
CAPTURE)

Is the Internal Network Assessment that CT Defense is
INITIAL ACCESS providing, is an active form of security assessment
where our team of offensive cyber security experts
seeks to exploit vulnerabilities within your organization
starting from the endpoint (technical, organizational,
or other) to achieve the proposed objective. We then
PERSISTENCE leverage the initial foothold for lateral movement,
penetrate further into the environment to increase
influence or control, and provide an understanding of
the risks and potential impact to the organization if
similar actions were to be taken by a cyber threat actor.
DEFENSE EVASION While any penetration test does carry some associated
risk, the value to the organization far exceeds any
potential downside. We align our methodology with
the tenets of several penetration testing standards
including the Open Source Security Testing
DISCOVERY Methodology Manual (OSSTMM), the Penetration
Testing Execution Standard (PTES), NIST Technical
Guide to Information Security Testing and Assessment
(Special Publication 800-115), and Open Web
Application Security Project (OWASP) Testing Guide.
COLLECTION Finally, we map our testing to the tactics and
techniques presented in the MITRE ATT&CK (Attacker
Tools, Techniques, and Common Knowledge)
Enterprise Matrix to help define the techniques used
and highlight areas of concern using an established
EXFILTRATION lexicon. The steps that we take during the penetration
testing phase will be limited in strict conformity to
agreed-upon rules of engagement scope of work. The
following is a list of possible tactics that may be used,

should they be included in the agreed-upon scope.

EXECUTION

PRIVILEGE ESCALATION

CREDENTIAL ACCESS

LATERAL MOVEMENT

COMMAND AND CONTROL

IMPACT

£EECECECCC <<« <<=

Initial Access

There are many techniques that can be used to obtain initial access, or compromise, a computer
network or other information system. Client-side attacks remain a current favorite of real-world
threat actors. These include drive-by downloads, where a user is lured to a malicious website which
then seeks to compromise the system through execution or download of malware, as well as
phishing and spear phishing attacks, where users are sent communications by email, social media,
or other communications channels leveraging a social engineering ruse to trick the user into taking
actions beneficial to the attacker. Credentials obtained through social engineering, password
guessing, password spraying, and credential stuffing attacks (where credentials compromised from
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one organization are reused in an attempt to access another organization) can also be used to
achieve an initial foothold through remotely accessible systems.

Public-facing IT resources may be directly attacked from the Internet, or through partner networks,
to exploit technical vulnerabilities that may be exposed. Unpatched services and similar technical
vulnerabilities provide easy footholds and targets of opportunity for a wide range of threat actors.
Similarly, remote access services offered by your organization to remote employees' branch offices
may also be directly attacked if misconfigured or otherwise improperly secured.

Physical security attacks may also be used to facilitate initial access through the use of hardware
injectables, remotely accessible devices that can be used to provide an initial foothold inside an
environment; facilitate reconnaissance of an internal environment; or steal network traffic,
authentication credentials, or other information. Removable media, weaponized to achieve
installation of malicious software, might also be used in conjunction with social engineering ruses
to effectively achieve an initial foothold inside your organization. Physical access to systems can
also be used to defeat operating system access controls providing direct access to store data.

Access to an organization’s information resources may also be achieved by leveraging third-party
devices which may be trusted by the target organization. Examples include supply chain attacks to
inject malicious code or otherwise leverage a supplier relationship to provide a tactical advantage
that results in initial access. Trusted organizational relationships, such as partners or customers,
also provide an opportunity for an attacker to leverage a position of compromise in an external
organization to achieve an initial compromise of your organization. This would include devices
trusted by your employees and allowed access to your organization’s internal resources through a
bring your own device (BYOD) program.

Many of the techniques available to real-world adversaries are not available to our ethical
penetration testing teams. Bribing or blackmailing employees of your organization to install
hardware or software injects, compromising third-party sites and leveraging their position to further
penetrate your protected systems, and leveraging personal relationships with members of your
organization to obtain a position of advantage are all commonly used techniques that are outside
of the scope of any ethical penetration test. To simulate these types of activities, we may agree to
include an “assumed compromise assessment,” where an initial foothold on a standard client
machine inside of your organization is provided and subsequent lateral movement capabilities are
assessed, in the scope of work.

EXECUTION

This pervasive technique refers to an attacker executing malicious code on your systems. It can be
used as part of initial access or in support of almost every other adversary tactic. Our team will
attempt to achieve execution in a multitude of different ways including but not limited to:

Exploitation of vulnerable services, including through overflow or other unpatched
vulnerabilities or misconfiguration issues

Command interpreters including cmd.exe, PowerShell, Microsoft Connection Manger Profile
— Installer, bash or other *nix shells, or other means
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Execution of malicious executables, scripts (including embedded macros), compiled HTML files,
HTML applications, and others by users or automated processes

Component Object Model (COM) and Distributed COM (DCOM) attacks, Windows Management
Instrumentation, Windows Remote Management, Remote Desktop Protocol, ssh and similar
remote access protocols

Scheduled tasks, cron jobs, and similar automation system attacks

Auto Start Extensibility Point manipulation including but not limited to Registry keys, startup
items, atbroker, services, and similar automated processes

Path manipulation, DLL hijacking, and library manipulation attacks

The specific techniques used will depend upon the attack surface, the rules of engagement (stealth
or exhaustive testing) and the likelihood of success of one technique compared to others. The
execution tactic will be utilized throughout the penetration testing process in support of other
tactics listed.

PERSISTENCE

There are myriad techniques that can be used to achieve tactic of persistence (MITRE ATT&CK
categorizes over 60). This tactic seeks to achieve ongoing access to systems, often outside of
standard authentication mechanisms, to ensure attacker access. From a penetration testing
perspective, persistence will largely be achieved in order to demonstrate the ability of an attacker
to maintain a foothold inside of your environment for an extended period. However, in accordance
with our scope of work, our persistence mechanisms will be thoroughly documented and removed
prior to the end of the project. We also will not use any persistence mechanisms that represent an
increased exposure to your organization. Unless a long-term, adversary emulation or purple team
exercise is authorized, our persistence mechanisms will only be installed briefly during the
penetration testing period.

PRIVILEGE ESCALATION

Once an initial foothold is achieved, an adversary frequently attempts to escalate privileges to
increase their influence on the impacted system and obtain credentials to assist in lateral to other
systems. There are a multitude of techniques that can be used to elevate privileges (MITRE ATT&CK
categorizes over 30), and our penetration testing team will attempt to as many as are appropriate
for the scope of the engagement.

One of the most commonly employed methods to escalate privilege is theft of user credentials,
often from memory of running systems using tools such as Mimikatz. Password hashes or Kerberos
tickets can be stolen from the Local Security Authority Subsystem process and passed to other
systems to achieve lateral movement with the stolen credentials. Since privileged credentials may
be restricted by user access control (UAC), UAC bypasses are another frequently utilized technique.
Other sources of credential theft include domain cash credentials, local security account manager
hives, Active Directory, and secure user databases, and even plaintext passwords found on endpoint
systems.
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There are a variety of other ways to escalate privileges on the local system. Vulnerabilities in
operating systems may permit local privilege escalation exploits; hijacking, hooking, and injection of
DLLs all offer opportunities for privilege escalation; *nix and macOS dynamic libraries and Windows
application shims can similarly be hijacked to achieve privilege escalation; poorly configured services
can be manipulated to run malicious code; modification of setuid bits, setgid bits, or user ID numbers
can be used to elevate permissions; modification of group membership including global security
groups and sudoers group, as well as command injection and web shell attacks have all been used
to elevate privileges by adversaries. These and other techniques may be utilized by our penetration
testing team (in accordance with the scope of work) to assess your preventive and detective controls
against these common attack vectors.

DEFENSE EVASION

To maintain a persistent presence and achieve their actions on objectives, modern adversaries
expend significant effort evading the preventive and detective controls in your environment. The
MITRE ATT&CK Enterprise matrix lists over 70 specific techniques for this tactic.

One of the most commonly used techniques is to hide in plain sight, using protocols, process names,
and tools that already exist within the environment. This “living off the land” approach reduces the
adversary’s dependence on malware which can be detected in places the burden of network
defenders to discern abnormal, malicious activity from normal system behavior. Attackers will seek
to conceal their presence on individual systems using process names that blend in with normal
system activity. Indirect command execution such as using the Program Compatibility Assistant to
execute cmd.exe commands or direct access to System.Management.Automation functions to run
PowerShell commands, can be used to evade preventive and detective controls. Process hollowing,
code caves, environmentally key payloads, and code injection are commonly used techniques to
attempt stealthy execution of code. Scripts, including PowerShell, will typically be heavily
obfuscated or encoded to defeat signature-based detection and frustrate analysis activities by
network defenders. Adversaries will use stolen credentials and remote access technologies already
in place to move laterally.

Attackers will use covert channels, encryption, stenography, as well as commonly employed
protocols in order to hide their malicious activity on the network. Polymorphism and similar
techniques to evade are commonly employed. They will steal, forge, or install certificates to make
encrypted network communications appear legitimate. Port knocking techniques may be deployed
to conceal open ports, and hidden windows may be employed to conceal activity from end-users.
Attackers will establish command-and-control channels using infrequent, and often inconsistent
outbound beacons to make detection of their activity more difficult.

Our penetration testing team has years of experience in conducting adversary operations in a covert
manner. We will thoroughly test your preventive and detective controls against a wide range of
defense evasion techniques in accordance with scope of work. If desired and included in the scope
of work, these techniques can further be refined in a white box manner to test for common
vulnerabilities or weaknesses in specific preventive or detective controls in use in your environment.
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CREDENTIAL ACCESS

Adversaries understand that by using valid credentials to access other systems or elevate
permissions, their activity is less likely to be detected, since it blends in with normal network
behavior. Credentials can be obtained in many ways. As discussed previously in this document,
credentials can be stolen from memory or otherwise taken from a running system. They can be
gathered through social engineering attacks, such as fishing and watering hole attacks, captured
using tools such as keystroke loggers, or intercepted through local area network attacks
manipulation protocols such as LLMNR and SMB. Attacks against Active Directory domainsincluding
Kerberoasting, pass the ticket, overpass the hash, golden tickets, silver tickets, skeleton key attack,
AD replication attacks and more are very common amongst events adversaries. Valid credentials
can even be found in log files or configuration files. Theft of private keys brother certificates used
in access control is also an attractive technique for attackers. Our team will perform many of these
types of attacks in order to test your networks vulnerabilities, as well as your preventive and
detective controls.

DISCOVERY

An important adversary tactic, which is overlooked by many penetration tests, is the need for
attackers to understand the victim environment in order to locate data of interest. Attackers do not
know in advance where valuable assets may be located within your environment, and the actions
they take in order to locate such data is often an important stage of the attack during which network
defenders to detect respond to the malicious activities. Network mapping, account discovery, cloud
service discovery, hunting for files of interest through keyword searches or other mechanisms,
sniffing traffic, analysis of virtual environments, and connecting to remote systems offer many
opportunities for defenders to detect and respond to malicious behavior within a network. All too
often, traditional penetration tests do not perform this critically important tactic, instead simply
obtaining privileged access to a system, marking a system is compromised, and moving on to other
devices. This lack of realistic adversary behavior often leads to an incomplete understanding of
business risk and incomplete testing of defensive controls. Our team will conduct realistic discovery
in order to accurately provide you with an understanding of your network security posture.

LATERAL MOVEMENT

Often viewed as the main battleground between attackers and defenders, the lateral movement
phase of an attack provides defenders with a wealth of opportunities to detect respond to the
adversary. Our team will use a variety of different techniques to achieve lateral movement in order
to test not only your preventive and detective controls but also your susceptibility to a variety of
commonly encountered techniques. Techniques include but are not limited to: reuse of valid
credentials for pass the hash, pass the ticket, and similar attacks. Valid credentials will also be
leveraged for remote access to services such as RDP, ssh, VPNs, network shares, PowerShell, wmic,
etc. In addition to credential reuse, our team employee remote exploitation, abuse of COM objects,
scheduled tasks, file copy services, and other techniques is appropriate to your environment to
provide a realistic assessment of your controls.
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COLLECTION, COMMAND AND CONTROL

Once an adversary has established a presence within your environment, they need to be able to
achieve operational effectiveness. This requires having a mechanism to control remote systems,
collect and collate information within your environment of interest to the adversary, and stage data
for later exfiltration while attempting to avoid detection. Collection of data may include techniques
including use of screen captures, keystroke loggers, hijacking of microphones and cameras
embedded within electronic devices, capturing of network traffic, theft of logical files, and other
techniques.

Command-and-control (C2) is necessary to allow the adversary to interact with and control systems
in your environment, as well as maintain the resources they need outside of your environment to
facilitate the attack. Frequently encountered methods include outbound beacons with varying
connection intervals, web shells for inbound communication, use of proxies and tunneling devices,
custom-designed protocols, abnormal utilization of protocols and ports, utilization of high-traffic
network protocols including HTTP and HTTPS, covert channels, stenography, port knocking,
encryption, and many of the techniques. Our team will utilize realistic C2 channels to attempt to
evade your preventive and detective controls and give you an assessment of their effectiveness.

EXFILTRATION AND IMPACT

Referred to as “Actions on Objectives” in some attack chain models, this is where the attacker is
able to achieve their ultimate objective against your organization. Whether this is exfiltration of
data from your environment, manipulation of data within your environment, or disruptive attacks
against you, the attacker is a variety of techniques that can be used here. Some of these types of
activities or destructive and would therefore need to be simulated only in careful coordination with
your network defenders. Others, such as data exfiltration, can be performed in a controlled manner
to ensure no compromise of the confidentiality, integrity and availability of information during the
testing process. As appropriate to the scope of the engagement, we can work your environment to
test your readiness to respond to destructive attacks such as ransomware, which involve the need
for rapid detection and immediate action immediate action to successfully mitigate their destructive
intent.

This final phase of this attack process is unfortunately were all too many incidents are discovered.
Our team’s goal will be to work with yours to identify not only vulnerabilities within your
environment, but also to identify opportunities for improvement in your preventive and detective
controls to increase your ability to detect adversary behavior, decreased the dwell time of an
attacker, and improve your overall security posture.

WIRELESS SECURITY ASSESSMENT AND PENETRATION TESTING

CT Defense wireless security testing focuses on enumerating and verifying potential attack vectors
and threats to a wireless infrastructure. The wireless security review is compromised of the
following phases:
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WIRELESS ARCHITECTURE REVIEW

We begin the wireless security review with an examination of the wireless architecture and how it
relates to the wired network environment. Major points of interest will be appropriate
segmentation of the two technologies and access controls enforced for various privilege levels.

WIRELESS CONFIGURATION REVIEW

Once we obtain an understanding of the wireless network architecture and how it relates to the
wired network, we will conduct a configuration review of both a wireless client and wireless access
point.

ACCESS POINT DISCOVERY

Firstly, we attempt to identify and document all wireless access points, within the scope of the
assessment, we accomplish this by using powerful Ubiquiti and/or Yellowjacket devices to physically
comb both the interior and exterior of all buildings for wireless signals. The purpose of the discovery
phase is to identify points of exterior signal bleeding, inventory authorized access points, detect
rogue employee access points. We then use this information to create a structured plan for the
wireless security assessment and wireless penetration test.

WIRELESS ATTACKS
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WIRELESS ACCESS CONTROL ATTACKS:

In integrity attacks, the attackers send forged control, data and management frames over the
wireless network to misdirect the wireless devices to perform DOS attack. This can happen through
a range of spectrums such as Data Frame Injections, WEP Injections, Data Replay, Vector Replay
Attacks, Bit-Flipping Attacks, AP Replay Attacks, Radius Replay and Wireless Network Viruses.

WIRELESS INTEGRITY ATTACKS:

Confidentiality attacks attempts to intercept confidential information sent over the wireless

associatlons whedther sent in clear text or encrypted by Wi-Fi protocols. This can be caused through
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Eavesdropping, Session Hijacking, Honey-pot AP, Masquerading, Evil Twin AP, Cracking WEP Key or
Traffic Analysis.

WIRELESS CONFIDENTIALITY ATTACKS:

Wireless Availability Attacks aim to prevent legitimate users from accessing resources in a wireless
network via AP Theft, Beacon Flood, Authentication Flood, TKIP MIC exploitation, De-authenticate
Flood, Routing Attacks ARP Cache Positioning and Power Saving Attacks.

WIRELESS AVAILABILITY ATTACKS:

The objective of Wireless Authentication Attacks is to steal the identity of Wi-Fi clients, their
personal information, login credentials, etc. to gain unauthorized access to network resources which
can happen over a course of time through Application Login Theft, PSK Cracking, Shared Key
Guessing, Domain Login Cracking, Identity Theft, VPN Login Cracking, LEAP Cracking and Password
wSpeculation.

WEB APPLICATION PENETRATION TESTING

During this phase, a security expert from CT Defense will aim to identify additional potential
weaknesses in the identified web/stand-alone applications. Based on the review, our experts will
provide recommendations where required to allow our customers to quickly and cost-effectively
raise the level of security. CT Defense has built a large part of its team that focuses solely on the
dangers of Web applications and their interconnectivity. In order to usefully test the application
from a crystal box point of attack, CT Defense will require minimum of two valid user names and
passwords on any dynamic web applications to allow for thorough testing from every aspect.

The general methodology is outlined below. Some customizations of the methodology may be done,
based on the type of application being tested.

The early stage of that phase includes the understanding of the business logic of the application.
After the business logic has been determined, various tests will be performed to determine the
‘relationship’ between the different scripts that make up the application and identify possible ways
to manipulate the logic of the application, e.g. by bypassing certain scripts that would do necessary
security checks. The security tests to be performed will be based on the OWASP Application Security
Verification Standard, which includes but is not limited to the following areas of testing.

INJECTION

During this phase, CT Defense experts will perform various tests to identify whether there are any
injection flaws, such as SQL, NoSQL, OS, and LDAP injection, occur when untrusted data is sent to
an interpreter as part of a command or query. The attacker's hostile data can trick the interpreter
into executing unintended commands or accessing data without proper authorization.

BROKEN AUTHENTICATION

During this phase, the application functions related to authentication. Application functions related
tqauthentication and session management are often implemented incorrectly, allowing attackers
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to compromise passwords, keys, or session tokens, or to exploit other implementation flaws to
assume other users' identities temporarily or permanently.

SENSITIVE DATA EXPOSURE

Many web applications and APIs do not properly protect sensitive data, such as financial, healthcare,
and PIl. Attackers may steal or modify such weakly protected data to conduct credit card fraud,
identity theft, or other crimes. Sensitive data may be compromised without extra protection, such
as encryption at rest or in transit, and requires special precautions when exchanged with the
browser.

XML EXTERNAL ENTITIES (XXE)

Many older or poorly configured XML processors evaluate external entity references within XML
documents. External entities can be used to disclose internal files using the file URI handler, internal
file shares, internal port scanning, remote code execution, and denial of service attacks.

BROKEN ACCESS CONTROL

Restrictions on what authenticated users are allowed to do are often not properly enforced.
Attackers can exploit these flaws to access unauthorized functionality and/or data, such as access
other users' accounts, view sensitive files, modify other users' data, change access rights, etc.

SECURITY MISCONFIGURATION

During this phase, CT Defense experts will review the secure configuration defined and deployed for
the application, frameworks, application server, web server, database server, and platform. All
these settings should be defined, implemented, and maintained, as many are not shipped with
secure defaults. This includes keeping all software up to date, including all code libraries used by the
application.

CROSS-SITE SCRIPTING (XSS)

XSS flaws occur whenever an application includes untrusted data in a new web page without proper
validation or escaping or updates an existing web page with user-supplied data using a browser API
that can create HTML or JavaScript. XSS allows attackers to execute scripts in the victim's browser
which can hijack user sessions, deface web sites, or redirect the user to malicious sites.

INSECURE DESERIALIZATION

Insecure deserialization often leads to remote code execution. Even if deserialization flaws do not
result in remote code execution, they can be used to perform attacks, including replay attacks,
injection attacks, and privilege escalation attacks.

USING COMPONENTS WITH KNOWN VULNERABILITIES

Components, such as libraries, frameworks, and other software modules, run with the same
privileges as the application. If a vulnerable component is exploited, such an attack can facilitate
serious data loss or server takeover. Applications and APIs using components with known
vulnerabilities may undermine application defenses and enable various attacks and impacts.
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INSUFFICIENT LOGGING & MONITORING

Insufficient logging and monitoring, coupled with missing or ineffective integration with incident
response, allows attackers to further attack systems, maintain persistence, pivot to more systems,
and tamper, extract, or destroy data. Most breach studies show time to detect a breach is over 200
days, typically detected by external parties rather than internal processes or monitoring.

CT Defense Security’s ASA includes, but is not limited to, the identification of the following risks:

Application Profiling and
Information Disclosure

Platform and Third-Party

Misconfiguration

Cookie and Session Handling

= Default Banners

= Unhandled Error
Conditions

= Application Binary
Information Leakage

= Extraneous Content in Web
Backend

= Source Code Disclosure
* Unintended Data Leakage

= Content Expiration and
Cache Control

* Insecure Data Storage
* Account Enumeration

= Backup/Archive Content
Command Injection Flaws

= SQL Injection
XXE, XPath, and XML
Injection

* OS Command Injection

= Server Script
Injection/Upload

» Cross-Site Scripting (XSS)

= Buffer Overflow

Authentication and Authorization

Default Administrative
Credentials

Default Content and Scripts
Web Server Vulnerabilities
Weak SSL Implementation
Flawed Use of
Cryptography

Logic Flaws

Privilege Escalation

Sensitive Information
Disclosure

Data Mining/Inference
Functional Bugs
Application-Specific
Control Failures

Weak Data Validation

Race Conditions

Session Fixation/Hijacking
Set-Cookie Weaknesses

Sensitive Information
Disclosure

Cookie Poisoning

Multiple Simultaneous
Login Allowed

Session Timeout
Explicit/Implicit Logout
Failures

Persistent Sessions

Custom Session
Management

Client-Side Flaws

Exposure of Sensitive
Business

Logic

Reliance on Client-Side
Validation

AJAX/Web Service Flaws

Interprocess
Communication
Weaknesses

Client-side Injection
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Application Profiling and Platform and Third-Party o

Information Disclosure Misconfiguration

» Unauthenticated Sensitive Content

= Poor Separation of Privilege

= Brute-Force Login

» Weak Password, Passcode, or PIN Policy
* Account Lockout/Denial of Service
=SSO Weaknesses

» Security Question Weaknesses

* (lient-side Credential Storage

= Anti-automation Flaws

CT Defense performs extensive manual testing, which comprises a significant majority of the testing
effort. During this portion of the testing, the CT Defense consultant executes the application, and
analyzes the communication, functions, and the data the application sends and receives. The CT
Defense Team tests complex interactions, workflows, and business logic. Additionally, the Team
manually evaluates areas of the application and specific vulnerabilities that automated tools either
have difficulty with or are unable to identify.

LIST OF TOOLS

Below is the list of primary tools that are used during the Penetration Testing phases.

OpenVas Vulnerability Scanner

Burp Professional

Gobuster, Dirbuster, Filibuster directory brute-force tools

Nikto web vulnerability Scanner

THC Hydra brute force tool

Nmap, Nmap NSE

Kali distribution
Below is the list of supporting tools and scripts that may be used depending on a specific scenario
found and employed across testing cycles (non-exhaustive).

Achilles — A tool designed for testing the security of web applications

ActivePerl — PERL for Windows

ADM(ft — An FTP brute-force tool

ADMpop — A POP brute-force tool

ADMsmb — An SMB brute-force tool

ADMsnmp — An SNMP brute-force tool

Airsnort — A wireless LAN (WLAN) tool which recovers encryption keys. AirSnort operates by
passively monitoring transmissions, computing the encryption key when enough packets
have been gathered

—Arirang = A powerful webserver security scanner (according to their own description)
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Borg — A Free disassembler for Win32 PE files

Brutus — An Windows GUI brute-force tool for FTP, telnet, POP3, SMB, HTTP, etc

Burp Proxy - Burp Proxy is an intercepting proxy server for security testing of web applications.

Cain and Abel — GUI password sniffer for Windows

Chntpw — An image of a (Linux) boot disk that allows changing any password on a Windows
NT/2000.

Cisco TFTPServer — A free TFTP Server.

CiscoCFG — Example PERL script that could be used to upload/download config files to/from Cisco
routers using SNMP

CiscoCrack — PERL script that unscrambles Cisco level 7 passwords

ciscosnmpdos — Example script to test SNMP DOS vulnerability in Cisco 10S. Payload taken from
OULU University SNMP test suite. Using this on a vulnerable router will make it reboot. Use
with care!

Cishttpex.pl — Perl script that finds the magic number for the HTTP vulnerability

CmdAsp.asp — An ASP page that allows executing commands on a server

Crack — A password cracker

CrypTool — A Cryptanalysis tool.

cURL - Curl is a tool for transferring files with URL syntax, supporting FTP, FTPS, HTTP, HTTPS,
GOPHER, TELNET, DICT, FILE and LDAP

DCEtest — This little utility dumps MSRPC endpoint information from Windows systems.

DumpEvt — Dump the event log in a format suitable for importing into a database

DumpReg — Dumps the registry, making it easy to find keys and values containing a string

DumpSec — Dumps the permissions (DACLs) and audit settings (SACLs) for the file system,
registry, printers and shares

ELSave — ELSave is a tool to save and/or clear a NT event log

Elza — A family of tools for arbitrary HTTP communication with picky web sites for the purpose of
penetration testing and information gathering

Enum — A tool to enumerate, using null and user sessions, Win32 (NT) information

EPDump — A little tool to dump the contents of the endpoint mapper

Ethereal — Ethereal is a free network protocol analyser for UNIX and Windows.

Ettercap — Ettercap is a multipurpose sniffer/interceptor/logger for switched LAN. It supports
active and passive dissection of many protocols (even ciphered ones) and includes many
features for network and host analysis.

FScan — A command-line port scanner. Supports TCP and UDP

GetAccount — Windows remote user enumerator based on the SID2USER calls

GetPass! — Tools that unscrambles Cisco level 7 passwords

Grinder — Tool that scans a range of IP address to query web servers for a given document

Hackman - Hackman is a freeware hex editor and disassembler

HPing — HPing is a command-line oriented TCP/IP packet assembler/analyser. It supports TCP,
UDP, ICMP and RAW-IP protocols, has a traceroute mode, the ability to send files between a
covered channel, and many other features.

Hyena — Centralised Windows domain management tool. Very useful when auditing 'internal’
networks.

ICMPush — ICMPush is a tool that sends ICMP packets fully customised from command line

_IDA Pro — Demo (IDA Pro 4.21) and freeware version (ida37fw) of the popular (commercial)
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IEHistory — The Internet Explorer History Viewer will parse and print the history of URL's visited
using the Microsoft Internet Explorer version 3.x, 4.x and 5.x.

11IS5-Koei — Graphical exploit for the IIS5 .printer ISAPI buffer overflow.

IISCat — IIS FPSE bug that allows to view ASP script source code

lISCrack — This ISAPI DLL allows you to gain SYSTEM level access to an IS 5.0 system.

lISHack — An exploit for a buffer overflow vulnerability in 11S4

Irpas — Internetwork Routing Protocol Attack Suite

Jill = Exploit for the .PRINTER buffer overflow in [IS5

John The Ripper — A password cracker

Joshua — Perl based war dialer

LOphtcrack — NTLM/Lanman password auditing and recovery application (read - cracker)

LANguard network scanner — Port & vulnerability scanner

Legion — This is a Win32 file share scanner

Lsadump — An application to dump the contents of the LSA secrets on a machine, provided you
are an Administrator

MingSweeper — A network reconnaissance tool capable of performing Ping sweeps, Reverse DNS
sweeps, TCP and UDP port scans, OS identification and application identification

msadc — The famous exploit for th2e RDS vulnerability in 1S4

Msn666 — MSN666 is a simple sniffing program against msn messenger, it intercepts all msn
messages on your network, so you could find who is on the net with msn messenger on and
who talk with whom.

Metasploit — Exploitation framework

Nbtscan — A program for scanning IP networks for NetBIOS name information

NBTStat — This is a small Unix utility that does the equivalent of NT's nbtstat

NetBIOS auditing tool — Performs various security checks on remote servers running NetBIOS file
sharing services

Netcat — The swiss army knife of network tools. A simple utility which reads and writes data
across network connections, using TCP or UDP protocol

netddemsg — Privilege escalation exploit for Windows 2000 (up to and including Service Pack 1)

NetE — Null session enumeration tool.

NetSed — NetSED is small and handful utility designed to alter the contents of packets forwarded
thru your network in real time.

Netstumbler — Wardriving software.

Netu — Bruteforce password tester using WNetAddConnection2() or RAS.

Netviewx — A tool that lists servers in a domain or a workgroup

Nikto — A web server scanner, based on and inspired by Whisker 1.4. Support for proxy, host
authentication, and SSL

Nltest — NLTEST.EXE is a very powerful command-line utility that can be used to test Trust
relationships and the state of Domain Controller replication in a Microsoft Windows NT
Domain.

NMAP - The best known port scanner around.

N-Stealth — A nice graphical CGl scanner. The software comes with a extensive database of over
19,000 vulnerabilities and exploits.

OpenSSL — The OpenSSL Project is a collaborative effort to develop a robust, commercial-grade,

_ full-featured, and Open Source toolkit implementing the Secure Sockets Layer (SSLv2/v3) and
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Transport Layer Security (TLS v1) protocols as well as a full-strength general purpose
cryptography library.

pOf — Passive OS Fingerprinting - A tool that listens on the network and tries to identify the OS
versions from the information in the packets.

Pwdump - Tools that grab the hashes out of the SAM database, to use with a brute-forcer like
LOphtcrack or John

RPCTools — The RPC tools package contains three separate tools for obtaining information from
a system that is running RPC services

Samba — Samba is an Open Source/Free Software suite that provides seamless file and print
services to SMB/CIFS clients

Samba-TNG — Samba-TNG is an Open Source/Free Software suite that implements a dce/rpc*
library

Samdump — Dumping passwords without being an administrator

SamSpade — Graphical tool that allows to perform different network queries - ping, nslookup,
whois, IP block whois, dig, traceroute, finger, SMTP VRFY, web browser keep-alive, DNS sone
transfer, SMTP relay check,etc.

Sara — A security analysis tool based on the SATAN model. It is updated twice a month to address
the latest threats

Satan — Security Administrator Tool for Analysing Networks

ScanDNS — Script that scans a range of IP addresses to find DNS names

ScanSSH — An SSH version scanner

ShoWin - Show information about windows, reveal passwords, etc.

SID2User - SID2User and User2SID are command line interfaces to WIN32 functions,
LookupAccountName and LookupAccountSid

Sing — Send ICMP Nasty Garbage. A little tool that sends ICMP packets fully customised from
command line

Skravel — Windows remote user enumerator based on the SID2USER calls

SMBGrind — Tool to brute-force SMB shares over the network (part of CyberCOP)

SolarWinds — Network Management & Discovery Tools

Sqlat — SQL Auditing Tools

SqlBf — MSSQL server brute force tool

SqlDict — MSSQL server dictionary attacker

SqlExec — A little tool that allows to execute commands on an MSSQL server using the
XP_CMDSHELL stored procedure

SqlPing — SQLPing is a utility for querying SQL Servers (2000+) listening on UDP 1434 to return
detailed information about the instances installed. Note that broadcast addresses may return
multiple results.

SqlPoke — Used to scan a range of IP addresses for SQL Servers and then execute a predefined
script. Could be used to track down SQL Servers in your own organisation and ensure they
stay locked down

SqlTools — Two Unix tools that allow to hack MSSQL servers

SSHWinClient — A full blown Win32 SSH Client implementation

SSLProxy — A tool that allows running non SSL-aware tools/programs over SSL.

Strobe — A command-line port scanner that also performs banner grabbing

_STunnel = Stunnel is a program that allows you to encrypt arbitrary TCP connections inside SSL

waNP&IssAR. pinple TCP port scanner with nice GUI. Also performs banner grabbing.
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Teleportpro — Software that mirrors websites to your hard disk (Evaluation Version)

THC-scan — A nice war dialer

twwwscan — A fast windows based command line WWW Vulnerability scanner

Typhon — Evaluation version of the commercial vulnerability scanner

UCD-Snmp (aka NET-Snmp) — Various tools relating to the Simple Network Management
Protocol including snmpget, snmpwalk and snmpset.

Unix Exploits — Various publicly available exploits

UserDump — Tool that uses RPC mechanisms (LookupAccountSid, LookupAccountName, and
NetUserGetInfo) to enumerate users on NT. Bypasses the RestrictAnonymous registry setting

Vlad — An open-source security scanner that checks for the SANS Top Ten security vulnerabilities

WAST — Microsoft Web Application Stress - A tool for stress testing web servers

Webreaper — Software that mirrors websites to your hard disk (Freeware)

Wellenreiter — Wellenreiter is a GTK/Perl program that makes the discovery and auditing of
802.11b wireless networks much easier. All three major wireless cards (Prism2 , Lucent, and
Cisco) are supported.

Whisker — The most famous CGI scanner

WinDbg - The WinDbg debugger is a powerful, graphical tool that allows you to debug
applications on Microsoft® Windows NT® and Microsoft Windows®.

Windows exploits — Various Windows exploits

WinPcap — Packet capture device drivers for Windows. Most sniffing utilities use these.

WinScan - Tool that scans all systems in a domain and enumerates shares, users, etc.

WPoison — Find any potential SQL-Injection vulnerabilities in dynamic web documents which
deals with databases: php, asp, etc.
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SCOPE OF WORK

SCOPE DESCRIPTION

CT Defense will perform different types of assessments, in different cycles. The type of assessments
will be discussed and agreed upon (as part of the timelines) with the client, before initiating the
engagement.

CT Defense proposes to conduct Security Services divided into phases as described below:
A. EXTERNAL NETWORK SECURITY ASSESSMENT (BLACK-BOX AND GRAY-BOX)

Covers the following:
e Reconnaissance and discover NBM infrastructure.
e Security audit of published web applications.
e Performing exploitation services in safe-mode
e Documentation on how each reported vulnerability can be exploited.
e Provide Black-box testing outcomes in report. Including in the report, the recommended
remediation of each vulnerability found.
e Black Box and Gray Box approaches
e Vulnerability Assessment and Penetration Testing on the external Infrastructure
e [P security testing
e Retesting in the scope of work
e Multiple reports: gray box and Black box, Technical, Retest, Management, Final report

RECONNAISSANCE AND ASSET DISCOVERY

e Discovery of IP addresses belonging to NBM

e Discovery of Domains and Subdomains including CIDR ranges belonging to NBM
e Updating the External IP Scoping Sheet

e Confirm assets with NBM Team and report activities

VULNERABILITY ASSESSMENT AND PENETRATION TESTING FOR EXPOSED ASSETS

e Vulnerability Assessment and Penetration Testing on NBM exposed external facing assets
o Subdomains
o IP addresses
o Domains

e Reporting

APPLICATION SECURITY TESTING FOR BANK'’S IT APPLICATIONS

e Penetration Testing activities, based on OWASP methodology, NIST, and PTES approach,
cover the level of security required for the banking industry — ASVS checks included, for the
following:

o Authenticated and Unauthenticated testing
WV;W'inl%ee r(zj‘)trc'g}'nrgdreaI-t|me, on High-severity alerts/findings, final reports — for eachl application
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e Re-testing in the scope of work

B. INTERNAL NETWORK SECURITY ASSESSMENT (BLACK-BOX AND GRAY-BOX)

Covers the following:
e Black Box and Gray Box approaches
e Reconnaissance and Discover NBM infrastructure
e Security audit of internal web applications.
e Performing exploitation services in safe-mode
e Active Directory assessment
e Scenario-based assessments
e Testing from different networks
e WIFI Security Assessment
e Network-specific testing based on PTES methodology and NIST framework
e Retesting in the scope of work
e Multiple reports: gray box and Black box, Technical, Retest, Management, Final report

PENETRATION TESTING FOR THE INTERNAL NETWORK INFRASTRUCTURE

e Vulnerability Assessment and Penetration Testing on NBM for the Internal Infrastructure
o Segmentation testing
o Scenario-based assessments
o Testing from different networks
o Network-specific testing based on PTES methodology and NIST framework
e Retesting in the scope of work
e Reporting

C. INTERBANK NETWORK SECURITY ASSESSMENT

Covers the following:
e Infrastructure Security Assessment
e Interbank Application Security Assessment
e SAPI Security Assessment

OUT OF SCOPE

Social Engineering
Mobile Application Security Testing
Source Code and Configuration Reviews
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GOVERNANCE AND COMMUNICATION MODEL

While conducting this assessment, the National Bank of Moldova team will be part of the project
team and is the technical lead when assessing the infrastructure. The details of the governance
model and method of communication is to be discussed and defined in the kick-off meeting.

PROJECT TIMELINE

The final schedule will be agreed upon during the project initiation. During the execution phase, the
project plan might be adjusted to adapt the situation and respond to identified issues. At this stage,
it is not possible to build a detailed project plan since the actual duration will depend on test
readiness on the National Bank of Moldova side.

RESOURCE MOBILIZATION

CT Defense offers services to be mobilized within @ minimum period of 10-15 business days from
official commencement. However, maintaining continuous communication between the teams and
early information sharing about plans for individual components can significantly reduce the lead
time for the resource’s availability.

ASSUMPTIONS AND EXCLUSIONS

All prerequisites will be defined by CT Defense before starting the assessment. National Bank of
Moldova will be responsible for fulfilling all prerequisites according to the defined schedule.
Any documents, network diagrams, configuration files, user accounts, etc. have to be provided
before the start of the tasks where these documents/information are needed. CT Defense will

provide a secure way of exchanging sensitive information.

CT Defense will provide remediation and/or recommendations but will not be responsible for
fixing/mitigating gaps and vulnerabilities.

Appropriate backups of applications, databases, etc. should be taken by National Bank of Moldova
before the start of the penetration tests.

Each activity included within the proposal will be time-based and whenever is needed, the security
team from CT Defense side together with the National Bank of Moldova's team will prioritize
the assets and testing scenarios to get the best possible output.

The list of IPs in the scope of the tests must be approved by National Bank of Moldova In the
case of network segments, list of excluded IPs must be provided by National Bank of Moldova
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