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I. ANEXE

1.1. Informatie generala

INFO-TRUST CONSULTING
COMPANY PROFILE

SC Info-Trust Consulting SRL
MD 2038, Chisinau, str. I. Creanga, 5/4, of. 66
Tel. +373 69801181, www.infotrust.md

q InfoTrust

PROFILE

O Founded in 2010

ICT Transformation

<

Analysis of current ICT state (ICT
architecture, processes, people)
Development of corporate ICT
architecture, project portfolio and
migration plan

Preparation of documentation
package for selection of ICT solutions
Selection of vendors and negotiation
of contracts and SLA

Project Management and Quality
Assurance for ICT projects

0 Devoted to providing management
consultancy services in ICT

<

0 Independent from vendors of ICT
solutions (soft and hard)

<

.

O Internationally recognized professional
certifications

.

0 Over 40 customers

0O Outstanding reputation, confirmed by
customers’ feedback

Information Security

<

Implementation of Information
Security Management System (ISO
27001)

ICT risk assessment
Implementation of PCI DSS
Implementation of personal data
protection programs

Security pentesting and ethical
hacking

Professional training in domain

0 The longest-running business in ICT
consultancy in Moldova

S

<

.

.

.

SERVICES AND EXPERTISE

ICT Governance

“

Development of ICT strategy aligned
with business strategy
Implementation of internal framework
for corporate ICT governance
(organizational structures, roles,
functions, practices)

Evaluation of ICT performance in
compliance with business needs
Implementation of KPI for ICT
governance

“

«

“

Business Continuity

“

Implementation of business continuity
best practices

Impact analysis of interruptions

ICT continuity risk analysis
Development of business continuity
plans

Professional training in domain

AN

“

ICT Services and Operations

+ Implementation of ICT operational
model, based on best practices (ISO
27000, ITIL 2011)

Implementation of key ICT processes
for design, implementation and
operation of ICT services

Drafting and negotiation of SLA with
service providers

+ ICT services performance evaluation
Evaluation of capabilities of a service
provider to perform at agreed levels

.

.

.

ICT Audit

v ICT performance audit (e.g. ICT
processes, ICT projects, applications,
ICT infrastructure)

ICT audit externalization

ICT security audit

Internal ICT audit {(undertaking
internal ICT audit function)
Professional training in domain

AR RN

“

INFO-TRUST CONSULTING
COMPANY PROFILE

L ¥/ InfoTrust

PORTFOLIO

O 100+ successfully completed projects
O 50+ audit and ICT assurance projects ‘3""‘ "°",A'
O 20+ information security, IT risk assessment and security testing projects ClSM ClSA 5 i CRISC
O 10 system’s specification development and tendering documentation package %
preparation projects
O 7 complex enterprise ICT transformation projects s
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THIS IS TO ACKNOWLEDGE THAT

Alexandr Plesca

OFFENSIVE
7

IS CERTIFIED AS AN

OSCP

(Offensive Security Certified Professional)

AND SUCCESSFULLY COMPLETED ALL REQUIREMENTS AND
CRITERIA FOR SAID CERTIFICATION THROUGH EXAMINATION
ADMINISTERED BY OFFENSIVE SECURITY.

THIS CERTIFICATION WAS EARNED ON

February 27, 2022

.....

Security: Submit a request — Offensive Security Support Portal (offensive-security.com). Este necesara
comunicarea urmatoarelor identificatoare:

- ldentificatorul certificarii OSCP: 0S-101-49547

- ldentificatorul membrului offensive security: 0S-91103
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The (ISC)? Board of Directors hereby awards

Alexandr Plesca

the credential of

Certified Information Systems Security Professional

having met all of the certification requirements, which include the professional experience prerequisite,
adoption of the (ISC)? Code of Ethics, and successful performance on the required competency
examination, subject to recertification every three years, this individual is entitled to all of the
rights and privileges associated with this designation, as defined in the (ISC)? Bylaws.

741806
Certification Number

d“ﬁ" Mo diRo-

pennifer Minella - Chairperson

—Lucky Tudn

Zachary Tudor - Secretary
Printed On: 9/23/2019

(Ne}

Verify Member is in good standing at:www.isc2.org/verify

Notd: Pentru verificare poate fi utilizat urmdtorul link: (ISC)? Member Certification Verification (isc2.org)

Oct 1, 2019 - Sep 30, 2022

Certification Cycle

Certified Since: 2019
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CISA

( : - RS

+ Certified Information &I~/

CISA Systems Auditor Y Ui
—

CERTIFIED INFORMATION SYSTEMS AUDITOR

ISACA hereby certifies that
Alexandr Plesca

has successfull

Il requirements and is qualified as a Certified Information Systerns Auditor;

In witness w

ve subscribed our signatures to this certificate

D

Requirements include site professional e : ad

Ethics and tt ) professional education policy; and

11 April 2016
31 January 2020 L\ N 2 (

16129812

Certificate Numibie

Nota: Certificarile ISACA sunt reinnoite anual. Validitatea la moment a certificdrii profesionale poate fi

verificatd online, pe pagina web oficiald a ISACA, precum urmeazd:

Web: Verify a Certification | ISACA

- Certification type: CISA
- Certification Number: 16129812
- Last Name: PLESCA
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ITIL-I

PEOPLECERT @ AXELOS

GLOBAL BEST PRACTICE

This is to certify that

Alexandr Plesca

Has achieved the

ITIL® Intermediate Certificate
in IT Operational Support and

Analysis
Effective from 23 Apr 2016 Expiry date N/A
Certificate number  GR757019579AP Candidate number 9980050091329837
Peter Hepworth, CEO, AXELOS Panorea Theleriti, Certification Qualifier
PEOPLECERT Group

Printed on 29 Apri 2016

This certificate remains the property of the issuing Examination Instinste and shall be returmed immediately upon request,
QML QRESLIA @ PRINCE QP%,CQ Qvse @QMoR @FP3M3 QPO QMR @ Mov'

AXELOS the AXELOS b‘ﬁw wit] 1060, STIL PRINCER, MSP M.y R P3M3; P30, MoP and MoV ar rogistered
trace muks of AXELOS Limited PklﬂCEz Agile and RESILIA are trade mams ot AXELOS Lirutes
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TOGAF

THEOpeﬂGROUP

TOGAF® 9 Certified

TM™

Thus 1s to certify that

Alexandr Plesca

has successfully met the requirements of the TOGAF 9
Certification for People program at the TOGAF 9 Certified level.

Date registered: 22 July 2014
Registration Number: 86830

Moen Brom

Allen Brown, President and CEQ, The Open Group

TOGAF and The Open Group cerfification logo are trademarks of The Open Group. The certification logo
may only be used on or in connection with those products, persons, or organizations that have been
ceriified under this program. The cerification register may be viewed at

hitp:/fwww opengroup.orgftogaf@/cert/register_himi

@ Copynight 2014 The Open Group. All rights reserved.
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PRINCE2

O AXELOS

GLOBAL BEST PRACTICE

QUL
Q\PRINCES
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QIMoR

[(g {clVicy

QrFs0
G‘-‘( Mok

This is to certify that
Alexandr Plesca

Has achieved the

PRINCE2® Foundation Certificate
in Project Management

Effective from
9 April 2014

Registration number
5023888.20264394

drs. Bernd W.E. Taselaar
Chief Executive Officer

EXIN
mmmm«mmmm

=IN

TR, PRINCEZ, NP, N_e. R, PING, P30, uuumwmmdmm
mummuum-ﬁu’m-‘-mamw Sghn

B A S A R e N WP St R A N V2 ~.-_v-:.;-;.;,.‘ =
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1.2. Documente oficiale
Copii ale documentelor oficiale.

REPUBLICA MOLDOVA

CEBTIFIGART
BE INBEGISTRARE

Societatea cu Rispundere Limitati "INFO-TRUST CONSULTING"
— ESTE INREGISTRATA LA CAMERA INREGISTRARH DE STAT

Numarul de /dent/ficare de stat - codul fiscal
10600020086

10.06.2010

Data inregistrarii

17.08.2011

Data eliberarii

Bobeica Ion, registrator

'Fuhic}i;flrl;ﬁ‘sl‘e:v;;ieﬁnuﬁlélé persoanei
care a eliberat certificatul

MD 0112605

S ‘4 i z—,’
dgv ﬂd QV mﬂ 00 ﬂ VB% dﬁf

“’
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Informatie in timp real din Registrul de Stat in Intreprinderilor: https://servicii.fisc.md/contribuabil.aspx

AGENTIA SERVICII PUBLICE

Departamentul inregistrare si licentiere a unitatilor de drept

EXTRAS

din Registrul de stat al persoanclor juridice
Nr. 485696 data 06.01.2022

Denumirea completa: Societatea cu Raspundere Limitata "INFO-TRUST CONSULTING"
Denumirea prescurtata: ""INFO-TRUST CONSULTING" S.R.L.

Forma juridica de organizare: Societate cu raspundere limitata,

Numarul de identificare de stat si codul fiscal (IDNO): 1010600020086

Data inregistrarii de stat: 10.06.2010

Modul de constituire: nou creata.

Sediul: MD-2064, str. lon Creanga, 5/4, ap. 66, mun. Chisinau, Republica Moldova.
Obiectul principal de activitate:

1. Constructiile de cladiri si (sau) constructii ingineresti, instalatii si retele tehnico-edilitare,
reconstructiile, consolidarile, restaurarile

2. Consultatii in domeniul sistemelor de calcul

3. Realizarea de programe si consultanta in domeniul dat

4. Prelucrarea datelor

5. Activitati legate de bancile de date

6. intre(inerea si repararea masinilor de birou si a tehnicii de calcul

7. Alte activitati legate de tehnica de calcul

8. Activititi de posta electronica

9. Comertul cu ridicata al calculatoarelor,echipamentelor periferice si software-ului

10. Alte tipuri de comert cu amanuntul neefectuat prin magazine

Capitalul social: 5400 lei.
Administrator: PLESCA ALEXANDR, IDNP 2005002006337,

Asociatii:

1. PRISACARU MARIN. IDNP 2000002149835. cota 5400 lei. ce constituie 100%
Beneficiar efectiv:

1.1. PRISACARU MARIN. IDNP 2000002149835

Pruu]tu! extras este ellbcral in lunelul art. s-l al lggn nr. 22() \Vl dm ]9 ouombnc 70(J7

Registrator

Date cu caracter personal. Operator: LP. _Agentia Servicii Publice™. 10 0000039
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v v 2 v

SERVICIUL FISCAL DE STAT

FOCYOAPCTBEHHASA HAJNOIMOBAS CIY>KBA

LERTIHIGAT

Aprobat de catre Inspectoratul Fiscal Principal de Stat

prin ordinul nr. 04 din 06.01.2004
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0307025 )
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SC Info-Trust Consulting SRL

MD 2038, Chisinau, str. I. Creanga, 5/4, of. 66
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1.3. Portofoliu de proiecte similare relevante

1D Project name Beneficiary Activities and key results
A B C F
1 Penetration Testing | BC ProCreditBank | v External testing of Internet-Banking and Mobile-Banking System
for Internet-Banking SA
and Mobile-Banking
2. Penetration testing | BC Mobiasbanca | v*  External testing of Internet-Banking and Mobile-Banking System
for Internet-Banking — OTP Group
and Mobile-Banking
3. Security BCFinComBank | v'  Security penetration testing of the Mobile- system;
penetration testing SA
of Mobile-Banking
4. Servicii de audit TI | BCProCreditBank | v*  External IT audit for ProBanking and Mobile Banking (with security tests)
pentru ProBanking SA
si Mobile Banking
5. Servicii de | BCProCreditBank | v* External testing of Mobile-Banking system;
pentesting pentru SA
Mobile-Banking
6. Penetration Testing | BC Mobiasbanca | v/ Security penetration testing of the eBanking and Mobile-Banking system;
of Mobile Banking — OTP Group
and Internet
Banking
7. Servicii de testare a | Banca Nationald a | Complex Penetration Testing exercise.
securitdtii Moldovei v’ Security testing of Web Applications, Network Infrastructure (exposed to Internet and
?iStemUI‘fi InterBank Network);
informativ BNM v' Wi-Fi security testing.
8. Security BC Mobiasbanca | v*  Security penetration testing of the eBanking system;
penetration testing — OTP Group
for eBanking
9. Security BC FinComBank | v/ Security penetration testing of the eBanking system;
penetration testing | SA
for eBanking
10. Consulting services | BC FinComBank v" Develop and support implementation of ICT risk management policies, methodologies
for ICT risk | SA and procedures;
optimization v" Develop security standards and baseline security requirements for IT systems and
processes (including, but not limited software development, change management,
system acquisition, etc.);
v" Develop and support implementation of standard operation procedures for IT
(including, but not limited to software development, user acceptance testing, version
management, architecture management, etc.);
v" Provide support with ICT risk assessment for critical IT systems;
v" Develop systems technical specifications, prepare tendering documentation and
support with proposals evaluation;
11. Key information | Ministry of v' Develop MIA’s Integrated Information System Concept;
systems  concept | Internal Affairs v' Perform current state assessment for the 4 of the MIA’s key Information Systems;
development and | (UNDP financed) v" Develop technical concepts for the 4 of the MIA’s key Information Systems;
ICT transformation v" Update curr.ent ICT Archi'Fecture Document;
v" Develop desired ICT Architecture Document;
plan update . . . S .
v' Develop ICT architecture principles (data architecture, application architecture,
technology architecture);
v" Develop standard non-functional specifications for MIA’s Information Systems;
v" Develop MIA’s ICT Transformation Plan;
12. | Internal IT Audit of | BC Victoriabank v" Perform business applications audits (software quality review, security testing,
the Bank SA operational and service model review);
v" Perform IT infrastructure audits (security review, operational model review);
v" Perform IT projects audits (requirements review, project management);
v" Manage audit findings register, follow-up on previous audit findings and ensure

CONFIDENTIAL
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proper remediation;
13. | Security BC ProCreditBank | v/ Security penetration testing of the eBanking system;
penetration testing v' Security audit of the corporate network;
for eBanking and
network  security
audit
14. | Security FinComBank SA v' Security penetration testing of the eBanking system;
penetration testing
for eBanking
15. Consulting services BC Moldova v" Develop and support implementation of ICT risk management policies, methodologies
for ICT risk Agroindbank SA and procedures;
optimization v" Perform ICT risk analysis for critical IT Systems of the Bank (business applications, IT
infrastructure, new system implementation);
v' Provide support with business continuity and IT disaster recovery testing;
16. | Internal IT Audit of | FinComBank SA v" Perform business applications audits (software quality review, security testing,
the Bank operational and service model review);
v" Perform IT infrastructure audits (security review, operational model review);
v" Perform IT projects audits (requirements review, project management);
v' Manage audit findings register, follow-up on previous audit findings and ensure
proper remediation;
17. | Primary Health Care | Ministry of Health | v Software quality testing for compliance with functional specifications;
Information (World Bank v Software security testing for compliance with non-functional specifications;
Systems financed) v Quality review for project management applied procedures and project management
Imp.lementation deliverables;
Review (SIA AMP) v" Problems and issues with system functioning and operation investigation and
analysis;
v" Information system operational and service model review;
18. eParliament The Parliamentof | v* Define and validate business vision related to eParliament development and
specifications Moldova, implementation;
development and Republic of v" Identify business processes, define ePaliament scope and perform business analysis;
tendering v" Develop current ICT Architecture Document;
documents. v" Develop desired ICT Architecture with eParliament system part of;
v" Develop ICT Transformation Plan for the Parliament;
v' Develop technical specification for eParliament system (functional and non-functional
requirements);
v" Develop implementation and post-implementation services requirements;
v" Develop tendering documentation for eParliament;
19. Maintenance of | Central Electoral v" Information Security Management System annual review;
Information Commission v" Information security management framework adjustment;
Security v' Adjustment of key SMSI processes;
Management v' Adjustment of internal normative documents, politics, procedures, instructions, risk
System analysis plans, etc.;
v' Personnel training and implementation of ISMS processes;
v'  Investigation of security incident;
20. | Internal IT Audit of | BC <demo> SA v' Perform business applications audits (software quality review, security testing,
the Bank operational and service model review);
v' Perform IT infrastructure audits (security review, operational model review);
v' Perform IT projects audits (requirements review, project management);
v' Manage audit findings register, follow-up on previous audit findings and ensure
proper remediation;
21. ICT Transformation | Ministry of | ¥ Current ICT architecture inventory;
for MIA Internal Affairs v' Current ICT state evaluation;
v" Future ICT architecture development;
v" Definition of project portfolio for transition from current state to future state;
v"ICT Transformation Plan development;
22. | Security audit of | 1S CADASTRU v' Security audit of corporate network;
corporate network v' External penetration testing of informational resources of the enterprise;
v' Evaluation and estimation of information security risks for corporate network;
v' Elaboration of Risk treatment plan for corporate network security.

CONFIDENTIAL
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23. Low enforcement | Minister of | v/ Current ICT architecture state inventory;
agencies ICT | Internal  Affairs, | v Current ICT domain state evaluation;
transformation Office of the | v/ Future ICT architecture design;
Prosecutor v" Definition of project portfolio for transition from current state to future state;
General, National | v ICT Transformation Plan development;
Anticorruption
Center, Minister
of Justice,
Customs Service
24, Project SARED Nord-Vest | v*  Project management for implementation of eCore solution, including: maintaining
Management and project plan, maintaining stage plan, risk management, implementation of
Quality Assurance communication plan, activity supervision, progress reporting and monitoring,
exception escalation;

v" Quality assurance for project deliverables, inclusively: development of quality
assurance plan, development of testing plan, development of test cases, organization
of testing process, participation at testing, validation of implementation and
migration plan, validation of training plan, validation of launching to production,
organization of acceptance testing;

25. Transform BNM National Bank of | v*  Current ICT architecture inventory;
Moldova v" Current ICT architecture analysis;

v" Future ICT architecture design;

v" Elaboration of transformation plan to future ICT architecture;

v" Contribution to RFP for new applicative systems.

26. Implementation of | Central Electoral | v/  Current information security state analysis;
Information Commission v' Definition of an action plan for implementation of ISMS in conformance with 1SO
Security 27001;
Management v Definition of information security management framework;
System 27001 v Definition of key ISMS processes;

v" Development of internal normative documents, politics, procedures, instruction, risk
analysis plans, etc.;

v' Personnel training and implementation of ISMS processes;

27. Implementation of | BC v" Analysis of current state of information security risk management;
security risk | MoldindConBank | v* Development of an information security management framework;
management SA v" Elaboration of procedures for analysis and evaluation of security risks;
process v' Performing 3 missions of risk analysis and evaluation;
v' Personnel training.
28. Elaboration of | SARED Nord-Vest | v'  Analysis of key business processes and elaboration of process map;
request for proposal v" Definition of functional specifications related to business processes;
for core business v" Analysis of current ICT architecture;
applicative system v" Elaboration of a request for proposal for new applicative system;
v' Support on evaluation of proposals and supplier contracting;
29. Implementation of | Center of Special | v Analysis of current state of information security;
Information Telecommunicati v" Definition of an action plan for implementation of ISMS in compliance with ISO 27001;
Security ons v" Definition of information security management framework;
Management v" Definition of key ISMS processes;
System 27001 v" Elaboration of internal normative documents, politics, procedures, instructions, risk
analysis plans, etc.;
v" Personnel training and implementation of ISMS processes;
30. Security audit of | BC Mobiasbanca— | v/ Performing security audit of eBanking system;
internet-banking Groupe Societe | v/ Offering improvement recommendations for system security and offering support on
system Generale their implementation;

v" Performing follow-up audit;

v' Presentation of an audit report, follow-up audit report and final audit opinion;

31 Implementation of | BC v" Analysis of current state of business continuity management;
Business Continuity | MoldindConBank v" Definition of an action plan for SMCA implementation;
Management SA v" Implementation of business continuity management framework;
System v" Analysis of impact in time for critical processes and continuity risk analysis;

CONFIDENTIAL
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Q

Elaboration of Business Continuity Plan and of specific restoration plans (inclusively
IT);

Personnel training in the domain of business continuity;

Elaboration of programs for testing business continuity plans;

32.

Internal IT audit in
the Bank

Banca Comerciala
Romana Chisinau

ASANENENANEN

Information Security Management System audit (4 missions);
Security audit of applicative systems (8 missions);
Technology architecture components audit (5 mission);
Support on implementation of audit recommendations;
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1.4. Scrisori de recomandare

United Mations Development Programme
Programul Natiunilor Unite pentru Dezvoltare

D] P]

Ermposvaned s
Resilient notions.

20 November 2012
20.11.2019/M1A-01

Letter of confirmation
Referring: Professional ICT consuiting services provided by InfoTrust Consuiting

This is to confirm that UNDP Meoldova contracted InfoTrust Consulting in March 2018 to provide IT
consulting services to Ministry of Internal Affairs from Moldova (MIA). The purpose of the services was the
“Assessment of the ICT performance and capacity of four MIA/IT Systems and drafting of concepts for the
Eey MIA Information Systems”. Key activities and project deliverables provided by InfoTrust Consulting
WETE:

+« MIA’s ICT Transformation progress assessment;
= Report of progress for MIA's ICT transformation plan implementation;
= MIA's ICT architecture document, updated based on changes to MIA's IT environment;
*  Current state assessment for MIA's key information systems:
o Assessment report for the following information systems:
*  Criminal Records Information System (SI1A RICC);
"  Road Accidents Information System (SIA RAR);
*  Contravention Acts Records Information System (S1A RCPP);
" MIA's Interoperability Platform;
o Information systems reengineering strategies for the above-mentioned information
systems;
« MIA's key information systems concept development for the above-mentioned information
systems. The concepts were based on validated with MIA's reengineering strategies.
*  MIA's ICT Transformation Plan update. The ICT Transformation approach has been coordinated and
validated by the E-Government Agency.
The consulting project started in March 2018 and ended in December 2018, Overall project team included
about 15 people from MIA, UNDP and InfoTrust. Many other MIA's key personnel had to be involved.
Though there‘re were minor delays during the project, we appreciate the overall project being well
managed. The InfoTrust did a great job with getting key staff from MIA involved. The project provided
actionable outputs for MIA and met both MIA and UNDP expectations.

Yours sincerel AR
Y [

L
Viorel Albu | "'-,'..'rirf.w -
Project Manager ./ o
Strengthening Capacities of the MIA, UNDP
Maoldova

Tel. (+373) 691 82848

viorelalbu@undp.org

UNDF Maoldova - 137, 31 August 1989 Str., MD-2012, Chisinaw, Moldova
Tel: {+ 373 23) 2200 45 - Fax: (+373 22) 220041 « Email: registry. md@undp.org « www.md.undpaorg
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& mobiasbanca

olp group

CELOR INTERESATI!

SCRISOARE DE RECOMANDARE

Referitor: servicii de testare de securitote prestote de 5C Info-Trust Consulting SRL

BC "Mobiasbanci — OTP Group® 5.A. a contractat in anul 2019 SC InfoTrust Consulting SRL pentru
efectuarea testiril 1a securitate a uneia din aplicatiile eBanking ale Bandii. Selectarea 5C InfoTrust
Consulting a fost efectuatd in bazi de concurs public. Responsabilitatile InfoTrust in cadrul proiectului,
au fost:

¥ Efectuarea testelor de penetrare externd pentru sistemul eBanking;
¥ Efectuarea testelor de penetrare internd, pentru interfetele aplicative asociate sistemului

eBanking;

Echipa InfoTrust a utilizat suite de soft specializat pentru identificarea wulnerabilitatilor comune de
genul OWASP Top 10, De asemenea, a executat activitati de testare manuald, cu scenarii de penetrare
avansatd. Buna comunicare intre echipa InfoTrust 5i echipa Bincii a permis executarea testarii fard
impact advers asuma mediului de productie, Raportul §i livrabilele prezentate de InfoTrust ne-au
furnizat suficiente detalii cu privire la activititile desfasurate 5i rezultatele obfinute. Acest fapt confera
credibilitatea exercitiului 31 a permis validarea proiectului, Recomanddm 5C Info-Trust Consulting
pentru senvicii similare.

Mihail lovu
€00 — Director Divizle Suport 5i Operatiuni
BC "Mobiashanci — OTP Group” 5.A,

Ex. van Rosca
Tel, +373 22 812 327

Mehiasbanca - OTE Groug 5.A. « Capitak Socisl: 100000 000 MOL = Humds d inFegislrane de stat—1
b, Shefan ol Mare 5i Sfict 814 « MO-2002 Chigindu, Mobdova = betefon: +370 13 156 456 = e-mail: into
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MAIB

Moldova Agroindbank
CELOR INTERESAT!

SCRISOARE DE RECOMANDARE

Referitor la servicii de consultanta prestate de SC Info-Trust Consulting SRL

BC ,Moldova-Agroindbank™ S.A, este cea mai mare banca licentiata din R. Moldova, cu o refea de
peste 60 de filiale. Banca gi-a reconfirmat pozitia i statutul de cea mai mare §i performanta banca
din Republica Moldova, fiind inclusil recent in clasamentul 2017 “TOP 100 SEE” c¢laborat anual de
ciitre agentia financiard internationala SEE News.

BC , Moldova-Agroindbank™ S.A. implementeazi $i aplicd standardele internationale si cele mai
bune practici in domeniul managementului riscurilor corporative. Tehnologia informatiei si
comunicatiilor detine un rol strategic pentru afacerea Bancii. Politica Bancii este de a balansa optim
beneficiile TIC si riscurile aferente TIC. In acest scop, Banca imbunatiteste continuu practicile sale
pentru gestiunea riscurilor TIC. Un asemenea exercitiu s-a desfasurat i pe parcursul anului 2017,

SC Info-Trust Consulting a fost consultantul selectat de Banca pentru revizuirea si optimizarea
practicilor de management al riscurilor TIC in cadrul Béncii. Proiectul de consultanta s-a desfisurat
in perioada ianuarie — august 2017 si a avut obiectivul de a imbunatii capabilitasile Biincii pentru
constientizarea §i gestiunea riscurilor aferente resurselor informationale. Activititile cheie
desfasurate au fost;

v" Analiza cadrului institutional §i a practicilor curente pentru managementul riscurilor TIC,
identificarea oportunitagilor de imbunatagire;
¥ Ajustarea reglementarilor, practicilor i metodologiilor aplicate la managementul riscurilor
TIC;
v Efcctuarca mai multor analize la riscuri pentru sistemele TIC ale Bancii. in cadrul acestora,
a fost confirmatd elicacilatea imbunatatirilor implementate si asigurat transferul de
cunostinfe catre echipa Béncii;
Proiectul de consultanta a furnizat beneficii importante pentru Bancd. Practicile imbunatatite pentru
managementul riscurilor TIC sustin dezvoltarea sustenabild pentru TIC gi alinierea TIC la strategia

business. A crescut nivelul de sigurantd privind buna functionare a sistemelor TIC analizate la
riscuri. S-a imbunatitit comunicarea si colaborarea intre subdiviziunile Bancii implicate in proces.

in contextul bunelor rezultate obfinute, Banca este satisfiicutd de prestafia Info-Trust Consulting.
Echipa de consultanti a demonstrat buna expertizi profesionald pentru tehnologiile implementate in
Banca si pentru riscurile aferente acestora. Remarcabile au fost gi abilitajile de comunicare in cadrul
proiectului, Recomandam SC Info-Trust Consulting pentru servicii similare.

Marcel TELEUCA,
Vicepresedinte al Comitetului de Conducere
al BC "Moldova-Agroindbank™ S.A.

C MO
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Ministerul Economiei al Republicii Moldova Munucrepcrao 3roHommuky PecnySankn Mongosa
SA "RETELELE ELECTRICE DE DISTRIBUTIE NORD-VEST" AO "RETELELE ELECTRICE DE DISTRIBUTIE NORD-VEST"
5102 Republica Moldova, or Dondugen, str. / NS 5102 PecnyGinuia Monaosa, r. Alowaywens,
Stefan cel Mare, 30. C.f. 1003604006110, ‘ ya. Wredas ven Mape, 30, @.x, 1003604006110,
Contul nr, 2224027001, MOLDMD2x327 Cuer Ne 2224027001, MOLDMD2x327
BC “Moldindconbank” SA fil.Dondugeni BC “Moldindconbank” SA fil. Dondusen|
Tel.: 373 (251) 2-23-06 Fax: 4373 (251) 2-42-79 Ten: +373 (251) 2-23-06 ®axc: +373 (251) 2-42-79
www.rednv.md ; email: anticamera@rednv.md www.rednv.md ; email: anticamera@rednv.md

Catre orcine poate fi interesat

Scrisoare de referinta

RED Nord-Vest SA este societatea de distributie si desfacere a energiei electrice populatiei si agentilor
economici in zona de nord-vest a Republicii Moldova. Organizatia detine 6 subdiviziuni teritoriale si peste
8000 de salariati. Furnizeazd energie electrici catre 173 mii consumatori casnici si citre 5500 agenti
economici.

in anul 2013 RED Nord-Vest SA a initiat un proiect important de implementare a unui nou sistem aplicativ
pentru sustinerea activitatilor de baza ale Organizatiei. Obiectivele urmdrite de RED Nord-Vest au fost de a
imbundtdti performanta operationald prin unificarea proceselor, reducerea rolului factorului uman,
asigurarea transparenfei si controlului asupra proceselor si informatiei RED Nord-Vest. in scopul
implementdrii proiectului, RED Nord-Vest a selectat un furnizor de solutie aplicativd, care a efectuat
dezvoltarea si implementarea solutiei. La moment, solutia este implementatd pilot in una din filialele
Organizatiel,

RED Nord-Vest SA a selectat SC Info-Trust Consulting in calitate de Consultant pentru implementarea acestui
proiect in cadrul Organizatiei. La o prima etapd, InfoTrust a fost contractats pentru analiza de business si a
mediului TIC, in scopul elabordrii caietului de sarcini aferente noului sistem aplicativ eCore. Ulterior,
InfoTrust a fost contractatd in scopul efectudrii managementulul proiectului si asigurdrii calitdtii
implementdrii solutiei eCore de catre furnizorul de solutie selectat de RED Nord-Vest,

Ambele angajamente asumate de InfoTrust au fost executate la nivelul asteptarilor RED Nord-Vest. Caietul
de sarcini elaborat a fost aliniat la necesitdtile Organizatiei, a permis selectarea celei mai bune oferte intr-o
maniera transparenta si a protejat interesele RED Nord-Vest la implementarea solutiei. Expertii InfoTrust au
ardtat bune abilitati profesionale la managementul proiectului de implementare eCore, gestionand adecvat
riscurile si schimbarile ivite.

Consideram echipa InfoTrust calificatd pentru proiecte similare.

Daniel Chivriga
Director tehnic .
5 2
RED Nord-Vest SA o) rETELAE X ?:.
J2/f ELECTRICE DE '\

Tel: +373 68152223 { “DISTRIBUTIE |
Email: daniel.chivriga@rednv.md \ v A

WEB: www.rednv.md

© Red Nord Vest SA 2016
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ETEXIMBANK b o o 0w

CRUFPO VENETO BANCA
117 -11- 08

08 Noiembrie, 2017

SCRISOARE DE RECOMANDARE

Celor interesati in serviciile SC Info-Trust Consulting SRL

BC ,EXIMBANK — Gruppo Veneto Banca™ SA a externalizat functia de audit intern TI catre SC
"Info-Trust Consulting” SRL incepand cu anul 2015. Modelul de externalizare a presupus
integrarea echipei InfoTrust in echipa de audit intern a Bancii. Atributiile InfoTrust au inclus setul
complet de atributii specifice functiei de audit intemn T1. Parte a atributiilor sale, InfoTrust a efectuat
pentru Banca:

= Planificarea bazata pe riscuri a activitatii de audit intern T1;

= Desfasurarea misiunilor de audit Tl conform planului de audit aprobat de Consiliul de
Administratie al Bancii;

* Monitorizarea implementarii recomandarilor de audit intern TI.

Misiunile de audit Tl efectuate de InfoTrust au inclus aplicati business ale Bancii, platforma
tehnologica a Bancii si reteaua corporativa, practicile implementate in cadrul Bancii pentru
gestiunea Tl si riscurilor de securitate Tl.

Externalizarea functiei de audit intern Tl catre InfoTrust Consulting a produs efectele si beneficiile
scontate de catre Bancd. Considerdm c& auditul intern Tl este desfasurat de o echipd inalt
calificatd si integrd. Apreciem profesionalismul s$i perseverenta InfoTrust demonstrata la
indeplinirea angajamentelor asumate fata de Banca.

Alfredo ANZANI
Director General —
BC .EXIMBANK — GmpT Veneto Barical’ A

; / \¢
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COMISIA ELECTORALA CENTRALA
A REPUBLICII MOLDOVA

st Vasile Alecsandri or. 119, MD 2012 Chigindin, Republica Moldovi
tel (+373 22) 251-451, tux (+373 22) 234.047
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Domnului Marin PRISACARU,
SC ,Info-Trust Consulting™ SRL,

str. Miorila 5, of 8
MD-2028, mun. Chisindu,
Republica Moldova

Scrisoare de referinti

in perioada 2013-2014. in cadrul Comisiei Electorale Centrale, cu suportul Info-Trust Consulting,
a fost desfagurat proicctul complex de implementare a Sistemului de Management al Securitatii Informatici
conlorm standardului ISO/EC 27001:2005. Implementarea cu succes a acestuia a fost confirmata de ciitre
Organismul de certificare acreditat RINA SIMTEX.

Totodata, in anul 2015, cu suportul companiei Info-Trust Consulling, in termene foarte restrinse a
fost efectuati revizuirea si ajustarea Sistemului de Management al Sccuritatii Informatiei la prevederile
noului standard ISO/IEC 27001:2013, obiectivul principal al proiectului fiind imbunatitirea capacitafii
Comisiei de a reactiona la cventualele incidente de continuitate in ziua alegerilor locale generale din 14
iunie 2015.

Datoritd suportului Info-Trust Consulting, Comisia Electorald Centrala a reusit sa implementeze si
si mentind in permanentd un Sistem de Management al Securitdtii Informatiei eficient, fapt confirmat in
urma realizirii in cadrul CEC a auditului de supraveghere de catre RINA SIMTEX. in perioada 4-3 junie
curent, precum si prin buna functionare a Sistemului Informational Automatizat de Stat ,.Alegeri™ in ziua
alegerilor locale din 14 funie 2015,

in numele Comisici Electorale Centrare si al meu personal, doresc sa exprim sincere multumiri
¢chipei Info-Trust. Tinem sa mentiondm ca apreciem abordarca deschisa si cficientd avuta in cadrul
colaborarii noastre. precum si capacitatea reprezentantilor Info-Trust Consulting de a intelege specificul
activitalii Comisiei si riscurile de securitate aferente acesteia,

Pentru atitudinea profesionala si constructiva, avem placerea de a recomanda fara rezerve echipa
Info-Trust Consulting potentialilor beneficiari,

Cu respect,

Presedintele \)K A
J /7 )
Comisiei Electorale Centrale '3 J‘x« l@& /: /'(:7 g Dr. luric CIOCAN
f ’ ,,\o‘)
“Ublic "-/, __-_7
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Ministerul Afacerilor Interne al Republicii Moldova %,

Y

Ministry of Internal Affairs of the Republic of Moldova

| i

MD 2012, mun, ('_Thipinﬂu. bd. Stefan cel Mare. 75 tel, (373-22) 255-830, fax. (373-22) 255-236 c-mail:mai@mai,gov.md
www.mai.gov.md ¢/d 210105010370133, Ministerul Finantelor, Trezoreria de Stat IDNO 1006601000130

zalmel -
nr."*/’»‘vv ol /4 20 /%
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SCRISOARE DE RECOMANDARE

SC Info Trust Consulting a fost consultantul selectat pentru prestarca serviciilor de evaluare
a starii curente pentru domeniul TIC in cadrul MAI si elaborare a Planului de transformare TIC.

Serviciile prestate au vizat aparatul central al MAI si zece institutii subordonate MAI, cu un
numar total de peste 17 mii de angajati.

in cadrul proiectului de consultanta, SC Info Trust Consulting a cfectuat:
e Documentarea arhitecturii TIC curente a MAL;

e Evaluarea stirii curente pentru domeniul TIC in raport cu obiectivele strategice ale MAL
preocuparile si necesitatile specifice ale MAI pentru TIC:

e Definirea arhitecturii TIC viitoare g1 elaborarea Planului de transformare pentri domeniul
TIC al MAL

Tn procesul de lucru SC Info Trust Consulting §i angajatii acesteia au dat dovada de organizare
exceptionald §i perspicacitate remarcabili in analiza comprehensivi a situatiei TIC a MAL pind la
cele mai subtile nuante,

Apreciem. de asemenca, calitatea ridicatd a produselor livrate care confirmé profesionalismul
si responsabilitatea SC InfoTrustConsulting. Documentele furnizate permit o abordare clard, ampla
si sistemica de transformare si modernizare a domeniului TIC pentru toate institutiile subordonate
ale MAL

Recomandim SC InfoTrust Consulting datorita expertizei, ulirpd@ calitagii de
dovada.

orin RECEAN
Ministru
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