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8.1. Requirements

Reg. ID Requirements

Classification

1. Requirements for the main characteristics of the solution

NF. 1

The architecture of the solution shall be aligned to best practices and standards to
meet the highest criteria for integrity, compatibility, performance and reliability.

Mandatory

Forbis has thirty years of experience in developing secure and reliable solutions for banking industry, the Oracle
partner's status and certificates of 1ISO 27001 and ISO 20000 standards. The architecture of our system has been field-
proven to deliver reliable and secure service that may be easily scaled and adapted to growing business needs and

changes of the industry and regulation.

NF. 2 implementation and integration with different systems.

The solution will have an open and modular architecture, which will allow easy

Mandatory

Yes, in the database, the modules act as schemes of different products. Modules for different external applications are
also available. Modules are build up and adjusted for each client individually, according to his business needs and the

purchased set.

NF. 3

The technological architecture of the application must have a high level of resistance
to failures, and should not contain single points of failure (SPOF).

Mandatory

The goal of our system and subsystems is high availability and reliability against any failures. In most cases, we add

redundancy (clustering) in all potential places. For example:
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The IPS system must provide native integration capabilities with other systems such | Mandatory

NF. 4

o Distribute information to external systems

as automatic interbank payments systems (AIPS), Participant systems, etc.
NBM expects that Vendor will explain in details how proposed IPS solution:
e Supports STP approach for interaction with external systems




Third parties can easily integrate with our system via our API. API is based on industry-wide standards and uses
technologies such as HTTP, Mutual TLS, REST API, JSON, HATEOAS, and Digital Signatures. API provides fine-
grained services for better customization and flexibility, and, in addition, it provides coarse-grained services for more
specific workflows that ensure better performance.

Due to high amount of processed data, to ensure increased productivity, the solution | Mandatory
NF. 5 shall have native integrated capabilities such as in-memory processing, multi-thread
processing, parallel execution of jobs, etc.

System has our own means for parallelizing jobs, i.e. parallel execution of jobs. In-Memory processing is performed
algorithmically. In addition, it is a possibility to use Oracle an In-Memory option if applicable.

The solution shall ensure a high level of stability and operational performance. In this | Mandatory
NF. 6 regard, the solution shall have effective mechanisms for handling errors, in order to
avoid data loss, system-wide blocking processes, system failure etc.

The error handing is implemented using internal Oracle mechanisms that ensure proper error processing (integrity
constraints, tirggers, oracle transactions).

The application architecture must ensure the integrity and accuracy of the data when | Mandatory
NF. 7 data are being accessed and modified simultaneously by multiple entities (users,
internal processes, external applications), with notification of user.

We have worked a lot on the concepts of the transaction mechanism - "all or nothing” in case of a failure. If there are
several levels, then the principle is observed that after a failure, the processing continues from the moment of a
successfully completed processing phase.

The solution shall have the ability to be timely adapted to the new business needs. It is | Mandatory
very important that this will be possible only through parameterization and
configuration adjustments in the applications (versus changes in code), thus
minimizing adjustment costs supported by the IPS.

NF. 8

At the database level this is provided by reference manuals, additional parameterization (BEFORE_EXECUTE,
AFTER_EXECUTE), also the system has a lot of templates for business entities, accounts, transfers. In addition to
that, the system embraces dynamically customizable workflow, product system, and dynamically configurable group
access system.

The solution shall be easy maintainable. In this regard, the solution architecture shall | Mandatory
allow implementation of new versions delivered by the software provider without
affecting the architecture of existing customizations, components implemented by the
NBM and interfaces with other external applications.

NF. 9

e The IPS is fully compatible with the suppliers’ software (Oracle). The IPS’ compatibility with the supplier’s
software releases is determined in the course of the IPS software development and support. The IPS releases
have their own lifecycle and rules set out by the IPS software developer and aligned with the Bank alongside
with the contractual obligations. The software developer supports a minimum of two IPS versions. Prior to the
release of the IPS version, there are distinguished those supplier’s software versions that the IPS operates
smoothly with, then the version is fully tested, and, besides, the support of the supplier’s software is evaluated
in terms of whether it does not interfere with the IPS version support terms. This process is repeated with each
IPS version release.

e Improvement and enhancement of the process of the IPS version installation is one of the most important
objectives set to the IPS. Therefore, the process is reviewed annually, the problem areas are identified, and the
development work is carried out. Similarly, not only the IPS version installation procedure, but also the
process of updates’ installation is constantly being developed and improved in order to fully automate the
entire course of the release transfer and installation.

e There are some Oracle limitations related to compilation of PL/SQL objects. Small patches do not affect the
user experience, however, during the version release, 2-4 hours of downtime might be necessary. Nonetheless,
this would be covered by stand-in solution.

As software vendors, we provide APIs available to client (external) systems that are isolated in separate Oracle DB
schemes, and for whose backward compatibility and stability we are fully responsible.




The solution will be based on web interfaces, shall have user-friendly interfaces, be | Mandatory

NF. 10 simple and intuitive in use.

One of the most important phases of our design process is the work of the team of our analysts, when the experts
analyse the real user needs, raise the problematic issues, and suggest possible solutions. The result of this process is
the application structure, information architecture, and layout of functional components in a simplified prototype and
diagrams of actions. In parallel to this process, technical documentation is written.

By selecting and arranging the information so that the user would have clear navigation throughout the process of
working with the application, we aim at facilitating the implementation of the user tasks.

The solution shall ensure a very high level of security, taking into account the | Mandatory
integrity, confidentiality, availability and non-repudiation concerns regarding the data
to deal with, so that control measures provided at the system level is proportional to
the risks involved.

In this regard, the most important objectives security to be achieved are:

a. ensure an adequate level of confidentiality, authenticity, integrity and

NF. 11 availability of data during its entire lifecycle and ensure non-repudiation of
each single transaction in the system;

b. ensure an effective control of logical access and prevent any unauthorized
access to its data;

c. ensure an effective auditing by monitoring and logging user activities at the
system level,

d. prevent loss, modification or misuse of information within the system.

To ensure the confidentiality of the data, the following measures are applied:
e Encryption;
e Restriction of access rights.

The following measures are used for ensuring integrity:
e Hash;
e MAC;
e Digital signature.

Algorithms for cryptographic operations (hashing, symmetric/asymmetric encryption, MACs, digital signatures) are
selected considering all of the following:
e NIST (National Institute of Standards and Technology) “Cryptographic Standards and Guidelines”.
e FIPS (for instance FIPS 140-2 Annex A: Approved security functions).
e Local regulatory standards and requirements, if any
e HSM usage:
o If cryptographic operation is performed by HSM, only HSM supported algorithms, which comply with
FIPS 140 Security Requirements for Cryptographic Modules, are used;
o Otherwise, priority is being given to the algorithms, which are natively supported by the Oracle database
crypto API (dbms_crypto). This way no calls to Forbis Remote Services (FRS) or other services are
required (reduced network traffic, passwords or other sensitive information does not leave the database).

Inside the IPS, the data integrity and confidentiality are ensured by access control:
e Access to the database tables and API is controlled using password-protected database roles.
e Access to specific IPS entities (customers, accounts, interest schemes etc.) and operations (create customer,
view customer, open account, view balance, close account etc.) is controlled using the IPS user groups and
object groups.

Additionally, changes of the data can be tracked using a customizable IPS audit mechanism. Audit tables are protected
according to “Protecting IPS Audit”:

o View privilege is granted to administrators (a specific DB role, the role is password protected);
Depending on the Bank's business processes, View privilege can also be granted to other Bank’s employees;
Only the database schema user (object owner) can directly insert, update, delete operations in the audit table;
The schema user must be locked:;
The data is recorded into the audit table automatically using the database table triggers on the tracked tables.
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https://csrc.nist.gov/Projects/Cryptographic-Standards-and-Guidelines
https://csrc.nist.gov/publications/fips
https://csrc.nist.gov/CSRC/media/Publications/fips/140/2/final/documents/fips1402annexa.pdf
https://csrc.nist.gov/publications/detail/fips/140/2/final

When the data leaves the Bank network, its confidentiality and integrity is protected according to “Protecting Data
Outside Bank Network”:
e Confidentiality and integrity of the data, which are transferred outside the Bank’s network, is protected by
using a secure channel (HTTPS, SSL, VPN). In this case, no additional encryption is required.

When transferring the data over insecure channels, the data should be encrypted. Additionally, the data can be
digitally signed or MAC-calculated.

2. Detailed requirements

2.1. Architecture requirements

NBM opts for an open and modular architecture, based on pre-integrated components. | nandatory
NF. 12 These principles must be visible at all levels of the architecture of application that is
part of the offered solution.

At the DB level, modules are separate schemes. The set of schemes depends on the client delivery set.
At the level of external applications, this is a set of different applications or a set of FCG (connection gate) modules.

NF. 13 The architecture of the solution will be service-oriented (SOA). Mandatory

As for the core, it is in the DB; this is a modular system designed to work in a secure environment and provide high-
speed service to many users. It is a fast client server.

SOA is ensured through services and external applications that are built around the database for the necessary
integration and communication. There are queue servers via which messages are sent and processed, micro-services,
and other SOA attributes.

The architecture of application will be client-server type, organized in at least 3 | Mandatory
NF. 14 vertical layers, clearly divided so that each higher level will depend only on its lower
level.

For the user interface:
1. GUI application.

2. REST APL.
3. IPS integration layer (DAO).
4. IPS Kernel.

For integrations:
1. An external cascade (External Forbis Connection Gate).
2. Aninternal cascade (Internal Forbis Connection Gate).
3. IPS integration layer (DAO).

IPS Kernel.

Communication between all application components will be done in a secure manner, | Mandatory

NF. 15 using for this purpose of the internal interfaces of the application components.

On external networks, inside we work via http having in mind that this is an isolated access network and there is no
connection between hosts via ASCL.

As an alternative, the mechanism of Oracle HTTPS operation with the entire middle tier might be considered for
development.

2.2. Requirements for interoperability

The IPS must have native integration capabilities which will easily allow the | Mandatory
integration with different systems.

NE. 16 In the project scope will be included the integration with the AIPS (RTGS module)
system installed at NBM, via online messaging interfaces. There will be also available
the option to integrate with other IT systems of the NBM, via web services and XML
file formats.

The payments are XML messages, often signed with an electronic signature, and they move according to different
payment system standards.




Interaction based on Web-services must be available as an integration capability in

Mandatory

NF. 17 IPS.
List of interfaces available and integration approach must be specified by Vendor.

We work over HTTP/HTTPS, SFTP, SMTP, SMPP, JMX. The rest are possible as well.
The IPS must be capable to interact with external systems via SWIFT network. Recommended
Vendor is requested to:

NF. 18 e Explain how proposed solution is connected to SWIFT network

e Provide full list of SWIFT protocols and services supported by proposed
solution

The IPS supports MT messages MT012, MT019, MT100, MT101, MT102, MT103, MT191, MT192, MT195,
MT196, MT199, MT200, MT202, MT202COV, MT204, MT299, MT300, MT320, MT360, MT535, MT700, MT900,
MT910, MT920, MT940, MT942, MT950, MT970, MT999 files import and export via SFTP or FTP channels. The
IPS also supports fully automated SWIFT data processing for the data exchange with SWIFT.

""}_EI File gate -

Data Exportlmport - parameters

FRF_985
File File name Priority
SWIFT_IN Import j SWIFT files import 100 |~
SWIFT_OUT Export ¥ ||SWIFT files export 100
I
A 2
\ [ -

SEttings | Transformations | Errors Right= Parameters Additional paths |
External application Execute processing At once j
Procedure of file processing FRL_794.SWIFT_IN_PROCESS Delete information from buffer At the end of day j
Post query function Storage time of file in archive (month) I—
File path Vs wiftimport, [~ Mass import
File location Local j il v Repeated processing
File name formation function ™ Manual correction
Filz name template &= [~ Binary file
File copy path CAMPORTWARCH [ when copying overwrite current file
Return of information from buffer IDun‘t j [ Copy file to archives path
Change file name I— [ Delete file after import

¥ Attach extension to archives file name
r Ignore empty files
Automatic import

Import date calculation function I Ignore files with the same name




%8 Job Scheduling

ﬂ [ Atnaujinti (sek.}

Job | Current Status

Snapshot on Date
Name

2021.05.31 08:47:57
Mext Run Date

Total Executors Started 0

Remaining Can perform

10107 [A [SWIFT jeinaniy praneimy apdorojima [2021.05.31 08:55:00 |

85s5.=0d 00:01:25 |AUTD_SW_IN il

85 5. = 0.d. 00:01:25 |AUTO_SW_OUT

V_f
/

1u44r§|iwrr ieinan&iy pranesimy apdorojim |2021.05.31 08:55:00

Last Execution Period in secs

o

LTL_0M0.AUTOMATE_MSG_PROCESSING(INBOX_800°, "MT202", T, TRUE),
LTL_0MO.AUTOMATE_MSG_PROCESSING(202_INZ, "MT202', T, TRUE),
LTL_M0.AUTOMATE_MSG_PROCESSINGINBOX_800°, "MT202C0V, T, FALSE),
LTL_0MO.AUTOMATE_MSG_PROCESSING(202_INZ, "MT202C0W", T, TRUE),

] yd

Interval Last Date Job Owner

sysdate+1/[24*5) e |2[|21.DE-.31 08:50:02 |AUTD_5W_IN
-

Last Execution Error Execution block
| JLTL_0M10.AUTOMATE_MSG_PROCESSINGINBOX, "MT103, T, FALSE}, ﬂ
TILTL_010. AUTOMATE_MSG_PROCESSING(EXECUTED', "MT103", °T, TRUE),

Executors Session and Username LTL_0M 0 AUTOMATE_MSG_PROCESSING(INBOX_S00°, 'MTS10°, T, TRUE),
| | LTL_010.AUTOMATE_MSG_PROCESSINGIMTSO00_INZ', "MTS10, 'T, TRUE}, J

|

NE. 19 The IPS must support SWIFT MX ISO 20022 messages for interaction with external | Mandatory
' systems.

Will be available in the end of 2021/in 2022.

NE. 20 The IPS must be capable to interact with external systems by means of web services | Mandatory
' via private network.

like.

Organization of a private network using third-party standard network tools, for example APACHE, S

NF. 21

System must support a set of standard interfaces with Participants and other systems.
Vendor must provide full list of standard interfaces being a part of the proposal.

Mandatory

SOAP protocol.

WSS (WebSocket Secure) protocol.
Integration with WEBSPHERE (the stand at the client).

UDP operation via 1SO-8583 gateway.

HTTPS as the main protocol for system interaction.
Integrations with SFTP, SMTP, SMPP, JMX.
ActiveMQ and RabbitMQ (the stand at the client).
Working with WSDL, RESTAPI (SWAGGER).

2.3. Requirements for flexibility

NF. 22

oo

The solution shall allow at least the following user configurable operations:

define/customize business rules;
define/customize automated actions based on different events, time schedule;
define new business workflows, or customize the existing ones;

define new reports, based on customizable templates.

Mandatory

OPHOS and the




As needed, the IPS allows the user to configure/create:
e User access rules to IPS objects:

’} Rights Management

Groups(frf_010) FRF 015

[rarko [Jonas Stankaitis Parameterization |

—Aszsigned tojgroups

|
WVERK-WVERKLAI Verk-Verkiail - |
£ Delete all rec...

FDRBIS—DILERIA‘ ‘aliutos pirkimas/pardavimas
PARKO-DILERIAI Dileriai -] ﬂl
Branch Mode Bal acc  Det Account Cmc. R M DOBC 1 2 1
% N[ % % %* WMWVFWFWVFICT 1: Accounts
% B |% % % % | 2 ol e e el 2: Customers
e s M
/ e E 3: Trans. groups
_I _I _I R - read, M - modify, D - drop, O - open , B - debit [
C - credit, 1 - verify, 2 - account balance reading iz not allowed
Check user rights |JONASS | = Add. % schemes | ||
to Bal. group to Account & Workflow
Branch :I Branch —_I
Mode Account 7. Inf. products
Balace| .| eme [ | / 8 Products
Det. Il.laﬂr[ormﬂrgmp] rights to access the IPS objects I
Cust. (0 rights) 9: Paym. schemes
Rights to account Check I— Check | 10: Acc. templates
Rights to cust. ' J




e Banking products (to perform actions with them, to configure payments according to the product business
rules):

|I”  Grouping of actions | Groups of services FRF 146
Form Walid for state Set State Start date End date Uze date Access Priy.
CALC_PROFIT_LOSS % E 35DT_FROMSS SSDT_TILLSS currBranch ||BacksFront = 0 *
| B
=l =
= =
: =] = (-
Name |Calculate contract profit or loss and reval. closing Relation with objects| j
Function before launch Form parameters.
Actualization condition Related event _. || Add. settings
List of commands
Activate Command Parameters UEE | Prty. Status
Before Service Actions _»||SET MEM TRNS AMOUNT |$$CODE$$,'MEM_TRNS_AMOUNT,FRL_B1 S.REVAL_TOTAL_BY_DEAL(SSCODESS Nul'P,0) 10 | Active x| =
Before Service Actions = ||SET MEM TRHNS AMOUNT1 |SSCODESS,'I.'IEI.'I_TP.NS_AP.'IOUNT1',FF‘.L_E1 5.REVAL_TOTAL_BY_DEAL(SSCODESE, Nul,'L'.0) 20| Active jhd
Before Service Actions = ||FX SET ACCHT SSCODESS SSSERVICE_CODESS 30| Active x|
- -
1 st | |14
[ Ownpriy. Comment

Priy. Mnemo Engage; xvpaat Date Time Start date Activate  Action Purpose |coMmissions 'I
mEN Purpose details :=:=|
4 |Fx_PROFT BB |1 [$SDT_CURRENTS: p  |BEOD [TRNS = S
2 |Fx_Loss BB |1 |3S0T_CURRENTS P AEOD [TRNS - Amount | [ABS(GREATEST(FRL_604.GE[SSCU
3 [P _cLam BB |1 |SSDT_CURRENTS| .4 TRNS I
WAT template [ [ > |
10 |FX_PROFT_R F BB |1 |SSOT_CURREL=] I TRNS - .
FX_PROFIT_R: BB [1  |350T ENTS TRNS - - EXEImE:
12
—= == = / /wp‘ﬁ I Credit Acc. |SSACCNT_PROF%
OREX profit estimation / I Payment details I ; \
< ! Value datgp” \
Copyi ndiEmlimdeoreEnd(X Dayl |Execution on After End Of Day | j
Amount revawﬁ h I-IB‘,r action formula ﬂil@
I Individual action priority for contract property Motifications |
Ihlna:iale execution }ancial date of transaction is egual to action date |Transaction accounts configuration | %l

I Synchronize action blocks Add. | ions | L
hclividualsurtl - ITrcI'lsadion amount configuration I_




e Financial transactions’ execution actions:

%8 Operation Codes

Operations | 1. Signs |

Growpng | FRF_207

3 Sigﬁ\ |

2. Signs 4. Signs
Code Mame for customers Account - deb& Show  Priy.
M_Tar tautinis nuolatiniai moknjimai- pervedimas per SWIFT | |2l ﬂ
INSTCL  |SEPAINST payments incoming clearing Account - credit Show 1
INTMAR  |Tarptautinis pervedimas per SWIFT (Marlar lo7o018 \|_ 1
INTPPJ  |Tarptautinis pervedimas per SWIFT: papildoma operacija ( Jare Pesiod of valicilty .
INTRST  |Interesttransaction 1
from | 00:00:00 until I 23:59:59 —
INTSW |Tarptautinis pervedimas per SWIFT : 1
INTSW1 | Tarptautinis pervedimas per SWIFT = Disapledior . 1
INTSW2  |Tarptautinis pervedimas per SWIFT po 18.30 val. j j 1
INTSWS  |Tarptautinis pervedimas per SWIFT (Internetu} 1 —I
INTSWE  |Tarptautinis pervedimas (be pranepimo generavima) In all branches | 1 -
MName for users L
!Tarptautinis nuolatiniai moknjimai- pervedimas per SWIFT Accounts by residency I e Zed
Payment details Zash symbal
Accounts by agencies I
[ainfan |
<| | >
Payment for operation
Operation code Payment scheme Payment details
[1224 COMM 5 Commiss /
J | i
Additional procedures
Code Procedure status Procedure name Priy.
CARD_DELETE DELETE j BEFORE j Active ﬂ FRL_835.0N_DELETE_CARD_TRMS| 100 =
MIRROR_EXE_ADD |[EXECUTE ﬂ BEFORE j Active ﬂ FRL_006 MIRROR_ACNTS_DBE 100
CHAMNGE_TRAMSIT |EXECUTE ;l BEFORE ;l Suspend ;l FRL_786. CHAMGE_TRANSIT_ACCOL| 100
MT103 EXECUTE j AFTER j Active j FRL_205.GEMERATE_MT100 50
OM_EXECUTE_CRIEXECUTE ﬂ AFTER j Active ﬂ FRL_948.0nM_EXECUTE_CRT_OBL_"| 99 -
Mame for customers —I




e Payment processing actions according to the Bank’s internal requirements and the payment system’s

requirements:

%5m Mail Parameters

Updete mes=ages

Routes Mail boxes Tags | Parameters | Standards Access
MT103_| CONTO MT103 message way, incoming CONTO 100 d Groups of users having rights to routes
MT103_0UT2 MT103 message way, cutcoming 100 PARKO-PARKD =
MT103_0_CONTO MT103 message way, cutcoming CONTO 100 TOMO_USER
MT103_O_DEP MT103 messages way for DEPOSITS 100 = TOKMO_KASA =

[gute Fx D E N PDel Rights to tags at route-points
Inbox 1426460 M _INBOX v vIvIvlv k| Message Tag Visib. Edit.  Ver.
Dublicates 1426462 M DUPLICATES |v[v[+Iv [+ [ o rr J
Manual 1426463 M MANUAL  [VIVIvIvIv[v¥ - - -
— T Configuration of processzing of

Executed 1426464 M EXECUTED [vIvIvIv v Wu'l-ldlow ,;‘;’;m ma;’; 2

Automatic 1476465 M EXECUTED IV VIV [V [¥|[*E according to the route points and

Return pay: 1426458 M RETURNED [Iv[wIv[v|v actions allowed al the points.
Suspected 1426486 M SUSPECT W I¥¥I¥Iv

Stop y STOPRE) MRV | -4

.. = Fill in tags |
-Ewvent tfiggers of the route
Ewvent type Meszage Trigger stat Kernel function name: Priority
NEXT ;I MT103 Active ;I LTL_013.CLEAR_ERROR LI
NEXT j MT103 Active j FRL_777.CHECK_CHARGE_TYPE 20
NEXT_AUTO = |[mMT103 Active > ||LvL_oos cHECK_DUPLICATES 10
NEXT_AUTO j MT103 Active j FRL_811.MEXT_AUTO_ON_SUSPECT 20 -
=

Trigger parameters I
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e Internal tasks’ management processes:

¥g8 Action Plans

I Settings

Valid From| 2018.07.27  until I . Attribution conditions |

Indication of responsible EXECUOT o —————

SELECT username, shertname FROM s_pers =
WHERE username IN ("GEDIMINASR'Y

ORDER BY =shortname

¥ It is necessary to select the executor

Purpose setting A —
SELECT "Kreditai turi buiti nuolat privieirimi (monitoringas)’,-” FROM DUAL &
UNION
SELECT "Kreditai negali bwiti prabssti infar padidinti =" FRON DUAL —
UINION

SELECT "Kreditai turi boiti sumarainti ne mawesne suma, nef' - FROM DUAL LI

Note is mandatory: [ Onexecution | Oncanceling [ On deletion

Mnemo Name Priority
|
CORP_PLAN Weiksmw planas verslo klientams 8 ;I
MAIN_PLAN Turi buti nurodytas kliento administratorius 8
MR_TEST_PLAN1 Weiksmw planas Martynui + 8
ALEX_PLAN Alex Planas testavimui 8 _|
PLANAS_ALL1 Planas skirtas visiems gyvenimo atvejams ir kita 8
CADAAS WVeiksmw planas verslo klientams 8 LI
— Taszks of the plan
Mnemo Name Prty. Copy
I
|COLL SELL Bkeisto turto pardavimas 0 v =~
|LOAN REFORM Kreditw restruktbirizavimas 200 v
|REPAY DELAY Kreditw grawinimo terminw atidnjimas 30 v
|INTST REVISE |Palnikaniu normos pergisirnjimas a0 v
PROP SELL Nenaudojamo veikloje turto pardavimas 500 v
CANCEL REG PAY |Atpaukti nuolatiniv moknjimw pavedimus 60| v ;I
— Parameters ofthe plan -

Name Priy. Mandator Copy
|Trumpas kredito rizikos Gvertinimas 1 [Atthe start v | pj
[Paskolos ir Gkeistas turtas 2 |
Banko pozicija kredituojant klienta 3 ﬂ v
Veikemai, neipvardinti kitose pio plano dalvse, ir j 4 j v LI

¥ authorization required I~ Niasks may e created fromithe plan oy
Approver

Indication of authorized person

SELECT username, shortname ﬂ

FROM =_groups, s_groups_att, s_pers

WHERE group_mnemo = WVAKA' LI

v ltis neccessary to assign the authorized person

o Processes of report creation and connecting them to the required GUISs:
o MSO documents’ reports by the required template.
o Reports in the PDF, EXCEL, XML, TXT, and CSF formats.
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e Customer notification processes.
e Execution of the system’s jobs:

Job Scheduling
“7 | I Refresh (sec)

Snapshot on Date 2021.05.25 12:00:00 — T0tal Executors Started 25

Job ld Current Status Name Mext Run Date Remaining Can perform
1516 |A |Pricing packages: activate batch 20201014 1512368 | -19250644 5. =222 d. 20:47:24 |JOB_1 -
1517 |A ||Pricing packages: create blocks 2020.10.14 15:13:40 | -19255580 5. = -222 d. 20:45:20 |JOB_1
1518|A |Pricing packages: suspend overdue |2020.10.14 15:14:23 || -19255537 8. = -222 d. 20:45:37 |JOB_1
1519|}A |Pricing packages. retry overdue 2020.10.1415:15:06 | -19255404 5. = -222 d. 20:44:54 [JOB_1
1520 |A ||DNSB. Transfer balances from transit |2020.11.04 09:38.16 | 17461304 5. = 202 d. 02:21:44 |JOB_1
1521 |& |Sukurti blokus pradelzty akcijy sumom!|2020.11.12 13:3%:21 || -16755639 5. = -193 d. 22:20:39 |GINTAREM
1522 |A ||Process queue of data export request |2020.11.11 15:34.44 | 16835116 8. =184 d. 20:25:16 |JOB_1
1523 |& |test acts_blocks gm 2020.11.1117:52:42 | -16826838 5. =-194 d. 18:07:18 |GINTAREM
1527 |A ||Push Motifications: repeat failed mess=:|2021.03.09 17:05.48 5534452 5. =75 d. 18:54:12 |JOB_PN
1523 |A ||DNSB. Transfer balances to child cont |2021.03.10 15:11:51 -A540489 5 =-75d. 16:48:09 |JOB_1 j
Interval | Last Date Job Owner
sysdate+6/24 | . |JDE|_1
=
Last Execution Error Execution block |
|/ |BEGIN I
__|/| FRL_D84.PDT_EXEC_SERVICE(
= par_pdt_mnemo  =>="PRICING_PACKAGE"

: par_branch == FRL_000.GET_CURRENT_BRANCH,
B par_gt = FRL_000.GET_BSHEET DT(NULL),
I I par_service_mnemo == "ACTIWATE_BATCH");

Last Execution Period in secs END;

| -
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NF. 23

The application will allow to customize views and user forms. The application will
allow to create new user forms for accessing the business logic of the application.

Mandatory

e A possibility to customize access to all elements of the IPS forms according to the user rights:

FRF_032
Groups
Short Name

REO RED Parke branch users d
RUSLANC_TEST RUSLANC_TEST
SIGHNET Signet branch users —
WVYTAUTO Parko branch users
THL, THL rpynna
FORBIS-1 1 user
FORBIS-FORBIS Forbio fiialo vartotojai |

Blocks  ttems | Tabs I - —IForms elements accessibility according to user groups I
Form Block tem \ DSP ENA UPD INS

FRF_011 5_CUST CUST_SC1 | 2B I R -
FRF_0D11 S CUST CUST_SC2 v [v v v
FRF_D14 5_DFD_DEBTS DED_TRNS_CODE | R r
FRF_021 CONTROL NUMBERS | I R 7] I
FRF_021 CONTROL WORD v v v v
FRF_022 FP_TAB BUTTON_O v Iv v =
FRF_022 FP_TAB BUTTOMN_1 I v v v
FRF 022 FP_TAB BUTTON_2 | R 7] v e

e A possibility to create a screen for servicing of the IPS banking products according to

requirements:

=0

0o
o
)
T

O3 Profile

Contract conditions | CAPA-587217

Block fields and their mapping as well as functionality of

the fields are configured

‘acconding to the banking product

rules described in the system. i_ e functionality of any

the business

Cancel

=9 Management

o0l Valuation

88 Products

Current account

it

~ Amount of monthly fee, EUR

> Monthly fee payment day

v Monthly fee don't apply (Yes = don't apply)

No v

20.00
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e A possibility to create a form for handling the datasets of the IPS banking products:

r

“#8 Product accounts handling commissions

Archive FRF_416
] =l== |zsued by bank 5C class SC type l=suer country Exchange Account type
s e Skolos VP Y % FKWARPLP XXX OMAC =

SC_DEBT_OTHER = e Skolos WP e % e OMALC
SC_DEBT_OTHER <= e Skolos VP % % KBULBGS 130K OMAC
5C_DEBT_OTHER < o Skolos WP % % KZAGHR21XXK  |OMAC
SC_DEBT_OTHER P Egg;ﬂtﬁﬂ a:dgmrm%i ';"Ii' E;L l!r‘:'mal't!' ‘i::: NVPB OMAC
5C_DEBT_OTHER < described in the system. i. e. functionality of any bank XMICRUMMXCCC  |OMAC
5C_DEBT_PLN = product may be configured. WBULBGS1IOC.  |OMAC
SC_DEBT_PLNM = E Skolos VP Y Y KEAGHRZ1 XXX OMALC e
SC_DEBT_PLN = e Skolos WP e % HKWARPLPA XXX OMALC
SC_DEBT_RU = e Skolos VP % % KMICRLUM RGO OMALC
SC_EQ_OTHER <= e Nuosavybés WP e % KMICRLUM R OMALC
SC_EQ_OTHER <= e Nuosavybes VP % % KRUSHURM XX OMAC
5C_EQ_OTHER < % Nuosavybés VP % % ETRMROB1XXX  [OMAC
SC_EQ_OTHER = e Nuosavybes VP % % HKWARPLPA XX OMAC
5C_EQ_OTHER < % Nuosavybés VP % % KZAGHR21XXK  |OMAC |
1 [+]

e A possibility to set the initial default values of all the IPS form’s fields, and to differentiate them by the user.

e A possibility to customize the form of management of the accounts of the IPS banking products by the

business requirements.
A possibility to customize the form of the fees of the IPS banking products by the business requirements.
e A possibility to customize the forms of servicing and viewing of the IPS payments:

& 4|7 a|v Empty tags
Mailbesx|MailBox ZljconTroL 2l = ] ol b < ] 2 )
Rd. Urg Created Mezsage type and code Value date Amount and currency Dank Account
" ¥ |2015 08 10 10:36:35 |CREDIT 11199583208 [2003.10.15 z5.00 | EUR |Block fields and their mapping as well as funclicnality of the fields iI
are configured according to the banking product rules described in
[~/ Jv/|2015.09.16 12:28:58 |CREDIT 11199603596 [2003.10.15 320.20 | EUR phe system. i e. functionality of any payment may be configured.
[~ [¥|2015.09.25 09:47:14 |CREDIT 11199628620 [2003.10.15 1,000.00 LIABLT2XMSD !1941&2? ;l
Tags Transactions A’ History Savepoints
LT17 Gavejo Banko Bic Kodas 1] 2RI d
LT18  Lé3y Gavejo Kodas 124110248
LT18 1 Leésy Gavejo Kodo ld ICode
LT19 Léiy Gavejo Kodas Mokétojo Vide|?
LT20 Leézy Gavejo Pavadinimas Valstybs men Registr centras
LT21 Galutinio LéSy Gavejo Saskaitos k|7
LT22  Galutinio LéSy Gavéjo Kodas
LT22_1 Galutinio Légy Gavejo Kodo Id 22
LT23 Galutinio LéSy Gavejo Pavadinima |7
LT24 Dokumento Data 2015-07-16 ﬂ
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The application will allow customi

NF. 24 formatting).

zing existing reports (e.g. adjust data set, | Mandatory

The IPS allows creating new or customizing the existi
Microsoft Office reports

Available reports; source for customization:

ng reports:

BLMC_THWRE_MOMNTH_T1

IS S 2
H ul =
~
rirrr
Hon u
rirrr
rirrr
Hon u
Hon u
Hon u
Hon u
-|rrrr

.

List of PCs | Statement messages | Statements | Service documents MS Office templa...] Oracle reports
Payment schemes Operation batches Global addrezses Tags Fitters X5R Form reports
2 Selectimage PO mpo
Eelecti it Export Import
Identifier _0V Conv. Table File e SaL string

select blp_branch, bal_bacc, bal_det, bal_crnc, bal_a_clr,
bal_p_clr, bal_a_qgclr, bal_p_gclr, sum {twm_db), sum (twm_cr),
ACCNT_BSHEET_MODE
from s_balances, s_balance_points, s_accnt, s_tnwr_manths
where bal_code = blp_code

and bal_bacc = accnt_bacc

and bal_det = accnt_det

and bal_crnc = accnt_crnc

and bal_mode = accnt_bsheet_mode

and twm_ac(+) = accnt_code
and twrm_date(+) = :parameter.par_d1
and blp_branch in

(select hto_branch

from h_t_offices

where hto_branch is not null

connect by prior hto_curr = hto_prev

ctart weith htn ~er — “naramaotar nar 1%

Description |[BLMC_THNWR_MOMTH_T1

XSR reports

Available reports; source for customization:

%5 Expression

Save Check Export Import
List of PCs | B — | e | - | WS Office templates | I SELECT '<2zml version="1.0" encoding="' || CLOB UTILS.Get XML encode(NULL) || '"2>'|
%mlElement {"content”,

Payment schemes | Operation batches Global addresses | Tags Fiters I XSR I Form reports nlElement ("req parans™,
(SELECT XmlForest({accnt_acnt as "sccnt_acnt™,

% o] Active  Prty. Parameters form Export Import Expression [[est_dt_from]] as "dt_from”,

CHS\Statement_Conent_5,1P | ¥ [100 Xmins="http: /v forbis xS - |2 [[est_dr_Eill]] as "dr_till®,

B D | [fo0 |<P name="est_at_rom type="DATE">2003.10.08<ip . | tlestarl] = mart

P name=" 0.08</p: txe! as Tformat?,
ci t_Da_Content_inf 100 e N0 10 AB<tnn | Resuls Nr "' as "transf_encoding”,
I~ Alowed for XILARI Log \‘ [[est_param lang]] as "language”
File name creation function \
2| D Purpose Result extension FROM 8_accnt
[ensism_srp [tatement sere T =[=| ) WHERE accnt_code = [[est_accnt_code]] )
[ = '
XSL document I™ .External transformation Format b Export Impert XmlElement ("body",
<7l version="1.0" encoding="windows-1257"2> = *<! [CDRTA[" | | (SELECT FOREOST.FRL_QRY.Run('IFX/DephcctStmtingRs’,
sty I="http:iiw ww . w3.0rg/1 L/Transform” version="1.0" '<parameters xmlns="http://www.forbis.lt/xmlns/standard.x3d™

<xstoutout method="text"t> )

<xstoutput encoding="windows-1257"1> '<p name="DateFrom" type="DATE">'||[[est_dt_from]]||'</p>" ||
<xeshtemplate match="F> "<p name="DateTill" type="DATE">'||[[est_dt_till]]||'</p>"|]

“xstvalue-of select="subst }BIICDATA) Tt Tl '<p name="AccountCode” type="NUMBER">'||[[est_acent_code]]
<ixsitemplate> R 13 I LA 2ol

'<p name="Encoding"type="VARCHARZ"swindows-1257</p>" | |
'<p name="custlang” type="VARCHARZ">'||[[est_param lzng]]
(IR
'</parameters>',
'CNS\litas-esis_vi_2')

The application will allow the definition and management of normative reference
information used within the application. The data source for reference information
may be internal or external (e.g. external database, external web service, external file).

NF. 25

Mandatory

Yes, reference manuals and parameterization are in the IPS database, we adhere to the principle of data centralization

in one DB.
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NF. 26

The solution must provide friendly GUI interfaces for administrators to allow the
customization/configuration activities, where most operations can be performed by
click and drag-and-drop.

Mandatory

o A separate IPS MENU item with the clearly divided main system administration functions:

1. System 2. Head Office 3. Exploitation 4. Repors

Il 6. Products 7. Help Window

. Currency rates

. Classifiers and lists

. Subsystems settings

. Kernel objects

. Parameters and settings
. System Audit

. Administration . Personnel
. Reglament tasks ;

5.7.3. prEparation of Batches
5.7.4. ORACLE Security

5.7.5. ORACLE Objects

5.7.6. Text data Import/Export
5.7.7. Data Exchange Subsystem
5.7.8. XMLAPI Interface

5.7.9. Keys administration
5.7.10. ERU Configuration

Work with Customers and Accounts
Menu

Forms

creating Applications menu

Initial FORPOST form

Form defaults

e Authentication and management of the system users, employing the functionality of the Keycloak
authorisations’ server:

Frontend-parko e

Import

Export

Users

Lookup

Search. Q || View all users
D Username
8106e7b7-7625-493a-81bd-732118e... akuiles
4c680b75-7e1b-4981-20a3-0dbb6f7... all2
0039f350-#c0f-41 ce-98bf-7d06abf7a... aleks
<4941 abd-30b3-4a45-9a79-13533e4., algitad
6a141ab3-e35b-481f-a56b-b57 e66a... alyteg
06b03443-3148-4ze4-8ch2-1d8a42F, amiga
1921b2ba-92¢7-4a92-b7ab-f470327... andrej
ed13e4b5-d0f7-4628-b 267-602d965... andreja
3d2d5d99-81cf-4831-b887-1b637a04d. andrejc
16c53ae1-7cb3-43da-b1fd-a6d7b00. andrejce
276309b4-d82e-4091-bf 1c-3ac6da2. andrejl
b0d145cb-cc8b-4455-2a36-588 7ebb. andrejm
26d1486a-e8f2-414b-ab3f-23e9375.. andrejp
f6f8be19-862f-40b5-9c76-d88e2ab1 andreyg
c5addea7-33el 0c-9441-7TddaeS5b. andriusg
a663a573-5fee-4b10-8c0a-5f124af5. andriussa
cb13ec48-af9c-4b8b-a301-6232¢570... aniaz
594d356-e08a-46b3-3a69-3240150... artur
30a37e24-71c6-440b-385e-572ce8f1... arturbi
917bfef-0562-44c8-8dd6-a7d8c4 1b. arturasi

First Page || Previous Page

Email Last Name First Name
Siawon ieng Ao
Ao sdr p——
o Ao
Garoon 02 -
Keoant is Banevidius
Zion: oo e
410 ev
[ Moot |
e ol
Lok v oo |
oo oo |
Prococ k e
G o A o
Geooox Inss oo s
000t < Se ot s,
oo Zoncczje
A
Koooox is Baoone U3
E oo Vi

Unlock users || Add user
Actions
Edic Impersonate Delete
Edic Impersonate Delete
Edit Impersonate Delete
Edit Impersonate Delete
Edit Impersonate Delete
Edit Impersonate Delete
Edit Impersanate Delete.
Edit Impersanate Delete.
Edit Impersanate Delete.
Edit Impersonate Delete
Edit Impersonate Delete
Edit Impersonate Delete
Edit Impersonate Delete
Edit Impersonate Delete.
Edit Impersonate Delete.
Edit Impersonate Delete.
Edit Impersonate Delete.
Edit Impersonate Delete
Edit Impersonate Delete
Edit Impersonate Delete
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Forpost

Frontend-parko

Required Settings

Realm Settings rovider 1D

Clients

Enabled

Client Scopes

Console Display Name
Roles

Identity Providers Priority )

User Federation Branch

Authentication

Sync Settings

Periodic Full Sync OFF
Groups
oo Periodic Changed Users Sync [ on |
Sessions Changed Users Sync Period &0

Events

Cache Settings
Import

Export Cache Palicy DEFAULT ~

e Broad selection of the monitoring tools with the possibility to customize the screens in accordance with the
required information.
o Monitoring of the data exchange with the external system:

IPS-SYSTEM-MESSAGES R )

. .
- BANK->LB: AVG. DURATIONS
—— W ——————— -
i 995.477 i 470.915 i 536.286 —

i 621.967 i 493.391 ( 4078 P~
LB->BANI 2 LB->BANK ocess: DB BANK->LB (Processing]
.

o Docker containers logs:

frontend_webapi_shared.1.y7si02dpjt@tpxc53wt16tdda RUNNING  MEM26008MB  LOAD 0% L. Download

Dozzle < =

1
1[172.16.1.1

/SVC_PRIV.GET_MESSAGES
frontend_gateway. Lydsedxu... = -

- I
frontend_keycloak.Licf6dluf... - Ini i a 6 511-859a-cde ername: dovilev, branch:
1 i il

frontend_smtp.1.nghdoémc...
C_PRIV. GET_MESSAGES

[ 1

log-viewer

I
username: dovilev, branch:
.SVC_PRIV.GET_MESSAGES
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o IPS kernel logs:

xm Log Preview

2021.05.26 | | 2021.05.26 FRF 072
I System events I
Date, time Type Level User Message
2021.05.26 14:36:59 |B_PD_CRT_ACTS_DEBUG | |GINTAREM + |DELETING: ACN_REF_CODE= ACN_MNEMO=0PEN_FORM Call -
2021.05.26 14:36:59 |B_PD_CRT_ACTS_DEBUG | [GINTAREM Pt ==l B [SRti—
object  line object
2021.05.26 14:36:58 |B_PD_CRT_ACTS_DEBUG | |GINTAREM e e
2021.05.26 14:36:59 |B_PD_CRT_ACTS_DEBUG | |GINTAREM 0x83edb538 20 FORPOST.TRG_B_PD_CRT_ACTS_DEBUG
— Ox14chc?bc® 777 package body FORPOST.FRL_79%.
2021.05.26 14:36:58 |[B_PD_CRT_ACTS_DEBUG | |GINTAREM _lbror_services_wmH_Forms
2021.05.26 14:35:30 |[ECD | |PAVELN 0x103afiddd 1 anonymous block
20710525 143530 |EQD | [PavELN 0x154abc310 1721 package body S¥'5S.DBMS_SQL EXECUTE
Ox14cd57968 2677 package body FORPOST.FRL_029.
2021.05.26 14:35:28 |PMS_AFOD_PAVEL | |PAVELN DO FUNCTION
2021.05.26 14:35:29 |PMS_AEOD_PAWVEL | |PAVELN 0x23p88b28 1052 package body FORPOST.FRL_042.
EXE_PROC
2021.05.26 14:35:289 |PMS_AEOD_PAVEL | |PAVELN jn.,u;..mmu B9 e e et EARRCT T han ;|
Session |1348444797 Unique code | 1005020765930 Show Clob
Branch, date |PARKOD | 2003.10.20 Ring code |100502076930 ExpurbGioD
Action corr. ID |C33B0003127B4ABCENS3A40010ACE04D Action timestamp |2021.05.26 14:36:58 +03:00
Owner Object Line Backtrace
—Ringed rows
2021.05.26 14:36:59 |B_PD_CRT_ACTS_DEBUG | ZUDELETING: ACN_REF_CODE= ACN_MNEMO=0PEN_FORM Call stack: —— PL/SQL Call Stack —— -
object  line object
handle number name
0x83edb538 20 FORPOST.TRG_B_PD CRT_ACTS_DEBUG
Ox14cbcZbcd 777 package body FORPOST FRL_799 DROP_SERVICES_WITH_FORMS
0x103affddd 1 anonymous block
_0x154abc310 1721 package body Sv'S.DBMS_SQLEXECUTE
_*l0x14cd57968 2677 packaoe bodv FORPOST.FRL 029.00 FUNCTION ;l
Session | 1348444797 Unigue code [100502076930
Branch, date |PARKO 2003.10.20
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o Logs of data exchange (DB layer) with external systems:

’%_El Reaqistry

FRF_FRU_CONFIG
Registries | Registry history | FRS modules patterns Lo-gs Patches
Date Lewvel Source Err. code Action ID

2021.05.28 11:17:42 5 |FRS_APIHTTP_CALL 12535 |C3807D7BDFDCSEF3ENS3A40010ACOCAS From |2021.05.28 00:00:00 2
2021.05.28 09:42:45 5 |FRS_APIHTTP_CALL 12535 |C35F0B0 186401 AGOENS3A40010AC1928 Until | 2021.05.28 23:59:59
2021.05.28 09:33:40 5 |FRS_APIHTTP_CALL 12535 |C35F0ADSB3CD1EOFEQS3AL0010ACOBSET
2021.05.28 09:31: 5 |FRU_001.BASES4_DECODE 1 |C35EF32CE4A42384E053A40010ACFTFS d
ORA-12535: TNS:operation timed out

Meszage
ORA-12535: TNS:operation timed out

Error

mezsage
—— PL/ISQL Backtrace —-
ORA-06512: at "S¥'S. UTL_HTTP", line 380
ORA-05512: at "SY'S.UTL_HTTP", line 1148 Backtrace
ORA-05512: at "FRU.FRS_APF, line 322
—— PARANS
{ "params” : [{ "name” : "p_module” , "value” : "it. forbis.fcg. fog145.SendMsgTolb™ },{ "name” : "p_serv_url" , "value” : "hitp:17T2. Additional
16.4.150:8181/frs-web/frs" } { "name” : "returnFequestMsqg™ , "value” ; "false” } { "name” ; "msgToLb" , "value” ; "<LOB=, lengthb=3454" info
1.{ "name” : "msgType” , "value” : "ifcctrns” } { "name” : "lc_server_url™ , "walue™ : "hitp:/i172.16.4.150:8181/frs-webifrs™ }] }
—— FNN PARAMS ——

The application will allow the definition and customization of external interfaces of | Recommended
NF. 27 the application (e.g. setting available business function, setting the format of
input/output data, setting communication protocols, access control settings, etc.).

API functions can be enabled and disabled. If there are more than one input/output formats, the communication
protocol is available — it is possible to configure, which one is to be used. IP whitelists are used to limit the

accessibility.
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From the GUI part, the IPS has a possibility to manage the user’s available services and interface elements by user
groups, or additionally, by custom function:

New tree |

Menu Custurnermenul Services |'1_

 Menu information
=11 CUSTOMER.PARKO

Parent identifier a7 Identifier I TS7
BRI PRVATE :
Menu item |NEW-PRODUCT
PRNWATE-OVERVIEW
Type
PRMNATE-PROFILE -
- PRODUCTS Command |/customers/id/pms/templates

B Priority 40

INTERMET-BANKING
CURRENT-ACCOUNT
OTHER

Check function

Check if menu item is accessible
’V / Show menu item as not available if function result is negative r
F 4

BEiEEoE

NEW-PRODUCT —Menu access
=] CORFORATE Group mnemo Group name 12
ECDRPDRATE—DVEVEW FFUSER-VIEWING Factoring agreements, contracts, invoices viewing ¥ v
CORPORATE-PROFILE T
CORPORATE-PRODUCTS rr
i

2 1 - Dizplayed
2 - Enabled

2.4. Requirements for usability

All business functions available to users of application must be accessible through | Mandatory

NF. 28 web interfaces.

The IPS is based on:
e Oracle web FORMS for back-end.

JAVA SCRIPT-based Web interface for other applications. Once the Keycloak server has authorized/authenticated the
users, they will be redirected to our front-end application (FFE), which handles our business functions by the given
user roles/grants.

All user interfaces must be in English language. Mandatory

NF. 29 . . . . .
It is recommended the user interfaces to be available also in Romanian language.

English is officially supported, as for other languages, the translations must be done and entered into the database. The
system is multilanguage and supports everything within the UTF encoding and can switch to any language.

Application will have user-friendly interfaces that are intuitive and convenient to use | Mandatory

NF. 30 for business users and users with administrative roles.

The IPS GUI solutions have been developed under a design concept, the implementation of which is based on the
Google Material design system.

Therefore, at creating the design solutions that meet our needs, we can save up time and focus on the functional part.
Although the template base is available, the majority of the design components are developed according to individual

needs, for specific situations, with regard to the role of the user working with a particular solution. This allows
offering the system users a user-friendly and intuitive interface.
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The system shall be intuitively clear for the users so that it will allow the use of the | Mandatory

NF. 31 system with a minimal training.

Being aware of the basic needs of the system user, we have adapted the application so that the user could perform
his/her tasks as quickly as possible, and have justified our UI/UX design by qualitative testing. Thus, we managed to
avoid negative user experience and improve the usability of the application by employing the solutions based on the
user practices.

Documentation related to the solution shall contain complete guides, detailed and | Mandatory

NF. 32 updated for all groups of users.

Yes, it is available. For future developments, it will come as part of deliverables and access to Documentation portal
(wiki) will be provided too.

NF. 33 Users shall have access to context-sensitive help. Recommended

e The IPS users have access to system descriptions on different levels, depending on the system role assigned to

them:

o User manuals (intended for the client’s employees working with the IPS system, accessible in the external
application).

o Administrator guides (intended for the client’s administrators who manage the IPS System on the client’s
side, accessible in the external application).

o User help files (accessible directly in the IPS system). These are descriptions of the system operation and
user interface. For example:

¥ Contracts Navigator |
18] 7] O bl (2] 2] w0] [ &] <[ > 9] 94] (] i3] statis faciveir -] oty | PR 142
Contract No. Account Amount Account Balance Froperties
Customer Name |
| [ | 0.00| JLUTL 2L customer Code, Crir, [10000 [
| | | | . Product | |
- i_ 2 Help - O X
[ 1. Purpose of the form -~
[ The form is designed to create and provide service to contracts from “Back office™ environment.
|[ 2. Screen description
[ 2.1. General view of the form
) F ¥ Contracts Navigator
(B 5] S 2] 2] o] e ] €[> |9 34] Ca K[ sots facive-Tr <] pomtorway 2|" FRE 142
F D] contactnio Account Amount Account Balance Fropsriies
| s " Customer Name |TEST CREDIT
1 & |s342560 00029 | 0.00 £36.00 | 000 Customer Code, Cntr. 100000338302 |
I- =ffLizesite | 1480000 | 0.00 | 786.00 | 000 Product |LOJALUMO PROGRAM
T |l|Li346845 2300000 0.00 20.00 | 000 Branch [PARKO
W
(||| 1380480 2830000 | 0.00 | 905,00 | 000 Effective Amount
| in National Currency
362304 2880000 0,00 855.00 | 000
E I 7 I I 5 WI W From |2003.10.10 until|2103
L] |UE&E- |mnm | uluul MW Period in DaysiMonths |36544 [1210
[ |12 20000 : 20500 interest [0
| 2zsezs 2960000 | 0.00 20.03000/000 | gy State DetaivStatus [WORK At
5| |Lia79086 |a060000 | 0.00 2.243.00 000 Contract code [1525588
—|L1379108 3070000 0.00 300.00 | 000 Link Code
o ||[Lizs7ses 3080000 0.00 35,00 | 000 Invoice reference No.
9 |ca-50107601 |LT587400000016097110 | 0.00 | 2.00faup .| Agreement |
IA) Opened | 2003.10.10 [LAB
<= Prolengation History Closed ™
_'4 Date . Amount . . From . Until . Interest | ™ Audit ,7
>
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e The front-end application has tooltips which are common user interface elements to display important data or
as act as assistants:

Accounts 4+ Mew account

This account has blocks. Click on
==
12,405.00 EUR @ LT 16897 25

5,125.00 US % :

The account has ocks

150,210.35 EUR LT 5546 4

125,00 EUR

25.00 EUR

4,220.15 EUR LT 076 3125 m

NE. 34 The solution shall allow saving intermediate work and operations initiated by the user | Recommended
' (automatically or at user request).

Partially, in those places where thereit is enabled. Until it is set, editing is performed in several stages.

The solution shall allow users to customize its own workspace (e.g., adding menu | Recommended
NF. 35 . : . . .
items to favorites, displaying the latest hits, save searches, save templates, etc.).

e The IPS display multi-record blocks, it is allowed to use the user-defined sorting:

‘@Applicatinn processing ﬂ
Fitter |r-.-13f ﬂ Branch |F‘ARKO j Propeties

Date Farm Applicant Ref. Mo, Agency Arvourt Currency
~1 | | e o
1202105 25 |AML_PRIV_SE Party Like Russians 154731 | | 0.00 EUR =~
2021 0524 | AML_PRIV_MOB Testas Testaitis 164725 | | 0.00 EUR
2021 05,23 | AML_PRIV_SB \bustalia Australis 164725 | | 0.00 EUR
2021.05.23 |AML_PRIV_SE |Bmerika Amerika 164727 | | 0.00 EUR
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e Users can save/delete their own filters (searches), which later can be applied to the form‘s data. Besides, users
can save their preferred window position, which can be restored later:

S Edit Block Field Becord Query Filter Help W

Clear all r
Save
k[ <|>[»| 2 f
Forpost calculator Statement messages | Staten
forpost ail Ioperation hatches | Global sdd
Black
RTS Test
_CIST et
Exit _CUST Test
FRr_T90 _CUST Hlientas
FRF_180 S_CUST Wlientas:
FRF_130 % _DOSSIER_PHOMES Sktyviis
NE. 36 User interfaces shall allow easy navigation through solution forms, by using | Mandatory
' complementary mechanisms (e.g., mouse and/or keyboard and/or special functions).
Yes, it is so, WEB GUI interface.
NE. 37 The application must provide a mechanism for centralized displaying (e.g. dashboard) | Recommended

of all actions that user has to perform within the application.

e The IPS provides a dashboard with clearly arranged actions to work with the customer:

DASHBOARD PAYMENTS

CASHBOX TASKS

REPORTS

Q_ cusTomers

F5  Management
. Valuation
> BB Products

2> Limits

[£]  Reports
Registration date

Participant type

BIC code

Company registration code
Phone

Web site

€ Pricing MAIN INFO CONTACTS

2005.04.25

Direct

View details

B3 overview sity Dire Overview
) Al actions for user to perform
3 Profile Profile with specific customer Accounts

i 5125.00 USD

The account has 5 blocks

1 125.00 EUR

4,220.15 EUR

1 25.00 EUR

Bank link

User ID

1 1523648

Failed login: 0

12,405.00 ElR @

150,210.35 Eur

27 May
Thursday
—_— + New account
LT 0005 6¢
—_— 8
T =
PS acec
[ 0007 64
Tt accol
- —— | Restore passwort d
Delay till: 0
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2 5 )
e A dashboard for centralized user’s tasks and plans:
*78 Action plans
| B 7] K] «[<[>[»] ¥ oocumens | __sinsip |
Plans e [ Custemer - T Contract e
' Name[zi o 2] Number
1y - Registration code [27 08 Cust code[100000369724 Product
" " " [ Task
Execute untl Task Pry. Assigned to work with Status * Name [Pragymas susipaZinti su Kiento keftu dokumentu Priy. nput date [2015 07.01
[2015.07.08 Pragymas susipaZinti su kiento jkaitu (|1 2 jor inprocess > |lo xeeuts untl|2015.07.08 S pocess 5]
[2015.07.08  |Prasymas susipaZintisu Kiento fetu (|1 2. o nprocess =0 Respansidle exccutor [F0RPOST audting . |User oroup o i o et
e e e st = = Tr— susipaZintisu kiento Zut_or kehu dokumentu Dokumento pavadinmas kefstas 20150701
2015.08.10 Prasymas susipaZinti su kiento jkeltu (|1 Zu ar in process B o Py :[v Interéal el
— - — Expected result _I
2015.08.17 Prasymas susipaZinti su kiento jkeltu (|1 Zu or inprocess > |[o
[2015.11.04 [Pragymas susipaZinti su kiento jetu (1 Plun abas” inprocess = |[0 [ EEETIETS
[2015.11.05 Pragymas susipaZinti su kiento jkaitu (|1 Pl ihas” inprocess > |lo e _I
[2015.11.09 Pragymas susipaZinti su kiento jkeitu (|1 Plum bas” inprocess > |[o rereTes ]
Task SDEciﬁcabuanraEDme susipaZinti su kliento Zubanov Igor jkeltu dokumentu Dokumento pavadinimas keistas 20 Exm“c:n dak: 2015.0826 Actual exeentor|FORPOST auditng —I
mment
Execution comment|
Plan[TPi pans testavimal o [ Task parameters Task status —
Responsible executor |FORPOST auditing fame Value = Current lmT
Transfer to |Performed »
Transfer Ext
2.5. Requirements for security
2.5.1.Security architecture
The solution must implement a Multi-layered security approach at the application | Mandatory

NF. 38

level and have the ability to integrate into institutional model of NBM (further into
institutional model of CSD) for information security management (based on 1SO
27000 family of standards).

The system has multi-layered security approach. Inside IPS Core data integrity and confidentiality is ensured by

access control:

e Access to the database tables and API is controlled using password-protected database roles.
e Access to specific IPS Core entities (participiants, accounts, etc.) and operations (create participiant, open
account, view balance, close account etc) is controlled using IPS Core user groups and object groups.
e Additionally changes of the data can be tracked using customizeable audit mechanism. Audit tables are
protected.
All access credentials used by the application shall be configurable in the | Mandatory
NF. 39 administrative interface. Applications shall not contain hardcoded credentials for

access.

The IPS uses its own key storage for administration of the access credentials. The keys can be stored either locally
(Oracle DB) or in the external HSM (Physical security, administration, backup, and other HSM administrative tasks
are the Bank's responsibility, since HSM is physically located on Bank's side). The IPS API operates only with the
metadata of the relevant keys.
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VH Keys administration x|

@] W v k| «[<[>]»] n of B G @ = FRF_738

Key= I All occazions of key use l

ey stores
hnema Mame Type
|E}(TRESOURCES |Iéoriniq sgzay slaptaodZiai | - Keypair generation |
[ | | = IesuE certificate
Dezcription
=
=
Keys
Idertifier Mremo Matrie Type Encoding Relation  Date from Drate writil E-mail
[100022565054  [SAlS_CLAIMS [ |PazswoRD  [MONE |y |2005 04 29 [2010.04.23 | -
[1o0022618888  [z18_DEBTORS [ lPazzworD  [MOME [y |2008 04 20 [2010.04.29 |
[100022618908  [SODRA_PERSONDATA, [ [PasswioRD  [MOME [t [2006.04.20 [2010.04.29 |
[100022619165  |SAMPO_HASEAILFFQUERIES [ lPasswiorRD  [MOME |t [2006.04.20 [2010.04.29 |
[100023910565  |PROBE | [PasswORD  [noME o |2006.04.20 [2010.04.29 | hd|
Description -
Infartmation
Purpose
Cerdification reguest
Cliert | Azzociste with client
Hey fingerprint | Hey usage
Storage |Local b
HEM Settings
Partition | Partition passsvard

None of the solution components shall contain stored access credentials in open form | Mandatory

NF. 40 (in databases, configuration files).

None of the user passwords are stored as a plain text in the database or other external applications that are configured
on the server; the sensitive information is encrypted.

All solution related system processes shall run with minimum privileges needed to | Mandatory

NF. 41 execute the tasks assigned.

Every system process may be run with its own dedicated user that has a limited access to the system resources, such
as: file system, network, or memory.

All external interfaces of application will be accessed by using secure authentication | Mandatory

NF. 42 methods (e.g. X.509 certificate-based authentication).

API requires that the client be authenticated with its X.509 Certificate and a digital signature. This is achieved at the
transport layer using TLS. Both sides are authenticated when the TLS handshake is established and X.509 Certificates
are exchanged. The technologies used are: TLS1.2, TLS1.3, and up to date secure encryption algorithms.

NF. 43 The solution will be able to encrypt sensible data stored in the database. Recommended

By means of Oracle Advanced Security Option, Transparent database Encryption, or by our developed means.

2.5.2. Authentication

Application will permit registration of users and their profile information (e.g. ID, | Mandatory

NF. 44 password, first name, surname, email, etc.).

Keycloak allows additional logins flows (optional user self-registration, recover password, verify email, require
password update, etc.), adding other fields to login, registration flows.

Application should support strong authentication mechanisms, including two factor | Mandatory
NF. 45 authentication.

Vendor will describe all supported mechanisms for user authentication.
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o Authentication and authorisation is performed via the authorisation server.

e Authentication is performed by the username and password alongside with the acknowledged third-party

secure devices:

Mobile signature/stationary signature:

E_
| =

FORPOST

Vasco Digipass:

Client Side

Passvord = OTP

n ! Userd = A :
R e
— Internet ~ .J
s

One Time Password /Signature
Generation

Smart ID:

Server Side

Datas
Retrianval

= 2 p=
=

VACMAN
Controller

One Time Password /Signature
Verification

el

FORPOET

%gq

Beaa 1D sedvide
FRS Provider
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User passwords must be protected within the application. The method of protecting | Mandatory

NF. 46 passwords must ensure the impossibility of their interception, deduction or retrieval.

User passwords are not stored in an open form. All passwords are salted and hashed which prevents deduction and
retrieval. Only up to date secure hashing algorithms are used, such as: SHA-2, SHA-3. Passwords are always
transmitted via a secure channel (TLS), which prevents interceptions.

Application will allow: Mandatory

a. Setting password policy requirements for at least: the complexity of
password, password change requirement, password lifetime, repeated use of
passwords, the number of failed login attempts and dictionary of prohibited

NE. 47 passwords. In this case, the application will timely provide the user with
information regarding the use of password usage policies (e.g. a message
about password expiring in n days).

b. Application will allow segregated use of password usage policies for different
user groups.

c. Application will enable their users to change the password via user interface.

o Keycloak allows adding different policies, required actions for each case, for individual users, or globally.

|z
B

<

<]

o Keycloak allows extending functionality and adding new functions, like per-group password policy.

Application will allow to block, disable or suspend user accounts at the application | Mandatory

NF. 48
level.
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Keycloak allows disabling individual users:

Details Attributes Credentials Role Mappings Groups Consents Sessions
D 423705f9-f0d4-43dd-806b-c22a4007fef7
Created At 10/30/20 9:34:06 AM
Username povilass

First Name * _
Last Name * _
Address
Birthday
Language English
Phone
Remarks

User Enabled m

Federation Link forpost

Email Verified OFF

Required User Actions

Impersonate user Impersonate

Application will allow users to access application only through an authentication

NF. 49 procedure.

Mandatory

The user can access the IPS only by the authentication procedure. For back-end, a standard Oracle authentication
procedure is used, for front-end, the Keycloak functionality for authentication is used. Both of them support Multi-

Factor Authentication.

Application will allow differentiated use of authentication methods, depending on

NF. 50 different categories of users.

Recommended
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It is possible to create new policies for users or their groups:

Clients » frontend-webapi Authorization Permissions Default Permission

Default Permission &

Name * @ Default Permission
Description @ A permission that applies to the default resource type
Apply to Resource Type @ m
Resource Type * @ urn:frontend-webapiiresources:default
Apply Policy & Select existing policy... v Create Policy.. ¥
Name Description i P
Role
Default Policy A policy that grants access only for users within this realm Client
Time
User
Decision Strategy @ Unanimous v Aggregated
Group

m Cance'

Application will permit to set the number of simultaneous connections that can be | Mandatory
initiated by a user.

In case this feature is not supported, the solution will not allow more than one
connection per user.

NF. 51

Keycloak allows configuring the user session count limiter/restrictor for all users globally:

Auth Type Requirement
~ | Cookie O O ®
REQUIRED | ALTERMATIVE | DISABLED
~ ||« | Kerberos O O ®
REQUIRED | ALTERNATIVE | DISABLED

| dentity Provider @] (O] O
Redirector REQUIRED = ALTERNATIVE | DISABLED
~ || Copy Of Browser (Zach) @ )
Forms REQUIRED = ALTERNATIVE = DISABLED = CONDITIONAL
~ || ~ | Username Password Form ®
REQUIRED
~ || v | CopyOf Browser (Zach) (@] @] O (O]
Browser - Conditional OTP REQUIRED = ALTERNATIVE = DISABLED = CONDITIONAL
~ || ~| Condition-User | (@ ) DISABLED
Configured REQUIRED
~ || ~| OTPForm @ O O
REQUIRED | ALTERNATIVE | DISABLED
~ ||~ User Session Count ® ) DISABLED
imiter (global limitar) REQUIRED
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NF. 52 Application will permit to set user session timeout in case of inactivity. Mandatory

Keycloak allows configuring the session timeouts as lifespans by the realms:

General Login Keys Email Themes Cache Tokens Client Registration Security Defenses
Default Signature Algorithm v
Revoke Refresh Token OFF
550 Session Idle 30 Minutes W
S50 Session Max 1 Hours ~
550 Session |dle Remember Me 0 Minutes W
550 Session Max Remember Me 0 Minutes W
Offline Session Idle ] Days w
Offline Session Max Limited OFF
Client Session ldle 0 Minutes W
Client Session Max 0 Minutes W
Access Token Lifespan 5 Minutes W
Access Token Lifespan For Implicit 13 Minutes W
Flow
Client login timeout 1 Minutes W
Login timeout ] Minutes w
Login action timeout 3 Minutes W
User-Initiated Action Lifespan 5 Minutes W
Default Admin-Initiated Action 12 Haours w
Lifespan
Override User-Initiated Action Select one. - Minutes w || Reset |
Lifespan
Save ance

Application will provide mechanisms to prevent unauthorized take-over of active | Mandatory

NF. 53 sessions initiated by legitimate users.

Keycloak had this issue in the older version (6.0.0), but it is fixed now by Keycloak, and it is not possible to hijack
other user sessions in later versions.
The IPS is based on the higher Keycloak version.

Application will provide the necessary mechanisms for implementation of Single | Mandatory

NF. 54 Sign-On (e.g. Kerberos).
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Keycloak allows adding extra Auth types like Kerberos:

Bindings Required Actions Password Palicy OTP Policy WebAuthn Policy WebAuthn Passwordless Policy
Frontend: Browser v New || Copy || Delete || Edit Flow || Add execution || Add flow
Auth Type Requirement
O REQUIRED @ ALTERNATIVE O DISABLED
O REQUIRED O ALTERNATIVE @ DISABLED Actions ~
Identity Provider Redirector O REQUIRED (@ ALTERNATIVE O DISABLED
Frontend: Browser Forms O REQUIRED ®) ALTERNATIVE O DISABLED O CONDITIONAL
Username Passward Form ® REQUIRED
Frontend: Browser Browser - Conditional OTP O REQUIRED O ALTERNATIVE O DISABLED ® CONDITIONAL
Condition - User Configured ® REQUIRED ) DISABLED
OTP Form @® REQUIRED O ALTERNATIVE O DISABLED Actions v~
Frantend: Create Forpost Session @® REQUIRED O ALTERNATIVE O DISABLED

2.5.3. Authorization

Authorization method in the application will be based on the principle “everything not | Mandatory

NF. 55 expressly permitted is forbidden”.

Yes, it is so. After user creation, possible connect only without any rights

Application will allow definition of user groups and roles within the application, and | Mandatory

NF. 56 association of users of the application with these groups and roles.

’%‘_3 tights Management

Groups(frf_010) FRF 015

| by user {* | ? “.JDNASS [PARKOD [1onas Stankaitis Parameterisation |
: |

—Assigned tojgroups

—Search

|
WVERK-VERKLAN erk-Verkiail j
—, Delete allrec...
FDREIIS—DILERLA‘ “aliutos pirkimas/pardavimas
PARKO-DILERIAI Dileriai -] M
Branch Mode Bal acc  Det Account Cnc. R MDOBC 1 2 1
- 1: Accounts
5 No% 5% 5% % MMM ™T
% B % % % % el v VIV VT 2: Customers
e o o
/ winneeeee E 3. Trans. groups
| | | R - read, M - modify, D - drop, O - open , B - debit BTt = eheme
C - credit, 1 - verify, 2 - account balance reading is not allowed
Check user rights |JONASS fentieriz = )
to Bal. group to Account 6 Workflow
Branch Branch
Mode Ao 7. Inf. products
Bal. acc | Crnc. 8 Products
Det. IUser {or user group) right= to access the IPS objects I
Cust. (O rights} 9. Paym. schemes
Rights to account Check I Check | 10: Acc. templates
Rights to cust. — 1 {

The IPS system is optimized for operating with a large number of users. That is why instead of setting rights and roles
for each particular user, the rights and roles are defined for groups of users. The IPS system supports unlimited
number of user groups, and the groups are created according to the business needs. In fact, a user group is a set of
users having the same business role. A user group may have different access rights to various groups of the IPS
objects (accounts, customers, products, payment messages, etc.). Once the user has been included into the group,
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he/she obtains all the privileges the group provides.

Application will allow the granting of access rights for user, user groups and user | Mandatory
NF. 57 roles. A group can contain multiple subgroups / roles. A user can be assigned to one
or more groups or roles, access rights being determined cumulatively.

The access rights to various IPS system objects are granted to user groups. A user may be included to several user
groups; in such a case, the user obtains the cumulative privileges of all the groups it belongs to. The number of groups
the user can be belong to is not limited.

Application will allow temporary delegation of rights held by one user to another | Mandatory
NF. 58 user. The delegation will be made with keeping or suspending of rights owned by the
user to whom these rights are being delegated.

Since the rights in the IPS system are managed via the user groups, the delegation of rights is quite easy. One user is
removed from a certain group, while another user is added. Accordingly, all the rights are instantly revoked from
removed user, and instantly granted to the added user. The ISP system logs the fact and the basis (reason) of such a
change.

Alternatively, a dialog for copying user rights from one person to another may be used:

’E}_H Rights Management
Groups(frf_010})
— Search /
by user % j [sLavas rarko [iavge’ Parameterisation |
by group J I
—Assgigned to groups —
—Users
HEAD-ALL_CUST_RIGHTS Template: |iZ:] Copy for user: ;HM |
= = BC...
PARKO-PARKD —Right=
|
e R Copy Table Description
|7 B_CASHIERS DESKS LIST Asgsigning cashiers to cash desk groups =
Branch Mode Bal acc Del | [ |g casH STOCK USERS Cash stock users list =
i B |61V [ I B_GROUPS_ATT Users assignment to groups
LAGUTY B % %
v B_PERS_BRANCH Personnel access to branches
SIGNET B |% %
v B_PERS_COMPS Restricted work from PC
SIGNET N % £
| | | I B_PERS_FORMS List of forms which cannot be used by user to login the syste
v B_EXCH_PARS Conversion operations parameters Fre: E
Check user 1 I B_MG_PARS Individual parameter values assigned to workflow messages -
to Bal. group |7 B_NMG_WaAY _DEFALLTS Message moving ways addresses by default
Branch [~ |B_REGISTRY_USER FORPOST Registry user part ;l
Mode M mark al
Bal. ace Execute | Cancel
Det.
Cust. (0 rights) O Faym. Schemes
Rights t t
Ights 10 accoun Check Check I 10: Acc. templates
Rights to cust. hd

Application will provide views and reports regarding existing access rights within the | Mandatory
application. They can be parameterized by at least the following parameters: user
group / role within the applications, user ID, business entity, property related to
business entity, permitted operations.

NF. 59
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All the rights-related changes in the IPS are logged. The system records the previous state, the new state, which user
and when initiated the change, the type of the change (insert, update, or delete), and the updated information can be
put in even in a more detailed way in each particular database field. The log is accessible to the authorized users via a
GUI form or various reports. Since all the information is recorded in the log, the reports’ output can be filtered by any
criteria.

Adion Edit Block Field [ERSIR] Query Eilter Help Window
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| ; \
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E-mail |- _ It FIEEIA EEE
“ORPOST code, pers. 22725 (e = iFitered: username="SLAVAS

Yes

Salutation [LL 11 _7| -
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Notes [2021.05.26 1511143 [FORPOSTImaryter  [Update SLAvAS 23 [s s 60 3 L1
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The solution must support multi-level authorization framework for verifications and | Mandatory
NF. 60 approvals, based on configurable business workflows. At least three levels must be
available by default.

Keycloak Authorization Services can help you improve the authorization capabilities on applications and services by
providing:

e Resource protection using fine-grained authorization policies and different access control mechanisms;
Centralized Resource, Permission, and Policy Management;
Centralized Policy Decision Point;
REST security based on a set of REST-based authorization services;
Authorization workflows and User-Managed Access.

The infrastructure to help avoid code replication across projects (and redeploys) and quickly adapt to changes in your
security requirements.

2.5.4. Input and output validation

Application will provide appropriate mechanisms to prevent manipulation of the input | Mandatory

NF. 61 data (user inputs, inputs from external applications).

All data that comes from the User Interface (e.g. WEB application) or external applications (suppliers, partners,
vendors, regulators, etc.) is considered unsafe and validated on both syntactical and semantic level.

OWASP Input Validation Cheat Sheet is used as guidance for Input Validation.

Syntactic validation checks the correct syntax of the structured fields (e.g. IBAN, currency, amount, etc.).

Semantic validation checks the correctness of their values in the specific business context (e.g. the start date is before
the end date, the price is within the expected range).

When the input format is XML, then input validated against the XML schema, if any.

To ensure data integrity, the MAC, hash, or digital signature is validated.

2.5.5. PKI

IPS infrastructure must ensure the protection of the integrity of messages exchanged | Mandatory
NF. 62 between IPS system participants and the operator.

Integrity protection should be ensured using PKI and digital signatures for sender
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‘ messages as well as the validation of the digital signature by the recipient. ‘

The messages are signed with an electronic signature. The cryptographic certificate is on the HSM. Both
communicating parties (IPS and Participant’s IS) will be authenticated using cryptographic keys (X.509 certificates
and TLS Mutual authentication protocol).

The IPS infrastructure must ensure the protection of confidentiality of data exchanged | Mandatory

NE. 63 between IPS system participants and the operator.
' Confidentiality protection is provided by using PKI and traffic encryption between

system participants and the operator at application level.

All communication is done via a secure TLS channel. The technologies used are: TLS1.2, TLS1.3, and up to date
encryption algorithms. There is also a possibility of additional encryption by encrypting the message itself (XML,
JSON...), which is later transmitted via a secure channel.

Client application modules need to be ensured that enable the integration of | Mandatory

NE. 64 participants into the PKI of the IPS system.
' Adequate software support should be ensured for each of the proposed methods for

connecting participants to the IPS system.

The client’s applications can be easily integrated with our system, owing to the used industry-wide standards. It does
not matter which programming language or tools are employed by the client’s applications as long as they follow the
common practices. If the client has not yet upgraded the system to the newest TLS version or encryption algorithms,
then it is possible for the IPS to allow communication using the older version for a limited transition period. The use
of X. certificates issued by Certificate Authorities provide means of standard based certificate revocation checking,
such as OCSP and CRL.

The solution for the electronic signature and PKI will meet the following technical | Mandatory
requirements:

e Centralized management of public key certificates, based on a widely-adopted
protocol (e.g. LDAP), with possibilities for scaling up and integration with
other solutions.

e Acceptance of third-party certificates as Root of Trust (RoT).

o Acceptance of certificates with RSA public key of length up to 4096 bit,
SHA-256 as signature/hash algorithm and up to 4 levels of certification path.

NF. 65 e Private key and private key’s password / PIN will be protected against being
tampered with or eavesdropped during the creation of electronic signatures.

e Modern and commonly used standards and specifications will be used for
creation of signature, such as RSA of minimum 2048 bit for end user keys,
SHA-256, AES-256.

e Possibility for integration with Hardware Secure Modules (HSM) and other
electronic signature creation means by using PKCS#11 (v.2.20+) standard.

e Addressing the requirements of security standards in the field of digital
payment protection, such as PCI SSC, will be considered as an important
advantage.

Part of our PKI solution is based on Java technologies, which are kept up to date when it comes to security concerns.
Root of Trust is definitely supported, as well as at least 4 levels of certification path. RSA Keys of length 4096, SHA-
256, AES-256 are already in use, as well as other algorithms such as DSA, ECDSA. Private Keys can be stored in
HSM, for which we already have experience with multiple vendors. Most of which are based on PKCS#11. PIN is
stored encrypted, and the encryption key may be provided at application start-up.

2.5.6. Auditing and security monitoring

For auditing and security monitoring, the following requirements are applicable: Mandatory

a. The proposed solution will have audit components that will centrally collect

NF. 66 and manage audit records at each component Ievx_al. _ N

b. Audit component shall allow granular configuration of audit policies.

c. The proposed solution shall allow determining the specific characteristics of
events that must be registered (e.g. products in a certain period, certain
events, facts).
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d. Application shall allow auditing of any event within the application.
e. [Each audit record shall contain at least:
i. Moment in time of the event;
ii.  Subject of the event (User ID);
iii.  Categories of affected data/parameters;
iv.  Event that happened,;
v.  IP address of the source that initiated the event, or any other information
permitting to identify the source;

f.  Audit records will not include confidential business information (e.g. inserted
passwords at failed attempts).

g. The application will allow to fix historical versions of the data, which will be
considered extremely sensitive.

h. The application will be able to automatically generate the notifications to
those responsible for the production of certain security events, according to
set up configurations.

i. Audit component shall use the system clock set to the operating system that
runs the audit component.

j.  The proposed solution shall have secure mechanisms to protect the integrity
of audit information recorded.

There are two types of the IPS logs — DB layer and applications. DB logs are based on automatically registered
records using DB/tables triggers. Application logs are collected in ELK for display and analysis. There are tools for
responding to critical or threshold values, both internal (within the application) and external.

The IPS’ most relevant logs:
e Logs of payment data exchange with external systems:

FCGv1: SEPAINST: Service

Last 30 days
fields.environment: PROD x  fields.subsystem: SEPAINST
FCGV1: SEPAINST: All Messages
5bda868-88dc-496b-Bc6e-8898619d8e9T
s @s2721¢ 24
IFPSRPRT
2621-85-27 88:52:14.463
SI 5272 3567
Logs of payment system about
1,578
PROCESSED
SUCCESS
SI218¢ 1935587
Uoaoxx

264

<2xml version="1.8" encoding="UTF-8"2>

<EDoc><Msg ID="Edoc” Type="IFPSRPRT" Version="pacs.@82.081.83.2019"><Header><Sender>L 1SD</Sender><Receiver>UA  21XXX</Receiver><Priority>55¢/Priority><Msg

Id>S121052.  35524</Nsgld><Date»2621-85-27T88:52:12</Date><System>LITAS-INST</System></Header><Docs><Doc><Header><DocId>  |852721935524</DocId><Dates><Type>Formd

oc</Types<Date>2621-85-27T88:52: >< > < >l 1 > >SEPATNST</BusinessArea></Header><Ifpsr ument><FIT

oF IPmtStsRp! > < stnld><BIC>IPSTFRPP</BIC></FinInstnld></InstgAgt><InstdAg

t><FinInstnId><BIC> < stnId></InstdAgts</GrpHdr><OrgnlGrpInfAndSts><OrgnlMsgId> 185! 1935! </OrgnlMsgId><OrgnlMsgNmId>PACS.888</0rgnlNsghm
s <TeTnfandstes

<7xml version="1.8" encoding="utf-8"2?><Nsq ID="Edoc™ Type="CONTRL" Version="2815-1-8">
<Header>

<Sender>  MLT21XXX</Sender>

<Receiver>l ILT2XMSD</Receiver>

<Priority>55</Priority>

<Msgld»>4727188</Msgld>

<Mates 21-A8-7" R-57-17</Nates

PROCESSED
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FCGV1: SEPAINST: All Messages
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2021-05-26 15:00:35.480
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conta
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ILPNOT

ILPNOT

ILPNOT

ILPNOT

ILPNOT

ILPNOT

ILPNOT

ILPNOT

Up
Down

Lang. | Z

[

Status [1civ=

[~

Branch [k ||

Oracle USER

Yes

sautation[ | o[ F

Addiionslinto

d.s.e.processid

5211460007102126

5211460007102122

5211460007102115

5211460007102110

$211460007102105

5211460007102086

5211460007102061

5211460007102042

d.s.e.totalStatus

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

1-500f 1458 <

>
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PROCESSED

PROCESSED

PROGESSED

PROCESSED

PROCESSED

PROCESSED
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The IPS’ universal audit mechanism for internal (DB) purposes, which keeps track of the following:
Who (username and session id) performed an action;
What action was performed (inserted, updated, deleted);
On which table;
On which columns;
Old and new value.

E-mail
“ORPOST code, pers.
. - 2 B— o
Phone
N
FORPOST Mail Action date. Action user Action Full name Surname UserD HNotes Address Phane. Gender Salutation
- [2021.05.26 151533 [FoRPOSTImanyter  [Update sLavas siz - = - = [7 _ ress ale ) B
|2021.05.26 15:11:48 [FORPOST/maryter Update SLAVAS |Sia ‘wi233 ¢ |60 +37 653 Male LLM
Dateotbith [17 7 L o

|2021.05.26 15:10:42 [FORPOST/maryter Update SLAVAS |Sia -~ avi2 < |60 [+37 """7B53 Male LLM

Pasition
|2021.04.1517:45:35  [SLAVAS Update SLAVAS Si av &l |60 [+37  .__7653 Male LLM
|2021.03.29 11:09:43  |SLAVAS Update SLAVAS & iav S |60 +37 353 Male LLM
2020.11.1917:09:16  |SLAVAS Update SLAVAS i v & |60 [+37C 553 Male LLM

’E_H User Audit Log

1 K K R R I

[ K K R I R

M

The IPS’ log dashboard for users data audit:

Sessions Log Password changing | Oper. documents E-mail statem. | XMLAP! log | - —
Active and aborted SeSSioNs  eie———————————
Start Status Branch Subsidiary PCID Session  Term. sessioi Term. user  Remote PC
2021.05.26 17:34:15 ACTVE PARKO  |B.2 JONASS 1348472092 NO -
ANDREJCE 2021.05.26 17:15:24 ACTIVE SIGNET DESKTOP-80K0 |1348470008 NO
JONAST 2021.05.26 17:14:20 ABORTED PARKO JONAST 1343469325 NO
PAVELN 2021.05.26 16:45:00 ACTIVE PAVEL DESKTOP-35LTI|1348485201 NO
SLAVAS 2021.05.26 16:31:54 ACTIVE PARKO  |SUBAGENCYX [SLAWA_PC 1348463110 NO
FORPOST 2021.05.26 16:25:43 ABORTED PARKD BIVEKD 1343462004 MO -
Session Iog (all sessiong) W —

User Start End Status Subsidiary PCID Session  Term. sessiol Term. user  Remote PC Started, from
VYTAUTASBR 2021.05.26 06:56:58 | 2021.05.26 10:35:09 | FINISHED LAPTOP-3UGTS |1348381495 NO = | 2021.05.26
FORPOST 2021.05.28 07:01:08 ACTIVE LAPTOP-UTBAV | 1348381987 NO Started, until
FORPOST 2021.05.26 07:23:19 ACTVE DESKTOP-PFJR:|1348384560 MO | 2021.05.27
FORPOST 2021.05.26 07:39:08 ABORTED PAULIUS 1343386400 MO Status
PAULIUSM 2021.05.26 07:44:52 ABORTED PAULIUS 1348387072 NO |% j
FORPOST 2021.05.26 07:50:18 | 2021.05.26 16:38:48 | FINISHED EGIDUUS 1343387696 NO User
FORPOST 2021.05.26 07:57:18 | 2021.05.25 08:03:38 | FINISHED PAULIUS 1343388521 NO | |%
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e Important tables with sensitive data have journaling tables for all actions with records. These tables store the
exact copy of the record at the moment of change. Thus, it is possible to see, how records have changed over
time.

e Reports logs. The IPS keeps track of launching reports: who, when launched what report, what parameters
were used. The same concerns launching interfaces, but the parameters or queries, performed on the form,
are tracked selectively.

e Additional objects for auditing of web applications are:

o User’s parameters;
o User’s security means.

The solution shall have also its own user interfaces for accessing and processing | Mandatory
NF. 67 recorded log events, including filtering of audit records by any field owned and their
export in the usual format.

Various IPS subsystems have their own interfaces for recorded log events. For example:
o Logged events of the customer data change:

B Informative and adrministrative depositary operations ==l
A % =
@ W ¥ k«<[>[»n g2 & o =r FRF_694
Administrative | Infarmative |
Cateqary |% ﬂ Recard state e ﬂ
Action Customer Category Idertifier
| |MOTOR SERVIS |cUSTOMER: Pavarde Vardas _ | Internal code 35805415
| |MOTOR SERVIS |CUSTOMER Pavarde Vardas Table name IB_PEOPLE
| [moToR sERVIS |CUSTOMER Pavarde Vardas
Figlid
| [moTor sERVIS [CUSTOMER Pavarde Vardas = N JPPL_PERSCODE
| |MOTOR SERVIS |cusTOMER: Pervarde vardas Action U
| |moToR SERVIS |cUsTOMER |Pavarde vardas
Old value 30000000015
| |MOTOR SERVIS |CUSTOMER Pavarde Vardas
| [moToR sERVIS |[CUSTOMER Pavarde vardas New valug 138411180070
| |MOTOR SERVIS |cusTOMER: Pervarde vardas e FORPOSTBARBARA.
| |IMcrRoHARD [cUsTOMER |Savickas's" Andrius
: _ Date 2018.07 10 130225
| [MICROHARD |[CUSTOMER |Savickas'a" Andrius 1
| [mcroHaRD |[CUSTOMER |Savickas'a" Andrius v | Contract |
Customer name: Diesl state |
MOTOR SERWIS UAB

Audit component shall be able to be integrated with solutions based on open | Recommended
NF. 68 standards, such as SIEM (Security Incident and Event Management) to take over the
audit records produced in the solution by SIEM.

Currently, there is no such integration implemented but there are the possibilities to integrate.

The audit component will own a mechanism for historical audit records archiving. | Mandatory
NF. 69 The archiving process can also be parameterized by (frequency, data seniority,
archiving format, destination, etc.).

The mechanism for historical audit records’ archiving is available in the IPS system. The information from audit
records is transferred to the long-term storage tables where it is accessible in the read-only mode. When there is no
more need to keep this information, it can be deleted, or it can be exported in various formats. The frequency and
other settings of archiving are configurable.
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'/ Job Scheduling

“r| ™ Refresh (sec.) + I__ = FRF O
Snapshot on Date 2021.05.28 123031 Total Executors Started 0
Job id Current Status Mame Mext Run Date Remaining Can perform
21|68 JCLR F‘nlic'_.-'.lF‘rn-l:lu::'t system Logs Clea |2019.05.25 17:00:00 JOB_1
82 |B JCLR F‘l:llil:“';.r.IF‘rl:n:Iuct system collateral (|2015.05.25 19:00:0 JOB_1
83 |B JCLR F‘uliu:y.IF‘ruduct system prop. § 2o 21:00:00 JOB_1
24 |8 JCLR F‘n:llin:ry.l ags archive cl |2019.05.26 09:00:00 JOB_1
25|68 JCLR F'ulicg,r.lﬂbjects tags archive clear|[2015.05.25 10:00:00 JOB_1
856 |B JCLR Policy JTransactions tags archive [2019.05.28 11:00:00 JOB_1
&7 |B JCLR Policy JCorporations tags archive |2019.05.28 12:00:00 JOB_1
22 |8 JCLR F‘ulicy.lF‘eu ples tags archive clea [2015.05.26 13:00:00 JOB_1
89 |B JCLR Policy Jaccounts tags archive cle|2019.05.25 14:00:00 JOB_1
50|18 JCLR Policy jStaitments archive clearing|2019.05.26 15:00:00 JOB_1
Interval Last Date Job Cwner
MEXT_DAY (TRUNC(SY SDATE), "SATURDAY y+17/24 ﬂ |2IZI1 9.05.22 173440 IJDEI_1
-
Last Execution Error Execution block

begin frl_082.clean_prdtz_jn{30, null}; end,

Executors Ses=ion and Username

Last Execution Period in secs
1077

2.6. Requirements for Maintainability

The offered solution should be easily maintainable and meet the following basic | Mandatory
characteristics:

a. Unified technology platform (a single database management system, a single
hardware/software infrastructure);

NF. 70 b. A single vendor for software modules that are part of the offered solution;

c. A minimum number of development environments used for the development
of application which is part of the offered solution;

d. Effective mechanisms to identify and monitor problems appeared during the
exploration of the solution.

As the basis, we mainly use the technological stack from Oracle (DB, Forms, Java, Linux). Since the critical threshold
metrics have not been indicated, we assume that the answer is Yes.

For application to be available and accessible to business users at agreed level, they | Mandatory
must be continuously monitored and maintained. Application must enable proactive
problem identification and prevention by facile going of operational maintenance
activities across all application components.

NF. 71
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The IPS has its own built-in Dashboard and Monitor. It is also open to such systems as Zabbix and ELK.

A Built-in dashboard for the internal IPS processes:

17:15

z : 511
I aumisoc) 2] > =] |

Filterl | Clear |A|| > Source |Work i

Next Start

Lewvel Event date Message Rows Control Handling
I |19.09.12 11:51 Debt Information Table Contents o hd ;I Details I
I |19.09.12 11:51 Debt Infermation Table Contents 24 hd
| |19.08.20 09:04 Debt Information Table Contents 75 I Properties I
I |19.08.20 09:03 Debt Information Table Contents. 15 I
I |19.08.19 15:25 Debt Information Table Contents. 24 hd
I |19.08.13 15 Debt Information Table Contents o I~
I |19.08.19 15:25 Debt Information Table Contents o hd
I |19.02.05 09:47 Debt Infermation Table Contents 18 =]
I |19.01.11 09:11 Debt Information Table Contents. 30 I
I [18.10.24 09:54 Debt Information Table Contents 275 hd Start I
I |18.09.18 16:00 Debt Information Table Contents 255 I
| |18.04.10 10:08 Fee Debts Table Contents Contents 18 I ;I Archiving I

Period Start Period End Task Refno Key

J | b4

| 19.08.1100:00 | 19.08.1211:51 [Table_Contents

2] vookpy fname id] =5
Parentl
Deposits.
New deposits REfNDIAdministraliun
t% Closed depositis Add Name|Administration
L Erors Default Iwell\niurmatiun ;I
[+ FORPOST kernel
oNS Remove... Prigrity | 100
Customers Archive after (days)IS Edit |
[} DAS errors Next expression |sysdate+1/24
New accounts f—
New applications Rules
e Explain detallsl j
Official rates.
) Statements warshouse Zrrrl)
Transactions LI Test Parameters

"7 Access =l I

IFURPUST IUser 'l

[=F Administration

f—]— Database

— Compilation errors
/ I~ Created objects

/ — Current transactions
— DB information

— DB reloaded

— DDL locks

— DML locks.

— Dead sessions

— Disabled constraints
— Dizabled triggers

— Installed options

— Invalid Oracle options
— Locks

— Modified objects.

— NO Logging objects

— TotallActive users

In mode IE Grant/Revoke
-

Last update FHB_USER

Description
Debt Information Table Contents

@l |§ I @l Fix Errors | Next Starll 16.12.16 14:07 " Current Statusl Vaiting j Query time (secs) +0 00:00:00.04
Er e | New Status| - set | Created by FHB_USER
= Last Error Information |6 Invalid details sql expression :DRA- Save unti 2019.09.15 11:51:59
06502: PL/SQL: numeric or value error Lock Information

2019.09.12 11:51:59

|

e A dashboard for the external IPS processes.
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e A dashboard for the IPS infrastructure components:

PANEIEA Monitoring invenory  Reports  Configuration  Administation - L B s

dashboard BE

Map Map

The solution will allow to monitor its own business-related parameters: the processing | Recommended
NF. 72 time for input/output messages, transaction processing time, etc. and generate
appropriate notifications when certain parameters exceed critical thresholds.

The system has its own built-in Dashboard and Monitor, but it is also open to such systems as Zabbix and ELK.

2.7. Requirements for performance, continuity and resilience

The solution must have the ability to process in a timely manner the transactions | Mandatory
performed by IPS, according to volumes resulting from its activity. Technology
platform architecture proposed by the Tenderer must provide the following minimum
performance levels for application:
a. IPS must be designed to enable the execution of 5,000,000 transactions
(transfer orders) in A2A mode;
b. IPS must be designed to enable the execution of about 100 transactions
(transfer orders) in A2A mode per second in the peak times;

NF. 73 c. IPS will complete the established tasks in the transfer order execution in less
than 1 second. The established tasks executed by IPS within the defined
deadline entail: Validation of the received message and forwarding it to the
Recipient; Validation of the inbound Recipient’s response, execution (in case
of a transfer order) and forwarding the response (network delays and
recipient’s response delays are not accounted for this purpose).

The Vendor shall indicate in his offer the guaranteed minimum values of performance

characteristics of the application, taking into account the technology platform

recommended by Tenderer.
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Executing an account-to-account transfer on a modern platform would take 0.008 seconds.

At a speed of 0.008 seconds, one flow will execute 100 transactions per second.

5,000,000 transfers per day is an experimentally proven fact with our clients in the course of real exploitation.

When performing load and stress tests, the load like “obtain online account balance”, “enter a debit/credit transaction”,
“obtain basic information on account parameters” does not exceed one second. We do not take into account reports
and statements, as this much depends on the number of lines, which can be numerous.

Basic operations are based on primary keys and a small number of records to process.

The signing speed depends on the HSM speed, which we cannot affect, we can only parallelize calls to several HSMs.

IPS must support a configuration to operate on a 24/7 basis. Mandatory

IPS must be configured in such a way as to enable operations in 24/7 mode with the
availability higher than 99.99% per month. All the system components must function
NF. 74 in active-active mode.

Vendor shall describe continuous availability options and proposed technologies for
disaster recovery supported by the solution. Recovery times for different options have
to be described.

The IPS system is fully ready to operate 24h a day. Its core is the OTLP system, and it has been designed to function
24/7 from the very start. Continuous availability is ensured by RAC/DATAGUARD at the Oracle level, and by
clustering and load balancing on the level of the application/service.

IPS must enable changes to the configuration on-the-fly with near to zero downtime. Mandatory

IPS should be designed to enable the upgrade process on-the-fly, including changes
NF. 75 to the set of messages and processes in the system as well as addition of new
functionalities. The system should have the possibility to operate with multiple
message versions simultaneously.

The configuration of the IPS system is carried out in real-time and does not require downtime. Once the configuration
is changed, and the rights are granted to certain groups of users/automated system services, the updated setup starts
functioning. Multiple versions of messages may be operated simultaneously, the IPS system support such operation
mode.

Downtime may be required to upgrade software components’ versions during the version release (2-4 hours annually).

IPS must ensure that changes to hardware configuration meet the new capacity | Mandatory
requirements.

IPS should be designed to enable acceleration of message processing only by adding
the hardware.

NF. 76

At the Oracle level, this is implemented by RAC. At the application and service level — by cluster and load balancing.

IPS must ensure a RPO (Recovery point objective) value of zero. Mandatory

NF. 77 . . .
In case of a system failure, IPS must not lose a single transaction executed.

This is possible by the Oracle means (RAC/DATAGARD).

IPS must ensure a RTO (Recovery time objective) not longer than 15 minutes. Mandatory

NF. 78 In case of a system failure, maximum recovery time must not be longer than 15
minutes.

This is possible by the Oracle means (RAC/DATAGARD).

The IPS system will have suitable instruments for executing backup procedures and | Mandatory

NF. 79 the management of the historical backup copies.

Yes, it is based on standard Oracle tools, load balancing, Docker.

The IPS system will have defined operational recovery procedures, to ensure the | Mandatory

NF. 80 availability and accessibility of the solution in case of major incidents.

Yes, it is based on standard Oracle tools, load balancing, Docker.

2.8. Requirements for scalability

During the use of the IPS system, it is possible that the number of processed | Mandatory
transactions to increase or decrease significantly from time to time. To make a
rational use of processing resources the solution required by NBM should be easily
scalable (up and down).

NF. 81
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At the DB level, this must be done in advance, the resources must be added, or RAC nodes must be reloaded. At the
level of applications and services, this happens quite quickly, due to starting of new nodes.

Solution will allow to increase the processing capacity without disrupting the business
activity. To this end, application will support horizontal expansion of processing
capacity (e.g. hardware infrastructure upgrade, adding new servers for application
servers and performing load balancing).

Mandatory
NF. 82

At the database level, this can be done using RAC. At the level of applications, services - by cluster nodes, clusters or
Dockers. The means of Virtual Machines are used. Balancing is done at the http load balancer level.

Application can be configured for automatic load distribution and automatic scaling at | Recommended
the level of key components (lag sensitive applications). Scaling of the application

will take place both up and down.

NF. 83

Docker based solutions allow us to easily scale up and down the required services, control how many instances
(system processes) of each service are run. It is also possible to control how many hardware resources are available for
a service. Automatic scaling can be triggered when a particular threshold is hit. For system parts that cannot be easily
scaled due to licensing costs, we can provide a stand-in, which simplifies the handling of the load for the time being.
Our expertise with the virtualization technologies makes it easy when it comes to deploying applications to a cloud-
based infrastructure.

2.9. The technological and infrastructure requirements

The technological and infrastructure architecture represents all software and hardware | Recommended
components necessary to ensure the operating environment in which all solution
components shall run. The technological platform includes development platforms,
database management systems, operating systems that can run solution components,
specific system software required to be installed for correct run of the solution,

hardware platform that can run solution components, etc.

In order to be scalable, flexible and easily maintainable, it is recommended that all
solution components have a minimum level of dependence on the technological
platform on which it runs.

NF. 84

We are tightly connected to Oracle and Java, and the solution would not function without them. Anything below the
Oracle and Java level is possible only if properly certified. All IPS applications based on Oracle and Java are designed
using independent layers of solutions.

Platform technologies presented in the solution architecture shall
technologies or widely used technologies.

be open | Mandatory

NF. 85

Our products are developed on:

e Oracle,
e Java,
e JavaScript,
e Linux,
e Docker platforms,
o XML,
e XSL,
e JSON,
e MS Windows.
NE. 86 To run the application it will require only standard equipment, available to be | Mandatory
' purchased by NBM freely on the market.
We promote x86 by HP, but our clients also use IBM and DELL.
The application must support the creation, modification, processing, storage and | Mandatory
NF. 87 - .
access for text data in Unicode format.
Yes, everything is stored and processed in the Unicode. Oracle and Java support Unicode format, and we use it.
The IPS system must include clearly defined system administration procedures, which | Mandatory
NF. 88 .
should be automated as far as possible.
Yes, it is so and will be available in the documentation portal upon signing of the agreement.
NF. 89 The IPS system must include clearly defined system maintenance procedures. Mandatory
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Vendor shall describe required maintenance procedures and periodicity of those
procedures.

Yes, it is so and will be available in the documentation portal upon signing of the agreement.

The proposed solution will meet the minimal infrastructure requirements stated in | Mandatory
Chapter 8.2. Additional information related to non-functional requirements, Table
2 — Minimal infrastructure requirements.

NF. 90 Vendor shall include in his offer detailed information on the recommended technology
platform, taking into account the needs of NBM defined in this tender specification. If
the case of the winning bid, this will be taken as basis for determination of technology
platform related to the application.

Yes, we meet the specified minimum requirements.

Our DB is ORACLE 19, it is the system's core.

We use LINUXx86 everywhere, both for DB and for application servers, we promote ORACLE UNBREAKABLE
LINUX.

Our solution functions on both XEN and VMWare (however, we stopped supporting them ourselves, and take virtual
resources from the Data Center).

We support the specified encryption algorithms.

We support the specified browsers.

We do not use VVDI+Citrix on our side, but we know that it works, since our client provides us with the remote access
in this way.

Note, for optimal licensing and performance, Oracle products are best used on physical rather than on virtual hosts.

Additionally we are using DOCKER, SERVICEMIX , TOMCAT, ACTIVE MQ products.

2.10. Data Retention and Archiving

IPS must be able to store all operational data for a minimum of two years, without | Mandatory

NF. 91 affecting its performance.

The IPS is designed and developed to comply with the General Data Protection Regulation (BDAR), which
automatically obliges the IPS to ensure data retention periods according to their importance and type. To ensure the
speed of operation of the IPS, the system architects responsibly design all system nodes, applying the best known
practices for data storage and data flow distribution (indexing, use of the Oracle hint, data structure partitioning, data
structure normalization and denormalization methodologies, parallelization of the system processes, transfer of the
system processes to lower load periods). During the development of the IPS, the software developers (programmers)
use a profiling tool to identify potential speed of operation issues in the system, review SQL explain query plans, and
assess whether database queries are efficient enough in terms of data volume and flows. The Quality Assurance
Department initiates manual and automated tests to verify how the system interacts, and performs speed of operation
tests to identify problem areas.

In addition, the system allows to unload some historical data in a denormalized way to other locations in the system,
thus increasing the system speed of operation when working with the recent past data within the system itself, and
improving report loading time when it is required to generate repots for some long past periods.

IPS must ensure that the system operator is able to retrieve transaction data and data
on participants in the system up to 10 years.

Different access methods should be implemented for ‘“recent” and “old”
transactions.

NF. 92

Yes, we have no depth restrictions.

Operational data is data actively used in a day-to-day work to ensure business functionality. Users have the rights to
insert, update or access the data using Ul.

Operational archive means historical data, which quite rarely (from time to time) might be required for business
functionality or reporting. It is stored in archive tables tablespace separately form the operational data. This data is
not editable (read-only). The operational archive data is accessed using Ul. The operational data is transferred to the
operational archive automatically using table triggers or scheduled jobs, which transfer the data from the operational
tables to the archive tables.
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Archive data is read-only data, which is no longer used in day-to-day work, but is valuable as a proof. There is no
access to this data in Ul — only using custom reports or any Oracle RDBMS client software. This data is stored in
another archive table (not in the same as the operational archive) in specific tablespace. Usually after the data is
exported to the historical archive these archive tables should be cleared. Transfer from the operational archive to the
archive is done using APl manually or auto-scheduling jobs.

The IPS system must support the efficient data archiving procedures. Mandatory

NF. 93 . .
Vendor has to describe archiving approach and automated/manual procedures

The IPS uses all standard Oracle means for archiving. The IPS has the mechanism of automated archiving of the
tables; the archived tables are partitioned.

NE. 94 The IPS system must maintain sufficient information for audit purposes for a period | Mandatory
' of at least seven (7) years.

The IPS allows collecting all the historical data, including the system audit records and logs. However, such
accumulation is not advisable; in accordance with the client’s needs, in the system, it is possible to configure which
data structures should be audited additionally, thus increasing the traceability of the information changes. In analogy,
the IPS allows configuring automatic users, who launch and process the data at a scheduled time according to the rules
set out to them, i.e. who perform data transfer, deletion of obsolete data, clearing of obsolete system logs, etc.

%3 Job Scheduling

*r | I Refresh (sec.)

Snapshot on Date 2021.05.27 11:58:50 Total Executors Started 0
Job id Current Status Name Mext Run Date Remaining Can perform
1506 [A |Archive old notes FRF_180 testing  [2020.05.07 12:03:59 | -33263691 &. = -384 d. 23:54:51 |GINTAREM =

1511 |4A |Delete expired Genesys call sessions [2020.07.27 083836 | -26277614 =. =-304 d. 03:20:14 |JOB_1

Interval Last Date Job Owner
SYSDATE+ = | GINTAREM
-
Last Execution Error Execution block
= | |DECLARE ¥ -
|| In_days NUMBER = &;
| |- Specified number of days after last data modification (csi_duid2),

. — old 5_cust_spec_instr data is deleted, ie. is moved to archive
Executors Session and Username

(s_cust_spec_instr_jn}
I I BEGIN

Last Execution Period in secs FRL_082.CLEAN_TABLE_BY_DATE(par_table_name =="B_CUST_SPEC_INSTR,
I par_date_field == "C5]_DUIDZ", LI
NE. 95 The IPS system must provide an efficient data archiving solution for data protection | Mandatory
' based on flexible backup-restore approach.

As data archiving solution Oracle means are used.

2.11. Requirements for environments

IPS will operate at least the following environments for the tendered solution: Mandatory

e Production — This will be the main environment to deploy the solution for

NF. 96 production;

e Testing and Developments — IPS will maintain the development and the test
environments even after going into production, for development and testing
purposes;

44




e Back-up — For resilience and back-up purposes IPS intends to implement an
active/ active failover node architecture.

In this regard, the Tenderer will consider these facts, when calculating the number of
licenses.

The concept of environments is applied to the development, maintenance, and transfer of the IPS system:

FTEST “« > FPRELIVE/HOTFIX

Development — the main development environment of the IPS developer.

2.~ ClI (code inspection) — a dedicated environment layer, where the quality of the code in a fully
automated process is checked.

3. FTEST and FPRELIVE environment dedicated to the IPS quality assurance before the components are
delivered to the client (QA).
DEVTEST - client development environment (not necessary in the general concept of environments).
TEST and PRELIVE environments available in the client’s infrastructure to ensure the IPS quality.

ARCHPROD - the client’s back-up PROD environment.

4
5.
6. PROD - the client’s production environment.
7
9

v The solution will have in place mechanisms to assure the transfer of data between | Mandatory
different environments.

Yes, we have regulations on how to do this.

The IPS has the internal tools to transfer data between different environments:
e Transfer all system parameters and data,
e Depersonalisation process.

NF. 98 The solution shall have in place some mechanisms to assure puzzling or | Recommended
' depersonalization of the data when copied from production to test environment.

Yes, we have our own tools for depersonalizing data when creating test environments. IPS supports independently
rules for depersonalization for each business data area.

2.12.  Source Codes

The Tenderer undertakes to provide for the application that is part of the offered | Mandatory
NF. 99 solution (including third parties) guarantees regarding the transmission of source
codes in cases where for some reason the software supplier will not be able to
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maintain it (e.g. liquidation, bankruptcy, reorganization etc.). In the event that the
source code can not be transmitted, it is necessary to provide an escrow commitment.

We use the escrow deposit service with a number of our clients (provided by NCC group).

8.2. Additional information related to non-functional requirements

Table 2: Minimal infrastructure requirements

HW requirements

Requirements for HW should be as minimal as
possible. It must run on VDI infrastructure of NBM
without any visible impact on the performance of the
virtual desktop machine.

Client side: Operating environments Windows 10/ VDI Citrix XenDesktop 7.5 and newer
operating systems
Software type: Recommended: Thin client running on standard Web
browser (IE, Chrome, Mozilla)
Supported HW platform x86 platform
Supported operating systems Linux or Windows Server family
Supported versions for operating OS must be maintained by their manufacturers and to
systems be one of the last two major versions
) Supported database systems Oracle 19c¢ or MS SQL 2019, or newer versions
Server side:

Requirements for virtualization

Must support virtualized infrastructures based on
Xen or VMware hypervisors

The minimal accepted requirements
for cryptographic algorithms in
NBM

a. AES-256 for encryption of electronic data;
b. SHA-2 for message digest;
c. RSA 2048bit for end-point private keys.

Detailed recommended infrastructure with hardware and software configuration in provided in the document “IPS
technical offer”, chapters “3.4 IPS environments, 3.5 Technical architecture, 3.6 Integration platform, 3.7 Technical

characteristics of the IPS environments (For One Node), 3.8 3rd party software specification, 3.9 Technical

and characteristics of the environment for IPS Participants”.

solution
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