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VAIDIO CORE SETUP USER GUIDE WORKFLOW BAI DIO |®

Pre-configuration

. : Login to Vaidio GUI with
Prepgrg Wofk'.”g Enwronmenfc for Follow Installation Guide instructions Install and Access Vaidio default Admin Password
Vaidio: Vaidio Server, PC with . . )
Chrome or Edge, PoE switch — | to set up Vaidio Core (obtained from |—— Admin Portal —— | and set/change Password
' Vaidio representative) (http://vaidioip:8000) as necessary
connected to camera network PR
(http://vaidioip)
Apply License
Go to System > License Fill out Support Ticket to Receive .key file from
and export .info file to — | request new license and | —— Vaidio and upload to
request new Vaidio license attach .info file Vaidio (System > License)
Vaidio System Setup & Configuration (Optional) Configure
Set Ti ‘ Configure Storage and (Optional) (Optional) Configure (Op?iqna/) Contigure (acilic\i/;cl:onaic)steetzlcriwc?:
St 1Mezone ot L 1 Metadata Retention || Check Al Model ——| SMTP server, LDAP, Vaidio server ro!e N P y P S
Vaidio server Settings $SO. SSL (Standalone, Main, video replay time,
: Remote, Node) sound settings, analytics
. reset time, etc.)
Camera, NVR, and File Setup & Management

Add Camera, (Optional) Add (Optional) Add ‘ Configure Aoolv Al Enainels
NVR, File Camera to Indoor Map and/or 4 >elect Al Mode| Camera Profile aiz >|;)raw Rigio(n)
Camera Group GPS Coordinates of Interest (ROI)
Setup Analytics Alerts User Management
Add Alerts Add User Groups ‘ ‘ Set Permission Controls ‘4I Add Users to User Groups



https://www.vaidio.ai/support

®
TABLE OF CONTENTS a Camera Management BAI D I O

[ System Overview d Camera Columns & Analytic Capacity
3 Admin Portal 3d Add New Camera, Add Camera to Camera Group, Camera Auto Discovery,

Camera Auto Configuration, Add GPS Map to Camera, Add Indoor Map to
1 Overview, Network, Upgrade ' '

Camera, Results on GPS Map, Detail Extraction
a  Select Al Model, Configure Camera Profile, Define General ROI, Activate Al

d User Interface

1 Login, User Menu, User Functions Engine(s) + ROI
d  System Configuration a Camera Health Management
3 License 4 NVR Management

d  General, Time, Storage, Al Model, SMTP Setup, LDAP,
SSO, Upload SSL Certificate
A Role: Cluster (Main/Remote) & Command Center

3J  Add NVR, Camera Batch Import from VMS, Internal Video Recording

a1 File Management
d Upload Video, Retrieve Video

(Node)

d  Video Playback & Alert Sounds, LPR Patterns & Vehicle 3 APl Keys
Types, Additional Settings, Privacy Protection, Utility, 3 Introduction & Purpose
Security 4 APl Keys Management

3 Alert Setup
3 Add New Alert, Alert Scheduling, Copy Existing Alert Trigger Action

d User Management
3 Types of User Accounts, Add User, Add User Group

d Permission Control
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SYSTEM OVERVIEW

Working Environment:

1 Vaidio Server
1 PC with Chrome or Edge

RTSP Stream

1 PoE switch connected to camera networ

K.

Vaidio GUI

Vaidio Server

Camera RTSP Stream

RTSP Stream
and/or
Footage

NVR/VMS
(optional)

End User

Return to Table of Contents




V)

ADMIN PORTAL

Jd Overview
Jd Network
J Upgrade

Return to Table of Contents




ADMIN PORTAL OVERVIEW EAI DIO |®

1 Log into the Admin Portal using the IP address of the Vaidio server, port 8000, and
the server's admin username & passwora

J Example:
O http://192.168.100.100:8000/

J Purpose:

d Change the admin password (recommended after first login for maximum security)
Set timezone of Vaidio server and synchronize with NTP server

Modity port and network configuration & change Vaidio’s IP address

Perform software upgrade

Factory reset the server

J
J
J
J

Return to Admin Portal



http://192.168.100.100:8000/

ADMIN PORTAL: NETWORK BAI DIO |®

Network 1 Interface: depends on the hardware
nterface | enpds v} MAC Aadex Sl S 0005 name. User must select the interface to
Mode | StakcConfguaion v change/add an IP address
* IPv4 Address 192 168.100.100 H I\/Iode OptiOﬂS:
* Netmask 2552552550 D D H C P
- 1 Static configuration

| B J Add DNS server if necessary

DNS Server 8888

Return to Admin Portal




ADMIN PORTAL: UPGRADE

d Online Upgrade
d Must have internet connection to check
for update and download the upgrade
file into the local main Vaidio server.
d Upgrade the admin portal (Step 1) and
the main Vaidio system (Step 2) using the

Internet.

Upgrade m Offline

Step 1 Admin Portal

Check for Update

Step 2 Main System

(Optional)  Upload Profile

Upgrade

Current version: 6.2.0

Current version: 6.2.0

Done upgrading

System Starting...

d Offline Upgrade
- Contact Vaidio via the Support Portal to obtain

V)

the file (13+ GB). Internet is only required to
download the file to the user’s local drive.
Upgrade the admin portal (Step 1) and the main
video system (Step 2) in the local network (no

internet is required).

The Done Upgrading bar will
show the system upgrading
until it reaches 100%.
Step 1 Admin Portal Current Version: 7.0.0-1
The System Sta rting bar Upload Please upload the upgrade file you get from the support team.
indicates that the installation
is still in progress and will be Upgrade
fully completed once both
bars reach 100%. .
Step 2 Main System Current Version: 7.0.0-1
Upload Please upload the upgrade file you get from the support team.
Note: Admin Portal upgrade Upgrade
MUST be done before Main
System upgrade.

Return to Admin Portal



https://www.vaidio.ai/support

USER INTERFACE

V)

d Login

u
u

User Menu

User Functions

Return to Table of Contents




LOGIN [VAIDIO]

1. Log in with the default admin account.

a. User Account: admin
b. Password: admin888

: IY/AJD]O@ Notes

dJ  Change the password after first login for security; store it safely.

J  Three failed attempts lock the account for five minutes before retrying.

Login

2 Forgot password?

2. To recover password, click Forgot password > enter the email address
used to originally sign in to the Vaidio system.

3. Click Reset password to enable the system to send a password reset link to

0 the entered email address. From the system generated email, click the link
‘ V;A‘ DIO \ to set a new password.
To reset your password, enter the email address you set to sign in to system. N Ote
et peser SMTP MUST be setup before password recovery.

Return to User Interface




USER FUNCTIONS [VAIDIO|

Vaidio Core includes three top-level configuration
[VAIDIO] Search icons - Plugin, Language, and User - in the top-right
of the application banner.

Q W B 20250213 & 00:00 A~ 2025-02-14 : A Qseach 0O

—> Plugin: Display & access plugins uploaded to Vaidio.

(=) Advanced = @ w 0 A ©

Language: A list of eleven application-compatible
languages to select from (e.g., English, Traditional
Chinese, Deutsch, Espanol, etc.)

[VAIDIO|" ®hiES

2 @ English
> B 20250213 @@ 00:00 v ~ 2025-02-14 E |O§§§W . . .
® iz 1. Click Language icon to display menu drop-down.

pi=3i - ® 545

LR 2. Select a language > OK to use the Vaidio Core

@ Deutsch
® Francais application in the selected language.

@ Espaiiol

S 0ER 00

@ w
® o
@ Poriugués

EE

Return to



USER FUNCTIONS (CONT.) IDIO|
E(umo " Search

Q W™ B 20250213 & (000 S~ 20250214 @§  00:00 “ QSeach O

v

. User: Manage user accounts, Logout, view the
£ O @A Software License Agreement and Terms and

IronYun Vaidio User Consent & License Terms & Agreements

alpha Thank you for choosing IronYun. This is a license agreement between you, i.e., the user, C o n d iti o n s Vi a n d a Cce SS t h e Va i d i o We bs ite .

> and IronYun Inc. (or, based on where you live, one of its affiliates) that describes your
alph a@lronyun-com rights to use and responsibilities in using the software Vaidio Al Vision Platform (hereafter . . . .
referred to as Vaidio). For your convenience, we have organized this agreement into three 1 C | k h U d |
parts: Overview of the terms; Usage Rights; Additional Terms, which follow and contain ° I C t e S e r I co n to I S p a y O ptl O n S °
Manage Account greater detail. You should review the entire agreement, including any linked terms,
because all of the terms are important and together create this contract that applies to
you. 2

Manage Account > Edit Account. From this
LOQ out The Additional Terms contain a binding arbitration clause and class action waiver. If you . . "
live in the United States, these affect ﬁ)ur rights to resolve a dispute with IronYun, ayrl\d S C re e n , t h e u S e r Ca n C h a n g e t h e | r Va I d I o C o re

you should read them carefully. By accepting this agreement or using the software, you
agree to all of these terms and consent to the transmission of certain information during

activation and while using the software. If you do not accept and comply with these passwo rd O r e m a i I ad d res s .

terms, you may not use the software or features. Instead, you should return it to the place
where you purchased the software license, for a refund or credit.

3. Click the Software License and/or Terms and

Vaidio v9.0.0-1~Beta1 I e e . .
Copyright ® 2025 IronYun Inc.-All rights reserved. Conditions links to view and accept.

4 Sovat core e 4. Click link to view the Vaidio Official Website.

SOFTWARE LICENSE AGREEMENT
PLEASE READ THIS DOCUMENT CAREFULLY BEFORE USING THE ACCOMPANYING SOFTWARE (THE 5 ( : | . k L t .t | .t .I: V : d -
“SOFTWARE PRODUCT"). INDIVIDUALS OR ENTITIES INSTALLING, COPYING, OR OTHERWISE USING . | C Og O u O O g O u O a I I O .
THIS SOFTWARE PRODUCT (THE “END USER" OR “BUYER", COLLECTIVELY “YOU") AGREE TO BE BOUND

Edit Account BY THE TERMS OF THIS AGREEMENT ("AGREEMENT"). IF YOU DO NOT AGREE, DO NOT INSTALL OR USE
THIS SOFTWARE PRODUCT.

User Name : Definitions
“Affiliate™ shall mean any business entity from time to time controlling, controlied by, or under common control with,

either parly. “Software Product” shall mean the IronYun software(s) and cormresponding documentation, associated
Password : media, printed materials, and oniine or elecironic documentation. Any updates to such Software Product, which
You are entitled to receive, and that has been provided to You by IronYun Inc. (*IronYun~), shall also mean
Software Product for the purpose of this Agreement.

Confirm Password :
Copyright
The Software Product licensed herein is protected by copyright and other intelleciual property laws and treaties.
Email : alpha@ironyun.com IronYun or its suppliers own the titie, copyright, and other intellectual properly rights in the Software Product and
reserve all rights not granted to You. The Sofiware Product is licensed to You, not sold and You acknowiedge that
no fitie or ownership in the Sofiware Product is being transferred or assigned and this license is not fo be

Accept
Return to




USER MENU

Expand menu

System Management

tQ
b
e
2
"N
0
A

O

a1
LYd

E\

2, 98 4 0 »

Al Analytics

License Plate Recognition

People Counting

Vehicle Counting

Object Counting

Intrusion

Abnormal

Alert

Live View

Statistics
Management

File

Camera

NVR

User

API| Keys

System

1ol

Collapse menu

Analytic Engines
(only the engines included

in the license will appear

here)

System Configuration

Return to User Interface




V)

SYSTEM CONFIGURATION
3 License A Upload SSL Certificate
4 General d Role: Cluster (Main/Remote) & Command
4 Time Center (Node)
J Storage d Video Playback & Alert Sounds
d AWS S3 integration d LPR Patterns & Vehicle Types
d Al Model d Additional Settings
1 SMTP Setup d Privacy Protection
4 LDAP Q Utility
Q4 550

Return to Table of Contents




LICENSE IDIO|

Navigate to System > License

Al Engine licenses & # of

General Time Storage Mail  Authentication Log  Audit Trail  License  Setting  AlModel  Utility channels per license listed here
Al Engines
License Management Age & Gender 4
Model Name I VSB-550 Cross Camera Tracking 32
Build Number 9c1294c Crowd 4
Serial Number _9CCBSG2_CN779216B700Q5_ Face Recognition 4 (Valid)
Analytic Resource 128 Fire & Smoke 8
Footage 1 Identity Verification =
User 128 Intrusion 26
Status Active License Plate Recognition 16 (Valid )
License Expiration Date 2999-12-31 Country USA
Warranty & Maintenance Expiration Date 2023-12-30 LPR Type LPR PRO
. Make Model Recognition 16
Steps to add/renew license:
. . Object Tracking 4
Step 1: Attach .info file to
. . Object Left Behind 8
the Support Ticket to receive
b . People Tracking 8
the new license key from
Vaidio j) steps to Renew license if license expired or license extension needed. FeEon el ¢
) Personal Protective Equipment 26
Step 1:  Click [Export] to download the system information file, and send the file to customer support for license request. Scene Change 4
Export Specialized Object 8
Vehicle Tracking 8
Step 2:  Click [Renew] to upload and activate the new license key received from customer support.
Video Search 52
. eapon
Renew Step 2: Upload new license w g
key file received from Vaidio
. Recorder —
to renew the license.
Internal Video Recorder 6

Return to System Configuration



https://www.vaidio.ai/support

LICENSE (CONT.) - WARRANTY IDIO ’

General Time Storage Mail LDAP Log Audit Trail License Setting Al Model Utility
This message will appear when the user logs
License Management into Vaidio if the warranty is about to expire.
Model Name VSA-510 . .
Warranty & Maintenance Expiring X
Serial Number 1234567890
Analytic Resource 32 Your Warranty & Maintenance is about to expire.
Footage 1 : g i
The Warranty & Maintenance will be expired on 2022-12-30.
User 32 Please go to the System/License page for more information.
Status Active
License Expiry Date ) @ OK D Do not show again
Warranty & Maintenance Expiry Date 2022-12-31
The Warranty & Maintenance is about to expire, the system will no longer update and provide Maintenance service without a valid license.
Please contact customer support for further updates.

Warranty Date: indicates the date to which the user’s system is covered under Vaidio's
Upgrade & Maintenance service contract.

When the warranty is about to expire, Vaidio will send the user an email notification to
renew the warranty, or the user can log into the Vaidio Support Portal
(https://www.vaidio.ai/support) to submit a ticket with the Vaidio Serial Number to
request a new license with renewed warranty.

Return to System Configuration



https://www.vaidio.ai/support

GENERAL IDIO|

[VAIDIO]" system Configure General System Settings:

Time Storage Mail Authentication Log Audit Trail License Setting Al Model Utility
1 System > General.

Web Service Port Configuration

~

HTTP Port : 80

b

HTPSPOt a3 Web Service Port Configuration:

1 Enter HTTP (default: 80) and HTTPS (default:
443) Port numbers. To Force Secure
Connection (HTTPS), check the box.

Force Secure Connection (HTTPS)

Web Location
Web URL :

@ Optionally specify the HTTP address of the system installation. This value is used to let the system know how to refer to itself, ie. to display images
or to create links in emails. This is necessary because the system cannot reliably detect such a URL from within itself.

Q
()
&
b
2
%
e
[
8

Apply

0.

Web Location:

r
[

Restore

Restore  Export Configuration Jd For added Security Whlle using the Vaidio
Core system accessible via public networks,
enter a user-defined Web URL.

E\

B P m

A This URL is sent if a user forgets their password
and needs to generate a reset password email
from Vaidio (see for more information).

&9

Return to



GENERAL (CONT.)
[VAIDIO]" system

Time Storage Mail Authentication Log Audit Trail License Setting Al Model Utility

9 O

&
%
i
9)
;x\\
&
[ |

-
o

©

r
L

B
3

g
2%

T

Web Service Port Configuration

~

HTTP Port : 80 i

~

HTTPS Port : 443 &

Force Secure Connection (HTTPS)

Web Location
Web URL :

@ Optionally specify the HTTP address of the system installation. This valu 6
or to create links in emails. This is necessary because the system canno

Apply

Restore

Restore Export Configuration

Restore Configuration

Restore

Please import the exported configuration file here to restore configuration.

Upload File

The following configurations will be restored:

Application Configuration
User, Al Model, NVR, Camera, Alert Rules, LPR, FR... etc.

Network Configuration
Port Configure, SSL Ceriificate.

System Configuration
Timezone, Mail, LDAP

®

IDIO

Restore:

d Select Export Configuration to save system
settings (.bin file).

A Applicable backup configurations include:
1 Application
d  Network
d System

1 Select Restore to display a Restore
Configuration screen.

1 Upload File > upload an exported .bin file >
Confirm to restore system settings to the
selected configuration.

Return to



TIME IDIO|

IY/\' USRS G Navigate to System > Time

- General Time Storage Mail LD... Log Audit Trail License Setting Al Model Utility = Restart
"
._@_, Time Zone | America/New_York(Eastern (most areas)) v

& Apply

\ /

Time Zone Selection:
Click on the dropdown
menu to select timezone.

P2 VWYX H D

B
4

o

r
[N

il

e ¥ P %

A

Return to Svstem Confiouration




STORAGE

Data retention time

[ Toggle OFF:

d Data will be saved as long as storage has not
reached 80% capacity. Once the 80% limit has
been reached, the oldest data is removed first

[ Toggle ON:

A I the retention time is reached before the 80%
imit, data older than the retention time is removed
A If the 80% limit is reached before the retention

time, oldest data is removed until the usage is
below 80%

Navigate to System > Storage

VAE)

General Time Storage Mail LDAP Log Audit Trail

System Storage :

Used Space / Total Space : 127.12GB / 203.01GB

Total Usage : 62.62% Used

Metadata :
Total Number of Objects : 28171659
Retention Date : 2022-02-06 02:00:00 ~ 2022-02-13 03:29:07

Used Space / Total Space : 1387.73GB / 5543.44GB

Total Usage : 25.03% Used

Recorder Data :
Retention Date : 2022-02-06 02:00:32 ~ 2022-02-13 03:28:40

Used Space / Total Space : 530.12GB / 5543.44GB

Total Usage : 9.56% Used

License

Storage Configuration :

The system automatically removes older data once storage usage exceeds 80%.

System Storage and Metadata Retention Time: ‘)

System Storage and Metadata Retention Period: 30 : days

Recorder Data Retention Time: m

Recorder Data Retention Period: 30 :

@ Apply

Return to Svstem Confiouration




STORAGE (CONT.) - AWS S3 STORAGE — [VAIDIO|
[VAIDIO]" > system

— General Time Storage Mail Authentication Log Audit Trail License Setting Al Model Utility % Restart
System Storage : Add Cloud St

Used Space / Total Space : 149.22GB / 203.01GB
Total Usage : 73.51% Used

Automatically delete older data once storage usage exceeds 80%.

THED® a0

For multi-tier cloud storage option, configure AWS S3 storage for Vaidio Core:

(Pre-configuration) Users are responsible for the following:

1. Register for AWS S3 (for more information view Amazon S3 documentation).
2. Create S3 Bucket on AWS (view Working with buckets).

(In Vaidio)
3. Configure S3 in Vaidio (view next slide).

Return to Svstem Confiouration



https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html

STORAGE (CONT.) - CONFIGURE S3 IN VAIDIO

E"\'chﬁ > System

= General Time Storage Mail Authentication Log Audit Trail License Setting Al Model Utility % Restart
s System Storage : NaVIgate to System > Storage > _
o X Add Cloud Storage
L~a .
‘ \ Click Add Cloud Storage

@ Used Space / Total Space : 149.22GB / 203.01GB =

Total Usage : 73.51% Used
= ‘

Automatically delete older data once storage usage exceeds 80%.
i,

Add Cloud Storage X

Finish

Cloud Storage Select Bucket

Define your cloud storage

* Protocol : Amazon S3 v
* AccessKey : 73
* SecretKey : ©

Next

Step 1: Select Amazon S3 for Protocol and input the Access Key

& Secret Key.

Step 2: Select the AWS Region of the user from the dropdown
menu. Select an existing bucket or Create a new bucket.

Step 3: When the information has been successfully input, a
popup message will indicate that the integration is complete.

@ Successfully applied to the storage policy.

Return to Svstem Confiouration




AI MODEL Navigate to System > Al Model| BAI D I O |®

General Time Storage Mail LDAP Log Audit Trail License Setting Al Model Utility % Restart
Usload ——— Upload a new Al Model to apply
different object types to all analytics : :
the detectable object types
(] FisheyeFall-POC-5.0.0 1 in each Al model. Replace @
Weapon-PRO-4.3.4 3 Replace. §
PowerModel-PFRO-3.4.0 23 Replace =

Click Replace to upgrade the model and
keep all settings in cameras.

@ Apply

Note:

1 Changing the model by clicking Upload and
activating it (instead of by using the Replace button)
will erase ALL settings in the cameras.

A The replaced Al model must include all object types
of the Al model being replaced.

Note: The Al Model determines which object type(s) can
be detected in Vaidio.

Return to System Configuration




SMTP SETUP IDIO|
LV/\L—K)I > System

= General Time Storage Mail LDAP Log Audit Trail License Setting Al Model Utility = Restart
Q qi—
r©1 SMTP Server Configuration
* [P/ Domain Name smip.gmail.com
6
] * Port 587 O
i, User Name notice@ironyun.com
9} Password  ssssssssssssssscestscstisestisestinssnsssesssees . e °
Configure SMTP in System > Mail.
S
JR * Secure Connection TLS - —>
o Refer to the instructions here for Gmail SMTP Configuration.
a Send Test Email
©,
@ Apply
il
X
[
-
o em]
s Note: In a cluster, SMTP Server Configuration must be set
up on both the Main server and on each Remote server.

Return to Svstem Confiouration



https://drive.google.com/file/d/1NgkT0kXk8QlaHJFTocaL0atWyV7jd3uV/view?usp=drive_link

LDAP: SETUP LDAP SERVER IDIO ’

Navigate to System > Authentication > Click LDAP for
Authentication Protocol.

General Time Storage Mail Log Audit Trail License Setting Al Model Utility

O

Authentication Protocol

!
9,

Input the following information in the fields:
3 IP address or name of the LDAP server
A Port number of the LDAP server
[ Input the Base DN of the corresponding field in the format of the
LDAP server
[ E.g., Base DN includes CN=Users, DC=companyname, DC=com,
which corresponds to the company’s AD (Access Directory) server
d  Note: Each LDAP server may contain different fields and formats
based on the organization’s Access Directory (AD)
Login Field Name: Username or account name of the user
Search Filter: Attribute description or classification or value of the user
of the company’s AD server
4 Select Authentication Method from the dropdown
1 Simple: LDAP client sends the username (as an LDAP
distinguished name) and password (in clear text) to the LDAP
server
A Anonymous: Client sends an LDAP request without doing a
"bind,” which is treated as anonymous
A User DN: User DN of the LDAP server
d E.g,. User DN includes CN=account name, CN=users,
DC=companyname, DC=com, which corresponds to the
company's AD server

Password: Password of the user from the LDAP server Click Check Connection to verify LDAP server connection.
Upload Certificate (optional)

@® None O LDAP @ OpeniD

IP / Domain Name : 172.16.31.239

~

Port : 389 >
Base DN : OU=g001,DC=ironyun,DC=com

Login Name Attribute : sAMAccountName

Search Filter : objectClass="

&Q
o
>
o
"N
0
a

Authentication Method : Simple

-1
4

®

r
(8

User DN : CN=Polotest,0U=g001,DC=ironyun,DC=com

L

Password :

B B

Secure Connection : [\ [o]

Certificate Upload : Upload

+/ Check Connection

This LDAP configuration does not support pagination.
The maximum records shown will be limited as per the LDAP server setting.

w

Click Apply to apply all changes.

% 7 B

L

Return to Svstem Confiouration




LDAP (CONT.): IMPORT LDAP USERS

Import LDAP Users

| |  User Name (Account)

|| Polotest

\:] user0001
In User > User Account > click | weo
the Import LDAP to import -

\ user0003
LDAP users. The LDAP server |~
must first be configured in () userooos
Vaidio for users to appear (view ———
the previous slide). -

[ ] userooos

(]  user0007

Full Name

Polotest

user0001

user0002

user0003

user0004

user0005

user0006

user0007

Email

] Email address

user0001@ironyun....

user0002@ironyun....

user0003@ironyun....

user0004@ironyun....

user0005@ironyun....

user0006@ironyun....

user0007@ironyun....

QO Cancel

Role

® User O Admin

® user O Admin

® user O Admin

® yser O Admin

® user O Admin

® yser O Admin

@ user O Admin

® user O Admin

&

« 2 159 |4 1:8 || & |49 » Show 50

User Group Info

User Group
User Group
User Group
User Group
User Group
User Group
User Group

User Group

w

1ol

Click to select the users and click

the Import button to import.

Return to System Configuration




LDAP (CONT.): IMPORT LDAP USERS

Import LOAP Users Result

Successiully imported

User Name Emall info
{(Account)
Y0019 joel kang@wronyun. com Joel Kang

import falled

User Name Email info Status
{(Account)

All selected users mported successiully

& ox

1ol

After clicking Import, a popup
window will appear to indicate it
the import was successful or not.

Click OK to confirm.

Return to System Configuration




LDAP (CONT.): IMPORT LDAP USERS

1ol

User Name

© 0 6 © 6 € 6 6 0 0

Last Active

3 hours ago

7 days ago

5 days ago

7 days ago

Authentication User Group

Local

Local

Local

Local

Local

Local

Local

Local

Local

Administrator

Administrator

e |

In User > User Account, imported LDAP
users will be included in the user list.

Users imported via LDAP will have an
Ldap identifier under Authentication.

LDAP users can use their original
username or account name and
password to login to Vaidio.

Ldap

Administrator

DaveDemo

Return to Svstem Confiouration




SSO: CONFIGURATION BAI DIO |®

Audit Trail License

Setting Al Model Utility

Q
a Single Sign-On with Microsoft Entra ID (formerly -
AZ u re AD) IS ava I | a b | e Sta rtl n g fro m Va I d I O 7 ° 1 ° O E * Issuer https://login.microsoftonline.com/eaf2bb4e-1bad-4ad8-8db 1-f5f88cffef46/v2.0/.well-known/og
") * Domain Names https://172.16.15.131
?? * Client ID e211d0f6-44e6-4d89-9a09-630545f4829%¢
9J * Client Secret secessee ose
° ° :R§ * Client Credential S default
J Go to System > Authentication > select OpenlD * Wz
for Authentication Protocol < [
il
@ Apply

B 2w

. User is required to log in to their Entra |D account
and use the available information to link Entra ID
to Vaidio

J For more information and detailed steps to fill
out the fields in Vaidio and Entra ID, please refer

to the Single Sign-On (SSO) User Guide

Return to Svstem Confiouration



https://azure.microsoft.com/en-us
https://www.vaidio.ai/partner-resources/vaidio/support

SSO (CONT.): LOGIN TO VAIDIO [VAIDIO|

[Viiio]

Jd Once Entra ID and Vaidio are

inked, the Login page will display SSO Users:
a Login with Entra ID button - - . o
: =t . . L by selecting L th
J Users can login to Vaidio with their Ez?r;nlD%;iheecr;na?n% S
Entra ID credentials login page

Login

Version: 8.1.0-SNAPSHOT
Forgot password?

Return to Svstem Confiouration




SSO (CONT.): USERS IN VAIDIO

@ 0O

)

»© %X ¥YTH

-
-

)

r
|9

B

User Group

© Add User

User Name

admin

jean_QA

eva_QA

sandy_ QA

alpha

User Name Q Search

Authentication

Local

OpenlD

OpenlD

OpenlD

Local

Navigate to User > User
Account to view which

users are added via

OpenlD

User Group

Administrator

Group_AzureAD

Group_AzureAD

Group_AzureAD

Administrator

Email

sandy.wang@ironyun.com

jean_ga@ironyun.com

eva_ga@ironyun.com

sandy_ga@ironyun.com

alpha@ironyun.com

Return to



UPLOAD SSL CERTIFICATE

Upload SSL Certificate in System > Setting.

~ile Types Accepted:

1ol

File

File Extension

Private Key

key

Public Certification Key

.crt, .cer, .pem

Certification Chain

.crt, .cer, .pem

SSL Certificate

* Private Key :
* Public Key Certificate :

Certificate chain :

Password :

Certificate Details :

* Required to activate Certificate

Upload File  search.ironyun.com.579807190.key
Upload File  search.ironyun.com.1229231957 crt

Upload File

Subject

Issuer

Expiry

CN=search.ironyun.com

CN=Sectigo RSA Organization Validation Secure Server CA

Sat Dec 02 18:59:59 EST 2023

Delete Certificate

Return to Svstem Confiouration




VAIDIO SERVER ROLE

General Time

Select Role

Storage

Navigate to System >
Setting to Select Role
of Vaidio server.

Mail

1ol

@® Standalone

>etting

Al Model

(J Main

Utility

.’ Node

~
=7 Restart

J Standalone is the default setting unless the Admin user clusters the servers or connects them to Command Center.

Connect to Vaidio App Connect to
Vaidio Page Vaidio Filter Edit FR List Edit LPR List Indoor Map & Vaidio Cam App Command
Center
Standalone X X O O O O X
Main O O O O O O X
Remote X X X X X X X
Node X X O O O X O

Return to Svstem Confiouration




VAIDIO SERVER ROLE (CONT.): CLUSTERING

1ol

J When clustering servers, the user can add cameras, activate analytics, and view detection results for Remote servers via the Main server.
d The user cannot access analytics or cameras from Remote. Only the System tab is enabled.
J When a standalone server joins a clustered Vaidio, the standalone server configuration will automatically migrate to the main server.
. Set up the user's Main server and Remote server(s) by:
1. Selecting the appropriate role on the Settings page
2. Linking the remote server(s) to the Main server
A new tab called Cluster becomes available on the Main server.

BEOC» X ¥YTHD OO

d.

[VAIDIO]" > cluster

© Add

Name

localhost

Role

Main

P

http:/Nlocalhost:80

Warranty Date

2022-12-31

Enabled Al Model

Weapon-PR0-4.2.1,General-PRO-4.0,PowerModel-PRO-3.4.0

Status

Connected

Note: Clustering requires a

stable network

4 Analytic Capacity

Add Cluster

*Name :

* |P/ Domain Name :

* Account :

* Password :

http

{ Cancel

>

80

<

+/ Check Connection

@Ok

Return to Svstem Confiouration




VAIDIO SERVER ROLE (CONT.): CLUSTERING DIol°

Add Camersa

Camera > Add Camera: Select the server of the camera (consider
which servers have which analytics).

Camera Info

*Camera Name: Entrance

e ] Note: The standalone server configuration will automatically
migrate to the main server when the standalone server joins a
Location Type : Nane x clustered Vaidio.
Description :
Note: If a camera is added to the wrong server, it cannot be
Activate Desctivate moved and must be added again.

l_vf\m'oﬁ > Camera 5 0 ¢
r Cluster: Al v Al Engines:  All v Actions: Al v | Camera Name QSearch “
© Add Camera  Auto Discovery a1 « n 3
No. Camera Name Camera ID Remote Resolution NVR N... Al Engi... Al Mod... Profile Map Status Abnormal Check Actions I:I o
1 u Camera 1 2 1920x1080 Intemal-... Intemal ... PowerModel Default Connected m o - ¢ |:|

Vaidio Filter allows users to select cameras based on the servers in the cluster; e.g., select only
the cameras that are connected to server B in a cluster of servers A-F.

Return to Svstem Confiouration




VAIDIO SERVER ROLE (CONT.) - NODE

d Command Center can only

connect with a Vaidio Core server
in the Node role

J Fill in the Access Key from
Command Center

Please refer to the Vaidio Command
Center User Guide for more information.

V)

Time Storage Mail LDAP

Select Role

(L) Standalone

Command Center
*IP/Domain Name:
192.168.100.118 - 7000

*Access Key:

Registration Status:

N/A

Register

Log

N —
/) Main

Audit Trail License

L/ Remote

Setting Al Model Utility

® Node

Return to Svstem Confiouration
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VIDEO PLAYBACK & ALERT SOUNDS IDIO ’

General Time Storage Mail LD... Log  Audit Trail License  Setting Al Model Utility N aV|gate to S stem > Settl nNg. > Restart
Select Role
Standalone © Main Remote Node
Video
Configure the video clip
Recorded video playback length : 30 v Seconds. pIayback duration fOF video
analytic events
Drop Corrupted Frame : ‘)
Toggle ON / OFF
. . <— Object Tracking Mode :
the Object Tracking ! ’
MOde to enable Enable live streaming analytics : Q
object tracking in
. . @ Disable live streaming analytics for more efficient video analytics work.
Live View . . . o .
Enable/Disable live streaming analytics will deactivate all cameras.
Sound
5 Change the sound for
Alert Sound : Default Sound1 v Loop : 1 ‘ Upload Sound .
b 8 —— | the Intrusion & Alert
Intrusion Sound :  Default Sound1 v Loop : 1 2 » ’ Upload Sound Dashboards
License Plate Recognition
Enter LPR pattern Only support A9 @ ?. Please use comma to separate each pattern.
A : Alphabet

9 : Numerical digit

Return to Svstem Confiouration




LPR PATTERNS AND VEHICLE TYPES

Navigate to System > Setting.

a LPR Pattern (Optional)
1 Used when looking for plates with a

specific pattern.

J Input the license plate pattern to be
detected as appropriate for the region;
e.g., "AAA?999" for license plates that
must contain 3 letters in the beginning, a
miscellaneous character in the middle,

and 3 numbers at the end.

1 Vehicles Allowed in LPR
J Enable specific type(s) of vehicle for
LPR. Some vehicle types may be
uncommon or may not have a license
plate.

EO®»OXWT HOO

e {0 P %

Mail LDAP

General Time Storage Log Audit Trail

Il icense Plate Recognition I

Al Model Utility

Q.
-
<
>
[y}

SO0 000:

Advanced

Camera Connection Retry Interva

Audit Trail Retention T

00:00

ouggesied vaue

SS9 §9

Return to Svstem Confiouration




ADDITIONAL SETTINGS

Toggle ON / OFF to enable
the ability to report objects
that were falsely detected or
missed on an event. For
more information on Report
False Detection, please view
the Vaidio Core Functions

User Guide.

Increase the number of results
displayed when searching.
Note: When Vaidio searches
and display more results, the
search can take longer.

Privacy Protection :

Report False Detection :

Camera Connection Retry Interval :

Log Retention Time :

Audit Trail Retention Time :

Search Result Display :

GPS Map :

Alert acknowledgement :

Show Model in MMR :

API Basic Authentication :

Counting

People Counting Reset Time :
Vehicle Counting Reset Time :

Object Counting Reset Time :

Object Counting Occupancy :

& _—_— - - m - -

v

~

v

Seconds.

days

days

1ol

Toggle ON / OFF to implement Privacy
Protection (blur people and faces in
displayed detections).

Suggested Value : 3 ~ 60 Seconds.

3 ~ 365 days

3 ~ 365 days

Enable / disable the following features: GPS Map
(must be connected to the internet to add GPS
map), Alert acknowledgement, Show Model in

Change the number of days to

—>
store the system logs.

1,000-10,000 Suggested value: 1,000

MMR, and API| Basic Authentication.

Change the time to reset counts
on the Counting Dashboards.

Return to Svstem Confiouration
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PRIVACY PROTECTION

1 When Privacy Protection is ON, detected person(s)
are blurred in search & alert results for all cameras
activated in the server

. Ex. Blurred detail page, thumbnails, exported data
thumbnails

. Restrictions: no video playback, no live view

. |Images processed before turning on Privacy
Protection cannot be retroactively blurred

d Admin and Users with Privacy Protection - Unblur

£ermission can unblur faces in the detail page
The user has permission to select all or one

detected person once when clicking the unblur
button

1 With Privacy Protection, the system requires
double storage (please reter to the Storage
Calculator on the Partner Portal)

A Turning ON or OFF Privacy Protection will restart

the system

Please contact a Vaidio representative if project use case requires head blurring.

Original Snapshot | Scene 1D : 582758 >

2022-11-08 11:38:23

sl (@l aQa & & s Eoo

Select the person
2022-11-08 11.38.23
target(s) to blur / unblur

Object Type: Person FR List: Mask: R0
Confidence: 1.00

Width:

Height:

Return to Svstem Confiouration
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UTILITY AIDIO

BAIDIO- > System

= General Time Storage Mail LDAP Log Audit Trail License Setting Al Model Utility

J Diagnosis tool for network
analysis

Network Analysis

J Methods available: R r_
n Ping * Target v i
1 Traceroute S
4 NS Lookup

B » @2V YTHBPHOO

. e f ® B

Return to Svstem Confiouration




®
SECURITY Note: Security page appears only for Admin users (not Co-Admins). I D I O

AIDIO]| > System

=) General Time Storage Mail Authentication Log Audit Trail License Setting Al Model Utility Security

Security

() When enabled: user must change
I . .
@ Force user to change password on first Iogin : the defaU|t passwor.d glver.] by admm
upon the first login

2=

Enable strong password :
¥ :
2 @ Password requirements : When enabled: user’s password must satisfy
o »Gonigins at least 1 number the strong password requirements

» Contains at least 1 uppercase letter

9J' » Contains at least 1 lowercase letter

= MusiDe atleast 8 characfers
IS
ﬂ °
o Automatically deactivate idle user accounts : When enabled: user account WI” be

) — | deactivated (not deleted) after inactivity for

A e a set period of days
| |
O,

Administrator email notifications :
il

© sMTP server configuration is required. D Account is deactivated | ———pp- When enabled: admln WI” receive emall

N | notifications for when an account is
Account is locked . L.
b - deactivated or locked, and critical logs
Critical log

e |
= Apply

Return to Svstem Confiouration
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CAMERA MANAGEMENT

d Camera Columns & Analytic Capacity [ Detail Extraction

Jd Add New Camera 1 Select Al Model

Jd Add Camera to Camera Group J Configure Camera Profile

1 Camera Auto Discovery J Define General ROI

d Camera Auto Configuration 1 Activate Al Engine(s) + ROI
1 Add GPS Mab to Camera J Camera Health Management
1 Add Indoor Map to Camera

1 Results on GPS Map

Return to Table of Contents
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CAMERA COLUMNS & ANALYTIC CAPACITY

IY/‘\| DIO > Camera

Q Al Engines:  All ¥  Actions: All v Group: Al Y | Camera Name Q Search ot 4
f'@’

= @ Add Camera  Auto Discovery Group [0 Columns « - »
Q

E \ No. Camera Name Camera ID Remote Resolution Group NVR Name-Cha... Al Ergines Al Model Enab... Profile Map Status Abnormal Ch... Actions g B

By default, the Camera menu in Vaidio shows the following
information in column format:

Camera No.

Camera Name

CameralD

Remote (if the Vaidio server is clustered)

Camera Resolution

Camera Group

NVR Name-Channel ID (if the camera is associated with a
NVR)

Al Engines

Al Models Enabled

Profile

Map (if GPS or indoor map is associated with the camera)
Status (Connected if activated or Not in use if deactivated)
Abnormal Check

Actions (to activate or deactivate camera)

Lol dooooddd

Y
p— Select Columns to customize which column
names appear on the Vaidio Camera screen.
s A Check / uncheck the boxes next to each
g No column name to show/hide selected columns >
M Camera ID click OK to save the changes.
4 Remote

"4 Resolution

Group

NVR Name-Channel ID

Al Engines

Al Model Enabled

Profile
Map
Status

Abnormal Check

{ Cancel @ OK

Select the Analytic Capacity button to display the
number of Al Engine licenses on the serverand [«
the resources used by activated engines.

Return to Camera Management
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ADD NEW CAMERA

[Y/AIDIO " Camera

Al Engines: Al

& Add Camera

Add Camera

= Camera Configuration

Activated Deactivated

Camera Name

Group

Please select

Camera Type
Camera IP Address/Domain Name
IP / Domain Name

User Name

Password

Get RTSP

oo

Al Model : 1

? 4 1 &

\j

Al Engines

v & Profle Default

Resolution: 0x0 pixel mw Preview p|d  —

B

IDIO

Camera > Add Camera to display the
Camera Configuration screen.

Enter a Camera Name and select a
Group from the drop-down menu (if
previously configured. See

for information on adding
cameras to a Group).

Note
ONLY the following special characters
are allowed in Camera Names: . _ -,

Select a Camera Type. Vaidio supports
five types of camera sources:

® Qo0 0o

Return to



ADD NEW CAMERA (CONT.) IDIO

Add Camera

= Camera Configuration Al Model : 1 A\ Al Engines v & Profile Default

Activated Deactivated

Camera Name PR Resolufion: 0x0 pixel mw Preview p|d —

4. Enter an IP/Domain Name and Port Number
Group (see for more

Please select information on URL types and port numbers).

Camera Type

Camera IP Address/Domain Name 5. Enter a User Name and Password affiliated
1P/ Domain Name with the selected IP/Domain name.

6. Click Preview to view configured camera, then
click Save to complete camera configuration.

Password

Note

Get RTSP

For additional configurations, select More (see
for information on additional

configurations).

Return to



ADD NEW CAMERA (CONT. 2)

Add Camera

= Camera Configuration <

Activated Deactivated

Camera Name

Group

Please select

Camera Type

Camera IP Address/Domain Name

IP / Domain Name

User Name

Password

Get RTSP

EM Preview

Al Model : 1 v Al Engines v & Profile Default

General ROI

FPS
Estimated

TCP/UDP
Both

Detail Exiraction
Standard

Intemal Video Recorder

VMS/NVR

Please select

Channel ID

Please select

Descriplion

GPS Map Indoor Map

Less A

Resolution: 0x0pixel mw Preview |4 —

V)

Frames Per Second (FPS): From the drop-down menu, select Camera,
Estimated, or Manual. If selecting Manual, enter a number in the FPS field.

Transmission Control Protocol (TCP) / User Datagram Protocol (UDP):
From the drop-down menu, select TCP, UDP, or Both depending on
network environment and application needs (i.e., TCP for reliability or UDP

for speed).

Detail Extraction: From the drop-down menu, select Standard, Plus, or
Ultra for required level of detail (see ).

Internal Video Recorder: To record video within the Vaidio server, toggle on
Internal Video Recorder (see ).

VMS/NVR: From the drop-down menu, select an added NVR to link it to the
camera and enable video playback (see ).

Channel ID: If a VMS or NVR is selected, select an affiliated Channel ID
from the drop-down menu.

Description: Add if needed.

Location Type: Select either None, GPS Map, or Indoor Map (see
or for more information).

Return to



ADD NEW CAMERA - IP ADDRESS / RTSP

IP Address/Domain Name: For ONVIF-enabled cameras, enter the
IP/Domain Name, port (default: 80), User Name, and Password.
Click Get RTSP to select the stream > Preview to verify connectivity.

Note

= Camera Configuration

Activated

Camera Name

Corridor2

Group

Please select

Camera Type

Camera IP Address/Domain Name

IP / Domain Name
192.168.100.233

User Name

admin

Password

Get RTSP

BN Preview

1ol

RTSP: For non-ONVIF cameras or when ONVIF is disabled,
add the camera via RTSP. Click Preview to verify connectivity.

= Camera Configuration

Activated

Camera Name

Corridor2

Group

Please select

Camera Type

RTSP

RTSP

risp//172.21.72.26:554/live01/ss-Tunnel/medi

User Name

admin

Password

SEEESENNESINEESERSRRRRSRRRS

B Preview

Please refer to the Tech Support Guide to troubleshoot camera connection to Vaidio.

Return to Camera Management
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ADD NEW CAMERA - OTHER CAMERA SOURCES BAI DIO |®

Camera URL
Type Camera APP v > Camera App
— 3| "Mapping ID :  testcamera Download VaidioCam App on a smartphone to turn a
mobile camera into a live stream for real-time analysis.
See the Mobile App User Guide for more information.

Camera URL 3 Notes
Type :  Video File v
d  Mapping IDs MUST be identical to the Vaidio
. Cam ID.
Play Vv Once r,
Loop | d  The video streaming from Vaidio Cam can ONLY
©CAM Detail Extraction: " Standard v . perform FR and LPR ana|ytic3.
Video File:
| Camera URL Select an uploaded video to stream for real-time
= - analysis and search, with options to play once or loop.
_ Type: Exiemal v See Upload Video for more information on uploading
files.
*Mapping ID : testvmssysemt
' i External:

Connect a camera from Network Optix, Digital
Watchdog, or Hanhwha Wave VMS.

Return to Camera Management
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ADD CAMERA TO CAMERA GROUP

Camera Group

2

© Add Group

Camera Group

EarthCam

Camera > Group to display the Camera

Group screen.

2. Click Add Group to display the Add
Group screen.

3. Enter a Group name > select cameras to
add to the group > click OK.

4. On the Camera Group screen, click OK.

Note

Each camera group supports up to 100
cameras, and each camera can belong to 10
groups max.

Created Tigne

2023-12-1420:24:15

1ol

@Ok

Add Group

* Group: \

Search for Camera

|:| Camera Name
|:] 1loitering test-PRO
(] AGTestiD

| | Animalcivet

[ ] BUPC

(] Bu-PcCD-01

| | catcamera

] cct

|:] CCT4

QO Cancel

@ OK

0 of 77 selected « . »

Return to Camera Management




ADD CAMERA TO CAMERA GROUP (CONT.)

1ol

[VAIDIO] Camera £ © @ 1. Camera > Edit to display the Edit Camera screen.

Al Engines: All v Actions: All v  Group: Al

a 0O

& Add Camera Auto Discovery < Camera Auto Configuration E3 Group { Bl > (I Manage Column N Ot e

— No. Camera Name Resolu... Group Al Engines Status Abnomal C... Actions 'i' >

L - 1920x1... OC,AG,ID,FR  Connected fm 9O [ ]

City Road LPR, OWD Not in use i

©
®

Corridor CCT,FR,HA,... Connected

©
]

Edit Camera

©
®

CCT, HA, ID Not in use = Camera Configuration

22X WYX B

-
"]

S

1280x720 Connected Activated Deactivated

©

r
L

E\

Camera Name
Front Door IY Office REC,AG, CC... Connected

©
¥

taipei road

Group

©
¥

Lounge IY Office CCT Failed. Retryi...
Groups: 1

©

mile_cam11 Connected IY Office

« New Group

©
®

u; Right exit 1280x720 1Y Office Not in use
RTSP

©
¥
]

1 taipei road New Group CD, DD, OWD Failed. Retryi... risp://172.16.15.220:8554/person_2k_15fps_5t

— User Name
WA test

©
]

Connected

' : E test CID Not in use Password

-

©
®

Return to

2. From the Group drop-down menu, select one or
more Groups, then click Save.

From the Camera screen, search for cameras by All,
Group name, or Not in Group.



ADD CAMERA TO CAMERA GROUP - DASHBOARD & HISTORY IY/AI DIO |®

From the Dashboard and History tabs for each

analytic engine and Alert, users can search results
Z"""m:"m" b by Group Name for easier organization.

3of3selected < 1 >

Group Name

ROI Name lame Group Name

v » Y cam3
¥ » W) comdor

v > P mie cami1

Return to



CAMERA AUTO DISCOVERY IDIO

[VAIDIO]" Camera kv @ 1. Select Camera > Auto Discovery to display the
Camera Auto Discovery screen.
Al Engines: Al v Actions: All v  Group: All Q Seal 2 4
1 Note

© Atu Camncia Auto Discovery < Camera Auto Configuration B3 Group { 't > [ Manage Columns

From the Camera Auto Discovery screen,
automatically detect ONVIF-compliant cameras on
WY s 1920x1... OC,AG,ID,FR  Connected & e the same network as Vaidio.

— No. Camera Name Resolu... Group Al Engines Status Abnommal C... Actions 'i'

City Road LPR, OWD Not in use ! Al 2. Next to a located camera, select Add to dlsplay
Camera Auto Discovery a second Camera Auto Discovery screen.

Camera Found: 5 3. Enter a User Name and Password, then click
IP Address nfo OK to add the camera to the Vaidio system.

S22 WY P

-
d

@

1280x720 169.2548.70 ZNT1-HET14G20A

r
L

E\

Front Door 172.16.22.142 P3225-V Mk I

i Limge 172.16.22.154

g

Camera Auto Discovery

172.16.22 201

Add Camera

mile_cam11

IP Address (port) : 169.254.8.70:80

172.16.22.202 ZNT1-HET14G20A
Info : ZNT1-HET14G20A

! Right exit 1280x720

User Name :

taipei road New Grot

Password :

B 7 B

11 b "3 test

12 | ‘ﬁ test CID

Return to



CAMERA AUTO CONFIGURATION IDIO|

[VAIDIO]|" Camera . Camera Auto Configuration uses Al to recognize
scenes and optimize the camera's Al Engine and
Al Engines: Al v  Actions: All v  Group: Qsea? 4 settings automatically.
Notes

& Add Camera Auto Discovery < Camera Auto Configuration Group > [ Manage Columns

1 Current Analytic Capacity displays in the top-right
of the Camera Auto Configuration screen. For
more information on Vaidio Analytic Capacity, see

n I e e — = ke s _—

Camera Auto Configuration

CameraName v | Q

(s 2 selocked B 1 Camera Auto Configuration applies ONLY to the
following Al Analytic Engines:

d Age & Gender

Cross Camera Tracking

Camera Name Al Engines :

eyl ' cam3 Age & Gender Face Recognition

T' " City Road

Face Recognition

’,“:!l Corridor

'y Corridor2

Intrusion
License Plate Recognition

Make & Model Recognition

. Demo2

Front Door Age & Gender Face Recognition

L OO0 dC

Person Fall
Lounge

mile_cam11

Return to




CAMERA AUTO CONFIGURATION (CONT)) IDIO|

[VAIDIO]" Camera c Enable Camera Auto Configuration:

1. From the sidebar menu, select Camera,
then select Camera Auto Configuration.

© Add Camera Auto Discovery < Camera Auto Configuration Group < 't > [0 Manage Columns 2 . S e | eCt 3 ca m e ra(s) .to a utO_CO N .[:I g ure.

Camera Auto Configuration

Al Fnainpc™ Al v Group: All Q Sea 2 4

(®

From the Al Engine drop-down menu,
B e AT ) AR Can select one, more, or All available engines,
. E— e < B then click Recommend Analytics to apply
a engines (e.g., Age & Gender Recognition,
i & Cones G ’ Cross Camera Tracking, Face
P cans il B @ Recognition, etc.) to selected cameras.

All cameras have been successfully auto-configured. Please back to the Camera page to verify your
settings.

T' = City Road Intrusion e e N Ote

B Cancel

1
e
b
>
0//
;R\\_
LU
[ |

Face Recognition

B O

License Plate Recognition

1 »
’ i’ ‘ Corridor Make Model Recognition

Selected Al Engine names appear next to
W, ’ Corridor2 5

— x selected cameras after selecting
A Demo2 The system will perform the camera configuration, and this action cannot be undone. If Recom mend Analytics.

you wish to proceed, please press Start button.

Front Door Age & Gender Face Recognition Cancel Start 4 C||Ck Start AUtO Configuration tO dlsp|ay a
Confirmation screen.

| 5. Click Start to display a Completed screen.
Click Go to Camera screen to complete
Auto Configuration.

mile_cam11

Return to



ADD GPS MAP TO CAMERA

[VAIDIO]" Camera AddCame

= Camera Configuratio 4 GPS Map
Al Engines: Al

B
p

24.815407 » | 121.032901

& Add Camera

— No.
Get RTSP

B Preview

FPS
Estimated

TCP/UDP
Both

22X WY =

-
o

o

r
|9

E\

Internal Video Recorder

VMS/NVR
Please select

Channel ID

Please select

Description

Cancel

L R
g FIEN

®

IDIO

From the sidebar menu, select Camera, then select
Add Camera.

In the Camera Configuration section of the Add
Camera screen, click More to view additional settings
and scroll down to Location Type.

Select GPS Map and click the GPS Map location icon
to display a GPS Map.

Select a location on the map or enter coordinates to
add a pin to the exact location of the camera on the
map.

Click OK, then click Save on the Add camera screen to
add a GPS Map to a newly added or existing camera
(see for information on other Add
Camera settings).

Return to



ADD INDOOR MAP TO CAMERA

[VAIDIO]|" Camera) Addcamers

-—
9 O

S22 VY P

-
o

O

r
L

E\

g

% 7 b

Al Engines:

& Add Camera

No.

1

Al

= Camera Configuration

Password

Get RTSP
BN Preview

FPS
Estimated

TCP/UDP
Both

Detail Extraction
Standard

Internal Video Recorder

VMS/NVR

Please select

Channel ID

Please select

Description

Location Type
None GPS Map

HH Indoor Map

Indoor Map

Location Floor Plan

Location Name: Upload Floor Plan
IY Office

Description:

Latitude:

24.807295

Longitude:

121.036820 Floor Plan Name:

= 16F
GPS Coordinates:

Q GPSMap

%
S
.
i BEEE

Indoor Map

Select Map

Cancel OK

© Add Indoor Map

B 1v office
Floor Plan: 1

®

IDIO

Upload Indoor Map:

1.

From the sidebar menu, Camera > Add
Camera.

In the Camera Configuration section of the
Add Camera screen, click More to view
additional settings and scroll down to
Location Type.

Select Indoor Map and click the Indoor
Map location icon to display a Indoor Map
screen.

Click the Add or Edit Map tab, then click
Add Indoor Map to open a second Indoor
Map screen.

Enter a Location Name then click Upload
Floor Plan to open File Explorer and select
a saved Floor Plan.

Once the Floor Plan uploads, enter
Latitude and Longitude coordinates or
select the Floor Plan location from the
GPS Map.

Click OK to complete Indoor Map upload.

Return to Camera Management




ADD INDOOR MAP TO CAMERA (CONT.)

Indoor Map

Indoor Map

Indoor Map

Add or Edit Map Add or Edit Map

Add or Edit Map

Floor Plan

Floor Plan:  16F

No. Camera Name

Corridor

Corridor2

Lat 24807295 Long:121.03682

Add Camera Location to Indoor Map:
1. Click the Select Map tab, then select the previously uploaded Indoor Map Location (see Add Indoor Map to Camera to verify Indoor Map Location).

2. Click Next to select the Floor Plan, then click Next again to display the Floor Plan.
3. Click the Location icon, then select a location on the Floor Plan to add the camera.

4. Click OK to complete adding the camera location to the Indoor Map.

Note

For newly added cameras, first ensure all necessary settings are configured (see Add New Camera for more information).

Return to Camera Management




RESULTS ON GPS MAP

1ol

-~ L]
Search Click the location icon; the search result
—_— -~ ~
= = B 2023-04-07 @@ 00.00 v ~ 2023-04-07 i 2359 X Q Search o . | | h . | . h f
) - > will show its exact location on the map for
’ Advanced = e = 0 A5 2 4 5 10 » F n
LN
s the detected events
o) 382,748 results in 2 0 second. | Retention Time:2023-03-27 20:00.00 ~ 2023.04.07 17:32:57 °
. i Sudbury 2023-04-07 17:32:55 Q
- Sault Ste
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A > ~
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RESULTS ON GPS MAP (CONT.)

EMD'O” > Search

ey ~ P ~

= mw B 2023-09-21 @@  00:00 v ~ 2023-09-22 @& 00:00 - Qeseach @ 5]

Advanced ® & ® 0 & 9 Peson @x u-2 34 5 10 »

43,808 results in 1.8 second. | Retention Time:2023-09-08 20:00:00 ~ 2023-09-21 11:59:41

2023-09-21 23:59:39
AN =« CCT6

2023-09-21 23:59:38
§ B CCT6

BEOC» e X ¥XY @D I

2023-09-21 23:59:37
@M CCT6

2023-09-21 23:59:36
WM CCT6

% e i 7 P

2023-09-21 23:59:35
M CCT6
e,

CCT building
Floor 1

1ol

Click the Indoor Map icon; the search
result will show the exact location of the

detected events on the indoor map.

Note: GPS coordinates can be added to indoor maps to display the location of a camera on a GPS

map and an indoor floor plan.

The GPS location of the results is displayed in a thumbnail next to the floorplan.

Original Snapshot | Scene ID : 323099690

/\

2023-09-21 23:59:39
CCT6 |

W B Q% & & 5 Wom Eoo@

V

IndoorMap View | Scene ID : 323099690

2023-09-21 23:59:39
CT6 |

e o om moo

Return to Camera Management




DETAIL EXTRACTION IDIO|

Edit Camera

Camera > Edit > More > Detail Extraction and
B oo select Plus or Ultra from the drop-down menu

Edit Camera .
e : s [ o to enhance detection for 4K/8K cameras.

taipei road

= Camera Configuration Al Model - 1 v Al Engines - 2 v & Profle Default

= Camera Configuration

Group

Camera Type

User Name

Password

Camera Name

taipei road

Group

Groups: 1

Camera Type

RTSP

RTSP

risp://172.16.15.220:8554/person_2k_15fps_5

User Name

Password

M Preview

FPS
Estimated

TCP/UDP
Both

Detail Extraction
Standard
Standard
Plus
Ultra

Please select Activated Deactivated M O d es.

1 Standard (default)
4 Plus (3x resources)
d  Ultra (/x resources)

Applies to IP, RTSP, & Video file formats and all
Al analytic engines.

Note

‘ For cameras above 1080p, Vaidio displays a

warning but supports high-resolution

processing.

Return to



®

SELECT Al MODEL IDIO

EB‘ Right exit
1‘ taipei road

Edit Camera

= Camera Configuration

Activated Deactivated

Camera Name

taipei road

Group

Groups: 1

Camera Type

RTSP

RTSP
rtsp://172.16.15.220:8554/person_2k_15fps_5t

User Name

Password

B Preview

1. Camera > Edit to display the Edit Camera

1280x720 Y Office CCT Not in use R S eee SCI’e e n

2560x1440 New Group CD, DD, OWD Connected

2. From the Al Model drop-down list, select the
necessary model(s) for the selected camera(s).

A Notes
Al Model : 1 v Al Engines : 3 v £ Profile Default
== = - 1 Detection object types depend on the
s C Resolution: 2560x1440 pixel @M Preview pl¢ X se I eCted M Od e | .

4 Only installed, activated models appear in
the list (System > Al Models).

d File a support ticket if a model is missing.

Return to Camera Management



https://www.vaidio.ai/support

CONFIGURE CAMERA PROFILE EAI DIO |®

Create camera Profiles: Camera > Edit Camera to save engine settings on
multiple cameras (view the specific Analytics User Guides for details on

Profile Setﬂngs) Object Type: Select all object types that
should be detected in this camera FOV.

Edit Camera > N ote

= Camera Configuration Al Model - 1 v Al Engines - 3 v & Profle Default

User cannot search for any object type
Activated Deactivated B op % owp % that is not selected.

Camera Name ' |
Resolution: 2560x1440 pixel mw Previe

it Confidence (0.01 - 1.00): Adjust the

- = confidence level of an object depending
> on the results. If an object type is not
detected, decrease the confidence level
to allow more detections.

Please select
= Profile List £ Default

Camera Type

Resolution : 2,560 X 1,440 px

User Name

Min/Max pixels: Set the desired size of
Password _ 5 | an object type.

d Red box on the image shows the
minimum pixel size for the selected

Object Type Confidence[0.01 ~ 1.00] b Suggested Value

w ) object type based on the camera’s
_ , 050 resolution.
050 B 1 Yellow box on the image shows the
050 =|= maximum pixel size for the selected
050 0 [+ object type based on the camera’s
o 1k resolution.

0.50

Return to Camera Management
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DEFINE GENERAL ROI EAI DIO |®

Define General ROI (Edit Camera > ROI Tab):

Use the pencil icon to draw the area of interest by
clicking boundary points in the frame.

Exclude irrelevant areas (e.g., sky) to optimize
resources and reduce false alarms.

Note

The General ROl applies to ALL analytics. Other
analytics (e.g., Intrusion, FR) MUST be within it.
Objects outside will NOT be detected.

Return to
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ACTIVATE Al ENGINE(S) + ROI IDIO

Edit Camera 3 1. From the Edit Camera screen, select one or more Al
_ , 1 Engines (analytic functions) from the drop-down menu.
= Camera Configuration Al Model - 1 v  AlEngines: 1 v & Profle Default ) )

Each selection displays as a separate tab next to
Activated Deactivated Age & Gender e General ROI
General ROI cp ¥ CD Taipei Roa © . .y s .
2 Cross Camera Tracking 2. USIhg the penc“ iIcon, draw the ROI or Line Set for
— < Crowd Preview M4 Name the selected engine in the camera snapshot window.
CD Taipei Road 3. From the right-hand side of the screen, configure the
Crowd Detection Type settings for each selected analytic function. For more
Head information on configuring analytic engines, see the
corresponding Analytics User Guide.
4. Click Save to apply Al Engine and ROI

configurations.

Camera Name

Group Dwell

Groups: 1 Face Recognition

Camera Type Human Attributes

RTSP n E——— - Crowd Threshold @

RTSP 2 Y

rtsp://172.16.15.220:8554/p Dedupe Events @

User Name
Cooldown Interval @

10 ~ 3,600

A
10 seconds
N seconds

Password

WM Preview

®arA-
wavit

Cancel

Return to Camera Management
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CAMERA HEALTH MANAGEMENT IDIO ’

_ Abnormal camera status indicates
NI, ol \when a camera is disconnected,

blurred/blocked/repositioned, or
o Al Engines: Al has a resolution change. Q Search %
- Video Camera icon under Abnormal
;: L R Check indicates which camera currently [#—— e <
Q
(2= No. Camera Name CameralD Remote Resolution NVR Name-Channel ID Al Engines has an abnormal Status' Abnormal Chegk Actions l_| 0
i B .
o 1 “ 1loitering test-P... 214 1920x1080 Loitering, Object Counting  PowerModel-PRO-3.4.0 Default Not in use m Do K4 [_|
=
"
9, 2 m airport 223 2048x1536 Face Recognition Weapon-PRO-4.0 Default Not in use 2 I:|
:&% 3 n CCT1 198 1920x1080 Cross Camera Tracking PowerModel-PR0O-3.4.0 Default HA  Failed. Retryi... & DO & ¢ |:|
L 1]
. ¢« BN ccn 200 19201080 Cl Aorormal Comers )
Bl | Red alert icon indicates S5 ALED of 2003711250
ifl Ca m era a bn Orm a | ity. Current View: Blur/Blockage/Reposition Normal View
_U_— = 1920x1080 C1 .
. Vi e S

7 Demo - external 29 1920x1080

8 Demo - Fall down 7 1280x720 P

9 < Demo - Fire Det... 8 1280x720 Inf

10 z Demo - Fisheye 243 3200x3000

Click Recalibrate to clear All History of
1 hour History v recalibrate
Abnormal Camera or only for the last hour.

Return to Camera Management




CAMERA HEALTH MANAGEMENT (CONT.)

Status

Connected

Failed. Retryi...

Connected

Not in use

Not in use

Connected

Not in use

Not in use

DI1o|

Tuesday

Wednesday

00:00~08:00

Click on a red rectangle to view the
abnormal results for that hour.

Schedule
< Add Time
00:00
01:00
Abnormal Check Actions = ,
w 02:00
03:00
m D - [:] =
P 05:00
. . . 06:00
sile 0 d Click on the Timetable icon to o
schedule when to check the camera |
| status (user must m.ark inc.rements .
by hour; e.g., 45 minute time block o
is not allowed). i
AR o [ 20
|caneum
&
Camera 2
B Normal
@ |0 &/ ¢ ()
| -r
@ 0 & [

Click on the Clock icon to
view the camera status
history (up to 30 days,

24hrs/day).

12

24

I ~bnomal

39 310 31 312 313 314 315 3116 M7 3118 319 320 321 322 323 324 325 326 327 328 329 330 331 4N 42 43 44 45 4l AT

Refer to Alert Setup to set up an alert when a camera state changes to abnormal.

Return to Camera Management
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V)

NVR MANAGEMENT

J Add NVR

1 Camera Batch Import
d |nternal Video Recording

Return to Table of Contents




ADD NVR IDIO|

~ For example, |IP Address xxx. k.o ox/ Domain

Name : Y Name: xcowoc.com
* User Name :
In the NVR tab, click Add NVR. Input
* Password : . .
i - the requested information and select
* NVR Brand Plasse sslect v/ Chask Connection the NVR Brand in the dropdown list.

Please select A
| Avigilon ‘ T

Asis Reasons to connect NVR to Vaidio:

Bosch

Cognyte Symehis « [ View video playback for detected events

Dah . .
Digial Watchdog DW Specirum IPVIS Retrieve and apply analytics to recorded
videos in NVR

|

Digiever

Digifort
d Send alerts to VMS
J  Import cameras

Exacq
Genatec

Hanwha Wisenet NVR
Hanwha Wisenet Wave VMS
Hikvision

lveda Sentr

Kedacom

Luxriot

Milestone

Mobotix

NUUO

Return to NVR Management




ADD NVR (CONT.) - COMMON NVR/VMS PORTS

V)

NVR/VMS Brand Port
Avigilon ACC 8443
Axis ACS 55756
Dahua 37777
Digifort 8601
Digital Watchdog Spectrum 7001
Exacq 80
Genetec Security Center 8888
Hanwha Wave VMS 7001
Milestone XProtect 8081
Network Optix Nx Witness 7001
Salient CompleteView 8888
Videolnsight 9000

Note: Additional configuration for NVR/VMS Integration is required and varies by brand. Please contact a Vaidio representative or

file a ticket in the Vaidio Support Portal for instructions on configuring specific VMS/NVR brands.

Return to NVR Management
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CAMERA BATCH IMPORT FROM VMS

[VAIDIO] > NVR

Q 0O

» @2 ¥ H D

®

ra’
(A

=3

@ Add NVR

NVR Name

Internal

DaHua

IY Digiever

Avigilon

Qognify

Milestone-OPIT

luxriot

Exacq

Genetec-OPIT

Salient

DW

1ol

Use NVR > select NVR brand > ... >
Import Cameras to automatically pull
camera streams from VMS without
manually locating RTSP links.

NVR IP NVR Brand
localhost:8001 Internal
172.16.22.41:37777 Dahua
172.16.22.91:80 Digiever
172.16.22.42:8443 Avigilon
172.16.25.118:62000 Qognify Ocularis
172.16.25.121:8081 Milestone
172.16.15.232:8080 Luxriot

Vaidio 8.0 and higher only supports camera batch
import from VMSs with open network bridges:
Network Optix

Digital Watchdog

Hanwha Wave VMS

Milestone

Mobotix

Genetec

My Ny Ny Ny Ny

VMS

Edit

Delete

I Import Cameras I

Return to NVR Management




CAMERA BATCH IMPORT FROM VMS (CONT.)

Import Cameras

Select Camera Enter Credentials Status Check
Camera Found: 1
Camera Name Channel ID
General IP Camera (172.16.26.243) - Camera 1 7d1171ee-59a5-4b6c-b4e1-fe930230e562

1. Select the necessary cameras

o—0—0—0

Finish

x

1ol

Import Cameras

o—0—O0—0

Select Camera

Enter Credentials Status Check

2. Fill in the VMS credentials

Name :

Brand :

IP:

TCP/UDP :

* RTSP Port :

Import Cameras

Select Camera

Connected Camera: 3

Camera Name Channel ID

“ Camera01 00012556

Camera02 00001223423

Camera03 000000012

Camera(4 000000012

o

&Y
BN N

Camera05 000000012

Enter Credentials

Imported

9
9

Status Check

Resolution

1280x720

1280x720

1280x720

Status

Connected

Disconnected

Disconnected

Connected

Connected

0

<B>

RTSP
rtsp://admin:admi
rtsp://admin:168..
rtsp.//admin:admin...
rtsp.//admin:adm...

risp://admin.adm...

User Name :

Password :

Milestone-OPIT
Milestone

172.16:25.121

Both v

Back Check Connection

Finish

3. A page with the cameras’ details will appear.
Select the necessary cameras and click Import.
The imported cameras will appear in the

Camera tab.

Return to NVR Management




INTERNAL VIDEO RECORDING EAI DIO |®

Starting from version 5.2.0, the
......... Storage Mail LDAP Log Audit Trail ¢ Setting Al Model Utility 2 Restant user has the Optlon tO record VldeO

Q ol -
& within the Vaidio server.
License Management Al Engines
6
v Model Name
- 1 1
x - :
0 ] Check the number of channels in
. o ” System > License.
il
u To use Internal Recorder, install an
= additional HDD for Internal
= .- Recording setup before requesting
® Please take the following steps to Renew license if license expired or license extension needed M
a y— : Internal Recorder licenses.

ke o e rd acivatehe e sy s o cusiamer 001 : Note: In Vaidio 8.0.0 and higher,
m Internal Recording supports H.264
. and H.265 formats it the camera
supports H.265 codec and is
pre-configured.

Return to NVR Management




INTERNAL VIDEO RECORDING (CONT.)

Camera Info

* Camera Name :

Group :

Location Type :

Description :

Activate :

Camera URL

Type :

*RTSP:

User Name :

FPS :

TCP/UDP :

Detail Extraction:

NVR

Zhudong - 1st Road

Please select

GPS Map

Activate Deactivate

RTSP

rtsp://172.16.22.30:8554/Zhudong4

Estimated

Both

Standard

v 8.984876

[ Internal Video Recorder

To enable recording and video playback
for a camera, go to Camera > Edit
Camera or Add Camera > NVR > select

Internal Video Recorder

NVR :

Channel ID :

Please select

Please select

V)

Note: Internal Recorder is only allowed for cameras added
via IP address and/or RTSP

Return to NVR Management




INTERNAL VIDEO RECORDING (CONT.) IDIO ’

NVR

* Select NVR . Internal

* Channel ID . (IY Corridor) 2

Configuration

* Select Al Model 1 selected

Select Al Engines: Select Al Engines To process previously recorded
videos, select File > Retrieve Video
> Internal and Channel ID.

* Profile € Default

Set Retrieve Time UTC «00:00

~ St To End Time 20210223 @@ o7 - 2021-0223 @ 2016 . : :
Internal video file supports audio.

Description

GPS Coordinates Latilude . | Longltude

Transcoding

 Concel & Submit

Return to NVR Management
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V)

FILE MANAGEMENT

d Upload Video
J Retrieve Video

Return to Table of Contents



#

UPLOAD VIDEO IDIO|

[VAIDIO] > File

Interval Start Date @8 | File Name . . . .
Q The upload progress bar tracks file size A Enable Profile to detect required
) and time, alerting to any upload issues. Object Types.
& Retrieve Vid & Upload Vid : :
& Sree e S| e 1|3 Activate FR, LPR, PPE, and CCT if
9-/‘ ID Type File Name NOte nee_ded' . )
=, 1 Object Detection / Search is
78 Uploade.. 11_6_20208_01_43AN File size limitation: T0GB. . . _ enabled by default.
:R\\ Name PS Coordinates Description Transcoding i_
77 Uploade 11_6_20208_01_43 AM ccTLivdro... - Profio *
o 2508 ME 2023-03-29 2] mobile_admin v 1 selected v Select Al Engines v Latitude
@ 76 Uploade... 11_6_20208_01_43 AN 12:03 8 & Default Longitude | Q i A MO ® s
E 74 Uploade 11_4_2020 8_16_52 AN Saaces s e e =
Define Start Date and Time to | .
. ) ()
match the system timeline for >
indexing. ‘
9 o
o
Supported File Formats: .avi, . mpeg, .mp4, .ogm, .ogv, .webm, .wmyv, .m4v, .moy,
.aSX. QO Cance @sae

Note

Uploaded video files can simulate cameras in Vaidio (see Add New Camera for more
information).

Return to File Management




RETRIEVE VIDEO IDIO|

Select the preconfigured NVR and
channel to retrieve and download the
correct video file.

Q Interval Start Date @  File Name Video Source Q Search
Retrieve Video X
()
¥ Retrieve Video | £ Upload Video
7oy - - NVR
!J' ID Type File Name Description Create Date int | " Select NVR: Please select )\
=
7 * Channel ID : Please select v
78 Uploade 11_6_20208_01_43 AM (U 2020-11-07 06:01:28 2020
;x\\
PN 77 Uploade... 11_6_20208_01_43AM (U 2020-11-07 06:01:27  202¢] | Configuration d Enable Profile to detect required
N 76  Uploade... 11_6_20208_01_43AM (U 2020-11-07 05:57:41  202() | ~ Select Al Model : 1 selected v Obje(:t Types.
, —___, A Activate FR, LPR, PPE, and CCT if

@ 74  Uploade... 11_4_20208_16_52AM (U... disable transcoding 2020-11-06 09:37:16 20200 = Select Al Engines : Select Al Engines v
g needed.

* Profile : Default . . .

rofie b 3 Object Detection / Search is

Set Retrieve Time UTC +00:00 ena bled by defa u |t

* Start To End Time : 2023-03-29 @H 1455 C ~ 20230329 @@ 12:05 > el

Description :

GPS Coordinates : Latitude , | Longitude Q

Transcoding
{ Cancel @ Submit
Note

Uploaded video files can simulate cameras in Vaidio (see Add New Camera for more information).

Return to File Management




V)

API KEYS

J Introduction & Purpose of APl Keys
J APl Keys Management

Return to Table of Contents




INTRODUCTION & PURPOSE BAI DIO |®

Vaidio 7.2.0 & Earlier:
Requires revealing database passwords for API calls. Password changes disrupt integration,

needing manual updates and posing security risks.

Vaidio 8.0.0+:
No password sharing needed. Simply copy the APl key from Vaidio (APl Key tab) for

authentication.

Return to APl Keys




APl KEYS
[VAIDIO]" > APIKeys

—_—

Select API Keys. , ,
Click Create API Key —> View/hide & copy the API Key

Q € Create API Key -~ 2.
= 3. Enter a Name for the API key, then
ﬁa‘ ] ] Name . Last Used Create Time Status ]
' — click Create to generate the key.
: ':1 test ODMXsseesescessecscescsscsscssecssescace o k 1 hour ago 2024-06-20 07:33:34 Active eoe
7
Create API Key X
% l
AN
/& .
Create API Key Edit
o * Name: API1
Delete
i .
The API key is generated. .

o | Deactivated
=i AFLRey bestpractices Please save this api key somewhere safe and accessible.
l'fl « Never store your access key in plain text, in a code repository, or in code.

« Disable or delete access key when no longer needed. —

» Enable least-privilege permissions.

« Rotate access keys regu|ar[y_ 7ALSiBL39y9QROGFHZSKjHQTLeWOQCAzOC?)nz?)CQ LH

k

Cancel

2,

Return to APl Keys




V)

ALERT SETUP

J Add New Alert
d Alert Scheduling
1 Copy Existing Alert Trigger Action

Return to Table of Contents




ADD NEW ALERT [VAIDIO|

Configure Cameras for Alerts:

E& Right exit 1280x720 IY Office Not in use

1. Camera > Edit.
. Select/deselect Al Engines, draw
o IR teston 1920c1... Sopees i ROI(s), then click / to confirm and
Save.
= CanoraCotprate s | s | Pt Dan 3. Alert > Alert Rule > Add Alert (see

Activated Deactivated

8 ; J taipei road 2560x1... Connected

2

General ROI CD X|| DD X|| owD X &

@ C Preview  Md X
taipei road )

Camera Name

Group

—

ﬁ

IDIO]|  Alert

Please select

Camera Type

Dashboard History

jo

RTSP

L
9,

User Name
& Add Alert

Password

Alert Type

Object Detection

alert_yingchu Object Counting

Backpacks Bicycles...  Object Counting

o2 ¥ P

B
d

©

r
L

Return to
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ADD NEW ALERT (CONT.)

4. Enter an Alert Name.

5. Select Alert Type(s) and define rules for object types and scenarios.

Add Alert

Define Rule

Alert Type:

Cooldown Interval:

Action

Object Left Behind v

@ Camera [0 @ Schedule

2

0 o i )

0 ~ 3,600 seconds

Trigger (Optional)

Trigger (Optional)

Trigger Action:

Authorizatic

HTTP

Open Existing Trigger

HTTP
Email Notification

APP Notification

Avigilon

Axis

BTX Bridge to Milestone XProtect
Digifort

Digital Watchdog DW Spectrum IPVMS
Genetec

Hanwha Wisenet Wave VMS

Immix

Luxriot

Network Optix

Qognify Ocularis

Salient

Include:

d Camera Abnormal Type for Camera Abnormal
A List for FR/LPR

d ROIs for ID, OLB, etc.

d Line Sets for OT

6. Select camera(s) and ROI(s), and Schedule alerts (see Alert
Scheduling for more information).

7. Set a Cooldown Interval (10-3,600 seconds).

Note
A Cooldown Interval is the time between alerts (see the Core
Functions User Guide for more information).

8. Configure Alert Triggers to view analytics events in one location and/or
to push the alert to an external device (e.g., Video Management
System, gate trigger via HTTP, mobile phone, etc.). See Copy Existing
Alert Trigger Actions for information on copying existing Trigger
configurations for newly created Alerts.

9. Click Save to enable the alert.

Note

Alert Scheduling, Cooldown Intervals, and Triggers are OPTIONAL.

Return to Alert Setup
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ALERT SCHEDULING

Trigger (Optional)

Object Detection 1 v

Trigger Action:

m Camera (8] {f Schedule

Cooldown Interval: 0 o i ) 0~3

Action Trigger (Option:

Add Time

All day

Everyday

Click Schedule to display a weekly
Schedule.

Select one or more days, or click
Select ALL.

Alternatively, select days from the
Add Time drop-down menu.

Set a timeframe or check the All Day
box to configure alerts to run all day.

Click OK > OK to enable scheduled
alerts.

Return to


#

COPY EXISTING ALERT TRIGGER ACTION

Add Alert

Copy Existing Alert Trigger
Define Rule
Alert Type: Object Detection

m Camera |4 il Schedule

L g

Cooldown Interval: 0 o i | 0 ~ 3,600 seconds

Action Trigger (Optional)

couriney_rosaire@gmail.com

Trigger (Optional)

Email Nofification

Open Existing Trigger

HTTP
Email Notification
APP Notification

Avigilon

Axis

BTX Bridge to Milestone XF rotect
Digifort

Digital Watchdog DW Specirum IPVMS
Genetec

Hanwha Wisenet Wave VM 35
Immix

Luxriot

Network Optix

Qognify Ocularis

Salient

®

IDIO

To reuse a configured alert trigger (e.g., email or HTTP trigger)
for a new alert:

1.
2.

Trigger Type.

Add Alert > Trigger (Optional) > Open Existing Trigger.
Select a trigger by Last Modified date, Alert Name, or

Click the arrow associated with the listed trigger for details.

Click Apply to assign the trigger.

Existing Trigger

ey

Last Modified: 2025-02-03 @f§ ~ 2025-02-10 @H

Last Modified Alert Name Trigger Type

O 2025-02-10 Al_ALERT Email

Email
Subject Al Alert: Is there any weapon detected?

Content Hi,

An event was detected on camera {cameraName} at {eveniTimeStamp%MMM dd, yyyy hh:mm:ss

a},Please see the following screenshot.
Thank you.

{alertimageJpg}

2 2025-02-11 Copy Existing Alert Tri Email

Trigger Type: Al

Receiver

Return to Alert Setup
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USER MANAGEMENT

J Types of User Accounts

1 Add User

4 Add User Group
1 Permission Control
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TYPES OF USER ACCOUNTS [VAIDIO]'

Permission
Capability
Admin Co-Admin General User
Add/delete users Manage Manage (except Admin) None
User’s role and group Manage Manage None
User’s password and email Manage Manage (except Admin) Manage its own only

Camera control Manage Manage Based on group permission
Video source control Manage Manage Based on group permission
Al engines control Manage Manage Based on group permission
Configuration control Manage Manage Based on group permission

Note: Having Co-Admins makes it easier to manage the platform and track user activities using the Audit Trail. Instead of relying on one admin account,
the Admin can create multiple Co-Admins to manage the system and other user groups. Return to User Management




ADD USER [ [VAIDIO|

Navigate to User in the left menu In the User tab, click Add User, X
tab of Vaidio > Click User tab. input the user info, and assign a
User * User Name - password for the user.
User Group User Name ] ]
Adtivate - Deacivate < Manually activate/deactivate the User
O Add User —epertta >
* Password : ©
User Name
* Confirm Password : &y
admin
*Email :
Role : @ User (O Admin [«——To add Co-Admin, select Admin.
User Group : <t
»| Expiration Date : @) &a
Select the User Group for the user or
assign later in User Group settings

N (Default: Undefined).
Set an expiration date to

, , Cancel Note: User accounts in the Undefined
automatically deactivate the User group do not have access to any

functions and cannot log into Vaidio.

Return to User Management




ADD USER GROUP

| User Group Name \ Q Search
© Add Group
Group Name

Undefined

Adminisirator

In the User Group tab, click Add Group.

Add Group

* User Group :

’ External |dentifier : [ ’

Users Permission Control

Users: All

Search for

user

User Name

usert

Navigate to User in the left menu tab
of Vaidio > click User Group tab. -

Input the name of the User Group
and assign users to the group in
the Users tab.

{3 Cancel # Save

1ol

Return to User Management




PERMISSION CONTROL

1 Camera Control: Select the

cameras that the user group
can access

J Video Source Control: Select

2

2

the video source from which
the user group can upload
videos

Al Engine Control: Select what
engines (analytics) the group
can view or manage.
Configuration Control: Select

whether the user group can
add new cameras, manage
alerts, and/or unblur
faces/people it Privacy
Protection is enabled.

Add Group

* User Group : | Security

Users | Permission Control
Camera Control Video Source Control Al Engines Control
Camera: All v Camera Name v | Q Search
|| cameraName
Demo - Fall down
(| Demo -Fire
[ ] Demo-Fisheye
y_\ Demo - People Counting for Retail 2

Demo -

Demo -

People counting in office

People Counting in Retail 1

{ Cancel

@ Save

External Identifier :

Configuration Control

1 of 77 selected « - »

View v iz

View ¥

. Manage

Return to User Management




PERMISSION CONTROL (CONT.)

Add Group

X

* User Group : ‘ Security

Users

Camera Control

Camera: All

LR O

[j AG Test ID
C| Animalcivet
(] BUPC

D BU-PCCD-01

[:‘ cat camera

Permission Control

Video Source Co

v Camera Name

Camera Name

1loitering test-PRO

Add Group

Camera Control: Select which
cameras the group can view

or manage.

v | Q Search

* User Group \ Security

Users

Camera Control

Video Source: All v

0O 00

AN BN

Permission Control

Video Source Control

Video Source Name

Aicuda

Animal_civet

ANPR

Anthony Gagliardo

Bag

Bee

@ Cancel

0 of 77 selected « »

View v 5

View v

Admin or co-admin users can grant the following permissions:

External Identifier : |

Al Engines Control

Q Search for video source

@ save

Configuration Control

Video Source: Select for when

uploading a file.

View

View

View

View

View

View

View

v

v

v

=

Add Group

* User Group : ! Security |

Al Engines: Select which analytics
the user can view or manage.

Users Permission Control

Camera Control Video Source Control Al Engines Control Configuration Control
Age & Gender View v
) | Manage i
Crowd Detection e
Face Recognition View v
Identity Verification View v
Illegal Parking View v

1ol

Intrusion —
Add Group X
License Plat
* User Group :' Security —r R ‘
Loitering Configuration Control: Enable permissions to
U - - ] .
*F | Fermissiencontd add cameras & alerts, & enable/disable Privacy

Make Model .

comera conral vineo] £LOEECEION blur/unblur.
Object Coun

Add Camera Disable v
Object Left E

Alert View v

Camera Group View v

Privacy Protection - Unblur Disable v

Return to User Management




SUPPORT [VAIDIO|

For technical support, please go to the Support Portal to fill out a ticket.

For additional guides and training, please visit the Vaidio Partner Portal.

Request access at vaidio.al/support to register for an account.



http://www.vaidio.ai/support
https://www.vaidio.ai/partner-resources/vaidio/support
https://www.vaidio.ai/support

[Vaiio]

THANK YOU

For more information, visit Vaidio
Support Page on the Partner Portal
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