Product Descriptions

Product Name

SKU

Description

Executive Protection Add-On

ADDON-EXEC-ZFN

Executive Protection includes monitoring for one (1) high profile executive,
employee, or VIP against account takeover impersonations, sensitive information
leakage, doxxing, credential compromise, Pll exposure, and cyber-threats. Executive
Protection includes PIl Removal for the executive. The executive may not be reused
or reallocated to a different executive after it has been provisioned.

Intelligence Search Add-On

ADDON-INTELSCH-ZFN

Intelligence Search provides one (1) threat intelligence analyst with unlimited
search access into the complete threat intelligence data lake from the ZeroFox
platform. Provides the ability to search ZeroFox's extensive Data Lake and retrieve
all threat intelligence related to search terms. Includes Threat Actors, Indicators,
Malware, Dark Web Forum & Marketplace posts, Breaking News, and Finished
Intelligence.

What is included:

- One (1) Single User Licenses for ZeroFox Platform

- Unlimited Searches

- Export Search Results

Brand Protection - Foundation
Bundle

FOUND-BRAND-ZFN

Protection includes monitoring for brand and organizational threats for one (1)
Brand or product line/family across all data sources of surface, deep and dark web.
This includes brand impersonation, mentions or breach evidence on non-OSINT
channels. Includes monitoring for (5) Corporate Social Accounts for a given brand or
product. The Brand may not be reused or reallocated to a different Brand after it
has been provisioned.

Domain Protection - Foundation
Bundle

FOUND-DOMAIN-ZFN

Provides Protection for your owned domains/sub-domains through continuous
identification and remediation of impersonating domains, trademark infringement,
and spoofing against bad actors that trick your customers into providing
information and damage your brand. Includes protection for (1) primary domain for
a given brand or product. Each domain protected asset covers all derivative sub-
domains for the same primary domain.

Takedowns - Foundation Bundle

FOUND-TKDWN-ZFN

Universal takedowns (1/yr.) can be purchased at discrete quantities to meet
organizational needs to block and remove any applicable impersonating or
malicious account/site/content and other terms of service violations including from
social networks, mobile app stores, paste sites, domains, code shares, and others.
Includes:

- Takedowns of malicious and illegal content across social media platforms

- Takedowns of malicious and illegal domains

- Automated requests to our Global Disruption Network partners for content
blocking and attacker campaign disruption

- Full-transparency of takedown status via in-platform experience and managed
service team support

OnWatch Alert - Foundation
Bundle

FOUND-ONWALRT-ZFN

Our team of global SOC first-line threat experts provides 24x7x365 managed
services to review, validate, and escalate incidents and prioritize threats on your
behalf.

Includes:

- 24x7 managed alert service and customer support

- Global Intelligence Collection (GIC): Automated and human intelligence collection
for protected assets from all relevant OSINT (Surface) and Deep/Dark Web data
sources including major and regional social networks, surface, deep and dark web,
covert communication channels, paste sites, emarketplaces, mobile app stores,
blogs, news, job and review sites and forums, code shares, vulnerability databases
and more

Platform API Connector -
Foundation Bundle

FOUND-CONNECT-ZFN

Initial integration with ZeroFox Platform. Connect alerts from the ZeroFox platform
with your other internal tools and applications to streamline your security
programs. Leverage available market-leading partner applications to better
streamline your response to external threats through alert orchestration and
incident remediation. Also request takedowns through the API from your
application. Customers are entitled to support for integration enablement and
ongoing Platform API support and maintenance. Includes: One (1) supported
integration/application Platform APl connector and maintenance of the connector
for the term.

Mobile App Protection

ADDON-MOBAPP-ZFN

Protection for one (1) Mobile Application includes monitoring for any fraudulent,
rogue, or malicious mobile applications impersonating a brand or organization

Corporate Social Account

ADDON-CRPSOCCNT-ZFN

Automated remediation of offensive or inappropriate content for up to five (5)
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Content Remediation Add-On corporate or organizational Social Media Accounts on supported networks.
Corporate Social Accounts are those owned social accounts and pages that you have
administrative control over. Authenticated accounts within the Platform receive
inline content moderation for offensive or inappropriate content postings on
supported networks. The Corporate Social Account may not be reused or
reallocated to a different Corporate Social Account after it has been provisioned.
Accounts must be authenticated to receive remediation.
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